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Preface

National security has been a core function of states since their inception with the Treaty 
of Westphalia. The means of protecting national security have changed depending on the 
threat actors being faced, the nature of the nation being secured, the resources available 
to the state to secure its institutions and borders, and the strategy the nation chooses to 
follow.

The advent of the information age and the creation of networked and interconnected 
societies through digital transformation has led to challenges being posed to the ideas of 
the nation, borders, and sovereignty. National security and strategies, then, have also been 
reshaped, or are in the process of being redefined, to account for these deep technological 
changes.

Some strategies and tactics of national security that have been tried and tested over the 
ages are still employed by states around the globe, but in the digital age, the way these 
strategies and tactics are implemented can look a little different.

This book explores some of these older concepts of national security, such as sovereignty, 
the role of the state in security communications within their territory, and the means of 
conducting warfare and defining crime, but with the new context of the digital age and 
technologies creating a more interconnected globe. It also examines case studies of different 
states that are less commonly examined in the cyber context. This helps the reader develop 
an understanding of how national security is being thought about in the broader world and 
among smaller players.

This book also examines some new frontiers and areas where innovation is causing 
disruption, and the changes that it is likely to bring will impact more broadly than just 
within any one state. Partnerships between states and areas of potential cooperation are 
also examined within this volume.

Conflict in the cyber and information age will look very different from what has gone 
before. The world has a preview of what cyber and digital technologies will do to the 
battlefield in the information age, but the extent of those battlefields and how and where 
wars are likely to be fought is only just being imagined. It is hoped that this book will 
provide readers with the context of different issues facing states and the international 
community more broadly in the information age. This can lead to deeper thinking about 
the world in which we live, how secure we are, and what national security looks like, 
which is what this volume provokes.

Sally Burt
University of New South Wales,

Canberra, Australia
XII
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Chapter 1

The Gray Zone: Changing Our 
Understanding of National Security 
in the Information Age
Sally Burt

Abstract

This chapter will examine the changing understanding of national security in the 
cyber age, particularly with the development of an extensive Gray Zone. Gray Zone 
activities are now cyber-enabled and this has changed the nature of the Gray Zone. 
The boundaries of this zone are being bent and flexed. Until some firmer global 
norms and red lines are properly established by states in the international system, it 
will be difficult for behavior in the Gray Zone to be predictable or stable. Our con-
temporary understandings of effective deterrence and coercion in the international 
system are based on predictability, communication and signaling; aspects of the 
international system that are absent or at least very challenged in the information age. 
States that currently benefit from ambiguity in the Gray Zone seem to lack incentive 
to establish the norms and limits of their actions in a way that would lead to stability. 
The ability to utilize deterrence and coercion tactics effectively in the cyber age may 
be the unseen incentive provided from states with an interest in maintaining a  
rules-based order.

Keywords: Gray Zone, deterrence, cyberattacks, national security, United States

1.  Introduction

Statecraft is defined as the skillful conduct of state affairs [1]. Promoting and 
protecting national interests and national security are the key aim of this activity. 
Each state will define its national interests differently and these interests will also 
change over time. The nature of conflict that challenges national interests is less 
changeable. War has been understood as the activity of armed conflict to achieve 
national interest, be it security and protection from others’ aims or for facilitating a 
state’s own aims by threatening another’s. Military force is the heart of war. There has 
been some debate over centuries about whether the nature of war changes or can be 
changed by technology and the debates sparked by disagreement over this involve the 
idea of the Revolution of Military Affairs [2]. The key question being, does the nature 
of war change because of certain technologies and innovations or is it just the tactics 
used to conduct it that are altered? Even where there are successful arguments for the 
changing nature of war, the kinds of technological advancements that cause this are 
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very limited [2] and the number of times this has occurred through the centuries can 
be counted on one hand.

What is known as the Gray Zone, the statecraft that takes place that sits below the 
threshold of war is more changeable in nature. States conduct diplomacy, through 
espionage, sabotage, coercion, economic persuasion, and public diplomacy. The 
patterns and utility of each activity constantly changes according to the tools available 
to states, the most effective method of achieving the aim and the norms and taboos 
of diplomatic conduct as they change over time. The cyber age has brought some 
important changes to the way these activities are conducted and their effectiveness in 
achieving political interests. States are still adjusting to the utility of Gray Zone activi-
ties and developing understanding about how best to responds to cyber-based Gray 
Zone activities [3]. These matters are significant to international relations.

Current activity in the Gray Zone would suggest that states are struggling to define 
where red lines and thresholds of war are being crossed and some activities that 
could be seen as acts of war or provocation of conflict are being responded to with a 
much lower degree of response. This has potentially significant implications for the 
development of norms of casus belli in the future [3]. It also calls into question where 
the changed nature of the Gray Zone is leading to a rethinking about definitions of 
national security or the nature of war in terms of the way it is defined and conducted.

Through an examination of some of these changes, some key events and how they 
have been responded to, this chapter will examine these important questions and show 
that there is indeed some uncertainty about the role of war in statecraft in the cyber age.

2.  The problem: defining the Gray Zone

The term “Gray Zone” can be traced to the US Special Operations Command paper 
written in 2015 [4]. It was used to describe the range of activities used in statecraft 
that can neither be defined as war nor peace, but rather as something in between. 
These are somewhat nefarious or malicious activities that do not present such a 
challenge to another state’s national interests so that they should be considered an act 
of war. There is no exact definition of the Gray Zone and that is because the concept 
of national interests and the threshold for war differs between states [4]. Therefore, 
there is little capability to precisely label activities as being in the Gray Zone in any 
objective way.

This, however, does not mean, and should not preclude, states from determin-
ing what they consider Gray Zone activities as opposed to acts of war. In terms of 
breaches to a state’s vital interests, it should be possible to know when an act is no lon-
ger a Gray Zone activity, but an act of war. There should be a clear line determining 
where the Gray Zone ends if not where it starts. States need to define their national 
interests and determine core/vital interests from within those broader interests to 
establish what is “acceptable” behavior by other states, even if it is not desirable. 
Within the confines of international law, states need to be able to recognize when 
their vital interests are threatened and a response and retaliation is warranted and 
legal. States then also need to determine how to respond according to the seriousness 
of this breach of national interests.

The process of determining these things must also account for international laws 
and norms, as relating to the declaration of war and what is considered a just casus 
belli. States are not entirely free to create their own definitions of when it is and is 
not acceptable to engage in war or what can be considered an act of war. They must 
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respond to the restrictions of the international community and international organi-
zations designed to regulate (and try to avoid) war fighting [5]. International law also 
determines, to an extent, what reaction and activity will be considered by the interna-
tional community to be an acceptable response to a given provocation [5].

An important question that must be posed, however, is are these restrictions 
outdated? Has the concept of war changed so that the Gray Zone is now the warfight-
ing space? Or have states’ determination of when it is “worth” going to war and what 
is “worth” fighting for changed?

Sovereignty is the key concept that underpins international law and the develop-
ment of accepted norms of state behavior. It then also determines what should be 
casus belli. The clearest cut example of an acceptable casus belli in the international 
system is the invasion of another recognized state’s territory. Under international law 
this would be the clearest violation of another state’s sovereignty and a justification 
for war as a response in self-defense [6]. The issue in the cyber age is that borders 
no longer need to be breached with a military invasion for a state’s sovereignty to be 
compromised. In this new age, technology allows states to cross borders for nefarious 
activity without physical presence and often without detection at all. The concept 
was not considered at the time of writing the United Nations Charter and much other 
international law. The issue of the applicability of international law to cyber activities 
and in this new age is well recognized. The Tallinn Manuals and various other fora 
have been established to consider these issues and provide some guidance on accept-
able behavior in cyberspace [7]. The point here is not to rehearse these arguments 
around whether or not international law is keeping pace with technological change 
acceptably. Rather, the point is that states need to rethink their decision-making and 
understanding of their own sovereignty and national interests in the context of this 
new international environment in order to ensure they have appropriate strategies to 
deal with emerging threats in appropriate ways. Until this occurs, there is little basis 
for the development of strong international legal frameworks.

States need to understand what and when they consider their sovereignty to have 
been breached and their vital interests challenged and also what they should be able 
to do to protect themselves in different circumstances. This understanding will lead 
to the possibility of better and clearer negotiations on state behavior and also ensure 
that the hard international law is supported by acceptable norms. In this way, the 
Gray Zone in the cyber age will be more clearly defined also. There will be less room 
for ambiguity and, therefore, greater stability in international relations. Transforming 
the Gray Zone into normal statecraft short of war will ensure that unacceptable or 
accidental war is more likely to be avoided.

3.  Changing old concepts

The last decade or so, as the implications of cyber technology and capabilities 
were becoming more visible and apparent due to the increase in cyberattacks being 
conducted, debate has arisen over whether old theories of strategy and war fighting 
are relevant or hold in the new cyber-enabled international system. Many scholars 
have questioned the applicability of concepts such as Douhet’s airpower theory, 
Jomini’s fighting at the decisive point, or Clausewitz’s principles of war and even 
Sun Tzu’s Art of War to the cyber age and the conduct of international relations 
using this technology [8–10]. There has also been work done on how small wars alter 
Grand Strategy through the shifting of power and elements within the international 
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system [11]. It could be argued that this same process is operating through the cyber 
domain with different interactions and attacks slowly shifting the power relations and 
other elements of the international system in ways that lead to changes in the Grand 
Strategy of states. Certainly, cyber technology has caused a great deal of thinking 
and debate about these matters and about how states should interact with each other. 
The Gray Zone may be being used as a testing ground for future behavior and norm 
development and ultimately patterns formed around these interactions will lead to 
the resolution of at least some of these debates [3].

The scholarly debate and questioning of old strategies reflects the observations 
about the different ways in which cyber technology has impacted long held and 
understood concepts and tactics of diplomacy and statecraft. Some of these changes 
are examined below.

3.1  Public diplomacy

Public diplomacy is the concept of a state conducting diplomacy with the public 
of another [12]. Where “normal” diplomatic relations are conducted between offi-
cials from their respective governments, public diplomacy involves bypassing these 
officials and “speaking” directly with the society of another state. Public diplomacy is 
not a new practice, it has been a way for states to persuade another state of its virtues 
and to gain support for its policies and decisions through direct engagement with the 
people. Winning over the public is an effective mechanism for gaining persuasive 
power over another state, particularly a democracy. Public diplomacy is very closely 
related to soft power and it is about promotion of ideas and policies and convincing 
the society of another state of their worth [13]. Traditionally, the media, including 
newspapers and radio have been used for this purpose. State officials have also been 
known to make public appearances and make speeches that are broadcast for the 
consumption of the public in another state.

The internet and social media have brought innovation to this age-old concept. 
Using these technologies has increased the range, speed and breadth of the ability to 
communicate directly with people in another country. It has also allowed an element 
of anonymity to come into this concept. One of the key facets that makes public diplo-
macy an acceptable activity allowed by most governments is the fact that it is known 
who and how the communication with their publics is transpiring [14]. The advent 
of the internet and social media has removed this element of this form of statecraft. 
States can now be quite anonymous and spread messages in a much less transparent 
way. This presents a danger in that it can lead to a shift from public diplomacy into a 
Gray Zone tactic that is more nefarious, information or political warfare. Crossing the 
line of the threshold of hostility without necessarily causing conflict.

3.2  Coercion

Coercion is another tool of statecraft that has long been used by states to engage 
with each other and to seek out their own interests. In the cyber age, however, there 
have been differences made to the use of this tool that are important to interstate rela-
tions and the identification and protection of national interests.

Coercion is commonly used to refer to the idea of the use of force or threat of the 
use of force to influence another state’s behavior. It is often used to mean a combination 
of the idea of deterrence (or the prevention of activity) and what Thomas Schelling 
referred to as Compellence or providing incentive to undertake an activity [15]. 
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Coercion has a long, long history in international relations and statecraft. The means 
by which states coerce others into behavior more aligned to their own interests changes 
constantly and is very much situationally dependent [16]. The severity of the force 
threatened, or used to support the credibility of the threat, also changes according to 
the interests in the behavior change and the severity of outcomes for the coercer should 
the behavior remain unchanged.

In order to determine how cyber has altered the nature of this tactic of statecraft, 
it is important to understand the concept of “force” and how we define that term. If 
we consider force purely to mean kinetic and traditional forms of military force, then 
we severely limit both our conception of how cyber tools can be used for this activ-
ity and also our recognition of when a state is coercing another. Economic coercion 
can be used to amend another state’s behavior just as much as military force. It is the 
pain that is caused that creates the incentive to alter behavior [17] and so we need 
to consider the idea of force more loosely so that we allow for different means for 
coercive behavior to be understood, particularly in the current cyber context. Where 
cyberattacks and cyber tools can be used to cause pain to an opponent and to degrade 
something of value to them, then cyber coercion can occur [16]. As will be seen 
below, sometimes cyber tools are also used in ways related to both military, diplomatic 
and economic coercion.

Cyberattacks have been used in recent years as an effective coercive tool. The 
reversibility of the impact of certain types of attacks makes them ideal for punishing a 
state’s behavior and then being able to remove that punishment once the behavior has 
been altered. The cyberattack on Sony Pictures is an example of the use of cyber tools 
for coercive purposes. The November 2014 attack on Sony Pictures was attributed to 
North Korea and involved an attack on the movie company because of its production 
of a film The Interview that was offensive to the North Korean leadership [18]. In order 
to prevent the movie’s release, North Korea engaged in cyberattacks on the company 
that included gaining access to data about scripts and unfinished films etc., the release 
of which would be damaging to Sony’s profits. Sony was held to ransom with the 
threat also of September 11 style terrorist attacks in cinemas that showed the movie. 
The film’s release was duly postponed and even when it was released, this was done on 
a much smaller scale than originally planned [19].

Another example of the possible use of cyberattacks for coercion occurred in an 
attack on the Australian Parliament and government agencies in 2020 after Australia 
called for an inquiry into the origins of COVID-19. There were also other tensions in 
relations between China and Australia at the time. The attacks targeted a range of pri-
vate sector organizations as well as political and government agencies. Although the 
attacks were not officially attributed to China, it is widely believed that they were the 
perpetrators of the attack. It also fits with the probably coercive intent. When factor-
ing in which state had the most potential benefit from the attacks and the timing of 
the attacks, China makes sense as the perpetrator with coercion as the motive [20].

Cyber tools also make the possibility of coercing with less risk of escalation more 
feasible and, therefore, potentially more common. Coercion is arguably more effec-
tive with a reversible impact because the coercer can actually demonstrate their ability 
to implement the threatened imposition of cost and then remove it. The damage 
from more traditional force is not often as easily reversible. The implications are that 
cyber technology has also expanded coercion opportunities and capabilities to states 
that may otherwise not have had sufficient ability to threaten the power of another 
militarily superior state [16]. It provides an asymmetric advantage to less powerful 
states and also potentially non-state actors.
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More discreet forms of coercion with cyber tools come in the form of what might 
be defined as part of political or information warfare. With cyber means, there is a 
greater possibility to undertake deceptive or covert coercion through the persuasion 
and influence over a foreign population [16]. Democratic states are most susceptible 
to this in that public opinion is a significant influence on policies and government 
decisions in these states. Authoritarian regimes, however, are not immune. One of the 
biggest vulnerabilities of authoritarian regimes is controlling information accessed 
by the population in order to maintain control. The concept of nefariously interfer-
ing with another state’s population to disrupt the decision-making processes of the 
government is not a new tactic or activity, but cyber technology has enhanced the 
capability in terms of potential reach of messaging and influence and also the ability 
to do so without being detected or having the intent of the activity revealed [16].

3.3  Deterrence

Deterrence is a form of coercion that is based on the prevention of a behavior 
encouraging another state to stop a behavior they are engaging in [21]. There are 
several forms of deterrence and these are effective in different scenarios.

There is deterrence by punishment. This type of deterrence can be used to reverse 
a behavior that has already been undertaken or use the threat of such punishment 
(with a credible backing of a state’s capabilities and will to carry out the threat) to 
prevent a behavior occurring. The idea is that a state will punish or punishes the 
behavior and so the outcomes for the state to be deterred will be so costly or damag-
ing that, again, undertaking or continuing the behavior is irrational as the benefit of 
achieving the aims and interests sought is outweighed by the costs [22]. It relies firstly 
on rational decision-making and secondly on an ability to accurately calculate the 
cost of the outcome in relation to the benefit of non-compliance. The second of these 
conditions is harder to meet in the cyber age with the impact of cyber attacks being 
harder to determine, particularly in the idea of damage and cost imposition. It is also 
harder to build credibility as a coercer because of a lack of track record in cyber based 
attacks and responses and also the guarded secrets about a state’s cyber capabilities.

There is also deterrence by denial. The idea behind this type of deterrence is that 
the opponent or target of the deterrence needs to be convinced that continuing the 
behavior (or undertaking it in the first place) that a state is trying to deter will not 
result in the achievement of its aims or interests. Continuing or undertaking the 
action is then redundant and counter productive because it will not achieve the aims 
or benefit the state and this action would be irrational [22]. Again, in the cyber age 
the elements of a deterrence tactic that are necessary for its success, including the 
ability to signal how the deterring state would deny the opponent achieving its objec-
tives are harder to implement in cyberspace.

In the cyber age, there has been a good deal of scholarly debate about the efficacy 
of deterrence as a tool of statecraft. According to Borghard and Lonegran, scholars 
who have promoted the idea that deterrence cannot work in cyberspace have been 
overly pessimistic. They claim that although deterrence by punishment is not very 
effective because of the unique features of interactions in cyberspace, deterrence 
by denial can be much more effective if properly understood and applied [10]. In a 
related argument, Uri Tor claimed that lessons from the idea of “cumulative deter-
rence” used by Israel in response to its neighbors could also be a more effective way to 
think about the applicability of deterrence in a cyber-enabled environment. The idea 
of cumulative deterrence is that deterrence does not happen as a one off interaction 
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that prevents a nuclear attack, as was the common use of the model in the Cold War 
period, but rather it is an ongoing process of “training” the behavior of the opponent 
through multiple interactions and the pattern of response [23].

One of the major reasons that scholars provide for the lack of effectiveness of 
deterrence in cyberspace is the lack of ability to attribute attacks and actions. This 
view is becoming outdated as attribution capability improves in both a technical sense 
as well as in the ability to identify interests being served by attacks and the ability to 
deduce likely perpetrators becomes a more acceptable threshold of attributing inci-
dents [24]. That is, our understanding of the specificity of the attribution and how 
the claims are made has matured and developed over time in favor of looser attribu-
tion. This is not to say that random and unjustified naming and shaming of a state 
would be tolerated, but neither is there a need to be able to prove without a shadow 
of a doubt who was behind the attack, matched by the evidence levels of technical 
elements of the attack and who undertook it [24].

Ultimately what is more detrimental to the effectiveness of deterrence in cyber-
space is the ambiguity of a range of features. Firstly, states have been slow to develop 
“Red Lines” [23]. That is, states are not making the point of signaling when another 
state is pushing the edges of Gray Zone towards war. Without a clear understand-
ing of an opponent’s red lines and vulnerabilities and pain points, implementing a 
deterrence strategy is very difficult. Communication is key to this understanding 
and arguably, this communication is lacking in the international system in the cyber 
age for a variety of reasons. Secondly, and relatedly, many states seem unprepared 
or reluctant to develop rules of the road for cyber interactions either explicitly by 
rejecting negotiations of international agreements or implicitly through failure to 
retaliate for attacks, even for attacks that seem to warrant a serious response. More on 
this later.

3.4  Trade

States can also utilize trade relations and mechanisms to engage with each other 
and to pursue their national interests. Although trade relations are seen as beneficial 
to states, as they promote commercial activities and stimulate economies, they can be 
disruptive or concerning for various reasons.

Firstly, even in what may appear on the surface a positive trade relationship, some 
states can be exploited by others. Any commercial arrangement or trade agreement 
can be written to benefit one side more than another. They will reflect the relative 
power relationship of the two states as well as their economic strength [25]. This is 
the case in cyber and non-cyber trade relations. The need to be connected and to 
have access to the latest technology in order to compete in a global economy that is 
driven by innovation and connectivity can be additional incentive for states with less 
indigenous cyber industry or ability to afford this technology to accept one-sided 
deals. There can be deliberate attempts to create trade relationships that are deeply 
one-sided and ill designed for mutual benefit as well as this being a more accidental 
result. This can be used as a form of economic coercion [26].

Secondly, there can be national interest and security concerns that arise from the 
nature of the product being sold. In the cyber and information age, this has become 
a large and growing problem. In the case of cyber technology being traded, however, 
there can be hidden traps in terms of a lack of standards, the inclusion of spyware 
on applications provided in a trade providing access to possibly sensitive informa-
tion that another state could use maliciously [26]. States may be unaware of what 



National Security in the Digital and Information Age

10

technology or software can do and how other states will use access to their vital state 
functions through different technology and software that is traded. There is a greater 
capacity to deceive in cyberspace through trade relations than is generally the case 
in trade and commercial activity in tangible goods and more familiar services [27]. 
National security can be challenged in undetected and undetectable ways through 
cyber means making trade a more threatening activity than in the pre-cyber world.

Cyber technology and its application to tactics of statecraft have changed the 
nature of what were generally considered to be normal and acceptable interactions 
between states and of conducting international relations to be potentially much more 
threatening to national security. The nature of the Gray Zone, then, has also changed 
and become a more threatening environment in which states operate. Activities that 
were once considered acceptable may no longer be so benign, creating the problem or 
redefinition of the Gray Zone that was already hard to define.

4.  Determining the thresholds of war

In order for states to be able to ensure their national interests are being protected 
in this new environment of conflict and state competition, decisions need to be made 
about what the thresholds of war are in this new context. To do this, the nature of war 
in this environment also needs to be understood from the point of view of engage-
ment in war as an activity to help achieve a state’s interests and from the concerns 
around escalation of competition and conflict from the Gray Zone and into an 
outright war scenario and what the likely consequences of such actions would be.

A sensible and rational decision about what was worth risking war over is easier 
when there is a clear understanding about the nature of war, weapons, conflict, oth-
ers’ interests and intents as well as what is likely to lead to escalation. There is also an 
element of determining the relative power of both sides and what they are likely to be 
able to achieve militarily from a kinetic conflict [28]. In the world of more traditional 
war and kinetic conflict it was much easier to determine these factors that lead to 
rational calculations on which to base decisions about war. In the cyber age, there 
is less understanding about each of these factors. What damage can be done with 
cyberattacks? How can that damage be measured in terms of tangible outcomes? Even 
the interaction between kinetic and traditional warfighting capabilities and weapons 
is hard to determine and understand. Measuring another state’s power in terms of its 
cyber capabilities is, therefore, also difficult.

Traditionally, decisions about power and relative strength of states, that have 
also been the basis for rational calculations about going to war, have defined power 
in terms of kinetic military strength. The quantum of arms was a relatively easy 
measure, though not necessarily a straight one to one calculation of certain weapons. 
Generally, though, the destructive capability of a weapon could be determined, 
measured and the capacity of weapons could also be determined and compared 
between militaries and states [29]. National power, then, was somewhat measurable. 
Of course, complications such as a state’s ability to mobilize it population, the motiva-
tions for war and the political strength of a leader or leadership to bring the will of its 
population to bear on a decision to go to war also mattered and were far less tangible.

Cyber power and the capability of cyber weapons is not so measurable as kinetic 
weapons and traditional military strength and capability [29]. Not only is the destruc-
tive capacity of a cyber weapon less straight forward, but the understanding of how 
combinations of different cyberattacks interact with each other and how much 
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disruption can be caused is lacking among the general population of many states. 
The reversibility of damaged caused by cyberattacks also makes this calculation of 
destruction and power less certain.

Cyber is not the only new capability that has led to a rethink about states’ national 
interests and what should be defined as vital interests or not [21]. In the nuclear age, 
as the ultimate escalation threat became the destruction of humankind, there was a 
need for states to rethink what it was they were prepared to go to war over [30]. As 
Clausewitz made clear, once a conflict has begun, controlling escalation is not always 
possible [31]. Much of the Cold War was spent strategizing ways to prevent or manage 
escalation, certainly to avoid at least this ultimate destruction. Deterrent signaling 
and proxy wars became the predominant strategy of the latter Cold War period [32]. 
Although as scholars have pointed out, not all our learnings from nuclear deterrence 
are helpful to understanding how deterrence could and should work in the cyber age 
[9], but surely the lessons about avoiding and managing escalation should be carefully 
considered in the context of cyber-enabled conflict.

If national power and capability is more difficult to calculate, then the ratio-
nality of decisions about warfighting and defense of national interests can also be 
called into question. The value of national interests also need to be considered. 
A state needs to be to able to accurately assess its relative power and strength in 
order to be able to determine how much it can value a particular interest [21]. If 
it is not capable of defending itself against another state, then it must capitulate 
when challenged. If it has some power to defend itself against certain levels of 
attack or those from certain opponents, then it can make decisions about what it 
will risk in terms of defending different interests. In the cyber age that capabil-
ity and relative power is harder to determine and it also gives greater strength to 
unexpected states [22]. The example of the Ukraine’s resistance to Russian attacks 
in recent years is a clear example of the shifting power balance in the interna-
tional community in the cyber age. It also potentially demonstrates the inaccurate 
assessment of national power.

In democratic states, there are checks and balances on decisions to go to war 
that also need to be factored into this decision. The will of a state to contest for its 
national interests is, in part, determined by the ability to sustain support from the 
population. The population ultimately bears the cost of the war and provides the 
resources with which to fight it. Governments in democracies, then, are constrained 
by public sentiment as well as their collective assessment of the value of the 
national interest [33]. The wars in Afghanistan and Iraq over the decades since the 
turn of the century provide an instructive example of the value populations place 
on national interests and security and the impact that can have on war fighting. 
It is particularly illustrative of the consequences of governments and populations 
having mismatches in understanding of the value of different national interests and 
the need to defend them through war [34]. The Gray Zone may then be the only 
available ground on which to fight.

Some states have a vested interest in retaining, if not increasing, the ambiguity of 
the Gray Zone. For those undertaking quite nefarious and malicious activity aimed 
to threaten even vital national interests under the guise of what were once normal 
and acceptable activities statecraft, it is good to have the cover of the Gray Zone from 
which to operate. States with less traditional military power or kinetic capability with 
which to influence the international system and protect their national interest can 
operate quite effectively in the Gray Zone in a way that causes significant damage to 
another state’s national interests [3]. The problem is that this turns the Gray Zone into 
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the war zone. Allowing this to occur without response or understanding of what is 
happening can lead to unintended loss of national sovereignty and erosion of national 
security and power.

5.  Redefined war or redefined national security

An important issue to be resolved for states, then, in this cyber age, it has the 
nature of war changed or does it remain the same but with new weapons? Whatever 
the answer to that question, a related one needs also to be addressed, which is do we 
need to redefine our understanding of national security?

When we understand the context of decision-making and war resulting from clear 
answers to these two questions, then we can better define what is considered to be the 
Gray Zone. Or acceptable measures of statecraft that are short of war. Behavior states 
are happy to accept from other states without responding with war to address defines 
where the threshold of war lies and the Gray Zone ends.

It seems, however, that the current thresholds for war, particularly in response to 
cyberattacks, are quite high. The United States in recent times has seemingly accepted 
quite a lot in terms of vital interests being attack with minimal response, and certainly 
not a war. Russian attacks on the 2016 and 2018 elections that were designed to sway 
the outcome and seemingly interfered with the ultimate condition of sovereignty of 
the United States, the electoral process, did not provoke war. The US seems to have 
preferred to deal with these breaches with a doubling down on its ability to protect its 
institutions from future attacks than with retaliating (at least directly) to those already 
undertaken [35]. There is a need to caveat this claim with the possibility of things being 
done in the classified space unknown to the general public and unavailable for analysis.

Another attack posing a seemingly significant challenge to US sovereignty or vital 
national interests was the Chinese attack on the Office of Personnel Management in 
2014–2015. The attack was a massive data breach that saw access gained to some 21.5 
million Americans’ personal and sensitive data that was in the system for security 
clearance checks [36]. This was a very serious attack and the Obama Administration 
admitted it was such. The response to this was also to focus on improving US cyber 
defenses rather than punishing the perpetrators [37]. This was early days in the 
engagement of state sponsored cyberattacks and so it could be that a lack of under-
standing of how to respond appropriately may excuse relative inaction on the part 
of the Obama Administration. It may also be noted that this was an act of espionage 
and not an open attack on key sovereign functions of the United States government. 
Nonetheless, this was a serious attack on fundamental aspects of US national security.

It seems from the response to these attacks and the pattern being set of retaliation 
for challenges of this kind, which has continued in more recent years, that states, at 
least for now, are happy operating in the Gray Zone. For longer term norm development 
about crossing thresholds for war a rethinking of what it means to defend one’s national 
security may need to occur or eventually action will need to be taken against a state 
clearly breaching another’s sovereign rights. It may be that the concept of sovereignty 
needs to be redefined in the cyber age given how easily borders can be penetrated and 
foreign populations reached. If states are perpetually operating in the Gray Zone, even 
in ways that would traditionally have been thought of as the engagement in acts of war, 
then it will cease to be a Gray Zone and the nature of what was considered war will have 
changed. Where national security is gravely threatened in the Gray Zone and retaliation 
for those acts occur there also, the Gray Zone will have become the war zone.
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6.  Conclusion

The cyber age has presented challenges to concepts and activities in international 
relations that states thought were long settled. Cyber technology and the capabilities 
it brings have led to a questioning of the applicability of existing international law 
and norms. Bigger and more fundamental concepts such as what is meant by national 
security and where the threshold between the Gray Zone and war lies are also in 
need of rethinking. While states suffer from the impacts of cyberattacks and other 
Gray Zone activities that threaten different aspects of national security and retaliate 
without determining where the threshold of war actually lies, the Gray Zone remains 
the epicenter of the conduct of malicious international relations.

States need to give due consideration to the precidents being set and the patterns 
being established that impact the effectiveness of deterrence and coercion in the 
cyber age. Without clear red lines and declared thresholds for war, the Gray Zone 
remains an unstable and dangerous environment in which to conduct international 
relations. It may be that a transition is occurring that involves the rethinking of what 
is meant by national security and vital national interests and how they are defended. 
Or it may be that states are grappling with new tactics and means of engaging in con-
flict that remain (at least for now) in what is considered the Gray Zone. If that transi-
tion and rethinking are not happening blindly and states are indeed making conscious 
decisions about these concepts, then clear strategy is being applied. If, however, states 
are fumbling through without clear plans and recognition of the processes occurring 
in the security and international relations environment, then it is indeed a dangerous 
space in which the world is operating. Hopefully, if the latter is the case, an awakening 
will occur before it is too late.
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Chapter 2

Digital Sovereignty as a Weapon 
of Diplomacy in Cyber Warfare in 
Democracies
Martin Kaloudis

Abstract

As our world becomes more digitally entwined, the concept of digital sovereignty 
has emerged as a critical determinant in international diplomacy. This chapter scruti-
nises the significance of digital sovereignty amidst rising cyber conflicts, showcasing 
its dual nature as both a defensive strategy and a diplomatic instrument. By explor-
ing the interplay between traditional diplomatic practices and the evolving digital 
threat landscape, it sheds light on the intricate challenges and opportunities faced by 
nations. As states grapple with the complexities of safeguarding their digital borders 
while navigating diplomatic engagements, understanding the nuances of digital 
sovereignty becomes paramount in maintaining geopolitical stability and security in 
an increasingly interconnected global arena.

Keywords: digital sovereignty, cyber war, diplomacy, cyber attacks, cyber resilience, 
international relations

1.  Introduction

The beginning of the twenty-first century marks a significant change in diplomacy 
influenced by the widespread use of digital technologies and the prevalent role of 
digital media in global affairs. This major change has transformed how countries 
interact and has required a rethink of conventional ideas about sovereignty, resolv-
ing conflicts and related diplomatic tools. Central to this evolving landscape is the 
concept of digital sovereignty, denoting a state’s capacity to assert strategic autonomy 
over its digital infrastructure and data assets. It encompasses the ability to make inde-
pendent decisions and undertake actions that uphold and safeguard state sovereignty 
in an increasingly interconnected digital realm.

This chapter embarks on an in-depth exploration of the multifaceted role of 
digital sovereignty as a diplomatic tool in the context of cyber conflicts. It delves into 
how digital sovereignty serves as a linchpin in countering cyber threats, mitigating 
the risk of conventional warfare and advancing national interests on the global stage. 
By elucidating the intricate interplay between digital sovereignty and diplomatic 
strategies, the chapter sheds light on the pivotal role of digital diplomacy in navigat-
ing the complexities of the digital age. Through a nuanced analysis of case studies and 
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theoretical frameworks, it seeks to uncover the underlying dynamics shaping contem-
porary diplomatic practices in the face of evolving digital threats and opportunities.

Furthermore, the chapter examines how digital sovereignty can serve as a catalyst 
for innovative approaches to conflict resolution and peacebuilding in the digital era. 
By harnessing the power of digital technologies and leveraging diplomatic chan-
nels, states can forge consensus, build trust and foster cooperation to address cyber 
conflicts and promote regional and global stability. Through a synthesis of theoretical 
insights and practical examples, the chapter offers a comprehensive understanding 
of the strategic imperatives and diplomatic nuances inherent in the pursuit of digital 
sovereignty in an age of digital disruption.

In essence, this chapter serves as a roadmap for policymakers, diplomats and 
scholars grappling with the complexities of diplomacy in the digital age. It under-
scores the imperative of embracing digital sovereignty as a cornerstone of contem-
porary diplomatic practice, while also illuminating the potential of digital diplomacy 
as a means to navigate the challenges and opportunities presented by the digital 
revolution. By embracing digital sovereignty as a guiding principle, nations can chart 
a course towards a more secure, stable and prosperous global future in the digital era.

2.  Methodology

This study commences with an exploration of the dynamic intersection of diplo-
macy, cyberspace, digital sovereignty and digitisation, particularly in the context 
of current geopolitical challenges. Striving for a balance between accessibility and 
scholarly rigour, the analysis employs both qualitative and quantitative methods to 
bring these abstract concepts into a measurable realm. It is underpinned by a thor-
ough review of existing literature and an examination of available secondary data.

Central to this study is the role of cyber resilience and digital sovereignty as 
emerging tools in the diplomatic toolkit. These concepts are subjected to a detailed 
quantitative analysis, including linear regression, to uncover potential relationships 
and causal links. This approach not only provides clarity but also enhances our under-
standing of how these concepts interact within the broader geopolitical landscape.

The analysis uses state rankings in index comparisons, valuing their stabil-
ity against outliers. More complex statistical methods, such as Spearman and 
Pearson coefficients, are used, their inclusion offers additional insights in statistical 
correlations.

Additionally, this research includes a historical analysis to illustrate the evolving 
role of digital sovereignty in diplomacy. This part of the study provides a contextual 
backdrop, showing how diplomatic tools have adapted and evolved in response to the 
digital revolution.

3.  The concept of diplomacy in the context of cyber attacks

The traditional concept of diplomacy, understood as the conduct of negotiations 
and the conclusion of agreements between states, is being expanded by digitalisa-
tion. Cyber warfare, the use of digital attack tools, such as phishing or malware, to 
harm another state or, in the sense of a counterattack, hackbacks to defend against 
cyber attacks, represents a new form of warfare that poses new challenges for 
diplomacy [1]. The boundaries between conventional warfare and cyber warfare 
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are becoming blurred, making new diplomatic instruments and strategies neces-
sary. Defence organisations in many NATO states have, therefore, long since created 
so-called dimensions to defend against attacks in cyberspace in addition to air, naval, 
army and space units [2].

Diplomacy in its traditional form is understood as the art and science of conduct-
ing negotiations between representatives of different groups or states. Its primary 
function is to prevent conflicts and their escalation. This disciplined approach, which 
is deeply rooted in historical traditions and established rules, aims to address common 
problems, balance interests and resolve conflicts in a peaceful manner [3].

The origins of diplomacy date back to ancient Egypt and the Middle East in the-
fourteenth century BC. Modern diplomacy, however, has its roots in the relationships 
that developed between the Italian city states in the thirteenth century. This historical 
development shows how diplomacy has evolved over the centuries from simple inter-
state interactions to a complex system of international relations.

In the modern world, diplomacy plays a crucial role in shaping international 
relations, building understanding and cooperation and avoiding conflict. It encom-
passes a wide range of activities from formal negotiations and treaties to informal 
talks and cultural exchanges. The evolution and continuing influence of diplomacy 
on global politics demonstrates the importance of this field in maintaining interna-
tional stability and peace. Modern diplomacy manifests itself not only in bilateral 
interactions between two states but also extends to multilateral platforms, such as the 
United Nations (UN), where it plays a key role in global political dynamics [3]. The 
objectives of this diplomacy are diverse and complex. They include the promotion 
of national interests, with diplomats acting as representatives and protectors of the 
political, economic, cultural and other interests of their home country. A key objec-
tive is peacekeeping, whereby conflicts are avoided or resolved through dialogue and 
negotiation, which contributes to global stability. Furthermore, diplomacy serves to 
build and maintain long-term relationships between countries and cultures in order to 
promote understanding and cooperation. The exchange of information also plays an 
important role as diplomats collect and exchange information relevant to the politi-
cal decision-making of their home country. Last but not least, diplomacy involves 
conducting negotiations on treaties and agreements that regulate relations between 
countries. These instruments of diplomacy apply equally to the prevention of conven-
tional, hybrid and cyber threats.

In the context of an increasingly digitalised and interconnected world, cyber 
diplomacy is gaining in importance. It deals with the use of cyberspace for diplomatic 
purposes and the management of conflicts and challenges in digital environments, 
that is, those that are made possible by cyberspace and is therefore relatively new [4]. 
It represents a state’s efforts to seek a basis for negotiation with a potential adversary 
in order to avoid protracted, possibly military conflicts. A core problem in cyber 
diplomacy is the as yet unanswered question of how to deal with borderline situa-
tions without established experience-based conflict or war ethics. States can classify 
a cyber attack as a war attack, in which case the rules of armed war apply. However, 
there are two key challenges to be dealt with: the attribution dilemma and the disclo-
sure dilemma. The attribution dilemma refers to the difficulty of attributing cyber 
attacks to specific actors, while the disclosure dilemma concerns the balance between 
secrecy and the disclosure of information.

Just as in traditional diplomacy, intergovernmental rules of the game and mutual 
information are extremely important. The European Union (EU) is working within 
the framework of cyber diplomacy to strengthen its cyber security governance, for 
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example, in cooperation with the pan-European Police Europol in the European 
Cybercrime Centre and other EU organisations, such as ENISA (European Network 
and Information Security Agency) [5]. Cyber dialogues, for example, between the 
EU and the USA, and multinational formats, such as in the United Nations, are also 
important components of these efforts.

In addition to building cyber defence capabilities focused on security and 
defence, cyber diplomacy of Western-oriented states also focuses on the creation 
of international norms, the protection of data integrity and the promotion of fun-
damental democratic values, which can serve as a precursor to digital sovereignty. 
Cyber diplomacy is increasingly proving to be a transformative force in interna-
tional politics by demonstrating the potential for peacemaking and de-escalation 
in global conflicts; more than 30 states have already appointed cyber policy envoys, 
a clear sign of the growing recognition of the importance of this field. In 2015, 25 
government experts agreed on behalf of the UN General Assembly that inter-
national law should also apply in cyberspace, including the right to defence [6]. 
With increasing digitalisation, it is becoming more urgent to reach international 
agreements on rules of engagement in cyberspace in order to minimise the risks of 
uncontrolled escalation.

For the EU, cyber diplomacy measures include the development of multilateral 
agreements for trustworthy behaviour in cyberspace, the promotion of cybersecurity 
and the development of a common foreign and security policy. Specific initiatives 
include the EU Cybersecurity Act (2019), the EU Cybersecurity Strategy (2020), 
the joint cyber unit to strengthen defence and law enforcement authorities and the 
development of multilateral agreements for trustworthy behaviour in cyberspace, as 
well as measures for a high common level of cybersecurity in the Union, for example, 
the NIS2 — directive for the cyber and information security of companies and 
institutions [7].

Preventive measures, such as cyber dialogues and cooperation in the event of 
conflict, are also an integral part of the EU strategy. Sanctions and export controls, 
particularly for dual-use technologies, are other important tools in this context.

In the context of cyber diplomacy, it is becoming apparent that the same basic 
principles apply as in traditional diplomacy, but the novelty and the still limited 
experience base in this area confront the actors with the challenge of establishing 
adequate norms and ethical guidelines. These are essential to ensure stability, robust-
ness and resilience in cyberspace. It is recognisable that both state and non-state 
actors must be integrated into these processes, as both groups play a significant role in 
cyber diplomacy [8].

Unlike in traditional diplomacy, where private actors and companies generally 
did not play a prominent active role, their importance in cyber diplomacy is increas-
ing noticeably. This is particularly the case in countries, such as the USA and China, 
where technology companies hold a dominant position [9]. This development calls for 
a reassessment of diplomatic interactions and the actors involved.

The emergence of cyber diplomacy as a discipline in its own right reflects the 
growing recognition that cyberspace is an essential field of international relations. 
In this context, cyber diplomacy initiatives are aimed at achieving multilateral 
agreements on cyber norms, responsible behaviour by states and non-state actors in 
cyberspace and effective global digital governance [10]. The aim is to create an open, 
free, stable and secure cyberspace that is embedded in international law and based 
on alliances between like-minded countries, organisations, the private sector, civil 
society and experts.
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Diplomacy plays a key role in establishing cooperation among state and non-state 
entities within cyberspace. However, navigating diplomatic strategies in this domain 
is fraught with complexities. The rapid and extensive progress in cyberspace technol-
ogy blurs the lines between physical and digital community interactions. The emerg-
ing cyber domain significantly influences how nations perceive their interests in the 
contemporary world. This domain has turned into a vulnerable spot for governments 
attempting to balance threat reduction with the exploitation of arising opportunities. 
With the expanding prospects for innovation in cyberspace, the likelihood of both 
competition and potential conflict increases [10].

Cyber diplomacy requires constant development and adaptation due to its novelty 
and the associated challenges. The involvement of various actors, both governmental 
and nongovernmental, is essential in order to develop and implement effective and 
sustainable diplomatic strategies and norms in cyberspace [8].

4.  Cyber war vs. conventional war

In contrast to conventional war, which involves physical conflict and the use of 
material weapons, cyber war takes place in digital cyberspace. The definition of space 
here differs from the traditional, territorial concept of state space, which describes the 
political, legislative and executive borders of a state ([11], p. 55). Although this new 
form of war can be aimed at destroying or impairing a state’s digital infrastructure, 
it can also be waged virtually, across borders and covertly. A key difference lies in 
the type of weapons and the areas of impact. While conventional wars cause direct 
physical damage, the use of digital means can range from influencing public opinion 
and disrupting critical services to generating false information.

In the modern world, war and cyber war constitute a complex and multi-layered 
field that poses both traditional and new challenges for the understanding of conflicts 
and their regulation.

Conventional war, traditionally defined, refers to an armed conflict between 
states or groups, in which regular armed forces are deployed on land, in the air, at sea 
or, more recently, in space, in compliance with certain legal and ethical norms. This 
type of war typically involves territorial disputes, with the sovereignty and territorial 
borders of states playing a central role. The political scientist Zimmer emphasises how 
state borders mark the political, legislative and executive limits of sovereignty as a 
result of the Peace of Westphalia in 1648 [11].

In contrast, cyber warfare is a new form of conflict, in which traditional warfare 
practices are only applicable to a limited extent. Lancelot points out that there are no 
set rules for warfare. Challenges, such as the lack of territorial attachment in cyber-
space as a de facto counter concept to the Peace of Westphalia and the difficulty of 
clearly attributing attackers to states, undermine traditional concepts of state sover-
eignty and warfare and offer an undefined risk of escalation [4]. The fact that cyber 
attacks have the potential to escalate into conventional, even nuclear wars and that 
the escalation case lies in the assessment of the attacked nation, but lacks recognised 
rules, is a currently unresolved challenge.

A dynamic that may emerge from this calls for a clearer understanding of the nature 
of cyberspace in politics and emphasises the need for appropriate regulation or at least 
a common understanding. While cyberspace can be conceptualised as anarchy without 
any state norm, rule or ethics, as in the origins of the internet [12] which is still being 
discussed in some cases today ([13], 780 ff.); however, this anarchy would lead to chaos.
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Another current point of discussion is the question of whether cyber warfare can 
be considered a legitimate form of warfare. What exactly is defined as a cyber weapon 
also remains controversial. While malicious software code is often considered a cyber 
weapon, it remains unclear whether code that facilitates communication between 
states or organisations, but facilitates the spread of malicious software should also be 
classified as such. It also remains unclear whether the aspect of information warfare 
can be considered a cyber weapon comparable to conventional weapons. States 
that are often accused of cyber espionage and cyber attacks, such as Russia, China 
or North Korea, also rely on public diplomacy in various dimensions, with China 
having a long tradition here [14]. In the digital context, attempts are also being made 
to influence public opinion, for example, by utilising social media and sometimes 
also by using false information. Today, states can do this largely undetected. Modern 
technologies, such as artificial intelligence and constantly growing access to the 
(mobile) internet, make it even easier to influence opinions and the public [15]. The 
promotion of foreign policy interests is, therefore, not new, but represents an increas-
ing challenge and cause for concern as the gaps between cyberspace and physical, 
territorial space and the proportionality of the use of cyber warfare instruments need 
to be bridged.

5.  Cyber armament or digital sovereignty as a diplomatic means of 
disarmament

Armament can indeed be used as an instrument of diplomacy, although this is 
often controversial and seems contradictory; a well-equipped military can serve as a 
deterrent against potential aggressors and give a state greater leverage in international 
negotiations, and military strength can be used as leverage in diplomatic negotiations 
to force concessions from other states, but at the same time, armament can lead to 
arms races and increased tensions, which increases the risk of conflict. Excessive 
armament can strain international relations and undermine trust between states in 
the long term. Diplomacy is often about striking a balance between demonstrating 
strength and promoting cooperation and peace. Armament is only one aspect of a 
complex set of international relations. Historical examples, such as the Cold War arms 
race, show how technological superiority can become an important factor in diplo-
matic negotiations. However, at least in the nuclear age, this resulted in disarmament 
due to diplomatic successes (Figure 1) [16].

The phase after the Second World War led to a massive build-up of nuclear weap-
ons, particularly in the USA and Russia. Although the first diplomatic and scientific 
communication formats and platforms to build confidence and reduce military 
threats were initiated as early as the 1960s (e.g. Pugwash Conferences) and the first 
treaties to slow down the arms race were concluded, the Cold War armament intensi-
fied until it reached its peak in the 1980s. It was only after the collapse of the Soviet 
Union, 40 years after the start of the arms race, that a global reduction in the number 
of nuclear warheads could be observed. Other countries such as India, Pakistan and 
North Korea only entered the arms race in the 1990s.

Armament can be a means to strengthen positions for diplomacy [17]. (Military) 
superiority in all (military) dimensions weakens the basis for negotiations between 
opponents. This applies to the military dimensions of land, air, sea and space and 
therefore also to the cyber dimension [18]. The development of cyber defence and 
attack capabilities can be seen as a form of modern armament. Such capabilities serve 



23

Digital Sovereignty as a Weapon of Diplomacy in Cyber Warfare in Democracies
DOI: http://dx.doi.org/10.5772/intechopen.1005231

not only for potential defence but also as a means of strengthening negotiating posi-
tions. However, assessing the (necessary) level of armament is far more difficult than 
in the nuclear armament example outlined above, in which the number of nuclear 
warheads was analysed.

Presumably, the current cyber threats will also initially lead to armament and  
then — hopefully, after the emergence of standards and rules — to disarmament. 
The question of whether this will continue for several decades remains unanswered. The 
concept of digital sovereignty focuses not only on cyber capabilities but also on the 
fundamental ability of a state to make strategically autonomous decisions about 
the information technology it uses and not to make itself dependent on other states.

Capability building is also a key aspect of cyber diplomacy, as the example of 
Estonia in its Foreign Policy Strategy 2030 shows [19]. Digital capabilities of a 
digitally sovereign state, its citizens and national companies support the position 
of a state at the negotiating table with potential conflict partners as the digital 
defence capability is strengthened. Armament in the sense of strengthening digital 
sovereignty can, therefore, be described as a ‘weapon’ in the arsenal of diplomatic 
instruments.

Experience from nuclear armament should teach us to focus on disarmament and 
communication instead of armament and isolation [20]. Standardisation aimed at 
joint disarmament plays a central role here. The EU’s cyber diplomacy should focus 
on the informational self-determination of citizens, the EU’s strategic capacity to act 
in the services of digital sovereignty and European resilience in cyber diplomacy. This 
includes the harmonisation of IT security legislation at EU level, as well as coordina-
tion and procurement in cooperation with international partners.

6.  Limits of diplomacy

History teaches that diplomacy has its limits, especially in situations where fun-
damental interests or values are at stake. In the context of cyber warfare, these limits 

Figure 1. 
Disarmament and rearmament of nuclear weapons (own illustration based on [16]).
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become even more unclear as the perpetrators of cyber attacks are often difficult to 
identify and the attacks are often covert. The extent to which traditional diplomatic 
approaches need to be adapted in the digital era is being discussed. On the one hand, 
the same diplomatic practices apply; on the other hand, different countries and 
organisations are pursuing different approaches in the current discussion about cyber 
attacks and their regulation. The concept of proportionality plays a central role here. 
The key question here is ‘Which cyber attack is appropriate to respond to with con-
ventional means?’ [21]. In the USA, for example, the Department of Defence’s Manual 
on the Law of War regulates the proportionality rules in relation to cyber attacks [22]. 
This manual serves as a guideline for assessing when and how cyber attacks can be 
carried out in accordance with the law of war, that is, with conventional weapons. 
Article 5 of the NATO North Atlantic Treaty states that cyber attacks can trigger a 
mutual defence situation, which underlines the importance of cyber operations in the 
context of collective security efforts. In some states, the concept of cyber intervention 
response or cyber incident detection has been developed to take both defensive and 
offensive measures in the event of war or for defence in cyberspace [22]. However, 
these activities are not currently envisaged in peacetime. This concept also serves as a 
deterrent.

The complexity lies in the fact that there are no generally accepted international 
rules for the use of cyber attacks or hackbacks. Most states refrain from taking such 
measures. In the event of a cyber attack, a state is entitled to exercise the right of 
self-defence in accordance with jus ad bellum, as outlined in the US Department of 
Defense manual [4, 22]. A prominent example of this is the Stuxnet attack on the 
SCADA systems of Iranian uranium enrichment facilities, which shows that a cyber 
attack does not necessarily have to be responded to with a cyber attack [21].

The nature of war and diplomacy in cyberspace can be disorienting and border-
less, requiring continuous adaptation and revision of international norms and rules 
to address the unique challenges of cyberspace. Countries, such as Russia and China, 
play a central role in cyber diplomacy. Both nations have developed extensive cyber 
capabilities and use them both defensively and offensively in hashbacks [15]. Their 
activities in cyberspace have provoked international reactions ranging from diplo-
matic talks to sanctions [23]. This development highlights how digital sovereignty and 
cyber capabilities are increasingly becoming key factors in international relations. 
Some notable cyber attacks discussed in this context include incidents targeting 
government institutions or the healthcare system in EU states, the influencing of elec-
tions in Ukraine and activities just prior to Russia’s military attack against Ukraine. 
Another prominent example is Russia’s alleged influence on the US elections in 2016, 
in which cyber operations are said to have played a central role in influencing the 
election.

These incidents illustrate the diverse applications of cyber operations, ranging 
from targeted attacks on critical infrastructure to influencing political processes. 
They not only highlight the vulnerability of democratic processes to cyber attacks but 
also underline the need for robust cyber defence and diplomacy [24].

Also, noteworthy in this context is the bilateral declaration of a new strategic part-
nership between Russia and China in 2016, which includes cooperation in the field of 
information technology and communications (ICT). Both countries expressed their 
concern that ICT could be used to interfere in the internal affairs of other states. This 
agreement can be interpreted as an attempt at compartmentalisation and axis build-
ing, as Bendiek notes [6]. It reflects the increasing importance of cyber operations in 
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international politics and the endeavours of some states to protect and promote their 
own interests and sovereignty in the digital space.

China’s territorially delimited institutionalism, for example, produces digital tech-
nologies largely independently through strong regulation and isolation, following the 
desire for cyber sovereignty. This is an expression of the Chinese Communist Party’s 
concept to exercise state control over private-sector industries and technologies and 
to enforce the interests of the nation-state’s cybersecurity strategy, which is in stark 
contrast to multi-stakeholder management ([25], pp. 107-131). China is pursuing a 
state-institutionalised, autarky-oriented and digital-policy concept to strengthen 
its sovereignty. Since 1972, technology transfer from abroad has been systematically 
ensured; regulation, state control and a five-year plan in the 30 most important policy 
fields have been the focus of government action; A total of 12 possibilities of legal 
technology transfer, 12 of extra-legal technology transfer and eight of illegal technol-
ogy transfer have been described [15], indicating that China will further strengthen 
its digital dominance and independence ([26], p. 169).

It is, therefore, foreseeable that a new world order will also emerge in cyberspace. 
It is still unclear — as the current positioning discussions surrounding Russia’s war of 
aggression against Ukraine show — how states such as India or the BRICS countries 
will position themselves [9]. However, it is clear that the EU states must strengthen 
themselves against possible new axes in the cyber world in order to maximise the 
limits of cyber diplomacy and avoid possible escalations.

7.  Cyber resilience

The cyber resilience and cyber security of countries is measured by various 
indices, such as the global cybersecurity index (GIS), the index of cybersecurity (ICS) 
and the national cybersecurity index (NCSI) [27, 28]. It describes the ability of a 
country to protect itself against cyber attacks, respond to them and recover from their 
effects. The indices make it possible to compare the cyber competences and resilience 
of different countries.

Cyber security is an essential component of digital sovereignty as increasing 
cyber attacks can threaten the sovereignty of states. Many examples of government 
and industrial organisations, especially critical infrastructure such as banks, energy 
suppliers and hospitals, that have been blackmailed or compromised by cyber attacks 
illustrate the impact of cyber attacks on the global economy [29]. Especially since 
Russia’s war against Ukraine, the number of cyber attacks has increased. Therefore, 
cyber security has a direct and increasing influence on the sovereignty of states and is 
conceptually linked to it [30].

The NCSI, which has been compiled by the e-Governance Academy in Estonia 
since 2018, measures the effectiveness of 173 countries in defending themselves 
against cyber attacks such as denial of service attacks or data integrity breaches, using 
46 indicators from predominantly administrative areas. According to the NCSI, state-
level capabilities include, for example, the ability to regulate cyber attacks, coopera-
tion, security policy and crisis management. Analysis of the ranking shows that many 
American, Asian and European states, as well as Australia, have a relatively high 
cyber security ranking. Many of these states are also autocratic states, for which cyber 
defence is also an essential attribute of digital sovereignty in the sense of isolation 
and the protection of autocratic structures [27]. Therefore, it can be said that cyber 
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resilience is an essential attribute of digital sovereignty for both democratic states, 
including all EU member states, and non-democratic states.

The importance of cyber resilience has emerged as a key aspect of national 
security strategies. This capability can also serve as a deterrent to prevent potential 
attackers from conducting offensive cyber operations.

Cyber attacks often target not only critical infrastructures such as water and electric-
ity supply, transport, retail and healthcare but also universities and government institu-
tions. The intention behind such attacks can vary from state-motivated espionage and 
the endeavour to weaken the structures of a state to economically motivated attacks by 
trolls who, for example, encrypt computers using Trojans and extort ransom money.

Countries take different approaches to strengthening their cyber resilience. The 
US has developed a number of strategies and laws, including the National Strategy for 
Cyberspace (2002), the National Plan to Secure Critical Infrastructure (2006) and the 
Comprehensive National Cybersecurity Strategy (2008) [5]. The Cyber Diplomacy 
Act (2021) aims to strengthen US global leadership in cybersecurity.

Australia has significantly strengthened its cyber defence capabilities in recent 
years with a focus on strengthening the resilience of its critical infrastructure and 
promoting cyber security literacy within the population [10].

In Europe, the focus is on developing cyber defence technologies, strengthening 
digital markets and infrastructures and promoting digital sovereignty. The European 
Commission emphasises the importance of upgrading and developing resilience to 
cyber attacks [18].

China has implemented comprehensive national cyber security strategies that 
focus on the protection of critical infrastructure and the development of advanced 
cyber defence capabilities in terms of compartmentalisation indicating that it will 
further strengthen its digital dominance and independence [26].

Cyber diplomacy includes the development of cyber defence techniques, the 
promotion of growth and resilience of digital infrastructures and markets, as well as 
the arming and strengthening of relevant organisations against cyber attacks.

The global perspectives on cyber resilience are diverse and complex. Various 
institutions contribute to the development and implementation of cyber security 
strategies [5].

To be taken seriously in the cyber arena, Western states must also strengthen their 
cyber resilience through deterrence and armament in order to step out of the role of the 
underdog. This requires a balanced combination of technological development, strategic 
planning and international cooperation. Educating the population, robust IT systems 
and resilient structures, including backups and manual procedures, are essential.

8.  Digitalisation and digital sovereignty

This section differentiates between digitalisation and digital sovereignty. It also 
analyses how different geopolitical actors — including China, the USA, Europe, Africa 
and the BRICS states — define and implement the concept of digital sovereignty. It 
analyses how these different approaches influence international politics and diplomacy.

Digital sovereignty describes the ability of a state or region to control and manage 
digital infrastructure, data and communication with a relevant degree of autonomy 
(Figure 2).

The approach should not be confused with digital self-sufficiency or autarky in the 
form of isolation as demonstrated by China, for example. Rather, digital sovereignty as 
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autonomy describes a form of independence in technology selection and thus robustness 
and resilience. This ability becomes particularly relevant when the sovereignty of a state, 
that is, the ability to make independent decisions in matters of internal and external sov-
ereignty, is potentially jeopardised by dependencies or the influence of third parties — 
especially states or other institutions with divergent understandings of political systems. 
This includes the development of its own technologies and standards, the protection of 
data and the establishment of a robust digital economy. The approaches taken by differ-
ent states or regions to strengthen digital sovereignty diverge significantly.

China practices a policy of strict control and censorship of the internet, known as 
the ‘Great Firewall’. This approach is aimed at ensuring national security and control-
ling the spread of content deemed harmful to social stability or the interests of the 
ruling party. China also encourages the development of indigenous technologies and 
digital platforms to reduce dependence on foreign technologies, thereby pursuing an 
autarchic and autocratic approach [26].

The United States pursues a neo-liberal and market-orientated approach to digital 
sovereignty. The US government generally supports the development and growth of 
technology companies, but intervenes comparatively little in their operations. Despite 
a fundamentally techno-positivist, liberal and capitalist system, there are growing 
concerns about privacy, data security and the power of large technology companies, 
leading to calls for stricter regulation [26].

The countries of Europe, particularly those within the European Union (EU), have 
demonstrated a strong commitment to the principles of data protection and security. 
This commitment is evidenced by the introduction of robust data protection laws, 
such as the general data protection regulation (GDPR). European policies, regarding 
digital sovereignty, are primarily focused on multiple key aspects: protecting the pri-
vacy rights of individual citizens, promoting transparency in data handling and usage 
and ensuring that there is a fair and level competitive environment for all companies 
operating within this space [32]. These approaches reflect a broader European vision 
of balancing technological advancement with fundamental rights and equitable busi-
ness practices. A normative-prescriptive model is being pursued that is in line with 
the liberal and democratic values of the EU member states. In the context of digital 
sovereignty, there is often talk of ‘strategic autonomy’ [31].

African countries are still in the phase of expanding their digital infrastructure. 
The focus is often on expanding access to digital services and developing local digital 
markets. Some countries have launched initiatives to promote digital education and 
support local technology start-ups [33].

The BRICS group of emerging economies (Brazil, Russia, India, China, South 
Africa) have different approaches to digital sovereignty. While Russia, such as China, 

Figure 2. 
Interpretations of digital sovereignty based on [31].
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pursues a highly controlled and autocratic approach, countries, such as India and 
Brazil, practise more liberal policies that support the free flow of information and the 
development of technology companies [34].

Australia is pursuing its own approach to digital sovereignty, which integrates ele-
ments of data protection, security and economic development. Various measures have 
been implemented to ensure the security and protection of digital data. This includes 
legislation that defines how companies and organisations must handle personal 
data [35]. There is an increasing focus on cyber security to protect state and private 
digital systems from threats. Despite the focus on national sovereignty, Australia is 
also engaged internationally to help shape global standards and norms for the internet 
and digital technologies, both through bilateral agreements and participation in 
multilateral forums [10].

The approaches outlined above reflect the divergent political, economic, social and 
cultural realities of each state or region. Digital sovereignty remains a complex and 
sometimes contradictory concept, influenced by global developments and a constantly 
changing technological landscape, and is increasingly becoming an instrument of power 
politics. However, the concept can still largely be described in qualitative terms.

The measurability of digital sovereignty is still in its infancy. Initial approaches 
to creating a digital sovereignty index (DSI) for states are at an early stage [36]. 
Although there are numerous concepts for assessing state sovereignty, such as the 
World Governance Index [37] or the Barnett Index [38], as well as indices for assess-
ing the digitalisation of states [39]. A recognised index on digital sovereignty, which 
converges the concepts of sovereignty and digitalisation and their measurability, is 
currently being developed; a DSI consisting of 30 parameters to assess sovereignty 
in the context of European values, the ability to develop key technologies and tech-
nological independence. The collection of secondary data and suitable aggregation 
results in an index value per country that can be ranked [40].

9.  Cyber resilience and digital sovereignty: two divergent concepts?

Cyber resilience has become a central aspect of national security strategies 
[18, 41]. Digital sovereignty, on the other hand, is a concept for defining and evaluat-
ing the capabilities of states to reduce one-sided technological dependencies and 
thereby protect state institutions and critical infrastructures [31].

Both concepts could correlate in the sense that a digitally sovereign state also has 
a high level of cyber resilience and vice versa. However, this is not the case. Countries 
that are exposed to a high cyber threat (e.g. Russia, China, North Korea) have high 
cyber resilience scores. The NCSI uses the years 2016-2023 as a basis for assessment 
and ranks Belgium, Lithuania, Estonia, Czech Republic, Germany, Romania, Greece, 
Portugal, United Kingdom and Spain in the top 10 [28].

After Russia’s war of aggression against Ukraine, the ranking will probably change 
in 2024 (Poland, Estonia, Ukraine, Latvia, United Kingdom, Albania, Moldova, 
Georgia, China, Saudi Arabia), but the TOP NCSI countries are neither particularly 
highly digitalised nor do they stand out due to their high democracy scores if the defi-
nition of digital sovereignty used in the previous section is used. From this, it can be 
hypothesised that the European understanding of digital sovereignty so a normative-
prescriptive model does not directly contribute positively to cyber resilience as it is 
formulated rather defensively.
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The two previously mentioned indices, the digital sovereignty index (DSI) 
(DSI) and the national cyber security index (NCSI), are used to confirm the 
hypothesis. The DSI measures parameters relating to state sovereignty, key tech-
nologies and technological sovereignty, while the NCSI measures cyber security 
policy, a state’s contribution to global cyber security, education and professional 
development [27, 40]. The hypothesis to be rejected is, therefore, as follows: The 
higher the DSI/NCSI rank, the higher the digital sovereignty/cyber resilience rank 
of a state (Figure 3).

The correlation between the EU countries shown here and Australia, China, 
Russia and the USA is weak. The coefficient of determination is only 0.5%, that 
is, there is no significant linear correlation between the NCSI and the DSI. The 
Pearson and Spearman coefficients of approximately 0.071 and 0.048 also show 
very weak positive correlations. Those countries with a high NCSI ranking, such as 
Belgium, Estonia, Latvia, the Czech Republic or Germany, are in the midfield of 
the digital sovereignty index [13, 16, 23, 33, 30]. In contrast, the USA, the leading 
country in the DSI, is ranked 42nd in the NCSI, while Russia and China are in the 
middle of the field in both indices, although both countries play a major role in 
cyber attacks.

In this respect, the two concepts cannot be contradictory or at least not inter-
dependent. In other words, a state that places a high focus on cyber resilience does 
not necessarily have to have well-developed digital sovereignty capabilities, and 
conversely, a digitally sovereign state does not necessarily have to have a high level 
of cyber resilience. One possible reason for this — using the example of the USA or 
China — may be that cyber resilience, cyber defence and cyber war in the dimensions 
of land, sea, air, space and cyber only serve one domain and other economic or politi-
cal aspects play a greater role.

Figure 3. 
DSI/NCSI rank correlation, EU and USA, China, Russia, Australia.
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10.  Cyber resilience and digital sovereignty as a diplomatic tool

The exploration of digital sovereignty and cyber resilience as diplomatic tools, as 
in the previous sections, necessitates an in-depth examination of their multifaceted 
functions, far-reaching effects and strategic significance within the landscape of 
international relations. Both concepts, while distinct in their focuses, converge to 
shape the contours of contemporary diplomacy, offering nations a means to assert 
their autonomy, safeguard their interests and foster cooperation in an increasingly 
digitised world. At its core, digital sovereignty embodies a state’s capacity to assert 
control and autonomy over its digital ecosystem, encompassing its infrastructure, 
data management practices and technological advancements. This pivotal concept 
empowers nations to chart their own course in the digital realm free from external 
coercion or influence [36, 42]. By exercising sovereignty over their digital domains, 
states can mitigate vulnerabilities, assert their diplomatic agency and navigate the 
complexities of global affairs with confidence. Moreover, robust digital sovereignty 
not only bolsters a nation’s negotiating prowess but also fosters trust and collaboration 
among peers, laying the groundwork for the establishment of international norms 
and rules that promote responsible behaviour in cyberspace and mitigate the risk of 
conflicts and wars.

Similarly, cyber resilience emerges as a cornerstone of modern diplomacy, 
epitomising a state’s ability to withstand, respond to and recover from cyber threats. 
A nation fortified with high levels of cyber resilience is better equipped to defend 
against cyber attacks, mitigate their impact and deter potential adversaries from 
engaging in hostile activities [27]. By investing in robust cyber defence mechanisms, 
cultivating a skilled workforce and fostering international cooperation, states can 
bolster their cyber resilience capabilities, fortify national security and uphold stabil-
ity within their borders. Furthermore, collaborative efforts in cyber resilience serve as 
conduits for building trust, sharing information and fostering mutual understanding 
among nations, thereby strengthening diplomatic relations and averting potential 
conflicts.

In essence, digital sovereignty and cyber resilience converge to shape the fabric 
of modern diplomacy, offering a pathway towards a stable, secure and cooperative 
international order. By prioritising these concepts, states not only safeguard their 
own security and interests but also contribute to the broader goal of global peace 
and stability. As nations navigate the complexities of an interconnected world, the 
continued advancement of digital sovereignty and cyber resilience emerges as a 
critical imperative, ensuring that diplomacy remains effective in addressing the 
evolving challenges of the digital age and fostering a more harmonious and pros-
perous global community.

11.  Conclusions

‘In an era defined by the omnipresence of digital technologies and interconnected 
networks, the concepts of digital sovereignty’ [42, 43] and cyber resilience have 
evolved into indispensable cornerstones of contemporary diplomacy [38]. As nations 
grapple with the complexities of an increasingly digitised world, these principles 
have emerged as essential tools for safeguarding national interests, ‘preserving global 
stability and mitigating the risks’ posed by cyber threats and conflicts [44].
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At its core, digital sovereignty encapsulates a state’s ability to assert control and 
autonomy over its digital infrastructure, data governance and cyber policies [43]. 
It embodies the notion of self-determination in the digital realm, enabling nations 
to make independent and strategic decisions that safeguard their sovereignty and 
protect against external interference. In an age where cyberspace knows no borders, 
digital sovereignty serves as a bulwark against cyber espionage, data breaches and 
other forms of digital manipulation, empowering nations to uphold their values and 
interests in an interconnected world [13].

Complementing digital sovereignty is the concept of cyber resilience, which 
encompasses a state’s capacity to withstand, adapt to and recover from cyber threats 
and attacks. Unlike traditional notions of security, cyber resilience emphasises agility, 
adaptability and proactive risk management in the face of evolving cyber threats [27]. 
It involves not only the deployment of robust cybersecurity measures but also the 
cultivation of a resilient cyber culture that prioritises continuous learning, innova-
tion and collaboration across sectors. By fostering a culture of resilience, nations can 
minimise the impact of cyber incidents, mitigate potential disruptions to critical 
infrastructure and maintain trust and confidence in the digital economy and society.

While digital sovereignty and cyber resilience can be discussed as separate con-
cepts, their interplay is essential in shaping effective cybersecurity strategies and 
diplomatic engagements in the digital age. They could form a symbiotic relationship 
that enables nations to navigate the complexities of cyberspace with confidence and 
purpose. Digital sovereignty provides the foundation for establishing clear norms, 
rules and principles governing state behaviour in cyberspace, while cyber resilience 
ensures the resilience and robustness of digital infrastructure and systems, thereby 
reinforcing national sovereignty and security in an interconnected world.

Furthermore, the convergence of digital sovereignty and cyber resilience offers 
opportunities for collaborative diplomacy and multilateral cooperation in address-
ing shared cyber challenges. By leveraging their collective expertise, resources and 
capabilities, nations can enhance cyber resilience at the regional and global levels, 
promote information sharing and capacity building and develop norms and standards 
that promote a safe, secure and open cyberspace for all. Through diplomatic channels 
such as bilateral dialogues, international conferences and cyber diplomacy forums, 
states can engage in constructive discussions on cybersecurity issues, build trust and 
confidence among stakeholders and forge consensus on key policy priorities and 
initiatives.

In conclusion, digital sovereignty and cyber resilience are integral components 
of modern diplomacy, offering nations the means to navigate the opportunities 
and challenges of an increasingly digitised world. By embracing these principles 
and fostering international cooperation, nations can strengthen their cybersecurity 
posture, protect their national interests and promote peace, stability and prosperity in 
the digital age. As cyberspace continues to evolve and shape the global landscape, the 
imperative for robust cybersecurity strategies and diplomatic engagements will only 
grow, making digital sovereignty and cyber resilience essential pillars of twenty-first 
century diplomacy.
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Abstract

Innovation management, a multifaceted organizational process encompassing 
opportunities and ideas from inception to implementation, demands a system-
atic approach, particularly in the critical initial phase known as the Front End of 
Innovation (FEI). This pivotal phase significantly influences the entire innovation 
management chain. Despite its recognized importance, FEI in the defense sector 
has yet to be systematically addressed in the academic literature. Recognizing the 
vital role of FEI in the defense sector, this study addresses this deficiency through a 
systematic review, scrutinizing 24 documents from the scientific literature (Scopus 
and Web of Science databases) and gray literature (government defense documents). 
This research systematically maps key activities identified in seminal FEI models. 
These activities include the identification and analysis of opportunities; generation, 
enrichment, and screening of ideas; product concept definition; and consideration of 
influencing factors. Concurrently, this work aligns defense practices with established 
innovation models and provides valuable insights for optimizing the management 
dynamics of the military innovation process. Through this systematic inquiry, this 
study contributes to a nuanced understanding of the FEI in the defense sector, offer-
ing practical implications for enhancing defense innovation development.

Keywords: innovation, front end of innovation, defense, military, literature review

1.  Introduction

Innovation management, a complex and broad organizational process covering 
the entire spectrum, from identifying new opportunities and ideas to their practical 
implementation, poses significant challenges for managers across all organizational 
levels [1].

Notably, innovation seldom fails due to a lack of creativity; instead, it is the 
absence of discipline that plays a pivotal role in innovation failures [2]. From this 
perspective, Boeddrich [3] contends that systematic and structured procedures in 
the early phase, known as the Front End of Innovation (FEI), are imperative to avert 
adverse effects throughout the innovation management chain.
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Multiple researchers emphasize that enhancing FEI activities contributes posi-
tively to organizational outcomes, bolstering the likelihood of successful innovation 
development [3–9]. Yet, the successful adoption of a FEI model requires consider-
ing some factors like organizational size and culture, as well as decision-making 
styles [10, 11].

Despite the increasing attention to FEI as a complex and multidisciplinary field 
[12], the defense context of FEI has not been sufficiently addressed in the academic 
literature, a gap this study endeavors to address. Therefore, this research aims to 
unravel the dynamics of FEI in the military sector through a systematic literature 
review, focusing on the research question: How can the current literature on the early 
phase of the innovation process in defense be mapped within seminal FEI models?

This question is pertinent given the Armed Forces’ distinct organizational culture, 
demanding innovation to sustain high-tech operational capabilities and mainly 
requiring innovations capable of inducing technological surprise in the theater 
of operations. Aligning defense practices with established models in innovation 
literature can furnish invaluable insights for improving the management dynamics 
of the military’s initial innovation phase. Moreover, by reviewing approaches used 
by different countries, the study recognizes that the suitability and significance of 
FEI management practices can differ across national defense contexts. It emphasizes 
how cultural and procedural nuances impact the development and adoption of new 
technologies in military settings.

Structured around the research question, this paper is organized as follows: 
Section 2 provides a theoretical foundation on FEI, seminal FEI models, and defense 
peculiarities. Section 3 outlines the research methodology. Section 4 delineates 
the mapping of the FEI in the defense sector within seminal FEI models. Section 5 
discusses salient aspects identified throughout the study. Finally, Section 6 highlights 
the concluding remarks, outlining directions for future research.

2.  Theoretical foundation

Before exploring the current literature on the early stage of the innovation process 
in defense, it is essential to understand the foundational topics involved: the FEI 
concept, the seminal FEI models, and the unique aspects of the military sector.

2.1  Front end of innovation (FEI)

The Fuzzy Front End (FFE) refers to the earliest stage in the New Product 
Development (NPD) process. This term was popularized by Smith and Reinertsen 
[13], as pointed out by Khurana and Rosenthal [10].

In 2002, Koen et al. [14] proposed the term Front End of Innovation (FEI), 
considering that the adjective “fuzzy” is “mysterious, lacks accountability, and cannot 
be critically evaluated” ([14], p. 30). The new term dissociated the idea that the initial 
phase of the innovation process was nebulous and uncontrollable. In this approach, 
the FEI is described as “those activities that come before the formal and well-struc-
tured NPD process” ([14], p. 30).

Figure 1 illustrates the breakdown of the product innovation management pro-
cess into three phases: FEI, NPD, and implementation (the commercialization of 
the product in the market). The circular shape of the FEI suggests that ideas should 
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flow and iterate until the formal definition of products is developed. In contrast, the 
NPD phase is depicted as a series of sequential, well-structured, and chronologically 
ordered steps [14, 15].

The FEI emerges as a crucial driver of positive outcomes for new products and, 
consequently, the overall success of the business [16]. Markham [6] underscores the 
profound impact of early-phase activities on product performance, emphasizing that 
the success of the front end stands as the strongest independent predictor of all NPD 
performance variables.

Selecting an appropriate FEI model requires careful consideration of various factors, 
including organizational size and culture, as well as decision-making style [10, 11]. 
As a response to these diverse organizational needs, numerous FEI models have been 
developed over time, offering distinct approaches to navigate their complexities, as 
detailed in the next section.

2.2  Seminal FEI models

In an integrative literature review, Pereira et al. [12] found that 26% of articles 
related to FEI contributed in terms of frameworks, models, processes, tools, and 
methodologies, exemplifying endeavors to structure the early phase of the innovation 
process in specific contexts.

While recent contributions are significant, seminal works have produced models 
that served as reference points for structuring the FEI. Table 1 provides an overview 
of the four seminal models identified by Pereira et al. [12, 20].

After providing an overview of the seminal FEI models, it is essential to delve into 
the main elements of their structures. The stage-gate model, proposed by Cooper 
[17, 18], offers a systematic approach to the FEI through its first three stages/gates, as 
depicted in Figure 2. The process unfolds in distinct phases as follows:

• Stage 0 (Discovery): In this inaugural stage, the organization actively generates 
ideas for new products.

• Gate 1 (Idea screen): Ideas undergo a concise evaluation based on strategic, fea-
sibility, and market criteria. Financial considerations are deferred at this point. 
Accepted ideas proceed to the next phase.

• Stage 1 (Scoping): The accepted idea transitions into a project, initiating a dual 
evaluation process:

Figure 1. 
Breakdown of the product innovation management process. Source: Adapted from Koen et al. [14, 15].
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 ○ Market evaluation: Involves research, user contact, and conceptual testing to 
determine market size and acceptance.

 ○ Technical evaluation: Encompasses feasibility, costs, and development 
timelines.

• Gate 2 (Second screen): Comprehensive information from market and technical 
evaluations prompts a reassessment of the project’s viability. If approved, the 
project advances to the next stage.

• Stage 2 (Build business case): Positioned just before product development, this 
stage involves:

 ○ Assessing the project’s attractiveness.

 ○ Defining clear objectives.

 ○ Conducting market, technical, operational, and financial evaluations.

• Gate 3 (Development): A pivotal decision point where the organization deter-
mines resource allocation for project development [17, 18].

The Three Phase Front End model, proposed by Khurana and Rosenthal [10, 11], 
organizes the FEI into three distinct phases, as depicted in Figure 3.

• Pre-Phase Zero: This initial phase concentrates on the continuous identifica-
tion of opportunities within the organization. It involves generating ideas and 
conducting technological and market analyzes. When a promising opportunity 
is identified, it triggers the transition to Phase Zero. The authors emphasize that 
this phase should occur continuously within the organization.

References Model Overview

Cooper [17, 18] Stage-Gate Proposes a system with well-defined stages to launch new 
products into the market. The early stages represent the 
front end of innovation and make use of control gates.

Khurana and 
Rosenthal  
[10, 11]

Three Phase Front End Presents an approach that connects business and product 
strategy with specific product-related decisions.

Koen et al.  
[14, 15]

New Concept Development Provides methods, tools, and techniques suitable for 
managing the front end of innovation. Moreover, the 
authors seek a common vision and terminology for the 
FEI.

Reid and De 
Brentani [19]

The Fuzzy Front End of New 
Product Development for 
Discontinuous Innovations

Details an approach focusing on disruptive innovation, 
proposing a structure based on a reverse flow 
of information (from the outside world into the 
organization).

Source: Adapted from Pereira et al. [12, 20].

Table 1. 
Seminal FEI models.
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• Phase Zero: This phase is initiated when Pre-Phase Zero identifies a promising 
opportunity. Its primary objective is to define the concept of a new product.

• Phase One: Following the conceptualization of the new product, Phase One 
focuses on analyzing feasibility and planning the project to initiate the NPD 

Figure 2. 
The FEI within the stage-gate model. Source: Adapted from Cooper [17].

Figure 3. 
Three Phase Front End model. Source: Khurana and Rosenthal [11].
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process formally. It is crucial to maintain a constant interface with the organiza-
tion’s product and portfolio strategy throughout the entire process.

The New Concept Development (NCD) model, proposed by Koen et al. [14, 15], 
is a theoretical construction composed of the three fundamental concepts: control-
lable activities, “engine” and influencing factors. Controllable activities represent the 
elements that the organization can control. The “engine” encompasses the controllable 
aspects of the organization that are responsible for driving the activities of the FEI. 
Finally, the influencing factors are variables that have an impact on the FEI and are 
relatively outside of the organization’s control [14, 15]. Table 2 details the structure 
of the NCD model. In the structure of the NCD model, organizational capabilities 
are classified as an influencing factor because they usually change very slowly and are 
therefore uncontrollable. Alternatively, organizational capabilities can be incorporated 
into the “engine” to the extent that the organization can modify and control them [14].

The model proposed by Reid and De Brentani [19] provides a unique focus on dis-
ruptive innovations, highlighting their distinct entry into the organization compared 
to incremental innovations. According to this model, disruptive innovations typically 
originate from the external environment. Figure 4 illustrates how the front end of the 
innovation process initiates its flow based on information from the external environ-
ment, involving the identification of unstructured problems and the recognition of 
opportunities. This model emphasizes that disruptive innovations follow a distinctive 
path, with the FEI process being strongly influenced by external inputs. The oppor-
tunities identified undergo thorough analyzes and decisions at various organizational 
levels before being formally integrated into an NPD project [19].

The seminal models presented – Cooper’s Stage-Gate Model, Khurana, and 
Rosenthal’s Three Phase Front End Model, Koen et al.’s New Concept Development 
(NCD) Model, and Reid and De Brentani’s Model for Discontinuous Innovations – vary 
in focus, approach, depth, and structuring of activities. Despite these differences, a 
common thread emerges as they collectively address the FEI through key activities: 
identification and analysis of opportunities, generation, enrichment, and screen-
ing of ideas, product concept definition, and consideration of influencing factors 

Concepts Elements

Controllable activities Opportunity identification
Opportunity Analysis
Idea generation
Idea enrichment
Idea selection
Concept definition

“The engine” Culture
Leadership
Business strategy

Influencing factors Organizational capabilities
The outside world
Customer and competitor influences
Enabling sciences and technology

Source: Koen et al. [14].

Table 2. 
Structure of the NCD model.
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(encompassing the outside world, market and technology information, scenario 
planning, competitive analysis, and organizational issues such as culture, leadership, 
strategy, portfolio, and capabilities).

The ultimate objective of these FEI activities is to formulate a well-defined product 
concept before entering the formal NPD stage. Table 3 establishes the correspon-
dence between FEI activities and the structures of the seminal models.

To mitigate potential ambiguities in the interpretation of certain terms related to 
the FEI, Table 4 provides standardized reference definitions. This table serves as a 
reference guide, providing clear and standardized definitions for key terms associated 
with the FEI, enhancing clarity and consistency in their interpretation.

2.3  Defense sector

The defense sector holds strategic importance for nations, embodying a com-
prehensive “set of attitudes, measures, and actions undertaken by the State, with an 
emphasis on the military expression of the power, to safeguard national territory, 
sovereignty, and national interests against predominantly external threats, whether 
potential or manifest” ([24], p. 77). Characterized by complexity, the defense sector 
exhibits key features:

• High technological level: The defense industry requires substantial investments 
in research, development, and innovation to create sophisticated products such 
as aircraft, ships, weapons, and systems. These must operate safely and reliably 
under severe conditions [25], often characterized as Complex Products and 
Systems (CoPS). CoPS involve customization, production in small quantities by a 
few companies, integration of diverse knowledge areas, and a lifecycle spanning 
decades [26].

• Technological duality: Innovations developed for military purposes may have 
civilian applications (spin-off) and vice versa (spin-in) [27, 28]. Dual-use 
technologies, like GPS and the Internet, initially developed for defense, now find 
widespread civilian applications.

Figure 4. 
The Fuzzy Front End of new product development for discontinuous innovations. Source: Reid and De Brentani [19].
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• Governmental dependence: The defense market is highly regulated and relies on 
government contracts, resulting in a strong dependence on public resources. 
From a demand perspective, the defense market operates as a monopsony, with 
the State being the primary purchaser of goods and services [29–31].

• High market concentration: Global defense market dominance by a few compa-
nies leads to limited competition and protectionist practices. Oligopolies in the 
defense market can collude, manipulate prices, limit competition, or engage in 
practices like dumping [32] to control strategic interests [31, 33].

• Vulnerability to geopolitical issues: The demand for defense equipment is influ-
enced by geopolitical conflicts and international relations, resulting in a volatile 
market subject to sudden changes. Companies may exploit geopolitical issues for 
financial or strategic reasons, impacting commitments during times of national 
crisis [31, 34].

In summary, the defense sector is characterized by its strategic importance, 
technological advancement, dual-use nature, governmental dependence, market 
concentration, and vulnerability to geopolitical issues. This situation is a combination 
of a monopoly/oligopoly, where a few major global players dominate the supply, and a 

Activities Structure of the seminal models

Identification and analysis of opportunities • Discovery [17]

• Pre-Phase Zero [11]

• Identification and analysis of opportunities [14]

• Boundary interface [19]

Generation, enrichment, and screening of ideas • Discovery and idea screening [17]

• Pre-Phase Zero [11]

• Generation, enrichment, and selection of ideas [14]

• Gatekeeping interface [19]

Product concept definition • Scoping and build business case [17]

• Phase Zero and Phase One [11]

• Concept definition [14]

• Project interface [19]

Consideration of influencing factors
The outside world, market and technology 
information, scenario planning, competitive 
analysis, and organizational issues (culture, 
leadership, strategy, portfolio, and capabilities)

• Strategic, feasibility, market, technical, operational, and 
financial criteria [17]

• Technological and market analysis, and product & 
portfolio strategy [11]

• Organizational capabilities, the outside world, customer 
and competitor influences, enabling sciences and 
technology, and “the engine” – culture, leadership, and 
business strategy [14]

• Environmental information, and scenario analysis at the 
corporate and project levels [19]

Table 3. 
FEI activities and their relationship with the seminal models.
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monopsony, where the State centralizes the demand. Recognizing these  peculiarities 
highlights the need for a comprehensive exploration of FEI dynamics within the 
defense sector.

3.  Methodology

In conducting this literature review, a comprehensive search strategy was 
employed, encompassing both academic and gray literature, as recommended by 
Thomé et al. [35]. The initial approach involved the following strategies for searching 
academic literature:

• Databases: Scopus and Web of Science (WoS), aligning with the methodology 
outlined by Ferreira et al. [36].

• Search string: The search string was crafted by combining key terms related to the 
FEI and the defense sector. The FEI-related terms were derived from a frequency 
analysis of authors’ keywords, following the methodology of Ferreira et al. [36]. 
To capture the comprehensive scope of the defense sector, terms related to aero-
space were also incorporated, acknowledging that certain countries treat both 

Term Definition

Opportunity “A business or technology gap, that a company or individual realizes, that exists between 
the current situation and an envisioned future in order to capture competitive advantage, 
respond to a threat, solve a problem, or ameliorate a difficulty” ([14], p. 7).

Ideia “The most embryonic form of a new product or service. It often consists of a high-level 
view of the solution envisioned for the problem identified by the opportunity” ([14], p. 7).

Product concept “A well-defined form, including both a written and visual description, that includes its 
primary features and customer benefits combined with a broad understanding of the 
technology needed” ([14], p. 7).

The outside 
world

“Distribution channels, law, government policy, customers, competitors, and political and 
economic climate” ([14], p. 8).

Organizational 
culture

“A pattern of shared basic assumptions that was learned by a group as it solved its 
problems of external adaptation and internal integration, that has worked well enough 
to be considered valid and, therefore, to be taught to new members as the correct way to 
perceive, think, and feel in relation to those problems” ([21], p. 17).

Organizational 
leadership

“It is originally the source of the beliefs and values that get a group moving in dealing with 
its internal and external problems” ([21], p. 36). “Leadership is needed to help the group 
identify the issues and deal with them” ([21], p. 407).

Organizational 
strategy

“A shared understanding of core mission, primary task, and manifest and latent 
functions” ([21], p. 88).

Organizational 
portfolio

“Collection of projects, programs, and other activities that are grouped together to meet 
strategic business objectives. The practice of portfolio management is integral to the 
implementation of an organization’s overall strategic plan” [22].

Organizational 
capacity

In the context of dynamic capabilities theory, it is defined as “the firm’s ability to integrate, 
build, and reconfigure internal and external competences to address rapidly changing 
environments” ([23], p. 516).

Table 4. 
Definitions for terms related to the FEI.
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topics as a unified strategic theme. For instance, the United States has the U.S. 
Space Force under its Department of Defense [37]. The search was conducted on 
September 21, 2023, focusing on terms found in the title, abstract, and keywords:

 ○ Scopus database: TITLE-ABS-KEY((“front end of innovation” OR “front-end 
of innovation” OR “front end innovation” OR “front-end innovation” OR “fuzzy 
front end” OR “fuzzy front-end”) AND (“military” OR “defense” OR “defense” OR 
“navy” OR “army” OR “air force” OR “aerospace” OR “aeronautic*” OR “astronau-
tic*” OR “avionics”)).

 ○ WoS database: TS = ((“front end of innovation” OR “front-end of innovation” 
OR “front end innovation” OR “front-end innovation” OR “fuzzy front end” OR 
“fuzzy front-end”) AND (“military” OR “defense” OR “defense” OR “navy” 
OR “army” OR “air force” OR “aerospace” OR “aeronautic*” OR “astronautic*” OR 
“avionics”)).

Figure 5. 
Stages of the systematic literature review. Source: Adapted from Page et al. [38].
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• Inclusion criteria: publications in English, Portuguese, or Spanish were con-
sidered, and the accessibility of the entire document was taken into account. 
Additionally, the publication had to address explicitly the FEI in the defense 
context.

The academic literature search yielded five documents from the Scopus database 
and two from WoS. Upon analysis, one redundancy was identified, resulting in six 
unique documents. Subsequently, it was observed that two articles did not meet 
the inclusion criteria, leaving four documents within the review scope. Following 
this initial search, the snowball technique was applied to identify relevant docu-
ments citing or cited by the selected publications. Additional efforts were made to 
explore works authored by the selected publications’ authors, uncovering three more 
documents.

In parallel with the academic literature search, the exploration of government 
defense management agencies’ websites led to the identification of 17 more docu-
ments. Therefore, while the academic literature contributed documents presenting 
general aspects of FEI in the defense sector, the gray literature addressed defense 
management in specific nations, ensuring representation across continents and 
encompassing both developed and developing countries. The nations (or alliances) 
covered included Australia, Brazil, China, India, NATO (North Atlantic Treaty 
Organization), the United Kingdom, the United States, and South Africa.

Thus, a total of 24 documents were selected for review. It is noteworthy that, dur-
ing the research, no review works similar to this article were found. The steps of the 
review are represented in summary in Figure 5, using the Preferred Reporting Items 
for Systematic reviews and Meta-Analyses (PRISMA) diagram, a tool for present-
ing the flow of information through the different phases of a systematic literature 
review [38].

4.  Front end of innovation in the defense sector

The investigation of FEI in the defense sector is structured based on content 
mapping of the selected review documents, focusing on key FEI activities outlined in 
Section 2.2. These activities include the identification and analysis of opportunities; 
generation, enrichment, and screening of ideas; product concept definition; and 
consideration of influencing factors.

4.1  Identification and analysis of opportunities

The identification and analysis of opportunities serve as the primary catalyst for 
the FEI process. It occurs when an organization recognizes a gap, whether related to 
business or technology issues. This gap represents the difference between the current 
state and a desired future state, presenting an opportunity that can be exploited to 
gain a competitive advantage, address a threat, solve a problem, or enhance a situa-
tion [14]. As stressed by Khurana and Rosenthal [11], the phase of identifying and 
analyzing opportunities should be an ongoing and continuous process within an 
organization.

In the defense sector, the identification and analysis of opportunities are intri-
cately tied to Capability-Based Planning (CBP), a central process in strategic defense 
management [39, 40]. This strategic planning paradigm, initially utilized in the 
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United States Nuclear Program during the 1960s, saw broader adoption by the U.S. 
Department of Defense in 2001, becoming a reference for armed forces worldwide 
[41]. From this standpoint, Table 5 provides a mapping of the phase of identification 
and analysis of opportunities within the documents reviewed.

Documents Approaches National context

United States 
[42]

CBP is implemented through the Joint Capabilities Integration and 
Development System (JCIDS). The strategic approach begins by 
identifying scenarios for the U.S. Armed Forces’ operations. Then, 
the necessary capabilities for each scenario are determined. Finally, 
existing capabilities are evaluated, and gaps are identified (a process 
called Capabilities-Based Assessment – CBA). The assessment of 
capabilities follows the acronym DOTmLPF-P, which incorporates 
the following elements: Doctrine, Organization, Training, Materiel, 
Leadership and education, Personnel, Facilities, and Policy.

USA

NATO [43] CBP is implemented following the acronym DOTMLPF-I, which 
incorporates the following elements: Doctrine, Organization, 
Training, Materiel, Leadership, Personnel, Facilities, and 
Interoperability. Notably, the interoperability element is included in 
the approach, considering NATO comprises 32 member countries, 
listed alphabetically as follows: Albania, Belgium, Bulgaria, Canada, 
Croatia, Czech Republic, Denmark, Estonia, Finland, France, 
Germany, Greece, Hungary, Iceland, Italy, Latvia, Lithuania, 
Luxembourg, Montenegro, North Macedonia, Norway, Poland, 
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Turkey, the 
Netherlands, the United Kingdom, and the United States.

NATO

United Kingdom 
[44]

Implements CBP following the DLOD concept, referring to Defense 
Lines of Development. DLOD encompasses Training, Equipment, 
Personnel, Information, Doctrine & Concepts, Organization, 
Infrastructure, Logistics, and Interoperability. The latter is only 
sometimes listed as a separate line of development but is essential for 
combined operations with allies.

United Kingdom

Australia [45] Implements CBP following the FIC concept, which stands for 
Fundamental Inputs to Capability. FICs include Organization, 
Command and management, Personnel, Collective training, Major 
systems, Facilities and training areas, Supplies, Support, and Industry.

Australia

Barton [46] Implements CBP similarly to the U.S. DOTmLPF-P approach. China

India [47] and 
South Africa 
[48]

They highlight the capability-based approach without defining 
specific analysis elements.

India and South 
Africa

Brasil [49, 50] CBP is implemented following the acronym DOAMEPI, which 
includes the following elements: Doctrine, Organization (and/or 
processes), Training, Materiel, Education, Personnel, and Facilities. 
It is worth noting that Brazil maintains a capabilities catalog to 
support its CBP.

Brazil

Helfat and 
Peteraf [51], 
Salvato and 
Rerup [52], and 
Wallin et al. [53]

They emphasize the importance of the capability-based approach 
in supporting planning for the development of new technological 
products.

Generic 
(academic 
literature)

Table 5. 
Approaches to identification and analysis of opportunities within the review documents.
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4.2  Generation, enrichment, and screening of ideas

According to Koen et al. [14], the generation and enrichment of ideas follow 
the identification and analysis of opportunities. An idea, as conceptualized by the 
authors, represents the most preliminary form of a new product or service, typically 
outlining a high-level vision for the planned solution related to the identified oppor-
tunity [14]. Cooper [17], in the stage-gate model, underscores that ideas for new 
products must undergo initial screening, known as gate 1, before being integrated into 
an organization’s project [17]. Reid and De Brentani [19] also stress the importance of 
a formal analysis of opportunities/ideas at the corporate level before progressing to 
the project level [19].

In the defense sector, as outlined in Table 6, the identification of the need for a 
new product occurs when a capability gap analysis indicates the necessity for a new 
materiel solution. This triggers the formal process of acquiring a defense product. 
Table 6 provides a mapping of the phase of generation, enrichment, and screening of 
ideas within the reviewed documents.

4.3  Product concept definition

According to Koen et al. [14], a well-defined product concept should entail a 
comprehensive configuration, offering both written and visual descriptions that 
encapsulate the primary features, customer benefits, and a broad understanding of 
the required technologies. This stage in product development represents the final 
step preceding the formal NPD process [14]. The models proposed by Khurana and 
Rosenthal [11], Reid and De Brentani [19], and Cooper [17] also emphasize the 

Documents Approaches National context

United States 
[42, 54]

The American approach prioritizes non-materiel solutions when 
addressing capability gaps, incorporating adjustments in Doctrine, 
Organization, Training, Leadership and education, Personnel, 
Facilities, and/or Policy (DOTmLPF-P). The lowercase “m” in the 
acronym signifies this approach. If a materiel solution is deemed 
necessary, an Initial Capabilities Document (ICD) is drafted, justifying 
the need for a new acquisition process. The ICD outlines the identified 
capability gap, the concept of operations (CONOPS) detailing the 
expected operational context of the materiel solution, and associated 
risks. A validated ICD is mandatory for a Materiel Development 
Decision (MDD), initiating the life cycle of the new product.

USA

United 
Kingdom 
[44]

Following a model similar to that of the USA, the identification of 
the need for a materiel solution and the elaboration/approval of the 
concept of operations initiate the life cycle of a new product.

United Kingdom

Australia 
[45]

Australia

India [47] India

South Africa 
[48]

South Africa

Brasil [55] Brazil

Table 6. 
Approaches to idea generation, enrichment, and screening within the review documents.
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Documents Approaches National context

United States 
[42, 54]

The US approach divides the life cycle of a defense product into six phases: 
Materiel Solution Analysis (MSA), Technology Maturation & Risk Reduction 
(TMRR), Engineering & Manufacturing Development (EMD), Production 
& Deployment (PD), Operations & Support (OS), and Disposal. The FEI 
phases (before NPD), MSA and TMRR, involve significant requirements 
engineering effort. MSA uses the CONOPS to define operational 
requirements, establishing operational performance parameters and 
attributes – Key Performance Parameters (KPPs) and Key System Attributes 
(KSAs). The physical description is preliminary, analyzing technical 
alternatives for product acquisition. MSA concludes with the approval of the 
Capability Development Document (CDD) Draft. The CDD Draft evolves 
during the TMRR phase, refining technical product requirements into the 
Request For Proposals (RFP), inviting companies to submit development 
proposals. TMRR concludes with the approval of the Preliminary Design 
Review (PDR), ensuring technological risks are mitigated and the product 
concept is ready to advance to the formal NPD stage.

USA

Innovations 
[60] and 
United 
Kingdom 
[44]

Divide the product life cycle into six phases: concept, assessment, 
demonstration, manufacture, in-service, and disposal. The FEI phases 
are concept and assessment. The concept phase develops the logical and 
physical descriptions of the product. The subsequent phase refines these 
descriptions through evaluations for risk reduction before entering NPD. 
Risk reduction is exemplified by technology competitions promoted by the 
UK Ministry of Defense to mature/identify alternatives for technological 
components of the product before its development/integration.

United Kingdom

Australia [45] Divides the product life cycle into five phases: Strategy and Concepts, Risk 
Mitigation and Requirement Setting, Acquisition, In-Service, and Disposal. 
The FEI phases are Strategy & Concepts and Risk Mitigation & Requirement 
Setting. These phases define the logical and physical descriptions of the 
product and conduct risk reduction activities before entering NPD.

Australia

India [47] Adopts distinct workflows depending on the acquisition modality: Buy, 
Buy and Make, Leasing, Make, Design and Development, and Strategic 
Partnership Model. In all cases, logical and physical descriptions are 
developed, in greater or lesser detail, to support the acquisition of a defense 
product.

India

South Africa 
[48]

Divides the life cycle of a defense product into four phases: Design, 
Development, Operation & Maintenance, and Disposal. The phase 
belonging to the FEI is the Design phase, where the product concept is 
developed before entering NPD.

South Africa

Brasil [55] Divides the life cycle of a defense product into five phases: conception, 
acquisition, production, operation and support, and disposal. The 
phase belonging to the FEI is conception. The most important step 
of the conception phase is integrated design, which establishes the 
logical description (doctrinal/operational constraints and operational 
requirements) and the physical definition (technical requirements, 
conceptual design, technology map, integrated logistics support plan, and 
test and evaluation plan) of the product before entering NPD.

Brazil

Clegg et al. 
[61], Larsson 
et al. [62] and 
Johansson 
et al. [63]

In the aerospace and defense context, they present simulators or 
methodologies to support collaborative product concept development before 
entering NPD.

Generic 
(academic 
literature)

Table 7. 
Approaches to product concept definition within the review documents.
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significance of product concept development, feasibility analysis, project planning, 
and decision-making as crucial prerequisites before formally entering the NPD phase.

In the defense sector, the Armed Forces commonly adopt the systems engineering 
lifecycle concept to structure their acquisition processes [56]. Within this framework, 
the product concept undergoes development through a top-down approach, compris-
ing two distinct phases: logical description (problem domain) and physical descrip-
tion (solution domain). The logical or functional description essentially outlines the 
intended functionalities of the new product from the user’s perspective, providing an 
operational view. Building upon the logical description, the physical description then 
defines the high-level architecture of the product elements, encompassing systems, 
subsystems, assemblies, and/or components, from a technical perspective [57–59]. 
Table 7 provides a mapping of the product concept definition phase within the 
reviewed documents.

4.4  Consideration of influencing factors

According to Koen et al. [14], influencing factors are variables that impact FEI and 
are relatively outside the organization’s control. Table 8 maps the influencing factors 
considered in the review documents.

5.  Discussion

After presenting the review results, it is essential to delve deeper into key findings 
and considerations identified throughout the study.

5.1  Synthetic diagnosis of the results

Table 9 provides a condensed overview, offering a synthetic diagnosis of the 
results derived from the review. It succinctly outlines FEI activities in the defense 
sector and establishes connections with the influencing factors under consideration.

5.2  Peculiarities of FEI in the defense sector

After systematically mapping the FEI in defense sector against established FEI 
models, several distinct aspects specific to the military context have emerged, as 
shown in Table 10.

5.3  Contributions to the FEI literature

The exploration of Scopus and WoS databases revealed a noteworthy observation: 
the existing academic literature has not systematically delved into the realm of Front 
End of Innovation (FEI) within the defense sector. In dissecting the distinct aspects 
of the initial phase of the military innovation process, several novel points of analysis 
emerged, each offering unique insights not extensively addressed in seminal FEI 
models. These include:

• Use of systems engineering approach: The defense sector prominently employs 
systems engineering activities during the early phase of military innovation. This 
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approach encompasses requirements engineering and systems lifecycle manage-
ment, aspects not explicitly emphasized in traditional FEI models.

• Relevance of technological duality, criticality, and maturity: Concepts such as 
technological duality, criticality, and maturity play a crucial role in military 
FEI. These factors, while not extensively covered in established FEI models, are 
instrumental in decision-making processes, risk mitigation, and the strategic 
development of defense capabilities.

• Organizational capabilities as the “engine” of FEI: In contrast to seminal NPD 
models that classify organizational capabilities as influencing factors, the defense 

Documents Influencing factors National context

United 
States [42, 
54, 64, 65]

National guidelines (notably the National Security Strategy – NSS), 
budget management (PPBE process – Planning, Programming, 
Budgeting, and Execution), scenario planning, and the strategic portfolio 
of programs/projects/capabilities. Emphasis on analyzes of alternatives, 
feasibility, technological criticality (list of critical and emerging 
technologies), and technological maturity (TRL - Technology Readiness 
Levels of 6 or higher as reference value before entering NPD). Selection 
and continuity of leadership (military and/or civilian) in NPD project 
planning.

USA

NATO [43] Emphasizes interoperability as a relevant factor, considering it integrates 
32 member countries.

NATO

United 
Kingdom 
[44, 66]

Technological criticality (critical technological areas guided by the 
“Integrated Force Plan 2030”) and technological maturity (TRL 7 and 
SRL – System Readiness Level – 4 as reference values before entering 
NPD). Continuity management in NPD project planning.

United Kingdom

Australia 
[67, 68]

Government Office for Critical Technologies Policy Coordination 
periodically publishes a list of technologies to be prioritized in national 
technological projects, especially in the defense area. Action plan for 
the development of technological products to ensure mastery of critical 
technological areas.

Australia

IEDI [69] Defines “frontier” technologies to reduce dependence on foreign 
components and supply chains in these areas. Emphasis on dual-use 
technologies, especially in basic research phases, where it is possible to 
circumvent international embargoes and undertake research in critical 
areas with developed countries.

China

India [47] Emphasizes critical technological areas following “Make” or “Buy and 
Make” strategies. The Indigenous Content (IC) factor specifies the 
percentage that defense technological capability acquisition contracts 
should allocate to national investments.

India

South 
Africa [48]

Defines key areas to be prioritized in the development of the defense 
industrial base to reduce technological dependency.

South Africa

Brasil [55, 
70]

Technological criticality (priority areas defined in the strategic plan) 
and technological maturity (product development must have critical 
component technologies with a TRL of 6 or higher). The concept of 
technological duality gains importance for extra-budgetary resources and 
the integration of military and civilian sectors.

Brazil

Table 8. 
Influencing factors within the review documents.
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sector integrates organizational capabilities as a fundamental component of the 
FEI “engine.” Capability-based planning is a central element in identifying and 
analyzing opportunities, as well as in generating, enriching, and screening ideas.

Activity Description Influencing factors

Identification 
and analysis of 
opportunities

• Identification of capability gap within 
CBP.

• The analysis considers the following 
elements: doctrine, organization, training, 
materiel, leadership and education, 
personnel, facilities, logistics, interoper-
ability, and policy.

National guidelines, public budget, 
scenario planning, geopolitical issues, 
and strategic portfolio.

Generation, 
enrichment, 
and screening of 
ideas

• When analyzing a capability gap, if a 
materiel solution is the only way to fill it, 
it is necessary to justify and develop the 
concept of operations for that solution 
(what is expected from the materiel solu-
tion in the operational context).

• The approval of the concept of operations 
initiates the life cycle of the new product.

Product concept 
definition

• The product concept is developed in a top-
down approach divided into two stages: 
logical description (problem domain) and 
physical description (solution domain).

• The logical or functional description 
essentially defines what the new product 
should be able to do from the user’s 
perspective. It usually relies on the con-
cept of operations to elicit the product’s 
operational requirements, establishing 
parameters and attributes of operational 
performance.

• Based on the logical description, the 
physical description defines the high-level 
architecture of the product elements 
(systems, subsystems, assemblies, and/or 
components) from a technical perspec-
tive. The physical description is generally 
represented by the product’s technical 
requirements.

• The physical description underpins the 
mapping of component technologies; the 
decision on the acquisition model (pur-
chase and/or research and development); 
the signing of supply, development, and/
or integration contracts; and the planning 
of the acquisition project.

• The approval of the product concept 
initiates the formal NPD stage.

• Analyzes of alternatives, feasibility, 
technological criticality, technologi-
cal maturity, and possible use of the 
concept of technological duality for 
capturing extra-budgetary resources 
and integrating military and civilian 
sectors.

• Planning of the NPD project (scope, 
cost, time, life cycle, and leadership 
continuity).

Table 9. 
FEI activities in the defense sector.
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Aspect Military FEI Seminal FEI models

Systems engineering 
approach

Government documents highlight the 
prevalent use of systems engineering 
activities, particularly in requirements 
engineering and systems lifecycle 
management, during the early phases of 
military innovation.

Often, they overlook the systems 
engineering approach, emphasizing 
the need for innovation models 
tailored to the defense sector.

National strategic focus The optimization of FEI primarily 
serves the common good, development, 
and survival of the State, differing from 
the profit-driven motives of commercial 
entities.
Consideration of geopolitical aspects 
and alignment with high-level national 
guidelines becomes crucial in this 
context.

Generally designed for technology 
product manufacturing companies, 
lacking emphasis on the broader 
national scope inherent in defense 
innovation.

Technological duality The defense sector incorporates the 
concept of technological duality, 
where innovations or technologies 
intended for military use may find 
civilian applications (spin-off), and 
vice versa (spin-in). This dual-use 
perspective is essential in the defense 
sector, influencing decisions on resource 
allocation and fostering collaboration 
between military and civilian 
technological advancements.

The emphasis is typically on 
generating ideas and concepts within 
a specific industry or market to meet 
customer needs or address market 
gaps. The models may not explicitly 
consider the dual-use potential or 
the transferability of technologies 
between military and civilian 
domains.

Technological criticality FEI in the military context is closely 
tied to the concept of technological 
criticality. Investments in defense 
prioritize mapping critical technological 
areas to promote strategic sectors in the 
national industrial base.

The strategic mapping of 
critical technologies for national 
development, as seen in the defense 
sector, is a specific consideration that 
goes beyond the scope of traditional 
FEI models.

Technological maturity Defense innovation involves assessing 
the maturity of critical technologies to 
mitigate risks before entering the formal 
NPD stage. The TRL scale is commonly 
used for this assessment. The TRL scale, 
and in some cases, the SRL, plays a 
crucial role in gauging the readiness of 
critical technologies, ensuring they meet 
the required standards before advancing 
to NPD.

While traditional FEI models may 
indirectly touch upon aspects of 
technology readiness, they typically 
do not incorporate a formalized 
assessment process like the TRL 
scale. The emphasis in traditional FEI 
models is often on customer-centric 
aspects, market dynamics, and the 
development of innovative solutions.

Organizational 
capabilities as the 
“engine”

FEI, in defense, places organizational 
capabilities at the core, considering 
capability-based planning as a 
central element in identifying and 
analyzing opportunities, as well as in 
generating, enriching, and screening 
ideas. Organizational capabilities are 
integral to the military FEI “engine,” 
contradicting the notion that they 
change slowly and are uncontrollable.

Organizational capabilities are 
classified as an influencing factor 
and not as part of the FEI’s “engine”, 
considering that they usually change 
very slowly and are therefore 
uncontrollable.



55

The Front End of Innovation in Defense: A Comprehensive Literature Review
DOI: http://dx.doi.org/10.5772/intechopen.1005191

• “Implementation” of military innovation: The implementation of military innova-
tion necessitates a broader interpretation compared to traditional FEI models. In 
defense, implementation occurs when a new or improved product is seamlessly 
integrated into the capability’s portfolio of an Armed Force. This integration 
involves adjustments in various non-technological aspects, emphasizing the 
symbiosis between technological and doctrinal advancement.

• Continuity in project leadership: Recognizing the high turnover of military leaders 
and the extended durations of defense projects, the continuity of leadership 
emerges as a critical consideration. Seminal FEI models do not explicitly address 
managing leadership continuity in NPD project planning.

Moreover, it is noteworthy that recent contributions in the FEI literature have started 
to delve deeper into the alignment between organizational strategy and FEI activi-
ties. Unlike seminal models that treat this issue generically, recent works, such as the 
integrative ontologies developed by Pereira et al. [20] and Castro and Ferreira [72, 73], 
provide management artifacts designed to align organizational strategic vision with FEI 
activities. Employing the design science paradigm, these artifacts integrate constructs, 
models, methods, and instantiations, thereby enriching the strategic dimension of FEI 
literature.

5.4  Contributions to the defense literature

The defense sector, encompassing products ranging from CoPS to mass-produced 
items, presents a unique challenge due to its diverse complexity and production 

Aspect Military FEI Seminal FEI models

“Implementation” of 
innovation

In defense, the concept of 
“implementation” extends beyond 
market introduction. It is realized when 
a new product is effectively incorporated 
into the capability’s portfolio of an 
Armed Force, necessitating adjustments 
in various non-technological aspects. 
The symbiosis between technological 
and doctrinal advancements defines 
military innovation, emphasizing the 
harmonization of both aspects for 
successful implementation.

It aligns with the definition from the 
Oslo Manual [71] which asserts that 
the “implementation” of a product 
innovation is realized when a new 
or significantly improved product 
is introduced to the market, i.e., is 
commercialized.

Continuity in project 
leadership

Project leadership continuity is a 
crucial influencing factor, given the 
extended duration of defense product 
development and high turnover among 
military leaders. Mitigating leadership 
turnover is addressed through strategies 
like the continuity of civilian leadership, 
ensuring stability throughout the NPD 
phase.

They emphasize the significance 
of organizational leadership in 
the context of the FEI, but do 
not explicitly address managing 
leadership continuity in NPD project 
planning.

Table 10. 
Peculiarities of FEI in the defense sector.
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volume [74]. While the CoPS research area has an established connection with sys-
tems engineering literature, the realm of mass-produced products aligns more closely 
with the theoretical foundations of the FEI literature. Notably, defense documents 
predominantly draw from the CoPS approach, sparingly incorporating principles 
from mass production. However, recognizing that the military context spans both 
worlds, the integration of these approaches becomes crucial, and mapping established 
FEI models within the dynamics of the initial phase of the military innovation process 
serves as a valuable step in achieving this harmonization.

Moreover, the FEI literature, characterized by well-defined seminal models and 
recent integrative ontologies (as discussed in the previous section), contrasts with the 
more heterogeneous nature of the systems engineering literature. The latter encom-
passes diverse authors, countries, organizations, and standardization bodies, each 
adhering to distinct management models with unique nomenclatures and structures 
[43–45, 47, 48, 54, 55, 57–59]. In this context, the FEI literature emerges as a unifying 
force, facilitating the creation of a common representation of knowledge related to 
the early stage of the military innovation process. This not only streamlines commu-
nication among specialists, decision-makers, managers, researchers, entrepreneurs, 
and other stakeholders in the defense field but also promotes greater efficiency in 
navigating the diverse landscape of defense innovation.

5.5  Limitations

Several limitations were identified during this research:

• Selection of seminal FEI models: The identification of seminal FEI models relied 
on findings from Pereira et al. [12, 20] and co-citation analysis of FEI-related 
works available in the Scopus and WoS databases. Alternative criteria for model 
selection might yield a different set of seminal documents, potentially influenc-
ing the analysis.

• Data collection in gray literature: The exploration of gray literature related to 
FEI in the military sector was constrained by the availability of documents on 
government websites of defense management agencies. This limitation could 
result in an incomplete representation of the landscape.

• Scope of mapping: The review presented an initial mapping of FEI in the defense 
sector within seminal models. A more comprehensive and structured map-
ping could be achieved through the adoption of more robust methodological 
approaches, such as the design science paradigm [75, 76]. This suggests that there 
is potential for a more in-depth and detailed examination of FEI activities in the 
defense sector.

Acknowledging these limitations is essential for a nuanced understanding of the 
scope and implications of the study, guiding future research endeavors in this domain.

6.  Conclusion

This study aimed to comprehensively explore the dynamics of FEI in the defense 
sector through a systematic review encompassing 24 documents from both academic 
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and gray literature. By analyzing seminal FEI models, the research mapped key activi-
ties within the defense context, including the identification and analysis of opportu-
nities, generation, enrichment, and screening of ideas, product concept definition, 
and consideration of influencing factors.

The study’s contributions extend to both FEI and defense literature, introducing 
original perspectives. Notably, it emphasized the systems engineering approach, 
national strategic focus, technological duality, technological criticality, technologi-
cal maturity, organizational capabilities as the “engine”, the unique concept of 
“implementation” in military innovation, and the importance of continuity in project 
leadership.

Acknowledging limitations, such as the criteria for selecting seminal FEI models, 
constraints in accessing gray literature, and the preliminary nature of the mapping, 
the study calls for future research to employ more robust methodologies, like the 
design science paradigm [75, 76], for an in-depth understanding of the initial phase of 
the military innovation process.

In conclusion, this research lays a foundation for further exploration and synthesis 
of knowledge, contributing to the advancement of both FEI theory and its application 
in the defense sector.
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Chapter 4

The Israeli Media during the Gaza 
War: Insights from the First Weeks 
after the Disaster
Yuval Karniel and Amit Lavie-Dinur

Abstract

Since the tragic launch of the Israel—Hamas war (Gaza war) on October 7th, 
2023, the role of Israeli media in shaping public discourse and national sentiment has 
been a subject of intense scrutiny. This article delves into the intricate relationship 
between media coverage and societal perceptions during the initial weeks following 
the terrorists’ invasion. It explores how Israeli media navigated the complex terrain of 
war reporting, balancing the duty of factual reporting with national security con-
cerns and the psychological impact on the civilian population. The study highlights 
the media’s efforts to construct a narrative that not only informed the public but also 
fostered a sense of national unity and resilience. Through a comprehensive analysis 
of various media outlets, the article sheds light on the dynamics of media coverage in 
times of crisis, examining the interplay between journalistic practices, government 
policies, and public sentiment. This inquiry into the Israeli media’s coverage of the 
Gaza war provides valuable insights into the power of the press in shaping public 
opinion during periods of national upheaval and the ethical challenges inherent in 
reporting on conflict and terrorism.

Keywords: Israeli media, Gaza war, war reporting, national sentiment, media 
and society, journalism ethics, conflict coverage, public opinion shaping,  
government-media relations, psychological impact of war news, trust in the media

1.  Introduction

Media coverage plays a pivotal role in shaping public opinion about terrorist 
events. Some scholars emphasise the significant influence of media in forming 
societal perceptions and setting the public agenda. They argue that the media is 
a major force in moulding public opinion [1–3]. Likewise, Bruhn states that since 
major terrorist attacks such as those on September 11, as well as those in London, 
Madrid, and Oklahoma, the media, has significantly influenced the public’s percep-
tion of terrorism [4]. Numerous academic studies have demonstrated that television 
coverage, particularly following the September 11 and Oklahoma attacks, leads to 
post-traumatic stress disorder and depression among civilians. Wilkinson views the 
media-terrorism relationship as symbiotic [5]. In alignment with Wilkinson, Burke 
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also acknowledges the evident connection between the media and terrorism, noting 
that terrorist groups often gain popularity through mass media exposure [6]. Michael 
Jetter’s research indicates that suicide missions garner substantial media coverage, 
which may account for their growing appeal among terrorist organisations. Jetter 
advocates for the media to refrain from offering a platform for terrorists’ propaganda 
[7]. Similarly, Yonah Alexander believes that the media serves as an effective tool for 
the propaganda and psychological warfare of terrorist groups [8].

This exploratory study embarks on a critical examination of the Israeli media’s role 
during the Gaza war that launched on October 7, 2023. Despite extensive scholarship 
on the media’s influence on public perceptions of terrorism and its symbiotic relation-
ship with terrorist activities [ 5, 9–11], there remains a scarcity in understanding the 
nuanced role of media in shaping national sentiment amidst conflict, particularly 
within the Israeli context. The literature underscores the media’s potent capability to 
shape public opinion [2–4], amplify terrorist agendas [6, 7, 9, 12], and navigate the 
complex interplay between reporting responsibilities and national security impera-
tives [13–15]. However, what emerges as a critical lacuna is an in-depth analysis of 
how Israeli media, amidst the harrowing backdrop of the Gaza war, managed to reca-
librate public trust, foster a sense of unity, and navigate the ethical quandaries posed 
by war reporting. This study, therefore, seeks to perform an interpretive analysis of 
the traditional media content illuminating the intricate dynamics of media coverage 
during the Gaza war, exploring its contributions to national resilience, the strategic 
manoeuvring between factual reporting and support for national defence and its role 
in the broader discourse on terrorism and media ethics.

2.  Literature review: media at war, coverage of terror incidents, trust in 
the news media

2.1  Physical terrorism

Physical terrorism is categorised into three distinct types: suicide attacks, lone 
wolf attacks, and coordinated attacks, based on their impact. Many experts in 
terrorism studies contend that suicide attacks are currently the most lethal form of 
terrorism. These attacks are not only cost-effective but also garner significant atten-
tion. Mroszczyk concurs, noting that suicide bombings are particularly deadly and 
adversely affect civilian populations [16]. Presently, terrorist groups are focusing on 
enhancing the destructive power of suicide bombings while simultaneously striving 
to lower their operational costs, aiming to increase their visibility and impact.

Some scholars place greater emphasis on coordinated terrorist attacks than on 
other forms of physical terrorism. Avdan and Webb argue that these attacks have a 
more profound psychological impact compared to other types of terrorism, making 
them seem more threatening [17]. Their research suggests that attacks involving 
simultaneous strikes on multiple targets are perceived as more dangerous than those 
targeting a single location. Avdan and Webb also highlight that fear is a key aspect of 
terrorism, and understanding how terrorism induces fear is crucial for recognising 
its political ramifications. The actions of the Islamic State of Iraq and Syria (ISIS) 
serve as examples of such coordinated attacks. For instance, in 2015, terrorist inci-
dents occurred in three different countries on the same day, all orchestrated by ISIS. 
Gilsinan believes these attacks significantly impact civilians’ psychology and daily 
lives as they create a pervasive fear that anyone could potentially be a terrorist [18].
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The influence of physical terrorism and its portrayal in the media significantly 
shapes public opinion. In the aftermath of terrorist incidents, individuals frequently 
seek out media sources for comprehensive details, trusting their informativeness. The 
media’s role in shaping public understanding of terrorism, highlighted by the cover-
age of the September 11 attacks, has been pivotal in moulding perceptions.

Some scholars focus on the influence of acts of terror per se. Rubin, Brewin, 
Greenberg, Hughes, Simpson, and Wessely, for example, highlight that terrorist 
attacks cause psychological effects on civilians, inducing increased stress and leading 
to decreased security and behavioural changes [19].

Others, however, research the effects of both physical acts of terrorism and the 
media. Huff and Kertzer note the challenges in studying public perceptions of vio-
lence, emphasising the media’s role in framing incidents as terrorism using language 
tools [20]. Spencer advises careful media language use. He suggests that even simple, 
seemingly trivial linguistic instruments, such as metaphors, can be used to convey 
certain meanings cognitively and reduce terrorism-related anxiety [21].

Proximity to terrorist attacks also shapes threat perception, according to Avdan 
and Webb [17]. The location of attacks and the victims’ race and nationality influ-
ence how people perceive the threat. The perceived vulnerability to terrorist threats 
increases when attacks occur nearby and when the victims’ identities closely resemble 
those of the observers.

Yeniçeri and Dönmez try to explain terrorism with ‘lay theories’. Their research, 
based on a poll they conducted in Turkish universities, found that religious terrorism 
is perceived as more dangerous than ideological or ethnic terrorism [22]. Demirçivi’s 
survey revealed that women are more concerned about terrorism because they tend to 
follow news regarding the attacks after the incident takes place [23]. Overall, terror-
ism had a negative influence on the participants’ psychological state, which showed in 
their word choice in describing it: ‘fear’, ‘violence’, ‘threat’, etc.

International surveys echo these findings, showing similar public sentiments. 
Brouard, Vasilopoulos, and Foucault’s study indicate significant shifts in French pub-
lic opinion post-2015 Paris and 2016 Nice attacks, with some left-wing sympathisers 
leaning towards right-wing parties and an overall increase in security concerns [24].

2.2  Terrorism and the media

The relationship between terrorism and the media manifests in two principal forms: 
one is the engagement with traditional mass media, as discussed by Wilkinson [5], 
and the other is the interaction with social media platforms, as detailed by Dauber 
et al [25]. The media’s quick interpretation and presentation of events enable individu-
als to easily understand and frame the narrative of terrorist incidents [26]. The way 
news is presented in the media aids the public in developing their expectations and 
opinions regarding terrorist events [4]. Given the widespread availability of various 
forms of mass media today, they undeniably play a significant role in influencing 
public agendas and shaping societal perceptions [2]. Some researchers believe that the 
media’s impact on public opinion is more substantial than previously assumed. Bruhn 
[4] and Madhumitha [27] emphasise that the media has played a crucial role in shap-
ing the public’s understanding of terrorism, particularly following major incidents 
such as September 11, 2001, attacks in the US, the London bombings on July 7, 2004, 
the Madrid train bombings in 2004 and the Oklahoma City bombing in 1995. Ahern 
et al. found that television coverage, especially of the September 11 attacks and the 
Oklahoma City bombing, has led to post-traumatic stress disorder and depression 
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among civilians [28]. Shah and Faiz suggest that terrorist groups aim to gain immedi-
ate attention and propagate their message while also demoralising the public and law 
enforcement agencies [29]. Media coverage of their activities helps them achieve some 
of these objectives. Wilkinson [5] asserts that such coverage increases terrorist groups’ 
following, a view shared by Burke [6], who notes that media reporting elevates these 
organisations’ profiles. This rise in the popularity of terrorist groups is attributed to the 
increased media focus on them, as observed by Paust [11].

Nacos further argues that terrorist organisations escalate their violent acts to 
attract press attention [9]. Terrorists intensify their attacks, following media cover-
age, viewing it as a means to publicise their actions, beliefs and goals.

This correlation between media coverage of terrorist activities and a surge in terror 
attacks is further reinforced by Doward [12]. As a result of using the media to pro-
mote their agendas, terrorist groups increased the number of casualties from terror 
attacks around the world from 3387 to 15,396 between 2000 and 2015.

To show exactly how media attention results in more terror attacks, Jetter [7] stud-
ied the impact of media coverage on terrorists’ suicide attacks. His findings indicate 
that the media inadvertently provides a platform for terrorist propaganda. Alexander 
[8] also sees the mass media as a tool for terrorists to spread their propaganda and 
conduct psychological warfare.

Research indicates that modern terrorist groups use social media, propaganda, 
fake news and videos for disseminating their ideology, recruiting members, and 
instilling fear without physical force, such as through an army [30]. By leveraging 
social media for publicising their acts and exploiting the news media’s coverage, these 
organisations can recruit globally [10, 31]. Najem [10] highlights a mutually beneficial 
relationship between mass media and terrorist groups, where the media gains viewer-
ship from reporting terror attacks, while terrorists use this coverage to amplify their 
ideology and expand their influence.

2.3  News coverage of domestic conflicts

Research on how the media reports political disputes reveals that the news 
agencies are deeply affected by the political conditions in their own countries [32]. 
Additionally, despite globalisation’s impact, the range and character of media cover-
age often reflect the news outlet’s ties to its country, be they geographical, political, 
or cultural [33–38]. Thus, the media’s approach to reporting events varies based on 
whether the conflict is internal, pertaining to their own nation (‘ours’), or external, 
unrelated to their nation (‘theirs’) [13–15]. This disparity in treatment ultimately 
challenges the notion of media objectivity.

Studies demonstrate that when a conflict is domestic, media coverage tends to 
support national foreign policy goals, especially when the national interest is threat-
ened, thereby acting as a source of ‘national integration’ [39–41] or the unifying force 
behind government decisions and actions [42, 43]. The so-called national interest is 
frequently a construct of the government, which is then shaped and propagated by 
the media. This process often leads the public to adopt and affirm beliefs that align 
with these constructed interests.

2.4  Trust in news media

A single universally accepted definition of trust in news organisations does not 
exist. Trust acts as a bridge between awareness and unawareness [44]. In the context 
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of media, the bedrock of trust stems from past experiences and expectations related 
to the function of journalism in democracy and its perceived quality [45].

Trust is directed towards an uncertain future, making it intrinsically fraught with 
risk and ambiguity since the person placing trust (the trustor) lacks control over 
the one being trusted (the trustee). Consequently, there is a possibility that failing 
to meet high expectations may result in disappointment [45–53]. Therefore, trust 
becomes particularly significant in situations where trustors are unable to verify the 
provided information independently or possess incomplete information. By choos-
ing to trust, individuals do not feel the need to seek out all the details themselves, 
thereby simplifying complex social interactions and decisions. This is the reason why 
trust acts as a mechanism that reduces the complexity inherent in social interactions 
(‘social complexity’) [52, 54–56].

Trust in news media can be defined as an individual’s willingness to be vulner-
able to media, anticipating its satisfactory performance and adherence to prevailing 
societal norms and values, as described by Hanitzsch et al. [47, 48, 57, 58].

Several concepts are associated with trust such as confidence, credibility, scepti-
cism, distrust, and mistrust [59–61]. While trust and confidence are often used 
interchangeably [62], many scholars differentiate them, noting that trust involves an 
active decision, unlike confidence [53, 63]. Some argue that true trust in institutions, 
including the media is not feasible due to the absence of immediate reciprocity, which 
is one of trust’s characteristics. Understandably, this immediate give and take is often 
absent in the relationship between individuals and large institutions. They suggest 
that what exists is rather confidence and not trust. Confidence, in this context, 
implies a belief in the institution’s ability to function or act correctly but without 
mutual interaction [49, 64].

Trust and credibility have also often been used interchangeably or treated as 
dimensions of each other [51]. Currently, credibility is seen as a more specific concept 
than trust. It pertains to the evaluation of media content, focusing on the perceived 
accuracy of information at a specific moment. Unlike trust, credibility does not 
encompass expectations about future reliability or actions [45, 59, 61].

Studies also deal with terms describing a lack of trust in news media with a 
prominent example being Tsfati’s [65] approach to media scepticism. This approach 
is defined as ‘the feeling that the mainstream media are neither credible nor reliable, 
that journalists do not live by their professional standards and that the news media 
get in the way of society rather than help society’ [66]. Scholars make a distinction 
between distrust and mistrust in the media, though the difference is often blurred 
[67, 68]. Mistrust is seen as systematic and rational doubt equivalent to scepticism 
[63, 69]. On the other hand, distrust is linked to negative suspicion and cynicism. 
It represents a strong belief or conviction, often without the need for evidence or 
rationale, that the subject is not trustworthy [49, 68, 70, 71].

Our research indicates that prior to October 7th, the Israeli media was afflicted 
with both mistrust and distrust [72]. This is evident as only approximately 20% of the 
Israeli public expressed confidence in the main media channels according to surveys.

This phenomenon is not unique to Israel but is indicative of a broader, global chal-
lenge facing news media in maintaining public support and credibility.

2.5  Summary

Media plays a significant role in shaping public perception of terrorism. There are 
a number of research directions that explore this relationship. One of them concerns 
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media coverage and its influence on societal views after major terrorist incidents. As 
pointed out by Gerbner, Gross, and Bruhn [2–4], terrorist attacks and how the media 
frames these events have psychological impact. Another one focuses on different 
forms of physical terrorism and their effect on public psychology. For example, see 
[16–24]. Other research critically explores the symbiotic relationship between ter-
rorism and media, both traditional and social, highlighting the potential for media 
coverage to inadvertently support terrorist propaganda, as indicated by Jetter and 
Alexander [7, 8]. For example, see [2, 4–12, 25–31]. Another area of focus is examin-
ing the differences in coverage of external and internal conflicts. For example, see 
Refs. [13–15, 32–43]. Finally, there are studies that cover the concept of trust in the 
news media. For example, see Refs. [44–64].

The aim of our current research is to examine the themes presented in traditional 
media during the early stages of the Gaza war, evaluating their effectiveness in 
gaining public trust, steering clear of content that might benefit terrorist agendas 
and supporting Israel’s foreign policy objectives. This analysis seeks to unravel the 
intricate dynamics between media coverage, public perception and trust within the 
context of terrorism.

3.  Methodology

From October 7 to October 28, 2023, the first 3 weeks of the war, the researchers, both 
individually and jointly, watched broadcasts on Israel’s main television channels: Channel 
11 (Israel Broadcasting Corporation), Channel 12 (the leading commercial channel in 
Israel) and Channel 13 (another Israeli commercial private channel) (see Appendix A). 
Each day, they watched at least 3 hours of broadcast on each channel, covering morning, 
daytime, early evening and prime-time slots, totalling approximately 200 hours per 
researcher or about 400 hours combined. They recorded the main themes presented in 
these broadcasts daily, summarising them at the end of each day and after the observa-
tion period, leading to the initial conclusions presented in the following chapter.

4.  Results

This chapter delves into the key themes and motifs identified from observing the 
media coverage.

4.1  Together we will win

Starting at 06:30 on Saturday, October 7, 2023, Israel’s established broadcast 
media, channels 11, 12, and 13, began an extensive coverage of the tragic events of 
Black Saturday. This coverage of Hamas terrorism and the ensuing war in Gaza was 
continuous and comprehensive, spanning from 6:30 a.m. to 1 a.m. daily throughout 
the period under review.

In the wake of Black Saturday, as state institutions, including the police and army 
in southern Israel, faced a general collapse, the media was the first to regain compo-
sure and start functioning effectively. This happened well before the army, police, 
Shin Bet and other government bodies, many of which struggled to operate properly 
in the initial days of the conflict, and some continued to face challenges in the weeks 
that followed.



71

The Israeli Media during the Gaza War: Insights from the First Weeks after the Disaster
DOI: http://dx.doi.org/10.5772/intechopen.1005282

From the early hours of that Saturday, reporters and broadcasters were on the 
ground in the area surrounding the Gaza Strip, the epicentre of the Hamas ter-
ror. They provided live coverage from there, initiating continuous broadcasts that 
included news updates, reports and in-studio discussions about the unfolding events 
(see Appendix A).

Presenters and reporters embarked on an unprecedented professional effort from 
the first day of broadcasting, continuing throughout the conflict. Their dual objectives 
were challenging yet crucial: firstly, to provide the Israeli public with reliable, accurate 
and comprehensive information about the developments on the borders, in the army, 
on the ground, in communities under attack, within the government and in the health 
system, including the treatment of abductees and support for residents evacuated 
from their communities. Secondly, they aimed to address the entire Israeli public, 
which was considered to be mostly on the home front, but despite being away from the 
immediate conflict zone, was suffering from continuous missile attacks from Gaza.

The media’s effort aimed to stabilise the situation, providing vital civil defence 
information to the home front. This effort involved supporting, encouraging and 
strengthening the public spirit while conveying a sense of optimism, unity and collec-
tive effort in wartime. From the war’s outset, motivational captions were displayed on 
the screen margins, becoming a key broadcast feature. Channel 11 adopted the slogan 
‘We are here’, Channel 12 used ‘Together we will win’ and Channel 13 chose ‘Strong 
together’. These expressions were designed to boost viewer morale, foster a sense of 
solidarity and mutual responsibility and signify the channels’ commitment to Israeli 
society’s collective effort against the enemy.

The media undertook the role of unifying and encouraging the people during 
these challenging times, focusing on the overarching goal of victory. The broadcast 
media in Israel fully committed itself to the fight against Hamas and to bolster the 
spirits of those on the home front. This commitment was essential because the impact 
of war extended beyond those injured, bereaved, or taken hostage; nearly the entire 
Israeli public faced continuous missile and rocket attacks from Gaza, forcing people to 
seek refuge in shelters and safe rooms. The enduring and unifying slogan throughout 
this period was ‘Am Yisrael Chai’ (The Nation of Israel Lives On). All slogans can be 
found in Appendix A.

In line with our findings, according to a survey conducted by Yifat research and 
consulting, there has been a notable increase in the credibility of television channels, 
with Channel 12 emerging as the most trusted media outlet, experiencing an 11% 
increase in viewership preference and a 14% increase in trust levels. Conversely, the 
printed press has seen a significant decline in trust, indicating a shift in the public’s 
media consumption habits and trust allocations. The survey also highlights a decrease 
in trust towards social networks during the war, with only 31% of respondents 
expressing trust in the content disseminated through these platforms, a drop of over 
20%. Furthermore, the survey reveals that the public’s perception of ‘Israeli-ness’ 
in media has also undergone changes, with Channel 12 being perceived as the most 
‘Israeli’ media outlet for the first time during the conflict [73].

4.2  Criticism of the government

Most media outlets and reporters conscientiously worked to uphold journalistic 
ethics as they interpreted them, aiming to serve Israeli society. Their goal was to 
effectively communicate the events taking place in alignment with their commitment 
to professional integrity and the interests of their viewers.
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From the start, there was indication of a significant failure on the part of state 
institutions and the government, which resulted in the surprise invasion of Hamas 
terrorists. Additionally, the reports revealed that these institutions were not operating 
effectively nor were they responding with the necessary speed and urgency to support 
those affected.

The reports included candid expressions of citizens’ and reporters’ frustration, 
difficulty, pain and despair. They also featured genuine criticism of the government’s 
dysfunction, the Prime Minister’s failure to acknowledge his responsibility and the 
catastrophic failure that precipitated the disaster.

As opposed to the government, members of the defence establishment and the 
military made statements acknowledging the failure and accepting responsibility for 
it in the early days of the war.

The Prime Minister’s conspicuous refusal to hold himself accountable was broadly 
criticised across the media. This attitude stood out remarkably, with the notable 
exception of Channel 14, which is politically aligned with the government.

In the first 2 weeks of broadcasting, there was a notable absence of government rep-
resentatives, ministers, Knesset members and pro-government journalists. This lack of 
their presence allowed for extensive criticism and allegations regarding the government’s 
incompetence and significant failures that contributed to the disaster. A major point of 
criticism centred on the government’s pursuit of legal reforms over the past year aimed 
at weakening the Supreme Court. This agenda faced strong opposition from the nation’s 
liberal and democratic citizens, leading to a concerning neglect of security issues.

From the onset, editors and managers confronted the challenge of dealing with 
prominent reporters and broadcasters who, in recent years, had been notable sup-
porters of the government in the studios. These individuals saw a significant reduc-
tion in their airtime. For instance, on Channel 12 News’ popular prime-time show 
‘Studio Friday’, which traditionally allocated considerable space to supporters of the 
Prime Minister and the government, there was a noticeable shift in the first weeks of 
the war. The programme became more critical of Netanyahu and his administration. 
Similarly, on other channels, the general tone in the studios leaned towards criticism 
of the government. This was coupled with expressions of support for the nation’s 
military, the reserves and the resolute fight against Hamas.

4.3  External censorship and internal censorship

Since the onset of the conflict, media coverage has been characterised by a deliber-
ate and judicious approach: thoughtful and balanced. Avoiding sensationalism and 
the potential pitfalls of live reporting, the media has exercised restraint, particularly 
in not disseminating images that could cause distress or inadvertently aid the enemy. 
This policy has been shown in Wilkinson’s study as one of the best in response to ter-
rorism [5]. This cautious strategy stems from lessons learned in previous terrorism-
related incidents. While the channel’s senior editorial team and reporters had access to 
a wealth of real-time information, they judiciously chose what to air. Their reporting 
aimed to be comprehensive, accurate and expansive, adhering to censorship norms 
without chasing sensationalist exclusives. This approach has been seen as providing 
sufficient coverage within the bounds of responsible journalism.

Hamas terrorists arrived at the terror campaign equipped with more than tra-
ditional armaments; they also utilised body cameras, broadcasting live on social 
networks. Accompanying these militants were so-called ‘reporters’ from Gaza who 
provided real-time updates. Their coverage contained graphics and imagery depicting 
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harsh violence against Israeli civilians, including the killing and burning of children, 
women and the elderly. These explicit visuals, which extended to the portrayal of acts 
such as rape and mutilation, were not broadcast on television but were circulated on 
platforms, such as Telegram (see examples of Telegram channels in Appendix A).

Israeli broadcasters demonstrated significant responsibility in adhering to the 
country’s military censorship laws. They not only complied fully with these directives 
but also took extra care to avoid airing content that could potentially aid terrorist groups 
or enemies, such as Hamas. Additionally, journalists frequently reminded their audience 
of these censorship practices during their broadcasts (see materials regarding censorship 
and Dana Weiss and Nir Dvori reports on Channel 12 in Appendix A). This approach 
was partly to assure the Israeli public, who are deeply concerned about national security 
and often sceptical about the media’s commitment to stringent security standards.

In this media approach, a consensus emerged across all broadcasting channels to 
refrain from airing videos originating from Hamas, even those that might provide 
updates on captives in Gaza. This decision was rooted in a commitment to safeguard 
the public from distressing content and to prevent inadvertently aiding Israel’s 
adversaries. The media, thus, positioned itself as an integral component of the 
national effort and warfare strategy, prioritising public trust and national security 
over sensationalism. This strategy underscores the media’s role in both informing the 
public and supporting broader national objectives during times of conflict.

4.4  Competition with the Internet

Channel managers and editorial teams were highly aware that the public’s media 
consumption extended beyond traditional television and institutional sources, 
increasingly encompassing social networks such as Telegram, TikTok and Twitter 
(Reference to poll results is provided in Appendix A). Rather than yielding to the 
often sensationalist and lower standards prevalent on these platforms, they opted for 
an elevated approach. Their strategy was to enhance the professionalism and reli-
ability of their content. This commitment was aimed at making their broadcasts more 
suitable for sensitive audiences, including children and adults, as well as the general 
public, who sought refuge from the distressing videos, rampant rumours and misin-
formation that typically flood these social networks.

The objective of these efforts is to rebuild and strengthen public trust in the 
media, a trust that has declined globally in recent years, including in Israel [72]. This 
task involves navigating through a landscape marked by widespread cynicism and a 
profound crisis of confidence between the media and its audience. While this chal-
lenge is daunting, especially as even the most cautious broadcasters must confront 
and dispel rumours, their diligent efforts in doing so play a crucial role in regaining 
and reinforcing the trust of the public in media sources.

The broadcasting channels that were examined exhibited a measured approach, 
refraining from hastily echoing every rumour, photograph or disturbing video circu-
lating on social networks, such as Telegram and WhatsApp (see Materials regarding 
censorship and Dana Weiss and Nir Dvori reports on Channel 12 in Appendix A). 
Frequently, broadcasters and reporters made it a point to communicate openly their 
policy of caution. They emphasised their commitment to not broadcasting unverified 
rumours and deliberately avoided showing any extreme images or videos that could 
potentially be offensive.

In Israel, broadcasting adopted a distinctive approach in response to the Israeli Air 
Force’s operations in Gaza, positioning itself as a refuge from the graphic imagery that 
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began to pervade international media. Global media outlets were showing widespread 
destruction, of children being harmed and of women and families becoming refu-
gees. However, in Israel, such images were seldom broadcast. On the occasions they 
were shown, they were typically framed within the context of being Hamas ‘propa-
ganda’. This framing was used to highlight perceived biases in global media coverage 
and to suggest an unfair portrayal of the events unfolding in the region (see Channel 
12 news with Dani Kushmaro and Keren Bezalel, world affairs correspondent, in 
Appendix A).

Israeli broadcasters widely asserted that certain segments of the Arab and Western 
media displayed clearly anti-Semitic and hypocritical tendencies in their coverage. 
They criticised these media outlets for focusing predominantly on the damage and 
casualties in Gaza while allegedly neglecting to adequately report on the vast acts 
of terror that were occurring against Israel and the 240 individuals abducted by the 
Hamas terrorists and taken to Gaza on Black Saturday. This narrative from Israeli 
broadcasters emphasised a perceived imbalance and unfairness in the international 
reporting of the conflict.

4.5  A measured and moderate description of death

The channels balanced their broadcasts, avoiding an overwhelming focus on 
tragedy, instead intertwining narratives of grief with accounts of bravery, resilience 
and survival (see Programmes dedicated to the topic of heroism in Appendix A). This 
approach mirrored the ‘Holocaust and heroism’ motif prevalent in Israel in the discus-
sion of the Holocaust and World War II, where stories of hardship are often accom-
panied by acts of courage and overcoming. Following each account of a survivor or a 
bereaved family member, stories highlighting rescue efforts and bravery in adversity 
were featured, maintaining this thematic balance.

The stories of families, children and women hiding in attics, in safe rooms, 
and being murdered in cold blood brought to mind in Israel the Holocaust of 
European Jews during World War II. Hamas was often compared to the Nazis of 
Germany (see Comparison to Nazi Regime in media coverage in Appendix A). 
While acknowledging the connection to the Holocaust, the media’s stance was 
clear; the situations were not the same. The emphasis was on the contrast between 
the past, where Jews were solely victims, and the present, where the Jews have the 
state and army and can defend themselves. The focus was not just only on death 
and suffering but also on the themes of resilience and revival that emerged from 
these events.

The terrible disaster that resulted in 1200 murders and thousands of  
injuries in a single day left both the media and the entire Israeli public profoundly 
shocked. Funerals, although numerous across the country, received limited 
airtime, with only brief mentions, a couple of sentences from heartfelt eulogies, 
a swift glimpse of the gathering at the cemetery and nothing more. The sheer 
magnitude of the casualties made it impossible to dedicate individual screens to 
each victim; instead, screens displayed around 20 to 30 names at once, with a 
rapid reading of their names. Many people were reported missing, some remained 
unidentified and a few had no photographs available. The broadcast aimed to pay 
tribute to the victims and those abducted without turning into a constant stream of 
funeral coverage and mourning. As emphasised, the focus was on the initial theme, 
inspiring the Israeli spirit to confront the trauma and work towards resilience and 
recovery.
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4.6  Open studio and continuous broadcasting

Since the war began, the three broadcast channels have maintained continu-
ous open news studios, staffed with reporters, commentators, retired generals and 
security and military experts. These individuals rotated throughout the extended 
broadcasting hours. While this open, nonstop discussion format sustained the 
broadcasts and provided a platform for regular updates, launch and impact reports 
and supplemented field reports from professional reporters, it quickly revealed its 
limitations (see Channel 12 in Appendix A).

Most panellists in these studios were older generals and former senior defence 
officials who relied solely on media reports for information. Their analyses and 
discussions, based on past experiences and knowledge, often seemed outdated and 
misaligned with evolving reality and current events. Noticeably, there was a lack of 
diversity in the voices on air: very few women, intellectuals, academic experts (not 
previously affiliated with the defence establishment), foreign diplomats, additional 
journalists, jurists or citizens from other disciplines appeared.

The channels predominantly treated the event as a military one. In the initial 
weeks of the war, which the study focused on, other critical aspects—political, social, 
economic, spiritual, ethical, ideological, cultural and geopolitical—were largely 
overlooked. These aspects were set aside for coverage at a later time.

4.7  Israel Defense Forces (IDF) spokesperson and government spokesmen

From the onset of the campaign, it was evident that neither the government nor 
the state had an official spokesperson, responsible for updating citizens, explaining 
the situation, detailing government decisions, offering reassurance and providing 
instructions to the home front. This absence was filled by several key figures, most 
notably the leading broadcasters of the television channels, who voluntarily assumed 
this role. They were accompanied by spokespeople from the Home Front Command 
who provided civil defence instructions but were unable to present a comprehensive 
overview of the campaign’s objectives, the progress of the conflict or the country’s 
emergency preparedness.

The most prominent figure in this regard became the IDF Spokesperson, Daniel 
Hagari, a brigadier general in military uniform who delivered daily media briefings on 
the fighting’s developments (see Official IDF Speaker Announcements across chan-
nels in Appendix A).

He became the sole official state representative, addressing the public and fielding 
questions. Concurrently, Prime Minister Benjamin Netanyahu issued a series of uni-
lateral statements in the form of speeches to the nation—a communication pattern he 
adopted in the first 2 weeks of the war but has changed since. These addresses, lacking 
media interaction, did not engage with issues that concerned the public at that time.

5.  Discussion

The analysis of Israeli news broadcasts during the initial 2 weeks of the Gaza war 
reveals several key themes and trends that altogether contribute to the overall effort 
of the media to establish a higher public trust [73] (also see Overcoming the trust 
crisis in media in Appendix A). Firstly, there is a pronounced alignment with the 
State of Israel in its conflict with Hamas, coupled with strong support for the Israel 
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Defense Forces. Besides, the media channels consciously adhere to the constraints of 
military and self-imposed censorship, striving to create quality material and ensur-
ing the content does not distress viewers and supports the campaign against Hamas. 
Generally, this trend mirrors past behaviours of the Israeli media during wartime, and 
it is a phenomenon observed globally [14, 15].

Does this cause an immediate effect on the relationship between the public and 
media outlets? Based on the recent data summarised above [73], there was, indeed, 
a significant shift in the Israeli public’s trust in various media outlets following the 
outbreak of the war, with substantial changes observed before and after the conflict. 
This shift in trust and viewership patterns suggests a complex relationship between 
them, highlighting the influence of the current conflict events on media credibility 
and national identity perceptions in Israel. Further, study is required to explain and 
analyse this shift comprehensively.

In addition to the abovementioned trends, a novel aspect has emerged in the 
media coverage: supporting the state during war no longer equates to backing the 
government or the Prime Minister. The media has shown the ability to differenti-
ate between supporting the military, civilians and the state, and voicing significant 
criticism of the government, the controlling coalition in the Knesset and the Prime 
Minister. The latter is particularly criticised for his refusal to acknowledge responsi-
bility for the war’s outbreak and the tragic event on October 7, where Hamas terror-
ists killed approximately 1200 civilians in Israel.

The criticism extends beyond the war’s mishandling to the Prime Minister’s lack 
of public engagement, avoidance of local media and preference for foreign media 
interviews in the United States. It also encompasses the perceived failures of various 
government ministries—Education, Welfare, Housing, Labour and Finance—in 
addressing the needs of war victims, evacuees, refugees and the families of the fallen 
and abducted to Gaza (see Appendix A).

This critical stance of the media might also reflect the sentiments of a large part 
of the Israeli public, which, prior to the war, protested against the government’s plans 
to weaken the Supreme Court’s status and power. In criticising the government, the 
media may be seizing yet another opportunity to regain public trust, aligning with the 
public’s discontent with the government.

Our study shows that the traditional Israeli media leans towards distinguishing 
its approach from that seen on social media platforms (see Appendix A). It strategi-
cally engages itself in a campaign aimed at educating, supporting and safeguarding 
the Israeli public in the face of terrorism. This choice reflects an understanding of 
terrorism’s primary objective: to sow fear and undermine public morale. Unlike the 
graphic and often disturbing content circulated on social media, which unflinchingly 
portrays the atrocities of murder, massacre and rape, Israeli media outlets chose a dif-
ferent path. They opt to concentrate on bolstering the resilience of the Israeli people. 
This is achieved by fostering a spirit of unity and support for the military, specifically 
the Israel Defense Forces (IDF) and its spokesperson, while also allowing space for 
criticism of the government.

By focusing on strengthening the community’s resolve and resilience, the media 
plays a crucial role in mitigating the psychological impact of terrorism [5, 6]. This 
approach not only helps in maintaining a sense of normalcy and security among the 
public but also in promoting a collective response to the threats faced by the nation.

According to the recent polls [73], the impact of the Israeli media’s strategy on 
public perception was significant, leading to noticeable shifts in the public’s trust 
towards various news outlets. This suggests that the media’s role in shaping public 
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sentiment and resilience in the face of terrorism is both impactful and recognised 
by the audience. However, the effectiveness and implications of this media strategy 
warrant further investigation. Such research would offer valuable insights into the 
dynamics between media practices and public sentiment during times of national 
security threats, providing a deeper understanding of the media’s power in influenc-
ing societal resilience against terrorism.

To sum it up, our observation and analysis show that the Israeli media mobilised 
for the campaign of informing, supporting and protecting the Israeli public with the 
understanding that the goal of terrorism is to instil fear and weaken the public’s resil-
ience. It saw itself as another arm of the State of Israel in the war against terrorism, in 
weakening its effect and in strengthening the resilience of Israeli citizens against it. 
These actions showed immediate response in the shifts of trust of the public towards 
various news outlets, and yet need to be studied.

The intricate dynamics between national security and media presentation dur-
ing the Gaza war underscores a pivotal realm of journalistic responsibility and state 
interest. The Israeli media, in navigating the treacherous waters of war coverage, 
demonstrated a conscientious balance between the imperative of factual reporting 
and the ethical considerations tied to national security. The media’s strategic deci-
sion to emphasise national resilience, while carefully managing the dissemination of 
sensitive information, showcases an evolved understanding of its role as a guardian of 
both public interest and national security. This alignment, however, does not detract 
from the media’s critical role in democracy; rather, it highlights the nuanced challenge 
of reporting in times of crisis. It underscores the importance of a media that, while 
supportive of national defence, remain vigilant, critical and independent.

In expanding on these connections, future discussions and analyses can further 
explore the relationship between media practices and national security policies, 
illuminating the pathways through which media coverage can both reflect and shape 
the strategic imperatives of state security and public welfare.

6.  Limitations of the study and follow-up studies

The current research is qualitative, based solely on the analysts’ interpretations 
of the broadcasts. Given its nature, further research is essential. This includes a more 
extensive analysis of the number of broadcasts and their specific characteristics, 
including the airtime not covered in this study, as well as alternative interpretations 
of these broadcasts. Expanding the scope to include more broadcast and print media 
and extending the period of study beyond the initial weeks is also crucial. Moreover, 
a comparative analysis with coverage of the same conflict on international channels in 
other countries is necessary as this will likely present a markedly different perspective.

Yet another limitation is that this study does not analyse the themes that were 
not covered by the Israeli media. This acknowledgement highlights the existence of 
significant aspects of the event and its aftermath that were not addressed in the public 
discourse, pointing to areas for further investigation.

This study represents a prompt and localised Israeli response to an extraordinary 
event that garnered exceptional attention both in Israel and globally. Its significance 
lies in its ability to highlight the event and the nature of media coverage of a major ter-
rorist attack in a country experiencing unprecedented terrorist aggression. This initial 
analysis serves as a crucial step in understanding the dynamics and implications of 
media coverage in such critical situations.
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7.  Summary and conclusion

The study of the findings collected in the first 2 weeks of the war, documents how, 
in the face of an unprecedented terrorist attack and subsequent conflict in Gaza, the 
Israeli media, previously nearing a loss of public trust and its status as a guardian of 
democracy, navigated the complex landscape of war reporting, reasserting its crucial 
role in a democratic society. Faced with the dual challenge of maintaining journalistic 
integrity and addressing national security concerns, the media managed to provide 
the public with timely and accurate news while also handling the collective psycho-
logical trauma of the nation.

Notably, the media’s efforts went beyond mere reporting; they played a pivotal role in 
rallying the Israeli spirit, fostering a sense of national unity and sensitively covering the 
stories of the fallen, wounded, captives and others affected by the events. This nuanced 
approach underscored the media’s commitment to preserving the interests of national 
security, highlighting its transformation into an entity that not only informed the public 
but also contributed significantly to the nation’s resilience in the face of terror.

Furthermore, the research illuminates the media’s strategic pivot towards a more 
nuanced differentiation between state support and government criticism. While 
staunchly backing the defence forces and the broader state apparatus in the conflict 
against Hamas, the media simultaneously cultivated a critical stance towards the 
government’s handling of the crisis, thereby reflecting and potentially shaping public 
sentiment.

Moreover, the study reveals a significant shift in public trust towards the media, 
with marked changes in viewership patterns and trust metrics post-conflict. This 
shift underscores the impact of media practices on national identity perceptions and 
the credibility of news outlets in crisis situations. It also highlights the potential for 
further exploration into the dynamics of media influence on public sentiment and 
national security policies.

In conclusion, by balancing the public’s need for information with the collective 
handling of trauma and maintaining a critical yet supportive stance towards the state, 
the Israeli media reaffirmed its indispensable role in the fabric of Israeli democracy. 
As this study shows, the media’s actions during the conflict reflect a broader commit-
ment to strengthening societal resilience against terrorism, thus offering valuable 
lessons for media practices in times of national security threats.

Appendix A. The collection of broadcast channels and media materials

The materials in the collection are taken from the broadcasts aired in the first 
2 weeks of the Gaza war, dating between October 7th and October 22nd.

The materials are in Hebrew, and only some of them have English subtitles. In the 
future research, relevant items should be translated and coded.

The materials are organised in blocks for convenience.

A.1 The official YouTube channels for Israeli broadcasters 11, 12 and 13

Channel 11: https://www.youtube.com/@KAN11
Channel 12: https://www.youtube.com/@israelnews
Channel 13: https://tinyurl.com/2uysa36d
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A.2 Slogans adopted by the channels

Slogan ‘We are here’: https://www.kan.org.il/content/dig/digital/p-11412/
Slogan ‘Together we will win’: https://www.mako.co.il/tv-special/

win_together-articles
Slogan ‘Strong Together’: https://13tv.co.il/stronger-together/
Slogan The Nation of Israel Lives On: https://www.ynet.co.il/yedioth/article/

yokra13647241

A.3 Competition with the Internet and silence of the official media

Emergency provisions: https://www.idi.org.il/articles/51126
On the dominance of the social media: https://www.themarker.com/

captain-internet/2023-10-07/ty-article/0000018b-08fe-dc5d-a39f-9efedcc80000
On the elevated Internet ad social media use after the launch 

of the war: https://www.themarker.com/advertising/2023-11-12/
ty-article/0000018b-c321-dea2-a9bf-d3bf22870000

Overcoming the trust crisis in media: Karniel Y, Lavie-Dinur A. War again 
[Internet]. The Liberal; [cited 2024 Apr 2]. Available from: https://theliberal.co.il/
war-again/ (in Hebrew)

A.4 Broadcasts, day by day

• 7.10 https://www.youtube.com/watch?v=KyElYpQ3MUI

• 8.10 https://www.youtube.com/watch?v=q69YrUMn4eE

• 9.10 https://www.youtube.com/watch?v=hYExIh1lsDY

• 10.10 https://www.youtube.com/watch?v=hgQwqYwifVQ

• 11.10 https://www.youtube.com/watch?v=NH169yQHrBc

• 12.10 https://www.youtube.com/watch?v=UcpI4aHQNZA

• 13.10 https://www.youtube.com/watch?v=wH_PlnexEWw

• 14.10 https://www.youtube.com/watch?v=5BOVyiXTUWM

• 15.10 https://www.youtube.com/watch?v=rYAwsYe8Pa8

• 16.10—Special Broadcast https://www.youtube.com/watch?v=ziz9tkBk_v0

• 16.10 https://www.youtube.com/watch?v=A1auuRiC5X4

• 17.10—Special Broadcast https://www.youtube.com/watch?v=rWoq36M-pQY

• 17.10 https://www.youtube.com/watch?v=72vQo-Pf9Z4
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• 18.10 https://www.youtube.com/watch?v=WYtEY_CUJ5M

• 19.10—Special Broadcast https://www.youtube.com/watch?v=LBI-WURX8Xw

• 19.10 https://www.youtube.com/watch?v=lv29Qjm0nKc

• 20.10 https://www.youtube.com/watch?v=qXQBLtKMxac

• 21.10—Special Broadcast https://www.youtube.com/watch?v=Qt1ZaViOVPA

• 21.10 https://www.youtube.com/watch?v=oyF9oO111Dk

• 22.10—Special Broadcast https://www.youtube.com/watch?v=lYxqpRg3pPE

• 22.10 https://www.youtube.com/watch?v=Guyz12dGhc8

A.5 Programmes dedicated to the topic of heroism

https://www.youtube.com/watch?v=BBqqzKxqCTQ
https://www.youtube.com/watch?v=faCl3fYtSjY
https://www.youtube.com/watch?v=sF77mb7hQOg
https://www.youtube.com/watch?v=FkDi1gNT8Jw

A.6 Uncensored Telegram channels

https://t.me/Uncensored7_10
https://t.me/massacre7ofoctober

A.7 Samples of criticism towards the PM

https://www.youtube.com/watch?v=2XvXvOOUl4o
https://www.youtube.com/watch?v=fCQaWHoeGXw

A.8 Materials regarding censorship

https://www.themarker.com/advertising/2023-11-15/
ty-article/0000018b-ce96-dffa-adef-ee96d3410000

https://www.themarker.com/blogs/2023-10-30/ty-article/.
premium/0000018b-7f4a-d51e-a3cb-7f6e374f0000

https://www.maariv.co.il/news/israel/Article-1050713

A.9 Comparison to Nazi Regime in TV coverage

https://fb.watch/rbC7ZKjP-E/
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Chapter 5

Cybercrimes as a Potential Threat 
to National Security: The Case of 
Kosovo
Haki Demolli

Abstract

The focus of the chapter is cybercrime and the danger it poses to the national 
security of Kosovo. In order to present the situation of this problem in Kosovo, the 
author concentrates on cyberattack cases in which the national security of Kosovo has 
concentrates on cyberattack cases in which the national security of Kosovo has been 
threatened during the last few years. Kosovo’s national security is being attacked by 
various forms of cybercrime, which are mostly carried out by cybercriminal groups 
from countries that oppose Kosovo’s independence, such as Serbia, Russia, Bosnia, 
and Herzegovina. The author analyzes the volume and dynamics of cybercrime 
offenses committed in Kosovo over the last 8 years. Analytical studies are conducted 
on legislative measures. Among such measures is the cyber security legislation, which 
in Kosovo is sufficient and meets the needs of its citizens, as it is in accordance with 
aquis communiter, legal standards, and other legal acts of the EU. The various state 
mechanisms that Kosovo has established during the past decade, which are solely 
dedicated to preventing and combating cybercrimes in this small European state, have 
also been addressed. The new types of cybercrimes pose a significant challenge for 
Kosovo, which is constantly evolving, affecting various computer systems and social 
values, including national security.

Keywords: cybercrime, national security, cyberattacks, computer system, Kosovo, 
cybersecurity, challenge

1.  Introduction

In Kosovo, the increase in the use of computers and Internet networks in recent 
decades has directly affected the improvement of the quality of life of its citizens and 
enabled the realization of various economic benefits, especially through rapid relative 
growth rates of cyber-producing sectors [1].

According to the European Union Statistical Office (Eurostat), from 2017 until 
2023, the percentage of families with access to the Internet in Kosovo has continuously 
increased. Now, only 1.4% of families are without Internet access [2]. The percentage 
of families in Kosovo, 98.6 that have access to the Internet is greater than the aver-
age in the European Union, which is 92.4. Last year, the main Internet users were 
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people between 16 and 34 years [2]. Over the years, those over 65 have had the lowest 
Internet usage in the country [2].

These developments, particularly the fact that the vast majority of services 
in Kosovo are performed online through digital networks, have made Kosovo an 
extremely vulnerable country to cyberattacks. Cyberattacks against such digital 
services have an impact on the privacy of the citizens of Kosovo, as well as on the 
economy, state security, and societal peace in general.

The Kosovar Center for Security Studies (KCSS) suggests that cybersecurity 
attacks in Kosovo are directed toward the state computer network system, user 
accounts, the financial system, websites, and the private sector [1]. Due to Kosovo’s 
unstable relationship with Serbia and lack of normalization, cyberattacks through 
disinformation campaigns can result in interethnic incidents and violence and endan-
ger national security. Given the risks that cyberattacks create for the economy and 
state security, Kosovo has taken various measures and actions, as well as established 
certain mechanisms to prevent and combat cybercrimes.

In the framework of these measures, among the most important are the legisla-
tive ones, which regulate the protection of numerous areas that are vulnerable to 
cybercrimes, carried out in a network that has as its objective or as a way of carrying 
out the crime, the misuse of computer systems and computer data. The areas that are 
protected from cybercrime can belong to private businesses, state institutions, indus-
tries, economies, national security, or personal actions of ordinary citizens (e.g., child 
pornography). Then, it regulates and protects electronic communication between 
different subjects, whether natural or legal persons, with a focus on protecting the 
rights of individuals to personal data and, in particular, the right to privacy. So, it 
has created the conditions for the country’s institutions to invest in building security 
capacities in the field of computer technology. Therefore, the focus of this chapter is 
on cybercrimes in Kosovo, as well as its measures and mechanisms to combat them.

2.  Cyberattacks against national security in Kosovo

Cybercrime, as a relatively new phenomenon, is defined in criminal legal doctrine 
as a crime where computers are used as tools to commit an offense, and the primary 
targets are computers and computer systems [3].

There are generally two main types of cybercrime: (a) cybercrime that in one way 
or another is related to “traditional” forms of crime, which have evolved by transfer-
ring to the cyber sphere, such as financial offenses, then criminal offenses that affect 
the safety of children and young people, including terrorism, and (b) the so-called 
high-tech crime, which is the advanced form of cybercrime, targets computer hard-
ware and software as its main targets of sophisticated attacks [4].

Cybercrime experts emphasize that the motive for committing cyberattacks 
determines the different types of cyberattacks, which can be classified as cybercrimes 
motivated by revenge, curiosity, financial gain, espionage, jeopardizing national 
security, and terrorism [1]. In Kosovo, while cyberattacks with a nature of financial 
gain and curiosity have been carried out by local criminals, the majority of the attacks 
on national security have been perpetrated by hackers from countries that oppose 
Kosovo’s independence. In certain periods, Kosovo has had a tendency to receive 
attacks from the Serbian state, China, Russia, and other countries within this political 
bloc. Fortunately, these efforts have not caused any significant damage or conse-
quences for the state institutions of Kosovo. An attack of this nature was registered 
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at the beginning of December 2018, targeting the electronic communication network 
of the Ministry of Foreign Affairs (MFA) of Kosovo, which resulted in the complete 
blocking of Kosovo’s embassies in the capitals of the different states in official emails. 
According to Kosovar investigators, the cyberattack lasted for over 24 hours. It was 
carried out by Serbia, Bosnia and Herzegovina, and North Macedonia. While the rep-
resentatives of the Ministry of Foreign Affairs of Kosovo (MFAK), stated that “we do 
not know if they are sponsored by the official Belgrade regarding those who ordered 
the attack, but we are aware that they are coming from there, and this poses a major 
threat to Kosovo” [5]. In addition to the MFAK, attacks of this kind have targeted 
the Ministry of Internal Affairs of Kosovo (MIAK) in 2018 [1]. Cyberattacks against 
Kosovo institutions occurred in 2021 and 2022 as well. The government’s decision 
on car plate reciprocity on September 20, 2021, is a clear illustration of how foreign 
malignant influences can have a negative effect on the national security of Kosovo.

Following this decision on car plates, propaganda, disinformation, and fake news 
from Serbia were spread in the northern municipalities of Kosovo aimed at escalating 
the situation on the ground, in majority-Serbian communities, stoking fears that the 
Kosovo Security Forces would enter these majority-Serbian areas [1]. However, in 
close coordination with international allies, the Kosovo government successfully coor-
dinated all national security mechanisms, preventing the situation from escalating on 
the ground. This government decision was followed by the highest amount of disinfor-
mation and misinformation in the digital space throughout the year, as reported by an 
organization that monitors online portals [6]. The aforementioned type of cybercrime 
used against Kosovo’s national security is known as “computer disinformation,” which, 
according to the “US Department represents one of the most important and wide-
spread weapons of the Kremlin” [6]. According to a local study, “Kosovo is vulnerable 
to misinformation and malicious external influences, especially in the media sphere” 
[6]. One of the reasons for Kosovo’s high vulnerability to this type of cybercrime is that 
over 40% of Kosovo citizens do not verify the information they receive online at all, 
while only 16% of them check the source of the information [7].

To such cyberattacks, Kosovo’s prime minister Albin Kurti reacted himself. He 
pointed out in September 2023 that Russia and its allies are frequently using disinfor-
mation and other malicious behavior in the cyber field as a mechanism, for interfer-
ing in the process of dialog and normalizing relations between Kosovo and Serbia [8].

At the beginning of 2022, cyberattacks again targeted the computer systems of the 
Ministry of Internal Affairs of Kosovo [9]. These attacks were an additional reason for 
Kosovo’s National Cyber Security Council (NCSC) to conduct a comprehensive analy-
sis of the state of cybersecurity and the degree of risk of state institutions, concluding 
that because they operate in the same cyberspace as other parts of the world, it is 
expected that they face the same risks [9].

The NCSC claims that Russian hackers from the “KILLNET” group are constantly 
targeting state institutions. The Ministry of Internal Affairs of Kosovo (MIAK) has 
been targeted by cyberattacks even in April 2022, as confirmed by its officials through 
a statement; it was emphasized that “we have had ‘Phishing’ cyberattacks, but not we 
have had any cyberattacks that have compromised the infrastructure and we have not 
suffered any damage from those attacks, although ‘Phishing’ attacks are frequent” 
[10]. The “Phishing” type of cyberattack is a form of “social engineering” that aims 
to steal credentials. With “Phishing” attacks, the victim is tricked into providing their 
credentials through emails so that the email is professionally modified and sent to 
officials working in a particular state institution [11]. These emails look very innocent 
as if they were sent by a friend, a government official, a public institution, a bank, 



National Security in the Digital and Information Age

90

etc. So, reliable institutions [1]. The victims assume they are on a legitimate site, but 
in reality, they are on a fraudulent site [12]. Usually, in these emails, there are one or 
more links or some documents that look safe and in which the victim registers, for 
example, by giving their email and password [1]; unfortunately, in such cases, the 
victim gave the email and password to fraudsters/hackers, who aimed to steal creden-
tials, which then would be used for their criminal purposes [12].

The Ministry of Internal Affairs has confirmed that during April 2023, the web-
sites of the three most important institutions of Kosovo, including the Presidency, 
the Prime Minister’s Office and the Prosecutor’s Office of Kosovo, were the target of a 
cyberattack. The type of cyberattack used was Distributed Denial of Service (DDoS). 
The DDoS attacks affect the availability of web services for an undefined period of 
time, causing fraudulent requests to flood the company’s servers, denying requests 
from legitimate users and generating economic losses due to rendered services 
that are unavailable [13]. As a result of this cyberattack, the websites of the Prime 
Minister’s Office, the Presidency, and the State Prosecutor’s Office have been out of 
order from time to time during the attack [14]. An online group called “Anonymous 
Albania” has taken on the responsibility for these attacks, while the attacks were 
conducted as a demonstration against the lack of respect for workers’ rights and the 
inadequate response to the 11-year-old girl’s rape in Kosovo [1].

In recent years, cybercrime has also appeared in Kosovo as a threat to institutions 
with bomb explosions, as were the cases with the International Airport of Pristina 
(several times in June 2022, February 2023, April 2023, etc.), then the University 
of Prishtina (July 2022), “Xhevdet Doda” Gymnasium in Prishtina (May 2022), the 
“Gate” discotheque in Prishtina (November 28, 2023), etc., upon receiving emails, the 
Kosovo Police went to the locations where there were supposed to be bomb attacks, 
but thankfully they were false alarms.

In addition to the aforementioned cyberattacks, Kosovo has also been afflicted 
with cybercrimes, which are foreseen as the criminal offense of Unauthorized 
access to computer systems (UACS) Article 327 of the Criminal Code of Kosovo 
(CCK) and Infringing privacy in correspondence and computer databases (IPCCD) 
Article 199 of CCK).

Under Article 327 of the CCK, it is determined that a person commits the criminal 
offense of Unauthorized access to computer systems if the person does so without 
authorization and with the intent to obtain an unlawful material benefit for them-
selves or another person or to cause damage to another person, alters, publishes, 
deletes, suppresses or destroys computer data or programs or in any other way 
intrudes into another’s computer system [15].

According to the provisions of Article 199 of the CCK, the criminal offense of 
infringing privacy in correspondence and computer databases is committed by the 
person who, without authorization, intervenes in the computer database of another 
person, respectively, the person who without authorization opens the person’s 
consignment (shipment) or electronic communication other, or in any other way uses 
that data or violates the confidentiality of such materials or without authorization 
retains, hides, destroys or delivers to another person such paper or electronic  
communication [16].

Based on the statistics of the Kosovo Judicial Council (KJC) [17], a total of 111 
cybercrime criminal offenses were registered in Kosovo between January 2017 and 
October 2023 (see Table 1).

Table 1 shows that between January 2017 and October 2023 (almost 8 years), of 
the 111 criminal acts of cybercrime committed in Kosovo, 84 or 75.5% were of the 
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type “unauthorized access to computer systems,” while 27 or 24.4% criminal offense 
were “infringement of confidentiality of correspondence and computer databases.”

Looking at the dynamics of such criminal offenses committed during the eight-
year period, it can be concluded that, almost in each year of the study period, 
approximately 15 such offenses (or about 13%) were committed, with the exception 
of the year 2018 when 20 such crimes were committed (or 18%) and in 2022 the larg-
est number, with a total of 26 (or 23.4%).

In addition to the data on the volume and dynamics of cybercrimes, for the 
purposes of this paper, some data (not for all criminal cases) related to the gender 
of the perpetrators and the types of criminal sanctions imposed on them have been 
provided. Thus, from the total of 111 criminal offenses registered, the data on the 
gender of 48 of their perpetrators has been provided, of which it can be seen that 39 
or 81.25% of them were male, while 9 or 18.75% perpetrators were female. This fact 
shows that Kosovo women are more likely to participate in cybercrimes (with 18.75%) 
than in the commission of crimes in general, with 4% in 2013 (573 female perpetra-
tors and 14.473 male perpetrators); with 4% in 2014 (743 female perpetrators and 
16.747 male perpetrators), respectively, with 5% in 2015 (769 female perpetrators and 
15.755 male perpetrators) [18].

As for the type of criminal sanctions imposed on cybercrime perpetrators in 
Kosovo, data has been provided for 19 perpetrators, which are presented in Table 2.

From Table 2, it can be seen that out of 19 perpetrators of cybercrimes, 8 or 
42% of them were sentenced to a conditional sentence, then 6 or 31% of them were 
sentenced to a fine, while only 5 or 25% of them were punished with imprisonment. 
Given that 73% of cybercrime perpetrators were sentenced to a conditional sentence 
and a fine, punishments that mainly affect the material values of the perpetrator, it 
can be concluded that the courts in Kosovo are lenient in their approach to punishing 
the perpetrators of these crimes. However, only a quarter of perpetrators are sen-
tenced to imprisonment, which is regarded as one of the most severe punishments in 

Criminal 
offenses

2017 2018 2019 2020 2021 2022 2023 In total Percentage

UACS 11 17 11 10 09 20 06 84 75.5%

IPCCD 04 03 04 05 03 06 02 27 24.5%

15 20 15 15 12 26 08 111

13.5% 18% 13.5% 13.5% 10.8% 23.4% 7.2% 100%

Table 1. 
The volume and dynamics of cybercrime offenses registered in Kosovo courts (according to the KJC) between 
January 2017 and October 2023.

Type of 
punishment

Conditional 
sentence

Punishment 
with a fine

Imprisonment 
sentence and fine

Imprisonment 
sentence

In 
total

Criminal files 08 06 03 02 19

Percentage 42% 31% 15% 10.5% 100%

Table 2. 
The types of criminal sanctions imposed by the courts of Kosovo for cybercrime perpetrators (for 19 cases, data has 
been provided) between January 2017 and October 2023.
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contemporary criminal legislation through which the perpetrator is deprived of one 
of the most precious personal values, which is freedom.

3.  Kosovo’s risks and challenges in combating cybercrimes

Kosovo, as a country that came out of the war two and a half decades ago, has 
not developed its industry. This fact has made this area (industry) not a target of 
cybercrimes, so in a way, it has protected it from this type of crime. As an integral and 
active member of the international community, Kosovo is in the process of digitizing 
all its services, activities, business spheres, and every aspect of the life of its citizens. 
In accelerating this process, the COVID-19 pandemic has served as an important 
catalyst (the isolation of Kosovo citizens began in March 2020 and has continued 
throughout 2021), during which period many institutions and businesses in Kosovo 
switched from the physical system of services to the digital system, circumstances 
that have increased the interest of hackers and the risk of cyberattacks.

In addition to the digitalization of industrial, commercial, and economic services, 
it is currently developing the digitalization of state institutions, which process data 
for nearly 1.7 million citizens responsible for protecting and providing security of 
their customers’ numerous data. Such developments have made (will make) state, 
administrative, business, commercial, industrial, and other services accessible to 
every citizen in the world; simply, anyone from any corner of the world can have 
access to Kosovo’s digital platforms, not only to assess the quality of these services but 
also to identify their weaknesses and take advantage of the opportunity to hack or 
attack them. So simply these services have become and day by day are becoming even 
more vulnerable to cyberattacks.

The Kosovar authorities and society as a whole are cognizant of the increasing 
risks from cybercrimes, so they are constantly taking various actions, measures, 
plans, and strategies to prevent and successfully fight against cybercrimes. Such 
efforts by the Kosovar authorities are encountering difficulties and challenges of vari-
ous natures, which can generally be divided into two groups.

The challenges faced by Kosovo’s state institutions in building cyber security capaci-
ties, such as the lack of human resources for this type of profile as well as the unsatisfac-
tory stimulation for information technology professionals during the time of exceptional 
competition with the private sector is a problem that belongs to the first group [19].

This challenge is of global nature therefore Brett Callow, a Canadian analyst at the 
cybersecurity group Emsisoft, rightly says that cybersecurity experts are in short supply. 
They go where the money is, so they usually not in government institutions; this fact 
creates the impression that “local governments seem to have the weakest systems” [20].

Another challenge is that the justice system in Kosovo, particularly the courts, are 
not professionally prepared to properly handle cybercrime cases, because for Kosovo 
judges and prosecutors, this field remains largely unknown [1]. Therefore, it is rightly 
emphasized in a report to the Commission of the European Parliament that Kosovo 
needs to address the issue of the insufficient availability of cybercrime training for 
newly appointed judges, prosecutors, and those who handle electronic evidence [1].

The decentralization of computer systems in Kosovo’s institutions is another 
challenge, which means that they do not have control or supervision over each 
other’s data, so they do not have such policies in the cyber sector, which determines 
whether data is to be transferred from one system to another or from one institution 
to another; specifically, the state applications of the Tax Agency of Kosovo, do not 
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exchange information with the Central Bank of Kosovo. This lack of coordination can 
affect the security aspect of the computer systems of such institutions [21].

Another challenge of this group is the lack of harmonization between different 
laws, strategies, and other acts in this field. Kosovo has many laws, such as the law on 
national security, the strategy for national defense and security, the law on telecom-
munications, and the law on critical infrastructure, which have poor coordination and 
harmonization among themselves. While cyber security requires harmonization of all 
laws to respond appropriately to cyberattacks.

There are challenges in the second group that are related to the characteristics or 
types of cyberattacks. One of the main characteristics of cybercrime is the dynamic 
evolution of its types. There is no doubt that cybercrime in this direction (plane) is 
more dynamic than all other forms of contemporary criminality. The evolution of 
cybercrimes is primarily related to the rise of new technologies, such as artificial 
intelligence, which has enabled attackers to become more sophisticated in their 
methods. It is crucial for businesses to stay current with the latest threats, as cyber-
criminals constantly evolve their tactics. Cybercriminals make use of fileless attacks, 
which leave no marks on the system, and supply chain attacks, in which they target 
third-party vendors to gain access to a network [22].

Building the capacity to successfully combat existing types of cybercrimes as well 
as new types that might emerge against national security, poses another challenge for 
Kosovo. It is well-known that human society is currently facing more than 50 types of 
cyberattacks [23]. Given the dynamics of the appearance of such crimes over the past 
15 years, during which it is evident that a new type has appeared every 2 years, it is 
expected that in the coming years, new types of cybercrime will emerge, with which 
the Kosovar authorities will have to contend.

According to NordLayer, the number of Advanced Persistent Threats (APTs) 
increased significantly between 2009 and 2012, which are sophisticated attacks 
designed to steal data from a specific target [24]. Finally, during 2022–2024, another 
new form of cybercrime emerged, which is manifested by “the creation of realistic 
videos or audio recordings that can be used to spread misinformation or conduct 
social engineering attacks.” These videos are created by deep fake technology. On the 
other hand, synthetic identity fraud involves creating fake identities using both real 
and fake information [24].

What will be the new types of cybercrime that will endanger Kosovo’s national 
security from 2024 onwards? This represents a challenge for this country.

4.  Cybercrime in Kosovo’s legislation

The Republic of Kosovo is dealing with challenges, risks, and problems related to 
cybercrime, so it has approved laws and other legal provisions to tackle and success-
fully combat this phenomenon. There is no doubt that one of the most important laws 
that defines and sanctions criminal offenses related to cybercrime is the Criminal 
Code of Kosovo (CCK), which, besides the two criminal offenses of Infringing 
privacy in correspondence and computer databases (Article 199) and Unauthorized 
access to computer systems, Article 327 (highlighted above in this paper), as offenses 
of this nature has also foreseen Avoiding technological measures (Article 291), 
Identity theft and access equipment (Article 336), etc.

The CCK also contains other criminal offenses that can either be committed in the 
form of cybercrimes or their commission (methods or means) depending on the use 
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of an Internet network or a computer, such as the criminal offense of Inciting discord 
and impatience (Article 141), and the criminal offense of causing general danger 
(Article 356).

In addition to the provisions of the CCK, Kosovo also regulates cybercrime 
through other laws, including (1) Law on Prevention and Fight of Cyber Crime (July 
2010), (2) Law on Electronic Communications (2012), and (3) Law on Cyber Security 
(February 2023).

4.1  Law on Prevention and Fight of the Cyber Crime 2010

Law on Prevention and Fight of Cyber Crime is the first law of this nature that 
Kosovo has ever approved. The law defines a preventive package against cybercrime, 
which includes the development of cyber policies, awareness campaigns, the devel-
opment of minimum practices and standards for cybersecurity by authorities and 
competent public institutions in the field of cyber services, etc. [25].

Determining the scope of the law is done through the definition of basic expres-
sions used to describe this phenomenon, such as “cyber crime,” “computer system,” 
“computer program,” and “interception.” Upon examination of the definition of 
cybercrime, it becomes evident that three basic requirements must be fulfilled for its 
existence. First, the act of committing, which may be considered “criminal activity in 
the form of misuse,” then the defense facilities of the criminal offense are “networks 
or computer systems,” and finally, the object of the attack is “computer data.”

Given the sensitivity of computer systems, as well as the information transferred 
through them, including personal data, it is required by law to ensure that human 
rights are observed and personal information is safeguarded [25], during the develop-
ment of different procedures.

The law also defines a certain number of criminal offenses of a cyber nature, 
highlighting their nature and the actions taken to commit them, their aggravated 
forms, and the criminal sanctions that can be imposed on their perpetrators. To 
prevent cybercrimes under this law, initial consideration is given to the confidential-
ity, integrity, and availability of computer system data (Article 9).

Computer data encompasses any form of facts, information, or ideas that are 
appropriate for processing in a computer system, including a program capable of 
enabling a computer system to perform a specific function [26]. Under the law, a 
person who illegally accesses computer systems and accesses such data commits 
a criminal offense for which he/she can be sentenced to up to 3 years in prison. In 
addition to illegal access to computer systems, this law also defines a criminal offense 
as the unauthorized interception and transfer of computer data or its limitation. 
Modifying, paying back, destroying, or limiting computer data can be classified as 
criminal offenses for unauthorized transfer.

The law considers as the criminal offense also the obstruction of the functioning 
of computer systems, then causing loss of property through computer systems, child 
pornography through computer systems, and other computer-related criminal acts 
(Article 14) [25] that can be carried out in the form of information entry, amendment 
or deletion without authorization of computer data, etc.

In addition, the law has regulated the procedure for investigating and criminally 
prosecuting cybercrime perpetrators, and specific measures have been established to 
preserve and safeguard the data that was attacked by these crimes.

Cybercrime can cause damage worth billions of dollars within a year [27]. It is an 
“elusive phenomenon,” and as a result, combating it is not simple, primarily because 
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it develops in a virtual way, which means that there is no material evidence behind 
it [27]. As a specific procedural measure, the law defines “the storage of computer 
data” that may be ordered by the prosecutor during investigations, while during the 
“judicial procedure by the judge” [25]. Then, the measure of “seizure of objects and 
devices containing computer data” [25], as well as the measure of “copying and stor-
ing data that may serve as evidence” [25].

In cases where investigators cannot succeed through standard methods to obtain 
useful evidence regarding the identification of the perpetrator or clarification of the 
criminal offense, then the provisions of this law allow them to use “interception or 
recording of communication carried out by computer system equipment as investiga-
tive measures” [25].

Given that cybercrimes (including those committed in and from Kosovo) are often 
of an international nature (the largest number of servers that contain data on cyber-
crime perpetrators are still in the United States) [28], the law provides considerable 
space for Kosovo’s international cooperation in this area. Kosovo’s international coop-
eration in combating cybercrime under this law can be of various forms and consists 
of ranging from “international assistance, exchange of information to specialized 
training and other activities” [25].

Kosovo’s government is prepared for secure international cooperation and has 
established a permanent contact point, which has numerous competences in this 
regard, including “rapid data storage and confiscation of equipment containing 
computer data” [25].

4.2  Law on Electronic Communications, 2012

This law regulates electronic communication in Kosovo [29]. Electronic communi-
cation is the activity of transferring ideas, knowledge, information, data or messages 
through digital means, including but not limited to communications via “fixed line, 
mobile phone, facsimile, Internet, cable, or satellite” [30].

Under this law, the development of electronic communications in Kosovo is 
defined by technological neutrality and the EU regulatory framework [29]. The law 
“promotes competition and guarantees proper and appropriate services” [29] for all 
operators who offer electronic communication services across all of Kosovo’s territory. 
It is known that the European Convention on Human Rights guarantees and protects 
the right to respect for private and family life, as well as its correspondence [31]. 
Whereas the European Court of Human Rights, when interpreting the word “corre-
spondence” has taken into account technological advances in the field of communica-
tion, therefore for the purposes of Article 8, the word “correspondence,” it considers 
electronic communication in addition to old forms of communication [32]. Despite 
Kosovo is not a member of the Council of Europe, as a state, it has shown its readiness 
to respect the European Convention, determining with the provisions of this law that 
it “ensures an equal level of protection of the right to privacy and personal data of 
persons” [29].

The Kosovar legislator has taken into account the specifics of this contemporary 
form of communication, therefore, with the provisions of this law, it has defined 
some of the main principles for the regulation of this social activity. At the same time, 
competent bodies in this field have been arranged, with a focus on electronic com-
munications that are developed for the purpose of national defense, national security, 
maintaining the state border, railway traffic safety, civil aviation, and the energy 
system.
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Due to the significance of such communication for Kosovo’s national security, this 
law stipulates that “the work of these institutions will be coordinated by the compe-
tent state institution” [29].

Public communications networks that consist of servers, firewalls, computers, 
routers, switches, printers, and more, often for the purpose of stealing, modifying, or 
removing access to valuable data, whether it be temporarily or permanently, are targeted 
by cybercrimes. As a result, with the provisions of Article 26, the law provides legal 
protection to public communications networks from all forms of cybercrimes [29].

In addition to the obligations for the state, the law also foresees obligations for 
entrepreneurs providing public communications networks, from whom it is required 
to undertake appropriate technical and organizational measures for the security of 
their networks and services. All these measures are designed to prevent and minimize 
attacks on electronic communication in Kosovo.

4.3  Law on Cyber Security, 2023

The need for Kosovo to have a legal framework for effective protection from 
cyberattacks was highlighted in the European Commission Report 2022 [33]. In the 
report during the assessment of the cyber security situation, it is noted that Kosovo 
has developed basic cyber security capabilities on the one hand, but on the other 
hand, it lacks a comprehensive legal framework, operational mechanisms, and techni-
cal and human capacities to operate effectively in the area of crimes and other illegal 
activities in cyberspace [34].

In order to harmonize its cybersecurity legislation, Kosovo has adopted this law, 
which partially transposes the EU Directive and the Council of Europe directive 
[35], then replaces the Council Framework Decision [36] as well as the European 
Parliament Directive [37] and the Council directive [38] on security measures for 
networks and information systems [39].

The law regulates important issues related to cybersecurity in Kosovo, such as 
defining the principles of cybersecurity and establishing institutions responsible for 
developing, implementing, and promoting cybersecurity policies [33].

The law stipulates the responsibilities for operators of essential services and the 
digital service provider’s system, which impose permanent organizational require-
ments and physical and information technology security measures in order to prevent 
and combat cyber incidents as well [40].

In addition to these measures, the law requires operators to prepare a system risk 
assessment, then describe the measures for resolving a cyber incident, ensure the moni-
toring of the system to detect actions or software compromising its security, etc. [41].

Another obligation of the operator of essential services is to report a cyber inci-
dent to the Cyber   Security Agency (CSA) “immediately, but not later than 24 hours 
after becoming aware of a cyber incident” [41].

The establishment of the Cyber Security Agency (CSA) and other relevant mecha-
nisms for the implementation of cyber security measures in Kosovo is one of the most 
significant parts of this law. In addition to the CSA, this law also operationalizes the 
National Computer Emergency Response Team (CERT), then the State Council for 
Cyber Security (SCCS), the national sector-Computer Security Incident Response 
Team (CSIRTs), the State Training Center for Cyber   Security, etc. [41].

Kosovo’s legal framework is one of the most advanced in the region, furthermore, 
as per the EU Commission’s Report on Kosovo in 2021, Kosovo’s cybercrime law is 
generally in accordance with the EU acquis [42].
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After reviewing the legislation on cyber security, it can be concluded that with 
the approval of the Law on Cyber Security (2023), Kosovo has somehow completed 
its legislation in the field of cyber security. More specifically, the Law on Prevention 
and Fight of Cybercrime (2010), has established the legal basis for preventing and 
combating cybercrime and sanctioning violations, adhering to human rights and 
protecting personal data [25]. In this law, cybercrime is defined as a criminal activity 
committed on a network that aims to misuse computer systems and computer data 
[43]. The Law on Electronic Communications (2012) provides legal guidelines for the 
use of electronic communication, as well as safeguarding personal data and the right 
to privacy in this area [44]. The Law on Cyber Security (2023) has a direct impact on 
strengthening cybersecurity in Kosovo, as the fulcrum of it was the Directives of the 
European Parliament and the Council of Europe of 2016 on security measures for 
network and information systems. This law governs the establishment of the National 
Cyber Security Authority and the operationalization of CERT within this structure. 
The provisions of this law enabled the strengthening of CERT’s capacities, which were 
limited until this law was adopted.

In addition to its positive aspects, this legislation has its own weaknesses or 
shortcomings. Its weaknesses are considered as lack of harmonization between the 
provisions of these laws, despite the fact that all laws must be harmonized to have 
an adequate response to such attacks. The other shortcoming of this legislation is the 
spread of cybercriminal offenses and other legal violations through various laws.

As a good opportunity to avoid the non-harmonization of laws protecting cyber 
security and the spread of criminal offenses, there is the codification of legislation on 
cyber security.

Despite the above-stressed shortcomings and weaknesses, Kosovo has sufficient 
legislation to combat cybercrimes that is comparable to both the countries in the 
region and developed countries in Western Europe, including those of the EU.

5.  Kosovo’s main mechanisms for preventing and combating cybercrime

Kosovo, in order to protect itself and counter successfully the threats of cyber-
crime, besides raising funds and approving state strategies for cybersecurity 
(2023–2027), appropriate state mechanisms have also been established to combat 
cybercrimes, such as

1. The Cyber Security Agency (CSA);

2. State Council for Cyber Security (NCSC);

3. National Cyber Security Unit (KOS-CERT);

4. Kosovo Police Department for Cyber   Security and Systems Administration;

5. State Cyber Security Training Center.

5.1  The Cyber Security Agency (CSA)

The Cyber Security Agency (CSA), established by Law on Cyber Security 
(2023), is the main institutional mechanism that is responsible for proposing and 
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implementing cybersecurity measures and ensuring cybersecurity throughout the 
country [1]. The CSA along with the State Council for Cyber   Security (NCSC) acts 
as a regulatory body and creator of all state controls on cybercrimes. The agency was 
officially established by the government and serves as a central body for establish-
ing, managing, auditing, and defending against malicious attempts [1]. This agency 
contributes to the increase of national capacities in the field of cyber security, so 
it has the duty to monitor, inspect, and coordinate the activities of the institutions 
responsible for cyber security, as well as to take measures in the event of not imple-
menting the obligations stipulated by law for operators of essential services and 
digital service providers.

The CSA is also responsible for responding to threats and incidents in the cyber-
space of the Republic of Kosovo and recording them in the cyber threats register, 
furthermore to create an electronic platform for information exchange, which 
platform can be used by all operators of essential services and digital service provid-
ers in Kosovo. The agency cooperates with the authorities of foreign countries and 
international organizations regarding aspects under the responsibility of the CSA 
and serves as the single point of contact. The CSA coordinates its activities with 
security and defense institutions and cooperates with national sectorial cyber security 
incident response teams, designated information security officials, and international 
authorities [41]. The CSA has established a communication platform for citizens and 
businesses that is available 24/7 for reporting cyber incidents.

5.2  State Council for Cyber   Security (NCSC)

The NCSC is an advisory independent body of the Government of Kosovo and the 
business community, which takes strategic measures to increase the level of cyber 
security in the Republic of Kosovo. The NCSC is responsible for enhancing coordina-
tion and cooperation between various public institutions that have competence in 
cyber security matters, as well as between the public and private sectors. The advisory 
body is composed of high-level representatives from government institutions, law 
enforcement agencies, public and private organizations, and the scientific commu-
nity. It will also facilitate the decision-making process by analyzing, studying, and 
proposing initiatives at national and international levels [41]. The NCSC achieves 
its mission by providing strategic advice on cybersecurity to the Government of 
Kosovo and the business community (through the government), observing the latest 
technological trends and developments and, when needed, taking measures to reduce 
cyber security risks, to increase economic opportunities, and initiating and accelerat-
ing relevant initiatives that significantly contribute to increasing the level of cyber 
security in Kosovo; systematically monitoring and coordinating the implementation 
of the National Cyber Security Strategy, taking into account all current and future 
challenges in the field of cyber security, suggestion of precise measures to improve the 
implementation of the National Cyber Security Strategy and Action Plan, etc. [41]. 
The NCSC is headed by the Minister of Ministry of Internal Affairs or his delegate, 
who is ex officio the National Coordinator for Cyber Security.

Otherwise, the regular annual meetings of the NCSC are known to the Kosovo 
public, in which the members are informed and discuss the level of cyber security in 
Kosovo, then the implementation of the State Strategy for Cyber Security is evaluated 
during the period between the two NCSC meetings; also the measures and activities 
that have been taken and those that will be undertaken to increase cyber security in 
all public institutions are discussed. But when the need calls for it, and especially 
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when the institutions of Kosovo are attacked by cybercrimes, then the NCSC also 
holds extraordinary meetings, as was the case with the cyberattacks in March 2021, 
when discussing the type of cybercrime (DDoS), the consequences caused, and the 
measures taken, also notified the dependent institutions and the persons responsible 
for the steps they need to take [45].

5.3  National Cyber Security Unit (KOS-CERT)

The National CERT (Computer Emergency Response Team) is the team of the 
Republic of Kosovo that responds to computer emergencies at the national level [41]. 
Besides this team, the Kosovo legislation allows for the establishment of teams in 
specific sectors of critical infrastructure. These are the teams responsible for respond-
ing to computer security or cyber security incidents that affect an operator of essen-
tial services (CSIRTs of operator essential services- OES) and the teams responding 
to computer security or cybersecurity incidents affecting digital service providers 
(CSIRTs of digital signal processors- DSPs) that also operate in Kosovo.

The Regulatory Authority of Electronic and Postal Communications (ARKEP) 
is the national body responsible for the regulation of electronic communications 
activities, as outlined in the Law of Kosovo on Electronic Communications (2012). 
Article 10 mandates and obligates the authority to “perform the functions of the 
Computer Center for Emergency Response to manage risks in public electronic 
communications systems” [44]. The authority incorporated and functionalized 
the KOS-CERT in July 2016 as a technical and functional unit. The National KOS-
CERT is authorized to handle all types of computer security incidents that occur or 
threaten to occur in the Kosovo community environment. KOS-CERT is dedicated to 
keeping the community informed about potential risks and will inform them before 
they occur if possible.

Otherwise, KOS-CERT is one of the first units of this type from the region that 
was accredited in July 2017 by the “Trusted Introducer/TF-CSIRT,” which was created 
by the European community of CERTs (Computer Emergency Response Teams) in 
2000 to address common needs and establish a service infrastructure that provides 
vital support to all cybersecurity teams.

The functionalization of KOS-CERT in July 2016 has had a direct impact on the 
establishment of the CSIRTs. Thus, in Kosovo, during the period 2016–2020, more 
than 50 CSIRTs have been functionalized and have started operating [43].

Despite KOS-CERT’s creation of an online platform that allows Kosovo citizens 
to report cyber incidents against both private and public legal entities and citizens, 
in the absence of awareness of its existence, victims of cybercrime do not use it. 
However, such cases are reported to the Kosovo Police, which further transmits them 
to its Investigations Department and Cybercrime Investigation Section [43].

5.4  Kosovo Police Department for Cyber   Security and Systems Administration

Given the high risk of cybercrimes, the Ministry of Internal Affairs of Kosovo 
has established the Cyber   Security Department. One of its main duties is to prepare, 
supervise, and implement cybersecurity policies at the national level. In addition to 
tasks of a strategic nature, the department is also responsible for the practical level 
of combating cybercrimes because it coordinates cyber security activities related to 
various cyber incidents. Regardless, they are committed to public or private institu-
tions. Within the Kosovo Police, the investigation of cybercrime is handled by the 
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cybercrime investigation sector, which is part of and operates within the Directorate 
for the Investigation of Organized Crime.

The cybercrime investigation sector deals with citizens’ denunciations related to 
cybercrimes, taking investigative actions, such as crime scene investigation, inter-
rogation of suspects, victim interviews, and various computer expertise in order to 
detect and fix traces and evidence of cybercrimes.

5.5  State Cyber Security Training Center

The State Cyber Security Training Center operates within the Ministry of Defense 
of Kosovo in order to provide training for all institutions of the Republic of Kosovo in 
the field of cyber security. The Center has its own organizational structures, which, in 
cooperation with CSA, determines the procedure and format of specialized programs 
for training and certification of personnel engaged in the field of cyber security in 
accordance with their competencies [41].

To fulfill its obligations, The Center collaborates with numerous international 
projects and mechanisms. Particularly, during the preparation and finalization of 
the training curriculum for its beneficiaries in September 2023, the activities of 
this Center were supported by the program of the British Embassy in Prishtina and 
implemented by the Geneva Centre for Security Sector Governance (DCAF).

Given that the individual actions of the above-mentioned mechanisms may be 
accompanied by omissions and inefficiencies in the fight against cybercrime, as per 
the Law on Cyber Security (2023), it has been determined that state mechanisms 
for preventing cyberattacks and cyber protection in the Republic of Kosovo must 
coordinate and cooperate between them during full filling of their duties and 
responsibilities.

Kosovo has completed its state mechanisms for combating cybercrime with the 
establishment of the State Agency for Cyber Security. The State Agency for Cyber 
Security and the NCSC acts as a regulatory body and creator of all state controls. The 
updated legislation of Kosovo with which these mechanisms are established is being 
reviewed by the NIS European Directives, as an attempt to remove redundancies and 
make it as relevant as possible [46]. These mechanisms, which are relatively new and 
lack experience, are experiencing difficulties of different natures, which are affecting 
their low-efficiency rate. Among the difficulties of these mechanisms are considered:

• Institutions are experiencing a significant shortage of cybersecurity experts in 
the country.

• Victims of cybercrime are not using the Kos-CERT online platform for cyber 
incident reporting because they are unaware of its existence.

• The lack of clarification of clear mandates and competencies with legal provi-
sions of these mechanisms.

• Lack of transparency and accountability culture among essential state service 
operators is expressed through non-publication of reports on cybersecurity 
incidents.

• Insufficient cooperation of these mechanisms (e.g., KOS-CERT) with academic 
institutions is due to limited professional capacities, etc.
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Therefore, Kosovo’s state institutions have a priority task to take various measures 
to improve the functioning of cyber security protection mechanisms.

6.  Conclusions

The rise in computer users and Internet services has led to an increase in cyber-
crimes worldwide, including in Kosovo.

During the last few years, Kosovo has been attacked with both ordinary forms 
of cybercrime and forms that have threatened the national security of this country. 
Cybercrime has hindered and threatened the operation of some of the highest state 
institutions, beginning with the Presidency, the Prime Minister’s Office, the Ministry 
of Foreign Affairs of Kosovo (MFAK), the Ministry of Internal Affairs of Kosovo 
(MIAK), the Prosecutor’s Office of Kosovo, etc.

Kosovo’s national security has also been endangered by propaganda, disinforma-
tion, and fake news spread by opponents of Kosovo’s independence, such as Serbia, 
Bosnia and Herzegovina, Russia, and other countries in this political bloc. The 
purpose of this cyber propaganda is to manipulate the citizens of Kosovo and escalate 
the situation on the ground, causing a conflict between the majority Albanians and 
the minority Serbs in Kosovo.

Cybercrime in Kosovo has included information about threats to Kosovo institu-
tions, such as bomb explosions.

The most frequent types of cybercrime threatening Kosovo’s national security 
include Distributed Denial of Service (DDoS) and “Phishing” as a form of “social 
engineering” that aims to steal credentials.

The digitization of state institutions in Kosovo, which process data for almost 1.7 
million citizens, poses a risk and possibility of increasing cyber threats and cyber-
crimes in Kosovo.

The Republic of Kosovo faces numerous challenges in combating cybercrime, 
starting from the lack of human resources in the state institutions to build cyber 
security capacities, then the courts are not professionally prepared to properly handle 
cybercrime cases, the decentralization of computer systems in Kosovo’s institutions, 
lack of harmonization between different laws, strategies and other acts in this field. 
Another challenge for Kosovo is building capacities to combat existing cybercrimes 
(more than 50 types) and adapt to new types that may appear and endanger its 
security.

Kosovo’s legislation on cyber security, in addition to being harmonized with aquis 
communiter, provides legal security for Kosovo citizens because, among others, it 
protects the confidentiality, integrity, and availability of computer system data; 
contains a significant number of criminal offenses from the sphere of cybercrimes 
and determines the criminal sanctions for their perpetrators; considers and regulates 
the issue of respect for human rights.

Kosovo’s legislation on cyber security also deals with the international coopera-
tion of Kosovo’s institutions with mechanisms similar to those in other countries in 
preventing and fighting cybercrime as well as regulating other issues in the field of 
cybersecurity.

Kosovo has set up the necessary mechanisms and institutions to combat cyber-
crime, including The Cyber Security Agency, the State Council for Cyber Security, the 
National Cyber Security Unit, the Kosovo Police Department for Cyber Security and 
Systems Administration, and the State Cyber Security Training Centre.
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In order to enhance the effectiveness of these mechanisms and successfully over-
come the challenges related to cybersecurity, state institutions, and Kosovo society in 
general should take certain measures related to:

• Providing cybersecurity training programs for both government employees and 
private sector workers.

• Making regular cybersecurity training mandatory for all essential state services.

• Raising awareness among staff members of these mechanisms and citizens of 
Kosovo about cybersecurity threats.

• Granting assistance to academic institutions and private companies in the devel-
opment of new tools and technologies to tackle emerging cyber threats.

• Collaboration between government agencies, private companies, and academic 
institutions can be encouraged by a state to exchange information and expertise 
on cybersecurity threats, best practices, etc.

© 2024 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Chapter 6

Cyber Orbits: The Digital 
Revolution of Space Security
Ulpia-Elena Botezatu and Adrian-Victor Vevera

Abstract

This chapter navigates the intricate landscape of space security in the digital age, 
exploring the interplay between cybersecurity and the protection of outer space assets. 
In light of our ever-growing dependence on digital technology and the global exchange 
of information, traditional concepts of national and global security are experienc-
ing a fundamental evolution. The chapter’s exploration spans from dissecting the 
concept of national security in the digital age to investigating how global digital 
dialogs profoundly shape space security. It sheds light on the critical convergence of 
cyber threats and space security, underscoring the vulnerabilities found in outer space 
infrastructure. Insightful scrutiny of information warfare within the context of space, 
ethical considerations surrounding digital surveillance practices, and the collaborative 
engagement of various stakeholders are thoroughly examined. Ultimately, the chapter 
advocates for a post-structuralist approach to comprehensively grasp and effectively 
confront the multifaceted challenges arising in this swiftly evolving domain.

Keywords: cybersecurity, space security, information warfare, space surveillance and 
tracking, global security

1.  Introduction

In the twenty-first century, the integration of digital technology with space opera-
tions generated a transformative shift in the operational paradigms of outer space 
activities [1]. This confluence has both expanded the frontiers of space exploration 
and provoked a complex array of cybersecurity challenges that imperil the integrity 
and functionality of space assets [2]. As nations and private entities increasingly rely 
on satellite systems for communication, navigation, timing, remote sensing, and other 
critical services, the cybersecurity of space-based systems has risen to the forefront of 
global security infrastructure [3].

The significance of cybersecurity within the domain of space security cannot 
be overstated. Cyber threats targeting space assets encompass a broad spectrum 
of activities, ranging from incursions into satellite communication channels to the 
disruption of ground control operations and interference with data transmission 
processes. These threats have the potential to incapacitate national defense systems, 
disrupt global telecommunications, and compromise critical infrastructure, thereby 
amplifying the cybersecurity of space systems into a matter of national and interna-
tional concern [4, 5].
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From the outset of this exploration into space security within the digital age, it 
is essential to engage with the foundational perspectives of structuralism and post-
structuralism, providing a nuanced framework for this analysis. Structuralism, a 
theoretical paradigm that emphasizes the identification and understanding of the 
underlying structures governing human society and culture, offers a lens through 
which we can examine the organized frameworks and systems that define space secu-
rity operations. Theories from Claude Lévi-Strauss and Ferdinand de Saussure pro-
vide a methodological foundation for dissecting the stable, invisible structures that 
underpin the global cybersecurity landscape [6, 7]. Conversely, post-structuralism, 
emerging as a critique of structuralism’s rigidity, challenges these established norms 
and assumptions. Inspired by the works of Michel Foucault and Jacques Derrida, post-
structuralist theory invites us to boldly question the power dynamics and discursive 
formations that shape our understanding of cybersecurity in space, advocating for a 
more fluid and nuanced interpretation of these complex systems [8, 9]. By weaving 
these theoretical lenses throughout our discussion, we hope to achieve a dynamic and 
comprehensive examination of the multifaceted challenges space security faces in the 
digital era. The objective of this chapter is to shed light on the intricate relationship 
between cybersecurity and space security in the digital age. Initially, it expands upon 
the metamorphosis of national security paradigms in response to digital advance-
ments, clarifying how the digital sphere has reshaped traditional perceptions of 
security. Subsequently, the discussion will transition to the global digital discourse 
and its ramifications for space security, examining how international endeavors to 
establish cyber norms and regulations influence space operations. The confluence of 
cybersecurity threats with space security concerns will be probed in detail, outlining 
the vulnerabilities endemic to space infrastructure and their ramifications for global 
security. Moreover, this narrative will encompass the realm of information warfare, 
illustrating this contemporary form of conflict and its challenges to established norms 
in space security. Additionally, the chapter will scrutinize the impact of digital sur-
veillance technologies, ethical considerations, and the pivotal roles played by diverse 
stakeholders in navigating the cybersecurity landscape of space operations. To fully 
address these challenges, an interdisciplinary approach that integrates both structur-
alist and post-structuralist theories from the beginning, rather than relegating them 
to the concluding analysis, enriches our understanding and response to the evolving 
threats within space security. The concluding section will advocate for a post-
structuralist approach to comprehend and address the multifaceted challenges posed 
by the digital revolution in space security. Through a critical exploration of informa-
tion warfare and its manifestations in space, we will delve into specific incidents or 
examples of information warfare tactics in action, portraying the complexities and 
strategic implications associated with this emerging form of conflict.

2.  Deconstructing national security in the digital age

Digital technology operated profound transformations in the paradigms of 
national security. Traditionally rooted in physical borders and military ability, and 
transformed by the Copenhagen School of International Relations [10], national 
security now faces a redefinition within the context of cyberspace and information 
technology [11]. This evolution reflects the growing recognition that cybersecurity 
threats pose a significant risk to national infrastructure, undermining a nation’s 
economic, social, and political stability without a single physical incursion. Concrete 
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examples such as the 2015 cyberattack on Ukraine’s power grid, which left hundreds 
of thousands without electricity, underscore the vulnerability of critical infrastruc-
ture to cyber threats, thereby manifesting the potential for such vulnerabilities to 
profoundly affect the daily lives of citizens and the functioning of societies [12]. 
Moreover, the global nature of cyberspace further complicates national security in the 
digital age. Cyber threats, illustrated by incidents like the 2017 WannaCry ransom-
ware attack impacting over 150 countries [13], transcend national borders, rendering 
response efforts intricate, underscoring the imperative for international cooperation 
in cybersecurity endeavors and the holistic reassessment of traditional security 
frameworks.

The tangible impact of cybersecurity incidents targeting national infrastructure 
has served as a clear indication of these emerging threats. For instance, the 2015 
cyberattack on Ukraine’s power grid, which left hundreds of thousands without 
electricity, underscored the vulnerability of critical infrastructure to cyber threats 
and the potential for such vulnerabilities to be exploited, affecting the daily lives of 
citizens and the functioning of societies [12, 14].

Cyber threats often transcend national borders, rendering attribution and 
response efforts intricate. The 2017 WannaCry ransomware attack, which impacted 
more than 150 countries, brought to light the transnational dimension of cyber 
threats and underscored the imperative for international cooperation in cybersecurity 
endeavors [13].

At the forefront of national security in the digital age are pivotal national cyberse-
curity strategy documents outlining comprehensive approaches to safeguard critical 
infrastructure, disrupt cyber criminals, and engage with international partners to 
fortify global cybersecurity. For example, the United States’ National Cyber Strategy 
delineates a comprehensive approach to strengthen critical infrastructure, combat 
cyber criminals, and foster international collaboration to bolster global cybersecurity 
[15]. Similarly, the European Union’s Cybersecurity Strategy endeavors to enhance 
cyber resilience, mitigate cybercrime, and establish a framework for international 
cooperation in cyberspace [16].

Looking at national security through the epistemological lenses offered by struc-
turalism and post-structuralism, helps us maintain a sharp focus on national security 
and defense while mapping a wide array of threats as well as perceptions of threats, 
risks, and vulnerabilities. This early integration of structuralist and post-structuralist 
theories into our discussion not only deepens our analysis but also primes the reader 
for a more nuanced understanding of the challenges and strategies in cybersecurity 
and space security as they evolve throughout Section 3. The global discourse on cyber 
norms and regulations has assumed pivotal significance in shaping the operational 
and security paradigms of space activities. This section seeks to examine the impact 
of such international dialogs and agreements on the governance and security of outer 
space activities [17], with a dedicated focus on the pivotal role played by key interna-
tional bodies.

In exploring the convergence of cybersecurity threats and space security, this 
chapter navigates through the structured paradigms of international cooperation and 
cybersecurity efforts within the realm of outer space activities. Drawing upon Claude 
Lévi-Strauss’s structuralist framework, we initially decipher the underlying infra-
structures that govern space security policies and practices [6]. This foundational 
analysis is pivotal for understanding how global security measures are architected 
and implemented. However, recognizing the limitations of structuralist approaches 
in addressing the fluid and evolving nature of cybersecurity threats, we then invoke 



National Security in the Digital and Information Age

112

Michel Foucault’s post-structuralist critique of power relations and knowledge 
systems [8]. Foucault’s insights allow us to question the efficacy and inclusiveness of 
existing security protocols, suggesting that the power dynamics embedded within the 
discourse of space security may obscure or neglect emerging threats and challenges.

Furthermore, Jacques Derrida’s concept of deconstruction [9] is employed to 
unravel the assumptions and binary oppositions—such as secure/insecure, threat/
non-threat—that underpin traditional cybersecurity frameworks. Through this 
deconstructive lens, we identify the potential for reinterpretation and reconfiguration 
of space security measures, advocating for a more adaptive and nuanced approach 
that is responsive to the complex interplay between technological advancements and 
cybersecurity challenges. This integrated structuralist and post-structuralist analysis 
illuminates the complexities of safeguarding space infrastructure, highlighting the 
need for ongoing critical evaluation and innovation in security strategies to ensure the 
resilient and sustainable use of outer space.

The concerted efforts of international organizations, such as the United Nations 
Office for Outer Space Affairs (UN OOSA) and the International Telecommunication 
Union (ITU), have been instrumental in fostering international cooperation for the 
peaceful use and exploration of outer space. Through their comprehensive work, 
including the Guidelines for the Long-term Sustainability of Outer Space Activities 
[18], UN OOSA has laid the groundwork for a collaborative approach to confront-
ing the cybersecurity challenges confronting space assets and operations. The ITU’s 
emphasis on ensuring secure and reliable communication links, as outlined in their 
latest reports and regulations, directly impacts satellite communications and global 
connectivity [19, 20]. Similarly, the ITU’s emphasis on ensuring secure and reliable 
communication links assumes particular relevance in the context of satellite commu-
nications, where vulnerabilities may have far-reaching implications for global con-
nectivity and security. Additionally, the United Nations has initiated several projects 
aimed at strengthening cybersecurity in space, including the recent resolution dis-
cussed by the General Assembly to promote international collaboration in this area, 
as well as the work of the Group of Governmental Experts on Advancing Responsible 
State Behavior in Cyberspace in the Context of International Security [21].

Reflecting upon the series of UN resolutions designed to enhance cybersecurity 
within the space domain [21, 22], the applicability of Foucault’s theories on power 
relations and knowledge construction becomes evident in the formation and inter-
pretation of international norms [8]. These resolutions not only underscore the 
imperative for member states to enact protective measures against cyber threats but 
also illuminate the power dynamics involved in the creation and adoption of global 
security standards. Furthermore, viewing these normative frameworks through 
the lens of Derrida’s deconstruction theory [9], prompts critical inquiry into whose 
interests are served by these norms and how they might be reinterpreted to more 
accurately reflect the emerging realities of space security. Thus, the discussion 
surrounding UN resolutions is enriched by acknowledging that, while they serve as 
responses to cyber threats, they are also manifestations of complex power structures, 
warranting detailed examination.

The proactive engagement of international bodies, such as the ITU and UN OOSA, 
through their regulations, guidelines, and collaborative projects, provides a solid 
foundation for this evolution. However, a deeper understanding and application of 
theories such as those proposed by Foucault and Derrida enable a critical examination 
of these efforts, urging continuous adaptation and innovation. Thinking through 
the lenses of post-structuralist theory not only enriches our understanding of the 
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cybersecurity landscape in space operations but also challenges us to rethink and 
redefine the parameters of space security in the digital age. By critically engaging 
with the constructs of power and knowledge that shape space security discourse, 
this chapter advocates for a more inclusive and dynamic framework that is capable 
of addressing the multifaceted challenges posed by cyber threats to space assets and 
operations. This reevaluation is essential as we advance toward a more interconnected 
and digitally reliant space environment, where traditional security paradigms must 
evolve to address the nuanced and ever-changing landscape of cyber threats.

3.  Convergence of cyber and space security threats

The convergence of cyber and space security threats represents a critical frontier 
in the protection and maintenance of global communication, navigation, and sur-
veillance systems. The integrity of space infrastructure, encompassing both outer 
space assets, that is, satellites and ground stations, stands as a critical cornerstone 
for national security, scientific inquiry, and commercial endeavors. However, the 
digitization of space operations has exposed these assets to cyber threats, ranging 
from signal manipulation and spoofing to unauthorized access and control of satel-
lite systems.

These vulnerabilities, often stemming from outdated security protocols and 
the utilization of commercial off-the-shelf technologies, pose significant risks as 
adversaries may exploit them to disrupt communication channels or manipulate data 
[23, 24]. Notable instances, such as the 2007 cyber intrusion compromising the con-
trol systems of a commercial satellite and the 2014 cyber intrusions targeting satellite 
ground stations, underscore these risks vividly. These incidents not only highlight the 
tangible risks posed by cybersecurity threats to space security but also emphasize the 
imperative for robust security measures and international cooperation to shield space 
assets from malicious cyber activities.

The vulnerabilities in space infrastructure seen from a cybersecurity standpoint 
stem from various factors, including the reliance on legacy systems employing out-
dated security protocols, the utilization of commercial off-the-shelf technologies 
that may lack robust security measures, and the intricate nature of international 
collaborations that complicate the establishment of unified security standards [2]. 
These vulnerabilities indicate significant risks, as adversaries may exploit them to 
disrupt communication channels, manipulate data, or even seize control of criti-
cal satellite functions. Some space systems still use hardcoded credentials, which 
can be exploited by attackers. Vulnerabilities in onboard software can lead to 
unauthorized control or data manipulation, in addition to those vulnerabilities that 
could be introduced by various vendors of components mounted on satellites and 
other space assets.

A striking instance that illustrates the intersection of cybersecurity threats and 
space security unfolded in 2007 and 2014 when several countries reported unauthor-
ized access and interference with their satellite operations [25]. Other examples are 
demonstrated by insurgents intercepting and decoding surveillance video in Iraq in 
2009 and hackers seizing control of NASA’s Terra earth observing system (EOS) for 
extended periods in 2008 [26]. These cyber intrusions, attributed to state-sponsored 
actors, involved the exploitation of vulnerabilities in satellite communication systems 
and ground control stations, resulting in transient disruptions and the potential for 
graver consequences had the attacks escalated [23, 27].
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These examples serve as a clarion call for the implementation of comprehensive 
security protocols and the fostering of international collaboration. By understanding 
these vulnerabilities and responding with concerted efforts, the international com-
munity can better protect the vital infrastructure that underpins both national and 
global security in the space domain.

4.  Information warfare in space

The advent of digital technology has expanded the domain of space operations 
and introduced sophisticated forms of conflict, notably information warfare, into 
the extraterrestrial domain. Information warfare, a concept historically confined 
to cyberspace and electronic communication channels on Earth, has transcended 
atmospheric boundaries, emerging in space through advanced tactics such as signal 
jamming and global navigation satellite system (GNSS) spoofing. These tactics 
epitomize a significant shift in the nature of military operations [28], extending the 
theater of war into space, where control over information and communication lines 
becomes a pivotal aspect of strategic dominance [29, 30].

The extension of information warfare into space necessitates a reevaluation of 
existing security protocols and the development of innovative countermeasures to 
protect space infrastructure. By integrating cyber resilience frameworks, along with 
the adoption of advanced encryption technologies and intrusion detection systems, 
the international space community asserts its commitment to preserving the integrity 
of space operations amidst the burgeoning threats of information warfare [2, 24].

Moreover, international cooperation and the establishment of norms and regulations 
governing the use of space for military purposes become essential in mitigating the risks 
associated with information warfare in space [28]. Initiatives led by organizations such 
as north atlantic treaty organization (NATO), in conjunction with dialogs in interna-
tional forums, play a pivotal role in shaping a collective response to these emerging 
challenges, underscoring the importance of collaborative efforts in securing the space 
domain in the era of digital conflict [1, 29]. The criticality of such cooperation is high-
lighted by the ongoing efforts to develop a comprehensive legal and ethical framework 
for space operations, ensuring a balanced approach to space security that encompasses 
both military and civilian interests. Moreover, ongoing research focuses on the develop-
ment of post-quantum algorithms, aimed at bolstering resistance against potential 
quantum attacks. Given the long lifecycles of space systems, the implementation of 
quantum-safe cryptography is crucial to ensuring enduring security and resilience.

5.  Digital surveillance, ethics, and space

The rapid technological advancements have significantly expanded surveillance 
capabilities, particularly through space-based technologies such as satellites equipped 
with high-resolution imaging and signal interception capabilities. While serving as a 
powerful tool for ensuring national security, the omnipresent surveillance apparatus 
simultaneously poses significant risks to individual privacy and civil liberties, leading 
to an ethical quandary surrounding the potential misuse of these technologies. These 
ethical dilemmas were underscored by the global surveillance disclosures of the early 
twenty-first century, prompting calls for a reassessment of surveillance practices and 
oversight mechanisms.
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Reports from organizations such as Privacy International [31] and the Electronic 
Frontier Foundation [32] provide valuable insights into the potential overreach of 
surveillance practices, advocating for stringent safeguards to protect individual rights 
in the digital age. The pressing need for ethical considerations within digital surveil-
lance through space technologies must be met with robust regulatory frameworks 
and oversight mechanisms to ensure the responsible and ethical use of space-based 
surveillance technologies. The delicate balance between leveraging these technologies 
for security and prioritizing individual rights underscores the imperative for ethical 
vigilance, global cooperation, and continuous assessment of the ethical implications 
of space-based surveillance.

The ethical dilemmas pertinent to digital surveillance in space were underscored 
by the global surveillance disclosures of the early twenty-first century. These revela-
tions brought to light the extent to which governments could intercept personal com-
munications and track individuals on a global scale, prompting a worldwide debate 
on privacy rights and state surveillance. The profound impact of these disclosures on 
international relations prompted calls for the reassessment of surveillance practices 
and oversight mechanisms, highlighting the delicate balance needed between leverag-
ing space technologies for security and upholding ethical standards and respect for 
privacy.

Given the rapid pace of technological advancement and the international nature 
of space, a critical need arises for a global dialog on the establishment of norms and 
regulations that govern the use of space for surveillance purposes. Studies and policy 
analyses offer a foundational framework for understanding the complexity of space 
surveillance ethics [33]. These studies elucidate the challenges and propose pathways 
toward equitable space surveillance governance [17], emphasizing the importance 
of international legal cooperation and the establishment of transparent regulatory 
mechanisms.

6.  Toward a post-structuralist approach in space cybersecurity

As the digital age continues to reframe space security, a need arises for a reas-
sessment of traditional security frameworks to effectively address the multilayered 
and evolving threats characteristic of this era. The complexity encapsulating these 
challenges underscores the requirement for a more refined understanding and an 
adaptive approach to space security. A post-structuralist approach offers a promis-
ing pathway for reimagining space security early in this discourse. This theoretical 
framework emphasizes the deconstruction of traditional power structures, the 
interrogation of established narratives, and the exploration of the fluidity of power 
relations in the cyber and space domains. Post-structuralism’s intrinsic critique of 
fixed meanings and identities facilitates a more flexible and comprehensive analysis 
of security challenges that transcend national boundaries and defy simplistic solu-
tions. In the application of a post-structuralist framework to space security, there is 
an acknowledgment of the significance of examining how language, discourse, and 
power dynamics shape our comprehension of security threats and responses. This 
perspective encourages a critical evaluation of the assumptions underpinning current 
security practices and the exploration of alternative strategies that are more inclusive 
and adaptable to the rapidly changing technological landscape. Moreover, the incor-
poration of structuralist theory enriches our understanding by providing a contrast 
to post-structuralist critiques and fostering interdisciplinary dialog on space security 
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dynamics. Furthermore, a post-structuralist approach promotes a holistic under-
standing of the global nature of space security, recognizing the interconnectedness of 
all actors involved, from nation-states to private entities and international organiza-
tions. To this end, incorporating structuralist theory, as it highlights the underlying 
frameworks within which these power structures operate, provides a foundational 
contrast to the post-structuralist critique.

This theoretical framework emphasizes the deconstruction of traditional power 
structures, the interrogation of established narratives, and the exploration of the flu-
idity of power relations in the cyber and space domains. Post-structuralism’s intrinsic 
critique of fixed meanings and identities facilitates a more flexible and comprehensive 
analysis of security challenges that transcend national boundaries and defy simplistic 
solutions [8, 9]. From the outset, the dialog between structuralist insights and post-
structuralist critiques enriches our understanding of space security dynamics.

Exploring critical perspectives from theorists such as Michel Foucault and Jacques 
Derrida sheds light on the complex interplay between language, discourse, and power 
dynamics in shaping security responses. This perspective encourages a critical evalu-
ation of the assumptions underpinning current security practices and the exploration 
of alternative strategies that are more inclusive and adaptable to the rapidly changing 
technological landscape. For instance, the analysis of space security discourses can 
unveil how certain threats are prioritized over others, reflecting broader geopolitical 
interests rather than an objective assessment of risks [34].

Furthermore, a post-structuralist approach promotes a holistic understanding of 
the global nature of space security, recognizing the interconnectedness of all actors 
involved, from nation-states to private entities and international organizations. This 
standpoint advocates for collaborative and multi-stakeholder strategies that transcend 
traditional power hierarchies, fostering a more equitable and effective governance of 
space activities [35].

© 2024 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
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Perspective Chapter: AUKUS 
Pillar 2 – Technology, 
Interoperability, and Advanced 
Capabilities in the Evolving 
Trilateral Security Partnership
Chris J. Dolan

Abstract

The Australia-United Kingdom-United States (AUKUS) partnership is more than 
an agreement on nuclear propulsion submarines. In Pillar 2 of the agreement, AUKUS 
serves as an advanced technological accelerator premised on strategic collaboration, 
interoperability, and integration in the Indo-Pacific. Pillar 2 prioritizes advanced 
technologies and defense industrial capabilities in the trilateral partnership’s strategic 
competition with China. This perspective chapter unpacks eight functional areas that 
comprise Pillar 2: hypersonic missiles and long-range weapons, artificial intelligence, 
undersea capabilities, advanced cybersecurity, quantum technologies, autonomous 
weapon systems, information sharing, and innovation. Measures of success are 
determined by AUKUS partners applying these to balance China. However, bureau-
cratic impediments and export controls, protecting information, intelligence, and 
communications, and future expansion of AUKUS challenge the trilateral partner-
ship. However, AUKUS Pillar 2 has strong potential to strengthen interoperability 
and build confidence and trust in innovative solutions to emerging threats. Pillar 2 
represents a new form of alliance-building with its focus on technological innovation 
and information sharing, flexibility, integration, and interoperability. The perspec-
tive in this chapter is that AUKUS is a strategically significant alliance that furthers 
collaboration, integration, and interoperability in advanced defense technologies and 
capabilities in deterring China and projecting international order.

Keywords: AUKUS, Pillar 2, defense capabilities, advanced technologies, functional 
areas, integration, interoperability, Indo-Pacific, China, strategic competition

1.  Introduction

The Australia-United Kingdom-United States (AUKUS) defense partner-
ship is more than a nuclear submarine deal. AUKUS has strategic significance in 
strengthening technological and security cooperation in maintaining a “free and 
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open Indo-Pacific” in response to China’s rising influence in this vital strategic 
environment [1]. Pillar 1 is a major investment in Australia’s nuclear submarines and 
will be built in Australia and designed by the U.S. Pillar 1 boosts Australia’s maritime 
capabilities and enhances power projection in the Indo-Pacific region in response 
to China’s military modernization. AUKUS is much more than a defense alliance 
premised on warfighting and deterrence; rather, AUKUS is a partnership designed to 
advance next generation defense capabilities and technologies in the intense geopo-
litical competition with China [2].

With Pillar 2, AUKUS partners will collaborate and invest in developing 
advanced military technologies to boost their own capabilities in ways that maintain 
their advantage over China’s expanding military and technological assets. Pillar 2 
expands the trilateral partnership into eight advanced technological areas rang-
ing from hypersonic weapons to advanced autonomous systems and quantum 
technologies [3]. Put simply, the Pillar 2 focus on developing advanced technologies 
complements the Pillar 1 emphasis on supplying Australia with nuclear-powered 
submarines. Pillar 2 embraces the idea of an intense military and technological 
competition with China by investing dollars and pounds into next-generation 
military capabilities to ensure that the Indo-Pacific region is shaped by the open and 
rules-based international order. Pillar 2 transforms the trilateral partnership into a 
significant alliance premised on technological, military, and intelligence cooperation 
and collaboration.

However, AUKUS is not a formal treaty alliance with binding security commit-
ments like NATO. There is nothing in AUKUS like an Article 5 collective security 
provision in the North Atlantic Charter [2, 4]. AUKUS is a flexible and informal 
defense arrangement centered on developing and sharing nuclear submarine 
capabilities (Pillar 1) and advanced technologies and defense capabilities (Pillar 2) 
[5]. AUKUS is not an Indo-Pacific NATO. Rather, it is a strategic alliance that places 
a premium on integration and collaboration on defense capabilities and technologi-
cal advancements and information sharing in response to security challenges in the 
Indo-Pacific region that will restructure geopolitical dynamics well into the twenty-
first century.

The purpose of this chapter is to assess the goals and objectives in Pillar 2 of 
AUKUS, identify consequences and challenges, and highlight areas of success and 
technological transformation. The success of Pillar 2 depends on trust and solidarity 
of the trilateral partnership in the implementation of capabilities [6]. Challenging 
mindsets on interoperability, communication, integration of weapons systems, and 
sharing advanced technological capacities is essential. As former Prime Minister 
of Australia Kevin Rudd stated, Pillar 2 should be a “seamless integration between 
defense industries” [7].

It will also depend on the extent to which the already close defense relationship 
between Australia, the U.K., and the U.S. can transform into a collaborative strategic 
and intense with China over the future of security in the Indo-Pacific region [8]. The 
development of a shared strategic culture and like-mindedness will facilitate this 
transformation. The three partners are taking China’s rise seriously and committed 
to strategic competition; however, they must follow through. Pillar 2 is consequential 
in the race between AUKUS members and China over who gets to set the rules in the 
Indo-Pacific region [6]. That is, Pillar 2 is a technological accelerator for integrated 
defense capabilities that will maintain stability, deter China’s expanding capabilities, 
enhance technological and defense cooperation, and boost industrial capacities in the 
production of defense-related technologies.
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2.  Overview of Pillar 2 objective and goals

The objective of Pillar 2 is to remain ahead of China in the strategic competition 
over advanced technologies and military capabilities in the Indo-Pacific region [3]. 
Issued through a joint declaration on September 15, 2021, AUKUS is designed to 
develop capabilities to “promote a free and open Indo-Pacific that is secure and sta-
ble” [9]. In the near term, Pillar 2 seeks to improve efficiencies in interoperability 
in command and control and electronic warfare. In the long term, the pillar com-
mits the trilateral partnership to integrating eight functional areas in hypersonic 
weapons, artificial intelligence, cybersecurity, quantum technologies, undersea 
capabilities, electronic warfare, information sharing, and innovation [10].

Working groups will monitor and coordinate advancements in the eight functional 
areas. Working group members are comprised of ministerial officials, legislative rep-
resentatives, defense contractors, and researchers from leading universities, among 
others, in the three member states [11]. The effectiveness of each group is premised 
on developing public-private partnerships and collaboration as well as research and 
development initiatives focusing on advanced defense capabilities. The challenge will 
be overcoming barriers to collaboration, intelligence sharing, and adjusting export 
controls and regulations that could inhibit integration of technological capacities and 
weapons systems [12].

Each government is committed to supporting the defense capabilities and 
national security posture of the other by enhancing existing trilateral military 
capacities in the Indo-Pacific region [13]. Activities are coordinated through each 
working group. Developments in functional areas will be determined by combin-
ing intelligence sharing and partnerships, technological collaboration, innovation 
and scientific capacities, and integration of procurement, supply chains, and 
defense industrial bases [12].

While empirical research and theory on AUKUS is emerging and evolving, the aca-
demic literature focusing on Pillar 2 remains underdeveloped. Scholarly assessments 
of Pillar 2 are crucial to understanding technological and military competition with 
China as the race for critical technologies is fast becoming a pivot point for innovation 
in artificial intelligence and machine learning, semiconductors, and biotechnology. 
Fraser and Solomon explain that ad hoc alliances like AUKUS and the Quadrilateral 
Security Dialogue (the Quad) function as “minilaterals” that have the potential to 
reshape the “Indo-Pacific security architecture” given their focus on collaboration in 
“defense-technology” [14]. Taylor further develops this approach by observing that 
the parameters of Pillar 2 rest on concepts of integration, collective deterrence, and 
innovation power advanced defense technologies undergird AUKUS as “a minilateral 
institutional arrangement” [15]. But as Cheng maintains, the as technological and 
military advancements unfold, AUKUS is likely to provoke China as it “will have no 
choice but keep elevating their military levels” [16].

Leoni and Tzinieris argue that the strategic focus on technological elements allow 
AUKUS to function as a coalition-building project through a world order studies 
perspective [17]. Koga takes this one step further by observing that coalition-building 
efforts made possible by AUKUS, and the Quad reflect “tactical hedging,” in which 
the three like-minded partners share similar interests in coordinating efforts to 
contain China’s rising military and economic influence [18]. Another study suggests 
that AUKUS Pillar 2 should be understood as central to upholding a “free and open 
Indo-Pacific” that can include additional partners like Canada, New Zealand, Japan, 
and India [19]. However, Tzinieris, Chuahan, and Athansiadou argue that contrary to 
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U.S. efforts to align with India more closely, New Delhi has no intention of ceding its 
“strategic autonomy” [20].

The methodological or conceptual perspective of this chapter is premised on 
integration, interoperability, and collaboration in the prioritization of advanced 
technological assets among the three AUKUS partners in Pillar 2. Australia, U.K., and 
U.S. are sharpening their focus on applying advanced capabilities and maintaining 
their technological edge in response to major power adversaries, especially China. 
President Biden has described China’s rise and investments in military technologies as 
a challenge to the “current strategic environment” [1]. Therefore, Pillar 2 is designed 
to develop solutions for this competition over who gets to set the rules in the Indo-
Pacific and determine regional security. While China objected to AUKUS an effort 
to contain its rise and influence in Asia, most states in the Indo-Pacific region have 
quietly, cautiously, or enthusiastically supported the defense arrangement or have not 
expressed an objection or opinion [21].

Progress will be determined by investments made in joint projects in the eight 
functional areas. For example, in quantum technologies, an “AUKUS Quantum 
Arrangement” was created boost “generation-after-next quantum capabilities” in 
defense integration of navigation, positioning, and timing technologies by 2026 
[22, 23]. A “Trade Authorization Mechanism” will modernize collaborative efforts in 
“technology sharing and defense trade among only the AUKUS partners” [24]. While 
Pillar 2 makes significant investments in military partnerships for AUKUS members, 
success will be determined by overcoming standard operating procedures in defense 
and established mindsets on sharing advanced technologies as well as the geopolitical 
realities of competing with China in the Indo-Pacific.

3.  Functional areas

Pillar 2 has targeted eight areas in which member states will invest and advance 
military and technological capabilities. This section will explain each area and assess 
challenges and opportunities.

3.1  Hypersonic missiles

Pillar 2 supercharges research and development and deployment of hypersonic 
missiles that close the reaction times of air defense systems and threaten targeted 
sites. Integration among AUKUS members means that the three members will carry 
tremendous and decisive advantages in the Indo-Pacific and serve as a major deter-
rent to China in the region [25]. Given that these weapons fly at the speed of Mach 5 
or higher, the potential to alter the complex balance of power in the Indo-Pacific by 
checking China’s prompt acceleration of these technologies [26].

The incredible speed, maneuverability, and precision of hypersonic missiles 
make them a priority weapon in the AUKUS arsenal. Put simply, the development of 
hypersonic missiles and integration within trilateral defense will provide AUKUS with 
a decisive strategic advantage. The accuracy of these weapons, high precision capa-
bilities, and advanced platforms will minimize collateral damage and offer flexible 
response [27].

The dedicated working group on hypersonic missiles focuses on research and 
development, technology transfers, and information sharing. Facilitating joint 
projects depends on integrating existing hypersonic programs [21, 22]. Australia’s 
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High-Speed Projectile hypersonic project is currently being developed by BAE 
Systems Australia as “Project Javelin” under the supervision of Defence Australia and 
aligned with the 2020 Force Structure Plan that dedicates $30 billion in high-speed 
weapons systems and other programs [28]. The U.S. is investing in hypersonic glide 
vehicles that utilize kinetic energy to fly at high speed and cruise missiles powered by 
scramjets [29]. The U.K. will likely purchase glide vehicles through its partnership in 
AUKUS as well as investing in advanced hypersonic development projects as it does 
not possess a program [30, 31].

Over the next several years, AUKUS partners will test and assess the effectiveness 
of these programs and accelerate development and deployment. While AUKUS is 
committed to program integration, these projects are costly and could pose logistical 
hurdles [23]. Ensuring a steady stream of public and private R&D investments and 
overcoming technical and operational difficulties in the weapons systems will chal-
lenge partner states [22]. More important, while hypersonic weapons are a powerful 
deterrent against aggressors, long-range capabilities may complicate arms control ini-
tiatives and lead to weapons proliferation in the Indo-Pacific with China, Russia, and 
North Korea pursuing and sharing their own capabilities [27]. The risks are apparent 
and the prospects for escalation are high as hypersonic capabilities increase.

3.2  Artificial intelligence

Given the complexities and rapid change in artificial intelligence and machine 
learning technologies, AUKUS has prioritized infusion of AI systems within defense 
capabilities. The goal is to apply AI in ways that enhance targeting across conventional 
military, information, and cyber domains in a responsible fashion [32, 33]. Effective 
AI can process and assess data in rapid and efficient ways and assist with integrated 
assessments of patterns and trends in the threat landscape [34]. Furthermore, it 
can enhance procurement and supply chains, training on weapons systems, and 
logistics [22]. AI will also improve autonomous weapons like drones, covert opera-
tions, and reconnaissance as well as AI-enabled tools for improving critical infra-
structure protection of integrated defense industrial bases [35, 36].

Before AUKUS was announced in September 2021, Australia, the U.S., and U.K. 
had already developed comprehensive AI-powered security tools and autonomous 
systems [22]. The U.S. Joint Artificial Intelligence Center manages AI applications in 
each military branch with “mission initiatives” in health and business processes, joint 
logistics, joint force protection, joint information warfare, academic/industry engage-
ment, and joint command and control [22, 37]. In 2023, the U.S. defense budget allo-
cated $5 million for an “Artificial Intelligence development Hub” under the category 
of “AUKUS Innovation Initiatives” [38–41]. In 2021, Australia released “Australia’s AI 
Action Plan” and one year later the U.K. Ministry of Defence developed a “Defence 
Artificial Intelligence Strategy” [41].

However, AI presents many challenges. Integrating three AI systems in three 
militaries will be difficult especially as it relates to developing pipelines of talent into 
defense departments and ministries and retaining personnel [42]. Another challenge 
will be to ensure that AI-systems are not subject to biases that can infect data process-
ing, collections, and analysis [23]. In addition to responsible use of AI-enabled tools, 
instilling transparency into military systems will be consequential for integration 
and interoperability. As much as integration is a challenge in AI capabilities, concerns 
about oversight and lack of human control are considerations in building a trilateral 
culture of responsible use of autonomous systems [43].
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3.3  Quantum technologies

This functional area puts forth an “AUKUS Quantum Arrangement” that invests in 
quantum computing in communications and cryptography. The Arrangement coor-
dinates American, Australian, and British innovation and research and development 
in navigation and timing for global positioning systems across domains [44]. These 
initiatives are designed to secure communications and enhance critical infrastruc-
ture resilience activities through cryptography, cybersecurity, and encryption [45]. 
Quantum sensors will enhance precision timing and positioning for targeting and 
navigation in operations, computer simulations, wargaming, logistics, and weapons, 
and improve signals and imagery intelligence collections [23].

Initiatives developed through the arrangement are based on the U.S. Defense 
Quantum Information Science and Technology Research and Development 
Program [46]. This initiative came into effect in 2019 to invest in R&D for quantum 
science R&D and promote interagency communication within the Department of 
Defense. Similar measures have been undertaken in Australia and the U.K. to boost 
collaboration in R&D in quantum technologies [22].

The Quantum Arrangement presents both opportunities and risks for AUKUS 
[43]. The arrangement is expected to enhance intelligence collections and sharing, 
attract talent through recruitment and research investments, and collaboration on 
networks, cryptography, and sensors [47]. However, if investments are not sustain-
able over the long term, technological challenges are bound to arise. Expert talent 
could be lost to other industries with higher compensation and regional security 
could be at risk if a quantum arms race with China and Russia ensues. Moreover, 
in the absence of strong governance and ethical guidelines, data leaks, and misuse 
of simulations and wargaming could destabilize the balance of power in the Indo-
Pacific [22].

3.4  Advanced cybersecurity

Increasing collaboration on cyber defense measures and integrating and boost-
ing offensive cyberwar capabilities and threat intelligence is a key element in Pillar 
2 [22, 23]. The importance of integration and information sharing in multi-domain 
operations in an irregular warfare context will shape strategic competition with China 
and Russia. The ability to wage contemporary cyberwarfare against these adversaries 
depends on secure IT systems and critical infrastructure in key sectors like energy, 
defense industrial bases, telecommunications, financial institutions, health care, and 
transportation [48].

Cyberattacks from malicious state or non-state actors could disrupt networks and 
spread through critical sectors, crippling financial systems, destabilizing govern-
ments, and dislocating social life. The SolarWinds Hack in 2020 was a devastating 
supply chain attack and the Colonial Pipeline ransomware attack disrupted U.S. 
energy distribution as did the Microsoft Exchange attack [49]. Australia suffered sev-
eral damaging cyberattacks such as the platform Canva, Optus telecommunications, 
and the data breach at Latitude financial services [50]. Devastating cyber incidents 
against the U.K. targeted the Manchester police in a series of ransomware attacks in 
2023 [51].

AUKUS partners have relatively robust national cybersecurity strategies that 
put forth similar goals and objectives in cyber defense and critical infrastructure 
protection [22]. The 2023 U.S. Cyber Security Strategy advances five priorities: 
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securing and protecting privacy in America’s 16 critical infrastructure sectors; 
dismantling malicious threat actors; public-private partnerships for recovery and 
resilience; research and development in cyber technologies; and building interna-
tional partnerships and arrangements [52].

Australia and the U.K. have similar strategic goals that highlight the importance 
of resilience and collaboration between national defense agencies and commercial 
entities. Australia’s National Cyber Security Strategy of 2023 to 2030 advances similar 
themes of protecting businesses and citizens, protecting technology, threat sharing, 
critical infrastructure, sovereign capabilities, and global leadership. This was supple-
mented with an action plan highlighting the importance of collaborating with the 
private sector to develop new and advanced cyber technologies for critical infrastruc-
ture resilience [53]. Similar to the U.S. and Australia, the U.K.’s 2022 national Cyber 
Security Strategy rests on making investments in industry and universities; data 
protection and digital prosperity; industrial capabilities and secure cyber technolo-
gies for critical infrastructure; shaping international cyber norms; and public-private 
partnerships [54].

The overlapping themes in cybersecurity strategies among AUKUS partners shows 
that modern warfare is interconnected and reliant on secure critical infrastructure 
and information technology/operational technologies. Collaboration within AUKUS 
is focused on sharing compliance guidelines and best practices, joint protocols for 
incident response, and enhancement of offensive cyberwarfare techniques [43]. 
Protecting critical infrastructure sectors from cyberattacks against electrical grids, 
transportation systems, banks, hospitals, wastewater treatment, commercial services, 
defense production, and mobile networks are now national security priorities. Cyber 
defense integration within AUKUS means collaboration and merging approaches 
to attracting and retaining professional cybersecurity talent, cyber professional 
development, training, and public awareness about data protection and privacy [35]. 
Successful integration involves holding joint cyber exercises, vulnerability scanning, 
penetration testing, risk mitigation, sharing real-time threat intelligence and infor-
mation, and partnerships with private sector businesses and academia.

AUKUS confronts several challenges in integrating cyber defense measures. The 
trilateral partnership should consider developing and uphold cyber norms that hold 
malicious threat actors accountable and focuses on attribution of cyber incidents. 
Merging vulnerability scanning, risk assessment, and threat intelligence to delineate 
trends in the threat landscape will involve integration of artificial intelligence and 
machine learning capabilities [43]. This raises the possibility of new vulnerabilities 
that could be exploited by malicious threat actors. The focus on integrated cyber 
defense suggests that cybersecurity is crucial to defending battlespaces and critical 
infrastructure through workforce development, talent recruitment and retention, 
collaboration with the private sector, and R&D [22, 23].

3.5  Undersea capabilities

Within AUKUS, undersea capabilities refer to unmanned high technology military 
systems which operate underwater for robotic and other purposes. For the U.S. Navy, 
the focus is on R&D efforts on procurement and operation of unmanned underwater 
vehicles (UUVs) and other advanced systems that differ in size and capability and 
have intelligence collections capabilities, advanced sensors for tracking movements, 
reconnaissance, anti-mining capacities and countermeasures, anti-submarine and 
anti-surface capabilities, and can maintain communications networks [55]. The 
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U.K. Royal Navy purchased and acquired REMUS unmanned vehicles and the Royal 
Australian Navy has partnered with defense corporations for larger Speartooth 
undersea vehicles and systems [55–58].

Coordination and integration of undersea capabilities among the U.S. Navy, 
Royal Navy, and Royal Australian Navy takes place through the AUKUS Undersea 
Capabilities Working Group [23]. The group established the AUKUS Undersea 
Robotics Autonomous Systems initiative, which is developing small to larger and 
long range autonomous undersea vehicles [59]. According to the White House, the 
initiative will serve as “a significant force multiplier for [AUKUS] maritime forces” 
with $10 million allocated to for unmanned undersea mission payloads and another 
$25 million for “AUKUS Innovation Initiatives.” Australia partners with the American 
defense technology company Anduril Industries for delivery of extra-large autono-
mous undersea vehicle prototypes to the Royal Australian Navy [60, 61].

To maintain a free and open waterways and maritime security through key 
chokepoints, advanced unmanned undersea robotic capabilities are of vital strate-
gic importance to AUKUS. Integrated unmanned underwater vehicle systems will 
enhance interoperability, communications with submarines, and early detection 
of threats [62]. China’s development of undersea capabilities and technologies 
could alter the balance of power in the Indo- Pacific and threaten the underwater 
environment [63].

However, new investments and developing undersea capabilities come with 
several challenges and risks. Advanced underwater military and intelligence tech-
nologies are complex, sophisticated, and come with a hefty price tag in national R&D 
budgets [62]. These are highly sensitive vehicles that operate in tough and challeng-
ing underwater environments and will face China’s rapidly advancing undersea 
vehicles [64].

A strong AUKUS undersea presence can serve two purposes. First, unmanned 
underwater vehicles function as an effective deterrent to China and other adversaries 
threatening naval operations or commercial shipping. Second, AUKUS could enhance 
scientific progress in civilian oceanographic research and undersea exploration 
[22, 23].

3.6  Electronic warfare

Development of advanced technologies to attack or undermine adversary commu-
nications and radar comprises electronic warfare (EW). EW systems present AUKUS 
with considerable tactical advantages as next-generation capabilities allow partners 
to exploit the electromagnetic spectrum to blind radars, disrupt GPS navigation and 
deceive adversaries, and, should it become necessary, launch attacks on targeted 
sites [65]. Strong countermeasures also allow AUKUS partners to build critical 
infrastructure resilience in civilian and military systems [66]. Also, EW systems allow 
more effective and covert intelligence collections using electronic and communica-
tions signals, boosting early detection and threat intelligence of adversary patterns 
and trends over time [67]. Moreover, AUKUS’s EW capacities will help counter 
China’s EW systems.

AUKUS integration of EW systems involves merging defense platforms for drones, 
warships, warplanes, and fixed ground-sites. To optimize integration and ensure 
continuous interoperability while mitigating risks, joint exercises will take place 
simulating coordinated electronic attacks and enhanced electronic defenses [22, 23]. 
The integration process will be assisted by the fact that Australia, the U.K, and U.S. 
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operate the U.S. Air Force AEW&C E-7 Wedgetail platform [68]. The platform 
integration advantage boosts battlefield and battlespace dominance while protecting 
Australian, British, and American forces in the Indo-Pacific [69].

Given rapid advances in communications, radar systems, and GPS navigation, 
remaining ahead of China demands uninterrupted government and private sector 
investments in R&D to update EW systems [70]. Cybersecurity must also be regu-
larly updated, and networks patched given that vulnerabilities will be exploited by 
adversaries. Vulnerability scanning and risk mitigation should be incorporated into 
integration processes to minimize unintended consequences.

3.7  Information sharing

Collaboration and cooperation on critical information is so important in AUKUS 
that it has been provided its own specific functional area in Pillar 2. Information 
sharing is concerned with building secure mechanisms and systems for sharing sensi-
tive data and classified information on military technologies, weapons systems, and 
interoperability among cleared personnel in the trilateral partnership [71]. Effective 
information sharing involves maintaining mutual confidence and assurance while 
also strengthening defense posture in the intensely competitive Indo-Pacific.

Sharing and using classified information and data is the foundation upon which 
AUKUS will function as a meaningful trilateral partnership. Put simply, confidence 
and trust undergird AUKUS pillars 1 and 2. Australia, the U.K., and U.S. already have 
a history of trusted cooperation and information sharing in the Five Eyes intelligence 
partnership that also includes Canada and New Zealand [72]. The role of advanced 
technologies in hypersonic missiles systems, undersea capabilities, cybersecurity, 
artificial intelligence, quantum technologies, electronic warfare, and innovation 
rests on enhanced collaboration driving benefits derived from shared expertise 
among AUKUS forces [5]. Collecting and sharing information drives cooperation on 
integrated and joint operations in response to threats, risks, and vulnerabilities in the 
Indo-Pacific [73].

The information sharing working group will develop secure communications to 
facilitate integration of intelligence and defense capabilities across functional areas. 
A secured cloud will allow for joint access among cleared personnel to move AUKUS 
forward on integrated intelligence collections and analysis and information sharing 
on hypersonic missiles, cybersecurity, artificial intelligence, quantum technologies, 
undersea capabilities, innovation, and electronic warfare [74]. Secure sharing of clas-
sified intelligence and data exchanges are determined by common security standards 
and procedures developed in the working group [75].

However, the risks of intelligence sharing are significant as potential vulnerabili-
ties could expose AUKUS to malicious state and non-state actors seeking to penetrate 
secure systems and gain access to classified information and data [22]. Striking the 
appropriate balance between sharing information on advanced defense technologies 
and securing classified intelligence through common security systems to prevent 
unauthorized access is vital to AUKUS [76]. Also, addressing differences in security 
clearance processes and data platforms is paramount. Effective information sharing 
comes down to trust and confidence as well as transparency among the three partners.

Barriers to information sharing, such as restrictive export controls and bureau-
cratic politics premised on long established standard operating procedures and 
risk aversion on controlled classified intelligence, will impede integration and 
interoperability [77]. Some experts including American legislators have argued that 
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existing U.S. export controls could obstruct information sharing about advanced 
technologies and defense industrial capacities with Australia and the U.K. U.S. defense 
regulations and procedures could impose undue burdens and prevent defense con-
tractors from pursuing joint defense projects and delay implementation [78–80].

3.8  Innovation

While trust and confidence are essential for information and intelligence sharing, 
innovation is consequential for AUKUS to maintain its strategic advantage in the secu-
rity environment and threat landscape in the Indo-Pacific [81–83]. Innovation will be 
driven by collaborative investments and personnel driving joint research and develop-
ment initiatives in next-generation technologies, diverse software applications, and 
hardware in support of defense capabilities [23, 71, 76]. Pooled R&D resources will 
determine the extent of innovation and scientific capacities. Innovation could even 
stimulate dual-use applications and specific technological advancements for commer-
cial enterprises and consumers [84, 85].

Collaborative innovation among AUKUS partners will also be shaped by a tol-
eration for risk taking and flexibility. Investing and funding in both established 
multinational corporations and startups will help sustain an integrated and dynamic 
scientific ecosystem [42]. Incentives for building and maintaining public-private 
partnerships will encourage knowledge-sharing and extend the defense workforce 
into other domains. In December 2023, AUKUS defense leaders announced the 
creation of an “innovation challenge series” that would encourage participation from 
the private sector on new ways to develop electronic warfare capabilities [86].

Australian, British, and American companies will drive innovation among AUKUS 
partners, allowing it to maintain and expand its strategic edge in the intense competi-
tion with China in the Indo-Pacific [23, 87]. With the integration of the three private 
industries in AUKUS countries there is a strong likelihood for rapid new initiatives 
in artificial intelligence and machine learning, autonomous platforms, underwater 
detection, materials science, propulsion, and global positioning [42].

But there are challenges that could withhold the pace of innovation. First, 
recruiting and retaining qualified personnel and expertise who could obtain higher 
compensation packages in other industries will be a major challenge [88]. Second, 
there are questions about guaranteeing ethical and responsible use of new and 
next-generation technologies, especially those that relate to artificial intelligence and 
machine learning tools as well as autonomous weapons [89]. Although the advantages 
of such capabilities include enhanced data analysis, stronger situational awareness, 
automated defense and intelligence tasks, and improved cybersecurity, lack of 
transparency and misuse of autonomous weapons for offensive purposes, and privacy 
concerns could arise. Third, common security procedures and protocols must ensure 
that rapid advancements in innovative defense technologies do not elevate speed 
over security. The need to maintain standards, best practices, and compliance should 
keep up with the rapid pace of innovation in functional areas like AI-enabled defense 
capabilities [89].

4.  Conclusions

AUKUS is a trilateral security partnership developed in response to the rising 
significance of the Indo-Pacific region and China’s expanding influence. Pillar 2 is 
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important given its focus on integration of defense capabilities and advanced tech-
nological collaboration in hypersonic missiles and long-range weapons, artificial 
intelligence, undersea capabilities, advanced cybersecurity, quantum technologies, 
autonomous weapons systems, information sharing, and innovation. New and emerg-
ing security threats in the Indo-Pacific led to the formation of the functional areas 
on integration and interoperability in AUKUS Pillar 2 [90]. However, the eight areas 
are abstract with a lot of programs, products, public institutions, and private entities 
involved in shaping technologies and defense capabilities. The diverse array of areas 
and existing export controls could present bureaucratic impediments to joint projects 
and exercises [91].

Overcoming the challenges of integrating defense technologies and capabilities 
requires a significant diplomatic effort in the three AUKUS partners [92]. AUKUS 
partners must put resources into balancing strategic competition with China in the 
Indo-Pacific while communicating and collaborating with one another. Also, hyper-
sonic weapons and long-range weapons systems risk escalation with China, Russia, 
and North Korea. Furthermore, information and intelligence sharing of advanced 
technologies and defense assets among AUKUS partners demands security controls 
to prevent data leaks, breaches and incidents, and cyber espionage. Supercharging 
artificial intelligence, cybersecurity, and autonomous weapons should raise serious 
concerns about privacy, bias, and abuse. AUKUS partners must adhere to ethical 
principles and responsible use.

Unlike NATO, it is a flexible partnership with less formal impediments for 
developing partnerships and including new members. Pillar 2 offers considerable 
opportunities for non-nuclear partners interested in building technological and 
defense capabilities. Canada and New Zealand are more likely to partner with AUKUS 
Pillar 2 given they are already in the Five Eyes intelligence sharing compact [93, 94]. 
New Zealand could be enticed given geostrategic realities. Defence Minister Andrew 
Little stated, that if New Zealand was offered access to Pillar 2 areas, it was “willing 
to explore it” [95, 96]. In May 2023, it was reported that Canada may be interested in 
entering Pillar 2 areas to boost its artificial intelligence and cybersecurity capabili-
ties [97, 98]. Japan is also another potential AUKUS Pillar 2 partner given its defense 
industrial and technological relationship with the U.S. and concerns about China [99].

AUKUS Pillar 2 is an endeavor premised on developing collaboration and integra-
tion. The opportunities for integration of advanced technologies and next-generation 
defense capabilities are extensive and substantial. The trilateral partnership is serious 
about pooling R&D and expertise to develop technologies that will provide AUKUS 
partners with a strategic edge over China in the Indo-Pacific [2, 6, 23].

Deeper integration of cutting-edge technologies will boost joint operations and 
enhance the ability of three partners to promote a rules-based order in the face of 
adversaries seeking to upend them [3, 6]. The commitment to responsible use and 
transparency will be defining features of the partnership. With Pillar 2, deeper con-
nections among the defense assets of the three partners will strengthen collaboration 
and interoperability. AUKUS is unlike other alliance systems, namely NATO, in that 
it is a flexible and capabilities-based partnership driven by confidence and trust, 
accelerated innovation, and knowledge and information sharing [2, 4].
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Abstract

National security in the digital and information age may be jeopardized if a war 
breaks out internationally. At first, enemy countries may conduct air raids and hacking 
operations to destabilize and destroy all the electronic media of communication through 
bombardment and cyberattacks. In that case, a government must have a backup physical 
medium of communication to maintain not only communication within the government 
but also civilian communication. During this era of modern information and communica-
tion technology, the roles of post offices are redefined in the light of their roles during past 
wars in terms of building a more resilient society during modern warfare, which requires 
an assessment of the current level of readiness, adaptability and flexibility of the military 
to run the postal organization during war. Last but not the least, the article provides dif-
ferent case studies of postal operations during different wars. This article will refresh the 
knowledge of postal operations during wartime among postal as well as military officials.

Keywords: national security, war, physical and electronic medium of communication, 
national resilience, base and field post offices, ontological security

1.  Introduction

Have you ever thought of a world where the electronic communication system has 
broken down completely due to the onset of an international war? How would individu-
als and organizations communicate with their counterparts in that situation? In this 
age of modern technologies, many people often underrate the role and contribution of 
post offices in communication. Most of the people often argue that email has made the 
role of post offices blurred and has diminished its utility in today’s society. However, 
these people often overlook the role of post offices in maintaining the sovereignty of 
a state. Have these people ever thought of the fact that national security in the digital 
and information age may be jeopardized if a war breaks out internationally? Air strikes 
are usually the first activity during the war, which is used to destroy all the electronic 
mediums of communication of an enemy country through bombardment [1]. Moreover, 
there are chances of cyber warfare, where cyberattacks can render all the online systems 
dysfunctional. In that case, a government must have a backup physical medium of com-
munication to maintain not only communication within the government but also civilian 
communication. That is why even during this age of technology, the government still 
retains the control over post offices despite its being a losing concern for the government. 
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A nation should maintain a degree of resilience in order to revert to the physical medium 
of communication during war. During this era of modern information and communica-
tion technology, the role of post offices can be redefined in the light of their roles during 
past wars in terms of building a more resilient society during modern warfare. This 
article will refresh the knowledge of postal operations during wartime among postal as 
well as military personnel.

2.  Methodology

The aim of the chapter is to inform the readers about the potential role of post offices 
in maintaining national security during war. In doing so, this chapter uses several meth-
odologies. First of all, it reviews the existing literature in the field of war and national 
resilience to understand what roles are expected from post offices during wars. Secondly, 
it uses historical narratives to demonstrate how postal operations were conducted during 
war and how post offices contributed to maintaining national security during past wars. 
The exploration of some selected historical case studies is aimed at showing possible 
uses or means for post offices to be utilized to overcome the loss of infrastructure from 
attacks in wartime, which would work as possible lessons for the future wars. The use of 
historical narratives of the past wars has limitations in the sense that modern warfare is 
most likely to be drastically different from the past wars in respect of types of attacks, 
types of targets, means of attack and so on. Thirdly, based on the past case studies on 
different wars, the potential roles of post offices for modern war were derived as a pos-
sible solution to the problem of loss of electronic infrastructure during war. These roles 
are not meant to be specific to a certain country or for a certain point of time in history. 
Rather, they are to be deemed as an ideal solution to the problem rather than a universal 
approach. The relationship between modern potential roles and national security was 
analyzed and evaluated in the light of the existing literature in the field of security 
studies. Fourthly, readiness, adaptability and flexibility of the Army of different states 
in running postal organizations were assessed because it is recommended that the postal 
department come under the general command of the Army during the war and postal 
operations need to be conducted manually during the war because of the destruction 
of technologies. To conduct such assessment, a measure of correlation was used to find 
the association between ranks of military strengths and postal resilience score for 132 
countries of the world. Lastly, literature on modern war and resilience was reviewed to 
explore the relevance of post offices in respect of national security.

3.  Literature review

Any discourse on war remains incomplete without referring to some of its funda-
mental literature. As such, this section attempts to relate post offices’ role in national 
security during the war by referring it to the work of Carl von Clausewitz and other 
prominent authors on modern war and national resilience. This section will inform 
the readers about the roles that are expected from post offices during wars.

3.1  Clausewitz

A sensible starting point in this regard should be the “remarkable trinity” in 
war introduced by Clausewitz, which is used as “a central analytical framework for 
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comprehending the nature of war” [2]. Clausewitz’s trinity is composed of the people, 
the commander and his Army and the government [3] that try to capture the “human 
elements of war, the interactive dynamics of war and the centrality of fighting” [4]. 
In this trinity, the post office obviously falls within the last element of the trinity, that 
is, the government because the post office usually exists as a government department. 
During war, a government introduces “the rational calculus of war in order to protect 
the interest of the state, provide the goals for war, maximize and preserve the strength 
of the state relative to other states, and devise the overall strategic direction, includ-
ing the matching of resources and expenditures to anticipated gains” [3]. Post offices 
play a vital role in this rational calculus by maximizing and preserving the strength 
of the state relative to other states in respect of communication. During war, a robust 
physical medium of communication can be a differentiating factor for success among 
states. Post offices have also a role to play in respect of mobilizing various types of 
resources on behalf of the government during war.

In his book one, chapter six, Clausewitz dwelled over intelligence in war, which 
has much to do with the post office. Intelligence is defined as every sort of informa-
tion about the enemy and its country. The term “communication” is inextricably 
linked with the term “information.” At present, there are “varied means of commu-
nication” that “revolutionized the ability of commanders to receive information from 
and on the battlefield, allowing them to dispatch their orders and decisions much 
more effectively than in Napoleon’s time [3]. Handel [3] argues that Clausewitz’ (and 
even more so Tolstoy’s) pessimistic view of the commanders’ lack of effective control 
over the course of events on the battlefield is no longer justified—certainly not from 
the technical point of view because the difficulties in receiving and transmitting 
information on the battlefield have been reduced considerably. However, this is not 
true because during modern warfare, the technological equipment is not expected 
to be in order because of their dependence on transmission towers, which will be 
destroyed by air raids. In that case, post offices come as the savior for the commanders 
to receive and dispatch information and orders from and to the field staff.

Clausewitz has mentioned about the “sense of locality” as an important attribute 
of the commanders [4]. When an Army moves to a new locality, whose geography and 
people are completely unknown to them, they must rely on local guides and spies to 
provide them information on the local geography and people. Post office people are 
well versed in these two things by virtue of their nature of work. As such, they are the 
most suitable people to help Armies become conversant with local conditions.

Clausewitz was also concerned about the geographical dimension of war [4]. 
The most striking aspect of the geographical dimensions of war is the geographical 
limitation. McInnes [5] notes how, during the nineteenth and twentieth centuries, 
“Geographical limitations were overcome by improvements in transportation, 
enabling armies of hundreds of thousands to be moved and supplied over large dis-
tances.” The postal sector’s capacity in respect of logistics and delivery undoubtedly 
helps in overcoming the geographical limitations during war.

3.2  Creveld

Creveld emphasizes on the military balance as a sine qua non for winning a war [6]. 
He points out that military balance depends on the effective use of a multimodal com-
munication system during war. He provides accounts of some records of failures dur-
ing war, where some failures were due to interrupted communication. He underscores 
the supportive role of the non-combatants, which include civilian organizations 
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including post offices during war. Finally, he discussed about the obstacles to force, 
where communication obstacles are very crucial.

3.3  Tuck

Tuck delineates the principles of land warfare, where he emphasizes on the 
coordination between the Army and other state agencies as a precondition for success 
in land warfare [7]. He particularly mentioned the role of stable and uninterrupted 
communication infrastructure during war. Post offices, as a physical medium of com-
munication and a state agency, thus contribute towards the success of military in war.

3.4  Simpson

Simpson pointed out that war consists of a fragmented and polarized dynamics 
implying that war affects every infrastructure and institution in a country [8]. Thus, 
the post office is not an exception during war. Simpson emphasizes the traditional use 
of armed force to seek to create military conditions within which a political settle-
ment can be reached. However, creating such a conducive military condition hinges 
on the support of other organizations in a state, including the post office.

3.5  Lewin

Lewin shows through several case studies how resilience during war can save 
nations from the devastating consequences [9]. As part of national resilience, he 
proposed the deployment of a number of techniques that would render the effective-
ness of resilience programs by matching together the different factors of national 
resilience. In his model, he shows different combinations of factors and the resultant 
effects on national resilience. The combination of military and postal sectors has a 
distinct place in his model that leads toward improved national resilience in the com-
munication sector of a country.

4.  Postal operation during war

It may be mentioned that, during a war, a state’s backbone communication 
infrastructure is destroyed partially or thoroughly. As a result, the state of physical 
medium of communication gets back to a primitive state, where little or no technol-
ogy is used to perform postal operations, that is, mail collection, transmission and 
delivery. Rather, every operation is performed manually. In that case, one can assume 
that the postal services would be conducted in a manner similar to that during the 
Second World War. As such, it would be the most appropriate to describe how postal 
operations are carried out during war in the light of the situation that prevailed 
during the Second World War. The Postal War Manual which was published in 1937 
provides a fairly accurate description in this regard [10]. As such, the next paragraphs 
in this section have been taken from that book with a view to provide the readers with 
a comprehensive understanding of how postal operations are conducted during war.

During war, the postal service should come under the general command of the 
Army. The postal officials wear the ranks and badges of military personnel. During 
war, the units formed by the postal services on mobilization are termed as base postal 
depot, base post offices and field post offices. The Base postal depot works as a postal 
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clearing house, inquiry bureau, forwarding office and returned letter office for all 
field units. It also acts as the record office and depot for postal units and deals with 
the postal stock depots regarding issues of technical equipment. There are separate 
rules regarding the war establishments of field postal units.

The location of the base postal depot is decided by the head of the postal department 
in consultation with the Army Headquarters. Vicinity of the cantonments, field offices 
of the Armies, mail communication system and war situation at a certain locality, to 
name a very few, are some of the determining factors in this regard. One or more base 
post offices are opened as the channel of communication between the state and the field, 
and vice versa. Ordinarily, a base post office is established at each important military base 
of operations. In the case of overseas expeditions, base post offices are preferably estab-
lished at the main post of disembarkation. A base post office works as the head post office 
and a field post office works as the sub-post office in account with the base post office.

The postal services of an Army or force in the field are controlled by the officers 
of the postal service. These officers are attached to the general headquarters and the 
headquarters of the Armies. They receive the orders of their commanders through 
“Q” staff of the headquarters concerned. These officers are senior officials of the 
postal department who are equivalent to the position of Postmaster Generals.

The Director General of the Postal Department will issue instructions for mobili-
zation of all postal units included in the mobilization plan. During the course of oper-
ation, the Director of Postal Services will advise the Force Commander with regard 
to postal services. In the event of additional units required, the Force Commander 
will apply to the Quarter Master General, who will inform the Director General of the 
Postal Department of the requirements. The Director General will then issue orders 
for the raising of additional units. In the case of operations not entailing mobiliza-
tion, the command concerned may arrange direct with the Postmaster General of 
the postal circle for the provision of such field post office and base post offices as the 
circumstances require after obtaining approval from the Army Headquarters. The 
Quarter Master General will keep the Director General of Postal Department of such 
arrangements. Field post offices will be established on the lines of communication as 
required. The Director of Postal Service or his authorized representative will take a 
decision in this regard in consultation with the Army and Postal Headquarters.

On general mobilization, all supervising postal officers selected for field service will 
be granted commissions in the Army in reserve core and will be given temporary military 
rank and other amenities entitled to a military officer of equivalent pay or grade. Other 
subordinate staffs will also be entitled to rank as equivalent to their corresponding pay or 
grade. The postal officers and staffs mobilized for field service will be controlled by the 
Army Act. They will have to observe necessary practices relating to secrecy and confi-
dentiality. Relating to departmental offenses, the officers and staffs of post offices will 
be disciplined departmentally. Military and civil offenses will be dealt with by military 
authorities under the orders of the commander of the formation or unit to which the 
offender may be attached, and any sentence awarded by them, either summarily or by 
order of a court-martial, will be carried out by the military authorities. Unless someone 
commits a felony, he or she will be kept in his or her duties in the condition of open 
arrest and will be trialed under the departmental laws and not by the military act. Postal 
officers who have been granted commissions will wear uniforms and badges of rank. 
Subordinates will be supplied with field service clothing and kits. Non-combatants will 
receive the prescribed uniform. All postal officers and staffs will wear brass shoulder 
titles inscribed “Post.” Those who are not supplied with uniform will wear identity discs 
or cards, which will have the words “Post Office” and a consecutive number stamped 
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thereon. There will be a separate war establishment manual that will govern the matters 
relating to establishments of postal officers and staffs during war.

Postal officers who will be commissioned will be armed like an officer of an infantry 
battalion of equivalent rank. There will be separate war equipment manual that will 
contain details of mobilization equipment. The equipment of postal units, both military 
and technical, is kept in peace by the headquarters of formations to which the concerned 
postal units will be attached on mobilization. It will be issued to postal personnel when 
they join their respective headquarters on mobilization. Field post offices will fly a 
distinguishing flag by day and by night and will show the distinguishing lamps as will be 
supplied to them as per the war equipment manual. Subsequent to mobilization, sup-
plies of military equipment will be obtained by postal units from the nearest ordnance 
depot. Supplies of technical equipment will be obtained by the field post offices from 
the base post offices, which will indent upon the base postal depot. All the postal officers 
and staffs will be responsible for safekeeping of the equipment. It must be handed over 
under receipt from one officer to another officer when relieving from duties in the case 
of transfer. On completion of a campaign, postal units will hand in military equipment 
(of ordnance issue) to the headquarters of the formations to which they will be attached 
during the campaign. All technical equipment (of postal issue) will be handed into the 
base postal depot. The base postal depot on receipt of the technical equipment from the 
postal units in the presence of the official in charge of the unit will complete the equip-
ment of each particular unit to scale and transfer it to the headquarters of the respective 
formations to which they will be attached on mobilization.

In order to run the postal service smoothly during war, a post is created called 
Director of Postal Service, who is assisted by the Assistant Director of Postal Service 
and Deputy Assistant Director of Postal Service. These assistants are posted at the 
field and base post offices. The Director of Postal Service exercises the power of a 
Postmaster General. He or she will usually be at the general headquarters of the Army 
but will be moving frequently to visit the base and field post offices. He or she will 
also act as the advisor to the military authorities on all postal matters. The orders of 
the Force Commander will be conveyed to him or her through “Q” staffs. He or she 
will be responsible for proper arrangements and posting of subordinate staffs to vari-
ous field and base post offices. Post offices are required to prepare and submit daily as 
well as annual reports of their activities to the higher authorities.

The Director of Postal Service and the Assistant Directors of Postal Service will 
arrange with Army for Force Headquarters for the carriage of the mails between base 
and field post offices. The Quartermaster General will arrange for the transport and 
all other logistics support for carrying mails. Detailed instructions will be issued 
regarding the manner of dispatching mails. Financial services rendered by post 
offices will continue as long as there is a smooth provision of disposing excess cash on 
a daily basis. All important questions affecting postal arrangements will be settled by 
the Director of Postal Service under the orders of the Force Commander. However, in 
case of minute details and also in the case of urgency, senior local postal officials may 
take action with the concurrence of the nearest military authority.

5.  Case studies on post offices and its role in war

During past wars, the role of postal officials was undeniable in maintaining 
nationwide communications. Following are some case studies that help us to assimi-
late the role of post offices during war.
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5.1  World war I

As can be found from a BBC report, delivering 12 million letters a week and the 
commitment of the postal staffs to deliver the replied letters back to the UK is a clear 
sign of the efficiency of postal service during World War I [11]. As can be learnt from 
Ref. [12], during World War I in the UK, “post office had its own regiment called ‘The 
Post Office Rifles’ to fight on the frontline. Carrier pigeons were used to deliver post 
during that war.” As can be found in Frank’s diary [13], during World War I, “all mail 
destined for the armed forces was routed through the Home Postal Depot in London 
for sorting and despatch. The primary depot was a huge, wooden, purpose-built 
structure set on five acres of Regent’s Park. Once processed, the mail was then sent on 
to Base Army Post Offices (BAPO) that existed in every theatre of war. From there, 
it was distributed to the Field Post Offices, mobile units that were close to the front. 
Unit Postal Orderlies collected the mail from there and delivered it to the troops. The 
Army Postal Service ran the Base Army and Field Post Offices. By the end of the war, 
it had over 7,000 men and women serving in it, all of whom were seconded from the 
General Post Office. The service worked very well. A special correspondent for The 
Times reported on December 22nd 1917 that parcels arriving at the BAPO in France 
on the 18th had left Belfast on 13th and Glasgow on 14th and that letters were taking 
less than 48 hours from Aberdeen and Wolverhampton” [13].

5.2  World war II

“In 1939 the Postmaster General of the UK informed Postmasters across the 
country to allow parcels containing babies’ Air Raid Precautions helmets to be car-
ried via the inland parcel post, even if they exceeded the usual maximum dimen-
sions” [14]. Duffield [14] adds that “the Post Office deployed Air Raid Precautions 
(A. R. P.) to protect their buildings, which had great importance to both civilians 
and the military in maintaining postal and telephone communications.” Crowley 
[15] highlights the role of post offices during the Second World War in the UK, 
which include changing the postal habits of the people, maintaining national 
morale and remaining post offices open even after the sounding of a public warn-
ing siren, to name a very few.

5.3  The liberation war of Bangladesh

The war was 9 months long that began on March 26, 1971, and ended on December 
16, 1971. During the war, the first field post office was established in Mujibnagar, the 
temporary capital of the country. Besides, a set of eight postage stamps was published 
to mark the sovereignty of the country. It was mostly like a guerilla warfare and the 
postal people assisted the freedom fighters by carrying arms and ammunitions inside 
postal bags. They also provided secret information about the Pakistan occupation 
forces, particularly their positions, bunkers, etc. [16].

5.4  Ukraine war

Ukraine War with Russia is the latest example of how post offices help in main-
taining national security during war. As can be found in the report of AlJazeera 
[17], banks have closed in Ukraine and post offices are stepping up to provide financial 
services while also delivering mail and humanitarian aid. The department reiterates its 
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firm determination to remain open amid all adversities. For example, the department has 
opened mobile post offices as more than 500 post offices have been destroyed. It has also 
published commemorative stamps to boost up the morale of the Ukrainian people.

6.  Modern potential roles

Taking lessons from the above wars, it can be deduced that, during a modern war-
fare, post offices have the scope to assume the following roles as a possible solution to 
the loss of electronic infrastructure during war that may render it as a front organiza-
tion in upholding and maintaining national security of a state during war.

6.1  Keeping communication uninterrupted

Keeping the physical communications uninterrupted during a war is a major 
challenge for post offices. As can be learnt from the previous sections, during the 
World Wars, postal services remained uninterrupted amid many obstacles. Even 
during the modern war, such as the ones going on in Ukraine and Palestine, the 
postal services are running smoothly without major disruptions. As the physical 
infrastructure, such as roads and bridges are destroyed, the mail communications 
are disrupted. Nevertheless, the post office people have always shown their firm 
commitment to keep mail communication uninterrupted. There is a saying in the 
post offices that “mail must move (mmm)” under any circumstances. Post offices 
usually deploy a relay system of mail communication, where a runner travels a 
certain distance and hands over the mail bags to another runner to travel further 
toward destination.

6.2  Security of the lives of the common people

During war, people cannot come to post offices and even cannot go elsewhere to 
fulfill their quotidian necessities because if they go outside, their life will be jeopar-
dized. The post office comes at the forefront in this situation. Post office staffs go to 
the doorstep of the common people to collect and deliver mails that contain essential 
commodities required for living their day-to-day life.

6.3  Postal force mobilization

Postal force mobilization refers to the process of transferring the postal officers 
and staffs to the military establishment with a view to absorb them within the Army 
during war. Postal force mobilization involves tasks such as preparing the list of fit 
and willing officers and staffs, providing them with necessary training and so on. 
Detailed rules of mobilization are laid down in the Postal War Manual [10].

6.4  Formation of postal battalions

In addition to providing ancillary services, post office people also take part actively 
in war. For example, during World War II, the Local Defense Volunteers in the UK 
were trained to operate anti-aircraft weapons, grenades, and to fight with bayonets. 
The post office forms their own battalions during war. For instance, Post Office Rifle 
Clubs were formed during World War I [12].
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6.5  Safekeeping of government exchequer

A considerable amount of cash, stamps and other valuables that form the part of 
government treasury is stored in the post office vaults. Post office people assume it as 
their solemn duty to ensure security of those cash, stamps and other valuables. Post 
office people are always ready to dedicate their lives for the sake of ensuring security 
of these cash, stamps and valuables under their custody. For example, during the 
liberation war of Bangladesh in 1971, the Senior Postmaster of Chottogram (formerly 
Chittagong) GPO refused to hand over the key of the treasury vault room to the 
occupational forces of the Pakistan Army [16].

6.6  Safekeeping of customer information

War can be of various types. The war I have discussed so far is about the political 
war that concerns the sovereignty of a country. Another type of war is economic war 
which concerns the autarky and economic well-being of the country and its citizens. 
Even another type of war is information warfare which concerns the privacy of infor-
mation of customers. The latter two types of war have devastating consequences on 
the economic lives of the citizens of a country. Post offices work for the safekeeping 
of customers’ information relating to their address database and consumer’s purchase 
behavior during economic and information warfare. For example, if the consumers’ 
purchase behavior and their address database that are preserved by post offices are 
leaked, it will suffice to ruin the backbone of an economy in a number of ways, such 
as through supplying credit card information to the hackers of enemy countries and 
supplying purchase behavior information to the agents of product manufacturers of 
enemy countries.

6.7  Carrying and delivering military supplies

Although military convoys are deployed during war for carrying military sup-
plies, there may be some technical, tactical and diplomatic issues that may entail use 
of postal service for carrying and delivering military supplies. For example, a postal 
supply chain may be used to send the supplies in a disguised way. During the libera-
tion war of Bangladesh which was one type of guerilla warfare, the postal runners 
and mail carriers used to carry the arms and ammunitions on behalf of the freedom 
fighters. Besides, when an Army camp is situated at a distant place where military 
vehicles cannot go, postal runners may be used for delivering military supplies in 
small quantities.

6.8  Intercepting and checking articles

The main purpose is to detect if any mail contains any written matter, such as a 
propaganda, a cipher message and so on, which are subversive to the state security. A 
prime concern is to detect if a letter or parcel contains any dangerous article that may 
be a serious threat to national security. There may be chemical, biological, radiologi-
cal and nuclear (CBRN) weapons inside a parcel. For example, there was an anthrax 
attack by mail in 2001 [18]. So, it is very usual that enemies will try to use the postal 
service to spread CBRN weapons during war. A related concept in this regard is field 
censorship. Instructions regarding field censorship that is the censorship of cor-
respondences addressed to or emanating from persons in a theater of operations will 
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be issued to all concerned when the decision to impose field censorship is imposed. 
Efficient field censorship depends greatly on close co-operation between the postal 
services and the field censorship staffs. If a field censorship is imposed, a censor 
officer along with supporting staffs will be appointed to each Army in the field. The 
postal staffs are required to hand over all the incoming and outgoing mails to the 
censor staffs for inspection [10].

6.9  Domestic surveillance

This role of post office has been identified by Conolly-Smith [19]. Postmen and 
runners work as the sources or informers for the armed forces to identify collabora-
tors and traitors. Postmen visit door-to-door and have a good knowledge about the 
geography of the locality and the people residing there. They know better than the 
Army which are the best places to hide and which are the best places to launch an 
attack. They know the exit path of the locality. Thus, they help an Army to plan for 
an attack and to carry out reconnaissance. For example, during the liberation war 
of Bangladesh, the postal people such as postmen were of great help to the freedom 
fighters in this respect [16].

6.10  Backup of online systems

Another form of warfare is cyber war, where cyberattacks are common to 
debilitate the online systems. In that case, the post offices work as a backup of those 
systems. For instance, if the financial services, such as Automated Teller Machine 
(ATM), Electronic Fund Transfer (EFT), Mobile Financial Services (MFS) and other 
online remittance systems collapse during war due to cyberattacks or physical dam-
age, then the post offices’ traditional money order system will be the server of the last 
resort.

6.11  Philatelic matters relating to sovereignty

This is particularly common when a nation is engaged in a liberation war to free 
itself from foreign occupation forces. Bangladesh is a burning example in this regard. 
In 1971, immediately after declaration of the independence and formation of the 
government in exile, the government of Bangladesh took initiative to publish the first 
postage stamp as a token of its sovereignty and independence. This stamp played a 
vital role in gaining recognition from other states [20].

7.  What these roles have to do with national security?

By playing the above roles, post offices ensure national security during war 
through ontological security. Zarakol [21] argues that ontological security is more 
important than the sovereignty of a state. Zarakol further argues that ontological 
security is contrary to the idea that state is “a unitary actor” [21], and thus, it follows 
that in order to ensure ontological security, the states must think of themselves as part 
of the global system and thus the states must think beyond the concept of national 
sovereignty in order to ensure ontological security. Post offices consider the world as a 
single postal territory [22]. No war can stop the movement of mails across the border. 
Even if a mail bag is received from an enemy state as a transit to forward it to a third 
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state, the state receiving the mail has no right to detain it. For example, we can know 
from the report of AlJazeera [17] that the Universal Postal Union helped to recon-
struct postal infrastructure and restore Ukrainian postal services. It took a number of 
steps to support Ukraine, such as waiving charges for the delivery of postal items to 
Ukraine, distributing large amounts of goods and raising funds. The result was that 
international postal exchanges remained unhindered by Russian military actions.

National security is a matter of concerted efforts of all the players in a state. 
Although the armed forces play the first fiddle about the national security during 
war, it cannot ensure national security without the help of other agencies of the 
government. It should be remembered that not all department’s role becomes active 
and visible during war at all times. Rather, it depends on situations. Some situations 
may arise during war that can render the postal department as more important than 
any other department that provides support to the armed forces. For example, when 
wireless apparatuses cease to operate due to a lack of signals in remote and hard-
to-reach areas, the post offices will come as the savior for the armed forces to reach 
urgent messages to the Army camps in those areas. It is the post office staffs who are 
more aware than any other staffs in other government departments about the physical 
communication system in a locality. Thus, their services become essential for both 
communication, espionage and reconnaissance purposes.

8.  An assessment of the readiness, adaptability and flexibility of military 
of different states to run the postal organization during war

If a war breaks out internationally, the first and foremost attack will be undoubt-
edly on the electronic media of communication and its infrastructure. It is expected 
that they will be destroyed completely and will not be operational until the end of 
war. In that case, people will have to change their postal habits, and the whole postal 
system will go back to the primitive state, where people will maintain communication 
through a physical medium, that is, post office and mails will be collected, transmit-
ted and delivered manually. The most striking change will be that the whole postal 
organization will come under the military command and control. If this happens, it 
entails an assessment of the readiness, adaptability and flexibility of the military to 
run the postal organization during war. At present, there is no recognized measure or 
index to determine such readiness, adaptability and flexibility. The Global Firepower 
is an index that ranks military strengths of different states of the world. This ranking 
utilizes sixty individual factors to determine the power index. However, none of these 
factors measure the readiness, adaptability and flexibility of the military forces of the 
world [23]. As such, we need to use another alternative method to assess the readi-
ness, adaptability and flexibility of the military of different states to run the postal 
organization during war. It is interesting to note that the Universal Postal Union 
publishes a Postal Development Report that contains a score of various countries 
relating to postal resilience [24]. To me, it makes sense to calculate the rank correla-
tion coefficient through Spearman’s ρ as the measure of association between the rank 
of military strengths and postal resilience score for 132 countries of the world (pro-
vided in Appendix-1) in order to determine the strength of relationship between these 
two ranks. As the Global Firepower index does not have any such index to measure 
the readiness, adaptability and flexibility, the rank correlation coefficient between the 
ranks of military strengths and postal resilience score for 132 countries of the world 
may provide a rough idea about the state of readiness, adaptability and flexibility of 
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the military of different states to run the postal organization during war. The formula 
used for computing Spearman’s ρ is as follows [25–27]:
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where
d = the difference between each rank of corresponding values of independent and 

dependent variables
n = the number of pairs of values
The value of Spearman’s ρ was 0.35, which indicates a moderately positive correla-

tion between ranks of military strengths and postal resilience score for 132 countries 
of the world. It implies that the military forces of the world are moderately resilient to 
embrace the postal system during war.

To assess the readiness, adaptability and flexibility of the military of different 
states to run the postal organization during war, I have looked at the present state of 
relationship between the postal and the military departments. I have taken the United 
States of America (USA), the United Kingdom (UK) and Russia as the sample states to 
look at such relationships.

In the USA, there is a separate military postal service agency that processes mili-
tary mail. The United States postal services explains military mail as follows:

“The Department of Defense is a key partner in extending Postal Service products 
and services to the American Armed Forces overseas. The Postal Service uses its 
international distribution and transportation services to support the Department 
of Defense around the world. Overseas military mail is mail matter delivered to 
APOs (Army Post Offices for Army and Air Force personnel) and FPOs (Fleet Post 
Offices for Navy and Marine Corps personnel). This service is an extension of the 
domestic service and includes all mail addressed to or mailed from a military unit or 
between two military units overseas. The Postal Service is committed to providing top 
operational service to American service men and women stationed overseas” [28].

Section 406 of Title 39 United States Code provides the legal authority for the 
Department of Defense (DoD) to establish branch post offices and enter into an 
agreement with USPS. So, DoD personnel are authorized to provide mail service 
to DoD patrons [29]. Under this rule, the armed forces can establish military post 
offices, that is, APOs and FPOs [29].

In the UK, a dedicated military postal unit, the Army Post Office Corps was 
formed in 1882. It was transformed into a new organization called British Forces Post 
Offices (BFPO) in 1990 [30].

As can be known from [31], Russia has a very good tradition of a systematic and 
well-organized postal service that has been prevalent since 1700 A.D. Moreover, as can 
be known from [31], Lenin, just after Russian revolution, vowed to organize “the whole 
national economy on the lines of the postal service.” This implies that military service in 
Russia is also keen to accept the postal system. Thus, it can be argued that while in the 
UK and the USA, the military is shaping the postal operations because they have separate 
military mail service. In Russia, the postal service is shaping military operations because 
the military organizations had to follow the postal structure after the Russian revolution.
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9.  Conclusion

The extant literature in the fields of war and national resilience indirectly sup-
ports the roles of post offices in respect of national security during war. In the light 
of the lessons learnt from previous wars, it can be concluded that post offices proved 
itself as a reliable organization during the past wars in terms of providing uninter-
rupted communications services. However, the situations that may prevail during any 
modern war are expected to be remarkably different from those in the previous wars. 
Therefore, post offices are expected to play a more extensive role than in the past 
because it is apprehended that modern warfare may jeopardize the national security 
of a state through air attacks and cyberattacks, which will entail post offices to assume 
some roles conducive to national security, such as keeping communication uninter-
rupted, ensuring security of the lives of the common people, mobilizing postal force, 
forming postal battalions, safekeeping of government exchequer, safekeeping of cus-
tomer information, carrying and delivering military supplies, intercepting and check-
ing articles, ensuring domestic surveillance, acting as the backup of online systems 
and publishing philatelic matters relating to sovereignty, to name a few. As it is highly 
likely that postal organizations may become under the general command of the Army 
during war and that the postal service may have to return to a primitive state due to 
the destruction of communication technologies, there is an issue of national resilience 
during war, which entails the assessment of the readiness, adaptability and flexibility 
of the Army of different states in running postal organizations. Using a measure of 
association for 132 countries of the world, it was found that the military forces of the 
world are moderately resilient to embrace the postal system during war.

As water has no constant form, there are no constant conditions in war [32]. War 
operates in a volatile environment that can entail the support of any organization 
crucial and vital during wartime. Although post offices can expect to be a vital and 
crucial player during war at any time, it should strive for making it more useful 
during war to the generals and statesmen. To this end, post offices must engage in 
new sorts of activities and services that would be useful during war. Apart from the 
functions discussed in this essay, some potential activities of post offices during war 
that may contribute toward enhancing national security may include conducting 
national security surveys, providing postal identities to the citizens and extending 
post restante services, to name a few. However, it is difficult to say which activities 
might emerge out of situational demand as the activities are crucial for maintaining 
national security. Thus, it would be wise for post offices to be ready all the time for 
taking up any role during war.

The most important thing for the post office is to convince the government that it has 
a glorious past in ensuring national security during war and it wishes to continue to con-
tribute in the same way in the future. However, recent dwindling of the importance of its 
services has caused the loss of image and importance of the post office department and 
its people. Thus, in order to be considered as a vital player in ensuring national security, 
the first and foremost thing is to regain its social, economic, and political importance 
and its lost image through efficient operation of the existing services having value-added 
features and intrinsic appeal for the products and services it offers.

Appendix 1

See Table A1.
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Sl. Country Military strength Postal resilience score

1 Australia 16 24

2 Afghanistan 114 88

3 Albania 91 70

4 Algeria 26 86

5 Angola 55 102

6 Argentina 28 103

7 Armenia 94 39

8 Austria 84 5

9 Azerbaijan 57 85

10 Bahrain 79 79

11 Bangladesh 40 126

12 Belarus 60 1

13 Belgium 68 16

14 Belize 139 119

15 Benin 144 57

16 Bhutan 145 118

17 Bosnia and Herzegovina 133 4

18 Botswana 124 64

19 Brazil 12 21

20 Bulgaria 59 51

21 Burkina Faso 121 77

22 Cambodia 106 123

23 Cameroon 100 71

24 Canada 27 6

25 Central African Republic 136 132

26 Chad 97 120

27 Chile 46 41

28 China 3 40

29 Colombia 43 25

30 Congo 72 101

31 Congo (Rep.) 122 74

32 Croatia 69 50

33 Cuba 66 106

34 Czech Rep. 48 22

35 Denmark 50 125

36 Dominican Republic 118 62

37 Egypt 14 90

38 El Salvador 127 100
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Sl. Country Military strength Postal resilience score

39 Eritrea 113 112

40 Estonia 104 17

41 Ethiopia 49 75

42 Finland 51 96

43 France 9 7

44 Gabon 131 105

45 Georgia 85 44

46 Germany 25 27

47 Ghana 109 67

48 Great Britain 5 11

49 Greece 30 43

50 Guatemala 102 131

51 Honduras 92 130

52 Hungary 54 115

53 Iceland 137 52

54 India 4 58

55 Indonesia 13 36

56 Iran 17 35

57 Iraq 45 76

58 Ireland 90 8

59 Israel 18 20

60 Italy 10 9

61 Japan 8 31

62 Jordan 81 87

63 Kazakhstan 63 49

64 Kenya 87 59

65 Korea (Rep.) 6 47

66 Kuwait 78 129

67 Kyrgyzstan 107 28

68 Laos 115 83

69 Latvia 95 53

70 Lebanon 111 111

71 Liberia 141 99

72 Libya 80 94

73 Lithuania 93 23

74 Luxembourg 126 95

75 Madagascar 130 73

76 Malaysia 42 33
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Sl. Country Military strength Postal resilience score

77 Mali 110 108

78 Mauritania 132 42

79 Mexico 31 55

80 Moldova 143 34

81 Mongolia 99 92

82 Montenegro 128 56

83 Morocco 61 32

84 Mozambique 112 128

85 Myanmar 38 80

86 Nepal 129 110

87 Netherlands 39 15

88 New Zealand 103 19

89 Nicaragua 117 117

90 Niger 119 98

91 Nigeria 36 72

92 North Macedonia 108 65

93 Norway 35 45

94 Oman 76 114

95 Pakistan 7 93

96 Panama (Rep.) 135 107

97 Paraguay 88 89

98 Peru 53 82

99 Philippines 32 78

100 Poland 20 14

101 Portugal 41 12

102 Qatar 65 63

103 Romania 47 81

104 Russian Federation 2 10

105 Saudi Arabia 22 66

106 Senegal 125 97

107 Serbia 58 2

108 Sierra Leone 138 124

109 Singapore 29 13

110 Slovakia 67 18

111 Slovenia 86 46

112 South Africa 33 48

113 Spain 21 54

114 Sri Lanka 71 60

115 Sudan 75 38
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Sl. Country Military strength Postal resilience score

116 Suriname 140 127

117 Sweden 37 84

118 Switzerland 44 3

119 Tajikistan 120 116

120 Tanzania 101 69

121 Thailand 24 26

122 Tunisia 73 29

123 Turkey 11 37

124 Uganda 83 104

125 Ukraine 15 30

126 United Arab Emirates 56 122

127 United States of America 1 61

128 Uruguay 96 109

129 Uzbekistan 62 113

130 Vietnam 19 68

131 Zambia 89 121

132 Zimbabwe 98 91

Sources: (1) https://www.globalfirepower.com/countries-listing.php. (2) https://www.upu.int/UPU/media/upu/
publications/postalDevelopmentReport2022.pdf.

Table A1. 
Rank in military strength and postal resilience score for 132 countries of the world.
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