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Preface

The relentless growth of digital technologies and the increasing reliance on network
connectivity have placed unprecedented demands on network performance. Ensuring
Quality of Service (QoS) has become a concern for network operators and service provid-
ers worldwide. Modern networks must accommodate various applications and services,
from real-time streaming to mission-critical data transmission, all while ensuring optimal
performance, security, and reliability. At the heart of addressing these demands lies
QoS—a critical concept that ensures networks meet performance requirements across
diverse environments.

Quality of Service (QoS) — Challenges and Solutions delves into the multifaceted aspects of
QoS, offering readers an in-depth exploration of QoS, addressing its theoretical founda-
tions, implementation strategies, and practical applications. It is organized into two sections
offering insights into the challenges and solutions for optimizing network performance.

Section 1: “Challenges and Fundamentals in Quality of Service (QoS)”

This section provides a deep dive into QoS’s core concepts, principles, and challenges.

It addresses the architectural complexities, management strategies, and design principles
that underpin effective QoS implementation. Readers will gain an understanding of the
challenges posed by hybrid networks, virtualization, and the layered nature of network
architectures.

* Chapter 1: “Introductory Chapter: Challenges and Solutions in Quality of Service
(QoS) - Optimizing Network Performance”

This chapter introduces the concept of QoS, exploring its importance and the challenges
faced in maintaining performance in modern networks. It sets the stage for the discussions

in the subsequent chapters.

* Chapter 2: “Network Softwarization and Virtualization: Management of QoS in
Wireless and Mobile Networks”

This chapter examines the impact of network softwarization and virtualization on QoS,
highlighting innovative management approaches for wireless and mobile networks.

¢ Chapter 3: “Quality of Service Challenges in Hybrid IP/Software-Defined Networks”
Focusing on hybrid networks, this chapter discusses how QoS can be effectively managed
in environments combining traditional IP networks with software-defined networks
(SDNs).

* Chapter 4: “The Role of QoS at the OSI Model Layers”

This chapter analyzes the role of QoS across the OSI model, offering insights into how QoS
mechanisms are implemented at each layer to ensure end-to-end performance.



Section 2: “Technological Solutions and Implementations”

This section highlights cutting-edge solutions and technologies that address QoS challenges.
It emphasizes practical implementations and strategies to optimize performance, improve
reliability, and ensure security across diverse network scenarios.

* Chapter 5: “Implementation of an Enhanced Security Algorithm for Wireless Sensor
Networks”

This chapter introduces a novel security algorithm designed to enhance QoS in wireless
sensor networks, addressing the critical need for secure and efficient data transmission.

* Chapter 6: “Omnidirectional Antenna Design for Underground Wireless Sensor
Network QoS Improvement”

Here, the focus is on designing and implementing omnidirectional antennas to improve
QoS in challenging underground wireless sensor network environments.

* Chapter 7: “Quality of Service (QoS) for the Future 6G Network Data Transport”

This chapter explores QoS considerations for 6G networks, examining how emerging technol-
ogies will influence QoS and proposing solutions to meet the demands of future applications.

¢ Chapter 8: “Quality of Service (QoS): In Sliced Network”

This chapter investigates network slicing as a tool for achieving QoS, particularly in
multi-tenant and multi-service environments, demonstrating its potential to optimize
performance and resource allocation.

This book is designed to be a valuable resource for researchers, industry professionals,
and students in networking and telecommunications. By covering both the theoretical
and practical dimensions of QoS, it bridges the gap between understanding fundamental
challenges and implementing effective solutions.

As we move toward a more interconnected and data-driven world, we hope this book
serves as a guide and an inspiration for further innovation in QoS.

Yaseein Soubhi Hussein

Associate Professor,

Department of Information Systems and Computer Science,
Ahmed Bin Mohammed Military College (ABMMC),

Doha, Qatar

Abdulmajeed Al-Jumaily

Postdoctoral Researcher,

Department of Signal Theory and Communications,
Charles III University of Madrid (UC3M),

Madrid, Spain
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Section 1

Challenges and Fundamentals
in Quality of Service (QoS)







Chapter1

Introductory Chapter: Challenges
and Solutions in Quality of Service
(QoS) — Optimizing Network
Performance

Yaseein Soubhi Hussein and Abdulmajeed Al-Jumaily

1. Introduction

This chapter introduces the ebook by exploring modern solutions, including their
theoretical frameworks and sensible implementations. As community infrastructures
become increasingly complex and interconnected, the risk of cyber threats grows,
making it essential to include superior security features to guard against those threats
while maintaining brilliant service. The dependent innovation provides a comprehensive
review of the chapter. Each phase addresses a distinct QoS challenge, proposing a precise
and prepared technique for the subject. The book aims to give readers in-depth knowl-
edge of the modern advancements in community slicing, side computing, machine-
gaining knowledge, and service orchestration. It will spotlight the combination of more
advantageous QoS with advanced technologies, including those past 5G and beyond, by
discussing methods to optimize assets via QoS-aware gadget learning models, dynamic
resource allocation, the usage of predictive analytics, and effective QoS management.

Additionally, the book will examine dynamic traffic routing algorithms for real-
time QoS optimization and improving a security-conscious community infrastructure
using virtualization and cloud-primarily based sources to improve network perfor-
mance and resilience.

In the modern landscape of statistics and communication technology, Quality of
Service (QoS) emerges as a vital idea, ensuring that networks meet the performance
expectations of diverse programs and services. QoS is a cornerstone of network control,
vital for ensuring that verbal exchange networks function correctly while meeting the
diverse wishes of customers. As networks preserve to adapt, becoming increasingly
complicated and assisting a wider variety of devices and applications, the importance of
QoS has grown correspondingly. QoS encompasses the control of community sources to
assure the performance metrics necessary for the highest quality operation of programs,
which includes bandwidth, latency, jitter, and packet loss [1]. QoS is essential in opti-
mizing community performance in numerous domains, including telecommunications,
laptop networks, and rising technologies. Understanding the core principles of QoS is
critical as we explore the challenges and solutions vital for current network environ-
ments, where performance, reliability, and subjective satisfaction are essential. As
digital connectivity continues to suffuse all aspects of lifestyles, the function of QoS in
providing reliable and efficient network services is essential [2]. This chapter provides a
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first-level view of the significance of QoS, the demanding situations it presents, and the
progressive answers that are advanced in dealing with these demanding situations.

1.1 Fundamental concepts of QoS

QoS is described by several key performance indicators (KPIs) that determine the
quality and reliability of network offerings. These KPIs encompass bandwidth, latency,
jitter, and packet loss, all of which play a crucial role in the overall performance of dif-
ferent packages. Maintaining high QoS requirements in modern-day networks creates
numerous enormously demanding situations. One of the number one demanding situ-
ations is the developing complexity of networks, which must now support an extensive
selection of gadgets, applications, and offerings, each with precise overall performance
requirements. Bandwidth refers to a community’s maximum facts transfer rate, which
is, in particular, essential for applications including video streaming and big record
transfers [3]. Latency refers to the put-off before a transfer of statistics begins following
an education, an essential parameter for real-time applications such as VoIP and online
gaming [4]. Jitter measures the variability in packet arrival instances, affecting the best
of voice and video communications [5]. Packet loss, denoting the quantity of data pack-
ets that fail to attain their vacation spot, can seriously degrade the performance of any
network carrier, in particular, people who rely on continuous records streams [6]. This
complexity leads to demanding situations, including network congestion, fluctuating
site visitor patterns, and mixing legacy structures with new technologies. These issues
are similarly compounded by the call for actual-time responsiveness in programs like
streaming, gaming, and critical infrastructure structures, where even minor perfor-
mance degradations may have reliable-sized influences. Understanding these standards
is essential for powerful QoS management, specifically in heterogeneous network
environments where exclusive packages have various QoS necessities [7]. Addressing
these demanding situations calls for deep information on the elements that affect QoS
and the improvement of effective strategies to make certain continuous performance
throughout diverse and worrying network environments.

1.2 Challenges in QoS management

Managing QoS in current networks is a significant challenge. One of the first chal-
lenges is the dynamic nature of network environments, where conditions can change
rapidly because of fluctuating site visitors masses, regularly leading to inconsistent carrier
satisfaction [8]. In reaction to these demanding situations, modern-day solutions have
evolved to optimize QoS in present-day networks. Machine learning and synthetic intelli-
gence are increasingly applied to allow predictive analytics and dynamic resource alloca-
tion, allowing networks to evolve to changing situations in real time. For instance, during
peak utilization times, networks can also be congested, resulting in multiplied latency and
packet loss. Addressing these fluctuations requires sophisticated monitoring equipment
and adaptive management mechanisms that can reply in real-time [9]. Another venture
lies in the allocation of constrained network assets. Network directors need to prioritize
site visitors to ensure that critical offerings receive the necessary assets, which may be
challenging given the finite availability of bandwidth and different sources [10].

Network slicing and facet computing have also emerged as critical strategies for
reinforcing QoS via improving resource performance and decreasing latency. These
improvements represent cutting-edge studies in network control, presenting promis-
ing avenues for addressing the QoS challenges posed by modern-day and destiny
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networks. Security also poses a widespread venture, as ensuring QoS in the face of
potential cyber threats calls for solid infrastructure and security measures [11]. For
example, distributed Denial of Service (DDoS) attacks can weigh down network
assets, extensively decreasing QoS [12]. Leveraging those technologies makes it viable
to maintain or beautify QoS despite network environments’ growing complexity.

1.3 Innovative solutions for QoS

Several progressive solutions have been developed to manage these demanding sit-
uations; numerous extreme solutions have been developed. One such solution is net-
work reduction, particularly beneficial in subsequent-era networks. Network slicing
allows for the introduction of more than one digital network on an available physical
infrastructure, each optimized to satisfy unique QoS necessities [13]. In response to
these challenges, cutting-edge answers, gadget learning, and synthetic intelligence are
increasingly utilized to enable predictive analytics and dynamic resource allocation,
permitting networks to conform to changing conditions in real-time. This technique
enhances resource usage and isolates network capabilities, enhancing standard QoS.
Edge computing additionally enhances QoS via processing data closer to the supply,
decreasing latency and improving reaction instances for actual-time packages [14].
Furthermore, community cutting and area computing have emerged as essential
strategies for enhancing QoS by improving resource performance and decreasing
latency. These advancements represent the slicing edge of studies in network control,
presenting promising avenues for addressing QoS-demanding situations in current
and destiny networks. Machine learning (ML) and artificial intelligence (AI) are
increasingly integrated into QoS management systems. This technology enables
predictive QoS control by analyzing sizeable quantities of community statistics to
forecast visitor patterns and dynamically modify QoS parameters in real time [15].
Service orchestration, which involves the dynamic coordination and control of net-
work assets, guarantees that the best sources are allotted when and in which they are
needed, preserving the preferred level of QoS [16]. This approach enhances QoS and
reduces the load on centralized statistics facilities, mainly for extra-efficient commu-
nity operations [17]. In industrial Internet of Things (IoT) applications, side comput-
ing can ensure timely record processing and choice-making, which is important for
maintaining operational efficiency and protection [18]. Machine Learning (ML)
and Artificial Intelligence (AI) are also playing increasingly important roles in QoS
management. ML algorithms can analyze considerable quantities of network records
to expect visitor patterns and alter QoS parameters dynamically [19]. This predic-
tive functionality allows for proactive QoS control, ensuring optimal community
performance even under various situations [20]. Al-driven community management
structures can dynamically reroute site visitors to avoid congestion and keep high
QoS ranges [21]. Service orchestration entails the dynamic coordination and control
of network resources to meet specific provider requirements [22]. This procedure
guarantees that the proper assets are allotted at the proper time, retaining the desired
stage of QoS. Service orchestration is mainly useful in complicated network environ-
ments where several offerings with distinct QoS necessities operate concurrently [23].

1.4 QoS within the 5G era

The 5G era represents a sizable soar in conversation capabilities, bringing forth new
possibilities and challenges for QoS control. 5G networks are designed to assist a large
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number of connected devices, extremely dependable Ultra-Reliable and Low Latency
Communications (URLLC), and more desirable cellular broadband, Enhanced Mobile
Broadband (eMBB) [24]. These advancements necessitate re-evaluating traditional
QoS procedures to house the diverse and stringent necessities of 5G applications [25].
Network slicing, as stated earlier, is a fundamental factor of 5G QoS. By growing
devoted virtual networks for one-of-a-kind use cases, community reduction ensures
that every application receives the ideal resources and QoS ensures [26]. A self-reliant
car network slice might require extremely low latency and excessive reliability, whereas
aslice for video streaming may prioritize bandwidth and throughput [7].

Edge computing is also essential to 5G QoS. The allotted architecture of 5G,
blended with part computing, permits the processing of records at the threshold of
the community in the direction of the cease-customers [27, 28]. This appreciably
reduces latency and enhances the performance of latency-touchy applications,
including AR and VR [29]. AR packages in retail, for example, can offer more excel-
lent purchaser experiences by processing information in actual time at the threshold
[30]. ML and AI are anticipated to play even more significant distinguished roles in
5G networks. The complexity of dealing with QoS in 5G requires advanced algorithms
capable of actual-time selection-making and self-optimization [31].

Al-pushed network management structures can dynamically modify network
parameters to maintain QoS, expect and mitigate congestion, and optimize aid alloca-
tion primarily based on actual-time facts analytics [32]. Al can help in the predictive
preservation of community infrastructure, preventing ability disasters that might
degrade QoS [19].

1.5 Future prospects and beyond 5G

Future solutions may also include the development of dynamic traffic rout-
ing algorithms that optimize site visitor flows in real-time, decreasing latency and
packet loss while balancing community loads. Additionally, the combination of
superior safety features, which include blockchain generation and Al-pushed chance
detection, might be critical to shield against cyber threats while retaining excel-
lent providers; looking past 5G, the destiny of QoS management may involve even
greater sophisticated technology and methodologies. Emerging tendencies, which
include the Internet of Things (IoT), Industry 4.0, and intelligent towns, will area
additional needs on network infrastructures, necessitating similar advancements
in QoS [33, 34]. One promising area is the improvement of dynamic visitor routing
algorithms. These algorithms can optimize site visitor flows in actual time, making
sure that information packets take the most green paths via the network [35]. This
dynamic approach can notably enhance QoS by reducing latency, minimizing packet
loss, and balancing network loads [33]. Security will continue to be a paramount
situation in future QoS management. As community infrastructures become more
complicated and interconnected, the capacity for cyber threats will increase [36].

Future QoS solutions will want to combine superior security measures to protect
against those threats while retaining excellent service. This may also involve using the
blockchain era for stable and prominent resource management and Al-pushed threat
detection and response systems [37]. Blockchain can ensure steady transactions and
useful resource allocations, preventing fraudulent activities that might affect QoS
[37]. Virtualization and cloud-primarily based resources also play vital roles in QoS’s
destiny. Virtual network functions (VNFs) and Software-Defined Networking (SDN)
allow for extra bendy and efficient resource control [38, 39]. By decoupling network
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functions from bodily hardware, these technologies enable dynamic aid allocation
and scaling, which might be essential for preserving QoS in an increasing number of
complicated community environments [40]. SDN can dynamically modify commu-
nity configurations to optimize overall performance primarily based on actual-time
call-for, improving basic QoS [40].

Overall, the QoS - Challenges and Solutions affords complete know-how for mod-
ern-day improvements in QoS. Through an in-intensity exploration of fundamental
standards, demanding situations, and progressive answers, valuable insights into QoS’s
dynamic and multifaceted nature are offered. Whether a researcher, practitioner, or
scholar, this book serves as an in-depth manual to the techniques and technology with
the purpose of shaping the destiny of communique networks [10]. By analyzing the
effect of 5G and beyond 5G technologies on QoS, the book highlights the importance
of adaptive methodologies and advanced technology, including community cutting,
aspect computing, gadget learning, and service orchestration [41]. It additionally
addresses the vital function of safety in preserving QoS and explores future innova-
tions’ capability, including dynamic traffic routing and virtualization [33].

In an era where virtual conversation is integral to every component of existence,
know-how and dealing with QoS is more critical than ever. This book equips readers
with the information and tools essential to navigate the complexities of QoS, ensur-
ing the shipping of first-rate network offerings in an ever-evolving technological
panorama [42]. Through this exploration, a robust expertise in coping with the
demanding situations of QoS, optimizing network performance, and enhancing user
satisfaction is gained. “Quality of Service (QoS) — Challenges and Solutions” is not
just a technical guide but a comprehensive, useful resource for each person looking
to recognize and improve first-class communication networks in the virtual age. This
book affords an in-depth roadmap for the future of QoS, highlighting the progressive
solutions and emerging traits that will be an excellent way to form the panorama of
verbal exchange networks for years yet to come.
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Network Softwarization and
Virtualization: Management of QoS
in Wireless and Mobile Networks
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Abstract

The significant evolution of QoS management methods in wireless and mobile
networks has relied on developments in various technologies and frameworks based
on network softwarization and virtualization. This work details technologies, namely
network functions virtualization (NFV) and software-defined networking (SDN)
that encourage a dynamic, efficient, and flexible network architecture. Furthermore,
the developments in these domains that benefited efficient resource utilization
together with providing QoS management solutions required to guarantee optimal
network performance have been discussed in detail. The architectural advance-
ments of futuristic networks and their implementations, such as the separation of
the control and data planes in SDN and resource virtualization in NFV to achieve
desired QoS, the evolution of OpenFlow protocol, QoS mechanisms, and the related
works done by standardizing organization, have also been covered. This work also
includes use case scenarios for these technologies and their utilization in wireless and
mobile networks. Managing quality-of-service (QoS) concerns in complex networks
to enhance the network’s agility and security has also been discussed. It further
details the implementations supported by edge computing and artificial intelligence
applications.

Keywords: mobile networks, network function virtualization (NFV),
quality of service (QoS), software-defined networking (SDN), wireless networks

1. Introduction

The massive growth in the number of mobile devices and the development of
Internet of things (IoT) technologies increase the resource and traffic demands
for wireless and mobile networks. The guaranteed quality-of-service (QoS) and
ubiquitous connectivity are essential. Their applications include automotive,
autonomous vehicles, and personal devices [1]. Consequently, meeting user and
network demands is challenging for network engineers, operators, and researchers,
which has changed its focus to modern approaches such as network softwarization
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and virtualization. These approaches have provided a paradigm shift in network
management from traditional methodologies by adding flexibility and dynamicity,
which is not possible while using commodity servers. Network softwarization,
supported by SDN, separates the control plane from the data plane. The network
orchestration and configuration become centralized where resources can be man-
aged dynamically [2]. This abstraction enables the network operators with flex-
ibility to provide solutions that efficiently utilize network resources while meeting
individual user’s resource demands.

Another concept significant for today’s networks is network virtualization, which
entails disassociating network functions from the physical. It allows the formation
of many virtual networks on the same physical hardware, and each of these virtual
networks can be customized to different service delivery requirements or customers.
This split also helps scalability and optimizes usage, which is necessary for dealing
with the complex and, at times, conflicting needs and expectations of today’s net-
worked applications [3].

Therefore, QoS management has necessitated service delivery demands in wireless
and mobile networks. Apart from conventional traffic classification and prioritization
for providing QoS in softwarized and virtualized environments, it is necessary to have
intelligent control over the application of network functions concerning dynamic
modifications to traffic and network conditions. Sophisticated concepts like artificial
intelligence are now incorporated to forecast traffic patterns and allocate resources
intelligently to meet the demands and ensure the required service level [4].

Based on mobile and wireless topologies, user mobility, dynamic network
conditions, and operational requirements create additional challenges. Not only
do networks have to handle the density of connections being much higher than in
fixed environments, but continuity of service must also be possible when a user
crosses from one network to another or when signals are weak. Network virtu-
alizations, tenant-based network slicing, and edge computing can be potential
solutions. Network slicing makes it possible to establish micro-connections for
services or traffic intensity. At the same time, edge computing is a process of
functioning as many micro-data centers are located close to the consumer to mini-
mize delays [5]. Therefore, ultra-reliable low latency communications (URLLC)
and enhanced mobile broadband (eMBB) can be addressed by leveraging these
technologies.

In this chapter, the reader will find a comprehensive evolution in next-generation
networks emanating from network softwarization and virtualization, focusing on
QoS management. It goes as far as to discuss what these technologies are based on,
the problems targeted, and the complex solutions created to ensure that the growing
amount of stress on network structures is not directly related to quality degradation.
Understanding the conceptual backgrounds and the real-life applications of the
discussed technologies will emphasize the importance of designing network manage-
ment’s further evolution.

2. SDN and NFV fundamentals

This section delves into the foundational technologies reshaping the network
infrastructure landscape: software-defined networking (SDN) and network func-
tions virtualization (NFV).
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2.1 Software-defined networking (SDN)

SDN decouples separate the data and control planes enabling network managers to
appropriately manage and route traffic and deploy service at whatever point they desire
in the whole network supported by a global perspective view of the network [2].

SDN has several layers that are managed and operated as different structures of
the networking stack. The application plane is at the top of the architecture and deals
with network applications that enforce policies such as routing, QoS, access control
lists (ACLs), and other network services. These applications are connected to the
network by the northbound interface, which contains a set of interfaces or API, such
as restful API (REST), directing communication with the control plane.

The control plane plays a significant role in the SDN architecture as the network
is centrally controlled by an SDN controller or a hypervisor, providing real-time
network control based on the applications and related policies and service-level
agreements (SLAs) defined earlier among service providers/operators and users
[6]. It translates policy information from the application plane into operational
data for the data plane. This translation and communication occur through the
southbound interface (SBI) using protocols, such as OpenFlow where the controller
can program the network elements/node/switches, dynamically, bringing program-
mability into the network. Last but not least, the data plane is made of physical and
virtual devices, including switches, routers, etc., controlled by the instructions
from the control plane [2, 6]. Also, SDN empowers refined security measures to be
engaged in the new threat approaches, which have become crucial in the modern
networked world.

Additionally, SDN has been used to enable the management of cloud service inte-
gration into enterprise and carrier networks. SDN makes traffic management within
cloud networks more precise and efficient, supporting the delivery of cloud services
and improving business outcomes for organizations [7].

2.2 Network functions virtualization (NFV)

NFYV alters how services are implemented because network functions are handed
off from hardware-specific devices and implemented in software to run on vendor-
agnostic commodity servers. This enables a reduction in capital and operational
(CAPEX) expenditures for provisioning and managing network services, depending
on the current network of user demand [3].

NFV solves the issues of accommodation and flexibility for the networks by elimi-
nating functions such as firewalls, load balancers, and intrusion systems from the
traditional hardware units. It enables functions to be executed on virtual machines,
which may be relocated or cloned to other physical servers on demand. This mini-
mizes delay in provisioning the newer services [3, 8].

Figure 1 illustrates the architecture of virtual network functions (VNFs), a
significant component of NFV. The primary emphasis in improving network man-
agement is separating the control and data planes; however, the NFV architecture is
centred on dissociating network functions from equipment. VNFs are executed as
applications on the VMs distributed over the NFVI physical hosts; these comprise
compute nodes, storage assets, and network appliances. Such a setup allows for better
modularity of network services and their expansion plans depending on the layer 3
(L3%) architecture.
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SDN architecture NFV architecture

APPLIGATION LAYER Virtualized Network Functions (VNFs)
Business Appications VNF VNF VNE VNF VNE
CONTROL LAYER
NFV Infrastructure (NFVI) NEV
Virtual Virtual Virtual Management
Compute Storage Network and
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INFRASTRUCTURE v Virtualization Layer
LAYER i L ]
- —

Figure 1.
Avrchitecture of software-defined networks (SDNs) vs. network functions virtualization.

At the structure of NFV, the highest level is the NFV management and orchestra-
tion layer, which controls the deployment and tasking of NFV network functions
along with VM. It corrects the use of resources and guarantees the proper state of
VNFs. This is different from what SDN has consistently advocated for in the manner it
coordinates traffic direction through control interfaces that can be programmed. Both
architectures attempt to improve network programmability and decrease operational
expenses; however, NFV concentrates on infrastructure management and the flex-
ibility of services, whereas SDN deals with centralized traffic flow.

Moreover, NFV helps make network services more flexible. It permits the fast
introduction of new services and is highly responsive to changed business or cus-
tomer needs. NFV uses standard IT virtualization; therefore, network operators are
in a position to introduce new networking services early [3, 8]. This flexibility is more
significant than other circumstances that take a long time to deploy services, as seen
in the mobile network instances and events.

Further, NFV can be combined with other cloud techniques; this allows such
solutions to create cloud-based network functions, which are embedded, managed,
and used based on cloud methodologies. Such an approach also helps build network
services that can be easily scalable and adaptable simultaneously, as it forms a strong
foundation that can continue to advance in network innovation [9].

2.3 Synergy between SDN and NFV

While SDN and NFV are independently powerful, their combined use can unleash
significant synergies that amplify their benefits, particularly in complex network
environments. SDN’s ability to provide centralized dynamic traffic management
complements NFV’s flexibility in service deployment [10]. The integration of SDN
and NFV facilitates the creation of highly automated and flexible network platforms
capable of supporting high-bandwidth applications and services. SDN can control the
network resources in real time to perform NFV functions and achieve the function
of perfect VNF matching with the network resources. This synchronization requires
network management and service control to deliver reliable, scalable, and optimized
networks [10, 11].
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SDN and NFV facilitate network architecture and functioning complications,
augmenting the capacity to effectively provision network services across different
domains and satisfy constantly rising consumer expectations [10, 11]. SDN and NFV
are not only the enabling technologies to implement missing network functionalities,
but they also create a basis for the further evolution of the technology, including new
ideas like software-based network slicing for dynamically segmenting the network
resources and providing the appropriate services and capabilities to the different
classes of users and applications. This optimizes the use of network resources and
improves the functions of service individuality and protection [12].

The Venn diagram in Figure 2 comparing NFV, SDN, and NV shows how these
technologies collectively boost and redesign network operations and functions. In its
simplest form, NFV mainly targets separating network functions from the appliances
on which they run to be executed in software contexts. This abstraction enhances
the scalability and topology of networks and smoothly brings easier and cheaper
solutions to deploy, manage, and grow the network services. SDN enables the control
of the networks’ actions centrally, and it offers potent tools to the administrators to
manage the traffic flow in the network and make operation decisions dynamically.
This centralization exact regulation of network resources, hence boosting perfor-
mance and flexibility. On the other hand, NV broadens the concept by admitting
several virtual networks on a single physical platform that can be operated and
administrated apart.

The intersections within the diagram elucidate deeper synergies: The intersections
within the diagram elucidate deeper synergies:

SDN
Centralized Network control
Programmability
Real-Time Traffic Management

Virtualization
?:alablllﬁy Orchestration
dngscien Automation
Integration Sl
Optimization
Innovation
NV NFV
Isolation Abstraction Decoupling from Hardware
Segmentation Flexibility Rapid Elasticity
Flexible Network ProvisioningEfficiency Service Agility

Figure 2.
Relationship between SDN, NFV; and NV,
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* Between NFV and SDN: They both manage and control one aspect of the
network using complicated processes, often automated—integrating these two
results in effective resource optimization optimization workings of diverse
networks.

* Between NFV and SDN: They both manage and control one aspect of the net-
work using complicated processes, often auto-integrating these two results in
effective resource optimization workings of diverse networks.

* Between NFV and NV: They help enhance network abstraction and flexibility,
enabling efficient execution of network services on different networks and
platforms.

In the middle of NFV, SDN, and NV, there is a synergy that builds on the best
capabilities of the three, enhancing the overall network design. This integrated
concept further improves the network’s functionality and expandability for the end
client. It encourages service leaders to offer increasingly complex network services
and structures by providing a firm foundation on which to build. When visualizing
relationships and functionalities using a Venn diagram, it is possible to see how NFYV,
SDN, and NV complete each other and build up a new network environment that is
much more resilient, flexible, and efficient.

2.4 Quality-of-service in SDN and NFV-based networks

The SDN and NFV inundated networks require high QoS as they incorporate
complex traffic management and resource allocation schemes to meet SLAs. The best
real-world example of its practice is the utilization protocols in SDN structures to
shape the network traffic flow and to enable the different flows to be managed in line
with specific QoS requirements. OpenFlow, by the open network foundation (ONF),
founding protocol supporting SDN implementations, allows fine-grain traffic policies
that can forward, throttle, or sculpt traffic to the needs of specific applications in
terms of bandwidth and latency [6, 13].

In SDN, advanced dynamic QoS policies are implemented through programmable
network controllers, which adapt rules based on real-time network conditions to opti-
mize, even under varying loads [6, 13]. OpenFlow switches, OvS-switch, integral to
SDN architecture, leverage a robust switch fabric with queues and metering functions
to manage network traffic effectively, depicted in Figure 2. These switches maintain
flexible tables that can be programmed to match various packet fields, enabling
administrators to implement granular QoS policies.

Within the switching fabric, the metering functions within these switches
measure and control the rate at which packets traverse the network, ensuring no
application or service exceeds its allocated bandwidth. Meanwhile, queuing mecha-
nisms manage congestion and prioritize traffic during high traffic volumes, applying
actions such as packet forwarding, dropping, and rate-limiting based on established
metrics [6].

Figure 3 of an OvS switch configuration illustrates the pivotal role of the central
controller in QoS management. All the commands are transmitted through a secure
channel, where the controller establishes a dynamic setup with the switch. The flow
table is a priority tool in QoS management since it addresses the incoming packets
from the network and executes the corresponding rules by unchanged QoS protocols.
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SDN Controller
OpenFlow
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OpenFlow Switch

Secure
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Group Table

Pipeline | Pipeline
Flow Table ———» Flow Table Flow Table

Figure 3.
Components of an OpenFlow switch.

This helps to guarantee that overly critical services remain a high priority over low-
importance ones. From the flow table, the packets move to the group table to ensure
QoS through replicating packets for multicast—essential for equal data distribution
required for the application of broadcast and multicast services. That is why the meter
table is subsequently used for rate limiting, monitoring, and controlling the rela-

tive traffic flow according to the bandwidth allocation so that a single flow does not
become dominant and bring down the whole network.

The ports are responsible for the entry and exit of all network traffic managed
directly by the controller. The controller determines the traffic flow according to QoS
requirements in real time. Subordinate to these, the data path transmits and forwards
data packets according to the QoS rules predetermined by network upstream layers.
This setting emphasizes the OpenFlow switch’s ability to efficiently manage a precise
and demanding QoS policy. It ensures that all the existing resources are distributed
in the network according to business-critical functions while preserving top-notch
network performance and availability [6, 13]. Here queues can be set up, where each
queue could have a predefined rate limited to control the traffic flow.

Also, the NFV benefits the SDN by enabling the faster deployment of the network
services through a conceptually flexible structure. For example, virtual network func-
tions (VNFs) and virtual routers, firewalls, and WAN accelerators can be instantiated
to improve service provisioning and quality. This dynamic capability is vital within
this thought as it entails creating processes for customizing offered within the net-
work to address the existing demand [3, 8].

SDN and NFV integration also enables the resource orchestration process, includ-
ing the QoS for vital services. SDN is a centralized technique that allows for better
traffic and resource management, and NFV enables service flexibility; together, both
systems help ensure modern network applications that rely on video streaming, cloud
computing, and large data transmissions are provided with the necessary QoS [14].

Table 1 represents the timeline of OpenFlow versions regarding its QoS and the
generational advancement of mobile and wireless networks from 2008 to 2015. Each
version from 1.0 to 1.5 presents new features, such as improved QoS for multicast,
rate-limiting of metering, and optical ports. These features make OpenFlow useful
in promising solutions for network management and support network events in
mobile and wireless networks. Consequently, by using SDN’s OpenFlow protocol
and engaging NFV properly, networks can have a dynamic and proactive solution for
managing QoS that can address the conditions and challenges of current and future
networks.
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Year OpenFlow QoS improvements Event in mobile network  Event in wireless network
(OF) ver.
2008 1.0 Basic QoS settings Initial OF specification Basic OF features tested
released on Wi-Fi
2010 11 Enhanced QoS for Experimental LTE setups Development of wireless
groups and multicast using OF mesh networks
2012 1.2 Introduction of metering First trials of OF for OF applied managing
for rate-limiting network slicing in 4G heterogeneous wireless
networks
2013 13 Advanced QoS with Integration of SDN Enhanced QoS
multiple tables controllers with OF in management in Wi-Fi
mobile core networks networks via OF
2014 14 Egress processing for dynamic spectrum Deployment of OF in
better QoS handling management in Mobile large-scale public Wi-Fi
networks systems
2015 1.5 Optical port OF assists in the transition Introduction of OF in
enhancements to 5G, supporting network wireless ad-hoc networks
for diverse traffic slicing and orchestration for improved routing
management
Table 1.

Timeline of documented OpenFlow versions and corresponding developments in QoS and network events.

2.5 QoS provisioning in wireless and mobile networks: Trends

QoS provision in wireless and mobile networks faces unique challenges due to
these environments’ inherent variability and unpredictability. However, the chal-
lenges above are effectively solved by SDN and NFV. These technologies’ mobility
characteristics underline the possibility of offering QoS that quickly adapts to mobile
environments [7].

The mobile network has been improved by using SDN that separates the con-
trol and the forwarding planes where the controller is used. This centralization
provides the network operators with the network’s overall topology and control,
thus allowing them to manage the network and the different resources. SDN has
the strategic advantage of changing the network policies based on users’ and
conditions’ mobility, which is common in, for instance, mobile environments.

For example, whenever mobile users switch from one cell tower to another, the
SDN controller can identify input to modify the network topology and quality. On
traffic management, for instance, SDN controllers employ efficient algorithms in
handling data depending on the type of traffic and QoS demands and thus enhance
the efficiency of the network. For example, suppose the business uses a video
conference call. In that case, the controller might prefer this traffic over the other
less sensitive applications, providing further bandwidth to ensure the call does not
drop [7, 15].

Table 2 [16-18] compares three significant networking technologies: P4,
OpenFlow, and extended berkeley packet filter (eBPF). These three tools/applications
differ in design, flexibility, and applicability. P4 provides much higher flexibility in
programming data planes with the possibility of programming PISA chips and sup-
porting any protocol suitable for the current mixed network topologies. OpenFlow,
primarily applied in SDN to manage the forwarding tables, has less flexibility
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Aspect P4 OpenFlow eBPF*
Purpose Program data plane Forwarding tables Kernel ext.”
Flexibility High Limited High
Programming model Top-down Bottom-up Flexible

Chip dependency PISA chips Fixed ASICs Software
Protocol support Any protocol Fixed headers Any data
Interoperability Common language TTP standards Universal
Control plane SDN control SDN separation Via API

API generation Autogenerates Fixed API Dynamic
Evolution Software updates Hardware updates Kernel updates
Use Case IPv4 steps Data centers Monitoring
Future Mixed networks Fixed switches Expanded use
Community P4.org ONF Linux Foundation

“eBPF allows for high flexibility to extend and customize the functionalities of the Linux kernel.
b . . . . .
Kernel ext. let developers load code directly into the kernel communications dynamically.

Table 2.
Comparison of P4, OpenFlow, and eBPF technologies [16-18].

and relies on fixed application specific integrated circuits (ASICs) and hardware
upgrades, which works best in data centres where topology remains constant and
well-defined.

On the other hand, eBPF is visible because it can augment and improve the linux
kernel functionality more flexibly online, which can cover any data. This sup-
ports numerous usages, especially in performance analysis and security measures
through intercommunication in the kernel space. This is somewhat true since eBPF
and P4 offer more dynamic and autogenerated APIs compared with the fixed API
of OpenFlow. Thus, the further development of these technologies, backed up by
communities such as the P4, continues smoothly. It is discerned from the involvement
of critical associations such as Open Networking Foundation |org, ONF, and linux
foundation and observed that they hold a significant position and have evoked certain
unique usage areas in contemporary network situations.

NFV enables mobile operators to quickly deploy virtualization across geographi-
cally dispersed environments, significantly improving the dynamic management of
network traffic flows and service quality. SDN and NFV integration in mobile net-
works enhances applications and services such as virtual reality (VR) and augmented
reality (AR) since they require high bandwidth and low latency [7, 15].

Thus, based on the current advancements in wireless networks, the functions of
SDN and NFV in QoS delivery are gaining more importance. Mobile applications’
programmability and capability to operate in a versatile and scalable fashion are
required to satisfy the increased requirements posed by the current mobile applica-
tion and services environment [7, 15]. 5G and IoT were introduced utilizing SDN and
NFV architecture to enhance functionality in wireless networks regarding scalability,
data handling, and the provision of diverse quality services [19].

The current work focuses on how SDN and NFV transform network man-
agement and QoS. These technologies empower networks with the capabilities
they need to address the challenges of today’s network landscape and define the
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evolution of further advances in network technologies. With the help of SDN and
NFV technology concepts, networks can introduce the ability to slice the networks
to utilize different sections of the networks for various types of traffic that require
varying QoS levels. For instance, a network slice intended for emergency services
can be designed to reflect the main parameters as reliability and low delay. In
contrast, a video-stream slice should enhance the goals, such as bandwidth and
throughput [11, 19].

Multi-access edge computing (MEC) is another area of interest for SDN, which
deals with traffic analysis and decision-making that can happen nearer to the mobile
users in the network. It minimizes latency and enhances the performance of real-
time processing applications such as augmented reality or self-driving cars [19,

20]. The computing and services are offered closer to the user, thus reducing the
delays significantly. This is supported by the deployments of 5G networks providing
deeper penetrations into the networks. Therefore, heterogeneous network deploy-
ments based on MEC, SDN, and NFV can offer a significant improvement in service
quality.

NFV cooperates by enabling vRAN to optimize resources by user traffic and
the required QoS. This flexibility is essential in ensuring that mobile network users
receive a quality experience, especially during peak hours or in areas with high traf-
fic density [3, 8]. Machine learning and artificial intelligence are also incorporated
into SDN and NFV to support QoS and other relevant aspects. These technologies
facilitate the creation of models that predict traffic flow and network incidences,
addressing QoS concerns when service levels are affected by changes in network
conditions [15, 21].

Table 3 offers more specifically developed descriptions of the evolution of
networking tools such as NetConf/ YANG, OpenFlow, Open vSwitch, P4, Ryu SDN
Framework, and the ONOS platform related to QoS provisioning. Technologies,
frameworks, protocols, and algorithms have evolved by extending advanced QoS
features to encompass a variety of functionalities, including device configuration and
rate limitations. The table depicts a steady transition of current wireless and mobile
networks from 3G settings to optimal 5G configurations. It introduces the develop-
ments in various technologies, focusing on resource scaling, ubiquitous connectivity,
and particularly highlights the QoS requirements and optimal network resources
allocations.

3. Challenges in managing QoS in softwarized and virtualized networks

Managing quality-of-service (QoS) in networks that leverage softwarization and
virtualization presents unique challenges. These challenges stem from the dynamic
nature of these networks, the variability in network conditions, and the complexity of
resource allocation.

Dynamic of network traffic: The new paradigm of virtualized networks conse-
quently brings dynamism into network traffic and conditions compared to traditional
ones. This causes fluctuations in the capacity to safeguard the QoS because the
network has to adjust to emerging requests and traffic requirements [22].

Scalability and elasticity problem: Although virtualization enables the scalability
of a system, managing this scalability to maintain QoS requires innovative solutions.
Scalability, the ability to adjust resources in a network guaranteeing quality-of-ser-
vice, is challenging. Even with this, the mechanical method of resource allocations has
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to be accurate to avoid underutilization, leading to resource wastage and ultimately
substandard services, under provision leading to degraded service [9].

Resource allocation complexity: Managing resources within virtualized networks
is more challenging because they are abstracted, making it difficult to access them
directly. Managing and organizing physical resources must maintain the service’s
QosS. This is not just about implementing network or computation resources but also
about near availability, responsiveness, and performance as perceived by the user and
quality-of-experience (QoE) has evolved [12].

Interference and congestion: Based on the levels of virtualization distributed
systems, resources are shared at different levels of service and tenant layers, which
results in interference and congestion. Such problems can negatively impact the qual-
ity of delivered services, especially if the pertinent services have high priorities and
are offered alongside those of lower priorities. Proper isolation measures and traffic
prioritization to reduce these risks [14].

Maintaining QoS because of different network slices: Network slicing is utilized in
softwarized networks provisioning multiple logically separated virtual networks
over a common physical substrate. Every slice can be tailored for a particular type of
service; however, achieving a uniform QoS on these slices is difficult due to different
services’ different requirements and SLAs [19].

Resource limitation constraints in switching fabric:

In the context of network softwarization and virtualization, the virtualization
fabric plays quite an essential role in handling the network’s data flow; however,
the characteristic resource constraint in the switching fabric presents serious issues
primarily as the network expands. This section analyzes the issues related to the
switching fabric’s ability to process multiple data streams and buffer management and
the effect of these issues on the network’s performance and QoS.

The general disadvantages of switching fabric are always finite bandwidth, a
smaller buffer size, and limited processing capability. However, its disadvantages
appear when the network load is high, which results in packet loss and high latency.
Since traffic and the number of connected gadgets increase, such problems inten-
sify and influence the network’s capability to guarantee constant and high-quality
service [23].

Network designers and operators use strategies to overcome these difficulties.
One practical construct applies sophisticated traffic control techniques catering
to the specific QoS requirements. For instance, traffic shaping and load balancing
assist in controlling the load on the network resources necessary for priorities [24].
Furthermore, buffer management techniques are critical in optimizing limited space.
Algorithms for dynamic buffer allocation, which adjust the buffering strategies based
on real-time traffic conditions and network congestion levels, are particularly effec-
tive. This adaptive buffering helps smooth out burst traffic and reduces the risk of
buffer overflow, thereby minimizing packaging and maintaining QoS integrity [25].

Another strategy involves architectural enhancements in the switching fabric
design. Implementing scalable fabric architectures, such as close networks or hyper-
scale network architectures, provides pathways for expanding capacity and routing
flexibility to handle increasing traffic loads without a corresponding increase in
packet loss or service degradation [26]. These innovative strategies are crucial for
network architects and engineers as they design systems to support high-density,
high-throughput network environments without compromising service quality.
Understanding these limitations and employing appropriate mitigation techniques are
essential for maintaining network infrastructures.
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4. Advanced techniques for QoS management in softwarized and
virtualized networks

In response to the challenges highlighted in the previous section, several advanced
techniques have been developed to improve the management of QoS in softwarized
and virtualized networks. These techniques leverage innovations in algorithmic solu-
tions, machine learning, and policy-driven frameworks to manage network resources
dynamically.

Machine learning for predictive QoS management: Predictive QoS management
is another outgrowth of network awareness that has used machine learning (ML)
to effectively predict traffic flow and start preparing for change before it happens.
Doing some work to acquire ML models that foresee high-demanding situations and,
consequently, order additional resources to maintain QoS goals without disruption.
For example, deep learning strategies have been widely applied to predict network
loads with a subsequent efficient allocation of resources [27].

Policy-driven management frameworks: Managing frameworks is essential to setting
policy reforms on utilizing these frameworks, which focus on the resources available,
the business objectives, and the QoS. Thus, through automation of the enforcement
of these policies, it is possible to manage the fluctuations in service requirements
efficiently and continue offering the required QoS [28].

Network function virtualization: NFV orchestration plays a significant role in
controlling the lowly virtualized network life cycle. It also orchestrates the scaling and
healing of VNF across the network segments. In other words, ideal NFV orchestration
guarantees the evolution of a network to meet service demands without compromis-
ing the QoS at the end-user level, as well as efficient resource utilization to avoid
bottlenecks [11].

Adaptive traffic management (ATM): ATM has been defined as coordinating the
transmission of data packets in a network according to the prevailing conditions and
appropriate QoS specifications. Methodologies like traffic prioritization, prioritiza-
tion distribution, and priority-controlled queuing make allocating bandwidth and
latency to vital services possible even when the rest of the traffic is heavy [13].

Al-driven decision-making: Al goes with ML to supplement decision-making fea-
tures that allow responsiveness to a situation and proactivity. Automated systems can
quickly determine priorities for resource allocation and traffic control within required
key performance indicators (KPIs) and apply new strategies based on the dynamics of
the network. This leads to highly adaptive and enduring network infrastructure [15].

5. Case studies and real-world applications of network softwarization and
virtualization

The application of network softwarization and virtualization has proven effective
in various real-world scenarios, demonstrating their potential to revolutionize work
management and improve QoS. This section presents several case studies highlighting
successful deployments and the lessons learned from these experiences.

5.1 Case study: Virtualization in mobile networks

Virtual network functions are placed closer to the user’s end, eliminating delays
and damaging tasks needing immediate response. Also, using software, networks’
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flexibility and scalability are enhanced through software-defined networking,
which ensures that the networks can handle varying loads. Outsourcing of all
functions in a network implies that several tasks are guaranteed to be fulfilled
without common human errors, thus improving the network services. Tasks such
as safeguarding that are central to ensuring the delivery of services with security
are also elaborated. Collectively, these enhancements are possible and provide

a solid foundation and flexibility necessary for a network infrastructure in 5G
technologies [29].

5.2 Case study: Softwarization for IoT integration

A use case in a smart city involves the possibilities of employing SDNs in
convergence with the Internet of things (IoT), where considerable enhancements
in managing the traffic networks and improving the QoS have been evident
(Figure 4). Through SDN, the city’s administration could control a now dynami-
cally constructed web of IoT devices such as traffic lights, surveillance systems,
or public Wi-Fi systems. The SDN controller uses real-time data to prioritize
certain types of traffic, to control resource usage during a specific time of the
day, and thus never compromise essential services like emergency responses.
This helped avoid statistics of traffic jams and improved the time taken in critical
communication. Also, incorporated with edge computing, the author’s proposal
ensured that data computation was carried out closer to the data collecting centre,
reducing time for general operational responses. This was particularly helpful
for the real-time applications that are strategic to the running of the city, traffic,
and security [30].
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Avrchitecture of SDN for IoT devices to improve the QoS.
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Figure 5 also demonstrates the layers of infrastructure, control, and application;
this shows the connectivity of the different network components for smooth traffic
flow. The architecture focuses on the aspects of open and flexible management of
resources needed for QoS through monitoring and controlling them in real time with
the help of SDN, which contributes to QoS enhancement due to dynamic and flexible
management of resources required for QoS through the use of real-time monitoring
and controls options available in SDN.

5.3 Case study: Enhancing connectivity via open RAN: Leveraging SDN for
optimal QoS management

The case study proposes a QoE enhancement function (QoE’F) xApp for 5G Open
RAN coupled with an adaptive genetic algorithm that deals with the issues of user
association, resources, and power in HetNets. Through simulations, this approach
raises the quality-of-experience for users when accessing high-resolution video
services by a large margin. This is due to optimizing Near-RT RIC within the Open
RAN environment, which leads to a better provision of video services regardless of
the density of the user and network scenario [31, 32].

As depicted in Figure 6, the standardized data from the distributed unit (DU)
and the control unit (CU) through the Al interface is used by the non-RT remote
intelligent controller (RIC) to improve the management of network applications such
as policies and QoS. On the other hand, the Near-RT RIC utilizes the E2 interface to
orchestrate a change in policies and management of the RAN resources and, there-
fore, have a direct impact on QoE by allocating available resources to areas of demand
in quasi-real-time. These are in addition to the already opened F1 and fronthaul
interfaces that enhance multi-vendor operation within the distributed unit remote
resource unit (DU-RRU) link and diverseness of networks, which are mandatory for
efficient service provision.
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Avrchitecture of Open RAN to improve the QoS.

6. Future trends and innovations in network software and virtualization

As network technologies continue to evolve, the landscape of network softwariza-
tion and virtualization significantly changes with the advent of new technologies and
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Process flow of deep learning-based tvaffic classification and network resource allocation in SDWN.
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methodologies. This section explores future trends and innovations that could shape
the management of wireless and mobile networks, highlighting the potential for
continued QoS advancements.

Compatibility with 5G and beyond: Today, the process of creating popular 5G
networks has started, and the work on building 6G is being discussed. They envisage
a next-generation network with higher bit rates, low delay, and enhanced availability.
Software is also crucial to attaining these advantages because it integrates softwariza-
tion and virtualization. It is foreseen that future improvements will incorporate
Al-based methods to improve functions in a network, consequently improving the
ability to maintain and control QoS on a dynamic level [22].

Roles of artificial intelligence: Undoubtedly, Al integration is supposed to
enhance the networks’ performance and adaptability to respondents’ needs with
high levels of performance and security [21]. In the case of incorporating artifi-
cial intelligence in software-defined wireless network (SDWN), as illustrated in
Figure 7, the system has several specific modules managed by the ONOS controller.
The traffic monitoring (TM) module: Real-time data of the existing network struc-
ture is collected by implementing OvS switches within the commodity platforms,
such as Raspberry Pi, and configuring them as an access point. The southbound
API utilized could be OpenFlow. The data collected is retrieved by the controller
via the TM module. The data is then fed to the traffic engineering module (TE).
This data is significant because temporal features’ assessment is made by statistical
analyses considering network traffic characteristics over time. After that, a deep
learning (DL) classifier module utilizes this analyzed data to sort the traffic based
on predefined criteria such as type and priority. This classification is beneficial
for the next stage of dynamic resource allocation wherein the link bandwidth and
the access point channel assignment will be changed to improve the network’s
performance. The entire process is represented, starting from data collection and
then resource management, resulting in the optimization of the SDWN network,
and hence, a workable solution is presented to attain the required in the wireless
network.

Expansion of edge computing: Another sub-segment that is likely to experience
immense growth is edge computing. However, as data generation rises, mainly
because of IoT devices, edge computing provides a model to process data near the
source rather than in data centres. This lowers latency and bandwidth usage, which is
essential for uses that demand real-time processing [20].

Enhanced security protocols: Security remains paramount, especially as networks
become more open and interconnected. Future trends in softwarization and
virtualization development of advanced security protocols that can adapt to emerg-
ing threats dynamically. These protocols will likely integrate machine learning
techniques to predict and mitigate risks before they impact network performance or
compromise data integrity [33]. Applying the multi-layer knowledge graphs in the
context of threat perception in cybersecurity makes one appreciate how advanced
semantic networks might be used to improve the threat detection and analysis
implemented in cyberspace by employing the restricted Boltzmann machine
(RBM) [34].

Integration with blockchain: To do so, focus on the risks introduced by
integrating communication technologies and IoT devices, and how block-
chain can strengthen it. It assesses blockchain performance with Al solutions,
improving the means of identifying and protecting from threats within cyber-
space effectively [35].
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7. Conclusion

The contemporary progress of network softwarization and virtualization in
administering wireless and mobile virtualization, an exponential traffic load, and
complicated network structure aim to satisfy the ever-rising expectations for QoS;
more precisely, it increases the flexibility and efficacy of network management, thus
opening the way to new and advanced solutions. This work focused on detailing the
conceptual models of softwarization and virtualization in wireless and mobile net-
works. Aspects such as software-defined networking (SDN) and network functions
virtualization (NFV) advancements have led to current networks’ intelligence and
enabled flexibility in responding to traffic and user characteristics. The work details
the evolution of quality-of-service (QoS) provisioning and the related progress in the
academic, industry, and research community. The work comprehensively states the
significant contributions of SDN and NFV in achieving today’s networks’ service per-
formance, leading to promising solutions and paving the way for futuristic networks.

The dynamics of the technological structure of networks with intelligent service
and artificial intelligence remain a significant opportunity and challenge to guarantee
quality service delivery. This work emphasized the need to employ algorithmic pre-
scription, edge computing, and policy-based architectures to operate resources and
networks proactively. The synergy of SDN and NFV has been paramount in deliver-
ing required service performance to network operators and users, thus recognizing
softwarization and virtualization as an established core of future network manage-
ment as the network environments evolve.
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Chapter 3

Quality of Service Challenges
in Hybrid IP/Software-Defined
Networks

Samiullah Mehvaban and Rajesh K. Yadav

Abstract

In recent decades, there has been a tremendous growth in the network traffic
volume, which causes substantial challenges for effective traffic management. Traffic
engineering (TE) is an efficient strategy for minimizing network congestion and
improving network performance. In today’s network, supporting end-to-end quality of
service is an ongoing problem in the existing network infrastructures. Software-defined
networking (SDN) designs were introduced to solve these challenges by separating the
control and data layers. However, migrating directly to a full SDN is challenging, and
the optimal option is to migrate incrementally to a hybrid SDN where conventional
network devices coexist with the SDN nodes to take the benefits of both networks.

This study investigates challenges with hybrid SDN traffic engineering and quality of
service. Quality of Service (QoS) in a hybrid SDN is defined by network parameters
such as jitter, latency, loss, bandwidth, and network link utilization, measured using
industry standards and procedures. We can witness considerable gains in overall
network performance and user experience by implementing advanced QoS regulations
in the hybrid environment. Using machine learning techniques for adaptive QoS and
traffic prediction can increase the network’ ability to deal with diverse and unpredict-
able traffic patterns.

Keywords: SDN, hSDN, TE, MLU, QoS

1. Introduction

In today’s network, one of the main challenges that professionals and industries
face is the complexity of the network, which is challenging for network providers to
manage such a complex network. The Software-Defined Networking (SDN) concept
was initiated in response to these challenges. SDN works on the fundamental prin-
ciple of separating the data and control planes. In recent years, SDN has been one of
the most well-discussed subjects in telecommunication systems. SDN is an essential
network architecture developed alongside virtualization, mobility, the Internet
of Things, and other technologies. SDN offers dependable and adaptable network
administration; it enables intelligent flow scheduling systems to enhance network
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performance and link utilization, and it supports advanced Traffic Engineering (TE)
because of its global perspective and centralized network control.

Similar to the rapid growth of the Internet, traffic volume has increased signifi-
cantly during the past few decades, as managing tremendous traffic is challenging. TE
is a practical way to reduce network congestion and improve network performance;
it has drawn much interest from academics and industry in recent years. Traffic
engineering is a potential real-time approach that measures and analyzes network
traffic to enhance traffic routing and balance network flow. Traffic engineering is a
technique that looks at data transmission behavior over communication networks to
improve network performance.

Optimizing network performance is the primary goal of traffic engineering to
increase network reliability [1]. It can be achieved by strengthening the network’s
resilience to faults, reducing network congestion by evenly distributing the load
among the links, etc. In contrast, a centrally controlled controller in an SDN network
communicates with forwarding components to maintain a global perspective, traf-
fic demand, network topology, and link condition information. The SDN network’s
direct routing channels set it apart and make it a top choice for many traffic engineer-
ing solutions.

SDN offers a valuable and adaptable method of routing optimization; with the
separation of the control and data layers and the logical centralization of the control
layer, traffic can be dynamically divided and delivered to different channels using
SDN switches since the controller controls flow routing in the control plane [2].
Programmability and globally centralized network management are compelling SDN
network features that enable traffic engineering. With all the significant advantages
and futures SDN provides, directly migrating to a fully SDN is challenging, and the
optimal solution is to migrate to a hybrid SDN first, then to a fully SDN environment.
Employing particular complete TE approaches in a hybrid SDN network is possible
because the flow splitting ratio on SDN switches is flexible. To increase centralized
control’s profitability, network providers who want to migrate to hybrid SDN must
choose an appropriate migration sequence considering various optimization tech-
niques. These methods can be used with other network optimization strategies and
hybrid network deployment. In a hybrid SDN network, traffic engineering is more
complex; solutions based on static routes or access control lists (ACLS) offer limited
capabilities [3].

TE in a hybrid SDN is challenging since an SDN controller does not entirely con-
trol traditional devices. The controller in the hybrid SDN can only manage SDN nodes
to enable TE; conventional legacy devices will be controlled through legacy devices
themselves. The most widely used traffic engineering techniques in conventional
legacy networks are MPLS (Multi-Protocol Label Switching), which uses labels, and
Generalized MPLS, which extends MPLS to handle new switching technologies and
interfaces. Regarding optimizing routing, this traffic routing provides greater flexibil-
ity than the ECMP (Equal-Cost Multipath) utilized in the conventional OSPF (Open
Shortest Path First) protocol.

The traffic engineering method recommended for the hybrid SDN network will
be examined in this article. A traffic engineering technique called load balancing
seeks to maximize the distribution of traffic loads across various resources following
a predetermined performance threshold. Since load balancing looks for the aver-
age link rate usage for all network links, it may achieve the TE aim of minimizing
maximum link utilization in the hybrid SDN network by making network congestion
accessible.
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The OSPF protocol is one of the most used IGP (Internet Gateway Protocol) in
conventional networks. After assigning it a cost or weight, it chooses the shortest
path with negligible forwarding costs for each connection. Equal-cost multipath
forwarding (ECMP) routes traffic between the source and destination addresses
and distributes it evenly in cases with numerous shortest pathways. In a hybrid SDN
environment, OpenFlow, flow abstraction, comprehensive packet matching, and
packet filtering techniques are not supported by all nodes in the network; hence, TE
employs many optimization strategies to obtain the best possible network perfor-
mance characteristics.

Data on network state must be gathered, measured, and tracked to perform traffic
measurement. The study of managing network traffic based on network status
information obtained from traffic measurement is known as traffic management.
Traffic measurement is challenging in a hybrid SDN network because all the devices
in the network environment are not SDN-enabled, so few devices in the hybrid SDN
environment are SDN nodes.

2. Traffic engineering

See Table 1.

Reference Aspect Objective Limitation

[4] IPTE To accomplish load balancing, maximize The shortest path is used to route
the weight of OSPF links. traffic, which is a drawback of TP

network routing optimization.

[5] IP-TE They address the limitation of equitably Every route prefix necessitates a
splitting traffic on an equal-cost complex configuration.
multipath to achieve a nearly optimal
solution.

[6] IP-TE Designed unique link-state routing It can operate at peak efficiency,
protocols to maximize traffic engineering but most common devices cannot
efficiency. support it.

[71 IPTE Solve the multi-commodity flow They add a second weight to each
maximization problem to represent the complex and error-prone link in
ideal intradomain TE. OSPF routing to allow flexible traffic

splitting over the shortest path.

Reference Aspect Proposed work

[8] MPLS-TE They develop a hybrid network with MPLS/OSPF and use a linear programming
module to define the traffic engineering problem, which is a multi-commodity
flow problem.

[9] SDN-MPLS  With an emphasis on an SDN/OSPF hybrid network scenario, they propose a novel
TE architecture for SDN/MPLS hybrid networks.

[10] SDN-TE Provide a crowd collaboration solution for SDN vehicular networks designed for
SINET (smart identifier networking).

[11] SDN -TE Controlled co-flows by offering a network architecture with performance close to
ideal.

[12] SDN -TE Provide an effective resource reallocation system for software-defined data
centers.

35



Quality of Service (QoS) — Challenges and Solutions

[13] hSDN -TE Provide a framework for the gradual deployment of hybrid networks and offer a
variety of heuristic methods for reducing the maximum link utilization in TE.

[14] hSDN-TE SDN was implemented at the border routers, and OSPF was split into various
subdomains to allow for more precise traffic control between subdomains.

[3] hSDN-TE They studied two hybrid modes: barrier mode, where two forms of traffic are
routed in various capacity spaces, and hybrid mode, where any form of traffic can
fully utilize each link.

[15] hSDN-TE They proposed a novel hybrid switching design that integrates conventional and
SDN switching to achieve both scalability and optimal performance.

[16] hSDN-TE Present fibbing is a technique for centrally managing the link status of the routing
protocol by creating fictitious nodes to provide more effective routing.

[17] hSDN-TE Provide an energy-efficient routing technique to reduce energy usage.

[18] hSDN-TE They proposed a heuristic algorithm that jointly optimizes the OSPF weight

configuration and traffic splitting ratio of SDN nodes.

[19] hSDN-TE Studied the problem of TE over multiple traffic matrices and proposed a heuristic
approach for optimizing routing over multiple traffic matrices by combining
offline weight configuration and online splitting ratio optimization.

Table 1.
Traffic engineering.

3. Quality of services (QoS) in hybrid SDN

Overall, suppose we define Quality of Service for a network. In that case, evaluat-
ing user satisfaction with specific services using a composite factor: bandwidth,
delay, loss, and jitter. All technologies that manage data flow inside a network to
reduce packet loss, latency, and jitter are called Quality of Service (QoS) technologies.
Providing specific data transmission in a particular network aspect is what we refer to
as Quality of Service.

Considerations for Quality of Service include data accuracy, packet loss, bandwidth,
and service level. For instance, QoS ensures bandwidth delivery for bandwidth-
sensitive data if the network has exceptional bandwidth; if we have an ideal link, QoS
is unnecessary. QoS denotes low delay if the network provides low latency transmission
service for time-sensitive data delivery. Since application flows compete for available
network resources, they must be differentiated to achieve QoS. Network resources must
be assigned to make the best decision for packet forwarding; occasionally, this process
necessitates knowledge of the present network conditions. With a broad, dynamic
range of Quality of Service features, the architecture supports various communication
applications, including those for people and traditional services [20].

In a network, sufficient bandwidth, low latency, low packet loss rates, and bal-
anced network connection loads are all considered aspects of Quality of Service. As is
well known, adjusting the network’s link load can result in higher bandwidth use and
lower latency. Consequently, the latency and bandwidth QoS requirements can be met
by balancing the connection load demand.

Service Level Agreements (SLAs) between service providers and end users
largely dictate service quality. Although this approach performs exceptionally well
for best-effort service, it does not offer more precise granular traffic management.
Specific applications, like VoIP (Voice over Internet Protocol), online gaming,
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video conferencing, and many more, have flows sensitive to jitter, latency, and
bandwidth, so they require unique handling methods. Setting high-level traffic
management strategies and establishing limits on the depth of traffic distinction are
not well-established methods.

SDN networks separate data and control layers in a network. This separation gives
network controllers more authority over networks. Controllers can view the status of
the network globally. The network controller offers a conceptual network perspective,
providing network applications under the SDN idea. They are not needed to handle
data plane device low-level configuration.

3.1 Quality of service requirements

Quality of service parameters in a network is classified into two categories: policies
and metrics, as shown in Figure 1.

Quality of service measurements include security, performance, cost, and reli-
ability, which are used to establish QoS characteristics. The primary performance
measures are latency, loss, and data rates. Rarely, as traffic increases, the network
load needs to be balanced; nevertheless, controlling network loads is challenging.

QoS regulations are essential to providing a network management tool for bandwidth
management. QoS policies have many advantages, including performance, security,
manageability, and security.

The SDN network model’s benefits may improve service quality in many network
operations. SDN provides a global view of the network, making it possible to preserve
relevant states over the whole course of flows. It can also monitor network statistics
at other levels, such as port, device, and flow. Furthermore, SDN may help network
operators create an automated, robust, and user-friendly QoS management frame-
work for their networks by enabling resource reservation, packet scheduling, and
queue management. Because network resources are dynamic, control methods must
be well-defined for QoS provisioning in network applications.

Qo5

requirement
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Managment Service Level Performance
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Figure 1.
QoS requivement.
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3.2 Quality of service observation

The hybrid network is divided into domains by SDN switches, establishing con-
nections between each domain. Various QoS metrics, including packet loss rate, traf-
fic load, throughput, latency, and so on, must first be gathered to enable QoS-aware
forwarding in a hybrid network. After that, these variables are merged to depict
network performance precisely.

Traffic load monitoring: The connections to SDN devices may provide load informa-
tion to the OpenFlow protocol. For a directed link, we have to figure out how many data
flows are going through the switch in a certain amount of time. The traffic load on the
link can then be determined by computing the number of data flows per unit of time.
Flow statistics data is kept in the flow table on an SDN switch. The source/destination
IP address, output port, input port, and other matching details for a given routing path
are contained in each matching field of a flow entry that corresponds to that path.

Figure 2 demonstrates the hybrid network load monitoring module. In this
network, the controller, at each time interval t, sends a flow state request message to
the switch S1 over the OpenFlow control channel. It counts the number of data flows
that reach port 1 of S2 and compares it with the required flow entries, el1, €12, €13,
e2n, etc., using the feedback message it receives.

The SLA message on a link not connected to SDN switches may allow us to obtain
information about traffic load. An OSPF router receives SLA broadcasts from SDN
nodes and relays the message and its status to the SDN switches. After receiving the
SLA from the SDN switch, the controller resolves the message to ascertain the traffic
load on that link.

Measuring every flow in a hybrid SDN network would be pointless and prohibi-
tively expensive. The authors proposed a method for gathering the load of specifically
designated connections and predicting the remaining amount with a 5% margin of
error [21]. An applicable criterion for determining which flows need to be monitored
to minimize the estimated error that relies on the flow spread parameter is defined

Controller

Send Flow State
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el2
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™
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S2 flow entries

st 12 T-84 82
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Figure 2.
Traffic load monitoring in a hybrid network.
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and assessed by the authors in Ref. [22]. The proposed method may take forward-
ing table space into consideration and distribute measurement jobs among network
devices in an equitable manner.

Figure 3 demonstrates the tunnel construction method in the hybrid network
using the penultimate hopping method. In tunnel splicing, the link translator con-
figures the forwarding rule for each device from device nl to device 1. Depending on
the device type, this procedure involves adding OpenFlow entries or assigning MPLS
(Multi-Protocol Label Switching) forwarding rules.

Figure 4 depicts a hybrid SDN network that combines SDN with MPLS-based
networks. The network topology comprises a mesh of standard MPLS switches at the
core and SDN devices at the edges. The network controller injects rules into the MPLS
switch routes to push and pop the appropriate labels.

Router 1
Start at n-1
Endat1

Router Type?
Assign label, make | | Adjacent router i Assign label, make
MPLS forwarding type l | OpenFlow entry

Install into
router

Figure 3.
Tunnel construction procedure.
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Figure 4.
Installation of flow rules.
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Packet loss rate and delay: SDN nodes divide the hybrid network environment into
multiple domains in a hybrid SDN environment, frequently linked by SDN switches.
The internal domain devices function as OSPF routers; each pair of SDN switches
can have several OSPF paths. Determining each link’s packet loss rate and latency is
problematic [23]. On the other hand, the OpenFlow protocol can be used to calculate
the packet loss rate and delay of a channel connecting SDN switches. Although traffic
within an OSPF domain does not pass through SDN switches in the hybrid SDN
network, a significant portion will pass between multiple OSPF domains, necessitat-
ing its passage through one or more SDN switches. As a result, packet loss rate and
latency can be estimated.

Figure 5 depicts the delay measurement in a hybrid SDN network; the delay of
each path is divided into two components: round trip delay of data flow and transmis-
sion delay between SDN switches and controllers. The controller adds the time t1 to
the probe data flow before sending the packet-out message to S1. After getting it, S1
sends the message to all ports in compliance with the regulations. This communica-
tion arrives at S2 via an OSPF path and is routed as a packet-in message to the control-
ler. The controller receives the message at t2 and uses it to get the transmitting port of
S1, the receiving port of S2, and the time at t1.

More investigation has been carried out to enhance the Quality of Service in
hybrid SDN networks. They used a variety of traffic management strategies to offer
the highest quality of service for their designed topologies, and they proposed numer-
ous ways to optimize single or multiple QoS metrics for hybrid SDN networks.

To improve the QoS of industrial applications, the authors in Ref. [24] proposed
a QoS-aware forwarding strategy utilizing the K path partition algorithm and SPMC
(Single Path Minimum Cost). Their simulation results show that their proposed
technique in an SDN/OSPF hybrid industrial internet effectively balances traffic load
using OSPF link bandwidth resources while meeting QoS requirements.

The authors in Ref. [25] presented a comparative optimal traffic control strategy
for hybrid SDN QoS optimization. They used public traffic datasets to test their
approach. According to their research, this tactic may significantly improve network
Quality of Service performance indicators such as latency, jitter, and link utilization.
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Figure 5.
Hybrid networks delay measurement.
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The authors in Ref. [26] proposed a heuristic algorithm for incremental deploy-
ment of hybrid SDN under the budget constraint. They employ the depth-first search
strategy and a randomized rounding method for throughput maximization routing.
They proved that their algorithm can perform much better with the approximation
ratio of O (1/log N) than in hypothetical cases. They demonstrated that their recom-
mended incremental deployment could enhance throughput by about 40% compared
to the previous deployment approach, and their proposed routing algorithm can
improve the throughput by about 31% compared with the ECMP method in the
hybrid SDN environment.

The authors in Ref. [27] presented a heuristic approach for deploying SDN devices
in hybrid SDN networks. Their strategy functions in two different situations. 1.
Improving network control capacity while maintaining the same upgrade spending
level. 2. Cutting back on upgrading costs to provide optimal network control perfor-
mance. The outcomes showed that with only a 10% upgrade cost, this strategy could
achieve 95% of the controlled flows.

4. Routing optimization

A novel DRL (Deep Reinforcement Learning)-based architecture that optimizes
network QoS performance in hybrid SDN networks is presented by the authors in
Ref. [25]. They first search for a suitable SDN migration sequence to maximize total
regulated traffic based on past traffic records. Their method emphasizes adaptive
algorithms and self-learning routing algorithms under different traffic scenarios,
unlike the previous heuristic approach to TE in hybrid SDN networks. The findings
show that, compared to other methods, their recommended strategy significantly
reduces network latency and jitter and optimizes maximum link utilization with
increasing ratios in the deployment of SDN. In traditional distributed networks,
increasing OSPF link weight is the primary goal of routing optimization.

Like SDN network development, network operators can choose their routes in
real-time networks and control the network and traffic flow much more quickly.
Previous studies have concentrated on the routing optimization of fully SDN net-
works, which differs from the hybrid SDN environment; those routing optimizations
cannot be directly applied to hybrid SDN networks.

4.1 Al-driven techniques for optimization

The traffic control issue is different from the deployment challenge. Certain
instances could go unconsidered even while using different traffic mattresses to dis-
play network traffic. Various efforts have been undertaken using artificial intelligence
(AI) methods like DRL (Deep Reinforcement Learning) for flexible routing.

To improve end-to-end communication network throughput, the authors in
Ref. [28] provide a novel DRL-based method and review DRL’s benefits over earlier
dynamic control techniques. To optimize the Quality of Experience (QoE) in an
SDN network, the authors in Ref. [29] implement DDPG (Deep Deterministic Policy
Gradient) to increase network link weights depending on different incentive targets.
Artificial intelligence can enhance cybersecurity for smart grids by automating threat
detection and response [30].

The authors in Ref. [31] presented a novel approach to reinforcement learning for
TE in an SDN network. Automatically identifying which significant flows need to
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be diverted is critical to this approach. At the same time, it works well for any traffic
matrix, but hybrid SDN applications are not the best fit. Once deployed, SDN devices
can only control a fixed set of flows and limited selection options. The authors in Ref.
[32] proposed SINET-based DDPG for SDN routing, in which critic nodes are selected
as control nodes, and it constructs routing pathways using its link weights.

4.2 Quality of service routing

The SDN network’s open control interface makes it easier to implement a flexible
traffic scheduling scheme for the network; it is the ideal architecture for satisfying
the Quality of Service requirements of various applications, such as audio and video.
Based on Quality of Service routing, the authors in Ref. [33] provide an open QoS
concept on an OpenFlow controller with support for end-to-end QoS for multimedia
distribution. Traffic pathways are dynamically optimized to fulfill the required QoS.
The results of their testing show that open QoS assures transmission, and users report
minimal to no visual artifacts when watching the continuous video. They analyze
their open QoS across actual work test networks. Moreover, assured services are
managed in open QoS without influencing any other network traffic categories, in
contrast to current QoS systems.

The authors in Ref. [34] propose a method using SDN nodes to guarantee Quality
of Service. Additionally, they use several channels between source, destination,
and queueing techniques to offer Quality of Service (QoS) for diverse traffic kinds.
According to the experimental results, the suggested HiQoS technique may reduce
latency while boosting throughput to guarantee QoS.

The authors present NSAL (Network Service Abstraction Layer) implementation
in Ref. [35] at the top of the management and control layers. To guarantee quality ser-
vice for time-sensitive tasks, the authors offer a consistent data model for traditional
and SDN devices. This model enables unified management and configuration of
both networks. The authors in Ref. [36] proposed a multi-tenancy network resource
allocation strategy based on a hybrid chaos particle swarm optimization algorithm for
innovative cloud service systems.

The authors present a QAR (QoS-aware adaptive routing) strategy with multi-
layer distributed hierarchical control plan architectures in Ref. [37] for an SDN
network. It is primarily used in large-scale SDN networks to reduce signaling delay
using three controller design tiers. This QAR technique proposes using a QoS-aware
reward function in conjunction with an RL (Reinforcement Learning) technique to
provide suitable time-adaptive QoS packet forwarding. Large-scale SDN networks
can realistically use this QAR technology because simulation demonstrates its supe-
rior performance over the conventional Q-learning method.

To obtain a worldwide perspective on the hybrid SDN network, the authors in
Ref. [38] offer the architecture of a hybrid SDN network that may use the spanning
tree protocol to identify the existence of classic switches. They can communicate
between OpenFlow switches and legacy switches through the Learning Bridge
Protocol without requiring any modifications to the legacy switches. By utilizing SDN
characteristics, SDN applications can dynamically find routing pathways based on
pre-established QoS requirements and the state of the network.

The authors in Ref. [39] developed a revolutionary SUDOI (software-defined
ubiquitous data center optical interconnection) architecture in ubiquitous data center
optical connectivity to satisfy the extended user access QoS requirement. Their
work performance is validated on an OaaS (Optimization as a Service) testbed for
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data center services. Their findings demonstrate that SUDOI can efficiently leverage
optical networks and application resources in ubiquitous data center optical intercon-
nections without raising the likelihood of blocking.

The authors present a spatial routing system for automobile networks based on
hSDN and a clustering technique [40]. When determining which relay to pass the data
to, it considers three factors: 1. contact length between cars; 2. each vehicle’s load;
and 3. a communication failure log integrated with each cluster head. The results of
the simulation show that the recommended strategy works well in terms of average
routing overhead, packet top rate, and throughput.

4.3 Routing with quality of service awareness

Different QoS measurements, such as packet loss rate, latency, bandwidth, etc.,
are needed for specific applications. To solve this problem, we might implement
QoS-aware routing, which matches QIS (Quality Information System) requirements
by creating an SLA for every application that records QoS criteria and assigns routing
paths accordingly. The genetic algorithm, or GA, is used in this routing to find the
optimal path that gradually satisfies QoS requirements. The evaluation showed that
this technique works effectively in networks with various QoS requirements.

Numerous big data applications in data centers need to transfer enormous amounts
of data between locations, so it’s crucial to consider how these application flows are
dispersed across the network to maximize network utilization. The developers of
Hedera gave an SA-based method to route flows to other channels based on the current
network status [41]. In terms of performance, this study performs better than the
average ECMP. The inventors of Long proposed the dynamic rerouting mechanism
[42]. In this method, the network controller uses a single-hop or multi-hop algorithm
to shift traffic to alternative paths when traffic stress is detected. This technique can
improve connection utilization instead of the traditional Round Robin algorithm.

The LARAC (Lagrange Relaxation Based Aggregated Cost) creators [43] proposed
a LARAC QoS-aware routing algorithm that uses an aggregated cost technique based
on Lagrange relaxation to discover near-optimal pathways in the constrained least-
cost problem. For IoT devices, the authors of MINA (Multinetwork Information
Architecture) [44] proposed a QoS-aware flow scheduling technique that employs a
genetic algorithm to produce the optimal path that satisfies QoS requirements con-
tinuously. The evaluation showed that this strategy works effectively in networks with
various QoS requirements.

In comparable studies, only MINA addressed a variety of limitations. Some of
MINA’s main obstacles are static weight in the cost functions, QoS-aware routing, and
getting stuck in a local optimum. To solve these problems, the authors in Ref. [13]
proposed the QoS-aware routing method, which finds the optimal path that satisfies
different QoS requirements by utilizing the simulated annealing (SA) methodology.

4.4 QoS policy administration

SLAs, or service level agreements, are necessary to establish QoS standards for
traffic management of various QoS applications, such as online interactive gaming,
video streaming, and video conferencing. Every service level agreement consists of
a set of goals for producing network-level policies that are converted into primitives
at the device level (e.g., packet dropping rate, queue configurations, traffic shaping
policies, and forwarding rules). Managing QoS settings in traditional network designs
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like MPLS and DiffServ is challenging [45]. On the other hand, SDN offers a global
network view and robust northbound API (Application Programming Interface)
functionality. It allows network operators to implement different network regulations
and start services fast.

The PolicyCop [46] project uses the Northbound SDN API to enable vendor-
neutral, flexible, and customizable QoS rule management in SDN/OpenFlow net-
works. PolicyCop is an appropriate management framework since it takes advantage
of OpenFlow characteristics. Both per-flow control and on-demand aggregation are
provided. Compared to MPLS and DiffServ, Policy Cop simplifies traffic definition
because it does not need to shut down network devices. Due to vendor independence,
it reduces operational costs and is easy to deploy in a network. The management,
control, and data planes make up the three planes of the Policy Cop design. The
management plane is the brains of Policy Cop; the data and control planes are conven-
tional SDN planes. The plane comprises two parts: the policy enforcer and the policy
validator. The policy enforcer enforces network policy regulations and responds to
policy violations, while the policy validator finds and tracks policy breaches.

4.5 Overhead QoS signaling

All overhead (QoS-related signaling messages) is collected at the network’s
control mechanism (Controller) because of the logically centralized structure of the
SDN design. OpenFlow allows network operators to gather data at different flow
levels, including aggregated and individual flows. The per-flow process offers more
granularity about QoS-related statuses. Its scalability is an issue. A controller can pool
switches in an OpenFlow or SDN network to get information on active flows. The
switch may be instructed to report flow statistics at a predefined interval during a
flow timeout.

Another essential factor is how often QoS information should be sent from one
network device to the controller. While obtaining statistics from the data plan helps
the controller maintain a current global picture of network conditions, this process
involves trade-offs between signaling overhead, timeliness, and measurement
precision speed, and it also causes a controller’s control plane to become uneasily
scalable [47]. The PayLess [48] solution facilitates various levels of flow aggregation
for flow statistics via a REST (Representation State Transfer) APIL. It gathers statistics
adaptively to minimize network overhead and deliver precise real-time information.
Compared to the regular polling strategy, this approach reduces massaging overhead
by as much as 50% while achieving accuracy that is exceptionally close to the constant
periodic polling method.

5. Conclusion

It is well known that SDN is a cutting-edge network architecture that separates
the control and data layers to offer exceptional network control, flexibility, and
efficiency. However, migrating straight from a conventional network to a fully
SDN-based network appears challenging. A contemporary network design, known
as hybrid SDN, is the optimal solution as it blends the programmability and adapt-
ability of SDN with the stability and familiarity of conventional network designs. On
the other hand, the primary problem with today’s network is the scarcity of quality
service guarantees. In recent years, this issue has gotten lots of attention worldwide,
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and researchers and industry have proposed and implemented different models to
solve this problem; however, many of these solutions have either failed or may not
deploy and function properly. In this article, we have studied the interconnection of
Quality of Service mechanisms within a hybrid SDN environment, emphasizing the
balance between conventional network and SDN mechanisms. Our finding indicates
hybrid SDN, which provides a more scalable, flexible, and programmable network
environment, is the best option for enterprises looking to upgrade their network
infrastructure without experiencing service outages or network disruptions. By
deploying sophisticated QoS policies in the hybrid environment, we can see signifi-
cant improvements in the overall network performance, including lower latency,
increased bandwidth usage, and enhanced overall user experience. Using machine
learning algorithms for adaptive QoS and traffic prediction can improve the network’s
capacity to deal with diverse and unpredictable traffic patterns.
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Chapter 4

The Role of QoS at the OSI Model
Layers

Mirzakulova Sharafat and Bakhytzhan Kulambayev

Abstract

The current trend of converging various network types, coupled with the rising
traffic volumes and the increasing use of real-time and multimedia applications, has
necessitated the transportation of diverse types of traffic, particularly those sensitive
to latency. Traditional TCP/IP networks fall short in providing the required Quality of
Service (QoS) for these applications, prompting the development of supplementary
mechanisms to meet the necessary service levels. Additionally, the advent of new
multimedia and cloud services, the expansion of the Internet of Things (IoT), and
the integration of optical and wireless communications within the 5G optical network
framework demand modifications to network infrastructure. These changes are
essential to accommodate scalable traffic growth while simultaneously maintaining
high levels of dynamic connectivity, complete flexibility, and enhanced energy effi-
ciency. Within this context, QoS is crucial across all layers of the OSI model, ensuring
effective and reliable data transmission within network systems.

Keywords: quality of service, OSI model, bursts, jitter, latency, prioritization,
classification

1. Introduction

The Information Age has facilitated rapid global communication and the
development of extensive information networks, fundamentally transforming the
structure of modern society. Unlike previous eras, this period is characterized by
the central role of technology and the emergence of information as a critical com-
modity. Information has become a valuable intellectual asset and an essential com-
ponent of society’s life-support system, with the proportion of intellectual property,
particularly information, steadily increasing, underscoring its growing importance
and constant demand.

The ongoing trend of network convergence, particularly through packet-switched
IP networks, has led to the integration of various communication channels, services,
and networks into a unified framework. This integration allows for the transmission
of diverse data types, including voice, video, and other data, over a single network
infrastructure. In the early stages of network implementation, the separation of voice
and data networks minimized concerns about application diversity. However, as net-
work technologies have evolved, the need for differentiated services within converged
IP networks has become apparent. The continuous advancement of technology and
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the consolidation of multiple services within a single network have heightened the
demand for Quality of Service (QoS) to maintain the required service levels for vari-
ous applications. As the number of users and the utilization of multi-service networks
increase, the demands on bandwidth and network performance grow, making QoS
increasingly critical. Modern applications and services necessitate substantial net-
work resources, and users expect these services to function seamlessly at high speeds
consistently. Consequently, organizations must adopt processes and technologies that
ensure the highest level of service [1].

QoS has thus emerged as a crucial subject, encompassing various technologies that
guarantee a specific quality level for different network services.

2. Methodology

This study utilized a systematic approach to investigate the role of Quality of
Service (QoS) in contemporary network infrastructures. The methodology comprised
several key components:

Literature review: A comprehensive review of existing literature on QoS models,
including Best Effort (BE), Integrated Services (IntServ), and Differentiated Services
(DiffServ), was undertaken. The review specifically focused on the applicability of
these models in modern IP networks and examined essential QoS parameters such as
latency, jitter, packet loss, and bandwidth.

Comparative analysis: The study compared various QoS models based on their
operational characteristics, scalability, and overall effectiveness. This comparison
included an analysis of how each model handles traffic management, data prioritiza-
tion, and resource allocation.

QoS implementation across OSI layers: The research examined the implementation
of QoS across different layers of the OSI model, with a focus on protocols such as TCP,
UDP, DiffServ, and MPLS. The study assessed how these technologies interact within
the OSI model and their impact on network performance.

Data synthesis: The insights gained from the literature review and comparative
analysis were synthesized to develop a comprehensive understanding of QoS in mod-
ern networks. This synthesis highlighted key trends and best practices for effective
QoS management.

This methodology provided a structured framework for understanding the crucial
role of QoS in network systems, leading to significant conclusions regarding its
importance in maintaining high-quality network performance.

3. QoS service models

There are three primary models for implementing Quality of Service (QoS) [2]:

Best effort (BE): This is the most basic QoS model where all network packets are
treated with equal priority, and no guarantees are provided regarding packet delivery.
BE is typically employed when networks lack configured QoS policies or when the
infrastructure does not support QoS capabilities. In such cases, all packets, irrespec-
tive of their type or importance, are handled equally by the network. During periods
of congestion or traffic surges, this model may lead to data loss, increased delays, or
instability in data transmission, especially for latency-sensitive applications such as
voice or video services. While BE is sufficient for scenarios where QoS is not critical,
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it may be inadequate for more complex and demanding applications. Data is transmit-
ted as resources become available, without any assurance of bandwidth, latency, or
packet loss.

IntServ: This QoS model offers guarantees for bandwidth and latency by reserving
resources across all routers along the data path from the source to the destination.

It operates on the principle of resource reservation for each data flow, effectively
mimicking dedicated channel services within an IP network. The IntServ model
relies on routers that support it, typically utilizing the Resource Reservation Protocol
(RSVP) to manage the resource reservation process within the network. Despite its
robustness, IntServ is not as prevalent in modern networks due to its limited scalabil-
ity, complex configuration requirements, and high resource demands, making it less
suitable for large or dynamically changing networks.

DiffServ: This QoS architecture provides varying levels of service for different
types of traffic by marking packets using the Differentiated Services Code Point
(DSCP). Packets are classified and marked according to the type of service they
require. A network component, known as the Bandwidth Broker (BB), manages
resource allocation for different service classes. The BB maintains state information,
such as current network loads and available bandwidth, enabling it to interact with
routers and other devices to make informed resource allocation decisions based on the
network’s real-time status. In DiffServ, state information can either be maintained in
the network core or managed by the Bandwidth Broker or edge routers, depending
on the network’ architecture [3]. Packets with similar QoS requirements are grouped
into aggregate flows, which are then managed based on their service class (e.g., voice
traffic, video traffic). Network devices handle these packets according to their class,
as indicated by the DSCP field in the IP packet header, allowing for appropriate traffic
management policies such as prioritization or bandwidth limitations for each class.

A comparative analysis of these QoS models indicates that while the basic BE
service remains relevant for non-critical applications such as web browsing or file
transfers, more advanced models such as IntServ and DiffServ offer better solutions
for applications requiring higher service levels, is indicated in Table 1.

In Internet Protocol version 4 (IPv4), the Type of Service (ToS) field enables the
implementation of Quality of Service (QoS) by incorporating features that address
QoS requirements through route selection criteria such as delay, throughput, and
reliability [4].

Best Effort (BE) is typically employed in public and smaller networks due to its
simplicity and lack of resource demands. In contrast, Integrated Services (IntServ) is
seldom used in modern networks because of its high complexity and the substantial

Parameters BE Guaranteed service Differentiated service
QoS support Does not support Assured service Support
QoS relationships Non-guaranteed Per flow Aggregated
Coverage area Basic level Full path Domain-focused
State data Stateless Flow state Minimal state information
Protocol Not available Flow management protocol DS field
State Standard Developed Implemented
Table1.

Comparative analysis of QoS models.
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resources it requires. Differentiated Services (DiffServ), however, takes full advan-
tage of the flexibility and scalability of IP networks. It does so by converting the
information contained in packets into Per-Hop Behavior (PHB) at each network hop,
thereby significantly reducing the need for signaling operations. DiffServ is widely
recognized as a robust QoS model and is extensively utilized in contemporary net-
works, particularly in large enterprise and carrier networks.

4. Parameters characterizing the quality of service

Quality of Service (QoS) can be quantitatively evaluated using several key
parameters [5]:

Latency: This refers to the time delay required for data to travel from the source
to the receiver, typically measured in milliseconds (ms). Latency is a critical metric
in QoS, particularly for latency-sensitive applications such as IP telephony and video
conferencing.

Jitter: Jitter represents the variations in latency during data transmission. High
jitter can degrade the quality of real-time applications, including streaming video and
voice communications.

Packet loss: This is the percentage of data packets lost during transmission. Packet
loss generally occurs in congested network areas where the volume of incoming
packets exceeds the output queue’s capacity. It can also result from inadequate input
buffer size. Packet loss can significantly affect service quality, especially in multime-
dia applications.

Bandwidth: Bandwidth measures the maximum amount of data that can be
transmitted through the network within a given timeframe, usually expressed in bits
per second (bps).

Reliability: This parameter assesses the network’s capability to deliver data
without loss.

Mean opinion score (MOS): MOS is a metric used to evaluate voice quality, rated
on a five-point scale where five represents the highest quality.

The concept of QoS is grounded in the idea of an agreement or guarantee provided
by the network to deliver a predefined set of measurable service attributes, including
network latency, jitter, available bandwidth, and packet loss probability, among others.

5. Traffic of various applications

Applications are the primary catalyst for network development. The introduction
of traffic types such as IP telephony, audio, and video broadcasting has necessitated
the need for low packet delay, multicast packet delivery support, and other specific
requirements within computer networks.

Three fundamental characteristics have been identified as the main criteria for
evaluating network traffic:

1. Relative predictability of data transmission speed.
2. Susceptibility to packet delays.

3. Sensitivity to packet loss and distortions.
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Based on the predictability of traffic speed, applications can be categorized into
two broad classes:

Stream traffic: This class is characterized by a uniform data flow, maintaining a con-
sistent speed, typically referred to as Constant Bitrate (CBR). Although the speed of the
stream may fluctuate, its upper limit is predefined. For example, audio data streams fall
into the CBR category, with a simple voice stream having an upper limit of 64 kbps [5].

Burst traffic: This class is marked by irregular traffic patterns, with periods of
inactivity followed by bursts of high activity, corresponding to the transmission of
large “blocks of data.”

The first class of applications is marked by a high degree of predictability in
the generated traffic, usually maintaining a more or less constant speed known as
Constant Bitrate (CBR). Although the stream’s speed may vary, its upper limit is
predefined. For instance, audio data streams belong to the CBR class, where the upper
limit for a simple voice stream is 64 kbps [6].

The second class is characterized by high unpredictability, where periods of inac-
tivity are followed by bursts of activity, corresponding to the delivery of large “blocks
of data” (see Figure1) [7].

This type of traffic is characterized by Variable Bitrate (VBR). For example, in file
services, traffic intensity can fluctuate drastically, ranging from zero (when no files
are being transferred) to very high levels (when a file location request prompts the
application to retrieve data as quickly as possible). In reality, all applications generate
some level of irregular traffic, including streaming applications; however, the degree
of irregularity (i.e., the ratio of peak instantaneous speed to average speed) varies
between these two types of applications.

Another criterion for classifying applications by traffic type is their susceptibility
to packet delays. The main types of applications in this context include:

* Asynchronous applications: These impose minimal restrictions on delay times,
often referred to as “elastic” traffic, such as email [8].

* Synchronous applications: These are sensitive to delays but tolerate them within
certain limits. An example would be VoIP calls, where minor delays may be
acceptable.

* Interactive applications: In these, delays may be noticeable to users but do not

significantly impair the functionality of the applications, such as working with a
remote file in a text editor.

Max Rate (always 100% BW during Burst period)

Bandwidth
100% BW (on)
> Burst
Burst .
i Size
Size
0% BW (off)
I I I I T | | T T T T T 71T »
Time (seconds) 1 2 3 4 S 6 7 1 2 3 4 S
Example 1 (Burst Size = Max, Rate = 50%) Example 2 {Burst Size = % Max, Rate = 25%)
Figure 1.
Burst mode.
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* Isochronous applications: These have a specific threshold of delay sensitivity,
beyond which the application’s performance degrades, such as when delays
exceed 100-150 ms, leading to a significant drop in speech quality.

* Ultra-sensitive delay applications: These applications cannot tolerate delays, as
they become non-functional with any significant lag. For instance, in real-time
control of a technical object, a delay in the control signal could result in an
accident.

The third criterion for classifying applications is their sensitivity to packet loss.
Based on this criterion, applications are generally divided into two groups—those
sensitive to loss [9] and those that are less affected by it. The first group includes
almost all applications that transmit alphanumeric data, such as text documents,
program code, and numeric arrays. These applications cannot tolerate the loss of
even small fragments of data, as such losses can diminish the value of the remaining
information, with the absence of a single byte in a program’s code rendering it non-
functional. Traditional network applications, such as file services, database services,
and email, belong to this category.

The second category includes applications transmitting information about inertial
physical processes. These applications are more resilient to losses because missing
data can be approximated using the received data. For instance, if a packet contain-
ing several consecutive voice measurements is lost, the missing measurements can
be estimated based on surrounding values. Most audio and video applications fall
into this category. However, the resilience to loss has its limits, as the number of lost
packets should not exceed 1%. Not all traffic can withstand data loss, particularly
compressed voice or video, which are very sensitive to loss and thus belong to the first
category of applications.

The primary mathematical model describing traffic in a communication network
is a random data stream characterized by statistical properties such as the probability
density of data arrival over a period, the probability density of intervals between data
arrivals, and the autocorrelation function.

In their 1993 studies, American researchers W. Leland, M. Taqqu, W. Willinger,
and D. Wilson [10, 11] discovered that data traffic in both LAN and WAN networks
exhibits the properties of self-similarity (scale invariance), long-term dependence
(memory effect), and fluctuations not only in short-term intervals but also over
longer time periods. Subsequent research by others [12-14] further confirmed these
findings. Quality of Service (QoS) is crucial for ensuring the optimal performance of
mission-critical applications that require high bandwidth for real-time traffic.

6. Types of real-time applications

The key characteristic of a real-time application is its ability to execute tasks
within a specific time constraint. The following services are known for generating
real-time traffic [15]:

* Video telephony

¢ IP telephony
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* Internet games

* Online stores

* Data management platforms

* Real-time management systems

e Chat applications

* Collaborative work environments
* Connected device ecosystems

* Data analysis in business

* Location determination services

* Fraud detection

* Online advertising campaign analysis
* Radio diagnostics

* Banking activities

Additionally, various online real estate platforms with advanced search filters
facilitate seamless transactions for both sellers and buyers by providing real-time, up-
to-date information on available properties, potential buyers, and other relevant data.
7. QoS architecture

Modern public IP networks integrate several advanced technologies such as
Software-Defined Networking (SDN), Dense Wavelength Division Multiplexing
(DWDM), Reconfigurable Optical Add-Drop Multiplexer (ROADM), and Quality of
Service (QoS) to ensure high performance, flexibility, and reliability.

Figure 2 illustrates the logical mapping between the basic Open Systems
Interconnection (OSI) reference model and the TCP/IP stack (Figure 1).

QoS relates to various layers within the OSI model. The QoS parameters associ-
ated with service primitives and Protocol Data Unit (PDU) are shown in the
illustration 3 [16].

In the context of the OSI network model and protocols related to QoS, Association
Control Service Element (ACSE) is used for organizing communication between two
applications or application processes, providing the means for establishing, maintain-
ing, and terminating associations. The A-ASSOCIATE primitive is part of the ACSE
element and is used to initiate the process of establishing an association between

two applications. ACSE provides various primitives for managing associations and
sessions, presented in Figure 3.
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Logical mapping between the OSI reference model and the TCP/IP stack.
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OSI QoS parameters.

The A.ASSOCIATE primitive is used to establish an association between two
applications. In this primitive, QoS parameters can be specified, which describe the
quality of service requirements for a given session. Different applications may have
different QoS requirements (e.g., VoIP, video conferencing, online gaming). These
parameters are passed down to the transport layer, which ensures transparent data
transfer between transport service users.

Once QoS parameters are established at the application layer and communicated
through service primitives, they must be addressed at the lower layers of the OSI
model (Figure 4) [17]. The application layer is crucial in supporting end-user appli-
cations that require specific QoS levels to meet user expectations.
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Figure 4.
IP network QoS architecture.

The presentation and session layers play vital roles in managing sessions and
transforming data, ensuring that communications remain synchronized and that data
is accurately interpreted.

At the Transport Layer (Layer 4 of the OSI model), which is responsible for
data transfer between transport service users, QoS parameters are utilized to man-
age network traffic effectively. Transport layer protocols, such as transmission
control protocol (TCP) and user datagram protocol (UDP), take QoS parameters
into account to ensure the appropriate level of service quality during data transfer
between hosts.

TCP uses a mechanism called flow control to adjust the data transmission rate
based on network conditions and the receiver’s capacity. TCP also uses a congestion
control mechanism to avoid network congestion and packet loss.

In the context of QoS, TCP performs several functions that directly or indirectly
impact QoS:

* Reliable data delivery: In case of losses or errors, TCP uses sequence numbers
in segment headers to track the order of transmitted data. An acknowledg-
ment (ACK) mechanism ensures the correct sequence on the receiving side
(Figure 5) [18]:

* congestion control. The TCP segment header includes a field called the Receive
Window, which controls the amount of data that can be sent without acknowl-
edgment. This field helps manage the data flow and prevents network conges-
tion. If the network is congested, this window decreases, slowing down data
transmission and preventing further losses;

* flow control. The Window Sige field in the TCP header determines the maximum
amount of data that can be sent but not yet acknowledged. This helps synchro-
nize the data transmission rate with the receiver’s receiving capabilities, ensuring
a smooth data flow and avoiding congestion;

* error control. The TCP header contains a checksum used to verify data integrity.
If the checksum does not match on the receiving side, the data is considered
corrupted and is requested again.
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UDP is a fast, connectionless protocol that does not guarantee delivery, order,
or data integrity. UDP does not use flow control or congestion control and does not
require acknowledgments from the receiver. UDP is suitable for applications that
require low latency, high bandwidth, and real-time communication, such as stream-
ing, gaming, and Voice over Internet Protocol (VoIP).

UDP does not provide built-in QoS mechanisms, but its lightweight and fast
nature makes it suitable for applications where minimal latency is more critical than
reliability. QoS for UDP is provided through external mechanisms and network-level
configurations that help manage data flow, prioritize critical packets, and minimize
data loss under network congestion.

By regulating the flow of data and setting priorities for certain types of traffic, the
transport layer helps achieve the required quality of service, ensuring a stable user
experience.

8. QoS at the network layer

DiffServ is a Quality of Service (QoS) architecture specifically designed for IP
networks, enabling the provision of different service levels for various types of traf-
fic. Unlike other QoS models such as Integrated Services (IntServ), DiffServ empha-
sizes scalability and efficient traffic management, particularly in large networks. The
primary distinction of DiffServ is its focus on classifying services based on traffic
classes rather than individual flows. This approach means that packets within the
same class are treated uniformly, simplifying QoS management and enhancing the
model’s scalability.

A significant feature of DiffServ is that the complex tasks of traffic classifica-
tion and conditioning are performed at the network’s edge. DiffServ leverages edge
devices, such as ingress and egress routers, to execute these tasks, including traffic
classification, policing, rate limiting, and Differentiated Services Code Point (DSCP)
marking. This approach reduces the burden on the core network and enhances traffic
processing efficiency.

One of the key advantages of DiffServ is that it does not require maintaining the
state of each individual traffic flow within the core network. This contrasts with
IntServ, where maintaining separate states for each flow is necessary. In DiffServ,
the core network simply processes packets based on their DSCP markings, which
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significantly enhances scalability. By managing traffic according to classes rather
than individual flows and avoiding the need to maintain flow states within the core,
DiffServ can effectively support QoS for a large number of users and devices [19].

DiffServ is designed to be compatible with network nodes that do not support
DiffServ by utilizing standard IP packets with additional service class information.
Nodes that do not support DiffServ treat these packets as standard IP packets, ensur-
ing compatibility.

Another advantage of DiffServ is its incremental deployment capability. It can be
introduced into a network gradually, starting with key network nodes and then expand-
ing to other parts of the network. This staged approach minimizes risks and allows for
the flexible adaptation of QoS as the network grows and traffic demands evolve.

DiffServ employs a straightforward hierarchy of service levels known as Per-Hop
Behavior (PHB), which enables network devices, such as routers and switches, to
process traffic based on labels embedded in the packet header. These labels, typically
DSCP, determine the priority and handling method for each packet.

Traffic classification within DiffServ involves identifying and categorizing traffic
into specific classes. This classification can be based on various parameters, includ-
ing the incoming interface, source and destination IP addresses, traffic type, port
numbers, and other packet attributes. Classification allows for the prioritization of
packets by considering multiple factors to determine their priority levels. This process
is essential for effective QoS management, ensuring that different types of traffic
receive appropriate service levels.

Re-marking of DiffServ codes enables the mapping of traffic to one or more
aggregated flows, ensuring the correct QoS within the DiffServ domain. At the net-
work layer, DSCP and IP precedence are typically used. Once traffic is classified, it is
assigned a specific label, indicating the level of priority or QoS policy that should be
applied as the packet traverses routers and switches along its path through the network.

Examples of operation:

* in a DiffServ-enabled network, packets are classified at network boundaries
(e.g., access routers) based on header attributes (e.g., IP addresses, ports). They
are then marked with a specific DSCP value;

¢ in the core network, devices (routers, switches) make decisions about how
to handle the packet (e.g., giving it higher priority or applying certain queue
management policies) based on its DSCP marking.

Modern applications such as VoIP and video conferencing require high network
performance, making prioritizing bandwidth for QoS critical. IPv6 was developed to
address key IPv4 issues such as QoS, security, and address shortage. Modern IP net-
works optimize traffic delivery by offering improved, albeit partial, quality of service
guarantees. However, there are services, including voice, with strict requirements for
latency and jitter, which required the addition of functionality in IPv4 networks to
support such services [20].

Figure 6 shows the headers of IPv4 and IPv6.

In the IPv4 packet header, there is a field called Type of Service (ToS) that is 8 bits
long. The first 3 bits are known as IP Precedence bits. The next 4 bits are referred to as
Type of Service (TOS) bits. The last bit is not used. The precedence bits form a 3-bit
subfield ranging from low 000 (normal packet) to high 111 (control packets). Higher-
priority packets are processed first. During overload, low-priority packets may be
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IPvy4 and IPv6 packet headers.

dropped. The Type of Service (TOS) bits are: D—delay requirement, T—throughput
requirement, R—reliability requirement, C—cost requirement, with the last bit
unused (Figure 7) [21].

The differentiated service (DS) byte in DiffServ is standardized and derived from
the ToS byte in IPv4 and the Traffic Class byte in IPv6, allowing for consistent QoS
mechanisms across both IP versions and ensuring backward compatibility with IP
Precedence. The DiffServ field consists of a 6-bit DSCP (Differentiated Services Code
Point) and a 2-bit CU (Currently Unused) field that is not used (Figure 8) [22].

The first 6 bits of the DS field are used to set the code point, which will affect the
Per-Hop Behavior (PHB) at each node. The code point is similar to precedence and is
used to set a specific priority. With six bits for code points, a multitude of different
priorities can be created, theoretically providing 64 possible values.

The Differentiated Services Code Point (DSCP) codepoint is integral to the
Differentiated Services (DiffServ) architecture, as it determines the Per-Hop
Behavior (PHB) processing rules that a packet follows at each network node. These

D: Minimize delay R: Maximize reliability
T: Maximize throughput C: Minimize cost

I e r[r[c[T]

Precedence TOS bits
Figure 7.
ToS.
DS Field
0o 12 s o s EIHE
DSCP Ccu
Figure 8.
DS field.
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PHB rules are the cornerstone of DiffServ, enabling nodes to reserve resources for
specific aggregated traffic flows they manage. This step-by-step resource reservation
mechanism allows for the provision of efficient, differentiated services. Service dif-
ferentiation becomes particularly noticeable when multiple aggregated flows compete
for buffer space and node bandwidth [23].

The Default Forwarding (DF) PHB is employed for Best Effort (BE) service,
providing basic traffic handling in networks where QoS differentiation is unneces-
sary. This behavior is standard for traffic that does not require special QoS treatment.
A packet marked with the DSCP value 000000, for instance, receives traditional
best-effort service, complying with all basic DiffServ requirements.

The Class-Selector (CS) PHB corresponds to a group of DSCP values associated
with specific classes of service (CS). This PHB ensures compatibility with legacy
systems that utilized the Type of Service (ToS) field in IPv4. In this scenario, only the
first three bits of the DSCP value are used, similar to the IP precedence field in older
systems (Figure 9).

Within the Assured Forwarding (AF) PHB framework, traffic can be classified in
various ways depending on the specific network requirements and SLA. An SLA isa
formal contract between a service provider and a user that defines the level of QoS,
including parameters such as bandwidth, delay, jitter, and packet loss. The AF PHB
model uses four service classes (AF1, AF2, AF3, and AF4), and each class can have
three levels of drop precedence (DP): low; medium, and high (AFx1, AFx2, and AFx3).

In the case of classification by application type:

* critical—business-critical applications, such as VoIP and video conferencing,
receive high priority;

* medium importance—important, but not immediately critical applications, such
as email;

* low priority—non-critical applications, such as background tasks or data
transfers, may receive lower priority.

In the case of classification by device type:
* traffic from servers—may have higher priority;
* traffic from personal devices—may receive lower priority.

These classification schemes depend on the organization’s traffic management
policy and can be adapted to meet specific business needs or technical requirements
(Figure 10).

DS Field

g 12 3 4 5 6 7

Class-selector
codepoints 0 0 0 cu

Figure 9.
Class-selector PHB fields.
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AF PHB fields.

The first 3 bits are used to determine the class, each of which is intended to
provide a specific level of Quality of Service (QoS), while the next 3 bits are used to
determine the drop probability, allowing for even finer control of traffic priorities
in the case of network congestion. If Class 4 is assigned the highest priority, then
packets in this class will be processed before packets belonging to Class 3.

The Expedited Forwarding (EF) PHB, a key component of DiffServ, provides a
reliable service for applications such as Voice over IP (VoIP), video, and online trading
programs. EF PHB offers low packet loss, low latency, low jitter, and guaranteed
bandwidth. The goal of Expedited Forwarding (EF) is to queue packets where they
experience minimal delay and packet loss. To achieve this, a priority queue is used.
Packets in the priority queue are sent before those in other queues. However, there is a
risk that other queues may not get a chance to send their packets, so a “rate limit” for
this queue must be set. This is done through policing. The recommended DSCP value
for EF PHB is 101,110.

Mapping CoS to Network Layer QoS is the process of aligning CoS with QoS
parameters at the network layer of the OSI model (see Figure 11). Class of Service
(CoS) is a tag in a network packet used to prioritize different types of traffic.

At the current stage of IP protocol development, DiffServ remains the most effec-
tive method for ensuring QoS, especially for real-time applications in IPv4, and its
principles continue to be successfully applied in IPv6.

The third field in the IPv6 header, the Flow Label, is necessary for identifying and
managing data flows, which helps improve QoS support.

Ethernet Header
(802.1Q/ISL)

DSCP bits can be DSCP bits can also be
mapped to CoS bits | mapped to MPLS EXP
and vice versa. and vice versa.

Ethernet |
e e = QS
Figure 11.

Mapping CoS to network layer QoS.
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9. QoS at the data link layer

Inter-Switch Link (ISL) is a proprietary protocol developed by Cisco used for
tagging Virtual Local Area Networks (VLANs) in Ethernet networks. Unlike the IEEE
802.1Q standard, it can only be used between Cisco switches. It allows the transmis-
sion of traffic from multiple VLANS over a single physical link between switches.
Inter-Switch Link (ISL) encapsulates the original Ethernet frame by placing it inside a
new ISL frame, which adds a 26-byte header and a 4-byte trailer. The ISL header con-
tains a VLAN identifier (12 bits) that specifies the VLAN to which the frame belongs.

ISL plays a significant role in ensuring QoS in VLAN networks. The Class of
Service (CoS) field exists only within Ethernet frames when using ISL or 802.1Q
trunking (see Figure 12) [24].

The IEEE 802.1Q standard defines changes to the Ethernet frame structure to
allow VLAN information to be transmitted across the network. Ethernet protocol
does not support traffic prioritization, so alongside the standard Ethernet protocol
IEEE 802.3, the IEEE organization developed the VLAN standard IEEE 802.1Q. The
IEEE 802.1Q standard includes the insertion of an additional four-byte VLAN tag
into the header of the original Ethernet frame, containing the Class of Service (CoS)
priority label IEEE 802.1p [25].

To the Ethernet frame, 32 bits (4 bytes) are added, increasing its size to 1522 bytes.
The first 2 bytes (Tag Protocol Identifier, TPID) with a fixed value of 0x8100 indicate
that the frame contains an 802.1Q protocol tag. The remaining 2 bytes contain the
following information:

* priority—3 bits of the priority field encode up to eight levels of priority (from 0
to 7, where 7 is the highest priority), as specified in the 802.1p standard;

* Canonical Format Indicator (CFI)—1 bit of the canonical format indicator is

reserved for identifying frames from other types of networks (such as Token
Ring, FDDI) transmitted over Ethernet;

ISL User Field (1 byte)

Frame Type CoS
L 1| L
ISL Header |ISL Header (26 Bytes Original Frame
g [ | ]
gﬁg:i"" L

802.1Q Tag Field (2 bytes)

Figure 12.
802.1Q VLAN tag format.
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e VID (VLAN ID)—The 12-bit VLAN identifier determines which VLAN the traf-
fic belongs to. Since the VID field is 12 bits wide, up to 4094 unique VLANSs can
be specified (VID 0 and VID 4095 are reserved).

Switches have separate hardware queues on each physical port to which frames from
different applications are mapped and assigned a priority. Each switch port supports
between four and eight queues, and the IEEE 802.1P standard specifies three bits for
frame priority in its header tag. In the case of a port supporting four queues, an example
is shown in Figure 13, which illustrates the mapping of priority levels to queues [26].

To implement frame prioritization, it is essential to configure network switches
with a queuing algorithm and map 802.1p, Type of Service (ToS), and Differentiated
Services Code Point (DSCP) priorities to specific queues. Queuing is a method used to
organize and manage data flow in a network, where data packets are sorted into queues
to prioritize their processing based on QoS parameters. Some switches allow mapping
user-defined 802.1p priorities to either the default four or eight priority queues.

When an untagged frame (a frame header without priority bits) arrives at a
switch’s input port, it is classified according to the default 802.1p priority value
assigned to that port. Network congestion typically occurs where switches connect
networks with varying bandwidths. During congestion, frames are buffered and
distributed into queues. The order in which these queued data frames are transmitted
through the output interface is determined by the queuing mechanism, which helps
manage network throughput under congestion conditions.

The congestion management mechanism includes the following queue servicing
methods:

First-In, First-Out (FIFO): Frames are processed in the order they arrive, without
prioritization.

Priority queuing: Frames are prioritized based on their assigned priority level,
with higher-priority frames being processed first.

Weighted round robin (WRR): Frames are processed based on assigned weights,
allowing for proportional allocation of bandwidth among different queues.

Custom queuing: Provides a more flexible queuing structure, allowing custom-
defined priorities and bandwidth allocation.

Congestion avoidance involves selectively discarding frames to prevent network
congestion when output queues reach their maximum capacity. Algorithms such as
Tail-Drop, Random Early Detection (RED), and Simple Random Early Detection
(SRED) are commonly used for this purpose.

Class of Service (CoS) in Multiprotocol Label Switching (MPLS) works in tandem
with the general CoS functions of the routing device. The core of MPLS technology
relies on IP tunnels. When a packet enters the virtual network, it is assigned a label,

4 Priority Queues

Queues. Class-0 Class-1 | Class-z 3

Figure 13.

Classification of frames.
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and routers within this network switch packets based on these labels. The label
stack format includes a CoS field (also known as EXP or experimental bits). Upon
entering a Label Switched Path (LSP) tunnel, the network device tags frames with
a CoS value, assigning priority for further forwarding. This label is removed when
the packet exits the MPLS domain and enters another. Each physical interface can
support up to eight queues [27].

At the physical layer, QoS is concerned with signal fidelity and throughput, ensur-
ing that the hardware can support high standards of data transmission.

10. Conclusion

This chapter has provided an in-depth exploration of the role of Quality of Service
within modern network infrastructures, emphasizing its critical importance in main-
taining the reliability and performance of diverse applications. The Information Age,
characterized by the convergence of various communication channels and services
into unified IP networks, has elevated the necessity for robust QoS mechanisms. As
network technologies evolve, the demand for differentiated services has grown, mak-
ing QoS an essential element for ensuring that various applications, particularly those
requiring real-time processing, operate seamlessly.

The analysis of QoS models—Best Effort, Integrated Services, and Differentiated
Services—has highlighted the trade-offs between simplicity, scalability, and resource
guarantees. While BE remains relevant for non-critical applications, IntServ and
DiffServ offer more sophisticated approaches to managing network resources,
particularly in environments with high demands for latency, jitter, and packet loss
control.

The examination of QoS parameters across different layers of the OSI model has
reinforced the necessity of implementing QoS at multiple levels within the network
stack. From the physical layer to the application layer, ensuring proper QoS manage-
ment is vital for supporting the growing complexity and volume of network traffic.
This is particularly true for mission-critical applications that require high levels of
performance and reliability.

In conclusion, the effective implementation of QoS strategies is crucial for
optimizing network resources and maintaining high standards of service quality.
As networks continue to expand and the demand for real-time services increases,
ongoing research and development of advanced QoS mechanisms will be essen-
tial. These efforts will help ensure that networks can adapt to the challenges of
modern technology, providing users with a stable and efficient communication
environment.
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Chapter 5

Implementation of an Enhanced
Security Algorithm for Wireless
Sensor Networks

Puseletso Sebothoma and Topside Ehleketani Mathonsi

Abstract

Wireless Sensor Networks (WSNs) have become increasingly important due to
their widespread accessibility and affordability. However, they face challenges such
as limited power resources, high bandwidth requirements, and security threats like
Denial-of-Sleep (DoS) attacks. This chapter proposes a new security solution called
Dysfunction Sensor Detection-Rivest-Shamir-Adleman Algorithm (DSD-RSA) to
address these challenges. DSD-RSA aims to improve network throughput, reduce
power consumption, and minimize end-to-end latency in WSNs. This was achieved
by incorporating Advanced Encryption Standard (AES), Rivest-Shamir-Adleman
(RSA), and Synchronous Medium Access Control (S-MAC) when designing the
proposed DSD-RSA algorithm. DSD-RSA outperformed traditional algorithms
in terms of energy consumption, end-to-end delay, and throughput. DSD-RSA
achieved an average energy consumption of 30%, compared to 50% for WSN-FAHN,
35% for GA-DoSLD, and 45% for GSHMAC. DSD-RSA also demonstrated superior
performance in terms of end-to-end delay and throughput.

Keywords: DSD-RSA, DoSL, QoS, WSNs, throughput

1. Introduction

Wireless Sensor Networks (WSNs) are made up of several nodes that are arranged
in a specific spatial configuration and are connected by one or more sensors. As Refs.
[1, 2] show, these sensors play a crucial role in monitoring a wide range of the physical
environment. These nodes, which are often called wireless devices, have small form
factors and built-in features including sensing, communication, onboard computing,
and storage [3]. The importance of WSNs has increased due to their low-cost network
deployment and ubiquitous internet connectivity, which allows them to be flexible in
awide range of applications, such as military, aviation, healthcare, home automation,
transportation, fitness, and forestry [4]. The visual delineation of WSN application
scenarios across these various domains is vividly portrayed in Figure 1.

Sensor nodes in wireless environments face a variety of security issues, which
are discussed in Ref. [5]. Malevolent actors in this environment compromise the
integrity of the network, causing disruptions to its regular operations. To save energy,
nodes often use power-saving techniques that enable sporadic switches to a standby
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WSN application scenarios.

state, sometimes referred to as sleep mode [6]. Thus, a node with malicious intent
may sneak into the network and prevent nodes that want to go into sleep mode from
turning down their communication modules. This malicious activity causes node
operational irregularities, which impair network performance [7]. This phenomenon
is consistent with the theory of sleep deprivation torture, which is Figure 2’s analogue
of Denial-of-Sleep attacks (DoSL). DoSL assaults give rise to a series of problems that
include increased energy usage, increased end-to-end latency, and decreased network
performance. The overall effectiveness and operational efficiency of the network are
negatively impacted by this cluster of problems [8].

Prior research has shown significant efforts to protect Wireless Sensor Networks
(WSNs) from Denial-of-Sleep (DoSL) attacks and to improve WSN security by means
of algorithmic advances and security protocols [9]. Numerous strategies have been
proposed by researchers to counter these attacks, most of which focus on energy man-
agement [10, 11]. Though useful for energy optimisation, these current techniques
often face issues such as higher latency and lower network performance. The Quality
of Service (QoS) and overall network performance could be greatly impacted by these
constraints. The Dysfunction Sensor Detection-Rivest-Shamir-Adleman (DSD-RSA)
algorithm, which is purposefully designed to improve energy efficiency, end-to-end
latency, and network throughput within WSNs, is introduced in this study to address
these problems. Strengthening network security and operational effectiveness, the
DSD-RSA method combines Advanced Encryption Standard (AES), Rivest-Shamir-
Adleman (RSA), and the Synchronous Medium Access Control (S-MAC) protocol.
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The DSD-RSA technique was purposefully designed to address the issues related
to energy consumption, network speed, and end-to-end delay in Wireless Sensor
Networks (WSNs), all of which are caused by DoSL assaults. AES was utilised in this
endeavour to ensure data validity and secrecy, and Rivest-Shamir-Adleman (RSA)
enabled safe key exchange. Through the use of the Synchronous Medium Access
Control (S-MAC) protocol, nodes were able to meet Quality of Service (QoS) require-
ments by wisely conserving energy through a listen-and-sleep cycle. Symmetric key
encryption was provided by AES, strong encryption was guaranteed by RSA, and
nodes may enter sleep mode while idle thanks to S-MAC. The amalgamation of these
algorithms under the umbrella of the DSD-RSA framework was orchestrated with the
explicit intent of elevating both network security and performance.

This paper’s remaining sections are organised as follows: A thorough assess-
ment of earlier studies on systems’ defence against Denial-of-Sleep attacks is given
in Section II. The suggested DSD-RSA algorithm is presented in Section III. The
simulation results that were obtained after the algorithm was applied are shown in
Section IV. Lastly, Section V provides an overview of the next steps and wraps up the
report with some observations on the results.

2. Related works

The existing literature on DoSL attacks in WSNs reveals that numerous algorithms
have been proposed by researchers, each with its own limitations. This section
provides a discussion of these existing algorithms and their drawbacks.

Green and Secure Hybrid Medium Access Control (GSHMAC) is a technique
devised by Paware et al. [12] to counteract Denial-of-Sleep (DoSL) attacks in Wireless
Sensor Networks (WSNs). Using Time Division Multiple Access (TDMA) and Carrier
Sense Multiple Access (CSMA) modes for communication within clusters and TDMA
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for communication between clusters, GSHMAC is a cluster-based hybrid MAC
method. During intra-cluster communication, this mechanism dynamically adjusts
modes based on collision thresholds. Additionally, GSHMAC improves security by
requiring TDMA-only mode for inter-cluster connections, guaranteeing nodes only
exchange messages within allocated time intervals. By altering the underlying MAC
mechanism to recognise and prevent replay and collision attacks, the algorithm
further improves security by fortifying defences against full-domination attacks.
GSHMAC’s considerable gains in network throughput and energy usage were con-
firmed by NS-2 simulations. However, the method that was presented had trouble
reducing end-to-end latency since mode switching and TDMA scheduling in a hybrid
MAC system take a lot of time.

In contrast, our algorithm is tailored to minimise end-to-end delays in WSN.
While sharing similarities with the approach proposed in the aforementioned study,
both schemes deploy hybrid MAC strategies to counter DoSL attacks, thereby aug-
menting power efficiency and throughput. However, our algorithm advances beyond
by incorporating a novel hybrid approach to further fine-tune network performance.

A unique method of countering Denial-of-Sleep (DoSL) assaults in Wireless
Sensor Networks (WSNs) was introduced by Fotohi & Bari [13]. This method
involved combining the Firefly algorithm with Hopfield Neural Network (HNN)
algorithms in a novel way. One noteworthy aspect of their methodology is the
employment of a movable sink to augment energy efficiency and prolong network
lifetime. In order to prevent DoSL attacks, the Firefly algorithm is deliberately used to
coordinate node clustering and authentication at two different levels. Simultaneously,
the Hopfield neural network is utilised to ascertain the best route for the mobile sink
to travel, guaranteeing efficient data transfer to the Cluster Head (CH). The effective-
ness of the suggested WSN-FAHN technique is carefully assessed through large-scale
simulations run in the NS-2 environment. The results of these simulations highlight
the WSN-FAHN approach’s improved performance over existing methods, as seen by
several performance indicators. Although the authors claim that their method reduces
energy consumption and ensures an impressive average throughput, it is important to
note a crucial difference: our proposed algorithm, which is the subject of this study,
explicitly addresses the end-to-end delay, which the authors’ algorithm fails to take
into account.

In response to DoSL attacks, Gunasekaran & Periakaruppan [14] introduced the
Genetic technique - Denial-of-Sleep Attack Detection (GA-DoSLD) technique. In
order to strengthen the integrity of relay nodes, their methodology combined the
AODV routing algorithm with RSA cryptography. Nevertheless, the researchers
chose to use the S-MAC protocol in their investigation because they were aware of
the energy consumption issues associated with the AODV protocol. We leveraged the
S-MAC protocol, a modified RSA algorithm, and AES encryption in our proposed
DSD-RSA method to decrease energy usage while thwarting potential assaults and
offering strong cryptographic key security. Additionally, our programme divided
the network into clusters and adopted an energy-focused strategy, carefully select-
ing appropriate cluster heads. Through this effort, energy consumption levels were
optimised, and overall network performance was improved.

Innovative methods for detecting Denial-of-Sleep (DoSL) assaults in cluster-based
sensor networks were presented by Osanaiye et al. [15]. The selection of controller
nodes responsible for monitoring and reporting DoSL attack instances was the main
focus of their methodology. These assigned controller nodes analysed network traffic
in detail and alerted the cluster head right away to any unusual traffic patterns.

78



Implementation of an Enhanced Security Algorithm for Wireless Sensor Networks
DOI: http://dx.doi.org/10.5772/intechopen.1007396

This dynamic strategy attempted to increase network lifetime by reducing the
amount of energy used by each sensor node while also improving security by pre-
venting attacks. The algorithm was shown to be superior to existing systems such as
X-MAC, ZKP, and TE2P through simulations. Similar to this, our DSD-RSA technique
aims to reduce energy consumption while enhancing security in Wireless Sensor
Networks (WSNs). We present a low-power cyber-security mechanism designed
especially for smart grid monitoring applications based on wireless sensor networks.
This system maintains exceptional energy efficiency while detecting and isolating
avariety of threats, including replay, forgeries, and denial-of-service attacks. The
simulated outcomes validate the superiority of our mechanism over the state-of-the-
art methods, exhibiting higher power efficiency while maintaining continuously high
standards of latency and dependability.

An enhanced DoS detection technique was presented by Suryaprabha & Kumar
[16] to strengthen Wireless Sensor Networks (WSNs). Their method combines
statistical analysis and machine learning approaches to create a strong defence against
Denial-of-Sleep (DoSL) assaults in the network. The algorithm reduces the num-
ber of false positives and false negatives, giving energy conservation priority. The
programme effectively detects DoSL assaults by utilising a mix of the decision tree
algorithm and statistical analysis. The efficiency of the approach in terms of energy
efficiency and DoSL detection is demonstrated through the use of MATLAB-based
simulations. Compared to current systems, it achieves higher detection accuracy and
lower false positive rates. It is noteworthy, however, that the algorithm does not take
the network’s end-to-end delay into account, which could cause delays in the transfer
of data from source nodes to destination nodes.

A novel proactive method was put up by Patil & Chaudhari [17] to address the
problem of Denial-of-Sleep (DoSL) assaults in Wireless Sensor Networks (WSNs).
By using a reputation-based mechanism, their method seeks to identify and isolate
malicious nodes that initiate DoSL assaults. This system creates reputation scores by
attentively examining nodes’ actions inside the network; nodes with lower scores can
be identified as possible harmful actors and removed from the network. Extensive
simulations are used to thoroughly test the technique’s efficiency, highlighting its
ability to prevent DoSL assaults in WSNs beforehand. But it’s important to recognise
the inherent drawbacks of this strategy. One significant flaw is the absence of perfor-
mance measurements that are vital for a thorough evaluation of WSN performance,
such as throughput and end-to-end delay. Furthermore, the suggested reputation-
based method might not be adequate to handle extremely complex attacks that can get
past such systems, highlighting the significance of a multi-layered security approach.

This paper’ literature review showed that the existing DoSL algorithms fall short
of meeting the necessary standards for Quality of Service (QoS). These methods
frequently cannot guarantee DoSL detection and prevention, cut down on energy use,
minimise latency, or maximise network speed [18].

3. Dysfunction sensor detection-Rivest-Shamir-Adleman

Using a multidisciplinary approach, the Dysfunction Sensor Detection-Rivest-
Shamir-Adleman (DSD-RSA) algorithm was carefully designed with data security
and energy optimisation as top priorities. The Advanced Encryption Standard
(AES), which serves as the foundation for symmetric key encryption, was utilised in
this novel technique. The purpose of this strategic implementation was to improve
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the data integrity and confidentiality of the ecosystem. Simultaneously, the algo-
rithm leveraged the robustness of the Rivest-Shamir-Adleman (RSA) algorithm and
employed it for safe key exchange. By strengthening encryption techniques, this
protected the channels of communication from possible breaches. Interestingly, the
algorithm’s framework was able to incorporate the Synchronous Medium Access
Control (S-MAC) protocol with ease. Through a cyclical listen-and-sleep cycle,

this protocol gave sensors a dynamic technique to save energy. During moments of
inactivity, this adaptive functionality allowed sensors to go to a low-power sleep
mode while still allowing them to communicate with other network nodes. This
energy-saving and communication-continuity symbiosis was carefully designed to
meet Quality of Service (QoS) requirements. Through compliance with these speci-
fications, which included assured energy consumption, low latency, and maximum
network throughput, the DSD-RSA algorithm was prepared to handle a wide range
of efficiency and performance parameters. Figure 3 graphically illustrates this
holistic approach by showing the complex interplay between the algorithm’s compo-
nent parts.

3.1 Advanced encryption standard

A single key is used for both the encryption and decryption phases in the symmet-
ric encryption method known as the AES algorithm. It works by encrypting data in
blocks of 128 bits, and it can handle keys of lengths of 128, 192, or 256 bits [19]. This
study suggests that in situations where key management is weak or where a key is sto-
len, digital data should be encrypted using the AES method. The suggested approach
uses ciphertext that has been encrypted with a 256-bit key using 14 rounds of the RSA
method and the AES technique to carry out another cryptographic operation. Key
encryption is done using the AES method, and key transfer activities are carried out
via an interlocking protocol to safeguard keys against attackers.
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3.2 Rivest-Shamir-Sdleman

Through its dual use in key distribution and message decoding, the RSA algorithm
significantly improved data security and strengthened confidentiality measures [20].
In addition to its encryption capabilities, RSA proved to be versatile by including
key exchange and node authentication processes, which prevented possible Denial-
of-Sleep (DoSL) assaults. The attempt to synchronise the nodes in the network was
accomplished by means of an intricate system in which the amount of time that each
node would sleep was inferred from the SYNC signals that were transmitted between
them. By using the data carried within SYNC packets to construct sleep intervals,
this novel method did away with the need for reset sleep intervals. The calculation
of the NewSleepTime parameter, an essential component that determines the nodes’
sleep periods, is important to this synchronisation. Eq. (1) carefully controlled this
computing process, indicating the study’s careful attention to technical detail and
synchronisation protocols.

News, o, rime _ old ,ReceivedSYN PacketSleep Time 1)

P
sleep Time 2

where:

NextSyncTime: the time of the next scheduled synchronisation message.

Old sleep time: time that a node has spent sleeping before waking up to receive the
next SYNC message.

The section explains how to use SYNC messages to gradually synchronise nodes in
a sensor network and how to use key exchange, message decryption, and RSA algo-
rithm-based node authentication to thwart DoSL assaults. Nonetheless, by repeatedly
sending SYNC packets, attackers can still initiate DoSL attacks, and sensor nodes’
sleep modes can greatly lower energy usage and increase network throughput.

3.3 Sensor medium access protocol

The Sub-MAC (S-MAC) protocol is a carefully designed response to the critical
problem of energy efficiency in sensor networks. It accomplishes this by putting
into practice a carefully thought-out cyclic listen-sleep system that maximises
energy usage for individual nodes. But it’s critical to be aware of a potential weak-
ness: the continuous sending of control packets, particularly Request-to-Send
(RTS) messages, may unintentionally provide a path for the execution of Denial-
of-Sleep (DoSL) attacks. If successful, these attacks can result in needless energy
waste. The deployment of Cluster Heads (CH) is a strategic intervention aimed
at improving the network’s overall resilience and lifespan. This method, which is
based on the idea of clustering, reduces communication distances and successfully
counteracts the inefficiencies that come with having a centralised washbasin or
base. Moreover, the act of combining data prior to sending it to the CH greatly
reduces the computing load, promoting increased operational effectiveness. It is
important to remember that clustering starts to matter when there are more than
five nodes. Within the framework of the novel DSD-RSA method used in this
study, a laborious selection procedure guarantees the discovery of a suitable CH
for efficient data gathering. This all-encompassing approach is in perfect harmony
with the primary goal of improving energy efficiency and overall network perfor-
mance in the ever-changing domain of sensor networks.

This selection process involves the following steps:
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Step 1: Initially, choosing a node that is near the base station is prioritised. For this,
the Euclidean Eq. (2) is applied, presuming that every node in the network has Global
Positioning System (GPS) capabilities and is aware of its current location.

CS=(x,—x,) +(x,—x,) ()

Where: the energy of each selected node is measured using Eq. (2), where C
represents the coordinates of each node and S represents the coordinate of the sink.
Step 2: Nodes are deemed suitable as CHs based on their energy efficiency and

distance from the base station.

Q==< 3)
t

This model hinges on two critical parameters: e, the node’ initial energy mea-
sured in kilojoules, and ¢, the time elapsed in minutes. These factors play a pivotal
role in understanding the system’s behaviour.

Step 3: Eq. (3) is used to choose the CH after computing the energy levels of the
nodes and figuring out how far apart they are from the base station.

Step 4: The energy used by each node must be determined in order to choose the
CH. This makes it possible to determine which node has the most energy left, and that
node is then selected to be the cluster head. This is achieved by using Eq. (4):

e=Q.t 4)

The model takes into consideration the intricacies of the real world by integrating
the parameters of the channel, such as its free space or multipath fading susceptibility,
as well as the separation distance between the transmitter and receiver. Equation reflects
this nuanced approach (5). The writers of this publication have presented this model.

B, (T di)= T.E,, +Ty.d* di,<di, 5)
AT R, + e, d* di> di,
Where:
E,,. refersto the amount of energy needed to activate the circuits.

E,,and E;, arerelay activation energy models for multipath channels and empty
space, respectively, di’ denotes the power loss in free space, while power loss in mul-
tipath fading is di*. T istime and T, is the total time taken to activate the circuit.

3.4 Enhanced security prevention DSD-RSA algorithm flowchart
The flowchart of the proposed DSD-RSA algorithm is depicted in Figure 4.

3.5 Enhanced security prevention DSD-RSA algorithm

To identify and prevent DoSL attacks while meeting QoS requirements for energy
consumption, end-to-end latency, and throughput, the proposed DSD-RSA was cre-
ated by combining the S-MAC protocol, the AES algorithm, and the RSA algorithm
(see Algorithm 1).

Algorithm 1. Pseudo code for DSD-RSA proposed model

1. Step 1: Network Clustering

2.Create a random WSN with sensor nodes.
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3.Set the parameters for Algorithm 1.
4. Choose the Cluster Head (CH).
5.Compute the energy level of each node.
6. Determine the distance of each node.
7.Select a node with low distance to the base station and high energy as the CH.
8.Node Authentication Procedure
9. Step 2: Cluster-Level Node Authentication
10. Calculate the threshold value.

11. Determine the interval.
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12. Repeat the following steps while the interval is greater than the threshold:
13. Authenticate each node at the cluster level.

14.End loop.

15. End repetition.

16. Otherwise, accept the node.

17.End procedure.

18. Step 3: Network-Wide General Authentication

19. Generate RSA keys at the base station (BS).

20. Verify node authenticity by requesting node responses.
21. Reject the node if it is invalid.

22. Accept the node if it is valid.

23.End conditional statement.

24.End procedure.

The DSD-RSA technique, which attempts to identify and mitigate DoSL attacks
while guaranteeing QoS requirements including energy consumption, end-to-end
delay, and throughput, is introduced in this section. The suggested DSD-RSA algo-
rithm is explained in depth in the section that follows.

4, Simulation results

This research paper presents the implementation of the suggested Dysfunction
Sensor Detection-Rivest-Shamir-Adleman (DSD-RSA) algorithm, which was carried out
with great care using the IEEE 802.11w model that was included in Network Simulator 2
(NS-2) version 2.35. A Linux Ubuntu 14.04 64-bit operating system with 1 GB of RAM
and a generous 10 Gigabytes (GB) of storage capacity was used to carefully set up this
simulation environment. The software Oracle Virtual Box Manager (VM) Version 6.1.30,
created by Oracle Corporation in 2021, was specifically used for the host platform.

The complex network topology configurations and the DSD-RSA model simula-
tion were implemented using a combination of Tool Command Language (TCL)
scripts and C++ source code. The network topology that was defined covered a
400 x 400 m spatial area. It consisted of five Sink Base Stations (SBS1, SBS2, SBS3,
SBS4, and SBS5) that were fixedly positioned and entwined with 20 randomly
positioned nodes, as Figure 5 of the study vividly illustrates. Notably, the simula-
tion timeline was carefully calibrated to begin packet transmission at the 20-second
interval and end smoothly at the 120-second point. This well-thought-out simula-
tion framework made it easier to carry out the complex evaluation of the DSD-RSA
algorithm’s performance and how it affects network dynamics in a regulated but
realistically set-up environment.

84



Implementation of an Enhanced Security Algorithm for Wireless Sensor Networks
DOI: http://dx.doi.org/10.5772/intechopen.1007396

|IHH \lllHIHIIII\IIIH I\II\IHIIIHI'IHIIHIIHIIHII'IIII INNNEN]

GFI_MLEMY

(¥R =]

Figure 5.
NAM simulation scenario.

4.1 Average throughput

Data transfer between nodes in a network over a given time period is measured
by network throughput. Figure 6 shows the average throughput of the network. This
statistic measures the responsiveness, capacity, and efficiency of the network, all
important for achieving Quality of Service (QoS) requirements in a variety of appli-
cations and maximising communication.

Examining the results presented in Figure 6, the suggested Dysfunction Sensor
Detection-Rivest-Shamir-Adleman (DSD-RSA) method demonstrated an impres-
sive 95% average throughput in 120 seconds. Similarly, throughputs of 89, 65, and
60% were achieved by the GA-DoSLD, WSN-FAHN, and GSHMAC algorithms,
respectively. This impressive throughput is mostly due to the effective energy con-
servation measures of the DSD-RSA algorithm, which increased the bandwidth
available for effective data transmission. A key component of this success was the
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Figure 6.
Average network throughput.
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skilful application of the S-MAC protocol. Moreover, the DSD-RSA method’s funda-
mental design included the RSA algorithm, which made it capable of both detecting
and preventing Denial-of-Sleep (DoSL) assaults. On the other hand, the algorithms
GA-DoSLD, WSN-FAHN, and GSHMAC found it difficult to significantly reduce
energy usage while still preventing DoSL attacks. As a result, the overall QoS that
these alternative algorithms could provide was compromised because they were
unable to allocate large throughputs in an efficient manner. The comparison of these
results highlights the DSD-RSA algorithm’s strong performance in reducing security
risks and improving network performance, which in turn translates to improved
quality of service.

4.2 Average end-to-end delay

The end-to-end delay is the average time taken to transmit packets. Figure 7
portrays the analysis of end-to-end delay concerning packet size. This assessment
offers insights into how packet size influences transmission time, critical for optimis-
ing network performance and assessing QoS.

The usefulness of the suggested DSD-RSA method in reducing end-to-end delay
by preventing pointless transmissions is shown in Figure 7. In comparison to the
GA-DoSLD, WSN-FAHN, and GSHMAC algorithms, DSD-RSA considerably mini-
mises the overall latency. The DSD-RSA, GA-DoSLD, WSN-FAHN, and GSHMAC
algorithms had average delays of 19, 35, 40, and 60%, respectively.

4.3 Energy consumption

The average energy consumption of the proposed DSD-RSA algorithm and
the current GA-DoSLD, WSN-FAHN, and GSHMAC algorithms are compared in
Figure 8. The energy that these algorithms need to transmit data packets is repre-
sented by the average energy consumption.

The graph presents unambiguous proof that the study’s suggested DSD-RSA
technique achieves noticeably lower energy consumption when compared to other
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DoSL attack prevention schemes. The suggested DSD-RSA algorithm used 30% of
the energy, WSN-FAHN algorithm used 35%, GSHMAC algorithm used 45%, and
GA-DoSLD algorithm used 50%.

5. Conclusion and future work

The DSD-RSA algorithm described in this paper is a comprehensive method
designed to accomplish multiple important goals, including preventing and identify-
ing DoSL attacks, reducing energy usage, minimising latency, and maximising net-
work performance. In order to create the DSD-RSA algorithm, the S-MAC protocol,
the AES algorithm, and the RSA algorithm were strategically combined. This resulted
in a strong defence against DoSL attacks in WSNs while maintaining QoS by carefully
managing end-to-end delay and throughput.

The S-MAC protocol was chosen because of its effectiveness in energy-rich sensor
networks. This protocol performs well throughout extended periods of inactivity
and handles delay situations well, making it useful for our needs. Our cryptographic
architecture is based on the RSA method, which performs two functions: it keeps
attackers at bay and makes secure key exchanges possible. Concurrently, the AES
algorithm intervenes to strengthen cryptographic keys against possible compromises.

NS-2 was used to run extensive simulations in order to verify the DSD-RSA
algorithm’s effectiveness. The results clearly demonstrated how well the system can
identify and prevent DoSL attacks, which improves network security. Furthering the
field of network performance enhancement, the algorithm also brought about a large
reduction in energy usage, minimised end-to-end delays, and noticeably increased
network throughput.

Our future plans include incorporating machine learning techniques into the
DSD-RSA architecture. By utilising the capabilities of cutting-edge algorithms,
this tactical advancement seeks to improve the precision of DoSL detection and
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prevention. Concurrently, this project is in line with our objective of minimising
energy consumption, reducing end-to-end latency, and increasing network capacity.
This upward trajectory demonstrates our steadfast commitment to remaining at the
forefront of innovation in strengthening Wireless Sensor Networks’ efficiency and
resilience against changing security threats.
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Chapter 6

Omnidirectional Antenna
Design for Underground
Wireless Sensor Network QoS
Improvement

Khomotso C. Tsoane, Topside E. Mathonsi
and Deon P Du Plessis

Abstract

In this chapter, it is proposed to detect intrusions in subterranean Wireless
Sensor Networks (WSNs) employing an enhanced omnidirectional antenna. The
proposed arrangement offers a 20 x 20 mm compact square shape and is based on
the Square Slotted Monopole Antenna (SSMA) idea, leveraging both realistic micro-
etching applications on low-cost substrates and Ansys High-Frequency Structure
Simulator (HFSS) simulations to achieve superior performance. The omnidirec-
tional antenna significantly increases the Quality of Service (QoS) for subsurface
WSN applications by providing exceptional high-frequency depth, signal disper-
sion, and spreading. The antenna’s subsurface penetration and precision intrusion
detection are demonstrated by its average fidelity of 0.9 and spread factor of 1.5
at a depth of 30 cm.

Keywords: intrusion detection, subterranean wireless sensor networks,
omnidirectional antenna, square slotted monopole antenna, spread factor, quality of
service

1. Introduction

As a critical component of the communication chain, antenna design must align
with the specific application’s requirements. While both ultra-wideband (ULB) and
traditional narrowband antennas serve their purposes, ULB antennas distinguish
themselves by their significantly broader bandwidth [1-5]. Moreover, ULB technol-
ogy offers the unique advantage of detecting subsurface irregularities and enabling
timely alerts.

According to an assessment of the literature, traditional antenna methods do not
perform as well at stopping cable theft. Conversely, connected motion sensors use
pyroelectric infrared (PIR) and active ultrasonic sensors to identify any movement
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or impact of an object [3-6]. The precision and dependability of connected passive
infrared and active ultrasonic sensor systems are well established. The motion sensor
can automatically identify approaching disturbances thanks to ULB antenna technol-
ogy, and it can sound an alert to ward off attackers. Compared to a standard surveil-
lance camera, this motion sensor technology seeks to prevent copper theft more
successfully [1-6].

Due to their oscillators and power amplifiers employing high-power voltage to
generate continuous signals, Wireless Sensor Networks (WSNs) technologies utilis-
ing narrowband sub-GHz systems are not energy efficient [3, 4]. Additionally, since
the accuracy of distance estimates increases with increased radio signal bandwidth,
localisation capability—which is essential for some applications—is absent from
previous WSN technologies [7-9]. These drawbacks impede the widespread deploy-
ment of subterranean WSNs, prompting the search for substitute strategies.

This chapter suggests combining an underground WSN with the pulsed ULB
method. Barras [10] identifies the following reasons for the suggested solution’s use of
ULB technology:

1. Smaller antennas: By using this technology, antennas can be made smaller, which
lowers the cost and size of modules and makes deployment easier.

2.Limited power consumption: Subterranean sensors have a longer lifespan due
to the low gearbox powers permitted by ULB. Additionally, low-power CMOS
technology is easily compatible with ULB transceivers.

3. Localisation capability: These systems should be able to achieve good localisation
accuracy thanks to the pulsed ULB technique’s very broad bandwidth.

4. Higher communication rates: Higher communication rates are achievable when
communication systems’ bandwidth and capacity grow.

The primary foreseeable constraint on the pulsed ULB approach is the antennas’
shallow subterranean depth. The rest of the document is organised as follows: Related
work is included in Section 2. The ULB-based omnidirectional antenna design is
shown in Section 3. Additionally, simulation findings comparing the new omnidirec-
tional antenna’s effectiveness to that of the traditional directional antenna utilised in
subterranean WSNs are included in the research.

2. Related works

Numerous experiments have been carried out, including ones employing buried
antennas, to examine how the ground affects antennas and signal propagation. Most
of these investigations have concentrated on the narrowband frequency region that is
lower than 1 GHz. Barras [10], for example, reported on the design and performance
analysis of four UHF antennas functioning at 392.5 MHz in a concrete subterranean
environment. The antennas that were studied include a 16.7-cm horizontal dipole,

a 38.5-cm-diameter ring, a 150-cm-long travelling wave monopole with a 76-cm-
diameter disc ground plane, and a 150-cm-long V-shaped travelling wave monopole
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with a 43-cm-diameter disc ground plane. These antennas were free space matched
in concrete with a dielectric constant of 6.5 to guarantee correct functioning at the
intended frequency [11-13].

Numerous studies have examined how soil and snow affect antenna performance;
many of these studies concentrate on buried antennas. These investigations have
mostly focused on the frequency region below 1 GHz. Das et al. [14] looked at the
impact of soil on 145 MHz resonant antennas buried at shallow depths. Their find-
ings indicate a shift in the resonant frequency towards lower frequencies together
with a decline in efficiency [15]. Saeidi et al. [16] proposed a 49 x29 x 3 mm’>
rectangular microstrip antenna that was buried in the ground for dual functional-
ity—moisture monitoring at 1.85 GHz and communication with an external reader
at 1.35 GHz. Their findings indicated a 130 MHz shift in the resonance frequency
towards lower frequencies when the subterranean antenna was moved from dry to
wet conditions.

An Archimedean spiral antenna operating in the 1-3 GHz range and designed to
be buried in the ground to study its dielectric properties was proposed by Curiac [17].
The antenna was printed on an 87 x 87 x 1.5 mm’ square substrate. This ice-buried
antenna produced results that showed an increase in directivity, a decrease in effi-
ciency, and a drop in input impedance. In the study by Huang et al. [18], a rectangular
broadband antenna measuring 67 x 42.5 x 1.54 mm? is described for in-ground
broadcasts. This antenna shows matching in the 1.32-3.94 GHz band in free space,
and when buried in dry soil, it may function in the 0.869-2 GHz band [19]. When
taken as a whole, these studies highlight how much the ground affects buried antenna
performance; the most prominent finding is the bandwidth shift towards lower
frequencies. This finding is encouraging for the development of small antennas for
subterranean uses.

A WSN system was installed in Norway as part of a study on glacier variation
monitoring, and sensors were buried up to 100 meters deep in the glacier [20]. A
468 MHz radio link with a strength of 500 mW was used for the long-distance link
between the base station and the reference station, and a 433 MHz radio link with
a power of 100 mW was used for communication between the base station and the
sensors. The results of the study, however, were more concerned with the physical
aspects of the glacier than with the features of the propagation channel.

In a study carried out in a snowy setting, the viability of using ULB technology in
WSNss for avalanche victim localisation was investigated [21]. By predicting the per-
mittivity of the snow, a propagation model for a snowy environment was presented
and experimentally confirmed in the 3.3 to 4.6 GHz region. After that, a theoretical
investigation was conducted to estimate attenuation as a function of distance at
frequencies of 0.5 GHz and 3.8 GHz using the suggested model. The VWC values that
were taken into consideration were 2.3, 6.4, and 12.1%. Both the receiving antenna’s
height and the transmitting antenna’s subterranean depth were set to one meter. The
findings showed that there were notable attenuations when the frequency and water
content of the snow were increased. For VWC = 6.2%, the attenuation at 3.8 GHz
was —131 dB at 10 meters of separation, while for VWC = 2.3%, it was 90.1 dB at 20.2
meters of separation. In the worst situation, with VWC = 12%, the attenuation at
0.7 GHz was 63 dB at 31 meters of separation.

A microprocessor and an antenna that supported global system for mobile com-
munications (GSM) were used in a WSN that was intended to prevent copper wire
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theft [22]. An electrical circuit wire connection was incorporated within the antenna
so that the microcontroller antenna input port could detect voltage drops in the cable.
The microcontroller antenna produced a broad operational band to cover the DVB-H
band through the UHF frequency, which was useful for subterranean theft detection
and similar to the directional antenna suggested by Alejandro-Granados et al. [22].
An LEC display screen and a cell phone component were added to the antenna to
enable thorough processing and visualisation of incoming data in the subterranean
setting.

All things considered, the studies stated above draw attention to the difficulties
and factors that must be taken into account while designing and operating antennas in
subterranean and icy conditions. When constructing antennas for these applications,
it is important to take into account how the surrounding medium affects the antenna
characteristics, especially frequency shifts and attenuation.

3. Methods
3.1 Numerical measurement

The suggested solution cycle consists of four programmable time intervals. The
length of the cycle changes based on the number of coordinators and the time param-
eters of each activity phase. The unit of time used inside the interval [T1; T3] is the
detection activity slot. A basic Wireless Sensor Network (WSN) slot is made up of 60
symbols or 960 ps (3 backoff periods). The dimensioning of activity slot durations
is made possible by the slot duration exponent (EDS), which is comparable to the
Superframe Order in the IEEE 802.15.4 standard (see Eq. (1)):

dslot =2 EDSx960x10-3 1

Synchronisation Period [TO; T1]: The number of nbC coordinators and the dura-
tion, in milliseconds, Tb, of a beacon transmission interval determine the length of
the synchronisation period. Tb is specified in a way that:

Tb=0.18xnbC+2.8 2)
d[TO0;T1]=nbcxTb 3)

Using the following formula (see Eq. (4)), this research calculated the synchroni-
sation period length as a function of the number (#bC) of coordinators:

d[T0;T1]=nbCx(0.18xnbC+2.8). 4)

The length of each star’s activity period and the total number of stars in the
network determine how long [T1; T2] will last. All stars in the network have the
same amount of time for their active period, which consists of an intra-star period
and a relay interval. The number of activity slots assigned for the intra-star period,
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‘intra) can be set to nbS, which is the duration of the intra-star period in milliseconds
(depending on the overall load generated by all stars). Routing Period [T2; T3]: The
amount of non-priority traffic determines how long [T2; T3] is measured in millisec-
onds. Two guard periods are included in [T2; T3], which can be customised by adjust-
ing nbSR, the number of activity slots allotted for the routing time. Thus, we have:

d[T2;T3]=nbSR xdslot + xdgarde. (5)

Sleep Period [T3; TO]: [T3; TO] is the amount of time that the network is idle,
and all network entities are dormant during this time. Cycle Duration: As shown in
Eq. (6), the length of a detection cycle, measured in milliseconds (s), is obtained by
adding the lengths of the four periods.

deycled[T0;T1]d[T1;T2]+d[T2;T3]d[T3;T0] 6)

4. Experimental results
4.1 Omnidirectional antenna measurement and design

The ground plane of the Square Slotted Monopole Antenna (SSMA) has a sizable
slot that is part of a planar antenna design. This kind of arrangement gives antennas a
wide bandwidth and makes integration easier. We introduce two 12x12 cm” rectangle
and triangular slot antennas. Impressive bandwidths of 130% (1.82 to 714 GHz) and
105% (2.31 to 8.18 GHz) are displayed by both antennas. Furthermore, a 102% band-
width (2.91 to 9.09 GHz) octagonal slot antenna is provided [9]. An 85 x 85 mm” wide
E-slot antenna with a notable bandwidth of 120% (2.8 to 11.4 GHz) is demonstrated.
Similarly, an 80 x 80 mm” circular wide slot antenna may reach a remarkable 150%
bandwidth (1.7 to 10.5 GHz).

Figure 1 shows the geometry of the proposed antenna and includes notations for
each of the antenna’s dimensional components. The antenna structure, which has two
half-ellipses on the horizontal sides, resembles an improved rectangular radiating ele-
ment. Unlike the traditional rectangular shape, this modification allows for different
distances between the edges, which in turn covers a wider variety of wavelengths and
increases the bandwidth of the antenna.

A, B,and C

Figure 1.
Proposed antenna structures, (A) square slot antenna, (B) circular slot antenna, and (C), and proposed antenna.
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This revised version strengthens the text’s scholarly tone by using more formal
language and placing greater emphasis on technical terms. It also offers a more
thorough description of the altered shape of the antenna and how it affects band-
width. Additional degrees of freedom in the design are achieved by adding a centre
‘H’ slot.

The antenna’s performance is improved and refined by adding two slots, the
H-slot and the T-slot, as well as a parasitic element [10]. A sub-miniature connector
that is connected to the ground plane and the feed line is used to transmit signals.
The geometric parameters of the antenna determine its performance. As a result, the
bottom limit of the antenna’s bandwidth surpasses 3.1 GHz, which is the lower limit of
the ultra-wideband (UWB) standard [3.2-10.5 GHz], due to its small size. The lateral
width (wl = w - wg), where w is the antenna width and wg is the maximum width of
the ground plane slot, is the primary factor determining this lower bandwidth limit
as shown in Figure 2.

The distance @, or the separation between the bottom of the large ground plane
slot and the bottom of the radiating element, represents the combined effect of
parameters Rb4 (minor radius of the lower half-ellipse of the large slot) and Lf (feed
line length), as shown in Figure 3.

Table 1 provides the connection between these quantities.

W

A and B

Figure 2.
Structure of the proposed ULB antenna, (A) front view, and (B) side view.

Figure 3.
Explanatory diagram of the SSMA.
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Rb4 (mm) 0.55 1.05 1.05 1.05 1.55

Lf (mm) 762 737 762 7.87 762

d (mm) 0 0,25 0.5 0,75 1.00
Table 1.

Variations of parameters RB4-LF.

4.2 Directional antenna measurement and design

The SSMA serves as the model for the Circular Monopole Antenna with Slots
(CMAS), which uses a circular shape for the substrate and ground plane. Because
of this shape, the researchers are able to create a spherical sensor that will be
more resistant to pressure from the depths of the subsurface. With a diameter of
D =29 mm, the antenna is a compact planar circular antenna. The radiating element is
arectangular patch with an H-shaped slot in the centre and two half-ellipsoids on the
horizontal sides. A microstrip line with an embedded rectangular slot provides power.
The ground plane is made up of a T-slot, a parasitic ellipse, and a huge ellipsoidal slot
arranged in a circle. Along with the parasitic elliptical element, the addition of H, T,
and rectangular slots increases design flexibility and makes it easier to further reduce
the structure’s size without sacrificing performance. Using the electromagnetic
simulator, an optimisation process was carried out while taking the size-bandwidth
trade-off into consideration. Given the inexpensive PTFE NH9338 substrate, which is
also widely available in the South African market, the antenna is intended for subsur-
face UWB applications.

The ideal antenna structure for the finished sensor design was found through
simulation analysis. The antenna with its optimised size is shown in Figure 4. The
antenna has a three-dimensional radiating element and a compact circular frame with
a diameter. 3.8 GHz is the lowest matching frequency.

The antenna, as shown in Figure 5, has a measured reflection coefficient of less
than —10 dB throughout a wide frequency range of 3.8 GHz to 13 GHz, which trans-
lates to a bandwidth of about 9 GHz.

-a--b--c-

Figure 4.
Proposed ULB circular antenna structure, (a) front view, (b) side view, and (c) ground plan.
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-a--b--c-

Figures.
Dimensions of the antenna (a) front view, (b) side view, and (c) ground plan.

Figure 6.
Proposed antennas (vight).

4.3 Implementation

The omnidirectional (right) and directional antennas were integrated into the
WSNs, as shown in Figure 6. The completed suggested antenna has an efficiency of
90%, omnidirectional radiation in the azimuth plane, a gain of roughly 3 dBi, and
a bandwidth of nearly 8 GHz in the 3.1-11.5 GHz range. Every antenna is protected
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from water by a plastic layer, which also keeps the distance between each antenna and
the surrounding material at about 1 mm.

Subsequently, using two types of soil—fine sand and aggregates, or ballast—
implementation measurements were carried out in a laboratory setting. These soil
types are representative of the common soil environments found in underground
spaces where copper cables are frequently put in South Africa. Particles smaller than
0.3 mm in diameter make up fine sand. Different soil types show convergence in
their relative permittivity at frequencies over 3 GHz. There was variation in both the
water content and the subsurface depth, ranging from 0 to 30%. For every scenario,
the effectiveness of every antenna was assessed in terms of its bandwidth, input
impedance, and reflection coefficient. The effect of subterranean depth on antenna
performance was examined with dry aggregates (VWC = 0%) and sand that had a
constant average water content of 5%. These water contents are representative of the
usual natural conditions. The depth was varied in increments of 5, 10, 20, and 30 cm
to do the measurements.

The communication chain’s technical specs are as follows: a generator, a ULB
transceiver that produces 3.2 GHz bandwidth pulses cantered at 4.7 GHz, is present
on the show. The pulse repetition frequency is 9.6 MHz, while the effective isotropic
radiated power is —12.8 dBm. This generator is managed by a computer. Additionally,
a ULB antenna that has both a directional and an omnidirectional antenna is linked to
an antenna that has a generator. The directional and omnidirectional antennas were
compared at reception. Additionally, a high-pass filter is used to reduce interference
with other systems, specifically 2.4 GHz Wi-Fi. The filter was included in the chain of
reception. A high-pass filter with a 3 GHz cut-off frequency was chosen as the filter.

The operational bandwidth has less than 1 dB of insertion loss and spans from 3
to 20 GHz. A wideband low-noise amplifier (LNA) is added to the receive chain to
minimise the high attenuation of the broadcast signals and make up for the low trans-
mit power. With a noise figure of 1 dB and a gain of 23 + 0.5 dB, this LNA operates
in the 2-8 GHz frequency range. At the end of the receive chain, a wideband digital
oscilloscope called the Infinium oscilloscope is used to visualise and store the received
signals. The bandwidth of this digital oscilloscope is more than 10 GHz. During the
trials, a sampling rate of 40 GSa/s was used.

4.4 Simulation environment

Antenna design and modelling were conducted using two three-dimensional
electromagnetic simulation software packages: CST Studio Suite and Ansys HFSS
(High-Frequency Structure Simulator) from computer modelling Technology.
Because of its extensive capabilities, the study chose to use HFSS for antenna design
and related network simulation. The electromagnetic simulator closely approximates
the real geometry of the structure being studied by combining hexahedral and
staircase meshing techniques with the finite element method (FEM). As a result,
the best approach is used in accordance with the particular simulation requirements
[22]. With CST, temporal simulation yields a variety of outcomes in the frequency
and time domains, such as electromagnetic fields in the frequency and time domains,
S-parameters, time signals, and 2D and 3D radiation patterns. Our selection of soft-
ware is justified by these capabilities and performances, which are in good agreement
with UWB calculations. These software choices were followed by the construction
and use of the ULB omnidirectional antenna for subterranean intrusion detection
analysis [23].
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4.5 Signal transmission

The simulation’s pulse generator uses a sinusoidal carrier frequency of 4.7 GHz
to modulate a Gaussian pulse. The pulse has a spectral width of roughly 4.4 GHz
at —10 dB and 2.5 GHz at —3 dB, with a temporal width of 0.4 ns. Next, this pulse
spreads over a one-meter span in open space. The received pulse has a temporal
duration of 0.53 ns and a spectral width of around 2 GHz at —3 dB and 3.9 GHz
at —10 dB, as shown in Figure 7. The spectrum width reduction that was seen in
comparison with the transmitted pulse can be ascribed to the combined impact of
multiple components in the communication chain, such as the low-noise amplifier
and the filter.

4.6 Effect of underground depth

In order to examine how subterranean depth affects transmitted pulses in a sand
medium, the depth below the surface is changed in steps of 0, 5, 10, 20, and 30 cm
while keeping the soil’s water content constant at 5%. Table 2 displays the findings for
the regular antenna and the suggested WSNs antenna. At a depth of 0 cm below the
surface, the maximum amplitudes of the reference pulses and the received pulses are
normalised to each other.

100
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Figure 7.
Antenna efficiency.
Omnidirectional branch office Directional antennas
VWC (%) Underground-air Air-infused Underground-air Air-infused
0 0.86 0.88 0.71 0.79
5 0.71 0.71 0.53 0.51
10 0.61 0.56 041 0.43
20 0.40 0.40 0.31 0.33

Table 2.
Normalised pulse amplitudes.
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4.7 Effect of depth on signal amplitude

The measured outcomes show that as subterranean depth increases, the maxi-
mum amplitudes of the received pulses decrease. These attenuations are similar in
magnitude for both antennas and communication directions. The fidelity factor F is
computed to assess how underground depth affects the transmitted pulse form. Both
omnidirectional and directional antennas’ findings were obtained in both communi-
cation directions.

4.8 Simulation results: Omnidirectional antennas

When the lateral width (wl) is changed from 1.5 to 0 mm, the realised compo-
nents’ initial resonance peak shifts from 4.3 to 3.4 GHz, and its amplitude decreases
from 100 to 80 Q. Along with the rise from 50 to 75 Q at 7 GHz, this modification also
brings a decrease in the realised component over the 6 to 8 GHz region. The first reso-
nance frequency for the imaginary component drops from 4.3 to 3.5 GHz, and the 4 to
7 GHz band degrades or increases from 10 to 40 Q at 7.5 GHz. Within the 4 to 12 GHz
band, the realised component at wl = 1 mm shows an imaginary portion around 0 Q
with values between 22 and — 22 Q and a near 50 Q impedance with values between
35 and 75 Q. The lower cut-off frequency of the passband shifts from 4.3 to 3.5 GHz as
wl is adjusted from 1.5 to 0 mm, according to the results of the reflection coefficient.

Figure 7 shows the simulated radiation efficiency of the SSMA. The efficiency of
the antenna is more than 90% over its whole operating bandwidth. In an anechoic
chamber, the transmission frequency was changed in order to test efficiency. The test
and reference antennas were positioned 1.5 meters apart in a face-to-face arrange-
ment. In the 4 to 8 GHz range and the 7.6 to 11 GHz band, the antenna’s average
measured gain is 1.7 dBi and 4.4 dBi, respectively. In the 4 to 8 GHz band, there isa
difference of about 1.7 dB between the measured and simulated values. The measur-
ing cable and the SMA connector’s existence are the causes of this disparity. There is a
good level of agreement in the 7.6 to 10 GHz range.

4.9 Antennas frequency and time analysis

This part uses simulation to calculate the transfer function of the antenna, which
describes its frequency response. Two identical free-space transmit and receive SSMA
antennas are taken into consideration in order to get this property. The two antennas
are aligned along the line of sight and placed in the far field at a distance of 30 cm,
perpendicular to the plane that contains their feed points. For every transmission ses-
sion coefficient S21, the receiving WSNs antenna rotates by 44.9° around its symmetry
axis, while the transmitting antenna stays fixed. With a 0° angle corresponding to the
antennas facing each other, the rotation angle covers the full azimuth plane (H-plane).
The transfer function of the WSNs system, which consists of two identical transmit-
ting and receiving antennas as well as free-space propagation in the azimuth plane, is
represented by the transmission coefficient S21. In the study of Sturdivant et al. [15],
Saeidi et al. [16] and Huang et al. [18], this transfer method Hs(f) is explained.

HS(f)Ht(fr,r)Hc(f,d)Hr(fr,r) @)
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The transfer function of the free-space channel is represented by He(f,d). Ht(f;t,¢)
and Hr(f;57) represent the transfer functions of the transmitting and receiving anten-
nas under their respective orientations. The antenna in this work acts in a reciprocal
manner, following the methodology used in [19]:

Hs(f)

H(Eo) (B ) b

©)

In every direction, the transfer function curves show a quasi-flat form over the 4
to 10 GHz region. This observation minimises distortion in the broadcast pulses by
confirming that the transmitted signal, independent of direction, has equal attenua-
tion levels throughout this frequency range. Furthermore, compared to the 0° or 180°
locations, an attenuation of about 10 dB is seen at the 90° position. These findings and
Eq. (10), when applied to different angular directions within the azimuth plane, yield
the antenna transfer function. It is clear that the antenna’s transfer function increases
linearly with frequency in all directions and within the 4 to 10 GHz spectrum. The
transfer function for the 0° direction can be roughly represented as:

H(f)50,8(f4) (10)

This performance characteristic, which expresses H(f) in gigahertz (GHz) and f
in decibels (dB), reduces the attenuation effects caused by free-space propagation,
which vary in 2/f 2.

The spreading factor (SR) is calculated by comparing the energy distribution of
the antenna pulses that are broadcast and received. The time span containing 90%
of a pulse’s energy is known as its time-based breadth [19]. The chapter presents the
cumulative normalised energy function Ev(z) for an antenna signal vx(2):

Ev(t ):t% %3 (11)

As aresult, Sturdivant et al. [15] provide the temporal width, W(v), of the pulse.
) |2d]
[( )}2d]

Therefore, according to Ref. [15], the spreading factor is defined as the ratio of the
temporal widths of the sent and received antenna pulses:

(12)

E()[

w o
W (vt)

(13)

When an antenna is weakly dispersive, SR gets closer to unity. The predicted
spreading factor SR values for the suggested antenna design are shown in Table 3.
These findings show that the antenna’s spreading factor in the azimuthal plane is
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9 0.0° 91° 1871° 271°
SR 1037 1058 1040 1060
Table 3.

Antenna stretch factor.

nearly 1, exhibiting little dispersive behaviour and little distortion of the time pulses
that are transmitted.

4.10 Directional antenna simulation

The input impedance and antenna matching properties are significantly influ-
enced by the parameters R1, R2, and D1. When R1 is changed from 11.6 to 12.6 mm,
the realised component’s initial resonant peak’s amplitude decreases from 286 to
220 Q, and its frequency shifts from 3.4 to 3.1 GHz. The first resonant frequency for
the imaginary component is found to decrease from 4.25 to 3.75 GHz. Ze = (51 + j16)
Q + 21 Q represents the antenna’s input impedance in the 4-13 GHz range. The lower
bandwidth limit of the reflection coefficient shifts from 3.9 to 3.5 GHz, and the reflec-
tion coefficient degrades by 4 dB between 4 and 5 GHz.

The effect of D1 modifications is shown, and the input impedance’s real and imaginary
components as well as the reflection coefficient are illustrated. The formula for the input
impedance is Ze = (56 + j16) Q + 31 Q. High frequencies above 6 GHz show a substantial
effect on the reflection coefficient. The lower cut-off frequency rises from 3.7 to 4.1 GHz
when D1 is decreased from 3.49 to 2.49 mm. The lower limit of the bandwidth for the
W and L parameters is influenced by the radiating element’s size and the W parameter’s
input impedance change. As a result, raising W from 5 to 7 mm causes a shift in the lower
limit of the passband from 4.2 to 3.66 GHz, the first resonance peak of the actual part of
the impedance from 3.4 to 3.2 GHz, and the first resonance of the imaginary part of the
impedance from 3.6 to 3.3 GHz. This alteration leads to a 0.56 GHz increase in bandwidth.

After the sensor was simulated, its radiation pattern was measured. The measured
radiation pattern for various frequencies is plotted in Figure 8 for both elevation (b)
and azimuth (a). A satisfactory agreement is discovered between the simulated and
measured findings. The measuring cable and SMA connector being present during
characterisation is the reason for the little discrepancy between the simulation and
measurement in the E-plane at —90°. Over the entire matching band, the radiation
pattern exhibits a quasi-omnidirectional characteristic in the azimuthal plane.

0 T T T T T T T
= Simulation
- = Measure

e\
8 \ L
== N Y
w -15 = .
L2 \\ / ———
- ¥ 4
20 7/
-25: : : :
234567891011
Frequency (GHz)

Figure 8.
Reflection coefficient of the antenna.
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Through simulations, the radiation efficiency and gain of the antenna were
assessed. Within its working bandwidth, the CMAS antenna has an efficiency of no
more than 80%. In comparison, the study’s CMAS antennas demonstrated efficiency
gains of more than 95%. Furthermore, the antenna’s simulated and calculated gain
values show an average measured gain of 4 dBi in the 7.5-10 GHz band and 2.5 dBi in
the 4-8 GHz band. In the 4-8 GHz band, there is a mismatch of about 2 dB between
the simulated and measured gain levels; in the 7.5-10 GHz range, there is satisfactory
agreement.

4.11 Frequency and time analysis

Two identical CMAS antennas, one broadcasting and the other receiving, are
simulated and placed on the same plane with a 40 cm interval between them in order
to do the analysis. While the receiving antenna is rotated around its axis of symmetry
in the azimuthal plane with an angular increment of 30°, ranging from 0° to 360°, the
sending antenna stays stationary. At each rotation step, the transmission coefficient,
or S21, which represents the transfer function of the WSNs system made up of the two
antennas and the propagation channel, is recorded. When the antennas are facing one
another, they are in the 0° position.

The antenna’s inadequate impedance matching in this frequency range is the
cause of the greater attenuations seen between 3 GHz and 4 GHz. Eq. (10) is used to
calculate the antenna transfer function magnitude for each angular direction in the 3
to 11 GHz range based on the preceding results. An enhancement with frequency is
shown in all angular directions when the antenna transfer function is examined along
the frequency axis, with the 0° and 180° directions exhibiting the best performance.
The transfer function’s amplitude at 0° can be written as follows:

Amplitude(dB)=-10+0.849(f - 3),f in GHz (14)

This good performance lessens the impact of the transmitted signal’s dispersion,
attenuation, and distortion on the channel. Using the same methodology as the
frequency-domain study, a modulated Gaussian pulse was used for the time-domain
analysis. For every rotation point, the fidelity (F) and spread (SR) parameters were
assessed.

5. Conclusion

An innovative omnidirectional antenna design for improved intrusion detection
in subterranean WSNs is presented in this chapter. Through the use of the SSMA
idea, the suggested design provides a small and effective fix. The antenna’s higher
performance is validated through actual implementation using micro-etching and
simulations using Ansys HFSS. For subsurface WSN applications, the suggested
omnidirectional antenna greatly enhances QoS. Its remarkable dispersion, spreading,
and high-frequency depth allow precise intrusion detection even in difficult subterra-
nean conditions. The antenna’ ability to penetrate deep terrain and provide depend-
able sensing capabilities is proved by its average fidelity of 0.9 and spread factor of
1.5 at a depth of 30 cm. To sum up, this chapter presents a viable way to improve the
functionality and efficiency of subterranean WSNs. The field of subsurface sensing
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and monitoring applications might undergo a revolution thanks to the suggested
omnidirectional antenna design.
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Chapter7

Quality of Service (QoS) for the
Future 6G Network Data Transport

Mohamadou Ndiaye

Abstract

According to the International Telecommunications Standard, Quality of Service
(QOS) refers to the ability of a system to meet the requirements for providing a type
of telecommunications service, particularly with regard to access, integrity, and
continuity. QoS requirements will change radically with the transition from 5G to
6G. 6G will support different applications, such as ultra-low latency communications
(URLLC), massive machine-to-machine communications (mMTC), and enhanced
mobile broadband (eMBB). In this article, we will look at the QoS challenges and
solutions for 6G networks, which are being realized through the use of advanced
technologies. Additionally, we will discuss the systems needed to meet the QoS
requirements for sustainable and, above all, flexible data transport.

Keywords: QoS, 5G, 6G mMTC, URLLC, Al IoT, CN, RAN, NFV, IA

1. Introduction

The evolution towards 6G networks will bring new challenges and opportunities
in Quality of Service (QoS) management. With anticipated capabilities such as ultra-
low latency, high throughput, and massive connectivity (IoTs), QoS mechanisms
need to adapt to meet the rigorous requirements of potential future applications,
while end-to-end QoS includes services that demand very high performance require-
ments. However, the future system must be deployed in a cost-effective manner and
must not require over-deployment of network resources.

This article aims to provide a comprehensive overview of how QoS for 6G net-
works will be addressed and the technologies and strategies that will be essential to
achieve these objectives and ensure that data transport over the network returns a
high level of availability and resilience.

2. QoS framework for 6G networks
2.1 Network slicing
Network slicing will be an integral part of 6G QoS management, allowing the

creation of multiple virtual networks on a single existing physical infrastructure.
Each part of the unbundled network can be optimized for different types of traffic
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and services, enabling tailored or on-demand QoS for applications with diverse
requirements.

This attempt to decompose the physical network into several virtual parts seeks
to specify one part to a specific job or a specific type of service. This segmentation
ensures that key services are given the necessary resources and priority, while
less key services do not consume too much bandwidth or disrupt more important
traffic [1].

Key aspects of network slicing in 6G isolation:

* Isolation: Each network entity operates independently, ensuring that problems
in one part of the network do not affect the others. It is essential to maintain the
reliability and performance of critical applications.

* Scalability: Network slices can adapt in time to match demand allowing resources
to be used effectively and accommodating changing traffic patterns.

* Comprehensive Management: Slicing covers everything from the network to the
periphery guaranteeing quality of service from the server room all the way to the
end user.

Resource Management: Bandwidth, processing power, and storage can be assigned
to each slice based on its requirements enhancing network efficiency [2].

2.2 Optimizes latency

6G networks will combine edge computing, network slicing, enhanced radio
access technologies, URLLC, Al and machine learning, rapid link throughput, and
distributed architecture in an effort to fulfill the real-time performance demands of
new applications [3]. By combining these approaches, latency is optimized and 6G
networks are made sufficiently stable and dependable to handle the upcoming wave
of cutting-edge, time-sensitive applications.

6G networks are expected to achieve latency times on the order of a few mil-
liseconds to meet the real-time performance requirements of applications such as
telemedicine and interaction. And these future networks should ensure QoS and
reliability [4].

2.3 Reliability guarantees

Some services will require extreme reliability, such as industrial automation and
autonomous vehicles. They will need appropriate robust service quality mechanisms
to ensure total reliability. Approaches will include error rehearsal and correction
methods to ensure consistent performance [5].

2.4 Al and machine learning (cognitive radio)
In 6G, Al and machine learning will play a key role in dynamic QoS management.
These technologies will enable QoS parameters to be analyzed predictively, optimized

in real time, and adjusted automatically according to network conditions and traffic
patterns [5].
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2.5 High bandwidth applications

Emerging applications such as augmented reality (AR) and virtual reality (VR)
will require high bandwidth and light interference. QoS mechanisms will need to
formally support these services and manage bandwidth allocation (Cognitive Radio)
to ensure optimal performance.

2.6 Quality of service and security

Maintaining quality of service while ensuring network security will be a key chal-
lenge. Security measures must be integrated into QoS protocols to avoid degradation
of QoS due to malicious activity.

Achieving quality of service for 6G is not a task that can be handled by any single
player in the telecom industry alone. It will require effective coordination between
telecoms operators, device manufacturers, and application designers [6]. An interdis-
ciplinary partnership such as this one is necessary to articulate the standards of QoS
that would work effectively for all the involved parties.

3. End-to-end QoS

End-to-end QoS includes services that demand very high levels of performance
and that need to be delivered across specific deployment zones: geographically wide,
local, delimited, and, in the case of nomadic services, dynamic. Of course, all this
must be achieved in a cost-effective way that does not require over-deployment
of network resources [7]. Radio Access Network (RAN) and Core Network (CN)
architectures will be based on a high level of modularity and virtualization of net-
work functions. Transport will therefore have to support this process by automatically
ensuring the appropriate connectivity between each network function.

In data transport, there is a need for high availability. This implies that the net-
work should be able to function even in cases of failure, regardless of whether it is
hardware or software. This involves redundancy systems, failover mechanisms, and
resilience design principles—ensuring continuous accessibility of services. On the
other hand, resilience deals with quick recovery from unexpected attacks: designing
systems to gracefully handle failures, adapt to changing conditions while still keeping
up performance standards under different scenarios that might occur. Self-healing
networks can reconfigure themselves to maintain QOS and reduce downtime as much
as possible; unexpected attacks need to be considered. This has to be considered about
programmability. On the basis of real-time emerging requirements, it allows network
operators to change network resources and behavior dynamically. It is an integra-
tion of network function virtualization (NFV) with software-defined networking
(SDN), which will make this possible [8]. The other crucial aspect is flexibility. The
objective is to adapt swiftly to new technologies, applications, and user needs with
minimal reconfiguration. Alternatively, it will provide fast changes and improve-
ments in response to changing demands, ensuring that the network has a wide range
of dynamic use cases it can serve effectively.

In order to discourage excessive use that may result in network congestion, loss of
performance, and high operational cost, there is need for advanced resource manage-
ment. These are:
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* Traffic engineering: Optimizing the flow of data within a network to distribute
loads evenly and avoid clogging.

* Dynamic resource allocation: Using real-time monitoring plus analytics for
allocating resources where they are needed most and removing them when they
are not.

* Capacity planning: Forecasting future demand to anticipate peak loads that will
not cause over-provisioning.

* Minimize cost: Reducing the cost per bit should be achieved by optimizing net-
work operations/expenditure while ensuring good traffic efficiency. Strategies
may include [9]:

* Efficient use of bandwidth: Guarantee proper utilization of the bandwidth on the
network and minimize wastage through technologies such as data compression
among others

» Cost-Effective Infrastructure: Use affordable hardware and software solutions
that deliver high performance at lower costs.

* Economies of scale: Utilize scalable solutions that grow with an increase in
demand resulting in reduced costs per unit as networks expand.

In sum, the network transport needs to guarantee a high level of availability and
resilience and be programmable, that is, flexible enough. Furthermore, attention
must be given to prevent the overuse of network resources and to decrease the cost
per bit. In order to boost this evolution and achieve this goal, we have identified and
shown two approaches:

* End-to-end transport management awareness, in order to manage dynamically
and optimally the interactions between radio, transport, and the cloud in a given
area [10].

* A totally flexible and programmable transport plane, enabled by new technolo-
gies, offering a framework that is simpler for end-to-end management while
guaranteeing exceptional service performance (e.g., capacity) (Figure1).

3.1 Constitution of end-to-end QoS in 6G

It is important to note that end-to-end QoS depends on the combination of QoS in
the radio layer and QoS in the transport layer. Managing the low latency service for
the digital twinning operation requires a specific QoS transmission behavior in the
radio network, recognized through a QoS identifier (called 5QI for 5G). The network
operator configures the association of the QoS identifier with the QoS of the service
according to a specific policy. The orchestrator figures out the QoS of the radio layer
and the QoS of the transport layer considering the end-to-end QoS. It then sends the
requests to the radio and transport networks. This approach treats end-to-end QoS
as a “separate” infrastructure consisting of radio and transport, in an automatic and
dynamic way [11-15].
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Summary of proceedings.

3.2 The impact of Al on QoS

It aims to ensure the necessary end-to-end service quality while making the best
use of resources. To do this, it brings in a system powered by Al to create the measured
data. As this happens, Al will spot traffic patterns and habits in the operator’s network.
This gives insights about real radio traffic conditions that would be hard to see or grasp
otherwise. This data allows for the growth and running of the transport network in the
best way possible. It also helps to cut down on the extra capacity needed just in case.

Al tries to looks at data collected from start to finish of the transport network to
examine traffic patterns and actions in the area it covers. Here is how we could put
math formulas into your Al system [15, 16].

4. Integration of laws and formulas into IA
4.1 Trend and behavior analysis

The moving average (MA) is a trend analysis tool that smoothest out variations
in data to identify underlying trends. Here is the formula for the n-period moving
average:

MM = lth_i 1)

where
X, ; = data value.

4.2 Traffic forecasting

For traffic forecasting, it is best to use the ARIMA mathematical model. The
ARIMA (AutoRegressive Integrated Moving Average) model is commonly used to
forecast time series. It combines three components: autoregression (AR), differentia-
tion (I) to make the series stationary, and the moving average (MA).
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B(L)1-L) p=0(L), @

@ (L) etd(L) are polynomials in delay.
d is the number of differentiations required to make the series stationary.
—_,: theerrorrate.

4.3 Optimizing the use of resources

Optimization problems must be properly formulated in order to allocate resources
in the best possible way. For example, minimize resource costs under capacity and
QoS constraints:

s T
minc x .
under the constraints Ax <bh 3)
x

where

¢ is the cost vector.

x is the vector of resources to be allocated.

A is the constraints matrix and.

b is the vector of limits.

4.4 Reducing oversizing

Any system can have oversizing. The queue model that uses queue theory to scale

resources efficiently is well suited to our scenario.
12
L=—"— 4
= a ) )

Oou

A is the arrival rate and.

u is the service rate.

By combining these mathematical approaches with machine learning algorithms,
we can improve the accuracy of your Al engine for transport network analysis and
optimization, delivering better QoS while minimizing over-provisioning.

5. Conclusion

In this article, we look at the QoS challenges and solutions for 6G networks,
which are being achieved through the use of advanced technologies for the first time.
The transition to 6G requires the development and implementation of new systems
capable of meeting these evolving QoS requirements. These systems must ensure sus-
tainable and, above all, flexible data transport, adapting to the varied and demanding
needs of future applications.

In summary, the successful deployment of 6G networks will depend on the ability
to meet the significant QoS challenges with innovative technological solutions.
Ensuring high standards of access, integrity, and continuity will be essential to sup-
port the diverse and complex applications envisaged for 6G. As we enter the 6G era,
the focus will be on creating a robust and adaptable infrastructure capable of deliver-
ing unrivaled quality of service across all use cases.
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Chapter 8

Quality of Service (QoS): In Sliced
Network

Mika Skarp and Jose Costa-Requena

Abstract

Quality of Service management can be used to differentiate service levels between
data flows. QoS settings impact Radio Access Network (RAN), Transport, and Core
elements. QoS settings can be used to provide guaranteed connectivity Service Level
Agreements (SLAs) for an individual service. The simple SLA model in mobile
networks is based on 3GPP specifications, so it can be used with any vendor’s RAN,
Transport, or Core. RAN and transport networks have a limited amount of capacity
available, so managing these resources is crucial. We propose different QoS profiles
to be used and tied to different slices that have known capacity limits to make the
management of network resources easier. A two-layer approach provides new com-
mercial models to monetize QoS capabilities because there is a separation between
slices; capacity management in one slice does not interfere with capacity management
in the other network slices in the same network.

Keywords: network slicing, quality of service model, service level agreement,
subscriber profile, QoS management

1. Introduction

The delivery of predefined capacity from any IP network begins with a robust set
of baseline QoS features. It is essential to differentiate data packets based on the QoS
class to which they belong. These QoS classes can be defined automatically using Deep
Packet Inspection (DPI) technology or can be triggered externally via Operations
Support Systems (OSS). This principle applies uniformly to both fixed and mobile
networks.

Once QoS features are implemented in the network, it is crucial to ensure that
the provisioned traffic does not exceed the available capacity. In fixed networks, this
process is relatively straightforward due to the limited and known number of ports
connected to a single cable with a predefined capacity. This allows for easy calculation
of spare capacity to determine if any given request at any given time can be fulfilled.
Given that connection lead times are typically several days, these calculations can
even be performed manually.

In contrast, understanding and managing capacity in mobile networks is consid-
erably more complex. Mobile handsets are constantly in motion, preventing static
reservations. Radiofrequency (RF) environment is not stable either but interference
and RF frequency reflections change all the time. While cell load can be measured,
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real-time measurements at every base station offer no absolute guarantees. Traffic can
be controlled using DPI, but ensuring a reliable SLA remains challenging. This issue
has sparked extensive discussion and has led to the development of numerous innova-
tive approaches.
We propose that the optimal solution to this problem lies in the implementation
of dynamic profiles within mobile networks, enabling real-time communication
and fulfillment of users’ capacity needs. Cumucore [1] has developed a core solu-
tion centered on this capability. The solution includes an Application Programming
Interface (API) that allows for dynamic profile changes, facilitating accurate network
capacity optimization through controlled guaranteed bit rates. Given that users’ needs
can vary from moment to moment, each user carries multiple profiles that can be
switched on-the-fly to meet their requirements. As profiles enter, leave, and switch
within a cell, the total capacity requirements at any time are known, allowing for the
possibility of serving additional users with special profiles. When a cell approaches
its maximum capacity, request prioritization becomes necessary. In such scenarios,
new network entrants are restricted to profiles allowing only best-effort service. This
approach provides operators with the flexibility to serve various use cases efficiently.
However, guaranteed bit rates alone are insufficient. Radio coverage within a cell
is not uniform, and to ensure guaranteed QoS, the suitability of the mobile device’s
RF level for the expected QoS must be verified. Therefore, before a mobile device is
allowed to make a profile change request, its RF level must be checked and validated.

2. Quality of service explained

Modern network technology has ushered in the era of Software Defined
Networking (SDN), a paradigm that allows for the dynamic modification of network
behavior through software. SDN enables unprecedented flexibility and control, facili-
tating the adaptation of network operations to meet varying demands in real-time.

In mobile networks, there are three primary physical functional blocks: the Core,
Transport, and Radio networks. Logically, these networks are segmented into three
distinct planes: the user plane, the control plane, and the management plane.

The Radio network capacity is regulated by a scheduler responsible for allocating
air interface resources to users. These resources are allocated as resource blocks, which
can carry varying amounts of traffic depending on the radio conditions between the
base station and the user equipment. The scheduler’s allocation of resource blocks to
users can be managed using QoS parameters. To simplify this management, Network
Slicing technology can be employed. Network slicing segregates users into different
network slices, which can be envisioned as virtual networks with distinct capacities
and QoS parameters.

Traffic from base stations is delivered to the core network via the Internet Protocol
(IP) transport network. Typically, an IP transport network relies on fiber connec-
tions, though copper cables, satellites, and microwave radios are also utilized. In
nonpublic networks, the existing transport network imposes its own limitations.
Within the transport network, Virtual Local Area Networks (VLANS) at Layer 2 or
Differentiated Services Code Point (DSCP) at Layer 3 can be employed to set traffic
priorities based on VLAN tags or DSCP markings. Understanding the capabilities and
management of the routers used is crucial, as the connection between the base station
and the Core network can be configured using VLANSs or DSCPs, each offering differ-
ent priorities and capacities.
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The Core network performs numerous control functions and routes traffic from
base stations to other base stations, internal networks, and the Internet. Ensuring suf-
ficient signaling and payload capacity for control functionality and understanding the
policies governing routing functions is essential for optimal network performance.

3. Quality of experience explained

Quality of Experience (QoE) is a critical concept that integrates the available
network capacity with the capacity expected by applications to ensure they function
as intended. QoE is essentially a user-centric measure that evaluates how well the
network performance meets user expectations, thereby reflecting the perceived qual-
ity of the service from the user’s perspective [2, 3].

Quality of Experience (QoE) is influenced by several factors, including network
speed, latency, reliability, and the specific requirements of the application in use.

For instance, a video streaming application might require high bandwidth and low
latency to deliver a high-definition video without buffering. If the network can meet
these requirements, the user’s QoE is high. Conversely, if the network fails to provide
sufficient capacity, the user’s experience deteriorates.

Improving QoE involves aligning the network’s performance with the application’s
requirements and user expectations. One approach to enhancing QoE is by manag-
ing user expectations and adjusting application demands. For example, reducing the
video resolution or increasing buffering can help maintain a smooth viewing experi-
ence even when the network conditions are suboptimal. By lowering the communica-
tion requirements, the application can continue to function satisfactorily without
overburdening the network.

Moreover, QoE can be optimized through various technical strategies. Dynamic
bandwidth allocation, prioritization of traffic based on application needs, and
real-time adjustments to network parameters are some of the techniques employed to
enhance user experience. These strategies ensure that critical applications receive the
necessary resources to perform well, while less critical applications are adjusted to fit
the available network capacity.

In summary, QoE is a holistic measure that combines network performance with
application demands and user expectations. By optimizing both network capabilities
and application behaviors, service providers can deliver a superior user experience,
even under varying network conditions [4].

4. Service level agreement explained

Service Level Agreements (SLAs) are formal contracts between service providers
and their customers that define the expected performance and reliability of the service.
These agreements specify various parameters and target values that the service must
meet within a specified time window. Key SLA parameters include bidirectional bit rates,
delay, jitter, bit error rate (BER), packet drops, and service availability. Each of these
parameters plays a crucial role in ensuring the quality and reliability of the service [5, 6].

Bidirectional bit rates: This parameter specifies the guaranteed minimum bit rate
for both upstream and downstream traffic. It ensures that data can be transmitted
and received at a consistent rate, which is essential for applications requiring stable

and predictable bandwidth.
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Delay: Also known as latency, delay measures the time it takes for data to travel
from the source to the destination. Low latency is critical for real-time applications
such as voice over IP (VoIP) and online gaming, where even small delays can signifi-
cantly impact user experience.

Jitter: Jitter refers to the variation in packet arrival times. High jitter can lead to
problems such as choppy audio or video during streaming, making it essential to
maintain low and consistent jitter for smooth application performance.

Bit error rate (BER): BER measures the number of corrupted bits in a transmis-
sion. A low BER is important for ensuring data integrity, particularly in applications
that require high accuracy and reliability, such as financial transactions and data
storage.

Packet drops: This parameter indicates the number of packets lost during trans-
mission. Minimizing packet drops is crucial for maintaining the quality of service,
especially for applications like video conferencing and live streaming, where packet
loss can result in noticeable disruptions.

Service availability: Service availability measures the percentage of time the
service is operational and accessible. High availability is a key requirement for many
critical applications and services, ensuring that users can rely on the service being up
and running when needed.

Service Level Agreements (SLAs) provide target values for each of these param-
eters within a specified time frame. These targets are continuously monitored, and
any violations are recorded. If the number or severity of these violations exceeds
a predetermined threshold, penalties are imposed on the service provider. These
penalties can be financial or take the form of service credits, incentivizing providers
to maintain the agreed-upon service levels.

By clearly defining performance expectations and accountability, SLAs help build
trust between service providers and their customers. They ensure that providers are
committed to delivering high-quality service and that customers receive the level of
performance they are paying for.

5. Different ways of delivering SLA in mobile network

Delivering Service Level Agreements (SLAs) in mobile networks requires innova-
tive approaches to managing wireless communication, as the traditional methods of
frequency allocation face limitations in flexibility and efficiency [1, 7, 8].

5.1 Traditional frequency management
5.1.1 Own frequency per user

Traditionally, wireless communication has been managed by assigning individual
frequencies to different users. This method is prevalent in authority networks and
point-to-point microwave links. Radio and television broadcast services also operate
on dedicated frequencies. This fixed allocation ensures minimal interference but lacks
flexibility, making changes difficult and potentially leading to the underutilization
of spectrum resources. Typically, these kinds of regulations are enforced country-
wide by the regulator. Border areas are difficult to manage and require cooperation
between countries and even globally.
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5.1.2 Own frequency per application

Another approach is to allocate specific frequencies to particular applications. For
example, wireless microphones and WiFi access points operate on designated frequency
bands, within which channels are selected based on interference levels (manually or
automatically). While this method reduces interference and optimizes performance for
specific applications, it also suffers from rigidity and potential underutilization.

Both of these traditional methods are fixed and inflexible, often resulting in
reserved frequencies that go unused and difficulties in monitoring and enforcing
compliance, relying heavily on a trust-based system.

5.2 Shared networks for users and applications
5.2.1 Radio access network (RAN) capacity management

Modern mobile networks utilize a shared network approach, where Radio Access
Network (RAN) capacity is managed using resource blocks. These blocks are dis-
tributed among users through various mechanisms such as round-robin or weighted
scheduling. However, the challenge with SLA delivery in this context is that each
resource block’s data-carrying capacity varies depending on the modulation used.
Lower modulations support longer distances and higher interference tolerance, but
they also reduce the data rate [9, 10].

5.2.2 Meeting SLA conditions

To deliver SLAs effectively in a mobile network, it is essential to set stringent
conditions for radio signal strength and signal-to-noise ratio (SNR). SLAs can only be
guaranteed when these conditions are met. Given the variability and rapid changes
in radio conditions, the number of users with guaranteed SLAs must be limited to
predefined levels to ensure consistent performance.

5.2.3 Capacity calculation

When using weighted scheduling, the capacity for each user equipment (UE) with
an SLA can be calculated using the formula:

\text{UE}_{\text{cap}} = \left( \frac{N_{\text{cap}} \cdot W_{\text{cap}} }{N_
{\text{cap}} \cdot W_{\text{cap}} + N_{\text{nor}} \cdot W_{\text{nor}}} \right) \
times \left( \frac{\text{MCS} \times \text{RB}_{\text{total}}}{N_{\text{cap}}} \right)

where:

* UEcap\text{UE}_{\text{cap}}UEcap is the capacity per user with guaranteed
SLA.

NcapN_{\text{cap}}Ncap is the number of users with guaranteed SLA.

* WecapW._{\text{cap}}Wecap is the scheduling weight for users with guaranteed SLA.

NnorN_{\text{nor}}Nnor is the number of normal users.

* WnorW_{\text{nor}}Wnor is the scheduling weight for normal users.
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* MCS\text{MCS}MCS is the Modulation and Coding Scheme value.
* RBtotal\text{RB}_{\text{total}}RBtotal is the total number of resource blocks.

This calculation ensures that resource allocation is balanced and that the guaran-
teed bitrate traffic classes can be effectively managed to meet SLA requirements while
limiting the number of SLA users in each cell.

We propose the usage of network slicing to limit the available capacity, different
QoS classes, and number of users in order to simplify network capacity management.

5.3 Transport and core network enhancements
5.3.1 Transport network queuing

The transport network can utilize different queuing parameters for various traffic
classes, minimizing jitter and ensuring smoother data transmission for applications
requiring consistent performance.

5.3.2 Core network dimensioning

The core network must be over-dimensioned or configured with dedicated User Plane
Functions (UPFs) for each slice or traffic type. This approach prevents the UPF from
becoming a bottleneck, ensuring that traffic flows efficiently and meets SLA criteria.

5.4 Application-level strategies
5.4.1 Buffering for QoE

Applications can improve QoE by buffering traffic, particularly effective for non-
real-time applications. For real-time applications, techniques such as variable bit rates
and bonding technologies can be employed to manage QoS dynamically.

By combining these approaches—dynamic resource management in the RAN,
optimized transport and core network configurations, and adaptive application-level
strategies—mobile networks can deliver robust SLAs, ensuring high performance and
reliability for diverse use cases.

6. Capacity exchange opportunities

To effectively scale and support diverse services, a unified network must cater
to varying priorities. For instance, remote heart surgery demands a higher network
priority than downloading emails. Network neutrality, in this context, does not imply
a best-effort technology approach but rather a set of equitable business rules where all
participants operate under the same conditions.

The capacity exchange model presents a scalable and neutral approach to manag-
ing network resources, ensuring fair access and efficient utilization. By integrating
coordinate-based trading with predefined capacity in network slices, and leveraging
a mediation layer, this model facilitates dynamic and equitable capacity allocation.
Technologies like Embedded Subscriber Identity Module (eSIM) further enhance
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flexibility, enabling buyers to maximize their network usage and maintain high
service quality across diverse applications [11].

6.1 Network neutrality and capacity purchase

In a neutral network, all entities can purchase capacity under the same terms and
conditions. This does not mean uniform capacity purchases; some may buy one unit
while others buy 10 units, as long as the unit price and delivery terms are consistent. This
system mirrors the stock exchange, where the unit price remains the same whether one
buys a single share or a million shares, though the total cost differs. It is also acceptable
for network profiles to be tailored for specific services, provided these profiles are equally
accessible to all under the same conditions, similar to different stocks in an exchange [12].

To maintain neutrality, a neutral marketplace for communication capacity is
essential. This marketplace ensures equal access to resources for both small and large
companies, fostering true neutrality. Additionally, there must be provisions for best-
effort traffic, which should be appropriately regulated.

6.2 Capacity trading

Capacity trading involves several dimensions: time, volume, quality, and location.
In mobile networks, the location can be specified using either coordinates or cell IDs.
Coordinates, which can be three-dimensional, provide greater accuracy and are more
intuitive than two-dimensional cell IDs. Despite the advantages of coordinates, cell
IDs are practical for network control.

6.3 Multiparty capacity providers

The capacity trading model can accommodate both coordinate-based and cell
ID-based approaches. A cell ID model is suitable when a single capacity provider
participates in the exchange, as mobile networks are managed using cell IDs, track-
ing areas, and network slices as abstraction layers. However, since different mobile
networks have varying base station locations and cell IDs, a trading platform serv-
ing multiple capacity providers cannot rely solely on cell IDs but must still manage
networks based on them.

6.4 Mediation layer

In a coordinate-based capacity trading system, network plan information must
be integrated into the trading platform. This data enables the calculation of network
capacity at different locations, facilitating trading. The same information is used for
network control via cell IDs. The mediation layer ensures that capacity is allocated
and managed efficiently, translating coordinate data into actionable insights for
network operators [13].

6.5 Capacity buyers
Capacity buyers need a default connection to the capacity trading network, which

combines several physical networks. Buyers utilize the physical network from which
they have purchased capacity. Technologies like eSIM are necessary to switch between
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physical networks or implement roaming agreements. This flexibility allows capacity
buyers to seamlessly integrate and operate within the capacity trading ecosystem,
optimizing their network usage based on their purchased capacity [14].

7. Findings and discussion

In the modern era of network technology, delivering predefined capacity with high
reliability and performance is critical for meeting diverse application demands and
user expectations. The chapters presented in this document offer a comprehensive
overview of the challenges and solutions associated with quality of service (QoS) and
Quality of Experience (QoE) in IP networks, particularly focusing on the complexi-
ties of mobile networks and the innovative approaches required to ensure Service
Level Agreements (SLAs).

7.1 Quality of service and experience

At the foundation of delivering reliable network services are robust QoS features
that differentiate data packets based on their class. This differentiation is essential for
maintaining performance levels across both fixed and mobile networks. QoE, on the
other hand, is a user-centric measure that combines network capacity with applica-
tion requirements to ensure a seamless and satisfactory user experience. Strategies
such as buffering, dynamic bandwidth allocation, and real-time adjustments are
crucial for optimizing QoE, particularly in mobile environments where network
conditions can rapidly change.

7.2 Service level agreements

Service Level Agreements (SLAs) formalize the expected performance metrics,
including bit rates, delay, jitter, bit error rate, packet drops, and service availability.
These parameters are continuously monitored, and any deviations result in penalties
for the service provider, ensuring accountability and high standards of service. SLAs
are integral in building trust between providers and customers, ensuring that perfor-
mance expectations are clearly defined and met.

7.3 Innovative approaches in mobile networks

Traditional methods of frequency allocation—whether per user or application—
face significant limitations in flexibility and efficiency. Modern mobile networks
address these limitations through shared networks and advanced capacity manage-
ment techniques. By using resource blocks and dynamic scheduling, networks can
better allocate resources in response to varying conditions. Ensuring SLAs in such a
dynamic environment requires setting stringent conditions for radio signal strength
and SNR, as well as limiting the number of SLA users per cell to maintain perfor-
mance levels.

7.4 Capacity exchange and neutrality

A scalable and efficient approach to network resource management is the concept
of capacity exchange. This model allows different services to be served by a unified
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network, prioritizing critical applications while maintaining neutrality. In a neutral
network, capacity is sold under the same terms to all participants, fostering a fair and
competitive marketplace. Technologies like eSIM enable seamless integration and
usage of purchased capacity across multiple physical networks.

7.5 Mediation layer and multiparty providers

A mediation layer is essential for translating coordinate-based data into actionable
network management insights. This layer ensures that capacity is allocated efficiently and
equitably, even in a multiparty provider environment. By combining coordinate-based
trading with cell ID-based control, the model supports dynamic and flexible capacity
management, accommodating the varying needs of different network operators.

8. Conclusion

The comprehensive strategies discussed—ranging from QoS and QoE optimiza-
tion to innovative SLA delivery methods and capacity exchange models—highlight
the evolving landscape of network technology. By integrating advanced management
techniques and maintaining a focus on neutrality and fairness, service providers can
ensure high performance, reliability, and user satisfaction. These approaches not only
address current challenges but also pave the way for future advancements in network
technology, supporting an ever-growing array of applications and services in our
increasingly connected world.
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