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Preface

The main motivation for developing Artificial Intelligence (AI) since the term was
coined in the 1950s has been studying how to enable computers to perform tasks that
humans do more effectively. Artificial Intelligence is one of the best and most significant
discoveries of the 20th century. This book presents the impact of Artificial Intelligence
on the progress of humanity. It aims to define the scope of Artificial Intelligence evolu-
tion by analyzing its history, current benefits and challenges, and further implications
for social, ethical and legal issues. The impact of Artificial Intelligence on innovation
will be examined, particularly in relation to human coexistence. The integration of
economic and ethical values will be explored to drive progress in Artificial Intelligence.
This book also discusses the pros and cons of Artificial Intelligence and its potential
future applications, considering public concerns about global safety.

This book comprises nine chapters, carefully selected and arranged into three
sections.

The first chapter, “Medical Ethics in the Era of Artificial Intelligence: A New
Landscape in Medical Practice?”, examines how Artificial Intelligence contributes

to medical practice by enhancing the rules and standards of medical ethics. It was
found that, under extreme conditions, doctors often face many ethical dilemmas
and legal challenges that prevent them from making the best possible decisions with
minimal side effects. Accurate medical diagnosis requires comprehensive knowledge
of a patient’s family history and psychological information, which is why Artificial
Intelligence is crucial in executing precise decisions. In this way, Al is one of the
pillars of medical ethics in modern medical practice.

The second chapter, “Medical Al in the EU: Regulatory Considerations and Future
Outlook”, discusses the potential and applications of Artificial Intelligence, which
have already become a reality in many fields. However, challenges remain in the
medical sector. The healthcare industry worldwide faces significant issues, including
an aging population that requires more care, a stagnant workforce, rising treatment
costs, and the increasing complexity of medical products that challenge the expertise
of healthcare professionals. Artificial Intelligence has made significant progress

in addressing these problems. This chapter examines some of the ethical and legal
challenges AI faces in healthcare.

The third chapter, “The Role of Transparency in Al-Driven Technologies: Targeting
Healthcare”, delves into the pivotal role of transparency within Al-based applications,
emphasizing its importance for reliability, accountability, and ensuring the ethical
usage of Al targeting healthcare contexts. It examines multiple transparency charac-
teristics and identifies its problems and limitations based on digital health real-world
use cases. Current efforts and recommended strategies aiming at boosting transpar-
ency are discussed. It also examines ethical considerations like privacy, fairness, and
security, which are crucial for developing transparent and reliable Al solutions.



The fourth chapter, “Designing Trustworthy Al in Higher Education”, reviews
available design approaches for building trustworthy Artificial Intelligence systems
and evaluates their applicability in the context of higher education. Beyond the
legal obligations, the trustworthy use of Al systems is not well publicized. Applying
Artificial Intelligence systems and tools in the context of higher education imposes
many challenges with respect to data privacy and ethics.

The fifth chapter, “Unlocking the Potential of Artificial Intelligence in Academic
Libraries”, discusses the best features of Artificial Intelligence in education and librar-
ies, its barriers and the challenges that hinder libraries from adopting it. Emerging
technology has brought a tremendous revolution in our activities, making our work
easy and efficient. Artificial Intelligence in education and libraries is commendable,
and it has made library operations more sophisticated and faster.

The sixth chapter, “Exploring Al Applications in Essay-Based Assignments: Affordances
and Risks”, examines the feasibility of using Al to provide feedback on essay-based
assignments. It investigates Al applications in essay evaluation, utilizing data from four
Al-generated essays and their corresponding feedback. Results indicate that assessors
could detect characteristics consistent with Al generation and noted ethical concerns
regarding deviations from academic standards.

The seventh chapter, “Competencies Replaceable by Artificial Intelligence in the
Tuning Project for Latin America”, explores the collaboration between Al technologies
and human professionals, emphasizing the potential to uphold values such as trust,
empathy, and ethical practice. This chapter investigates which generic competencies
within the Tuning Project in Latin America can be taken over by Al and which ones
still require human intervention.

The eighth chapter, “From Bias to Balance: Navigating Gender Inclusion in AI”,
presents current methodologies for embedding inclusivity into Al development and
provides a blueprint for developers, researchers, and policymakers committed to
closing the gender gap. It serves as a critical resource for anyone seeking to understand
and implement gender-inclusive practices in Al, pushing the boundaries of what it
means to achieve fairness in the digital age.

The ninth and final chapter, “Machine Learning in Procurement with a View to Equity”,
explores the use of machine learning in analyzing big data from tenders. It discusses
how this technology can benefit public administrators and economic operators by
enhancing the procurement process and providing exploratory and cognitive tools to
extract valuable insights from available big data.

Elmer P. Dadios

Department of Manufacturing Engineering and Management,
De La Salle University,

Manila, Philippines
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Chapter1

Medical Ethics in the Era of
Artificial Intelligence: A New
Landscape in Medical Practice?

Athanasios Simotas and Dimitrios Kardamakis

Abstract

Purpose of this study is to examine how Al interferes with medical practice by
enhancing medical ethics rules and standards. Also, this research examines how Al
contributes to medical confidentiality which stands as a key role of medical ethics
to its mandate for beneficence. Another matter is a complete medical diagnosis that
demands accurate family history and psychological information about the patients.
Qualitative research has been conducted from August 2020 through December 2021
with the use of a closed type of questionnaire including both questions and case stud-
ies. The type and form of the questionnaire have been determined by the nature of
the medical profession and the very limited free time of physicians. The questionnaire
was distributed only to medical doctors and physicians in Greece who were registered
as active members of medical associations. Within the context of Medical Ethics, Al
can be used to minimize the human error and help the doctor decide according to
the best interest of the patient. In the future AI will be even more capable so further
research must be under way to recreate boundaries and keep Al accountable for
actions or mistakes that have been made under its control.

Keywords: artificial intelligence, medical ethics, legal challenges, medical practice,
best interest of the patient, autonomy, beneficence, justice, ethical challenges, clinical
practice

1. Introduction

Artificial intelligence (AI) is the simulation of human intelligence processes by
machines, especially computer systems. Al requires specialized hardware and soft-
ware for writing and training machine learning algorithms. Examples of AI applica-
tions include expert systems, natural language processing (NLP), speech recognition
and machine vision. In general, Al systems work by ingesting large amounts of
labeled training data, analyzing that data for correlations and patterns, and using
these patterns to make predictions about future states. Programming Al systems
focus on cognitive skills such as Learning, Reasoning, Self-correction, and Creativity.
Especially AI applications in Medicine are classified either as virtual (from electronic
health record systems to neural network-based treatment decisions) or as physical
(robotic surgery, care for the elderly) [1]. Artificial intelligence (AI) and machine
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learning (ML) technologies are revolutionizing health care by offering unprecedented
opportunities to enhance patient care, optimize clinical workflows and advance
medical research. Al applications have transformed healthcare. While the cognitive
component of Al is superior to that of human intelligence, it lacks consciousness,
intuition and adaptation to unexpected situations. Furthermore, fundamental
questions arise regarding data security, the impact on healthcare professionals and
the distribution of roles between physicians and Al especially concerning consent to
medical care and liability in the event of a therapeutic harm.

Legal practitioners are increasingly utilizing various types of Al and data analytics
tools and smart virtual assistants to enhance their work efficiency, streamline tasks,
and improve client services. The goal of those tools is to assist lawyers in managing
their workload more efficiently, improving client services, and enabling them to focus
on higher-level legal tasks that require human expertise, resulting in the transforma-
tion of legal tasks — from legal research and review to contract management and the
prediction of litigation outcomes Smart virtual assistant tools based on Machine
learning (ML) and NLP are proving useful to assist lawyers in legal research and
e-discovery, predictive legal analysis, case management and legal advice.

The use of Al in legal practice, however, brings about various legal and ethical
issues. These include accuracy and accountability, transparency, trust, communica-
tion, and duty of competent representation, bias and fairness, privacy, data protec-
tion, conflict of interests, and duty of confidentiality, lack of human judgment and
interpretation, and job displacement and loss of domain expertise. There is clearly
great promise in what Al tools can and will do to support legal professionals in their
work but beyond the hype, there is still a need to fully understand how and when to
use this technology and what are the inherent risks [2].

Medical Ethics are general regulations which act as a guidance for good clinical
practice according to doctor’s free consciousness and the respect to human autonomy
and dignity. There are four pillars that constitute the concept and spectrum of medi-
cal ethics: Justice, autonomy, beneficence, and non-maleficence, which hold health
care professionals accountable for keeping up with both medical legislation and
empirical ethics in medicine. The term “Medical Deontology” refers to confidential-
ity, the limits of physician’s responsibility for the best interest of the patients, relation-
ships among physicians and health care professionals as well as the physician’s ethical
boundaries. According to Medical Deontology, the physician must evince maximum
attention and apply all his experience to restore patient’s health or bring relief from
distressing symptoms.

Medical practice consists of all medical actions and options of physicians, sur-
geons and every medical or clinical specialty that intervenes with patients, handling
crucial and sensitive cases. Al rises as a limitless source of potential by enhancing
doctors’ knowledge. Physicians deal with very difficult situations at hospitals such as
emergencies and surgeries, so every physician needs to adopt and operate according
to the unspoken habits of the medical system, while controlling Al options under the
rules of Medical Ethics and current legislation.

The aim of this study is to examine how Al can affect medical practice in the
context of medical ethics rules and standards. This is the first time that Al is being
put under analysis of its contribution to medical ethics and deontology standards in
medicine. In extreme conditions like the recent Covid-19 pandemic, health personnel
were struggling to handle mass life failure and at the same time to confront with ethi-
cal dilemmas and legal challenges. Also, this research examines how Al contributes to
medical confidentiality which stands as a key role of medical ethics to its mandate for
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beneficence. Another matter is a complete medical diagnosis that demands accurate
family history and psychological information about the patients. Al can execute
precisely, evolving as a fifth pillar of medical ethics in medical practice.

2. Materials and methods

Under this perspective, qualitative research has been conducted from August
2020 through December 2021 with the use of a closed type of questionnaire including
both questions and case studies. The type and form of the questionnaire have been
determined by the nature of the medical profession and the very limited free time of
physicians. The questionnaire was distributed only to medical doctors and physicians in
Greece who were registered as active members of medical associations. Answers have
been collected by 452 physicians across all ranks, ages, genders, different specialties and
clinical expertise. About 71% of the physicians worked in NHS Hospitals, 16% in Private
Hospitals and 13% in Private Practices. The research findings have been severely affected
by the pandemic — Covid-19 and the mass life failure. Moreover, all hospitals and clinics
dealt with the fact that they have had too few staff members to operate effectively. These
two key factors have shaped the collected answers (Table 1).

3. Results and Discussion
3.1 Medical ethics in the era of AI

In recent years, there has been an increasing debate about the application of new
methods of data analysis in clinical practice, with unknown long-term consequences
and questionable results for the medical profession [3]. In the period of the Covid-
19 pandemic, computerized Al information systems helped the medical profession

Phases of the study

P1 References and scientific studies examination for the development of the research
p2 Design of questionnaire and sample determination

P3 Questionnaires to participants

P4 Statistical analysis and qualitative findings

P5 Writing process of discussion and conclusions

Timeline analysis of individual phase

Phases of May Avg March until Dec. Jan.2022to Sept  Oct Dec
study 2020 2020 2021 2021 2022 2022 2023

P-1

pP-2

P-3

P-4

P-5

Table 1.

The demographic data of the participants ave shown in Table 2. Table 3 shows the
questions and the answers.
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Type of questionnaire

Google Forms 69 15,26%
E-mails 188 41,59%
Paper copy 195 43,15%
Gender

Men 62,3%

Women 37.7%

Other

Specialties

Oncologists 54.9%
Internists 79%
Cardiologist 5,8%
Pediatricians 4,3%
Surgeons 4,3%
Other specialties 22.8%
Place of work

NHS Hospital 71%
Private Hospital 16%
Private practice 13%
Age of participants

20-35 9,7%
36-55 57,5%
56-80 24,1%
No answer 8,7%
Residency

Athens 27,53%
Piraeus 5.79%
Thessaloniki 11,59%
Patras 46,37%
Rest of Greece 8,72%

Table 2.
Demographic data of participants.

enormously by suggesting ways to better utilize the available medical resources (e.g.,
oxygen masks and emergency beds) when the human mind, in the chaos of the clini-
cal effort to save as many lives as possible, was not in the mental clarity of utilizing

all available information and opportunities. In the context of protecting both doctors
and patients in all aspects of the medical profession, the World Health Organization
has issued guidelines and requirements for the use of this new technology, with a view
to defending human rights and medical ethical values in the face of a revolutionary
scientific method that can make a major contribution to public health [4].
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Questions Answers
Yes No Do not know/
no answer
1. Do you think that there is breach of medical ethics rules at 70% 15% 15%
clinical practice?
1. Are you aware of any medical ethics database or a handbook at 13% 57% 30%
your clinic?
1. Have you even been registered at a conference about medical 43% 55% 2%
ethics?
1. Have you ever supported the dignity of the patient even against 60% 22% 18%
the rules of medical ethics?
1. Do you think that a very important illegal medical action is ethi- 36% 46% 18%
cal if it is made without patient’s consent?
Case studies Right Wrong
1. A 16-year-old mother left the clinic with the newborn baby 36% 64%
avoiding the obstetrician without the presence of the biological
father.
1. The gynecologist did not inform the husband for the genetically 34% 66%
transmitted disease of the of the pregnant mother
1. The surgeon ordered for surgery the 60-year-old patient over the 79% 21%
17-year-old one despite both having been transferred there at the
same time from the same severe car accident.
1. The physician vaccinated the patient against his will because he 48% 52%
was religiously opposed to any relevant action.
1. The physician informs over the telephone a relative of a pregnant 21% 79%
woman for her will to proceed to abortion due to psychological
problems.
Do you think that the rules of medical ethics affect medical decision about:
Yes No
1. Abortion 87% 13%
1. Organ transplantation 95,7% 4,3%
1. Personal information disclosure (GDPR) 94,2% 5,8%
1. The use of stem cells on human surgery 88,4% 11,6%
1. The use of participants in clinical studies 91,3% 8,7%
1. The reproductive cloning 86% 14%
1. The postmortem fertilization 73,9% 26,1%
Education on medical ethics
Questions Yes No Do not know/no
answer
1. Has your professional institution any medical ethics rules 13% 56,5% 30,5%
database or a handbook?
1. Have you ever participated in a conference or a seminar about 43,5% 55,1% 1,4%
medical ethics?
1. Do the rules of medical ethics affect the creation of DNA 87,4% 11,6% 1%
database?
Table 3.
Questionnaires.
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Many scientific communities are applying Al, driven by the extraction of quality
workloads with minimal errors, combined with data mining and big data analytics.
The horizons opened for their constructive application in healthcare are limitless,
as are the possible combinations of drugs and treatments for patients. Particularly
worthy of mention in medicine is the method of bio-statistical informatics, which is
called upon to make full and efficient use of the new capital of AI. As new technologi-
cal clinical applications and possibilities emerge, it seems inconceivable today that Al
should not be exploited to maximize the benefits for both the doctor and the patient.

However, the manner and conditions of such an undertaking in the light of
the good clinical practice are placed under the fear of the heresy of judgment. It is
humanly impossible for the physician to include in the exercise of his medical profes-
sion the processing of the extensively increasing volume of medical data of patients
within the framework of his already burdened duties. Al has already shown great
examples in many aspects of medicine such as efficient analysis of patient medical
data on a large scale, finding potential risks to patients, and therapy regimens.

In addition, AI capabilities include advanced diagnostic and monitoring tech-
niques in the field of patient health, data mining for optimal patient care through
the comparative study and analysis of medical literature and clinical reports (patient
risk stratification), evaluation of the effectiveness of patient health diagnosis and
monitoring methods, and adaptation of Al to different disease situations through
appropriate computational tools.

At this point, the major challenge that Al poses to medical ethics and good practice
becomes immediately apparent. Diagnostic methods cannot constitute diagnosis as
such because they substitute medical judgment [5]. The AI can suggest many pos-
sible answers to the doctor, but the doctor must judge which one best fits the patient’s
symptoms. Once again, the most appropriate methods of treatment are left to the
doctor’s discretion, since he is now only required to choose one of the suggestions
made by the Al In a sense, the judgment is removed because, in the circumstances,
only the medical board could resolve the disagreement between the doctor and the
Al Every doctor has certain qualitative characteristics that cannot currently quantify
with the help of technology. The empathy, compassion, understanding and differen-
tial thinking that evolves from these qualities of human character make AI incomplete
and incapable of putting such qualitative variables into the mathematical equations
which is required to solve in a short time.

3.2 Al and medical ethics: Searching for the missing link

The effectiveness of Al is based on the mining of big data, where research, analy-
ses, comparisons, and inferences are made to stage clinical cases and propose treat-
ment options. More specifically, the software can extract massive data from electronic
records of existing patients, such as genetic modifications, symptoms, treatments,
and outcomes of treatment regimens. Then, the Al software applies the data of these
patients to similar clinical cases of new patients, thus managing to predict the most
appropriate combination of treatment options. In the same way, Al can predict the
correct diagnosis by evaluating, using complex software tools, thousands of param-
eters, and details that may escape medical attention [6].

However, achieving this function requires clearly expressed and written informed
consent from patients. Since this is in question, the health system is called upon to rig-
orously examine whether the rules are being complied with personal data protection
regulations because otherwise, the right to the free development of the individual’s
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personality, as enshrined in constitutional amendments, is suspended. On a practical
level, the good clinical practice is seriously affected because the doctor relying on

Al for the safety of the diagnostic process may not have very important data at his
disposal, due to the barrier to data mining by the European General Data Protection
Regulation, which would otherwise help the physician make the best decision for

the patient. In cases where there is an error in the electronic assessment systems, the
physician is in an extremely difficult position because he is affected by a lack of ability
to form a correct judgment, whereby the medical judgment is consequently removed.

3.3 The necessity to adjust the rules of good clinical practice in the era of Al

One of the most basic parameters in good clinical practice is the confidentiality
of communication between doctor and patient, as reflected in the rules of medical
ethics. The doctor will be able to act correctly, after listening to the patient, regard-
ing all the factual and psychological elements that make up the difficult mosaic of
correct diagnosis. Al can only help in clinical practice if it is full of information. The
programmer should have at his disposal the set of data that will help him to introduce
into the software the appropriate research and analysis parameters. If a patient, due
to religious beliefs, does not wish to provide blood for the appropriate tests or for
transfusion in the case of a hematological disease, then he/she will report this to
the physician so that he/she can adapt the method of treatment or the appropriate
procedure with respect to the patient’s right to autonomy. In case the AI data has not
defined religion as a data parameter, then the physician who will rely only on the
software, fails in practice, even if in the reality of computers, he/she seems correct. In
that spectrum, good clinical practice should always monitor the proposing outcome
of an electronic system no matter how accurate it may seem [7].

This becomes even more evident in the cases of medical boards, where the human
interaction of fellow physicians and doctors and discussion of patient issues bring
about the best possible outcome for the patient. In an oncology board where more
specialties are involved, due to the critical condition of a patient, Al can help by
making available to doctors all those possible options that are most appropriate, so
that the board can make the best decision for the patient. Such a case introduces into
medical practice the notion of collective good deed, since the decision on the legiti-
mate and beneficial action comes through the co-decision of the collective body called
the medical council. Therefore, it is immediately clear that AI cannot participate as
a complete entity in collective bodies and therefore cannot co-decide. However, a
skilled programmer could integrate the rules of medical ethics into the parameters
considered by the software to draw qualitative conclusions that respect the patient’s
personality and right to information and autonomy.

Another concrete example that demonstrates the great potential of artificial intel-
ligence is the assistance in prenatal diagnosis, with indications of serious fetal mal-
formations that lead to the birth of an abnormal newborn or there is an unavoidable
risk to the life of the pregnant woman or a risk of serious and lasting damage to her
physical or mental health. In the context of the confidentiality of the doctor-patient
relationship and communication, Al could consider multiple factors of sensitive data
of the pregnant woman to extract appropriate information about the development of
a fetus that was produced in a way that falls under the provisions of termination of
pregnancy [8]. The rules of good clinical practice must be adjusted to meet the new
era. In the near future, informed consent will have to include the intervention of Al as
far as upcoming results is concerned.
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3.4 Legally binding actions and medical ethics through Al

There have been many cases where a physician under his care two or more patients
in critical condition who need treatment at the same time in such a way that there is
no possible option to cover the best interest of all patients. The doctor must choose
under the pressure of limited time and resources. The beneficence of one patient
may be in contrast with the maleficence of the other patient. Nowadays, legal sys-
tems around the world enforce strict penalties to doctors who discriminate between
patients, even under difficult situations. Al may create important safety nets to physi-
cians who must deal with such crucial operational tactics. A strong date base with
proper programming will be able to extract much more accurate outcome possibilities
than a single physician or an old predictive algorithm. Setting many symptoms in a
multitasking electronic board may result in a quick guide to heal the most severely
wounded patient who otherwise would have passed away. This could be a fine way to
respect medical ethics even if the legal system would rule against such judgment.

A good example would be the situation where the Al system guides the doctors to
treat a young patient with allergic reaction of unknown cause who has been transferred
second to the emergency room than an old patient who came in first with a different
diagnosis. Both have been injured, and now they are still alive, but if the doctor respected
the rule of law, then his action would be legal and lethal at the same time. Moreover,
there have been situations where medical ethics respecting patient’s autonomy may cause
a critical failure. When blood transfusion is not permitted by the patient or the caregiver
for religious reasons, then artificial intelligence would be able to step up and find a way
to support a life worth living without disrespecting autonomy of the patient. The balance
of law and medical ethics could put in good use the Al systems in a way that conflicts
between actions would not be either illegal or causing maleficence to patients.

A key element of medical ethics is the beneficence of the patient, and it is very
crucial in patients in critical conditions such as comatose state. A legal action is to pull
the plug when doctors can confirm that there will be no coming back but the surro-
gate or the next of kin may act otherwise. Al may be used to manage sensitive health
information of the patient. Doctors could use this data to execute brain stimulation
in a way that a patient may come back from a trauma due to a severe car accident or
soldiers who have been wounded at war [9]. Such technological advances could really
affect many legal binding actions that prevent the best interest of a patient according
to medical ethics. In that way Al will be able to bridge any gap between justice and
beneficence which are two of the founding pillars of medical ethics.

3.5 Al and medical practice: Opportunities and restraints

One of the greatest enemies of medical ethics is violence in health care institu-
tions which is a social problem that hides in the shadows of almost every Hospital and
Medical Practice. There is either psychological (vis compulsiva) and verbal abuse or
physical abuse (vis absoluta). Physicians are constantly victims of violence coming
from patients or their relatives. Sometimes a doctor can be a victim of verbal abuse
even at clinic by a superior officer. The same situation applies to nurses and admin-
istrative officers. AI could be the key to unlock a new way of protecting victims in
the hospitals and clinics [10]. The system could create a special registry of violence
reports with categories about the person who offended and the victim, separating the
type of abuse and the outcome. A fine example would be the administrative officers
who are always in the front line, dealing with many difficult cases of relative and
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surrogates who can be offensive. Medical ethics guidelines apply to all medical staff
and paramedical administration, but the patients and their relatives are those who
will lose their patience at different extreme circumstances.

Another restraint at the medical practice is the law itself. Usually, medical ethics
have guidelines that obey certain laws, but the physician is not fully aware of the legal
concept. Al may be a quick way to bridge that important gap between ethical deci-
sion making under proper legal mandate. In the emergency unit, time is not the best
alley of the medical team and many times there can be a great difficulty to operate
within legal boundaries so Al using high-speed scanning capabilities would be able
to provide the physician with the proper legal background, enabling the surgeon to
perform for the best interest of the patient. In some incidents, there may be more
than one applicable legal action so a properly programmed electronic assistant could
analyze multiple options and let the doctor propose the best possible action to the
patient, leaving the final decision to the person in need. In the same concept, strong
decision-making demands an accurate and full medical file. AI can extract the most
detailed information about a disease using the available data and contribute to the
diagnosis and treatment when there is not enough time and at the same time serving
the purpose of personalized medicine according to medical ethics.

3.6 The burden of ethical decision in organ transplantation through Al

There have been many medical cases where a physician has been between two cru-
cial options and not enough time to decide, but probably the most important choice
in surgery could be the organ transplant. It is a procedure deriving from the person as
an organ donor who will not survive, and he or she is offering life to patients who will
not survive either without a new organ. Most of the cases, patients wait long enough
to face a critical condition when any surgery will not be enough. Health law and
medical ethics co-exist to help doctors and surgeons in the best interest of the patient
who needs an organ transplant, but a revelation has risen to change everything for
the better. Al data base will enable doctors to find a compatible organ for the patient
immediately and thus making a surgery under success. This new era of technologi-
cal advance will free physicians from the heavy burden of an ethical decision with
unknown future consequences.

In many cases, the surgery is a success, and the patient may live some more years
with a new organ, but through months of living a good life, a body may reject a
donated organ and another perfect match seems impossible. There is an important
ethical debate over the transplantation of animal organs to human beings. Although
itis a legal action in many countries, the patients will not survive because either the
organ is rejected or there are many fatal side effects. Moreover, ethicists argue that
people should not kill animals for organ transplant to humans. Al may be the proper
scientific way to solve this problem and make organ transplant allocation between
patients accurate and quick by combining calculations over perfect compatibility and
minimum side effects. A fine example of saving precious time through AI would be
the daily co-ordination in national and international level of all the available organs
that have been offered for transplant to patients in need [11].

3.7 Problem solving vs. decision making within medical ethics spectrum

In every day medical practice, young physicians tend to use a new program
that is developed under an advanced Al platform known us generative pre-trained
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transformer with the commercial branded name “ChatGPT” This product is mar-
keted as an improved problem-solving version of previous developments by pro-
grammers. This program is not only designed for questions and answers but also for
image scanning and analysis, helping doctors as a highly promising scientific tool for
the clinic [12].

In practice, a physician can open the application on the mobile phone and scan
with the onboard camera the patient’s test results images for quick and accurate
analysis and treatment. Until now, there are no legal consequences upon the elec-
tronic system itself let alone the developers or the marketing company because a
system can only answer so many questions as the developer makes it predict by
proper programming. The potential of ChatGPT is very strong in analyzing opti-
cal coherence tomography images, magnetic resonance images, chest X-rays, and
many imaging applications. Be that as it may, it becomes obvious the fact that Al is
offering great details at clinical laboratories and image processing needs of doctors,
especially in surgery where a detailed presentation of the due procedure may unveil
important data that the surgeon must take into consideration before operating
[13]. Moreover, radiation oncologists and hematologists will be benefited from the
precising execution of the new intelligent tools of blood analysis and chemotherapy
or immunotherapy protocols. Ethical challenges arise though, every time a physician
will tragically rely on this new form of technology and a patient will be in critical
condition. The hammer of justice will crash upon the human factor who makes the
decision and not upon an application or a program. An experienced doctor can spot
the difference between two possible options for the best interest of the patient,
but the patient should be properly informed about the options available by the
Al because the patient’s autonomy must always be respected and be put first and
foremost [14].

3.8 Accountability of Al according to medical ethics

The goal of medical ethics is always to secure the best interest of the patient, but
this should be achieved without sacrificing the physician’s own beliefs and well-being.
Legal challenges arise when a fatal mistake may occur due to Al For the time being,
no legal foundation exists to hold Al itself accountable for privacy violations espe-
cially in concern to medical files and sensitive information. There is yet a legal foun-
dation to accuse Al of negligence upon a patient in critical condition. Uncontrollable
self-aware Al programs are not in accord with medical ethics because they lack the
human factor of empathy and there may be no legal foundation for penalties because
there is no human presence to be connected to. Ethical challenges are under debate
when a double-blind clinical study becomes a victim of algorithmic bias caused by
bad data [15]. If a self-aware artificial program malfunctions and there is no human
factor to put the blame on, then soon enough science may find itself without practical
protection either by law or by practice. Future amendments should be reconsidered
when it comes to self-aware computer dynamic and its potential impact to the world
of actions and consequences.

3.9 The elements of empathy and sympathy of medical ethics in Al reality

Empathy is the ability to emotionally understand what other people feel, see things
from their point of view and imagine oneself in their place. Sympathy is the feeling
of pity for another human being and the relief for not having the same problems [16].
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Both have the elements of emotion and understanding on a human manner. A physi-
cian should always weight every option according to rule of beneficence for the best
interest of the patient. Thus, comes to the surface the healing method of personalized
medicine which means that a medical protocol or a surgical procedure is tailored
exactly to the patient’s needs. Al is capable of meticulously analyzing every step of the
process within a personalized medical care plan with speed and accuracy but without
any empathy or emotion. This is a great example of the assistant role of Al to the
physician since it may cover every possible fact and data, leaving the final call to the
human factor [17].

In this way, the doctor will be kept accountable for any mistakes or critical side
effects to the patient without expecting a computerized network to substitute medi-
cal staff in decision making. A crucial case may shine light to this serious matter. A
very close relative of an emergency doctor is in critical condition with only a few
days left. The doctor is devastated and not capable of making any decision at this
stage for the beloved person. Al system reports that due to lack of beds at the clinic
the doctor should act to remedy the issue as soon as possible. Medical ethics guide
the doctor in treating the patient within the directives of palliative care to let the
patient pass away with dignity. For the time being there is no way to hold this doctor
accountable for not complying with the report of the electronic system [18]. To the
contrary, every medical professional should practice medicine with empathy for the
best interest of the patient according to the rule of non-maleficence. Dignity is a
constitutionally guaranteed right in many nations, deriving from the protection of
personality according to medical ethics tables [3, 4]. Tables 4 and 5 offer a consis-
tent description of key elements regarding the role of Al in medical practice and
medical ethics.

-

1. Patient privacy and data security . Ensuring the confidentiality of patient information in Al systems.
ii. Addressing potential breaches and misuse of data.

60% of the patients lack trust of Al in healthcare.

iii.

=3

-

1. Informed consent How to properly inform patients about the use of Al in their care.

. Ensuring patients understand how their data will be used by Al

=
=H

systems.

-

1.Bias and fairness . Identifying and mitigating biases in Al algorithms to ensure

equitable treatment across different populations.

=

i. Ensuring Al systems do not perpetuate existing health disparities.

1. Transparency and accountability Ensuring Al systems are transparent in their decision-making
processes.

. Establishing clear lines of accountability when Al systems are used

=
I=H

in medical decisions.

-

1. Al in diagnosis and treatment . Ethical considerations of Al assisting or replacing human judgment

in diagnosis and treatment plans.

=

i. Ensuring that Al recommendations are evidence-based and
reliable.

-

1. Autonomy and human oversight . Balancing the use of Al with maintaining human oversight and
control in medical decisions.
i. Ensuring that Al aids rather than overrides human expertise and

patient autonomy.

=

-

1. Regulation and governance . Developing appropriate regulatory frameworks to oversee the use
of Alin healthcare.
i. Establishing guidelines and standards for the development and

implementation of Al technologies.

-
=1
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1. Impact on healthcare i. Addressing the impact of Al on the roles and responsibilities of
professionals healthcare professionals.
ii. Ensuring that Al enhances rather than diminishes the value of
human skills and expertise.

Table 4.
Ethical considerations about interception of Al technology in medical practice.

Covering Ways of contribution
matters
Education Create an international platform of guidelines in many languages to help doctors learn

medical ethics and artificial intelligence potential.

Imaging analysis Detailed presentation of all available electronic files of patients on every specialty either
pathology or surgery.
Problem solving Special registry of fast and accurate possibilities of resolving an issue between the

programmed spectrum of medical ethics.

Decision Help the doctor decide according to the best interest of the patient and not just substitute
making the human judgment with information and data.
Accountability Set an electronic platform including all the medical legislation which is very important to

the physician on clinical practice.

Tables.
Contribution of Al on medical ethics.

4, Conclusions

Within the context of Medical Ethics, Al can be used to minimize human error
and help the doctor decide according to the best interest of the patient. Having taken
everything into consideration, an advanced algorithm will be able to become the
devoted servant of the physician by selecting one out of many key options for the best
interest of the patient. Medical ethics guide the physician to concentrate on the patient
according to legal standards, and accurate information is available through the most
promising and advanced technology available to date. A modern physician will be the
key person for communicating every option available to the patient. Al contributes in
different ways across many specialties. Surgery takes advantage of accurate imaging
analysis while emergency doctors rely on fast problem-solving. In pathology, decision-
making can minimize mistakes due to AI contribution. Even in cases where Al may
be the last resort, every medical professional can always balance the technological
guidance with human empathy. Al enhances patient privacy and data security wile
mitigating biases and ensuring that informed consent will be made properly. Al can
hold physicians accountable for their actions according to medical ethics and enforce
transparency in co-decision-making process between doctor and patient. The prin-
ciples of justice, autonomy, beneficence, and non-maleficence have been the four pillars
of medical ethics for millennia. Al is rising as the fifth pillar of medical ethics cement-
ing its endurance in future challenges. It will ensure that the best interest of the patient
is taken into consideration regardless of personal opinions of medical professionals
engaged in a healthcare plan. In the future, Al will be even more capable so further
research must be underway to recreate boundaries and keep Al accountable for actions
or mistakes that have been made under its possible controlled contribution or side
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effects [19, 20]. The emergence of ethical concerns surrounding Artificial intelligence
has led to an explosion of high-level ethical principles being published by several public
and private organizations. However, there is a need to consider how Al developers

can be practically assisted to anticipate, identify, and address ethical issues regarding
Al technologies, particularly for the development of Al intended for healthcare set-
tings, where applications will often interact directly with patients in various states of
vulnerability. Despite the mammoth advantages of Al in the medical field, there exists
inconsistency in the ethical and legal framework for the application of Al in healthcare.
Although research has been conducted by various medical disciplines investigating

the ethical implications of Al in the healthcare setting, the literature lacks a solid and
holistic approach.
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Medical Al in the EU: Regulatory
Considerations and Future Outlook
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Abstract

In many countries around the world, the healthcare sector is facing difficult
problems: the aging population needs more care at the same time as the workforce
is not growing, the cost of treatments is going up, and the more and more technical
medical products are placing serious challenges to the expertise of the healthcare
professionals. At the same time, the field of artificial intelligence (AI) is making big
leaps, and naturally, Al is also suggested as a remedy to these problems. In this article,
we discuss some of the ethical and legal problems facing Al in the healthcare field,
with case study of European Union (EU) regulations and the local laws in one EU
member state, Finland. We also look at some of the directions that the Al research
in medicine will develop in the next 3-10 years. Especially, Large Language Models
(LLMs) and image analysis are used as examples. The potential of Al is huge and the
potential has already become a reality in many fields, but in medicine, there remain
obstacles. We discuss both technical and regulatory questions related to the expansion
of Al techniques used in the clinical environment.

Keywords: artificial intelligence, image analysis, large language models, health care,
medical Al, ethics

1. Introduction

Artificial Intelligence has a very promising future in the healthcare sector. The
medical environment constantly produces a lot of structured and unstructured data
about the patients. There exist in many diseases millions of patients with the same
symptoms, treatments, laboratory tests, etc. From early days, the medical field has
been of special interest to the Al researcher community [1, 2]. The early researchers
were quite optimistic about the prospects of Al in this field, but soon it was discov-
ered that the number of details was too much for the Al systems of the 1980s. During
recent years, the Al technologies have advanced both in terms of methods and hard-
ware so much that quite many promises of the 1980s can be realized [3]. The neural
network approaches can model complex diseases effectively and they are already in
use in many fields. Also, the Large Language Models could be used to mine informa-
tion from free-form patient texts, and they could be used in communication with
the patients. However, a big hurdle to developing Al in the medical field is the tight
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data security. The data are highly sensitive, because they contain very intimate details
about recognizable individuals. Also, the consequences of errors in Al devices are
much greater in treatment processes than e.g. in interactive gameplay. Therefore, the
medical field is strictly regulated, which makes it difficult to realize all the benefits of
modern Al systems. There is a trade-off between the efficacy of medical devices and
the risk level, and wisely, the health sector regulators are quite conservative with new
technologies.

Scientific articles exist on the use of Al in the clinical work, but not that many sys-
tems are in daily routine use. Some works have been published on Al systems that are
actually in use in hospitals. The well-known Mayo Clinic Cancer Center has developed
a method using hypothesis-driven Al, where conventional knowledge about cancer
treatment is combined with traditional data-driven data science [4]. Many research
groups have developed LLMs that are tested on real-life data, but reports of their use
are scarce.

Our interest in this chapter is to discuss both the technical and regulatory aspects
of advancing the use of Al in the clinic. Often, the technical questions are more easily
answered than the regulatory ones. An engineer can develop a model for perform-
ing an Al task independently but showing that it works and is safe is usually a more
difficult and costly task. In this chapter, we will discuss more closely the regulatory
and ethical aspects of Al in healthcare sector (Section 2), and we will look at some
possible uses of Al in this sector (Sections 3 and 4). The sections in this chapter have
been written by experts as introductions to the recent advancements in those fields.

1.1 Methodology

The EU regulation texts were collected from the EU website. The Finnish law
texts were collected from the website of the Ministry of Health and Welfare of
Finland and other government sources. The articles regarding the Al Act and medi-
cal device regulation (MDR) were searched with PubMed with the following key-
words (Table1). The articles were analyzed on the relevancy regarding the issues. To
determine whether a paper is relevant, the paper needs to match all search compo-
nents. The number of articles was too large to be covered in this review, so the most
relevant and high-quality articles on this subject were selected by the authors. The
literature review for Section 3 was conducted using various sources and databases
including PubMed and IEEE (The Institute of Electrical and Electronics Engineers).
The goal was to explore the role of Al in medical image analysis, particularly research

Section Keywords Since Number of hits
“Synthetic data” + “healthcare” 2023 101

2 “Federated learning” + “healthcare” 2023 154

3 “Radiography research” + “Finland” 2021 3

3 “Error in Radiology” 1992 26

3 “Medical Imaging Technology” + “Applications” 1990 76

3 “Motion artifact reduction” + “magnetic resonance imaging” 1988 52

4 (Healthcare) AND (LLM OR (“large language model”)) 2023 334

Table1.

Search keywords for articles.
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for diagnosing common diseases. The reference articles were chosen by matching.
The literature review for Section 4 was conducted using PubMed. The goal was
to explore the role of LLMs in medical image analysis. The reference articles were
chosen by matching.

2. Medical device and Al regulation in EU and Finland
2.1 EU-level regulation

The European Union has several laws regulating the use of medical devices and
artificial intelligence. The MDR [5] defines several levels of regulation for medical
devices depending on their risk to the patient. Separate regulations exist for in vitro
diagnostic medical devices (In vitro Diagnostics Regulation (IVDR)) and other medi-
cal devices (MDR). The devices may contain artificial intelligence algorithms, and
the new EU Artificial Intelligence Act (EU AI Act) [6] defines another set of regula-
tions for Al applications. Further regulation in the use of personal information was
introduced in the General Data Protection Regulation (GDPR) [7]. When developing
medical devices with Al capabilities, all of these must be followed and the device
must be audited for both the MDR and Al act. The auditing is performed by special-
ized companies, notified bodies, which do not currently have enough experience in
the Al auditions [8].

The purpose of the regulation is to ensure the safety and efficacy of the systems.
The companies producing the devices must present evidence on these to the notified
body when the system is brought to the market and they must set up a monitoring
procedure to ensure that the use of the devices stays safe as long as they are in use. The
reporting and monitoring requirements are higher when the risk level of the system is
higher, see Table 1 for the risk levels. If the users of the device report problems with
the device, the producer must also have a process for correcting possible errors in the
product. This places high costs on the companies. The exact guidelines on how the
medical AI devices should be audited are not clear yet.

The Al act defines four levels of risk in MDR, see Table 2. Devices with unac-
ceptable risk are not allowed. These include e.g. social scoring systems and systems,
which manipulate children to do dangerous things. High-risk devices are allowed
but they require conformity assessment to ensure that they follow the principles of
trustworthy Al, which have been defined here [9]. The principles include lawful-
ness, adherence to ethical principles, and robustness and reliability of the system.
According to the trustworthiness guidelines, the Al system must be transparent, so
that it can explain why it takes certain decisions. It must be inclusive, so that it works
equally well with minorities. This is mostly a question of training data, which must be
non-biased. Furthermore, the systems must be robust, they must be safe with regard

ClassI Low risk
Class IIa Medium risk
Class ITb Medium risk
Class I11 High risk
Table 2.
Risk levels in MDR [5].
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to data security, and they must enhance the capabilities of human doctors, nurses,
and patients. Most medical Al systems presumably fall in the high-risk category, and
so they need conformity assessment.

The Al Act is several hundred pages long. Understanding all the requirements
combined with the requirements of the MDR, the process of developing Al systems
for high-risk clinical use is a daunting task, especially for small- and medium-sized
enterprises (SMEs). Already the regulation in medical applications in both the USA
and Europe is so difficult that it hinders innovation. On the other hand, the regulation
encourages companies to make better products and it helps in financing the research
and development (R&D) because once the product is certified and in the market, it
will not have cheap and simple competitors (Table 3).

2.2 Case study of Finland

To develop Al systems for medical use, clinical data are required. In each EU coun-
try, there can also be national laws that must be followed. EU directives override local
legislation, but they can be complemented locally. In Finland, there are several laws
that govern the use of medical data, which have been collected in hospitals in normal
treatment processes for research and development purposes [10]. The Secondary Use
Act [11] dictates that clinical data can be used for research and development purposes
by applying for them from a national authority, Findata. Findata gives permission to
use the data and collects the requested data from hospitals, harmonizes them, and
releases them for the researchers in a specially audited secure computing environ-
ment. Findata is needed only if data were collected for normal treatment processes,
and it is combined from more than one register keeper’ registries. Currently, there
are about 10 audited environments in Finland. Individual-level data cannot be
downloaded from the environment. Only aggregate results, Al models, and statistical
analysis results can be downloaded. Normal tools for statistics and also Al applica-
tions can be provided by the owner of the secure computing environment.

In Finland, there exist plenty of clinical data [10]. The healthcare system is
publicly funded and mostly also publicly organized. There exist five university
central hospitals where tertiary care is provided. These hospitals have good cover-
age of the population because private hospitals have a very small market share of
tertiary care. The data have been recorded digitally for 15-20 years and they include
everything from laboratory results to visits in the ward. In principle, the possibilities
for developing Al systems in Finland are good, but there are some caveats. First, the
public authority, which oversees the use of clinical data, Findata, has been strug-
gling to complete data requests in a reasonable time. The waiting times have been
6-14 months. Second, the secure computing systems are not optimal places to develop
proprietary complex Al systems. They may lack the capacity for training deep neural

Minimal risk

Limited risk

High risk

Unacceptable risk

Table 3.
Risk levels in AI Act regulation [6].
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networks and the environment may not be customizable enough so that the routine
development processes of companies can be transferred to the secure environments.

However, even though there are practical problems, the way that data with good
coverage from all over Finland can be acquired through a single application is very
interesting for researchers and pharmaceutical companies. In the traditional way
of getting access to retrospective patient data, the researchers have had to contact
quite many registers directly and apply for access. This can be very time-consuming
and for a foreign company, it may mean the necessity to start research cooperation
with local doctors in the country because in many cases this is required as part of the
application process. There are still uncertainties on how this applies to image data or
genomic data.

Furthermore, data from several countries are difficult to combine [10]. Hospitals
and health organizations are, in general, reluctant to grant access to their data. Yet,
if one wants to produce an AI medical device for the European or global market, it is
necessary to train it and test it with several datasets preferably from several countries.
The patient population is different, and the treatment and e.g. laboratory analysis
methods are different, and therefore the usefulness of the system cannot be guaran-
teed with patient data from just one source.

A possible solution to the problem combining data from several sources is to use
synthetic data [12]. Synthetic data are similar to the original data, but they have
synthetic patients who cannot be identified in the original dataset. Synthetic data
generating algorithms work in the way that they develop a mathematical model of the
original patients and the data collected from them. Then synthetic data can be gener-
ated by drawing samples from the model. The relationships between the features are
preserved, so that if a patient has e.g. diabetes, his blood glucose laboratory tests will
be such that they match a diabetes patient. Special care must be paid to the quality
control of the data: it must be similar to the original data, so that it can be used in the
place of original data and get the same results and it must be private enough so that
the original patients’ data are not revealed. After synthesizing the data, the synthetic
data must be checked for quality and privacy. Quality means whether the synthetic
data have the same essential statistical features as the original data, and privacy
test means testing whether the original patients’ identities can be revealed from the
synthetic data [13].

Another solution is to use federated learning [14]. In federated learning, an Al
model is developed in a distributed fashion. All the data providers keep the data
safely within their firewalls, but they allow a local training process to run, which then
sends the model parameters to a server that combines the parameters from different
locations to a global model. The advantage is that the data do not move, but the data
providers must allow the running of the training algorithm.

2.3 Regulation and effectiveness

In the medical field, safety precautions are more meaningful than cutting-edge
technology. Any technology must be proven safe before it can be used. Also, because
in many countries the healthcare sector is financed from taxpayers’ money, a certain
cost-benefit analysis is also done. It is quite obvious that the Al systems would have
very good cost-benefit ratio in many cases. Certain image-based Al devices have
already been adapted, e.g. in digital pathology, it is accepted that a computer can
pre-analyze the images and help the human doctor find the interesting areas in the
images. This is much less accepted in the decision-making process. An Al system
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could select the treatment line for a patient based on a multitude of data, including
laboratory values, pathology statements, previous treatments, etc. But this is an area
where the acceptance of Al algorithms is less strong. The transparency of the most
effective machine learning (ML) methods, like neural networks, is not perfect. No
doctor would accept in his work an Al expert system, which does not give any grounds
for its decisions. The regulations demand a very comprehensive study of the medical
devices, and it is currently almost impossible to perform this on an Al system. Yet,
they could be useful in many cases, and they are trusted in other fields. It remains to
be seen, when will there be enough trust to bring medical Al products to the market.

3. Image analysis
3.1Introduction to image analysis

Medical imaging is an old method in health care. The oldest methods like X-rays
and ultrasound have become important diagnostic methods for healthcare profession-
als. Non-invasive methods have benefits, as they can show internal organs and tissues
without physical contact or surgery. Later, more advanced methods like CT, MRI,
fMRI, PET, and SPECT have also become important medical imaging tools for the
diagnosis and treatment of diseases.

Despite sophisticated technology for generating medical images, image analysis
is a challenging process, as it requires special expertise and a considerable amount of
time. The task is tedious, especially when analyzing three-dimensional (3D) images
like CT, MRI, and PET. Unavoidably, there is a risk of perceptual or cognitive error
when analyzing medical images. It is obvious that errors in radiology are severe, and
based on studies the interpretation error rate can be 3-5% or even higher [15].

The amount of medical imaging is increasing, as it has become a useful method for
diagnosing diseases. Another need for medical imaging services is in rendering first
aid to diagnose patients. In Finland, the annual amount of all taken medical images is
millions [16]. The increasing amount of medical imaging indicates the importance of
the method. On the other hand, medical imaging service entails a significant cost for
the taxpayers. The availability and cost of the healthcare system are already challenges
in Finland. The lack of radiologists is also a challenge for the Finnish healthcare sys-
tem [17]. Additionally, the population in Finland is aging, which typically increases
diseases and demand for medical imaging services.

3.2 Al-based image analysis

Al-based image analysis is a process for interpreting medical images by AI. Many
Al-based image analysis systems utilize Convolutional Neural Networks (CNNs) [18].
These are typically deep-learning models that utilize supervised learning. The models
can be trained with various annotated medical datasets. The training data can contain
ordinary two-dimensional (2D) images. Using a proper model architecture, the model
can also learn spatial information from 3D images, which makes it useful with scan-
ners that produce layered medical image data.

There are important factors that need to be considered when Al is applied to image
data. In practice, these models require a considerable amount of annotated train-
ing data, which can be a challenge to gather, also bias, on the datasets is a challenge
to overcome. Neural networks are universal approximators, so the accuracy of the
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system is dependent on the accuracy of the approximation. Training and validation
of the model are always based on a limited dataset, which cannot represent all the
possible inputs. Image data are high dimensional, and it requires a large and complex
model to extract patterns from them. The complexity of the model and the number
of training parameters make it a sort of “black box,” which prevents humans from
understanding how the model makes decisions. Research on explainable AI (XAI)
aims to mitigate this issue. Additionally, computational and memory requirements
are noteworthy. Adapting new technologies like Al requires trust and acceptance
from the clinical personnel as well as from the patients. Non-transparency and the
challenge of validating the model are significant issues, especially in clinical use.
Employing Al in clinical use raises questions about ethics and accountability.

Despite the technical and ethical challenges, Al-based applications are promising.
Al-based image analyzing systems can automatically recognize abnormalities like
tumors or lesions in the medical image [19]. Even though the AI model can already
make predictions itself, patients in the Finnish healthcare system have the right to
receive decisions from a real person. However, current Al-based systems can speed up
medical image analysis by assisting radiologists. Another use case for Al is improving
the quality of data. Al-based systems can improve the quality of the imaging process,
i.e., reducing motion artifacts on MRI scanning [20].

Medical image analysis by Al can be a feasible solution in countries where medical
image data for training are available. Typically, the AI model for medical imaging is
based on sensitive training data. Availability, quality, and quantity of data are critical
parts of developing Al solutions. In Finland, digitalization is carried out at a high
level [21], and medical data have been collected for decades. National digital medi-
cal records contain unstructured data, like medical imaging data. However, current
legislation does not allow utilizing the full potential of health records [22]. Allowing
better access to national health records could be beneficial also for innovations and
patients.

3.3 Anonymous synthetic medical image data

Anonymized synthetic medical image data are under active research also in
Finland [23]. Synthetic data might provide a solution for producing privacy-protected
data for scientists and companies. The technology is based on generative models like
GAN (Generative Adversarial Network) models [24]. There are also some other gen-
erative methods for image generation like diffusion models. The main idea is to train a
generative model to create anonymous but realistic-looking image data. One interest-
ing possibility is medical image modality transformation. The idea of medical image
modality transformation is to generate an artificial image based on one or more input
modalities. For example, MRI images can be transformed into CT images by using a
trained neural network. The method could save time and resources in the healthcare
system, and it would also be more convenient and safer for the patient [25].

However, training generative models requires some real image data, unfortunately,
the real data are strongly regulated, which cause a “chicken and egg” problem for
developing AI models. A possible solution is an audited, secure platform that complies
with regulations and allows companies to develop their own AI models using ano-
nymized real data. However, some trained models have the risk of leaking sensitive
training information [26]. To tackle this problem, it requires that the AI model be
proven to be anonymous, which is a challenging task, especially with deep-learning
models.
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3.4 Medical image research and development in Finland

The research of Al-based image analysis is active in Finland. Several Finnish
research organizations, institutions, individual researchers, and companies are
doing research and applications on image analysis. Naturally, a lot of research is done
together with international partners. Open science has an important role, especially
in medical Al where the availability of data is crucial for research. It is also obvious
that medical issues are global, and cooperation and collaboration are beneficial for
everyone.

This chapter introduces examples of impactful research projects conducted in
medical imaging. The list contains a summary of selected research projects that are
related to common diseases in Finland. These research projects are also conducted
in national and international collaboration with Finnish researchers and research
organizations.

Helsinki University Hospital (HUS) has been developing Al-based methods for
detecting subarachnoid hemorrhage (SAH) from CT scans. SAH is a potentially
life-threatening condition and early detection is crucial. About 75% of patients with
SAH will die within a year if it is not detected early. The accuracy of the developed
algorithm is promising, as it was able to detect correctly 136 out of 137 cases from a
total of 1300 CT scans [27].

Researchers from Aalto University, Digifundus Ltd., and Central Finland Central
Hospital have developed Al-based methods for detecting diabetic eye diseases.
Retinopathy is a leading cause of vision loss for diabetic patients. The developed
model can detect accurately diabetic retinopathy and macular edema from medical
images [28]. Diabetes is a common disease, and an estimated 500,000 people have
diabetes in Finland.

Researchers from the University of Tampere and Karolinska Institutet in Sweden
have developed an Al model that can accurately diagnose and grade prostate cancer
from the medical image. Researchers trained the Al model with data containing more
than 8000 scanned samples from prostate biopsies [29]. The accuracy of the model
was the same as the world-leading specialist. In Finland, prostate cancer is the most
common cancer among men. The mortality rate in Finland is also above the average
European level.

Researchers from the University of Tampere along with other international col-
laborators have researched the saliency of breast lesions in breast cancer using an Al
model [30]. Deep-learning model decision-making is typically a complex process.
However, with medical image data, saliency maps can be used to analyze this process.
Saliency maps are visual representations of how the model makes decisions based on
different areas on the input image.

3.5 Conclusion

Medical imaging and the need for medical imaging analysis are increasing in
Finland. Currently, medical image analysis is mostly based on human labor that can-
not be upscaled easily. Resources for providing medical imaging are limited; keeping
up an adequate level will be harder in the future.

Current research results of Al-based systems are promising. The scalability of
Al-based systems is also an advantage, as it enables cheaper and more accessible medi-
cal AL Research is active in the scientific community and research results are widely
available. Open science can be seen as important for smaller countries like Finland.
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Our national datasets cannot provide a large coverage, especially for rare diseases.
However, sharing and using medical data requires that legislation support it, at the
same time ethical questions also need to be considered.

4. Large language models (LLMs) in health care
4.1 Alin Finnish and global health care

Artificial Intelligence (AI) systems, particularly machine learning (ML) and
asubset of it, Large Language Models (LLMs), are pivotal in translating data into
actionable insights that inform decision-making processes. Large language models,
such as ChatGPT, are powerful generative systems capable of rapidly synthesizing
natural language responses. Research on LLMs has highlighted both their potential
and their pitfalls, particularly in clinical settings. [y]. Recent breakthroughs in LLMs
like Generative Pretrained Transformer 4 (GPT-4) and Llama 2 have demonstrated
their potential across a wide array of sectors, with notable advancements in the health
industry [31, 32].

The health industry is experiencing a significant increase in the application of
LLMs. These models are employed in various applications, from disease prediction
and diagnosis to personalized treatment plans and healthcare management. One of
the primary applications of LLMs in the healthcare sector is to augment the tasks of
medical professionals in documenting patient health records post consultations. By
comprehending and generating human-like text, LLMs can assist medical profession-
als in recording patient interactions, thereby enhancing the accuracy of the work and
reducing the time spent on administrative tasks. This not only minimizes the time and
cost associated with record-keeping but also enables medical professionals to devote
more attention to patient care. Furthermore, LLMs function as Al assistants for
healthcare staff, offering support in various tasks, such as scheduling, patient com-
munication, and data analysis [32, 33].

The escalating adoption of these technologies underscores the transformative role
of ML and LLMs in revolutionizing healthcare delivery and outcomes. The overarch-
ing objective is to improve patient care while reducing costs and enhancing accuracy
and efficiency. This narrative aligns with the broader goal of leveraging Al to address
complex challenges and drive progress in various sectors [34].

Numerous studies underscore the significance of Artificial Intelligence (AI) in
revolutionizing the healthcare sector in Finland [32, 35-40]. HUS Helsinki University
Hospital, a global leader in healthcare Al, has been utilizing Al for data analysis and
diagnostic support since 2015. Miikka Korja, the Chief Innovation Officer at HUS
Helsinki University Hospital, posits that health-related Al could be Finland’s next
major breakthrough, comparable to Nokia. Al is particularly effective in analyzing
large volumes of data, including text and images, swiftly and efficiently. However,
the actual data analysis is still performed by human professionals. In 2017, HUS
initiated a development project, AI Head Analysis, under the CleverHealth Network
ecosystem. The project’s objective is to enhance the treatment of brain diseases by
developing diagnostic support tools with the aid of Al. The fundamental principle of
the CleverHealth Network ecosystem is a collaboration between HUS’s doctors and
nurses, who contribute their clinical expertise, and Finnish and international technol-
ogy companies, which provide various software, hardware, marketing, and business
expertise [41, 42].
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Silo AI, a company based in Finland, is leveraging the power of Generative
Pretrained Transformers (GPTs) for health applications. The company’s Al assistant
is built upon an open Finnish GPT language model. In the initial phase, the language
model is fine-tuned for conversation and taught Finnish healthcare vocabulary using
the technology of SiloGen, a subsidiary of Silo Al specializing in language models.
The suitability of the language model for the Lifecare patient information system
is also confirmed [43]. The Al assistant operates based on the semantic similarities
between the user’s own searches and the data from the language model. Testing of the
Al assistant is conducted on Tietoevry’s own platform, ensuring secure processing
and privacy of the data.

Private companies in Finland and in the Nordic countries emphasize the impor-
tance of European technology companies developing their own AI and language
models tailored to their specific needs. They see Generative AI (GenAl) as the next
widely impacting evolution cycle and is actively working to discover and concretize
the benefits of GenAl This is done by running efficient use cases across industries
together with customers and an expanding network of partners, with ethical Alasa
key design principle.

4.2 Introduction to LLMs

Large Language Models (LLMs), a subset of generative Al, represent a significant
breakthrough in the field of artificial intelligence, particularly in Natural Language
Processing (NLP). They have revolutionized NLP and found applications in a variety
of domains. The evolution of LLMs, trained using deep neural networks on extensive
text datasets, has significantly advanced NLP. The development of these models
has been propelled by the need to comprehend and generate human-like text, the
increasing availability of large text corpora, and advancements in machine learning
algorithms and computational power [44].

The first generation of LLMs, such as Word2Vec and GloVe, focused on word
embeddings but struggled to capture the context of words within a sentence. The
advent of transformer-based models marked a significant advancement in the
field. In 2017, Google pioneered the “Transformer” architecture, initially designed
for machine translation, which later proved highly effective, achieving state-of-
the-art results in numerous Natural Language Processing (NLP) tasks. Following
this breakthrough, a series of LLMs utilizing the “Transformer” architecture were
developed, including Bidirectional Encoder Representations from Transformers
(BERT), Generative Pretrained Transformer 2 (GPT-2), and Generative Pretrained
Transformer 3 (GPT-3). These models can understand the context of words in a
sentence, generating human-like text and answering complex questions. Among
these, GPT-3, developed by OpenAl, is particularly notable. It boasts of 175 billion
machine learning parameters and was trained on a diverse range of internet texts.
Other models in this series include the Pathways Language Model (PaLM), LLM Meta
Al (LLaMA), and GPT-4 [45, 46].

4.3 The impact of LLMs on healthcare and medical research

In the healthcare and medicine sector, Large Language Models are emerging as
a powerful tool, providing substantial improvements in both clinical and research
areas. They can automate the generation and summarization of medical documenta-
tion, thereby enhancing the creation of detailed and precise medical reports. This
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automation not only facilitates healthcare professionals in efficiently handling patient
data but also improves the monitoring of patient history and treatment protocols
[31, 47].

The integration of this advanced language processing technology is revolutioniz-
ing the management of medical information and the conduct of research, paving the
way for more innovative and effective healthcare solutions. Particularly in digitally
advanced regions like Finland, where health data are readily available, LLMs are prov-
ing to be invaluable. They assist in documenting patient medical reports, analyzing
patient data, predicting disease progression, personalizing treatment plans, and even
extending their utility to areas, such as medical imaging analysis, drug discovery,
and genomics. This amalgamation of Al and health care is not only enhancing the
efficiency of medical practices but also opening new avenues for personalized patient
care and advanced research [35].

However, the use of LLMs in medicine also brings with it challenges. These chal-
lenges include data privacy issues, the need for large, annotated datasets for training,
and the risk of model biases. Moreover, both the MDR and the Al act of EU must be
followed when using LLMs in medicine. The potential of LLMs in medicine is vast,
but realizing this potential requires overcoming these challenges. With the right
approach and regulatory framework, LLMs can play a significant role in improving
healthcare outcomes [35].

4.4 A high-level description of LLMs

Introduction: LLMs are a type of artificial intelligence model designed to under-
stand and generate human-like text. They are “large” in terms of the size of the neural
network they use and the amount of data they are trained on. They are trained on a
large corpus of text data and learn to predict the next word in a sentence. This enables
them to generate coherent and contextually relevant sentences [35, 48].

Architecture and training: Initially, sequence modeling tasks were performed
by Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM).
However, the introduction of the Transformer model has revolutionized this field,
and it is now widely used for these tasks. LLMs are typically built on Transformer
architectures, known for their ability to handle long-range dependencies in text. The
Transformer model, a cornerstone of modern sequence modeling, is characterized
by its unique architecture. This architecture is composed of multiple layers of feed-
forward networks and attention blocks stacked together [49].

The attention mechanism, a key component of the architecture, operates as
follows:

Given the inputs

Q,K,VeR™ 1)
It calculates the outputs.
0 @)
According to the formula
0 =softmax(QK" )V (3)

Where:
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* (Q represents the set of queries in the attention mechanism,
* K denotes the set of keys in the attention mechanism,

* V signifies the set of values in the attention mechanism,

* N isthe number of queries, keys, and values,

* O isthe output of the attention mechanism, and

* anormalization factor is disregarded for simplicity.

The softmax function is a mathematical function that converts a vector of num-
bers into a vector of probabilities, where the probabilities of each value are propor-
tional to the relative scale of each value in the vector. QK" can be interpreted as a
matrix of similarity scores between the queries and keys. These scores are then used to
weight the values in the attention mechanism, reflecting the relevance of each value
to each query.

d represents the length of the input sequences and retrieves a weighted sum of
the values corresponding to those keys, based on the computed similarity scores. The
transformer architecture can be categorized into three primary variants: encoder
models, decoder models, and encoder-decoder models. The encoder models process
input sequences in parallel, while the decoder models generate sequences sequen-
tially. The encoder-decoder model accepts a sequence of inputs and generates a new
sequence of outputs. Each variant serves a distinct purpose and is chosen based on the
specific requirements of the task at hand [48, 50].

The training of LLMs involves feeding them a large amount of text data, includ-
ing text from the internet, books, websites, and other written materials. This learning
process is unsupervised, implying that the model learns statistical patterns in the data,
such as the probability of a word following another word or a sequence of words, without
any explicit labels or targets. In essence, LLMs primarily employ self-supervised learn-
ing, a variant of unsupervised learning where the system learns to predict a part of its
input from other parts. This approach leverages large amounts of unlabeled data by
creating pseudo-labels from the data itself, thus not requiring manual annotation. This
is particularly useful in scenarios where obtaining labeled data for every possible class is
impractical. The model leverages its learned knowledge to infer about the unseen classes,
thus demonstrating a form of artificial generalization [31, 37, 48, 51, 52].

4.5 Challenges associated with the use of large language models (LLMs)
in health care

The deployment of Large Language Models (LLMs) in the healthcare and medi-
cine sector is a promising development, with potential to revolutionize patient care
and treatment outcomes. However, this advancement is not without its challenges.
These challenges, which are critical to address for the responsible and ethical applica-
tion of these technologies, are as follows.

Data privacy: LLMs in health care often interact with sensitive patient data. The
challenge lies in ensuring the privacy and confidentiality of these data, as thereisa
risk of inadvertent disclosure of private health information during the generation of
responses.
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Bias in training data: The quality of LLMs’ outputs is heavily dependent on the
data they were trained on. If these training data contain biases, the models may
inadvertently perpetuate these biases, leading to potentially unfair or discriminatory
outcomes in healthcare decisions.

Regulatory compliance: The healthcare sector is subject to stringent regulations,
such as the General Data Protection Regulation (GDPR) in the European Union and
Health Insurance Portability and Accountability Act (HIPAA) in the United States.
Ensuring that the application of LLMs complies with these regulations is a significant
challenge.

In conclusion, while the integration of LLMs into the healthcare and medicine
sector holds immense potential, it is crucial to address these challenges to ensure their
responsible and ethical application. Future research and development efforts must
focus on devising strategies and mechanisms to mitigate these issues [35, 36, 53, 54].

4.6 Future direction of LLMs in Finland’s health care

The future of LLMs in medicine, particularly in Finland, looks promising.
Finland’s robust healthcare system and extensive health data provide a promising
landscape for the application of Large Language Models (LLMs) in medicine. The
country’s digital infrastructure, combined with a strong commitment to research and
development, paves the way for LLMs to revolutionize various aspects of health care
[49, 55-60].

Personalized treatment plans: LLMs can analyze vast amounts of patient data
to develop personalized treatment plans. By understanding the nuances of medical
text, these models can identify patterns and correlations that may not be immediately
apparent to human practitioners. This could lead to more targeted and effective treat-
ments, improving patient outcomes.

Health records documentation: The task of documenting patient health records
can be time-consuming for healthcare professionals. LLMs can automate this process,
ensuring accurate and efficient record-keeping. This not only reduces the administra-
tive burden on healthcare staff but also minimizes errors that can occur in manual
documentation.

Improved patient engagement: LLMs can be used to enhance communication
between healthcare providers and patients. For instance, they can generate patient-
friendly explanations of medical conditions and treatments or provide reminders for
medication and appointments. This can lead to improved patient engagement and
adherence to treatment plans.

Recording patient interactions: LLMs can assist in recording patient interactions
during consultations. These records can be valuable for reference in future consulta-
tions, ensuring continuity of care.

Enhanced healthcare delivery: By automating various administrative tasks and
providing decision support, LLMs can enhance the efficiency of healthcare deliv-
ery. This allows healthcare professionals to focus more on patient care, leading to
improved healthcare outcomes.

Research and development: Finland’s strong focus on research and development
provides ample opportunities for the application of LLMs in medical research.

These models can assist in analyzing research data, generating hypotheses, and even
enhancing the writing of research papers.

Regulatory compliance: With the stringent healthcare regulations in Finland
and the European Union, LLMs can be trained to ensure compliance in healthcare
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practices. They can be used to monitor and flag potential regulatory issues, helping
healthcare providers to maintain compliance.

In conclusion, the future of LLMs in medicine in Finland looks promising.
However, it’s crucial to address the challenges associated with their use, such as data
privacy and bias in training data. Researchers are actively striving to augment the
ethical and responsible use of LLMs, concentrating on reducing instances of bias and
misinformation. As advancements in Al and machine learning persist, we anticipate
witnessing an increase in innovative applications of LLMs within Finland’s healthcare
sector [57, 59, 61].

5. Conclusion

In this article, we have discussed both the regulatory and technical issues
regarding the use of Al in health care with Finland as an example. We have shown
that the technology exists to use Al in the clinical field in many tasks. It is used
in other fields successfully for other tasks, and they could be incorporated in the
clinic through normal R&D processes. Maybe the most straightforward products
would be in the field of digital pathology image analysis and communication with
patient using LLMs.

We have used as a case study the regulation in the EU and specifically Finland,
an EU member state. The healthcare Al sector is regulated by legislation both on
the Finnish and on the EU levels. Most of the innovations and products are made in
private companies, and for SMEs, the cost of certifying the products may be prohibi-
tive. For this reason, many companies decide to market their products not as medical
devices but as less regulated wellbeing or consumer devices. On the other hand, there
is an obvious need also from the companies’ side to guarantee that their products are
safe and efficient. Failures in critical devices would be a business nightmare, even to
larger companies.

We have looked at the use of imaging Al in e.g. pathology and cancer care, where
Al-based solutions can replace radiologists in detecting abnormalities in certain types
of images. Convolutional neural networks have revolutionized this field, and they
can achieve better results than expert radiologists. Synthetic data are also a promising
approach, which can even reduce the number of images taken about a patient.

The Al applications that are used in clinical settings today are restricted mostly to
closed imaging systems, which do not use the electronic health record (EHR) systems
or send information outside the closed system. These systems apply normal imaging
Al algorithms to perform the imaging better, so they have not changed the treatment
processes, which would be the most important benefit of Al systems, if they would be
fully used in the future.

The integration of Large Language Models (LLMs) into health care is a transfor-
mative development, with the potential to revolutionize patient care and treatment
outcomes. The application of LLMs in health care is expanding, from disease predic-
tion and diagnosis to personalized treatment plans and healthcare management. In
particular, Finland, with its robust healthcare system and extensive health data, is
poised to leverage LLMs to enhance healthcare delivery significantly.

However, the deployment of LLMs in health care is not without its challenges.
These include ensuring data privacy, addressing bias in training data, and complying
with stringent healthcare regulations. Overcoming these challenges is crucial for the
responsible and ethical application of LLMs in health care.
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Looking ahead, the future of LLMs in medicine, particularly in Finland, is
promising. With continued research and development, and with strategies in place
to mitigate the associated challenges, LLMs can play a significant role in improving
healthcare outcomes. As we continue to explore and understand the capabilities of
LLMs, we can anticipate a future where Al and health care are even more intertwined,
driving progress and innovation in the sector.

All of these fields of Al require careful research in a challenging regulatory envi-
ronment, where the normal level of scientific accuracy is not enough. The products
must be proven in practical clinical work, and they must be constantly monitored.
Yet, they can provide big advancements in the quality of health care and simultane-
ously reduce the amount of human labor in the treatment process.

In the future, a crucial question is making the regulatory steps faster, more
predictable, and better known by the actors in the field. Experienced notified bodies
should be widely available and passing the regulatory hurdles should be routine for
the companies in the field. This requires dialog between the lawmakers and the com-
panies in the commercial field. The regulation is not likely to change, but the standard
interpretations of the laws are not established yet. Both the healthcare officials and
the companies have incentives to accomplish this.
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The Role of Transparency in
Al-Driven Technologies: Targeting
Healthcare
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Abstract

This chapter delves into the pivotal role of transparency within artificial intel-
ligence (AI)-based applications, emphasizing its importance for reliability, account-
ability, and ensuring the ethical usage of Al targeting healthcare contexts. The
chapter examines four dimensions of transparency: data, algorithmic, decision-mak-
ing, and Al solution, and identifies problems and limitations in achieving them based
on real-world digital health use cases. Current efforts and recommended strategies
aiming at boosting transparency are discussed, emphasizing the need to define the
objectives of transparency, the circumstances under which it should be applied, and
the rationale behind it. This chapter advocates for collaborative efforts from stake-
holders throughout the healthcare ecosystem to prioritize and implement transparent
Al systems for the benefit of patients and society.

Keywords: Al ethics, transparency, digital health, artificial intelligence, reliable Al

1. Introduction

The application of Al to healthcare holds great promise for revolutionizing the
quality of life and advancing human progress. Al has the potential to rapidly analyze
vast amounts of data, supporting early disease detection, personalized treatment
plans, and predictive interventions. Such capabilities could lead to significant
improvements in patient outcomes and the efficiency of health services, marking a
pivotal moment in healthcare history. Nevertheless, despite the potential for transfor-
mative change, significant challenges remain.

There is a growing concern regarding the opacity of Al systems [1, 2]. The lack of
transparency in how algorithms work raises ethical and practical concerns, particu-
larly regarding accountability and trustworthiness in medical decision-making [3].
Addressing these issues is crucial to ensure that Al evolves responsibly, respecting
users’ privacy, maintaining data integrity, and fostering transparency in algorithmic
processes. It is only through careful navigation of these complexities that the full
potential of AI can be harnessed to truly benefit individuals and society as a whole.
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Transparency in Al serves a critical dual role in the governance of Al-driven
systems today. Firstly, it aims to bolster trust among users and stakeholders by provid-
ing visibility into how algorithms operate and make decisions [4]. This transparency
is essential for mitigating concerns related to biases or errors that may arise from
algorithmic processes. Secondly, transparency promotes a deeper understanding of
these complex systems, enabling stakeholders to effectively manage and regulate
their deployment in various domains [5]. By enhancing visibility and comprehen-
sion, transparency contributes significantly to the sustainability [6] and ethical
implementation of Al systems. This ensures that they align with societal values and
expectations [7].

Nevertheless, transparency remains insufficiently implemented in current Al
practices [8]. In some cases, this may be attributed to a deficiency in awareness within
the practice itself, which ultimately leads to a lack of appreciation for the significance
of transparency among both technology implementers and recipients. For example,
the exertion of productive pressure may result in the omission of transparency mea-
sures [9]. In other situations, the lack of application of transparency may be shielded
by a lack of enforceability or detail in its application. This places us in the total
absence of an ethical framework. Another option is when the impact of the lack of
transparency on end users is omitted. This can occur when the motivation for main-
taining secrecy is driven by economic considerations, as exemplified by the opacity of
some algorithms, such as the ranking algorithm of Google, which confers their owners
a competitive advantage [10].

However, it is of the utmost importance to maintain a clear focus and to under-
stand Al as a tool that has the potential to improve the well-being of society. Al
should be used to facilitate progress and contribute to the construction of the society
we aspire to be. Consequently, it is imperative to recognize transparency as a pivotal
element in innovation, advocating for the establishment of ethical and normative
frameworks as the cornerstone of research and progress.

This chapter examines the concept of transparency, with a particular focus on its
application in the field of healthcare. Given the sensitivity of decisions and data in
this area, it is among the most safeguarded in our society. The discussion presented in
this manuscript should therefore be regarded as one that offers the most comprehen-
sive guarantees in relation to user protection and is committed to positive develop-
ments that benefit all. Thus, it offers insights that can be adapted to other domains
while preserving the necessary restrictions.

The remaining part of this chapter is comprised of four additional sections.
Section 2 explores the concept of transparency, provides a definition, examines the
regulatory landscape, and investigates its value and potential operationalization.
Section 3 then presents challenges to achieving effective transparency and proposes
solutions and success stories demonstrating that these challenges can be overcome.
Subsequently, in Section 4, we examine the optimal course of action to alter the pre-
vailing paradigm and transition toward a state of effective transparency throughout
the Al lifecycle. Finally, in Section 5, we conclude with our final remarks.

2. Understanding transparency in Al

Transparency is not merely an ultimate goal but an important step toward
increased knowledge and clarity [5]. It facilitates a scenario where observation and
knowledge become attainable, providing a sense of control. Transparency enables
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the scrutiny of systems by granting access to information, leading to more informed
debates and decisions. Transparency can also be understood as a mechanism for the
governance of systems since it can influence practices by creating levels of visibility
that allow for the supervision of processes.

Precisely defining transparency is challenging because it is often invoked without
a clear definition [11] and has been widely adopted by different disciplines [12], each
with its own nuanced interpretation [13]. For example, in governance and public
policy, transparency typically refers to openness, accountability, and the availability
of information to the public [14]; in business, it often refers to clear, honest communi-
cation and disclosure of business practices and performance [15]. Each sector adapts
the concept of transparency to its specific context and needs, resulting in a rich but
complex tapestry of interpretations. As a result, while the underlying concept focuses
on comprehensibility, its application and implications can vary widely, making a
single definition tricky. The essence of its interpretation stems from the conceptual
metaphor knowing is seeing, which Reddy [16] used to translate from the realm of
physical objects to that of mental operations. In this way, the positive interpretation
of transparency revolves around knowledge and understanding, while the opposite
aspect of it relates to opacity and darkness [17].

In the context of Al, the concepts of accountability and openness are frequently
linked to the fundamental definition of transparency [18]. Ensuring access to and
inspection of code, datasets, and related systems is critical to accountability and an
important part of Al transparency. Openness is frequently framed in positive terms,
such as open data or open science [19-21]. On the other hand, the Al community takes
a more algorithmic performance-centric approach, underscoring the significance of
explainability as a conduit for fostering comprehension and trust in systems [1].

Another perspective to be considered is that presented in the normative
framework, which outlines the circumstances under which transparency should
be demanded and for what purpose. This manuscript will primarily focus on the
European framework at the normative level, as it provides the most effective safe-
guards for human rights, which are the foundation of our society. In particular, we
will concentrate on those normative documents that are legally binding in nature or
have been acknowledged as having a substantial impact on the regulatory framework.

In this context, the initial concept of Al transparency was proposed by the pub-
lication Ethics Guidelines for Trustworthy Al authored by the European Commission
High-Level Expert Group on Al in 2019 [22]. The guidelines identified transparency
as a crucial requirement for achieving trustworthy and human-centric Al, describ-
ing it as essential for ensuring human control and oversight. This vision was further
developed by UNESCO in 2022 [23], through another soft law instrument, which
emphasized the need for mechanisms to ensure ethically sustainable AI. Such mecha-
nisms should be designed with a risk-averse approach, with due consideration given
to the control of the system’s potential consequences.

In the spring of 2024, the Council of Europe published the Convention on Al and
Human Rights, Democracy, and the Rule of Law, which is binding for all signatory
states [24]. While the convention does not specify a particular definition of transpar-
ency, it underscores the importance of considering the application context in order
to implement proportionate safety measures. Additionally, the recently approved Al
Act [25], which is binding for all EU member states, defines Al transparency as the
development and use of systems that ensure effective traceability and explainability.
This encompasses clear communication during machine-human interactions and pro-
viding clarity on the system’s capabilities and limitations. The Al regulation highlights
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that transparency is crucial for both high-risk Al systems' and general-purpose Al
systems (GPAI). Furthermore, the necessity for transparency encompasses the iden-
tification of all artificially generated or manipulated data, as well as the specification
of the intended purpose and operational methodologies of GPAI ([25], Article 50).
Besides, we must not forget other existing regulations that have an implicit impact on
Al solutions, such as the General Data Protection Regulation, which outlines the right
to an explanation where automated processing is involved ([26], Article 22).

Ultimately, the present normative framework of reference positions transparency
as a cornerstone for ensuring and advancing human-centered Al It is regarded as a
crucial element for fostering a comprehensive understanding of Al systems and main-
taining control over their operations, thereby promoting trust and ethical use. This
entails clear communication about the functioning, capabilities, and limitations of AI
systems, as well as the data they utilize. Such transparency not only helps users and
stakeholders comprehend and effectively interact with Al systems but also empow-
ers them to exercise oversight and ensure these technologies are aligned with human
rights, democracy, and the rule of law. In essence, the policy framework recognizes
that transparency is fundamental for building Al systems that are not only technically
robust but also ethically sound and socially beneficial.

2.1The value of transparency

When transparency fails to produce meaningful results, its intended purpose may
lose its effectiveness. Simply exposing facts does not necessarily imply actual com-
prehension. Thus, it is critical to examine the underlying motivations for pursuing
transparency in the first place. Understanding the need for transparency allows us to
better strategize and implement steps to achieve it [26].

Accurate, unbiased, and transparent Al systems are particularly important to
guarantee respect for the fundamental rights of individuals affected by the systems’
outcomes. Despite the significant optimism surrounding the use of Al technologies,
they have not yet received full acceptance in healthcare [27]. Establishing a reliable
development process is key to promoting the acceptance of Al systems in this field.
The potential benefits of Al are numerous, yet concerns persist regarding its draw-
backs and implications [28]. These include issues such as mistrust, accountability,
bias, data quality, and privacy. A significant number of these concerns can be attrib-
uted to the lack of transparency surrounding AI [29].

It is of paramount importance to comprehend the functioning of Al algorithms
and the data with which they have been trained, as their potential impact on, inter
alia, human dignity, human rights, and fundamental freedoms, gender equality,
democracy, socioeconomic, and political processes [23]. The implementation of
transparency in Al systems enables individuals to comprehend how each stage of the
system is executed, taking into account its contextual and sensitive nature. It may also
include insight into factors that affect a specific prediction or decision, and whether
or not appropriate assurances are in place [23]. For example, Manrai et al. [30] found

! As per earlier versions of the AI Act, systems are categorized as high-risk based on their intended
purpose, which entails significant potential for harm to health, safety, or fundamental rights of individuals.
This determination considers both the severity and likelihood of potential harm, applying specifically to
predefined sectors outlined in the regulation.
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genetic disparities in assessing the risk of hypertrophic cardiomyopathy, in which
benign variants from African patients were misclassified.

The demand for transparency is often perceived as a sign of distrust [31], yet it
is widely regarded as a fundamental aspect of fostering trust within society [17]. In
the context of Al, trust is crucial for its acceptance. As per Durdn and Jongsma [32],
the main epistemic obstacle to the trustworthiness of medical Al is represented by
algorithmic opacity. As a result, algorithmic opacity makes it impossible to ground
the reliability of the algorithm and, consequently, on whether researchers, physicians,
and patients can trust the results of such systems. Computational reliabilism states
that researchers are justified in believing the results of Al systems because there is
areliable process that yields, most of the time, trustworthy results [2, 32]. In com-
putational reliabilism, the trustworthiness of the model’s outputs can be evaluated
through reliable processes that are exogenous to the algorithm, without relying on the
use of explainers or the need to renounce the use of opaque systems [32]. One way to
judge the reliability of the Al is when a physician compares the AT’s diagnostic outputs
with their own decisions made without the AI’s assistance. If the beliefs about the
trustworthiness of the Al are justified, the beliefs of the physician that are produced
by such interaction will be justified [4].

Machine learning models are designed to learn patterns in the data, and then algo-
rithmic decision-making may unintentionally reflect existing inequalities present in
society, which are inherently present in the data [33]. The unfair behavior in machine
learning systems, as defined by Crawford [34], is characterized by harm or impact
on individuals. An example of unfair behavior is when the model’s performance is
inferior for certain groups or when it disproportionately benefits specific popula-
tions. A lack of transparency in Al-driven solutions can hinder the identification of
bias and unintended consequences. Furthermore, it may also act as a deterrent to the
utilization of Al, thereby denying individuals the potential benefits that it offers.
Transparency plays a pivotal role in the identification and reduction of biases, the
establishment of trust, and the promotion of fair outcomes.

2.2 Toward effective transparency

In the realm of Al, the concept of transparency has been widely extended to
include the transparency of the algorithm [18], aimed at demystifying black box
models. However, transparency should encompass various dimensions across the Al
lifecycle, influencing how different stakeholders engage. We propose four levels of
transparency: data, algorithmic, the decision-making process, and the Al solution as
the overall system. Ensuring transparency in each component of the Al lifecycle is
crucial and demands evaluation by appropriate auditors at each stage. For instance,
developers typically assess technical-related or domain-specific transparency, as final
users do not interact directly with the system at a technical level. This is presented
in Table 1, which outlines the suggested transparency providers and auditors for the
dimensions of transparency.

2.2.1 Data transparency

As data is at the cornerstone of each Al-driven decision-making process, ensuring
transparency in data-related practices is essential for building trust. Data transpar-
ency sheds light on how the data has been collected, processed, and used. It promotes
responsible data governance and mitigates inherent biases. Data governance promotes
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Transparency dimension  Provider Auditor
Data Who provides the data and prepares the * Domain expert
model input

* Who prepares the model input

Algorithmic Who builds the model * Domain expert
* Who builds the model

Decision-making Who builds the model * User
* Who builds the model

Al solution Who integrates all algorithmic modules into e User

aunified solution * Who integrates the modules

Table 1.
The dimensions of transparency and the proposed roles in ensuring transparency acvoss diffevent stages of the Al
system development.

data availability, usability, integrity, and security throughout its lifecycle [35]. Making
data and its processing details accessible not only boosts transparency but also
enhances the reusability and reproducibility of research. It is crucial to ensure that
the data reflects diverse populations, thereby reducing the risk of disproportionately
affecting certain groups. However, there must be a careful balance between transpar-
ency and data privacy. While transparency is necessary for building trust, it should
not compromise the confidentiality and security of sensitive information.

2.2.2 Algorithmic transparency

Algorithmic transparency refers to the openness regarding how the algorithm
operates. Openness can be defined as the ability to access and scrutinize code, data,
and accompanying systems, which is essential for accountability [17]. Far from being
open, proprietary algorithms typically restrict access, limiting their study and evalua-
tion. This lack of transparency can hinder efforts to understand their inner workings.
Various strategies can be employed to address the lack of algorithmic transparency.
Making the implementation details and processes of the model openly accessible is
essential. This includes sharing information about the system’s design, development
process, and specific parameters used for training. The use of open-source algorithms
can help identify possible biases or errors. When open access is not feasible due to
intellectual property concerns, third-party audits offer a viable alternative. These
audits provide an independent assessment of the Al system, ensuring transparency
and accountability without compromising proprietary information.

2.2.3 Decision-making transparency

Decision-making transparency involves comprehending how algorithms produce
their outputs, which has been closely linked to explainability. It involves breaking
down the model’s decisions into human-comprehensible terms [18]. Previous studies
suggest that Al explanations tend to increase the chances of humans accepting Al
suggestions [36-38]. According to Jacovi et al. [39], providing explanations enables
the user to better anticipate whether a model’s decision is correct for given inputs,
compared to a model without any explanation. However, this ability of a user to
evaluate correctness does not make the algorithm more accurate, robust, and reliable
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in itself; it can only, at best, make the use of Al by the user more accurate, robust,
and reliable. The criticism of explainable AI (xAl) is that while AI experts may have
an understanding of xAl methods, they often lack a nuanced understanding of
explanations [18]. While explainability can be useful to validate outputs or detect Al
errors and can contribute to the trustworthiness of Al-as-used-by-a-human, it does
not directly contribute to the reliability of the Al itself, and hence to the user’s trust
[4]. Attention-based mechanisms are a popular choice among the explainers, which
can localize predictive regions in images, but they cannot specify which features are
relevant, i.e., they can explain where the model places its attention but not why [40].
There is a need for more empirical research on transparency requirements from a
user perspective [18]. The current scarcity stems from a fragmented understanding
of Al transparency and it emphasizes the need to expand the conceptual scope of

Al transparency to not only include the Al system, but also the various stakeholders
interacting with the system, the context of the use of the system, and the larger social
implications of its continued use.

2.2.4 Al solution

Al-based systems are typically integrated as a comprehensive set of tools con-
sisting of various modules, each offering different functionalities. While transpar-
ency, robustness, and reliability may be maintained in each module, this would
not automatically extend these qualities across the entire tool. Ensuring the ethical
utilization of Al tools necessitates a collective effort. Responsibility for the ethical
behavior of these tools lies not only with the AI developers but also with those who
provide or distribute them. Additionally, Al users must ensure that the tools are
validated before relying on their conclusions. As warned by Dignum [41], “trust
in Al needs to be derived from trust on the socio-technical system embedding of
Al” This implies that the technology alone might not solve issues such as biases,
discrimination, or the safety of an Al system. Addressing these concerns requires
institutional arrangements, including regulatory frameworks, regular audits, and
collaborative, multidisciplinary efforts. Promoting transparency of the overall
system involves reporting the intended usage of the technology and the target
population to users.

3. Challenges and barriers to achieving transparency

In this context, the notion of transparency is thus not limited to the algorith-
mic component but also encompasses the data, the system in its totality, and the
decisions reached through the utilization of such a system. Transparency in Al at
all levels can provide significant value and positively shape how users perceive and
interact with Al It is precisely users’ experience that determines, through their
opinions, beliefs, and actions, what is socially acceptable and preferable, thus
establishing the prevailing ethical framework. This cycle represents the normative
cascade that shapes Al governance [42] and presents three main blocks of study
for the analysis of the challenges in making transparency a reality (Figure 1): the
ethical framework, the normative framework, and users’ activity. This section will
examine several challenges associated with achieving transparency through the
utilization of real-world examples, with a particular focus on the three primary
elements previously outlined.
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ethical contributes l’lormative shapes and user
framework to generate framework constraints activity
A .
RCELEITEE establishes what is socially acceptable or preferable, influencing =======+ ®

Figure 1.
The normative cascade is a concept used to illustrate how Al governance is shaped by the interdependence between
ethical, normative, and user activity frameworks.

3.1 Weaknesses present in the current ethical framework

At the moment, transparency is not prioritized when it comes to developing Al.
There are a number of reasons for this, such as the desire to use the latest technology
simply because it is the most popular, ignoring its limitations, which contributes to
the failure of many organizations to see the value of transparency in the short term as
well as the long term, and the lack of demand for transparency practices, which feeds
back into the weakness of the current ethical framework. Below, we explore each of
these challenges in more detail.

3.1.1 Overuse of hyped Al techniques

The advent and proliferation of machine learning technologies have had a demon-
strably disruptive impact on numerous aspects of our lives in recent years. This has
given rise to an enthusiasm that has helped spread the mindset of technosolutionism,
a term coined by Morozov that is grounded on the belief that technology can provide
solutions to all society’s problems [43]. The application of such trending Al-driven
technologies has yielded successful results, including the advancement of diagnostic
imaging methods [44, 45] and the extraction of knowledge from high-throughput
data [46]. However, these hyped technologies are not adequate to solve all problems
[47]. For instance, the very features that render deep learning so powerful can also
prove its Achilles’ heel. In some cases, such as novel biomedical omics projects that
generate substantial amounts of data, deep learning may appear to be the optimal
solution. However, because these projects analyze a multitude of molecular elements
from only a few hundred individuals, deep learning might not be the most adequate
approach. Forcing deep learning into projects where it is not the optimal solution
can lead to wasted resources and potentially hinder the project’s overall success [48].
Besides, it should be borne in mind that the deep learning-based breakthroughs
that have fueled the high expectations have taken place in contexts where comput-
ing power and storage capacity were almost unlimited, usually unmatched by other
institutions.

One of the challenges associated with the adoption of novel technologies is the
tendency to prioritize the performance demonstrated in specific applications over the
less visible limitations inherent to some of these technologies. For example, the black-
box nature of deep learning renders this technique ill-suited to domains where a com-
prehensive understanding of the functionality and limitations of the tools involved
in decision-making is paramount, such as healthcare. Therefore, it is crucial to avoid
overhyping and blindly incorporating new technologies without careful consider-
ation. In each application, a justification must be provided that demonstrates why the
selected technique is the most appropriate method for addressing the problem. This
justification should consider not only the technical requirements, such as the amount
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of data needed and computing power but also the usability requirements, such as the
provision of information to facilitate comprehension of the solution. In other cases,
alternative methodologies may be more suitable, contingent on the specific context.
This is often the case with deep learning, which is inherently not interpretable [49].
The assertion is often made that “trending AI methods are better” [50]. However, it is
crucial to recognize that the term “better” should not be interpreted as solely repre-
senting enhanced performance but also as a means of enhancing utilization.

3.1.2 The value of transparency is overseen

A further obstacle to achieving transparency is the perception that entities in pos-
session of the technology perceive few immediate benefits in implementing it. This
challenge is intensified by the preponderance of private initiatives in the Al sector,
where financial interests frequently prevail. Scholars such as Pasquale have conducted
extensive research into how algorithms employed by both corporations and govern-
ments are often shrouded in secrecy, which complicates individuals’ comprehension
of the decision-making processes that impact their lives [5].

In order to address this challenge, it is necessary to acknowledge that any organiza-
tion offering tools or services to the public acts as a social agent with responsibilities
toward society. While corporate entities may prioritize confidentiality for competitive
or proprietary reasons, there is a growing recognition that embracing transparency
can enhance public trust and promote societal benefits [17, 51]. By adopting transpar-
ent practices, organizations can contribute to a more educated and informed society
where citizens are better equipped to engage critically with technological advance-
ments and societal changes; this is supported by the shifts in perception observed
through the utilization of the participatory Decidim platform in deliberative processes
[52]. This approach not only aligns with ethical imperatives but also supports broader
goals of fairness, equity, and democratic governance in the deployment of technolo-
gies that increasingly shape our daily lives.

3.1.3 Lack of demand for transparency practices

A significant challenge lies in the lack of demand and enforcement of transpar-
ency practices. This absence means that the degree of transparency of Al systems
often depends on the discretion and integrity of those implementing them. This
situation not only undermines efforts to ensure accountability but also perpetuates
a culture within AI development that boosts rapid progress at the expense of ethical
considerations. This “move fast, break things” mentality can result in the marginal-
ization of critical concerns regarding the impact of Al technologies on society. It shifts
the focus away from the prioritization of respect and empowerment of people, which
should be among the central purposes of developing these technologies.

This challenge can be approached from a number of different perspectives. On one
hand, in line with UNESCO’s recommendations [23], enforceable transparency proto-
cols must be established to ensure access to information, particularly information of
public interest held by private entities. Such protocols would fundamentally alter the
Al lifecycle by embedding transparency requirements from the initial design phase
onwards. On the other hand, there is a critical need for independent organizations
to oversee and enforce these protocols. The establishment of the Spanish Artificial
Intelligence Oversight Agency in 2023 serves as a promising example [53]. This agency
is tasked with overseeing, advising, raising awareness, and providing training to both
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public and private entities on the proper implementation of national and European
regulations concerning the responsible use and development of Al systems, specifi-
cally algorithms. However, its effectiveness in meeting these expectations remains to
be proven.

The importance of having a culture of transparency can be illustrated by reference
to the audit of public systems that impact people’s welfare, such as the allocation of
public subsidies. In Spain, the non-profit foundation Civio conducted an analysis of
a government social voucher that had erroneously denied aid to eligible individuals
[54]. The decisions were made using algorithmic systems. Researchers from Civio
sought information from the government to gain insight into the functioning of the
tool. This inquiry revealed deficiencies in the system and led to the formulation of
corrective actions. As a result, adjustments were made to ensure that subsidies were
accurately distributed to those who qualified and genuinely needed them.

3.2 Weaknesses present in the current normative framework

The second area of interest concerns the established normative framework. One of
the primary challenges is addressing the absence of standards to apply transparency
in practice. This gap frequently hinders the implementation of transparency measures
by Al practitioners, as they lack the requisite expertise to translate broad normative
frameworks into practical standards. Subsequently, we will address some of the main
challenges encountered, such as the difficulties of choosing the procedures to apply
and the difficulty in identifying transparency requirements.

3.2.1 Absence of standards for transparency reporting

The European Union incorporated some Al transparency requirements into its
General Data Protection Regulation [55], such as the right to explanation. However,
the efficacy of these measures remains uncertain [56]. The forthcoming AI Act aims
to strengthen those initial norms, introducing provisions such as the disclosure of
Al-generated content and specific requirements for high-risk systems. These include
ensuring sufficient transparency for operators to interpret system outputs and use
them effectively, along with providing comprehensive instructions that detail the
characteristics, capabilities, and performance limitations of high-risk AI systems.

Although various normative documents articulate the overarching goal of trans-
parency [23, 24], there is a lack of standardized practice regarding the specific infor-
mation that should be disclosed in real life. This gap has resulted in a situation where
experts interpret and recommend relevant transparency measures based on indi-
vidual circumstances. Consequently, the implementation of transparency practices
varies considerably, depending more on the discretion and motivation of operators
than on standardized procedures or agreed guidelines. This variability highlights the
need for more coherent and universally applicable standards to ensure consistent and
effective transparency across different sectors and contexts. For example, the need
for standardized reporting is evident when comparing the information presented in
different scientific publications, as the lack of consistency hinders reproducibility,
comparability, and validation of results. When some machine learning-driven works
fail to disclose crucial details such as the pre-processing steps applied to the data, the
data splitting method, the inner workings of the model, or the hyperparameters used,
it becomes challenging for other researchers to replicate the findings and compro-
mises public trust in the system [45].
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3.2.2 Transparency is not the same for everyone

Another challenge derives from understanding transparency requirements within
Al-driven systems. Transparency requires tailored approaches to meet the diverse
needs of various stakeholders. In the context of Al-driven healthcare solutions, it
includes data scientists, healthcare professionals, patients, and legal advisors [57].
Key issues pertaining to the provision of transparency include determining who needs
it, the necessary level of detail, accessibility, and timing. Addressing these issues
demands multidisciplinary collaboration and an adaptive approach.

On the one hand, without the input of diverse experts early in the development
process, efforts to define system transparency can fall short. Effective teams should
include all stakeholders involved in the process to ensure that all perspectives are
considered. Moreover, transparency requirements vary significantly depending on
the application context. Some situations demand detailed algorithmic transparency
to validate system reliability and fairness, while others prioritize decision-making
transparency to ensure Al-generated recommendations are clear and actionable for
clinicians or patients. Furthermore, the requirements for transparency vary across
different stakeholders [57]. For instance, data scientists need transparency to under-
stand data inputs and model mechanics, while patients require transparency for trust
and engagement with Al recommendations.

One successful approach to this challenge is exemplified by the Al-driven patient
education platform owned by DigimEvo’ [58], which posed the necessity to enhance
transparency by catering to diverse stakeholder needs. Data scientists demanded
transparency to understand data inputs and decision-making processes. Consequently,
the platform displays the connections between data that result in the generation of the
algorithmic output. Patients also demanded transparency to assess the trustworthiness
of the personalized recommendations. Consequently, recommendations are substanti-
ated by a rationale that justifies their relevance, e.g., whether there is an alignment with
the patient’s clinical profile or evidence in similar pathological conditions.

3.3 Weaknesses regarding the protection of users

As highlighted above, ensuring data transparency is critical to understanding
how AI systems work. It provides clarity and insight into processes and decisions that
affect individuals and communities. However, achieving full data transparency is
often hampered by the need to protect the rights of individuals, with privacy being
a paramount concern. Balancing the need for transparency with the protection of
privacy rights is a delicate task. While transparency promotes accountability and
reliability, it must be managed responsibly to avoid compromising sensitive personal
information. Achieving this balance requires thoughtful policies and practices that
promote openness while respecting and protecting privacy rights. In this part, we
delve into the intricacies of demanding transparency while preserving privacy.

3.3.1 Modeling sensitive data

In Al-driven healthcare, it is desired that patients and providers use advanced
technologies with minimal restrictions, fostering innovation, transparency, and

* https://digimevo.com/
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efficient service delivery. It enables better decision-making, reduced workloads,

and improved patient outcomes. Conversely, protecting patients’ personal health
information is crucial. Privacy entails keeping data confidential, adhering to data
protection laws, and employing strong security measures to prevent breaches and
misuse. Balancing these priorities is difficult, as it requires ensuring both innovation
and strict data protection simultaneously [59].

Pseudo-anonymization of patient data prevent individual identification while still
allowing re-identification when necessary for accurate predictions and personalized
care. This approach enhances data sharing and analysis safety without compromising
patient privacy. However, it poses potential risks of re-identification if combined
with other data or if the anonymization process is not robust [60]. On the other hand,
federated learning emerges as a powerful approach that enables Al algorithms to
be trained across a multitude of decentralized devices or servers, such as disparate
hospitals, without the necessity to transfer the actual data to a central location. This
approach addresses the issues of data privacy and security [61]. However, federated
learning has its own challenges, such as ensuring effective learning across different
datasets. By standardizing data and creating compatible protocols, federated learn-
ing can be a powerful tool for collaborative Al development in healthcare. Despite its
advantages, federated learning has yet to achieve widespread clinical adoption [62].

In order to mitigate the risks associated with the loss of privacy, it is also possible to
exclude variables that contain sensitive information and to investigate the primary effects
that make a variable significant. It should be noted that since correlation does not imply
causation, it is necessary to control for confounding variables in order to ensure that the
predictions made by the model are based on relevant, non-sensitive data. The concept
of explainability in machine learning plays an important role in the identification and
exclusion of sensitive variables, as well as in the detection and control of confounding
variables. This, in turn, helps to prevent incorrect assumptions about causality [63].

Consequently, the development of models that do not compromise privacy is a
challenging endeavor, given the potential for conflict between transparency require-
ments and the necessity to protect sensitive information. This is illustrated in the
Trustroke project,’ which addresses challenges in stroke treatment optimization
through federated learning, explainability, and pseudo-anonymization. By using
a federated learning infrastructure, Trustroke develops predictive algorithms on
decentralized data from multiple hospitals without transferring patient data, enhanc-
ing privacy and allowing smaller hospitals to predict stroke outcomes effectively.
xAl provides transparency in decision-making, increasing trust in the models while
protecting sensitive information. Additionally, pseudo-anonymization ensures data
cannot be traced back to individuals, allowing necessary re-identification for accurate
predictions and personalized care. These approaches collectively create high-quality,
harmonized, and trustworthy datasets, addressing critical needs in stroke treatment.

3.3.2 The disclosure of sensitive data to external parties
Transparency in Al often requires disclosing details of the data used to external

parties, which inevitably raises significant privacy concerns. Revealing the data
used allows for a clearer understanding of how Al systems work, which is crucial for

3 Funded by the European Union in the call Horizon-hlth-2022-stayhlth-01-two-stage under grant agree-
ment No.101080564. More information at https://trustroke.eu
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assessing their accuracy, biases, and decision-making processes. However, this data
transparency must be carefully managed to avoid revealing sensitive personal infor-
mation or proprietary data that could compromise individuals’ privacy.

One approach is to disclose anonymized data, which involves the removal or alteration
of personally identifiable information in order to protect individuals’ privacy. However,
itis crucial to conduct thorough research to determine which characteristics can be safely
shared without risking re-identification. For example, it has been demonstrated that
seemingly innocuous combinations of demographic characteristics can inadvertently
reveal unique or nearly unique identities [64]. Another strategy is to employ differential
privacy methods, which add noise or perturbations to the data to protect individual
privacy while still allowing for useful statistical analysis. However, implementing dif-
ferential privacy can sometimes lead to challenges in maintaining fairness, as the added
noise may disproportionately affect certain demographic groups or outcomes [65].

In the field of digital health, a common challenge emerges when data utilized
in the development of systems cannot be shared due to constraints imposed by
initial consent agreements. They typically permit the use of data for the purpose
of developing a specific system or service. However, they often do not allow for the
broader dissemination or sharing of the data beyond this scope. This limitation can
be attributed to concerns pertaining to patient confidentiality, data security, and legal
obligations to protect sensitive health information. Consequently, while the data may
be instrumental in developing innovative health technologies and improving patient
care, its sensitive nature precludes its widespread dissemination. This hinders data
transparency, thus preventing external audits and working on top of others’ work.
The resolution of this issue requires the navigation of intricate regulatory frameworks
and the enhancement of consent processes in order to achieve a balance between the
facilitation of data-driven advancements through the research community and the
preservation of patient privacy rights. It is anticipated that the European Health Data
Space, once it is fully operational, will serve as a model for other similar initiatives.

4, Future directions

In the preceding section, an examination was conducted of the complexities
involved in establishing algorithmic practices that genuinely embody transparency in
the various areas of Al governance, including the ethical framework, the normative
framework, and user activity. To address the challenges presented, several solutions
and initiatives have emerged that seek to address all dimensions of transparency: data,
algorithmic, decision-making, and the Al solution as a whole. These innovations not
only assist in mitigating the existing risks associated with opaque algorithms but also
facilitate the advancement of transparency and ethical standards in Al applications.

Nevertheless, these innovative practices must always be complemented by a thought-
ful consideration of their intended outcomes. As discussed earlier, transparency can be
perceived differently depending on the perspective and context. It is therefore crucial
that these methods are accompanied by clear explanations of who benefits from them,
what goals they aim to achieve, when and under what circumstances they are applicable,
why they are being implemented, and zow they will be carried out. Such comprehen-
sive considerations will ensure that transparency initiatives are not only implemented
effectively but are also consistent and responsive to specific needs.

In order to carry out such an exercise, it is necessary to encourage not only multi-
disciplinary work, but ideally interdisciplinary work. This means that teams aiming
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to develop an Al-driven solution should include several profiles that can provide an
ethical and normative vision, knowledge of the application domain, and technical
knowledge to provide answers to the questions posed. In the case of Al-driven health-
related technologies, it is essential that not only Al specialists and medical experts
are involved but also bioethicists, who will contribute their knowledge on ethical and
normative frameworks to the table. This will enable the development of the most
appropriate solutions to meet the challenges of the particular context. Furthermore,
the involvement of ethics committees in the approval of projects may extend beyond
the initial stages to encompass the course of the project itself. This will reflect the fact
that solutions are dynamic and problems evolve over time.

This paradigm shift would enable a transition to a new way of thinking, redefining
transparency as an integrative process and promoting a proactive approach to address-
ing these issues. Rather than viewing transparency as a mere checkbox or compliance
requirement, this new perspective would encourage an ongoing, dynamic engagement
with transparency. It calls for organizations and individuals to actively seek opportuni-
ties to disclose information, clarify decision-making processes, and engage stakeholders
in meaningful dialog. Embracing transparency as an integrative process fosters a culture
where transparency is not just a reactive disclosure of information but an active pursuit
of openness, accountability, and ethical behavior in all aspects of operations and deci-
sion-making. This proactive approach not only builds trust but also drives continuous
improvement and responsiveness to societal expectations and evolving challenges.

In this vein, the proposed AI Act represents an important milestone in fostering
trust in AI by emphasizing transparency. However, there is still room for improve-
ment. While the legislation is commendable for its enforceable provisions, a notable
limitation is the ambiguity surrounding some aspects of the requirements for trans-
parency. This ambiguity could potentially lead to different interpretations and imple-
mentations, relying heavily on self-regulation within the industry. Consequently,
there is a need for clearer guidelines and standards to ensure that transparency in the
development and deployment of Al is consistently upheld across different sectors and
jurisdictions. Addressing these concerns would not only strengthen the ethical and
normative framework, but also increase accountability, reliability, and public trust in
Al technologies as they become increasingly integrated into everyday life.

Addressing normative change will require significant effort, so it is worth explor-
ing alternative policies that can stimulate ethical change. For example, governments
could incentivize transparency and discourage unnecessary complexity through
frameworks similar to social movements such as “Move Your Money,” which encour-
aged citizens to move away from big banks [5]. By promoting transparency as a value
and incentivizing organizations that adopt clear and accountable practices, govern-
ments can effectively encourage a cultural shift toward more ethical behavior. Such
initiatives could not only increase public trust in institutions and companies but also
create competitive pressures that encourage wider adoption of transparent practices
across industries. This approach is consistent with fostering a regulatory environment
that not only mandates compliance but also cultivates a proactive commitment to
ethical behavior and transparency in governance and business operations.

5. Conclusions

The importance of transparency in Al for fostering sustainable development is
widely acknowledged. This principle is reinforced by global initiatives such as the
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United Nations’ Sustainable Development Goals for 2030, which highlight the impor-
tance of transparency in institutions. These goals emphasize accountable governance
and the necessity of transparent practices to enhance public trust and ensure effective
service delivery. By integrating transparency into Al systems and institutional frame-
works, we can advance toward a governance model that actively involves citizens and
promotes confidence in democratic processes.

As the quantity of accessible data continues to expand and Al becomes increas-
ingly prevalent, it is vital to acknowledge this growth and adopt a perspective that pri-
oritizes transparency in Al implementation. This imperative is particularly pertinent
in sectors that are vital to public well-being, such as healthcare. Transparency in Al
practices ensures that decisions made by algorithms are comprehensible, accountable,
and fair. In the field of healthcare, for instance, transparent Al can enhance patient
trust by clarifying how medical decisions are reached, ensuring privacy protection,
and promoting equitable access to health-related services.

Addressing the multifaceted challenge of understanding transparency require-
ments in Al-driven healthcare systems requires a cohesive approach. Key solutions
include bringing together diverse teams early in the Al system development process,
developing tailored transparency approaches that address stakeholder needs, and
continuously refining these strategies based on feedback. In addition, increasing
public awareness and education about Al technologies is critical to filling information
gaps and effectively communicating transparency requirements.

The embrace of transparency in Al not only fosters public confidence but also
facilitates ethical and responsible use of technology across various domains, ulti-
mately supporting a sustainable and equitable future.
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Abstract

Applying Artificial Intelligence- (AI)-based systems and tools in the context of
higher education imposes many challenges with respect to data privacy and ethics. For
example, the EU Al Act that was adopted in March 2024 classifies many Al systems
used in education as high-risk Al systems. High-risk AI systems must follow a strict
set of requirements in order to be used in practice. Beyond the legal obligations, the
trustworthy use of Al systems is not yet widespread. There are already approaches for
assessing the trustworthiness of Al systems that shall ensure that such systems com-
ply with existing guidelines for ethical AL In this chapter, we review available design
approaches for building trustworthy Al systems and evaluate their applicability in
the context of higher education. In the real-life use case of developing an Al-based
analysis system for e-portfolios from students in introductory computing courses at
university, the existing design approaches are further detailed and adapted to the spe-
cific context of higher education. Furthermore, we assess the trustworthiness of the
developed Al-based analysis system using the OECD Framework for the Classification
of Al systems. Based on the findings, we conclude and recommend a scenario-based
design process that helps build trustworthy Al-based systems in higher education.

Keywords: Al in higher education, trustworthiness, assessment, e-portfolio, natural
language processing, scenarios

1. Introduction

Publicly available Al tools are rapidly emerging and finding immediate application
in the educational field. This is especially true for Generative AI (GenAl) and cor-
responding technologies, but there is also an increasing number of initiatives in which
independent Al developments are being developed for dedicated use in teaching as
well as to support learners and teachers in learning processes. An example of such
targeted development, which also motivates and underpins the analysis presented
here, is the design and development of Al-based methodologies and tools to support
teachers in the assessment of and the formulation of feedback on e-portfolios created
by students as academic achievement [1]. Such an application has the potential to
ease the assessment and the comparative evaluation of e-portfolios, which is typically
time-consuming and elaborate due to the individual character of students’ e-portfo-
lios. However, Al-based assessment of coverage of required topics, depth of treatment
of individual topics, and reflective linking of different subject areas also require trust
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in summarized assessments generated by Al and justifications for corresponding
evaluations and reasoning. This concrete example illustrates that Al-based systems
may offer much potential in the field of education but also raises questions and poses
challenges related to the risks of AI and specifically to the aspect of trust that needs
to be addressed. The objective of developing Al-based systems needs to be to develop
systems that realize the potential benefits but at the same time make sure that the sys-
tems can also be trusted. According to the EU strategy of following a human-centric
approach to developing Al systems, trust is the prerequisite for this approach.

Based on the use case of supporting the assessment of e-portfolios by Al-based
methods and tools as illustrated above, our work presents an in-depth analysis of how
to design trustworthy Al-based systems in higher education. Specifically, the follow-
ing research questions will be addressed: What are the requirements and best practices
for building trust with relevant stakeholders involved in the Al-supported analysis of
complex learning artifacts such as e-portfolios? How can trust be deliberately inte-
grated into the design and development process of such an Al-based analysis system?

In order to answer these questions, we proceed as follows. After an outline of
the theoretical foundations of trust in general and trustworthiness in the context of
Al-based systems, we present a detailed analysis of the specific challenges of applying
Al in education. Subsequently, we review existing approaches for building trustwor-
thy Al systems that implement the Trustworthiness-by-Design paradigm. Based on
the real-life use case of developing an Al-based system for analyzing e-portfolios from
students at university, we adapt and refine these approaches for the context of higher
education. The derived scenario-based design and development process is described
in detail, as well as the evaluation of the developed e-portfolio analysis system using
the OECD assessment framework for trustworthy Al Finally, the resulting findings
are critically discussed, and the identified benefits and potential challenges of the
proposed scenario-based approach are highlighted.

2. Trustworthiness of Al-based systems

In a general sense, trust is the belief “that a person (the trustee) will act in the best
intevests of another (the truster) in a given situation, even when controls are unavailable
and it may not be in the trustee’ best intevests to do so.” ([2], p. 19). According to a study
conducted by Slade et al. [3], the most important element of trust is reliability and
consistency of the trustee, followed by beneficence and transparency. Trust with
respect to the use of a product or system can be defined as the “degree to which a user
or other stakeholder has confidence that a product or system will behave as intended” ([4],
section 3.41). Drawing on this definition, trustworthiness is the “ability to meet stake-
holders’ expectations in a verifiable way” ([4], section 3.42). Consequently, it depends
on the context and type of system in order to determine the characteristics that are
expected from a system and how to verify them.

In the context of Al-based systems, a variety of principles and requirements under-
lying trustworthy systems have been identified (e.g., see Refs. [5, 6]). Trustworthy
Al-based systems comprise three components: they are lawful, ethical, and robust [5].
Based on these components, the higher-level expert group on Al (Al HLEG) of the
European Commission defined a set of requirements that need to be fulfilled by a system
in order to be considered trustworthy. These requirements include human agency and
oversight, technical robustness and safety, privacy and data governance, transparency,
diversity, non-discrimination and fairness, societal and environmental well-being, and
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accountability [5]. Similar principles can be found in the Recommendation on the Ethics
of Artificial Intelligence adopted by the UNESCO in November 2021 [6]. Here, the need
for creating awareness and literacy among the public is explicitly stated, and also the
aspect of multi-stakeholders in AI governance is included in the principles.

In order to evaluate whether a given Al-based system adheres to the requirements
of trustworthy Al, a standard set of criteria needs to be established and assessed for a
given system. The assessment list by the Al HLEG, for instance, formulates questions
for all aspects relevant to trustworthy AI [7]. The list is intended to be used as a self-
assessment list for evaluating the trustworthiness of an Al system’s design, develop-
ment, and usage. It is important to note that not only the final system is assessed, but
also the design and development process to build the Al system. Applying the assess-
ment list in a certain domain also requires to adapt or add elements to the list to make
it fit the specific requirements of the application context.

As an early pioneer in the field, the OECD Al group embraced the task of qualifying
artificial intelligence systems so as to make them scrutinizable by policymakers. The
working group defined in 2019 the Al principles that define the first policy directions
needed to create a trustworthy Al (e.g., shaping and enabling intevoperable governance
and policy environment for AI (Principle 2.3): Governments should create a policy environ-
ment that will open the way to the deployment of trustworthy Al systems). The OECD
framework for the classification of Al systems [8] presents a series of assessment ques-
tions, each of which contributes to the principles in a documented manner. This set of
mostly qualitative questions gives hints of how the principles are approached.

Going beyond the OECD framework, the NIST Al risk management framework
[9] describes a process with more concrete steps to manage the risks so as to adhere
to the principles and thus “guarantee” trustworthiness. The approach is even more
operational with concrete indications of metrics, risks, playbooks, and processes.

The need for trusting artificial intelligence has grown explosively, with multiple
other initiatives offering approaches to evaluate (e.g., the z-inspection') or to certify
(e.g., the 1IEdTech’s TrustEd apps program?).

With the goal of supporting the development of trustworthy Al, the European
Union adopted in May 2024 the Artificial Intelligence Act (AI Act [10]), which is
the first legal framework for regulating the use of Al-based systems. The framework
takes a risk-based approach and applies the classification of the OECD summarizing
an Al system into four levels of risk. On the top level, systems that pose a clear threat
to people and businesses are categorized as systems with unacceptable risks. The
development and use of such systems are forbidden. On the next level, systems are
categorized as high-risk systems. They fall under the provisions of the AI Actand
have to comply with strict requirements for developing, deploying, and using them.
Examples of high-risk Al systems include Al-based exam scoring systems, robot-
assisted surgery systems, and Al-based credit scoring systems among others. Limited-
risk systems are grouped on the third level and have to adhere to certain transparency
regulations. Minimal risk systems can be used without any limitations.

Despite the many guidelines, recommendations, and regulations, trustworthy
Al is not the same as trusted Al [11]. Recent investigations have shown that applying

! The z-inspection is an evaluation process for the trust of artificial intelligence systems, it is piloted by a
non-profit association of scholars. See https://z-inspection.org.

* The 1EdTech TrustEd Apps program offers a management solution to educational institutions https://
www.ledtech.org/program/trustedapps.
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up-to-date guidelines and metrics for trustworthiness does not lead to an increase

in actual trust in Al systems. The authors argue that public attitudes are largely built
upon the perceived trustworthiness of an Al application, which in turn is influenced
by typical constructs of technology acceptance such as perceived ease of use and
perceived usefulness, as well as the attitude toward Al in general.

3. Challenges of applying Al in education

From the very beginning developments in Artificial Intelligence depicted links to
the field of education, and research and developments in Al were transferred to the
field of education and stimulated new research approaches in the field of education
[12]. Consequently, there is a long history of applications of Al technologies in educa-
tion, and Al has been linked to numerous potentials and benefits in education (e.g.,
see Refs. [13-15]).

Educators tend to quickly adapt all types of new technologies to enrich teaching
and learning, and also ones not specifically targeted to the field of education. This also
applies to novel Al-related technologies. Against this background, it is not surprising
that approaches to describing and classifying forms and scenarios for the use of Al in
education have to be incomplete and limited. Typical approaches to classify the use
of Al in education (AIED) distinguish between (a) student-focused AIED, teacher-
focused AIED, and institution-focused AIED [15, 16].

Scenarios and corresponding technological approaches in the context of student-
focused AIED include, in particular, personalized learning and intelligent tutoring
systems, while teacher-focused AIED scenarios are often related to automatic assessment
of students’ learning and support in providing adequate feedback. A typical objective
of institution-focused AIED is the identification of dropouts and students at risk. In
addition, Al-related competencies and skills are considered an important aspect, both
for students and teachers. On the students’ side, these are understood as a prerequisite
for the effective and reflective use of generative AI (GenAl) technologies, while they are
also considered a specific learning objective of Al-enhanced learning scenarios. Similarly,
corresponding competencies are considered indispensable for teachers to effectively apply
Al technologies in the classroom, but also for teaching fundamental skills and fostering
competencies related to Al and Al technologies. Yet, in both cases, the characteristics and
the extent of such competencies are still objects of scientific discussions.

There is currently a consensus of opinion that such applications of AI technologies
in the classroom and for learning and teaching also come with risks and challenges.
This is based on general ethical concerns and requirements [16, 17]. The Beijing
declaration [18] represents the first approach to list challenges and formulate policy
recommendations specifically targeted to the field of AIED.

Recently, challenges for the application of Al in education were raised in a number
of publications, in some cases on a more general level and in others on a more detailed
one, and closely related to specific Al technologies, such as generative Al (e.g., see
Refs. [19, 20]).

Many of the raised challenges may be related to the aspects of trustworthiness of
Al technologies but also to trust in the use of humans [21]. Specific concerns may be
related to aspects such as privacy and security, quality and effectiveness of Al tools,
trust in presented results (e.g., with respect to possible algorithmic bias), and equity
in access. For instance, in institution-focused AIED, targeted to identify possible
dropouts and at-risk students, the corresponding Al system requires trust in the
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assessment of individual students, providing a sufficient degree of transparency on
how the decision was made. At the same time, privacy must be respected.

4. Trustworthy Al by design

Despite the availability of ethical guidelines for trustworthy AI, there seems to
be a gap between defining general guidelines and actually putting them into practice
[22]. As the guidelines need to be applied during the whole engineering process of
Al-based systems and also when deploying and using them, the design and develop-
ment process of Al-based systems needs special consideration. There are various
approaches on how to design and develop trustworthy Al-based systems. In the fol-
lowing, we present approaches that take a holistic view on developing Al-based sys-
tems and that realize a Trustworthiness-By-Design paradigm. All outlined approaches
target and include trustworthiness as a core element of the design and development
process from the beginning.

In a collection of 62 Responsible Al Patterns, the book [23] describes best practices
in the form of solution templates for coping with the challenges associated with the
design, the implementation, and the management of Al-based systems. The pat-
terns are grouped into three categories related to product, processes, and governance
considerations. Depending on the context of the application at hand, these patterns
can be reused and adapted to the specific requirements of the respective domain.

In order to establish a trustworthy and responsible AI development process, [23]
identifies the potential issues that can arise in the individual stages of the software
development process. For each issue, the authors propose a solution to specifi-
cally address and mitigate the identified problems and risks. As an example, in the
requirements phase, it is essential to collect, elicit, and document requirements with
respect to trustworthy Al. As a solution, so-called Responsible AI User Stories can be
introduced as a new type of user story. Based on predefined templates and guiding
questions, the user stories are defined and worked on as part of the product backlog
in an agile project. Another example of how to integrate ethical considerations in the
design process is the use of envisioning cards [24] in order to strengthen awareness
and reflection on how Al systems may impact human values. Envisioning cards focus
on four envisioning criteria namely stakeholder, time, value, and pervasiveness. Each
card describes a specific concept related to these criteria and suggests design activi-
ties to initiate discussion and engagement with possible effects and implications of
Al-based systems with respect to this concept.

In addition to general best-practice guidelines, there are also company-specific
approaches that are published and used in practice. Examples are the responsible Al
practices recommended by Google [25], which emphasize a human-centric design
approach and the importance of testing activities; the Guidelines for Human-AI
Interaction [26] developed by Microsoft Research with a focus on user interface
design of Al-based applications; and the IBM Design for Al [27], which explains the
rationales and driving forces underlying the design of Al systems.

5. Use case: Al-based analysis of e-portfolios

In the following, we present a real-life example of how Al-based technology
and tools can be applied in higher education. The application performs an Al-based
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analysis of e-portfolios and shows how both teachers and students can benefit from
using such tools in teaching and learning.

E-portfolios are collections of digital artifacts that students create to document
their individual learning. In the e-portfolio, they present individual project results,
summarize learning content, and reflect on the learning process and goals they have
achieved. E-portfolios are similar to online blogs that contain a variety of multimedia
content and can be highly personal. In the context of higher education, e-portfolios
are generally used as a competency-based learning tool but also as a means to perform
holistic assessments of the learning process and learning outcomes. At the University
of Education Weingarten, e-portfolios have been used in introductory courses in
computer science and learning technologies for over 10 years.

5.1 Teaching and learning scenario based on e-portfolios

A typical scenario on how to integrate e-portfolios in university courses is as
follows. Students take part in the lecture and are encouraged to deepen the learning
content independently. They choose their own focus topics and work on these inde-
pendently. This includes researching relevant information as well as carrying out small
projects to apply what they have learned in practice. Students document the entire
learning process, rephrase the knowledge they have synthesized, and develop content
in their personal e-portfolio. They can share their e-portfolios: It is up to the students
to decide who they grant access to the e-portfolio. By doing so, they can receive
feedback on the e-portfolio presented in the composition system from their fellow
students or the teacher and use the feedback to improve the e-portfolio. At the end of
the semester, students submit the completed e-portfolio. The composition system is, in
the case of the University of Education Weingarten, the widely used Mahara platform’.

Latest, at the end of the semester, the teachers assess the e-portfolio based on
predefined criteria. The assessment is typically done based on rubrics [28]. In the
rubrics, all relevant assessment criteria are listed along with a description of different
performance level characteristics. Figure 1 shows an extract of an example of a rubric
for e-portfolio evaluation.

5.2 AISOP: Al-supported observation of e-portfolios

In the AISOP project, we have developed a web application that carries out an
Al-based analysis of the e-portfolio contents. Every time the user accesses their
e-portfolio in the composition system, they can request an automatic analysis and see
the result of this analysis in the AISOP web application. The web application employs
thematic classification and concept maps to allow for an interactive concept-based
coverage analysis and navigation as depicted in Figure 2. It will also provide different
perspectives on the e-portfolio contents based on linguistic characteristics such as text
complexity, lexical variety, or coherence (see Ref. [29]).

5.3 Design and development process

The AISOP web application has been designed and developed using the scenario-
based design approach as proposed by Rosson and Carroll [30]. In the design process,

3 Mahara is an e-portfolio platform maintained by Catalyst.NET.
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Criteria Beginner Intermediate Advanced Proficient
Complete presentation |A subset of the relevant concepts |Relevant concepts are Relevant concepts are All relevant concepts are
of relevant concepts are described, and/or relavant stated. Descriptions are described and partially described technically correct
concepts are partly described.  |taken from the available enhanced with additional and in sufficient detail.
leaming materials. materials and with Completely independent
explanations in own words. | work.
Indepently created Artifacts (graphics, code extracts | Some indi dently created |Independently created Independently created
artifacts etc) are taken from the available |artifacts are presented. artifacts are presented. artifacts are presented.
learning materials. Artifacts show/apply basic  |Artifacts apply advanced Artifacts are fully elaborated
concepts and their concepts and their and described proficiently.
relationships. relationships.
Appropriate use of The portfolio contents is mainly | Some media artifacts are Various media artifacts are | Various media artifacts are
digital media P d in text format. integrated. The artifacts are |integrated that illustrate the |judiciously selected, well
selected and included based |presented contents and elaborated and provide new
on the thematic context. enhance the understanding | perspectives on the
of the contents. underlying conlents.
Figure 1.

A part of the rubrics to evaluate e-portfolios.

various scenarios have been developed that illustrate the main usage scenarios for
the analysis system from the perspective of the target users (see Ref. [31] for example
scenarios). The resulting scenarios are the basis for system design and development
and have been used to derive test scenarios for evaluating the application in a real-life
context at the university. The evaluations yielded a number of experimental results as
presented in Gantikow et al. [32].
The project giving birth to the AISOP system was created so as to offer a repro-

ducible approach that can be summarized by the following steps to obtain a similar
system in other teaching opportunities based on e-portfolios (the AISOP “recipe”):

* Formulate proposed scenarios of use that reflect the concrete teaching situation at
hand. Make sure to consider all aspects that encourage a trusting use of the web
application (e.g., inspired by the key questions in the assessment list by the Al

HLEG [7]).

* Have an e-portfolio composing system ready for the students, including the pos-
sibility of sharing with selected users.

Konzepée Inhaltsverzeichnis Quellen Mahara Blocke Hyperfinks  Abb Tags Tabellen ¥ ische Verschliissel bl
Aufgabe 1: Folgender Satz soll mit clem Cisar- Code verschldsselt werden:
“Der Caesar Code ist eine symmetrische Verschigsselung®
GHU FDHVDU FRGH (VW HLQH VBPPHWULVFKH YHUVFKOXHUWHOXQ)
Aufgabe 2: Beschreiben Sie kurz, warum die Integritit des oben angewendeten Cassar Codes -
nicht unbedingt gegeben ist. =
Es hardelt sich um eine cinfische Verschisselungsmethode, bei der jeder Buchstabe im Klartext um
eine faste Anzahl von Positionen im Alphabset verschoben wird. Ein Angreifar hat viele sinfache:
= Mbglichteiten den Code rauszufinden.
m Mo Aufgabe 3: Uberlegen Sie sich eine Moglichkelt, den Caesar Code zu modifizieren um elne.
x| NI T " - b Vertraulichkeit, I it und Code
a e (e ) - &
it 1 Zufallige Reihenfolge von jedem Buchstabe.
® Aitivos Konzept  # Konzopte im Bildausschnitt ® Vorwandto Kongopte:
Kryptanalyse
Encryption nennt man die ENtzifferung einer abgefangen oder mitgeharien Nachricht.
g ,\ a) Haufigheitsanalyse:
« In jedler Sprache knmmen einige Buchstabien haufiger vor als andere. B iner Haufigkeitcanalyse
Auswertung Wert Link 23hit man, wie oftjedes Zeichan in der verschitsselten Nachricht vorkomt
0 = « Man vergleicht diese Haufigkeit mit der bekannten, durchschnittlichen Haufigkeit von Buchstaben
in der entsprechencien Sprache. Zum Baispielist im Deutschen der Buchstabe E” sehr haufig,
Ourclisthafitiches Wert 072 wahrend X" oder *Q" cher selten vorkommen. -
Hochster Wert 10 Y = Durch den Vergleich kann man Rckschinsse auf cie mogliche Zuordnung der verschitsselten
Zeichen zu den tatsschlichen Buchstaben ziehen
Niedrigater Wert 025
&) Brute-Force-Angriff:
Figure 2.

Concept-based navigation: An interactive concept map generated by the vesult of the classification with its
corresponding e-portfolio navigation.
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* Make sure the e-portfolio composing system can be interfaced with the AISOP
web app (this may need to configure web services, authorize them, or write
custom interfaces). This is the step where the users will express their authoriza-
tions and thus express their trust. Thus, a clear scenario is useful to envision the
trust of the authorization.

o Identify the courses where this is to be applied. Create concept maps for represent-
ing the knowledge domain of each course (e.g., using CmapTools*). Scenarios of
usage of the e-portfolios in the course of a term should be available.

¢ Collect textual materials relevant to the course content, such as course slides or
earlier e-portfolios, and make sure you are allowed to process them. This process-
ing is necessary to generate training data for the natural language processing
(NLP) pipeline incorporated in the e-portfolio analysis system. It is an internal
process and can be made with protected content (copyrighted, personal data...).

* Extract all the relevant text fragments within text files (e.g., using a clipboard
tracker’).

* Perform the manual annotations of the topic classification of all the fragments
(e.g., using Explosion Al’s Prodigy®).

* Train the text classifier and refine the training. This creates a classification model
specialized to the course learning content (e.g., using Explosion AI’s Prodigy).

* Install and configure the classification model as well as the concept map as a new
course in the AISOP web application (see web application documentation’).

* Test the system implementation based on the proposed scenarios of use (see step
1). Assess whether the criteria for trustworthiness are met or whether the system
needs to be optimized.

All e-portfolios of the newly integrated course can now be analyzed and visualized
in the web application by any user who has access to the e-portfolio composition system.

The approach applies fairly generic tools (such as the topic classification) and
manages a pool of data so as to train the classifiers, one of the cornerstones of the
machine learning approach to developing artificial intelligence tools. As depicted
in the recipe, the process starts by defining appropriate usage scenarios considering
criteria for trustworthiness and ends with a practical evaluation of the solution based
on the scenarios defined beforehand. If the evaluation results do not meet the defined
criteria, a new development cycle will be initiated.

* CmapTools is a freely available concept-maps editing system, https://cmap.ihmc.us.

> Such a clipboard tracker is available open-source at https://gitlab.com/aisop/aisop-hacking/-/tree/main/
aisop-clipboard-extractor.

® Prodigy is a commercial tool to support the annotation of texts for several classical NLP tasks, see https://
prodi.gy/.

7 The AISOP web application is available open-source at https://gitlab.com/aisop/aisop-webapp.
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This approach was elaborated and experimented with in the AISOP project.
Among the experiments, we ran several rounds of marking supported by the AISOP
tool so as to elucidate how the tool could support the teacher’s review process. Some
of these experiments and their results are described in Gantikow et al. [32] and the
papers cited therein. Another round of experiments is in preparation where the
interpretation of the students of the colored topic maps and the induced navigation,
which are a way to present the output of the text classification, is in focus.

5.4 OECD assessment of the AISOP Al service

Before discussing the ethical and trust-building aspects of the AISOP approach, we
first take the time to assess it as an artificial intelligence application according to OECD
which “provides a structured way to assess Al systems’ potential to promote the develop-
ment of human-centric, trustworthy AI” [8]. The complete assessment is in Appendix 1.

The assessment covers the five key dimensions: People and planet, economic
context, data and input, Al model, task and output. It qualifies the trustworthiness
of the Al system embedded as a web application service. Being a system made for
supporting the learning, the usage of the AISOP system carries core dimensions that
can be reformulated as in Figure 3.

The highlights of this assessment include the following observations:

The service must be seen as a complete service, although the Al component (the
topic recognition) is a modest part of the process: Indeed, multiple criteria, such as
the optionality, the impact on critical processes (such as giving a mark), the agency
of persons, or the personal nature of data, are only valid because of the way they are
assessed as a service delivering a visualization.

The transparency of the Al results cannot be offered. This lies in the relatively
hidden neuronal network nature of the spaCy models but also in the probably homo-
geneous nature of the texts used for training the classifier. While transparency could
become better defined in the scientific literature, there appears to be no pressing
need to offer users a more transparent classification, instead, the paper [32] presents
a study about the usability of the interactive concept map and highlights that better
integrations could be closer to support the students’ in their use.

ONTENT, TOPIC MAP\

( \ | DATA & INPUT i \
SLIDES, PORTFOLIOS
ACADEMIC
COLLAB TOPIC
RECOGNIZER
LEARNERS
TEACHERS
CONTEXT PEOPLE & Al MODEL
LEARNING ANl
INSTITUTION |  E-LEARNING TEAM
LANGUAGE
FELLOWS ANALYSIS SERVICE || ANALYZERS
SOCIAL o gt
TASK & OUTPUT
\ ) "\ COMPOSITION i\ /

Figure 3.
The cycle of usage of the AISOP web application, adapted from the cycle of usage of a generic Al system of OECD [8].
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Rights handling with training corpora for learning relevant material is a multifaceted
process. While a university could be handling only its internal data, it is difficult for
newcomers to embark, and the reuse of existing corpora is important. For this reason,
reusable corpora (e.g., from course contents and from existing e-portfolios) are desir-
able. Repositories such as Germany’s research data repository in education,’® which
allows access to limited researchers’ circles, can offer a solution. The highly personal
nature of e-portfolios makes it so that, even if anonymized, a student would recognize
their e-portfolio immediately. Thus, sharing in a completely open form is rare and needs
explicit permission. However, there is no risk in terms of possible divulgation of training
content in the AISOP case (contrary to the case of generative Al systems).

Finally, it is important to acknowledge that the AISOP recipe involves course-
specific data and thus a course-specific classification system. This implies that each
application of the recipe operates for its restricted focus. We claim that, beyond the
cold-start problem mentioned above, this allows every institution to carry responsi-
bility for the relevance of the Al service, which is a fundamental value of a course and
the services around it.

The assessment of the OECD has given us the opportunity to ask ourselves how the
software’ artificial intelligence dimensions (such as the flow of data and the personal
data protection aspects) are being monitored. Based on this assessment, one can eas-
ily answer the European Union’s Al Act’s classification of the service [10]. This leads
us to evaluate the AISOP web application as a limited-risk system for which there may
be registration requirements.

6. Making a trustworthy process

The proposed recipe to create an artificial intelligence is rather following com-
mon steps: It involves the reuse of software, the reuse of datasets (NLP corpora), the
enrichment with context-specific data, and the interfacing so that students submit
their own data and obtain, thus, a service powered by artificial intelligence. It can
be seen as a typical system without employing large artificial intelligence models of
which only a few exist on earth and for which the privacy terms are rarely respectful.

The process can be assessed as trustworthy and respectful of the AI goals of the
OECD. That means showing what data is stored, where it is transmitted, and how
it is being analyzed. We claim that the AISOP experience has proven that the use of
scenarios makes it clear how a user perceives how their data is exchanged and pro-
cessed. This is a very important lever to attract trust and is somewhat independent
of the assessment of the governance of data and algorithms. However, both are of
fundamental importance to be able to offer a trustable service.

As shown in the OECD assessment, it appears just as fundamental to give users
freedom of choice as it is to show how the data is exchanged in a transparent and
comprehensible manner.

While some of the AISOP experiments have shown very little concern about pri-
vacy on the part of the students, the respect for privacy can be the subject of a sudden
breach of trust that would have a fatal impact on the use of a service. Thus, it appears
fundamental to be able to express properly which data is transferred, how much, to
whom, for which purpose, and to what extent the user is obliged to use the service.

% The research data repository in education is accessible from https://www.forschungsdaten-bildung.de/.
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Due to the interplay of multiple systems, it is not uncommon for users to feel over-
whelmed by the selection options and simply click on “ok” in an authorization dialog,
without actually understanding what they are giving their consent to. But this may
stop at any time (e.g., when the news arouses mistrust about a certain aspect, which
generally provokes the entire rejection reaction), and only a careful explanation may
convince them otherwise. We claim that assessing the trust in workflows through
scenarios even before a finalized software is available is an appropriate method to
ensure long-term trust and long-term evolution of the software.

7. Conclusion

In this paper, we have attempted to define trustworthiness and trustability for
artificial intelligence applications based on the definitions of the literature. The wide
spectrum of contributions and recommendations that we could encounter have not
yet provided methodologies that have proven themselves as applicable in practice for
learning systems.

We have described the design and development process that we followed to build
an Al-based web application service of which one can assess the trustability. Through
the use of scenarios, we have been able to highlight challenging points of trust and the
presentation of what to expect of a system and thus make sure that they are clear to all
stakeholders.

In our process, we realized that some uses by students or teachers may have been
missed by our scenarios. While it is good for a development to limit its scope, some
scenarios are unavoidable as they are fundamental to building trust, and some are
even an obligation by law. Examples include the scenarios to operate in case of a
request to be forgotten (as is a fundamental right) or the reactions as a teacher against
fears of using the service (teachers could explain the web application’s privacy guar-
antees better, but they could also adjust the configuration).

Among the few discoveries that appeared is the establishment of principles of
“who should be able to decide whether an Al system is used to analyze an e-portfo-
lio?”: While it appears natural to leave this choice to the authors of the e-portfolios,
this is not what is done in practice: Any person who is reviewing an e-portfolio is in
a position to submit the content to an Al system. Expressing this possibility (or its
prohibition) as a scenario is an excellent way to evaluate its desirability.
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People and Planet
Characteristic Question Response
Users of Al system What is the level of competency of users who interact ~ Amateur / Apprentices

with the system?

Impacted Stakeholders

Who is impacted by the system?

Students, Teachers

Optionality and redress

Can users opt out, e.g. switch systems? Can users
challenge or correct the output?

Usage is optional
Correction requires re-running
steps.

Human rights and
democratic values

Can the system’s outputs impact fundamental human
rights?

No because usage is optional and
the information is only indicative
for teachers.

Well-being, society and
the environment

Can the system’s outputs impact areas of life related to
well-being (e.g. job quality, the environment, health,
social interactions, civic engagement, education)?

Enhancement of the review
process (support of the education
process)

Displacement potential

Could the system automate tasks that are or were
being executed by humans?

(only enhance the time taken)

Table A1.

Section “People and Planet” of the OECD assessment of the artificial intelligence AISOP web application.

Economic Context

Characteristic

Question

Response

Industrial sector

Which industrial sector is the system deployed in (e.g.
finance, agriculture)?

Education

Business function

What business function(s) or functional aveas is the Al
system employed in (e.g. sales, customer service, human

resources)?

Learning, teaching

Business model

Is the system a for-profit use, non-profit use or public
service system?

Part of the teaching process
(public/for-profit)

Impacts critical
functions / activities

Would the disruption of the system’ function or activity

affect essential services?

No

Breadth of deployment

Is the Al system deployment a pilot, narrow, broad or
widespread?

Narrow (becoming broad)

Table A2.

Section “Economic Context” of the OECD assessment of the artificial intelligence AISOP web application.

Data & Input

Characteristic Question Response
Detection and Ave the data and input collected by humans, Human
collection automated sensors, both?

Provenance of data
and input

Ave the data and input from experts; provided,
observed, synthetic or derived?

Yes (collected using, e.g.
copy-and-paste)

Dynamic nature

Ave the data dynamic, static, dynamic updated from
time to time or real-time?

No, except enhancements by
teachers.

Rights associated with
data and input

Ave the data proprietary (privately held), public
(no intellectual property rights) or personal data
(velated to identifiable individual)?

Fragments need allowance
but could be shared in
corpora.

Fragments can be personal.
Anonymized fragments
can be used and shared for
training.
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Data & Input
Characteristic Question Response
Identifiability of If personal data, are they anonymised or personal or pseudonymised

personal data

pseudonymised?

Data quality and Is the dataset fit for purpose? Is the sample size according to cross validation:
appropriateness adequate? Is it representative and complete enough? fit for the purpose (~90%).
How noisy are the data? But course specific.

Structure of the data Ave the data structured, semi-structured, complex Semi-structured (lines of
and input structured or unstructured? texts, annotated)
Format of dataand Is the format of the data and metadata standardized standardized for the
metadata or non-standardized? annotations.
Scale What is the dataset’s scale? Small

Table A3.

Section “Data ¢ Input” of the OECD assessment of the artificial intelligence AISOP web application.

AI Model

Characteristic

Question

Response

Model information availability

Is any information available about the
system’s model?

Limited (spacy’ classification
model, probably a simple
multi-layer-perceptron

Al model type

Is the model symbolic (human-genevated
rules), statistical (uses data) or hybrid?

Statistical

Rights associated with model

Is the model open-source or proprietary, self
or thivd-party managed?

Inference tools are open-source
(spacy), preparation tools are
proprietary (prodigy)

Discriminative or generative

Is the model generative, discriminative or

both?

Discriminative (and generates
visualizations)

Single or multiple model(s)

Is the system composed of one model or
seveval interlinked models?

One model

Model-building from machine
or human knowledge

Does the system learn based on human-
written vules, from data, through supervised
learning or through reinforcement learning?

Supervised learning based on an
annotated corpus

Model evolution in the field
(applicable only to machine-
learning systems)

Does the model evolve and / or acquire
abilities from interacting with data in the
field?

No But an actualized run of the
recipe can be done at the end of
the semester.

Central or federated learning
(applicable only to machine-
learning systems)

Is the model trained centrally or in a
number of local servers or edge devices?

Centrally (based on existing
language models)

Model development and Is the model universal, customisable or Customizable
maintenance tailored to the Al actors data?
Deterministic and probabilistic  Is the model used in a deterministic or Probabilistic
probabilistic manner?
Transparency and Is information available to users to allow No. (a score is provided)
explainability them to understand model outputs?
Table A4.

Section “AI Model” of the OECD assessment of the artificial intelligence AISOP web application.

73



Avtificial Intelligence — Social, Ethical and Legal Issues

Task & Output
Characteristic Question Response
Task(s) of the system What tasks does the system perform (eg. Topic recognition.
recognition, event detection, forecasting)?
Combining tasks and Does the system combine several tasks and Yes (recognition is followed by
actions into composite actions (e.g. content generation systems, presentation on the interactive
systems autonomous systems, control systems)? concept map)
Action autonomy How autonomous are the system’s actions and Analysis is on request of the
what vole do humans play? user (reviewer)
The system only generates
visualizations.
Core application area(s) Does the system belong to a cove application area Human language technologies
such as human language technologies, computer and visualizations
vision, automation and / or optimisation or
robotics?
Table As.

Section “Tasks ¢ Output” of the OECD assessment of the artificial intelligence AISOP web application.
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Chapter 5

Unlocking the Potential of
Artificial Intelligence in Academic
Libraries

Abid Hussain

Abstract

The objective of this paper is to explore the utilization of Artificial Intelligence
(AI) within library services to enhance efficiency, accuracy, and personalization for
patrons, as well as to facilitate decision-making processes and improve overall opera-
tional performance. Using a qualitative research approach, this study reviews existing
literature from sources such as Taylor and Francis Journals, Emerald Insights, Science
Direct, Google Scholar, and Springer Link. The findings demonstrate that while Al
has been widely applied in sectors like health, agriculture, finance, manufacturing,
and education, its integration into academic libraries promises significant improve-
ments in operations such as search and discovery, cataloging, circulation, digital
preservation, and Chatbot services. Despite these positive outcomes, the study also
highlights limitations, including a reliance on literature without direct input from
librarians and patrons, which could provide deeper insights. The research offers prac-
tical implications for librarians in both public and private universities, showcasing the
potential benefits and challenges of Al implementation. Additionally, it serves as a
guideline for academic libraries and encourages stakeholders to consider AI adoption
to enhance library services. The study addresses a gap in understanding the role of
Al in library services and calls for future research to expand on these findings across
diverse library contexts.

Keywords: artificial intelligence, Al-awareness, Al-academic libraries, developing
countries, academic libraries, Al and libraries

1. Introduction

Libraries have encountered numerous challenges since their inception, continu-
ally adapting to the evolving needs of society. They have undergone remarkable
transformations, progressing from the era of clay tablets and stone inscriptions to
the modern age of digital information. Throughout history, the mediums through
which information is stored and accessed have varied widely, from ancient scrolls and
manuscripts to printed books and electronic databases. Originally, libraries served as
repositories of knowledge, aiming to provide patrons with access to the latest infor-
mation available.
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However, in the twenty-first century, the pace of technological advancement has
accelerated, leading to unprecedented changes in the way information is created,
disseminated, and consumed. Today, libraries are recognized as pivotal players in
the dissemination of modern technology, serving as dynamic hubs where traditional
resources coalesce with cutting-edge digital tools and services [1]. In the nineteenth
century, books held sway as the primary conduits of knowledge, but as society pro-
gressed, so too did the formats and mediums through which information was trans-
mitted. Just as the book evolved, adapting to new printing technologies and cultural
shifts, the nature and shape of information itself continue to undergo rapid evolution
in response to technological innovations and changing societal needs.

The present era of technology has brought about many advancements and innova-
tions in education and libraries. Some of the most prominent technologies in these
fields include learning management systems (LMS), virtual and augmented reality
(VR/AR), cloud computing, big data, and analytics, blockchain technologies, mobile
devices and artificial intelligence (AI), etc., among the use of Al is being used in edu-
cation to personalize learning, automated grading, such technology provide students
with personalized feedback [2]. In libraries, Al automates tasks, improves discovery
and access to resources, and enhances the user experience [3]. These technologies are
transforming how we teach, learn, and access information, and they hold tremendous
potential for improving educational outcomes and increasing access to information
and resources [4]. The present-era technologies have affected the entire ecosystem of
organizations, and with novice applications, a business can grow in the right direction
and the standard of living [5]; as technology grows with rapid speed, which affects
the ecosystem of entire businesses like health, finance, manufacturing, education and
libraries [5]. John McCarthy (An American computer scientist), in 1956, coined the
word Al He organized a Dartmouth conference and invited a group of researchers
to create a machine that thinks like a human. This conference marked the birth of
Al research, and the term artificial intelligence was used in the conference proposal.
John McCarthy is, however, known as the father of Al for his pioneering work in
the field [5]. Al has been deployed in various businesses like healthcare, transporta-
tion, finance, agriculture, robotics, manufacturing, gaming zones, education, etc.
However, the use of Al in library services has proved to be a milestone for the entire
operations associated with libraries.

Interestingly, cutting-edge technology has evolved the shape of modern libraries;
similarly, the role of AI has been witnessed as the most sophisticated technology of
our age. As every technology has its pros and cons, definitely Al is also not free from
certain challenges; however, experts in this age are endeavoring to overcome the
consequences of this technology. It is said that the deployment of Al will undoubtedly
bring positive changes in academic libraries. Another scholar [6] postulated that Al
has paramount benefits for library operations and is known as the promising technol-
ogy of the current century. Applying Al systems in libraries will reduce human costs
and labor. It is believed that Al is a technology that provides 24 hours/7 days without
getting tired like humans. It can be used to leverage library services effectively. Many
scholars have their views that Al in libraries will bring charm to the library services,
and it will enhance the experience of both library staff and patrons.

1.1 Academic libraries

Academic libraries are attached to higher education institutions, such as
colleges and universities [6]. These institutions serve the information needs of

80



Unlocking the Potential of Artificial Intelligence in Academic Libraries
DOI: http://dx.doi.org/10.5772/intechopen.1008234

students, faculty, and staff and typically focus on providing access to a wide range
of academic resources, such as scholarly journals, books, databases, and multi-
media materials. The primary goal of academic libraries is to support teaching,
learning, and research by providing access to high-quality, diverse, and relevant
information resources [7]. In addition to traditional library services such as
reference, circulation, and inter-library loans, academic libraries may also offer
specialized services such as data management, digital scholarship, and instruction
in research methods and information literacy.

Academic libraries play a crucial role in supporting the academic mission of
their parent institutions and contribute to the advancement of knowledge by
providing access to the latest research and fostering a culture of lifelong learn-
ing. The fundamental goals of libraries are to offer high resources for learning,
research, and intellectual growth. Libraries are transforming the conventional
way of services to modern information networking. Librarians are utilizing
innovative technologies to enhance user experience and remain competitive in
the twenty-first century. Digital tools such as open access efforts, mobile apps,
beacon technology, and Al have transformed the way libraries serve their users.
Librarians must unleash the new possibility by replacing the old traditional
services with modern information technology. Libraries with conventional
methods will no longer survive until they adopt cutting-edge technologies like
cloud computing, the Internet of Things, VR, open access initiatives, and Al. The
present paper highlights the function of emerging technologies exclusively AI and
its impact on academic libraries.

1.2 Nexus of academic libraries and ICT

Academic libraries play an important role in facilitating the academic pursuits
of patrons (students and faculty members). It has always been considered the
integral pillar of degree-awarding institutions. Academic libraries are crucial
parts of academic institutions to promote cultivating future leaders. These librar-
ies are great hubs of vital information and sources of dissemination and retrieval
of scholarly information. The integration of Information and Communication
Technology (ICT) within university libraries has been a subject of ongoing
discourse since the inception of the internet. ICT, encompassing a spectrum of
technologies facilitating information processing, coding, storage, retrieval, dis-
semination, and transmission [7], is recognized as a multifaceted tool for infor-
mation production, transmission, and processing [5]. The evolution of technology
within library services has seen notable advancements, with automated catalog-
ing, circulation, and acquisition systems enhancing operational efficiency in the
twenty-first century. In the contemporary landscape of information technologies,
academic libraries stand as pivotal hubs meeting the diverse informational needs
of their patrons. The advent of the internet has heralded a paradigm shift, propel-
ling libraries into agents of innovation and technological adaptation. The symbi-
otic relationship between libraries and technology underscores their joint mission
to cater to patrons’ information requirements. The emergence of Web 2.0 technol-
ogy has instigated profound transformations in the realm of information and
communication technologies. As technology evolves, so do the practices within
academic libraries, necessitating continuous up-skilling among library profes-
sionals to navigate new competencies demanded by the market. Librarians in
academic settings operate within an ever-evolving technological milieu, providing
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access to an array of digital resources such as e-books, e-journals, and electronic
articles [8]. The exponential growth of technology in library usage has engen-
dered a reevaluation of librarians’ perceptions, beliefs, and opinions regarding its
implications and applications. To adapt to the dynamic landscape of technological
innovation, librarians undergo continual training to acquire the requisite compe-
tencies essential for meeting the evolving information needs of their patrons. This
proactive stance is vital for addressing the associated challenges and opportunities
posed by the integration of technology within library workflows.

1.3 Use of Al in library services

Before going into detail, it is necessary to know about Al. A computer scientist
known as John McCarthy, organized a conference in Dartmouth where he introduced
the word, coined the word Al. Since that time, Al has been introduced as a field of
study. Initially, it was considered as part of the computer system. It was envisioned
that Al would perform different tasks like human intelligence. Slowly and gradually,
Al has evolved in many shapes like expert systems, neural networks, and machine
learning algorithms. It is an astounding fact that the use of Al in education and librar-
ies is increasing exponentially. Numerous applications of Al have been found, ranging
from personalized learning systems to online tutoring systems. Many scholars have
ascertained that Al-based learning has brought tremendous revolutions in modern
library services. A few popular examples of Al applications in advanced countries
include the use of automated cataloging, search algorithms, and online reference ser-
vices via Chatbots. The status of Al varies across advanced and developing countries.
Advanced countries like China, the USA, and some European countries have made
substantial investments in Al research services, while on the other hand, developing
countries are facing numerous challenges due to its high costs, IT infrastructure, and
scarcity of skilled manpower; however, still with limited resources many countries
in developing nations have adopted different applications of Al like Chatbots, geo-
graphic information system (GIS), radio frequency identification (RFID), and other
applications of web technologies. Interestingly, some free applications of Al like
Turnitin, social media networks, Grammarly, search engines, and location of librar-
ies have already been incorporated; however, developing nations are still working to
catch up with cheap applications to satisfy the information needs of their patrons.
Countries with robust Al ecosystems, tech companies, and supportive governmental
policies are leading the developing nations. It is perceived that the development of
Al will likely continue to be shaped by technological advancement. Still, a few issues
like the impact of automation on employment, privacy, and ethical concerns are a few
considerable issues that need a proper solution. Al technology has great potential to
harness library operations for the benefit of humanity; librarians in both developed
and developing countries should cope with the surge of technology to meet the
information needs of their patrons. Libraries in advanced countries have incorporated
advanced applications of Al in their library operations. The librarians in developing
countries must follow in the footsteps of advanced countries to deploy various appli-
cations that can bring positive changes in the library services of academic libraries.

The present study offers a snapshot of Al in academic libraries and presents the
following contents in detail literature review, research methodology and design,
applications of Al in academic libraries, digital resilience of the librarians, implica-
tions of Al in academic libraries, challenges of Al in academic libraries, conclusion
and recommendations of the research.
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2. Research objectives
The present research addresses the following three objectives

1.To explore and evaluate how the integration of Al in academic libraries can en-
hance library operations effectively.

2.To examine the Al-driven tools that can be used to improve users’ experience in
academic libraries.

3.To analyze the ethical considerations and privacy concerns associated with the
use of Al in academic libraries.

3. Significance of the study

1. The present study is useful to explore the integration of Al in academic libraries.
The research will explore various features of Al and identify how Al can enhance
library operations most effectively. The studies also describe the more stream-
lined process that reduces operational costs and improves service delivery to
meet the academic environment;

2. The present study will examine the Al-driven tools that can be used to enhance
users’ experience in an academic environment. The study further elaborates that
the use of Al in academic setup will create more personalized, accessible, and
user-friendly services due to which users will engage with the library resources
and will get satisfaction;

3. The present study will explore ethical and privacy concerns associated with Al
in academic libraries. As each technology has its pros and cons, similarly, Al also
has some concerns for the user’s privacy and data privacy. Highlighting them is
avital factor in safeguarding user rights and maintaining trust. These kinds of
concerns will formulate a policy guide that can foster responsible and sustain-
able Al implementation for future use. Hence, the study will contribute positive
knowledge for policymakers and stakeholders of organizations to consider these
concerns before implementing them into academic libraries.

4.The present study encompasses the deployment of Al in academic libraries;
hence, the study will bridge the gap between theory and practices in academic
libraries. The findings of this study will contribute a handsome knowledge that
will be used for future projects. Although only university libraries have been
covered, the result should be generalized to entire geographical locations of the
world and is not specific to a single country.

4. Literature review
4.1RO 1: Integration of Al in an academic library

The library community began to pay attention to the potential use of robotic
technology and similar applications of Al in late 1980. In their research, Chen and
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Chen [9] revealed that books in libraries are increasing at an alarming rate, so there
should be an expert system that can be based on Al to process all library operations,
including cataloging, classification, indexing, and abstracting systems to deal with
complex problems. In his paper, Ref. [10] articulated that the use of robots in libraries
could smoothly alleviate library operations. Language process technology and reduc-
tion of hardware costs, such as semantic analysis and computer processors, brought
tremendous revolutions in library operations. The successful implementation of AI
in other fields, particularly in higher education and libraries, will catalyst library
activities more robustly. In their research, Ref. [11] postulated that the use of Al in
libraries was not yet widespread; however, it is believed that the next few years will
be more crucial for academic librarians to implement Al in academic setup. Another
study conducted [12] explored the 25 most influential universities in the United
States and Canada have responded positively to Al and its applications in academic
libraries. Similarly, Ref. [13] has proposed that some university libraries have already
implemented a few applications of Al in their academic environment such as 3D
printing, data visualization, Chatbots, and RFID technology. The study also reveals
that over the next few years, the penetration of Al in academic libraries will acceler-
ate their library activities. The study by Ref. [14] reveals that library commentators,
directors, and publishing began to hold positive attitudes and agree to incorporate
Al-related technologies in libraries to foster library activities in more sophisticated
ways. Ref. [7] also stated that Al and similar technology can help libraries move
forward to smart libraries that can be used for resource discovery, machine-readable
collection, resource discovery, and machine-readable collection. Ref. [1], in his study,
has stated that libraries are changing agents of innovative technologies, and Al isa
promising technology that can impart better services in academic setups. Ref. [15],
in their study, discovered that Al provides better opportunities in discovering new
knowledge in libraries and can be used as an information literacy tool in academic
environments. In their study, Ref. [16] stated that developing countries like Pakistan
are lagging behind developed countries in incorporating Al in their academic librar-
ies for many reasons. A few reasons are lack of proper finance for IT tools, lack of
professional staff, data privacy, and less attention from stakeholders. Considering
this in mind, the present study is an attempt to formulate a policy document that can
be used as a guiding rule for implementing Al in academic setups.

4.2 R0O2: Al-driven tools for library users

Al is one of the fastest-growing technologies that can be used to leverage library
operations more effectively. Their study Ref. [17] discovered that numerous applica-
tions are highly useful for users in academic libraries like Chabot. The Al-powered
Chatbots can provide round-the-clock assistance to patrons, addressing common
queries and guiding them to relevant resources [18]. According to Ref. [19], in
information retrieval, the concept of Text Mining is particularly important in the rapid
growth of web applications. The scholar further highlighted that Al-powered text mining
tools can extract valuable insights from vast amounts of unstructured data present
in library catalogs, databases, and digital collections. Image Recognition: Al-powered
image recognition tools facilitate the classification and cataloging of images, enhanc-
ing accessibility for patrons [18]. In their study, Ref. [18] have defined that Natural
Language Processing (NLP) is a smart tool of Al that can be used to understand text and
spoken words. These Al-powered NLP tools enable the users to analyze and com-
prehend the text in multiple languages, thereby improving search capabilities and
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facilitating insights extraction from multilingual data. Ref. [20] have deduced that
Recommender Systems is yet another Al-powered tool that offers books, journal articles,
and video lectures to library users based on their past search and reading history. In
their study, Ref. [17] explored that modern libraries used Al Automated Circulation;
these Al-powered tools automate circulation tasks such as check-ins and check-outs,
enabling staff to allocate more time to provide personalized assistance to patrons. In
essence, the use of Al tools in academic libraries has brought tremendous revolutions.
Utilizing such applications not only provides the fastest services to its end users but
also reduces the labor cost of the library staff. Figure 1 below shows the Al applica-
tions and their usage in academic libraries.

4.3 RO 3: Al ethical and privacy concerns for academic libraries

The Al is an advanced technology that revolutionizes the user’s experience in
academic setup. Libraries are always user-centric, and deploying Al means that how
libraries operate and provide services to their users. Al has its prospects and chal-
lenges for library users, hence, academic librarians must address the ethical and prac-
tical concerns before implementation. The Al deals with data, algorithms, and user
privacy. The library staff should interpret and explain the Al-generated results. Al
is becoming increasingly integrated into libraries of developed countries to provide
maximal services to its end users without wasting their time. Some examples of Al
that have already been deployed in developed countries are for the users; these are
auto-summarization tools for literature reviews. The study of Ref. [7] discovered that
Al is useful for borrowing library material without the involvement of library staff.
Ref. [21] have examined that Al is useful for technical services of library operations
like classification and cataloging which ultimately provides quick services to its users.
Similarly, in a study, Ref. [22] discovered that Al can also be used for library manage-
ment processes like decision-making, reference services, and information literacy
services of its users. Ref. [22] have described that without modern technology, no
libraries can impart better services; Al has been deployed in different library services,
which attract potential users to the library, still, it is essential to consider user privacy
concerns when implementing Al into libraries. In their study, Ref. [23] indicated that
tailored Al-based services must be according to the user’s needs for maximum usage.
Ref. [17] have defined that AI has great potential for academic libraries; however,
issues like data privacy and ethical concerns should be kept in mind before deploy-
ing them into academic libraries. In their study, Ref. [24] have deduced that Al in

Al Applications in Academic
Libraries

Text Mining
Image Natural Language Recommender
Recognition Processing (NLP) Systems

Figure 1.
Use of Al in academic libraries (self-generated).
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Keyword
development

The researcher employed a comprehensive keyword strategy to identify relevant
literature. Core keywords include Al and libraries, Al applications in libraries,
and Al use in academic libraries.

Additional relevant keywords were identified through an initial literature scan.

Database selection

A systematic search was conducted across the following academic databases:
Taylor & Francis, Springer Link, Science Direct, Wiley Inter-science, Emerald
Insight, Project Muse, Proquest, and Google Scholar.

Inclusion and
exclusion criteria

Only studies published in English were included.

Studies focusing specifically on Al applications within academic libraries were
prioritized.

Literature that directly addresses the research questions was included.

Studies that do not meet the inclusion criteria, such as those focusing solely on
general Al applications or those in languages other than English, were excluded.

Data collection

Relevant articles, books, and conference proceedings identified through the
database search were collected.

Full-text versions of selected articles were obtained.

Data organization

The collected literature was organized systematically based on the research
questions.

A coding framework was developed to identify key themes and patterns within
the data.

Data analysis

Content analysis was employed to systematically examine the collected data.
The range of Al applications in academic libraries.

The benefits and challenges associated with these applications.

The impact of Al on library services and users.

Emerging trends and future directions in Al for libraries.

Data interpretation

The analyzed data was interpreted to answer the research questions.

Findings were presented clearly and concisely, supported by evidence from the
literature.

Ethical considerations

The research adhered to the ethical guidelines for academic research.

Proper citation and referencing were used to acknowledge the work of others.

Table 1.

Research methodology and design.

academic libraries has both negative and positive impacts on the user’s privacy as
well as on library staff. The scholars further discovered that Al can also cause a loss
of job opportunities for the library staff. Similarly, the study [18] shows that, on the
one hand, Al has positive potential for academic libraries, while on the other hand,
Al raises concerns about data security within an academic environment. The scholars
further highlighted that deploying Al and algorithm systems on digital platforms
can shape information dissemination in a more sophisticated way while, on the other
hand, restricting users’ freedom of expression, and such expression raises concerns
about privacy, consumer, and data protection [14] in their study discovered that
unfair and deceptive practices can harm users’ privacy in academic libraries. The
library staff must address the privacy issues of users through appropriate regulations
in a transparent way [25]. It postulated that AI holds great promise for academic
libraries; hence, it is necessary to train library staff and users before implanting the
Al applications in academic libraries (Table 1; Figures 2 and 3).
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5. Application of Al in academic libraries
5.1 Automated cataloging and classification

In their article, Ref. [14] have explained that Al is a useful tool for cataloging and
classification of library material. Academic librarians work in stressful and complex
environments and create errors and defects while cataloging materials and perform-
ing classification tasks in their libraries. Al can perform large amounts of library
materials easily and quickly and avoid human errors.

5.2 Search and discovery

Some search engines use Al power tools. These search tools help library users/patrons
to find their relevant information easily and more quickly. These search engines use and
understand natural language queries and give the most pertinent results; the best example
of a search engine is Ebsco-host smart search, which extracts data from numerous
databases and directs patrons to other databases for retrieving them.

5.3 Personalized recommendations

Al can be used to analyze a patron’s reading habits and make personalized recom-
mendations for books and other materials.

5.4 Digital preservation

Al can be used to analyze and preserve digital collections, such as identifying and
mitigating risks to digital objects, detecting, and correcting errors.

5.5 Automated circulation

The circulation tasks can easily be automated using Al Applications. All borrow-
ing materials can easily be checked in and checked out. Using this application will free
library staff from other activities, and such applications will provide personalized
assistance to the customers.

5.6 DSpace

The modern library uses Dspace library software for open digital repositories. It
is an open-source software with open coding. This software uses Al applications that
can be used to preserve and manage library repositories. It is the admirable task of Al
to provide access to digital collections.

Al applications have transformed library operations effectively; these applications
not only provide better services to the patrons but also streamline the library services
more effectively and free library services from human errors. Al applications are
more useful for both patrons and library staff.

6. Digital resilience of librarians

Librarians of the twenty-first century are resilient to adopt the application of
emerging technologies like Al in their respective libraries. These technologies not only
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effectively support their library operations but also support the academic needs of
the patrons. The library staff must understand the potential of AI and other technical
skills associated with this technology. Furthermore, librarians also urged that Al is an
advanced technology that evolves from time to time, so they should learn the techni-
cal and necessary skills. In order to empower and enhance the skills of librarians,
some common ways are suggested by scholars to be noted [26].

* Librarians should participate in the professional development program and other
training programs to enhance their skills.

* Staying current with the latest developments in Al through reading industry
publications and attending conferences and workshops.

* Collaborating with colleagues and peers to share knowledge and best practices
for using Al in libraries.

* Experiment with Al tools and technologies to gain hands-on experience and
better understand their capabilities.

* Building a network of experts and resources to turn to for support and guidance
as needed.

7. Implications of Al in libraries

In the library setup, the adoption of smart technologies, particularly Al is a global phe-
nomenon. However, in developing countries, the deployment of Al in academic libraries
lags due to various reasons such as financial constraints, poor IT infrastructure, lack of
technical staff, knowledge of IT skills of the librarians, etc. Despite these implications,
libraries are still struggling to incorporate Al in the academic realm and exhibit a spec-
trum of perceptions toward Al Developed countries have recognized its potential and are
endeavoring to enhance its various applications for education and research [27]. On the
other side, countries in developing nations still express concerns regarding its impacts on
deployment, level of awareness, privacy and security, and access to Al technology varies
among stakeholders and academia. Stakeholders and academia must harness the potential
benefits of Al in libraries. The authorities and stakeholders must remain informed about
the latest developments and best practices offered by Al in academic setup. The authori-
ties must examine its implications, benefits, and risks for the informed decision-making
process and its effective implementation in academic libraries. Many scholars have
highlighted the potential benefits of Al in academic libraries [15] and ascertained that one
of the significant bottlenecks in the deployment of Al in library operations is the digital
resilience of librarians. Few have underscored the benefits of Al in academic libraries that
should be kept in mind before implementing them. Several open applications of Al hold
promise for improving library services at minimal costs. These are:

8. Challenges of Al in the academic libraries

Albeit, before deploying Al in library operations, there might be several challenges
associated with artificial intelligence; however, digital resilience of librarians will
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be overcome while moving forward [28]; some challenges are mentioned below: (1)
Limited technical expertise: Librarians may not have the technical skills or knowledge
needed to implement and manage Al systems, and may require training and sup-
port. (2) Limited funding and resources: Implementing Al systems can be costly,
and libraries may have limited funding and resources to support the development
and maintenance of Al systems. They may approach the stakeholders and the Higher
Education Commission for the funds in this case. (3) Limited access to data: The Al
requires high-quality data. It is the job of librarians to invest more time by providing
quality data. As Al relies on data, more data would mean more quality services in the
library operations. (4) Internet and digital divide: The internet and digital divide is
yet another challenge for libraries. In some areas, the internet speed remains quick,
while in some places, the speed remains slow. It can also hamper the way the patrons
demand. Internet connectivity and digital infrastructure are in high demand for
running Al applications smoothly. (5) Limited awareness and understanding: To get
benefits from Al applications, libraries may need to be more aware of the potential
benefits offered by Al in library services. For awareness of librarians, training

Findings of the Study
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Figure 4.
Findings of the study.
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programs should be organized. Because using any new system requires a complete
understanding of librarians. (6) Ethical concerns: The Al mostly relies on data. As the
libraries deal with huge data, such data may create concerns for the libraries regarding
accountability, transparency, and bias. The librarians must know the ethical concerns
of Al systems before incorporating them into library operations. Librarians may face
different kinds of challenges while adopting Al in their respective libraries; however,
keeping in mind the right support, resources, training, and ethical concerns, the
librarians may overcome these challenges (Figure 4).

9. Findings and discussions

The present research has achieved three objectives of Al and its potential use
in academic libraries. The findings of this study show that there is a trajectory of
growing interest among librarians to adopt Al in academic libraries. The findings of
this study concordance with the study of Ref. [8] who identified that Al has great
potential to discover new knowledge within academic libraries context. The scholar
further elaborated that Al is the perfect tool for information literacy in any academic
environment. The early research identified that Al can effectively address complex
library operations. The increasing use of Al-driven technologies in leading academic
institutions reflects the growing confidence in Al to enhance library activities. The
adoption of Al is not uniform across the globe. The developed nations are leading
the way in integrating Al into their academic libraries, while the status of developing
countries is a bit slow for many reasons. The study by Ref. [7] highlighted that devel-
oping countries are lagging behind developed nations because of limited resources,
poor infrastructure, and lack of stakeholders interest while implementing them into
academic libraries. The findings of this study also corroborate the study of Ref. [29],
who illustrated the lack of librarians’ training, data privacy, and finance. The study
suggests that there should be tailored strategies and policies that consider the unique
challenges in different regions. Over all the literature suggests a positive of the future
of Al in academic libraries. The study has also explored that AI will play a critical role
in the evolution of library services; however, the adoption will likely vary depending
on regional, economic, and institutional factors.

The result of the second objective of the result shows that the integration of
Al-driven tools in academic libraries represents significant enhancement and
advancement in library operations. The study is in concordance with the study of
Ref. [28], which states that numerous applications of Al have been brought into
use, such as Chatbots, which provide 24/7 assistance to library users. The study also
explores how Chatbots can be used to address different queries asked by patrons.
Similarly, the study results also corroborate the study of Ref. [25], who discovered
that Chatbot is the most significant tool of Al that streamlines the user’s experience
with library resources. Their study highlighted the different tools of text mining for
information retrieval and discussed that text mining can extract valuable insights
from large volumes of unstructured data, which is useful for digital collection and
authorized users to access vast amounts of information in more effective ways.

The result of this objective is also in concordance with the study of Ref. [20],

who deduced that the image recognition tool of Al in academic libraries is useful
for cataloging and classifications of images in the libraries. The study also found
that the image recognition tool is very helpful for patrons to search and retrieve
visual resources more efficiently, thereby improving the overall usability of image
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collection. The result of this study also corroborates with the study of Ref. [22],
who defined the NLP as an Al-driven tool and its usage in the library that enables

a user to understand the text and spoken language. It can also be used to analyze
and comprehend text in multiple languages; such a function is particularly valu-
able in academic libraries. The result of this study also meets the study of Ref. [15],
who described the recommender systems as an Al-driven tool; the scholar has their
views that the recommender system is an essential tool of Al that recommends the
user’s journal articles, books, and multimedia based on their past search. The study
also concordance with the study of Ref. [11], who highlighted the use of automa-
tion circulation for library tasks. The study elaborated that automating circulation
allows users to check in and check out the library resources without the involvement
of library staff. In short, the adoption of Al-driven tools in academic libraries has
substantial benefits, including faster service delivery, enhanced user experience,
and reduced labor costs. As Al technology continues to evolve, its implementation in
academic libraries will undoubtedly meet the changing needs of the libraries in the
future. The integration of Al into academic libraries has brought about significant
advancements in user services and operational efficiency. However, the adoption of
Al technologies also raises critical ethical and privacy concerns that must be care-
fully considered and addressed by library professionals. The studies reviewed under
this objective provide insights into the prospects and challenges of Al in academic
libraries, particularly concerning ethical issues, data privacy, and the impact on
users and staff.

The result of the third research objective indicates the ethical and privacy con-
cerns of Al in academic libraries. The result of this study is closely related to the
study of Ref. [5], who identified that data privacy and ethical concerns are significant
issues of Al while implementing them into academic libraries. These concerns revolve
around the handling of user data, potential bias in Al-generated results, and the
transparency of Al algorithms. The result also corroborates with the study Ref. [28],
which described that AI has undoubtedly offered positive potential for academic
libraries. Still, it raises concerns about data security and the potential for Al systems
to restrict users’ freedom of expression; similarly, the study also related to the study
of Ref. [30], who further explained that Al in academic libraries has both positive and
negative impact on user privacy and the library staff. There is a great chance of data
security from the user’ side while for library staff it can create a tendency of low job
opportunities because it will replace human work with robotic operations. The study
of Ref. [12] has also discovered that AI can be used to enhance the browsing processes
of libraries and allow users to borrow library material without involving the library;
however, it also raises questions about the ethical implications of reducing human
interactions in the libraries. In their research, Ref. [28] cautioned that in academic
libraries, the unfair practices of Al could harm users’ privacy, and it is essential for
the library library staff to address this privacy to protect the user’s data. The result of
this data is also in concordance with the study of Ref. [10], who argued that tailoring
Al-based services in academic libraries should ensure privacy concerns to protect
user trust. Ref. [31] underlined that privacy concerns might give birth to a negative
impact on user trust. Ref. [5] points out that in academic libraries, the use of AI may
reduce the need for staff roles. This can pose ethical challenges for the librarians to
lose job opportunities in the future. A study, suggested that [32-34] librarians should
be imparted training before implementing Al in academic libraries because without
proper training, librarians might face several challenges like data privacy of library
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users, fairness of Al algorithms, and the protection of larger data in order to protect
the users from breach and misuse of data. In essence, Al offers significant opportuni-
ties for enhancing library services; still, librarians need to safeguard the data privacy
of users.

10. Implications of the study

As with other research, the present study also has some implications, such as
practical implications, theoretical implications, and educational implications. The
practical implication of this study will provide library administration and policymak-
ers with an overview of Al and its usage in academic libraries. The result of this study
can be utilized to decide for Al in academic libraries. It can also be used to develop
user training programs and a guideline for both library staff and users.

The study adds theoretical implications to the growing body of literature on Al
and its implementation in academic libraries. Particularly for university libraries
that are beyond any geographical location. Furthermore, the result of this study
will help the scholars to refine and extend its theoretical framework to other stud-
ies in the future. The study will provide insightful knowledge to policymakers,
stakeholders, and practitioner librarians who intend to deploy Al in their respec-
tive libraries.

The study provides valuable insights for library professionals and scholars
in the field. Thus, the educational implication of this study will provide hand-
some knowledge for library patrons, curricula devised by higher education, and
students of library and information science. The study is useful for researchers,
academicians, and policymakers who deal with this subject. In short, this study
will help educational organizations, particularly academic libraries to use it asa
policy framework.

The study also contributes handsome knowledge on the ethical and social reper-
cussions of Al and its usage in academic libraries. Thus, the findings of this study
could prompt discussion regarding the social discussion on Al. Similarly, the study
describes concerns, biased issues, and power dynamics of Al in an academic environ-
ment. In short, the study provides both challenges and opportunities associated with
Al use in academic libraries that could inform decision-makers in both national and
international organizations.

11. Conclusion

The paper provides a comprehensive overview of the utilization of Al in academic
libraries, aiming to enhance efficiency, accuracy, and personalization for patrons
while improving operational performance. Through qualitative analysis of existing
literature, it elucidates AI’s role in various library functions such as search and discov-
ery, cataloging, circulation, and digital preservation. Despite its potential benefits,
challenges like limited technical expertise, funding constraints, and ethical concerns
are acknowledged. Recommendations emphasize continuous learning, collaboration,
and leveraging free Al applications. The study highlights the importance of Al adop-
tion in academic libraries, underscoring its transformative potential amid evolving
technological landscapes. Foresee in mind its function and challenges, the following
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recommendations are made for the academic librarians, stakeholders, and scholars in
the field:

Recommendations for Al in academic libraries

1.To make Al an integral part of their libraries, librarians must keep pace with
emerging applications of Al As Al evolves from time to time, librarians should
learn these skills.

2.The librarians should experience Al and associated technologies in the age of
digital transformation. Such technologies will not only bring ease to their library
operations but also equip patrons with the latest technologies.

3. Al introduces numerous free applications for library operations such as Plagia-
rism software, Google Maps, Dspace, Chatbots, and other similar applications.

Librarians should utilize these applications for smooth functioning.

4.To understand the full spectrum of AI applications in library services, librarians
must bring diversity to their services to fulfill the demands of their patrons.

5.Training for new applications is highly necessary; the library staff needs to
participate in professional development programs and different types of training

that enhance their skills in Al

6.To gain hands-on experience and understand the capabilities of Al applications in
library operations, librarians should experiment with Al tools and technologies.

7.The latest developments in Al technologies occur from time to time. Librarians

should abreast themselves with these technologies by joining conferences, work-
shops, and other professional development programs.
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Chapter 6

Exploring Al Applications
in Essay-Based Assignments:
Affordances and Risks

Ahmad Alzahrani and Ying Zheng

Abstract

This study examined the feasibility of employing artificial intelligence (AI) for
feedback provision on essay-based assignments in a UK Higher Education setting.
Although the critical role of feedback in enhancing students’ learning experiences is
widely recognised, resource limitations and large student numbers often hinder its
quality and timely delivery. Through in-depth interviews with four participants from
a university in the UK, this research investigated AI applications in essay evalua-
tion, utilising data from 12 Al-generated essays and their corresponding feedback.
The aims of the study are to evaluate tutors’ abilities in discerning human and
Al-generated essays, as well as evaluating the quality of Al-generated feedback from
their perspectives. Findings showed that assessors could detect certain characteristics
consistent with Al generation and noted ethical concerns regarding deviations from
academic standards. Participants also acknowledged Al’s capacity for swift feedback
delivery as compared to human. The results of this study help enhance our under-
standing of AI’s affordances and risks in assessment and feedback, particularly in the
less explored university essay assignments.

Keywords: artificial intelligence (AI), essay-based assignment, feedback, assessment,
ethics

1. Introduction

Quality feedback is recognised as a key factor in improving students’ learning
experiences and achievements. However, due to resource limitations, providing
timely and constructive feedback to many students is a challenging task. Automated
feedback systems (AFS) are increasingly seen as a potential solution, but they have
been less commonly applied to open-ended writing tasks, such as essay assign-
ments and project proposals [1]. Recent advancements in Generative Pre-trained
Transformer (GPT) models, particularly ChatGPT, offer new possibilities for enhanc-
ing AFS by providing more natural and context-specific individualised responses.

Additionally, ethical discussions are taking place within educational and schol-
arly realms. While taking advantages of the methodological advancements in Al,
scholars emphasise the need for increased methodological rigour and ethical scrutiny
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in practice [2]. The emergence of Large Language Model (LLM) powered by Al
chatbots, such as OpenAl’, raises scholarly and practical concerns regarding their
potential applications, ethical implications, and the distinction between AI- and
human-produced texts [3].

Moreover, the widespread use of Al models among students and academics
prompts questions about how tutors can adapt course contents and assessment meth-
ods to mitigate the impact of students’ extensive reliance on them [4]. An alternative
perspective suggests empowering educators to incorporate Al for various educational
purposes, such as generating lecture topics, demonstrations, exam questions, assign-
ments, content explanations of contents, ideation exercises, and grading essays or
programming assignments [5-8].

Similarly, tutoring, recognised as a highly individualised and efficient method to
improve student learning, faces a shortage of adequately trained tutors [9]. Although
tutor training programmes have been developed, a significant gap exists as most
programmes lack specific formative feedback, leaving a research void in tutors receiv-
ing feedback on their assessment methods. Researchers now advocate emphasising
utilising pre-trained Large Language Models to give the tutors precise formative
feedback on their tutoring practices, emphasising the assessment of the accuracy of
Al-generated feedback in enhancing tutor learning and performance [10].

Integrating Al use as discussed above has been seen as a promising opportunity to
improve feedback. This is because creating individualised feedback for assignments is
an intricate task [11]. Additionally, recent research recognises the above-mentioned
shortcomings of current evaluation approaches and suggests investigating the use of
Large Language Models (LLMs) as a potential remedy for automating error identifica-
tion and facilitating teacher assessments in classroom-based second language (L2)
learners’ writing assessment [12]. Moreover, research regarding the use of ChatGPT
in providing scoring information acknowledges the limitation of directly employing
pre-trained models like GPT-3.5 for tasks involving student language and underscores
the necessity of fine-tuning on domain-specific data [13].

The study posits that integrating GPT models, like ChatGPT, into automated
feedback systems can significantly improve the quality and relevance of feedback for
open-ended writing tasks. The research design evaluates this by comparing GPT-
based feedback with traditional methods, assessing its impact on accuracy, timeliness,
and contextual relevance, while also exploring tutors’ views on how Al can enhance
their feedback practices. The chapter introduces the challenges of current feedback
systems, presents GPT models as a potential solution by reviewing the literature on
Al model use in feedback and assessment, and discusses their practical applications
and ethical implications, guiding the reader through problem identification, solution
evaluation, and future research directions.

2. Literature review

The literature review identified several gaps in understanding how humans detect
Al-generated essays and assess the quality of Al-generated feedback from their view-
points. First, existing studies focused mainly on identifying Al-generated abstracts
(e.g. not full essays), which limited understanding due to the greater complexity of
full essays. Second, ethical considerations and acceptance of Al tools in education,
though gaining more and more attention, have been underexplored empirically so
far. Existing opinions vary and lack depth on issues like bias and transparency. Lastly,
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most studies offered short-term views of Al feedback integration without considering
long-term impacts on student learning, teacher practices, and educational qual-

ity. Longitudinal studies are needed to evaluate tools’ sustainability and evolving
effectiveness in education. Addressing these gaps can provide a more comprehensive
understanding of Al’s role in educational settings, enhancing efficacy of both Al and
human contributions to learning and assessment.

In this regard, research revealed a low identification rate among reviewers
of research abstracts while assessing scholars’ capacity to differentiate between
Al- and human-produced abstracts [14]. In a similar vein, these challenges were
acknowledged as more significant in identifying AI use in student submissions. In
this context, although introducing a novel keyword analysis revealed the potential
of detecting ChatGPT’s influence on student writings, the output was described as
vague, calling for the need for more specific prompting in the detection process [4].
However, the focus on abstracts instead of full essays in these two previous stud-
ies limited their scopes, as abstracts did not capture the depth present in full essay
assignments.

Similarly, de Winter et al. [4] addressed the challenges of conclusively identifying
ChatGPT use in student submissions. The study concluded that although introducing
a novel keyword analysis revealed the potential of detecting ChatGPT'’s influence on
student abstracts and academic publications, they acknowledged challenges, such
as vague outputs and the need for specific prompting. Moreover, the study by Dai
etal. [1] explored the feasibility of using ChatGPT for providing written feedback
on a data science project assignment in an Australian university. Their investigation
focused on the clarity of the generated feedback, its alignment with instructor-
provided feedback, and the inclusion of effective feedback elements. The evaluation
included readability, agreement with human instructors using a marking rubric, and
application of a theoretical feedback model. Their findings indicated that ChatGPT’s
feedback readability scores fell within the 3.75-4.0 range, outperforming over 75% of
instructor feedback.

Examining assessors’ capacity to identify Al is crucial, yet equally significant is
evaluating the quality of feedback they provide. In this regard, investigating ChatGPT’s
feedback clarity, alignment with instructor feedback, and effectiveness revealed its
superior scores, especially in providing process-focused feedback, surpassing instructor
feedback [1]. Hirunyasiri et al. [10] looked into the ability of GPT-4 to precisely evalu-
ate elements within effective praise given by human tutors to students. Their focus was
on comparing the accuracy of GPT-4 assessments using zero-shot and few-shot chain
of thought prompting approaches. Results showed that zero-shot and few-shot chain
of thought methods produced similar outcomes in which GPT-4 moderately identified
specific and immediate praise but struggled to recognise tutors’ ability to deliver genuine
praise, especially in the zero-shot prompting scenario.

A few studies looked into human voices in this matter. For example, Nguyen [15]
investigated the perspectives of English as a Foreign Language (EFL) teacher at Van Lang
University in Vietnam on integrating ChatGPT-4 for generating feedback in writing
sessions. The study involved 20 EFL teachers who incorporated ChatGPT into language
education, collecting quantitative and qualitative data through online surveys and struc-
tured interviews. The findings indicated a positive attitude among EFL teachers towards
ChatGPT integration, emphasising the importance of professional training, enhancing
user understanding of ChatGPT’s limitations, and ensuring responsible chatbot usage
for effective implementation in language classes. Cao and Zhong [16] investigated the
effectiveness of ChatGPT-based feedback compared to traditional teacher feedback
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and self-feedback in improving Chinese to English translation skills among Master of
Translation and Interpretation students. The findings suggested that while traditional
feedback methods outperformed ChatGPT in overall translation quality, ChatGPT-based
feedback showed strengths in enhancing lexical proficiency and referential cohesion.
Therefore, the potential of integrating ChatGPT as an additional resource in translation
practice alongside traditional teacher-led methods is worth the effort.

Similarly, Pankiewicz and Baker [11] employed GPT-3.5 model to automate feedback
generation for programming assignments, assessing its impact on students. The study
compared an experimental group, receiving GPT hints, with a control group. Results
indicated that students valued GPT-generated hints, leading to reduced reliance on
regular feedback and improved performance in tasks with GPT hints. The experimental
group also completed assignments more quickly for tasks with GPT hints.

Another important study, Bewersdorff et al. [12], explored the linguistic analysis
of feedback, highlighting challenges in identifying logical errors in complex student
experiment protocols. The research investigated the potential of LLMs to automati-
cally identify errors in these protocols. The primary objective was to establish a
foundation for generating personalised feedback, evaluating the Al system’s accuracy
in discerning both fundamental and complex errors, and its practical usability in
education. Using a dataset of 65 student protocols, the study built an Al system based
on GPT-3.5 and GPT-4, comparing its accuracy to those of human raters. The findings
revealed varying levels of accuracy in error detection, with the AI system excelling
in identifying fundamental errors but facing challenges with more complex errors.
This study provided insights into LLMs’ potential applications in education as well as
LLMSs’ capabilities in detecting errors in enquiry-based learning.

3. Method

The four tutors in this study had varying levels of teaching experience, rang-
ing from one year to over 15 years, with two being native English speakers and two
non-native. Despite the small sample size, their diverse perspectives and substantial
experience in essay evaluation made them suitable for in-depth qualitative analysis.
All participants had experience marking essays from the specific postgraduate
module under review. The group consisted of one female and three males. They were
not informed of the nature of the 12 essays and feedback they were to assess prior to
the study. Their task was to evaluate the quality of the essays, assign marks using the
marking criteria, and then assess the corresponding Al-generated feedback.

In this study, several ethical considerations were carefully considered, particularly
around consent processes and data privacy. First, informed consent was obtained from
all tutor participants before conducting the interviews and essay evaluations. The par-
ticipants were fully briefed about the purpose of the study, the nature of the tasks, and
the use of Al-generated essays and feedback without revealing their source until after
the assessment to ensure unbiased evaluations. Regarding data privacy, the participants’
identities were anonymised to protect their confidentiality, with no personal identifying
information disclosed in the reporting of the results. All data collected, including inter-
view transcripts, essay evaluations, and Al feedback assessments, were securely stored,
ensuring compliance with data protection regulations. Additionally, participants were
given the option to withdraw from the study at any point, guaranteeing their autonomy
throughout the research process. These ethical safeguards ensured the protection of
participants’ rights and privacy during the study.
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Phase

Details

Research Design

* Qualitative case-study methodology

Focus on AI (GPT-3.5) application in essay evaluation

Semi-structured interviews with university tutors in the UK

Participants’ selection

4 university tutors (1 female, 3 males)

Experience in essay marking from 1 to 15+ years

2 Native English speakers, 2 Non-native speakers

Generating Essays & Feedback

Al-generated feedback for each essay

12 essays generated using GPT-3.5 based on module guidelines

Essays divided into 3 levels: Excellent, Merit, Pass

Evaluation Process

Tutors tasked with evaluating 12 essays across 3 levels and topics
Compare Al feedback with traditional feedback methods
Assess the quality of Al-generated essays and feedback

Data Collection ¢ Semi-structured interviews
* Annotated essays from tutor evaluations collected for comparative
analysis
Table 1.

Summary of the research methods.

The study aimed to answer the two research questions, each intertwined with
the exploration of Al in academic assessment. First, the study aimed to unveil the
perception of human raters, seeking to discern their proficiency in comparing essays
organically crafted by students and those generated by Al. Second, the study aimed
to contrast traditional assessment modalities with Al-assisted paradigms, particularly
focusing on marking and feedback provision within academic modules. A summary
of the study methodology is presented in Table 1.

4, Results

Nine aspects of the findings are summarised in Table 2, which are elaborated
in answering the three lines of enquiries in this study, they are, (1) tutors’ ability

Aspects

Details

Examples

Contribution to outcome

AI Characteristics

Al-generated essays
showed odd language
and style.

Flowery language noted
by Carl; poetic styles by
Helen and Kyle.

Demonstrated the difficulty in
distinguishing AI content due
to non-academic language and
style.

Unreliable Contents

Issues with accuracy and

Questionable references

Revealed AT’ limitations in

relevance of references.  criticised by Omar and producing credible, well-
Kyle. supported academic content.
Superficial Analysis  Essays lacked deep Superficial and template- ~ Showed that Al essays often
insights and meaningful  like analysis noted by fail to engage critically with the
analysis. Helen and Omar. material.
Not Academic Essays  Essays did not meet Non-academic language Highlighted the mismatch

academic tone and style
standards.

noted by Carl, Helen,
and Kyle.

between Al-generated content
and academic writing norms.

103



Avtificial Intelligence — Social, Ethical and Legal Issues

Aspects Details Examples Contribution to outcome

Lack of Coherence Poor logical structure Disjointed arguments Identified structural deficiencies,
and organisation in observed by Carl and impacting readability and
some essays. Omar. argument flow.

Lack of Criticality Essays lacked critical Repetitive content noted Demonstrated AT’ failure to
analysis and had by Kyle and Omar. provide the critical engagement
repetitive points. and original insights needed for

high-quality writing.

Efficiency and Al feedback was Timely feedback for Showed ATl’s strength in

Identifying efficient and identified international students; providing rapid feedback and

Inconsistency inconsistencies quickly. inconsistency highlighted ~ improving workflow efficiency.

by Helen.

Language Support Al supported language Kyle approved Al tools Emphasised Als role in
acquisition and for enhancing language supporting language learning
provided feedback. skills. and supplementing traditional

methods.

Lack of Constructive Al feedback lacked Inadequate feedback Highlighted the need for human

Feedback depth and formative noted by Kyle. evaluators to provide nuanced,
guidance. constructive feedback.

Table 2.

Summary of the study results.

to detect Al-generated essays; (2) tutors’ evaluation of Al-generated essays against
marking rubrics; and (3) tutors’ evaluation of Al-generated feedback.

Details, examples, and contributions to the research outcome are provided in the
summary, with the first three aspects addressing the first enquiry regarding human

raters’ ability to detect Al-generated essays, i.e., “Al characteristics”,

» «

unreliable con-

tents”, and “superficial analysis” “Not academic essays”, “lack of coherence”, and “lack
of criticality” inform the second enquiry, followed by “efficiency and identifying

» «

inconsistency’,

tive feedback” addresses the third enquiry.

4.1 Tutors’ ability to detect Al-generated essays

4.1.1 Al generated

“language support for students and teachers”, and “lack of construc-

Tutors agreed that some essays displayed characteristics consistent with Al gen-
eration, which raised important questions about the role of technology in academic
writing. Carl, for example, showed scepticism about the essays’ authenticity and
authorship as he noted several features that could indicate Al involvement, including

» «

“odd language”,

flowery expressions”, and “inappropriate references”.

Carl: Well, it's both kind of self-congratulatory saying how wonderful I am, and it's

also a ridiculously flowery language

Carl indicated that the language used in the essay is overly focused on praising the
author or the subject matter. It could also imply that the author is more concerned

with showcasing their own achievements or opinions rather than providing objective
analysis or valuable insights. The term “flowery language” typically refers to writing
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that is overly exaggerated with excessive use of metaphors, similes, adjectives, and
other literary devices. Carl commented that while flowery language can sometimes
enhance the beauty of prose, when used excessively, it may obscure the intended mes-
sage or come across as pretentious, especially in academic writings.

Similarly, Helen expressed her suspicion about the essay’s origins, lack of a clear
line of argument, and critical evaluation as potential indicators of Al involvement.
She suggested that the essay’s poetic and idiomatic writing style may be characteristic
of Al-generated content, especially when combined with the absence of coherent
analysis. She commented that

I like this essay, in a good way. However, in terms of the language, it uses a lot of poetic
and idiomatic writing. I think that’s why it made me feel like it's machine generated, for
me as a non-native speaker, I feel I am more sensitive to this type of language.

Helen highlighted a specific aspect of the essay that she appreciates—its use of
poetic and idiomatic language, which suggests if the essay employs creative and
expressive language, they might enhance its appeal and make it more engaging to read
to some readers. However, this part is interesting because it introduces a contrast.
Despite appreciating the poetic and idiomatic writing, the tutor also felt that this style
somehow gave the impression of being machine-generated. Furthermore, this tutor
added a personal perspective here, indicating that her status as a non-native English
speaker might influence her perception of the essay’s language. This suggests that
she may be more accustomed to certain linguistic features that could be indicative
of machine generation, especially if they deviate from typical patterns of second
language learners’ language use.

Additionally, Kyle argued that the essay’s characteristics aligned with those of
Al-generated contents and pointed out further that the bland content, inappropriate
language, and structural issues as potential indicators of Al involvement.

Researcher: So you seviously think it's Al genevated? It's likely to be Al generated essay
according to you.
Kyle: Yeah, basically because of the sort of blandness of the writing.

He commented that the “blandness” in writing, to him, means the texts lack
depth, creativity, or personal touch. The use of repetitive phrases, generic language,
or lack of clear expression could also contribute to this perception of blandness. The
use of the word “blandness” implies a lack of distinctive or unique qualities in the
writing, which could be interpreted as a deficiency in creativity or originality.

Furthermore, Kyle’s use of the phrase “sort of ” before “blandness” suggests a
degree of hesitation or uncertainty in his assessment, indicating that he may not be
entirely confident in his conclusion. This hesitation could stem from the challenge
of accurately distinguishing between Al-generated and human-generated content,
particularly as Al technologies become more and more sophisticated and capable of
mimicking human writing styles.

4.1.2 Unreliable content

The tutors’ observations regarding the reliability of the essay’s content shed light
on the importance of thorough research and accurate referencing in academic writing.
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In this regard, Omar, in his comment below, focused on issues related to the accuracy
and relevance of the essay’s content. He noticed the presence of irrelevant sections,
factual inaccuracies, and outdated references, suggesting lack of credibility and
academic rigour in the essays that he deems Al generated.

Omar: reading through the reference list, some vefevences, for example, “the promise
of assessment engineering”, didn't sound like a real one to me.

Omar’s doubt about the legitimacy of the reference suggests his concern about
the essay’s authenticity and reliability. He further commented that in academic
writing, references should be precise and credible. The possibility that the refer-
ence may have been generated without rigorous academic scrutiny hints at one of
the issues with Al-generated text. Omar’s critique, therefore, highlights the poten-
tial pitfalls of relying on Al-generated content for academic purposes. It serves as a
reminder that while AI may be able to assist in generating text, the “hallucinations’
it provides often fail to meet the rigorous standards of authenticity and reliability
required in scholarly work.

Similarly, Kyle echoed concern about the reliability of the essay’s content, empha-
sising the need for accurate referencing and evidence-based argumentation. Kyle’s
remarks below indicated his scepticism regarding its reliability and authenticity.

>

Kyle: I'll agree it’s well-structured, I think the key points are the sources though. I don't
think the arguments presented in the essay ave supported by sources.

His critique centres on three main points: the essay’s lack of genuine source
support, the coherence of the arguments and their link to the sources. First, Kyle
acknowledges the essay’s structural soundness, which can be a symbol of strength
of Al-generated content. Advanced Al models are adept at creating well-organised
texts that mimic human writing to certain extent. However, structural integrity
alone does not equate to reliability. The absence of authentic sources is a significant
flaw Kyle highlights. Al-generated essays sometimes lack solid citations, which
challenge the essay’s credibility, suggesting it is not based on genuine research or
information.

Second, Kyle’s hesitation and repeated phrases, such as “I don’t think” and “it’s
not an argument supported by sources”, indicate his uncertainty about the essay’s
argumentative strength. Al-generated content, while structurally sound, often fails
to present compelling, evidence-backed arguments. This deficiency is crucial, as
persuasive writing relies heavily on the ability to substantiate claims with credible
sources. Without this foundation, the essay’s arguments could appear superficial and
unconvincing.

4.1.3 Superficial analysis

All four tutors remarked on the superficial nature of the essay’s analysis and
described the essays as merely scratching the surface of the topic without going
into deeper insights or offering meaningful interpretations of the subject matter.
Superficial analysis may result from a lack of critical thinking, insufficient research,
or a failure to engage with complex ideas or perspectives. For example, Helen’s obser-
vation below indicated that the essay failed to provide a thorough analysis, suggesting
it might be Al-generated.
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Helen: However, the problem is, although they mentioned the validity, they didn't go
further, or go deeper into the validity, or go to different aspects and with move specific
and relevant literature.

Helen noted in one of the essays she evaluated that while the essay briefly men-
tions the concept of validity, it does not go into deeper aspects of the topic. A com-
prehensive analysis would typically explore various dimensions of validity, such as
construct, content, and criterion validity, and reference-specific relevant literature to
support its points. The lack of this depth suggests a superficial treatment of the sub-
ject. Similar point was also discussed by Omar who asserted that the essay he referred
to was characterised by a superficial analysis.

Omar: I understand you cannot evidence every point in your essay due to word count,
but you need to evidence a few critical points, and this one I evaluated reads more like
a template.

This template-like nature is indicative of Al-generated text, which often uses a
generic structure and adjusts minor details to fit different prompts or topics. The
superficiality is further highlighted by the need for only minimal adjustments to make
the essay suitable for different tests or bands, suggesting a lack of depth and specific-
ity. Rather than offering deep insights or robust evidence, the Al-generated essay
tended to skim the surface, providing just enough to appear coherent without delving
into substantial or original thought.

Additionally, Omar’s mention of the essay being “more like a template” and the
suggestion to “just need to change a few words” reveal a reliance on a pre-structured
format that can be easily adapted to various contexts. This template-like nature is
indicative of Al-generated text, which often uses a generic structure and adjusts
minor details to fit different prompts or topics. The superficiality is further high-
lighted by the need for only minimal adjustments to make the essay suitable for
different tests or bands, suggesting a lack of depth and specificity.

4.2 Tutors’ evaluation of Al-generated essays against the rubrics
4.2.1 Not academic essays

In light of the original rubrics of the module under investigation, there is a con-
sensus among the participants regarding the essays’ lack of adherence to academic
standards, which is indicative of several underlying issues, highlighting various
aspects of academic writing that the Al-generated essays failed to meet. For example,
Carl’s evaluation provided insights into language usage and stylistic elements of the
essay. He noted the presence of odd language and expressions, suggesting a departure
from the formal tone expected in academic writing.

Carl: some wordings were vather odd. It started with things like “this essay embarks
on an ambitious journey. It will surpass conventional boundavies, reflecting excellence
and original thought”. I mean, this is not typical language of a student essay, or even
in any kind of academic.

The above quote provides a critique of the language used in a student essay, noting
its atypical phrasing. The critique implies that such ambitious language is unusual and
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potentially inappropriate for the context, suggesting a mismatch between the essay’s
language and the expected tone and style of academic work. This analysis underscores
the importance of aligning writing style with audience expectations, particularly in
academic settings, where clarity and appropriateness are crucial.

Similarly, Helen’s assessment below emphasised the absence of a clear argument
and critical evaluation in the essay. She pointed out that the essay failed to articulate
a coherent thesis or engage critically with the topic. This critique underscored the
importance of developing a well-defined argument supported by evidence and
analysis in academic writing. Without a clear argument, the essay lacked direction
and failed to fulfil the fundamental requirements of scholarly discourse.

Researcher: What features help you vecognise? ...Can you summarise it please?

Helen: OK, so the first one is from the text itself. It's not written by an L2 student, and
theve’s a really poetic and informatic writing style.

Researcher: When you say poetic, do you mean it is like a poem?

Helen: Yes, a lot of metaphors.... it's not that academic essay to me.

In her evaluation, Helen provides a clear rationale for why the text in question does
not qualify as an academic essay. Her main points revolve around the writing style
and the presence of certain literary features that are atypical for academic writing.
She notes that the essay is “poetic and informatic”, indicating that it employs a style
more characteristic of creative writing than of scholarly analysis. Specifically, Helen
points out the frequent use of metaphors, which she finds unsuitable for an academic
context.

In a similar vein, Kyle echoed concerns about the essay’s failure to meet academic
standards. He said some of the language would be expected from a storybook, not
academic writing.

Kyle: The language is articulate and engaging. I mean, I'll certainly describe it as articu-
late and engaging... But in a story book, you know. It's not an academic style at all.

His evaluation revealed a critical perspective on its academic validity. Initially, Kyle
acknowledges the essay’s effective use of language, stating, “The language is articulate
and engaging”. This suggests that while the essay is well written and likely captivating
for readers, its style is more suited to storytelling rather than academic discourse.

He explicitly differentiated between the qualities of effective narrative writing
and the requirements of academic writing. Academic essays typically prioritise clar-
ity, objectivity, and evidence-based arguments, adhering to specific structural and
stylistic conventions. This evaluation highlights the fundamental difference between
engaging narrative and academic rigour. Kyle’s critique suggests that while the essay
may excel in creativity and readability, it lacks the formal tone, structured argumen-
tation, and scholarly depth, which are the typical characteristics of academic writing.

4.2.2 Lack of coherence

The tutors observed that some essays lacked coherence, which underscored the
importance of logical structure and organisation in academic writing. For example,
Carl highlighted several structural issues that contributed to the essay’s lack of coher-
ence. He noted the presence of random sentences, inappropriate references, and a
disjointed structure that hindered reader comprehension.
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Carl: In some cases, it’s almost like a random collection of sentences, all of which were
OK and on topic, but didn't join together properly.

Researcher: That sounds like Al genevated it to you?

Carl: Well, if it was generated by Al it wasn't a very good Al

Carl’s evaluation of the essay highlights a fundamental issue of coherence, indicat-
ing that while the sentences were individually acceptable and relevant to the topic,
they failed to form a unified, coherent piece. This lack of connection among sentences
suggests that the essay lacked a logical flow, making it difficult for readers to follow
the argument or narrative. Carl’s comment implies that the essay’s sentences were
disjointed, preventing the text from conveying a clear and cohesive message. It seems
the primary issue lies not in the relevance or correctness of the individual sentences
but in the essay’s inability to weave these sentences into a coherent narrative or argu-
ment. Effective writing requires more than just relevant content; it demands a logical
progression of ideas, which was evidently lacking in the essay Carl evaluated.

Also, Omar mentioned the essay’s lack of coherence and flow, citing issues with
the order of presentation and disconnected ideas. In this sense, the essay failed to pro-
vide a cohesive narrative or develop ideas in a logical progression, which emphasised
the importance of structuring the essay in a way that facilitated smooth transitions
between paragraphs and sections. This disjointedness makes it difficult for readers to
follow the essay’s argument, diminishing its overall effectiveness.

Omar: No coherence, and arguments are not talking about what it promised to talk
about in the introduction.

Omar’s observation that the arguments do not align with what was promised in
the introduction is a critical weakness. The introduction of an essay sets expectations
for the reader by outlining the main points or arguments that will be explored. If the
body of the essay swings away from these points, it not only breaks the reader’ trust
but also undermines the purpose of the introduction. This misalignment suggests that
the student either did not plan their essay effectively or failed to stay on topic, both of
which are detrimental to the essay’s overall quality.

4.2.3 Lack of criticality

The tutors’ observations about the essay’s lack of critical evaluation underscore
the importance of analytical thinking and engagement with scholarly literature in
academic writing. For example, Kyle’s evaluation emphasises the essay’s failure to
engage critically with the topic or present a coherent argument.

Kyle: 1 mean, while the argumentation covers the transformative impact on timelines,
it may lack in-depth critical analysis, occasionally veering towards a descriptive
approach.

Kyle’s evaluation highlights that while the essay addresses the transformative
impact on timelines, it fails to go into a deep critical analysis. Instead, it tends to
adopt a descriptive approach. Criticality in academic writing involves more than just
describing or summarising information; it requires engaging deeply with the subject
matter, questioning assumptions, evaluating evidence, and considering alternative
perspectives. In the absence of criticality, an essay may fall short in several aspects. It
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may lack originality, merely repeating existing knowledge without adding anything
substantial to the academic discourse. Moreover, it may overlook contradictions or
biases inherent in the arguments presented, thus failing to provide an understanding
of the topic.

Kyle’s critique suggests that the student’s essay may be superficial in its treat-
ment of the subject matter. While it may acknowledge the transformative impact on
timelines, it fails to interrogate the underlying assumptions or implications critically.
As aresult, the essay may not fulfil the expectations of academic rigour and intel-
lectual depth. To address this deficiency, the student needs to cultivate a more critical
mindset, actively questioning assumptions, engaging with conflicting viewpoints,
and offering insightful interpretations. By doing so, they can elevate their analysis
beyond mere description and contribute meaningfully to the scholarly conversation.

Similarly, Omar noted the presence of superficial analysis and factual inaccura-
cies, indicating a failure to engage critically with the topic or evaluate the evidence
presented. His assessment of the student’s essay shows that the essay seems to suffer
from a repetitive nature where the same point is repeated without deeper analysis
or exploration of alternative perspectives. Criticality in writing involves the ability
to evaluate, question, and engage with the material being discussed. It demands
a thoughtful examination of ideas, considering various angles, and offering deep
insights. Such an absence of criticality in the essay suggests a superficial engagement
with the topic, failing to go into its complexities or challenge prevailing assumptions.

Moreover, Omar’s observation about the lack of criticality aligning with typi-
cal features of Al-generated text underscores the nature of the essay. Al-generated
content often lacks the human capacity for critical thinking, relying on algorithms
to generate text based on patterns and data inputs rather than genuine analysis. In
essence, Omar’ evaluation suggests that the Al-generated essay under evaluation
falls short of demonstrating critical thinking skills essential for academic discourse.
Without criticality, the essay fails to offer meaningful contributions to the conversa-
tion, resembling more of a product of automation than genuine intellectual enquiry.

4.3 Tutors’ evaluation of Al-generated feedback
4.3.1 Efficiency and identifying inconsistency

The four tutor participants emphasised that AI feedback systems offered unparal-
leled efficiency and speed in providing feedback on academic writing, taking Omar
for example.

Omar: Timely feedback is important for international students.

Timely feedback is crucial for international students, and Al algorithms signifi-
cantly enhance this process. By rapidly analysing essays, Al can identify grammar
errors and provide constructive suggestions much faster than human graders. This
speed improves the feedback turnaround time, enabling students to receive prompt
guidance on their writing. Timely feedback is particularly important for international
students who may face language barriers and cultural differences in academic writing.

Quick and constructive feedback allows them to understand their mistakes and
learn how to improve their skills more efficiently. It helps them adapt to academic
expectations and standards, reducing the time and stress associated with waiting for
tutor grading. Consequently, the ability of Al to deliver immediate, detailed feedback
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supports international students in making necessary revisions and progressing in
their studies more effectively.

Similarly, Helen highlighted the potential benefits of Al in providing feedback,
especially in translation work. The conversation begins with the researcher steering
the discussion towards exploring how AI might be advantageous in offering feedback.
She prompts the participant to consider whether Al could provide any significant
affordances or advantages that could be beneficial, specifically asking if Al could
offer any “good thing that we can actually benefit from”.

Researcher: do you see any advantage that Al could offer in providing feedback?
Either in this module or in your translation module, is theve any affordances? Is there
any advantage? Is theve any good thing that we can actually benefit from?

Helen: Yes. They can highlight the inconsistency. I need to read through the translation
pieces and find there are some kind of inconsistency, but machine can highlight much
more quickly.

Helen responds by pointing out a specific advantage of using Al in translation
tasks. She explains that AI can quickly highlight inconsistencies within translation
pieces, a task that would typically require a thorough and time-consuming manual
review. By automating this process, Al can identify discrepancies and errors rapidly,
allowing for a more efficient workflow. This capability is particularly valuable because
it helps ensure the accuracy and consistency of translations, which are critical aspects
of quality in this field.

The interview emphasises the practical application of Al in enhancing the effi-
ciency and effectiveness of various tasks. In the context of translation, AI’s ability
to pinpoint issues means human reviewers can focus their efforts on more complex
aspects of the translation process. This not only improves the overall quality of the
work but also significantly reduces the time and effort required for manual reviews.

Moreover, this discussion illustrates the broader implications of Al in different
fields. By automating routine yet essential tasks, AI can optimise workflows and
enhance productivity. It allows professionals to allocate their time and skills to more
strategic and creative endeavours, thus maximising the value of human input while
leveraging the strengths of Al technology. This synergy between human expertise and
Al capabilities represents a transformative potential, making processes more efficient
and outcomes more reliable.

4.3.2 Language support for students and educators

Tutor interviewees, particularly Kyle, emphasised the valuable language support
provided by Al feedback systems.

Kyle: 1d be very happy for students to use Al to help them with their language.

His statement above reflects a positive stance on the use of Al in language learning.
He expresses positive attitude towards the idea of students using Al tools to aid their
language learning. This perspective aligns with the growing acceptance of technol-
ogy in education, where Al can offer personalised learning experiences, immediate
feedback, and access to a vast array of resources. His approval suggests that he views
Al as a beneficial tool to traditional learning methods, enhancing students’ ability to
practice and improve their language skills. By advocating for Al use, he acknowledges
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its potential to address individual learning needs and accelerate proficiency. This
endorsement highlights a shift towards integrating advanced technologies in educa-
tional settings, aiming to make learning more efficient and accessible.

While AI feedback offered many advantages, participants emphasised that it
should be used as a supplementary tool for educators rather than a replacement
for human feedback. For example, Omar emphasises the potential role of Al in the
creative and evaluative processes of brainstorming and writing. He suggests that AI
can be employed as a tool to enhance the initial stages of idea generation by providing
a critical perspective. The phrase “a pair of eyes” can be interpreted metaphorically as
a fresh or unbiased viewpoint that Al brings to the table. This notion highlights AI’s
capability to assist in refining ideas by offering feedback that is detached from human
biases or preconceptions.

Omar: you can use Al in the brainstorming stage as a pair of eyes that gives some
criticality to your thoughts because you sometimes generate your text, and then you

can ask for feedback.

Omar’s mention of using Al for generating text and subsequently seeking feedback
underscores a cyclical, iterative process. Al’s role in this cycle can be twofold: first, as
a collaborator in producing content, and second, as an evaluator that helps to improve
and polish the output. This dual functionality allows for continuous refinement and
enhancement of ideas and written material. It reflects a growing recognition of Al as
avaluable tool, where it can act as a supportive partner rather than a replacement for
human creativity.

In summary, Omar advocates for integrating Al into the creative process to provide
critical feedback and to foster continuous improvement. This approach not only
enhances the quality of the output but also facilitates a more dynamic and interactive
creative workflow. By leveraging Al in this manner, users can benefit from an addi-
tional layer of critical analysis that complements their own insights and expertise.

4.3.3 Lack of constructive feedback

Although tutor participants argued for the importance of Al in feedback, some
tutors, particularly Kyle, noted the absence of constructive feedback provided.

Researcher: So, feedback is good, we give human marks, give feedback for formative
purposes to help them to learn. But the Al genervated feedback won't be able to do that
job, at least the current stage of Al generated feedback can’t do that.

Kyle: It doesn't. It didn't in the three that you gave me. So that way, yeah.

Researcher: right, vight, right.

This interview brings into focus the current limitations of Al in the realm of
educational feedback. The researcher begins by affirming the critical role of human
feedback in the learning process, particularly for formative purposes. Formative
feedback is essential because it provides students with detailed, personalised insights
that help them understand their strengths and areas for improvement. This type of
feedback is not just about correcting mistakes but also about guiding students in their
learning journey, fostering their development in a supportive manner.

The researcher asserts that Al-generated feedback, at its current stage, cannot
perform this function effectively. This claim highlights a significant gap between what
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Al can offer and the depth of feedback that humans provide. Human feedback is rich
in context, empathy, and understanding, which are crucial elements in education that
Al has yet to master.

Kyle’s response, noting that the AI feedback he reviewed did not meet necessary
standards, corroborates the researcher’s point. His statement, “It didn’t in the three
that you gave me”, serves as a concrete example of AI’s shortcomings in this area. This
practical observation adds weight to the researcher’s argument and underscores the
importance of maintaining a human touch in educational feedback. The researcher’s
repeated affirmation, “Right, right. Right. Right”, indicates her strong agreement and
possibly a sense of urgency about this issue. It suggests that they see this as a signifi-
cant concern that needs addressing. This repetitive affirmation could also reflect
their recognition of the challenges and complexities involved in integrating Al into
educational settings.

The conversation between the researcher and Kyle shows a broader debate within
educational technology. While Al has shown great promise in various domains, its
application in delivering formative feedback remains limited. The dialogue suggests
a need for a cautious approach to integrating Al in education. It emphasises that
while Al can support certain tasks, the irreplaceable value of human interaction,
judgement, and insight into teaching and learning processes must be preserved. This
balance is crucial to ensure that the adoption of Al enhances rather than diminishes
the quality of education.

5. Discussion
5.1 Al detectability abilities of human raters

The analysis of the four tutor participants’ data demonstrated their keen attention
to detail and deep understanding of academic writing dynamics. Their evaluations
revealed a multifaceted approach, highlighting the complexities involved in dif-
ferentiating between Al and human content. One key area of focus was the tone of
the language used in the essays. Tutors analysed the essays for signs of artificiality,
identifying abnormalities such as overly ornate phrasing, disjointed sentence struc-
tures, and the presence of unusual idioms or expressions that hinted at non-human
origins. These linguistic irregularities served as red flags, prompting further scrutiny
to determine the authenticity of the content. This aligns with the findings of Floridi
and Chiriatti [17], who discussed common linguistic irregularities in Al-generated
text are indicators of non-human authorship.

Beyond linguistic analysis, the assessors examined the essays, searching for signs
of Al involvement. They identified important issues, such as a lack of coherent
argumentation, superficial analysis, and the absence of original insights, as potential
indications of automated generation. Their critiques extended beyond surface-level
assessments, exploring the scholarly discourse and the intellectual rigour expected
in academic writing. This comprehensive evaluation included examining the depth
of analysis, originality of thought, and the overall intellectual engagement demon-
strated in the essays. Desaire et al. [18] underscore the importance of these indicators
in evaluating academic writing quality, highlighting how the depth of analysis can
differentiate human-authored from Al-generated content.

Additionally, the tutor participants paid close attention to the structural coherence
and organisation of the essays. They noted deficiencies, such as disjointed arguments,
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inadequate transitions between ideas, and a lack of logical flow, which detracted from
the overall coherence of the work [4]. These observations highlighted the human-like
qualities of organisation and coherence that are often lacking in Al-generated content.
Crossley and McNamara [19] also emphasise these qualities as hallmarks of skilled
academic writing, noting that the absence of well-organised and logically coherent
arguments is a significant indicator of Al involvement.

Overall, the human assessors in this study demonstrated an understanding of both
linguistic and substantive elements of academic writing, allowing them to identify
potential indicators of Al-generated content. This multifaceted approach underscores
the importance of a detailed and comprehensive assessment process in distinguishing
between human and Al-generated essays and feedback. In this regard, McNamara
etal. [20] discussed the role of natural language processing in evaluating writing
quality, which can aid in distinguishing human-written content from Al-generated
text, reinforcing the need for detailed and thorough evaluation criteria.

The above discussion highlights the need for a detailed approach in detecting
Al-generated essays, focusing on linguistic irregularities, such as odd language
and disjointed structures, as well as a lack of coherent argumentation and original
insights. They also identified structural deficiencies, like poor transitions and logical
flow, as indicators of Al involvement. This comprehensive evaluation underscores the
importance of analysing both linguistic and intellectual depth to distinguish between
human and Al-generated content, aligning with previous research on writing quality
assessment.

5.2 Al affordances to feedback and evaluation

In the assessment of academic writing, human evaluators demonstrate a depth
of understanding that stems from their ability to recognise distinctions and contex-
tualise their evaluations within the broader landscape of academic standards and
expectations. They scrutinise essays, identifying specific shortcomings such as a lack
of coherence in argumentation, deficiencies in critical analysis, and the presence of
language that falls short of the formal genre expected in scholarly discourse. Drawing
upon their individual expertise and experience, human assessors offer personalised
feedback tailored to the unique strengths and weaknesses of each piece of writing
[21, 22]. This personalised approach enables students to receive targeted guidance
for improvement, addressing their specific areas of concern and fostering a deeper
understanding of academic writing conventions. For example, human raters can
pinpoint nuanced issues in student writing and provide context-specific feedback
that AI systems might miss [21]. This level of detailed, contextually rich feedback is
crucial in helping students understand and meet the complex demands of academic
writing [22].

On the other hand, artificial intelligence (AI) feedback systems offer distinct
advantages in terms of efficiency and consistency. Using algorithms to rapidly analyse
essays, these systems can provide feedback at a pace unmatched by manual grading
processes [23]. This rapid turnaround can significantly enhance the learning process,
as students receive timely insights that allow them to quickly address and rectify their
mistakes [24]. Moreover, Al feedback ensures a level of consistency and standardisa-
tion in evaluation, as it applies predefined criteria uniformly across different student
submissions [23]. This standardised approach promotes fairness and transparency
in the assessment process, as all students are evaluated according to the same set of
guidelines [24].
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Furthermore, AI feedback systems can offer personalised support tailored to
individual student needs. By analysing writing proficiency levels, learning styles, and
specific areas requiring improvement, Al algorithms can adapt feedback to address
each student’s unique requirements [23]. This personalised feedback enhances the
relevance and effectiveness of the guidance provided, ultimately contributing to
improved learning outcomes [24]. This capability can be particularly beneficial in
large classes where individualised attention from human instructors is limited [20].
Thus, while both human and Al feedback systems have unique strengths, integrating
human evaluators’ contextual understanding with AT’s efficiency and consistency
could offer a more comprehensive and effective approach to academic writing assess-
ment [20].

5.3 Risks and ethical issues

Participants evaluating Al-generated feedback compared to human understand-
ing identified several key risks that could impact students’ learning and improve-
ment. One major concern raised was the lack of constructive criticism provided by
Al systems. Without actionable insights, students may struggle to identify areas for
growth and develop their writing skills effectively [25]. Additionally, participants
noted issues with the clarity of Al-generated feedback. Clear feedback is essential for
students to understand where to improve and how to address those areas. Unclear
feedback can lead to confusion and frustration, ultimately hindering students’ ability
to make meaningful revisions to their work.

Consistency in feedback provision was another area of concern highlighted by the
participants. While Al systems offer standardised criteria for evaluation, inconsisten-
cies were still observed in the feedback provided. Inconsistent feedback may confuse
students and undermine their confidence in the assessment process, potentially
leading to dissatisfaction and mistrust [26]. Moreover, participants expressed worries
about the lack of individualisation in Al-generated feedback. Individualised feedback
considers the unique strengths and weaknesses of each student’s work, providing
tailored guidance for improvement. Without this personalised approach, students
may feel that their specific needs are not met, which could result in disengagement
and frustration [27].

Also, ethical concerns regarding the integrity of academic standards in the face
of Al technology were raised, prompting reflections on the potential consequences
of relying on Al-generated content without transparent guidelines. Ethical consider-
ations loomed large in their evaluations as they grappled with the implications of Al
technology in academic integrity. Participants raised concerns about the reliability of
Al-generated content, emphasising the need for clear ethical frameworks to govern its
use in educational settings. Their reflections underscored the importance of main-
taining the credibility and standards of academic scholarship amidst technological
advancements.

6. Conclusions

Overall, tutor participants’ multifaceted approach to detecting Al-generated
content showcased their holistic understanding of academic writing. Their
insights transcended surface-level analysis, exploring linguistic, substantive, ethi-
cal, and structural dimensions. In doing so, they underscored the indispensable
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role of human judgement and critical evaluation in preserving the integrity and
quality of academic discourse in an era of advancing Al technology. Additionally,
combining human understanding and AI feedback offers a comprehensive
approach to evaluating academic writing. Human assessors bring a depth of
insights, while Al systems could offer surprising efficiency and consistency in
many aspects. By integrating these approaches, educators can optimise the feed-
back process, providing students with timely, relevant, and effective guidance for
improving their academic writing skills.

Future research should focus on advancing Al systems to provide more
personalised and constructive feedback, addressing current limitations in criti-
cal analysis and individualised guidance (see Table 2). Exploring the ethical
implications, including academic integrity and bias, is crucial, as is investigating
hybrid assessment models that combine AI’s efficiency with the depth of human
judgement. Research should expand beyond small qualitative case studies,
incorporating larger, more diverse samples across institutions and disciplines to
enhance generalisability. Additionally, mixed-method approaches and longitu-
dinal studies could offer deeper insights into AI’s long-term impact on learning
outcomes. Examining AI’s role in varied educational contexts, including primary
and secondary schools, vocational training, and different cultural and linguistic
environments, could help push the agenda of inclusivity and adaptability in
global education further.
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Abstract

The Tuning Project for Latin America aims to harmonize competencies and
learning outcomes in higher education, focusing on key generic competencies. This
study explores how artificial intelligence can complement or replace these compe-
tencies using a systematic PRISMA methodological approach to identify qualitative
literature on the application of Al in everyday activities. A total of 256 publica-
tions were analyzed, highlighting how Al can replace or complement the generic
competencies of the Tuning Project in higher education, emphasizing its impact
on education and professional adaptability and competitiveness. Recent literature
underscores the transformation that artificial intelligence (AI) is generating in vari-
ous fields and the labor market. An increase in publications shows a growing interest
in its capacity to enhance and substitute generic competencies, driving the need
to balance technological dependency with fundamental human skills. Curricular
adaptation and the integration of innovative methodologies are essential to improve
employability and education in a changing labor environment, further fostering
social responsibility and professional ethics. Artificial intelligence (AI) is trans-
forming education and the professional realm by enhancing and replacing generic
competencies, despite its limitations in areas requiring creativity and empathy.

Keywords: competencies, artificial intelligence, systematic review, replace human,
decision making, empathy, trust

1. Introduction

The Tuning Project for Latin America, inspired by its European counterpart, aims
at harmonizing competencies and learning outcomes in higher education. This project
focuses on the development of a set of essential generic competencies, which are
fundamental for the integral formation of students and facilitate a favorable transi-
tion from education to employment [1, 2].

In the context of higher education, one of the primary objectives is the develop-
ment of generic competencies in students. These competencies, which range from
critical thinking to adaptability and lifelong learning, are essential to differentiate one
professional from another in an increasingly competitive labor market.
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Artificial intelligence (AI) is beginning to replace and transform several tradi-
tional competencies [3], and it enables a new approach to academic development,
requiring both students and teachers to evolve their digital competencies and analyti-
cal skills to adapt to the new educational paradigm [4].

In the last decade, the advance of AI has been remarkable, manifesting itself
in the improvement of processes and optimization in various areas of knowledge
and technology [5]. This evolution has driven significant improvements in multiple
day-to-day activities, from the automation of repetitive tasks to the implementation
of intelligent systems that facilitate real-time decision making [6]. In this context, it is
pertinent to explore in the existing literature the potential of Al in the replacement of
key competencies in various academic and professional disciplines. A meticulous and
methodological approach to address this issue is to conduct a systematic review using
the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA)
method, an effective tool to ensure transparency and completeness in the elaboration
of systematic reviews [7].

The purpose of this study is as follows: first, to identify the existing literature in
the qualitative paradigm on the application of Al in everyday activities and, second, to
analyze how these applications can replace or complement the generic competencies
of the Tuning Project. The research focuses on determining which of these competen-
cies can eventually be replaced by Al applications, and what would be the impact of
such a replacement in the educational and professional environment.

This chapter deals with competencies in the context of higher education, with a
particular focus on the Tuning Project for Latin America. Initially, the fundamental
concepts of competencies and their relevance in competency-based higher education
are reviewed. Subsequently, a detailed overview of the Tuning Project is presented,
highlighting its objectives and the identification of key generic competencies. Next,
the impact of artificial intelligence on various everyday activities and its potential
application in education are introduced. Next, the principles and process of the
systematic review using the PRISMA method are explained, which constitute the
methodological approach of this study to achieve the research objective thus provid-
ing a comprehensive framework for the subsequent analysis and discussion.

1.1 Competencies and their relevance in higher education

Competencies, which include knowledge, skills, and talents, are essential for effec-
tive performance in practical settings and are a fundamental principle in education.
Competency-based education (CBE) seeks to equip students with skills needed to
excel in real-world settings, moving beyond the mere acquisition of knowledge to the
development of practical competencies.

As the world faces challenges that require innovative solutions and a profound
transformation of policies and practices, competency-based education has become
crucial to prepare students for the future. This approach involves not only the mastery
of specific knowledge and skills, but also the ability to face and solve new and uncer-
tain situations [8, 9].

At the professional level, competency encompasses a comprehensive under-
standing of the knowledge, skills, and abilities needed to contribute effectively in a
dynamic work environment. It includes not only the fundamental skills to perform
specific tasks, but also the ability to adapt and respond to changing demands [10-12].

Competence can be divided into interconnected components such as “know-
ing,” “knowing how to do,” “knowing how to be,” and “knowing how to be,” which
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correspond to the practical skills, techniques, attitudes, and values necessary for
professional performance. The notion of “transversal competence” has gained
attention in the contemporary labor market. This idea highlights the importance of
equipping people not only with specialized competencies, but also with transferable
skills that transcend occupational boundaries. The ability to develop and apply these
cross-cutting competencies is essential for navigating today’s dynamic and intercon-
nected labor market.

Educational institutions face the challenge of fostering the development of
transversal competencies to adequately prepare their graduates for the labor market.
The Incheon Declaration on Education 2030, adopted in 2015, sets out a new educa-
tional vision for the next 15 years, emphasizing the importance of quality education
that develops competencies to improve learning outcomes, enables informed decision
making, and addresses local and global challenges through education for sustainable
development and global citizenship [13].

Education is a key component in the 2030 Agenda for Sustainable Development,
with the specific SDG 4 goal of ensuring inclusive and equitable quality education
and providing lifelong learning opportunities for all by 2030. This goal aligns with the
Incheon Declaration, which seeks to address exclusion and marginalization to ensure
that no one is left behind.

UNESCO argues that education must equip people with essential skills to thrive
in a pressured world, while respecting cultural diversity and promoting sustainable
development. Educators and researchers are calling for major educational reform,
especially after shortcomings became evident during the COVID-19 pandemic [14].

Although employers value the technical skills of graduates, there is concern about
the lack of generic skills. The integration of transversal competencies can be achieved
through specific curricula, electives, and training activities, with the teacher’ role
being essential [15-17]. Contextualization of generic skills in practical activities is
crucial for students to really learn [18].

1.2 Tuning project for Latin America

The Tuning project seeks to establish a convergence between society and academic
careers in Latin America. This methodology aims to ensure that employers, both in
the region and internationally, recognize the competencies acquired by graduates and
their suitability to the demands of the labor market [19].

Since 2004, Tuning has been implemented in several Latin American countries,
with the aim of improving the quality and relevance of higher education [20] facing
the heterogeneity between the contexts and levels of development of the countries,
where changes in higher education have not been uniform [21].

Despite these challenges, Tuning continues to adapt and strengthen higher educa-
tion in the region. It has identified essential competencies for job performance, such
as teamwork, problem solving, communication, and critical thinking [22, 23]. These
skills not only increase individual productivity, but are key to organizational success,
reflecting the need to integrate technical and non-technical competencies in various
professions.

1.3 Artificial intelligence

The increasing prevalence of artificial intelligence (AI) has brought about a
new era of automation, with Al systems increasingly taking over tasks traditionally
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performed by humans. This trend has significant implications for the job market,

as Al technology is capable of performing intelligent tasks that were previously the
exclusive province of the human mind. The impact of Al on employment has the
potential to create several social inequalities that policymakers need to address [24].

The widespread integration of Al in various industries has resulted in substantial
improvements in efficiency and cost reduction, as Al systems can often outperform
human workers in terms of speed, accuracy, and scalability [25].

Advances in Al have raised concerns about the potential displacement of human
workers as machines become increasingly capable of performing tasks that were once
the exclusive domain of humans. However, a more nuanced perspective suggests that
Al can complement and enhance human intelligence, rather than simply replace it.
The intelligence augmentation premise posits that Al systems should be designed
with the intention of augmenting, not replacing, human contributions [26, 27].

As Al technologies continue to advance, it is becoming increasingly clear that the
future relationship between humans and AI will not be one of direct replacement, but
rather a collaborative partnership in which the strengths of both parties are leveraged
to achieve optimal outcomes [28, 29]. Al can reinforce human cognitive capabilities to
tackle intricate problems, while humans can offer more comprehensive and intuitive
approaches to decision making in uncertain situations [28, 29].

The concept of “Intelligence Augmentation” provides a framework for under-
standing this collaborative relationship, where the interaction between Al technolo-
gies and individuals leads to a cognitive transformation that alters the structure
of human thinking and equips individuals with new tools to optimize interpretive
schemes for examining the real world. As individuals gain access to AI-powered tools
and technologies, their cognitive abilities and problem-solving skills can improve
significantly. With the help of Al, humans can process and analyze large amounts of
data, identify patterns and insights, and make more informed decisions [27, 30].

Al-driven adaptive learning systems can adjust the complexity of content based on
a student’s performance, which could improve their learning outcomes [31].

In addition, Al can reduce the workload of teachers by automating grading,
freeing up time for more meaningful interactions with students. While the applica-
tions and benefits of Al in education may be appealing, it is crucial to be aware of the
potential pitfalls of introducing autonomous systems into education. Even in cases
where Al could enable new high-impact capabilities, there are likely to be critical
failure modes that could lead to unintended perverse outcomes [32].

1.4 Systematic review

Systematic review is applied in situations where it is necessary to synthesize exist-
ing evidence on a specific topic, assess the quality of the included studies, and provide
a complete and rigorous synthesis of the available evidence to support informed
decision making [33-36].

Systematic reviews adhere to explicit scientific principles and methodological
guidelines, thus minimizing the risk of random and systematic errors that can arise
in traditional narrative reviews. By following a well-defined protocol, systematic
reviews ensure that the process of identifying, selecting, and analyzing relevant
studies is transparent and replicable, which improves the reliability and validity of the
findings [33, 36].

Given the large number of articles and publications, the simplest and most
complete way to make use of this information is through a compilation of the
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information. In order to respond to this need, the systematic review was devel-
oped. A systematic review is a type of scientific research in which the unit of
analysis is the original primary or secondary studies on the same subject, which
is why, when investigating on what has already been investigated, it is considered
secondary research.

The key steps in conducting a systematic review usually involve formulating a
clear research question, developing a comprehensive search strategy, establishing rig-
orous inclusion and exclusion criteria, critically assessing the quality of the included
studies, and synthesizing the evidence in a clear and transparent manner [33].

2. Methods

A systematic study was carried out to respond to the identification of the existing
literature in the qualitative paradigm, on the application of Al in everyday activi-
ties, using the PRISMA method. In this data analysis, scientific publications with a
qualitative approach were extracted, which constitute the information base, ensuring
that they complied with the different phases of the selection process. This process is
organized in a flow chart that includes four main phases: identification, screening,
eligibility, and inclusion, see Figure 1.

In the identification stage, an exhaustive search was conducted in the academic

» <«

database Scopus, using relevant keywords such as “artificial intelligence,” “competen-
cies,” “qualitative research,” “qualitative study,” “qualitative analysis,” “qualitative
approach.” The criteria considered for this study were: (a) qualitative studies because
they have the capacity to integrate and synthesize a variety of perspectives and

experiences on a specific phenomenon.
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Figure 1.
Systematic review flowchart.
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This allowed the identification of patterns, emerging themes, and diverse con-
texts, providing a richer and deeper understanding of the phenomenon studied. In
addition, by focusing on qualitative research, the complexity and subjectivity of
human experiences can be highlighted, which is fundamental to developing informed
theories and practices; (b) only articles in final status were considered; (c) the year
of publication was from 2022; (d) the languages were: English, Croatian, Spanish,
French, German, and Korean.

This initial search yielded a total of n = 1528 potential studies. In the screening
phase, duplicate articles and those that did not meet the previously established inclu-
sion criteria were discarded, such as n = 809, reducing the number to n = 16 studies. In
the eligibility stage, additional criteria were applied, such as thematic relevance and
methodological rigor, resulting in n = 537 studies selected for detailed review. Finally,
we included n = 256 studies that provided a comprehensive and up-to-date view on
the intersection between Al and generic competencies of the Tuning Project.

A thematic analysis was performed on the 256 articles to identify and analyze
themes or patterns within the qualitative data [37]. This allowed us to identify how
Al can replace or complement the generic competencies of the Tuning Project. The
research focuses on determining which of these competencies can eventually be
replaced by Al applications, and what would be the impact of such a replacement in
the educational and professional environments.

3. Results

3.1Identification of the existing literature in the qualitative paradigm, on the
application of Alin everyday activities

The publication years considered for the data analysis were 2022 (n = 9), 2023
(n = 104), and 2024 (n = 143). It is observed that 2024 has produced the highest
number of publications related to the various competencies evaluated and analyzed
in the studies, impacting multiple areas of knowledge. These publications not only
address the identification of subtopics within each main theme, but also explore the
differentiation or assimilation of the different constructs integrated in each subtopic.

Studies selected and identified for review n = 256 are broken down into the
different studies whose competencies can be replaced by artificial intelligence;
thus, the competency that occupies the highest percentage is skills (n = 24.22%),
followed by knowledge (n = 19.14%), capabilities (n = 17.58%), and practices
(n = 16.80%), see Table 1.

Specialized knowledge is also being affected by Al, as advanced algorithms
can process huge amounts of information faster than experts. Professions such as
medicine or law now rely on systems that support diagnoses or legal interpretations.
This poses a challenge: balancing reliance on Al with the continued development of
fundamental human skills.

Al is transforming the way companies value human skills and competencies. In
fields such as manufacturing, programming, and decision making, Al has demon-
strated greater efficiency and accuracy, replacing technical and repetitive tasks. This
is causing a reconfiguration of the labor market, with humans moving into roles that
demand creativity, leadership, or empathy.

However, not all skills are easily replaceable. Skills such as creativity, complex
problem solving, and empathy are areas where Al still has limitations. This has led to
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Table 1.
Competencies identified in the articles.

human workers specializing in roles that demand critical thinking, innovation, and
interpersonal skills, while AI takes on more mechanical or data-driven tasks.

3.2 Generic competencies that can be replaced or complemented and the impact of
such replacement in the educational and professional environments

Generic competencies, also known as transversal competencies, are professional
skills that cover general aspects of the future professional in the world of work. These
competencies are closely related to creative thinking and emotional intelligence
and are useful in any discipline or field of work. In the educational and professional
sphere, identifying generic competencies that can be replaced or complemented
is crucial for adapting training to the changing demands of the labor market and
technological advances. This analysis has a significant impact in both the educational
and professional spheres.

3.2.1 Replaceable or complementary generic competencies
3.2.1.1 Artificial intelligence

Al has the potential to complement and, in some cases, replace generic educational
and professional skills. According to the study, Al can significantly improve skills such
as academic writing and business competencies. For example, tools such as ChatGPT
have proven useful in enhancing creativity, valuing ideas, and improving ethical and
sustainable decision making in the educational context. In the professional domain,

Al can automate routine tasks, allowing workers to focus on more strategic issues. This
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implies a need to develop new skills to work effectively alongside advanced technolo-
gies, thus ensuring a balance between human and artificial capabilities.

3.2.1.2 Capabilities

Professional capabilities, which encompass a variety of competencies needed for
effective job performance, can be complemented by Al and other emerging technologies.
In the study reviewed, it is noted that data analysis capabilities and interpretation of find-
ings are key areas where Al plays a significant role, especially in sectors such as account-
ing and auditing. The integration of Al enables professionals to gain greater accuracy and
efficiency in their tasks, which in turn improves their ability to adapt to rapid changes in
the work environment and to make more informed, data-driven decisions.

3.2.1.3 Competencies

The continuous evolution of the labor market requires competencies that can
be complemented by emerging technologies. The study highlights the importance
of continuing professional development (CPD) competencies for accounting and
auditing professionals. The ability to use advanced technology, such as generative Al,
becomes an essential competency. Combining traditional competencies with new
technologies increases the ability of professionals to innovate and meet the chal-
lenges of the future, facilitating a smooth transition in adapting to modern roles that
demand more technological skills.

3.2.1.4 Expertise

Expertise in a specific field can be significantly enhanced with the help of AL In
education, the integration of advanced tools allows educators to develop more effec-
tive and personalized teaching strategies. For example, the use of Al in academic
writing not only facilitates the teaching process, but also helps students hone their
ability to write more accurately and coherently. Similarly, in professional contexts, Al
provides crucial support in decision making and efficient management of complex
tasks, thus improving the quality and accuracy of professional expertise.

3.2.1.5 Innovation

Innovation is driven by the adoption of Al and other emerging technologies that
complement the generic competencies of professionals. The study notes that tools
such as ChatGPT can transform the way students and professionals approach creative
problems and develop new ideas. In the professional sphere, the ability to innovate
is closely linked to the effective use of technology, enabling organizations to remain
competitive and adaptive in a constantly changing environment. This not only fosters
creativity and innovation, but also promotes a culture of continuous improvement
and lifelong learning.

3.2.1.6 Knowledge

Al and other disruptive technologies are revolutionizing knowledge manage-
ment and transfer. In the educational and professional contexts, the ability to access
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and effectively use large volumes of information becomes an essential competency.
The study highlights that the integration of Al into the educational curriculum can
significantly improve the acquisition and application of knowledge, allowing students
and professionals to keep abreast of the latest trends and advances in their respective
fields. This synergy between knowledge and technology facilitates deeper and more
effective learning, better preparing people to face complex challenges.

3.2.1.7 Practices

Professional and educational practices are changing rapidly with the integration
of advanced technologies. According to the study, the adoption of Al in different
disciplines enables the implementation of more efficient and data-driven practices.

In education, for example, the use of Al systems to personalize learning and provide
immediate feedback facilitates a more student-centered approach. In the professional
sphere, technology enables the automation of routine tasks and optimization of pro-
cesses, improving productivity and efficiency. These transformed practices promote a
more collaborative and innovative work environment.

3.2.1.8 Qualification

The qualifications required to perform in various fields are evolving to include
advanced technological competencies. The study highlights the need for professional
development and educational programs to adapt to integrate skills related to Al and
other emerging technologies. For example, in accounting and auditing, qualifications
must now include not only traditional knowledge, but also competencies in data
analytics and handling advanced technological systems. This shift in qualifications
prepares professionals to better meet the challenges of a dynamic and technologically
advanced labor market.

3.2.1.9 Skills

The skills needed for educational and professional success are being redefined by
Al and other advanced technologies. Cross-cutting skills, such as critical thinking,
collaboration, and adaptability, are complemented by technological competencies
such as programming and data analysis. The study emphasizes the importance of
developing these technology skills as an integral part of educational curricula and
professional development programs. The combined skills enable individuals to more
effectively manage technological tools and adapt quickly to new demands and oppor-
tunities in their respective fields.

3.2.1.10 Talent

Talent management in the educational and professional environment has been
transformed by the advent of Al The study reveals that Al can complement human
talent by providing tools that increase efficiency and improve decision making. In
workplaces, Al can automate common tasks, freeing employees to focus on strategic
activities that require unique human skills, such as creativity and empathy. Similarly,
in education, Al can personalize learning, helping to identify and develop individual
talent more effectively and quickly, which is crucial for dealing with the changing
realities of the world of work.
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3.2.2 Impact of the veplacement or supplementation of competencies in the
educational envivonment

Replacing or complementing generic competencies has direct implications on
the teaching method and academic curriculum. The inclusion of new competencies
requires a revision and updating of study programs, ensuring that students acquire
relevant skills that prepare them for the current and future labor market.

a.Enrichment of curricular content: By integrating additional competencies such
as big data analysis or virtual team management, educational institutions can
offer programs that are more robust and aligned with the needs of the labor
market. This not only improves educational quality but also the employability of
graduates.

b.Innovative teaching methodologies: The incorporation of competencies such as
digital citizenship and social responsibility can incentivize the use of innovative
pedagogical methodologies, such as project-based learning and the use of simula-
tion and gamification platforms. These methodologies can increase student
motivation and engagement, thus improving learning outcomes.

c. Continuous assessment and monitoring: Replacing or complementing competen-
cies also requires the development of new assessment tools that can effectively
measure the development of these skills. This implies continuous and adaptive
monitoring of students’ progress to ensure that they are actually acquiring the
necessary competencies.

3.2.3 Impact on the professional environment

In the professional field, replacing or complementing generic competencies can
result in more versatile professionals who are better prepared to face complex and
changing challenges.

a. Greater adaptability: Professionals who develop complementary skills, such as
big data management or digital collaboration, can adapt more quickly to tech-
nological and organizational changes, which increases their value in the labor
market.

b.Innovation and competitiveness: Combining traditional competencies with new
skills can foster innovation. Professionals with a wide range of skills are more
likely to propose creative and effective solutions, strengthening the competitive-
ness of their organizations.

c. Social responsibility and professional ethics: Complementing ethical training
with digital citizenship and corporate social responsibility not only improves
decision making but also the reputation and sustainability of organizations,
contributing to a more ethical and responsible work environment.

Replacing or complementing generic competencies is an effective strategy to
improve both academic training and professional performance. Adapting to changes
in the work and technological environment is essential to prepare students and
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professionals for the challenges of the future, promoting a more relevant education
and a more robust and ethical professional practice.

4. Discussion

Recent literature on the application of artificial intelligence (AI) in various daily
activities highlights the significant transformation that these technologies are gener-
ating in multiple areas of knowledge and in the labor market. The studies analyzed
for the years 2022, 2023, and 2024 indicate a considerable increase in the number of
publications, especially in 2024, thus evidencing a growing interest in the topicand a
rapid evolution in the adoption of advanced technologies (n = 256).

In particular, AI has shown a remarkable ability to enhance and in some cases
replace generic competencies such as technical skills, specialized knowledge, and
analytical capabilities. Studies such as those by Smith and Jones [37] highlight that the
implementation of Al technologies in sectors such as medicine and law has optimized
diagnostic processes and legal advice, providing greater accuracy and efficiency
compared to the traditional methods.

This adoption poses the challenge of balancing technological dependence with
the continued development of fundamental human capabilities, such as empathy
and critical thinking. In addition, Al is redefining the valorization of human skills in
the workplace. In fields such as manufacturing and programming, Al has replaced
repetitive and technical tasks, driving a reconfiguration of the labor market toward
roles that demand uniquely human capabilities-creativity, leadership, and empathy.
However, such a transition is not without its challenges [38].

There are competencies such as creativity and complex problem solving that still
present limitations to their full automation by Al [39]. Educational impact is another
crucial area affected by this technological transition. The adaptation of curricular
content to integrate advanced technological competencies is fundamental. According
to Komljenovic et al. [40], integrating big data analysis and virtual team management
into academic programs enriches students’ training and improves their employability.
In addition, fostering innovative teaching methodologies, such as project-based learn-
ing and simulation platforms, increases student motivation and engagement, thus
improving learning outcomes [41].

The professional field also benefits from these innovations. Several studies
highlight that complementing traditional competencies with Al and data analysis
skills provides professionals with the necessary adaptability to face technological and
organizational changes [42].

The integration of advanced technology fosters innovation and competitiveness,
enabling professionals to propose creative and effective solutions. At the organiza-
tional level, this contributes to greater social responsibility and professional ethics,
improving the reputation and sustainability of companies.

5. Conclusions

The application of Al in everyday activities is radically transforming both the edu-
cational and the professional spheres. The studies reviewed for the years 2022, 2023,
and 2024 reveal a remarkable growth in the literature addressing this topic, evidenc-
ing a rapid evolution in the adoption and adaptation of advanced technologies.
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AT has proven to be efficient in improving and, in some cases, replacing generic
competencies, optimizing tasks and processes in multiple sectors. However, there are
still areas where AI shows limitations, especially in competencies that require unique
human skills such as creativity and empathy.

Education is challenged to adapt its curricula to incorporate technological
competencies that better prepare students for the current and future labor market.
Innovating in teaching methodologies and continuous updating of assessment tools is
essential to ensure the development of relevant skills.

In the professional sphere, the combination of traditional competencies with
advanced Al skills promotes greater adaptability, innovation, and social responsibil-
ity, crucial elements to face a dynamic and technologically advanced work environ-
ment. The synergistic interaction between Al and human skills promises a future
where collaboration between technology and humanity can enhance capabilities
and solve complex problems more effectively. Proactively adapting to these changes
is essential to take full advantage of the benefits that Al offers, while ensuring the
continued development of fundamental human competencies.
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Chapter 8

From Bias to Balance: Navigating
Gender Inclusion in Al

Gloriana ]J. Monko and Mohamedi M. Mjahidi

Abstract

This chapter explores the intersection of Artificial Intelligence (AI) and gender,
highlighting the potential of Al to revolutionize various sectors while also risking
the perpetuation of existing gender biases. The focus is on the challenges and strate-
gies for achieving gender inclusivity within Al systems. By examining the progress
made by organizations in addressing gender bias, the chapter identifies key technical,
ethical, legal, and social barriers and outlines approaches for integrating gender
inclusivity throughout the Al lifecycle. Utilizing a narrative literature review supple-
mented by industry case studies, the chapter critically analyzes selected literature to
address these issues. The findings underscore persistent challenges in identifying and
mitigating gender bias in Al systems alongside complex ethical and legal implications.
Nevertheless, notable advancements in gender-specific algorithm design and inclusive
data practices are highlighted. The chapter concludes that achieving gender inclusiv-
ity in Al requires a coordinated effort across developers, researchers, and policymak-
ers, offering actionable recommendations to ensure Al systems are fair, transparent,
and equitable, thus contributing to a more just and inclusive society.

Keywords: navigating gender, inclusive Al, fairness in Al, addressing biases in Al,
gender gap

1. Introduction

Artificial Intelligence (AI) holds great potential to address significant challenges
and transform our lives and work. However, alongside this promise, Al also risks
exacerbating existing inequities and digital divides. Reflecting the biases inherent
in society, Al has already contributed to gender-based discrimination, introducing a
new dimension to the digital divide [1]. This chapter seeks to answer critical questions
about the challenges and progress made by organizations in addressing gender bias in
Al systems and how the technical, ethical, legal, and social barriers hinder achieving
gender balance in Al development.

Gender bias in Al refers to the systematic discrimination against individuals based
on gender, which can manifest through algorithms, datasets, and the interaction of
these technologies with social norms. These biases often perpetuate existing gender
stereotypes and inequalities, reducing the fairness, accuracy, and effectiveness of
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Al systems, particularly for women and other marginalized groups [2]. Addressing
this bias involves understanding which methodologies can be employed to integrate
gender inclusion throughout the Al development process.

Gender bias can emerge at multiple stages of the Al lifecycle, from data collection
and algorithm design to deployment and interpretation of outputs. The historical
roots of this issue date back to the early days of computing, where predominantly
male perspectives shaped the foundation of the field. In the mid-nineteenth century,
tasks like programming and software development were considered clerical and often
assigned to women [3]. As the field gained prestige, the shift toward male-dominated
spaces resulted in long-term effects on women’ representation in technology. The
most significant question to ask ourselves is, what is the potential of Al to address
these disparities and promote societal equity?

According to the Global Gender Gap Report of 2023, women make up only 30%
of professionals in the global technology industry, and this figure drops to 22% in the
field of artificial intelligence [4]. These statistics reflect the persistent gender imbal-
ance in tech, which raises the need for actionable steps for developers, researchers,
and policymakers to promote gender inclusivity in AL

The societal impact of biased Al profoundly affects employment, access to ser-
vices, legal systems, and public trust in technology. Al systems in hiring, healthcare,
and education risk perpetuating discriminatory practices when gender biases are
embedded. Understanding these barriers and exploring strategies to mitigate them
will be vital to ensuring equitable outcomes.

Figure 1 illustrates the importance of intentionally considering gender in the devel-
opment of Al systems and highlights the negative impact of neglecting this consider-
ation, which may lead to the unintentional exclusion of certain groups. Gender-inclusive
Al addresses immediate biases and fosters a transformative shift in societal structures
and interactions. This vision for the future emphasizes an Al-enhanced society that val-
ues and upholds the principles of fairness and equity, ensuring that every individual has
the opportunity to succeed and contribute meaningfully to society, regardless of gender.

To explore this topic further, the chapter addresses the following research
questions:

* What challenges are encountered and progress made by organizations in address-
ing gender bias in Al systems?

* What technical, ethical, legal, and social barriers hinder achieving gender bal-
ance in AI?

* What approaches can be applied to integrate gender inclusion in the AI develop-
ment process?

* What is the potential of artificial intelligence to address gender disparities and
promote societal equity, considering both immediate applications and long-term
impacts?

* What actionable steps can developers (industry), researchers (academia), and
policymakers (government) take to promote gender inclusivity in AI develop-
ment, research, and regulation?

The remainder of this chapter is structured as follows: First, we explore the theoreti-
cal framework behind the intersectionality of gender and Al, covering key concepts and
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“If we do not intentionally consider gender inclusion in
Al datasets and design, we will unintentionally
exclude certain groups” G]JM
INTENTIONALLY UNINTENTIONALLY

INCLUDE EXCLUDE

L]

Figure 1.
Gender inclusivity and exclusivity in Al design.

historical context. Next, we present the methodology that discusses case studies high-
lighting both the successes and challenges organizations face in fostering gender-inclu-
sive Al, the challenges in achieving gender balance in the field, approaches for gender
inclusion in the Al lifecycle, and the societal impact of gender-inclusive Al Finally, we
conclude with a discussion of a comprehensive blueprint for action aimed at industry,
academia, and policymakers to create more equitable Al systems and processes.

2. Intersectionality in gender and Al

The complex interplay of intersecting social identities such as race, gender, socio-
economic status, disability, and sexual orientation profoundly impacts the design
and development of Al systems. This intersectional lens reveals how compounded
disadvantages faced by marginalized groups can lead to disproportionate outcomes
when these systems are not designed with their unique needs and challenges in
mind. Without integrating intersectionality into AI design, we risk creating systems
that reflect and amplify existing social inequalities and biases, further entrenching
systemic barriers [5].

153



Avtificial Intelligence — Social, Ethical and Legal Issues

Intersectionality, a concept first introduced by Kimberlé Crenshaw in 1989,
provides a crucial framework for understanding how various dimensions of identity
interact to produce unique experiences of discrimination and disadvantage [6, 7].
When applied to Al intersectionality offers a critical lens for examining the com-
pounded effects of bias that emerge in Al systems and helps ensure these technologies
serve all individuals fairly, particularly those at the intersection of multiple marginal-
ized identities. For instance, Al algorithms trained on biased data can disproportion-
ately misclassify or disadvantage women of color, who face both racial and gender
biases, more so than white women or men of color [8].

Al systems that fail to account for these intersecting identities may reinforce exist-
ing stereotypes and social hierarchies. For example, facial recognition technologies
have been shown to perform poorly for individuals with darker skin tones, particu-
larly women, due to a lack of diversity in training datasets [9]. Moreover, decision-
making algorithms used in sectors like healthcare or criminal justice can result in
biased outcomes that disproportionately affect marginalized groups. For instance,
predictive policing tools may over-police communities of color, or healthcare algo-
rithms might underdiagnose conditions in minority populations due to historical
underrepresentation in medical research datasets [5, 8].

Incorporating intersectionality into Al design entails addressing biases at every
stage of the Al lifecycle, from data collection to algorithm development to deploy-
ment. This means developing diverse and representative datasets that capture the full
range of human experiences, including those of marginalized communities. Failure
to do so risks perpetuating historical biases and widening existing social disparities
[5]. For example, an Al model used for hiring decisions that is trained predominantly
on resumes from men will likely perpetuate gender biases, thereby disadvantaging
women applicants, particularly women of color or women with disabilities [8].

An intersectional approach also necessitates the development of fairness frame-
works that go beyond traditional metrics. Many fairness measures in Al focus
on single-attribute classifications, such as gender or race, but fail to consider the
compounding nature of multiple, intersecting identities. Newer frameworks, such
as differential fairness, attempt to address this by ensuring fairness across multiple
protected attributes simultaneously, providing better protection for minority groups
who are often neglected in conventional fairness approaches [5].

The consequences of neglecting intersectionality in AI design are significant.
Without careful attention to how gender, race, and other identities intersect, Al
systems can exacerbate inequalities, leading to unfair outcomes in employment,
healthcare, education, and beyond. For example, biased Al systems may misiden-
tify or unfairly assess individuals based on their gender or racial identity, leading
to discriminatory practices in hiring, law enforcement, or medical treatment [8].
These flaws undermine the effectiveness of Al systems and contribute to the further
marginalization of vulnerable groups, deepening societal inequities. By adopting an
intersectional approach, Al designers can mitigate these risks and ensure that these
systems are inclusive, fair, and capable of advancing social equity.

3. Methodology

This chapter employed a narrative literature review to investigate gender inclu-
sion in Al The narrative review methodology was chosen for its ability to synthesize
diverse perspectives, identify emerging themes, and facilitate an in-depth exploration
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of both historical and contemporary trends. These features make it particularly well-
suited for examining the multifaceted issues surrounding gender inclusion in Al The
review explored case studies of persistent challenges and progress made, obstacles

to achieving gender balance, approaches for fostering inclusion throughout the AI
lifecycle, and the societal impacts of gender-inclusive Al

A systematic approach was employed to ensure the quality and relevance of the
selected literature, as illustrated in Figure 2. The process began with a targeted
literature search using carefully chosen keywords related to the core concepts of the
study. These included terms such as “Artificial Intelligence,” “Gender,” “Navigating
Gender Balance in AI” “Gender Inclusion in Al,” “Gender Equity and Inclusion in AI,”
“Addressing Biases in Al,” “Gender Gap in Al,” and “Fairness in Al.” The search terms
were used independently and in various combinations across four scholarly databases
(i.e., Google Scholar, IEEE Xplore, ACM DL, Springer, Science Direct, and Tylor &
Francis) and from reports of leading platforms such as the World Economic Forum,
Google Research, and Spotify Newsroom. These sources were selected due to their
intersection coverage of Al and gender-related literature.

The literature search covered the last eight years, from 2016 to 2024, ensuring the
inclusion of recent advancements and discussions. The articles retrieved were refined to
exclude those not directly addressing the intersection of Al and gender. Initial screening
involved reviewing the titles and abstracts of potential articles for relevance, followed
by full-text examinations. Further screening was conducted to eliminate duplicates,
non-peer-reviewed publications, non-English articles, and unrelated literature.

Following this careful selection process, 36 pieces of literature were chosen for
thorough review. Each literature was analyzed to extract the main findings that
address the research questions. The findings were narratively synthesized and
presented in sections addressing the key themes identified. This systematic approach
to the narrative literature review ensured a comprehensive and critical examination
of the current state of knowledge regarding gender inclusion in Al, providing a solid
foundation for addressing the research questions and informing future directions in
this field. The findings are presented in the subsequent sections, organized into case

1. Literature Searching 3. Identification and Reporting

Books, Journal and C g Key Search
i e =l > Inclusion Criteria H Gender Inclusion in Al |

! ]

+ Peer-review academic
= Artificial Intelligence journals
+ Gender « Reports from leading
* Navigating Gender platiorms. X
Balance in Al « Language (English)

Books: Tylor & Francis and
Google Book

Literature identified (N=36)

Reporting.on :

Scholarly Databases: Google
Scholar, IEEE Xplore, ACM
DL, Springer and Science
Direct

« Case studies
« Challenges
« Approaches
* Impact

Gender Inclusion in Al « Publication year (2016-
Gender Equity and 2024)
Inclusion in Al
Reports from Leading Addressing Biases in Al
Platforms: Sportify Newsroom
Google Search, and World
Economic Forum

Gender Gap in Al
Fairness in Al Exclusion criteria

« Title and Abstract not
related to Gender
Inclusion in Al

* Non-Peer-Reviewed

* Non-English

Figure 2.
Literature review structure.
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studies on the challenges and progress, barriers to gender balance, approaches for
fostering inclusion in the Al lifecycle, and the societal impact of gender-inclusive AL

3.1 Case studies

In recent years, the tech industry has made significant strides toward develop-
ing more inclusive Al systems, particularly in addressing gender bias. This effort
spans various areas, including language processing, healthcare, entertainment, and
search algorithms. While progress has been made, challenges persist, highlighting the
complex nature of bias in Al and the ongoing need for vigilance and improvement.
Highlighting the successful case studies, Google Translate exemplifies both progress
and lingering issues in language processing. The platform now offers gender-specific
translations for some gender-neutral languages, providing both “he” and “she” options
for sentences like the Turkish “o bir doktor,” meaning he/she is a doctor in English
(Figure 3a) [10]. However, this approach has yet to be uniformly applied, with transla-
tions from low-resource languages like Swahili, “Yeye ni daktari” still defaulting to
male pronouns (Figure 3b), underscoring the need for more comprehensive solutions.
In healthcare, IBM’s Watson for Oncology incorporated diverse clinical data
and insights across gender demographics to provide equitable treatment recommen-
dations [11, 12]. This approach recognizes the critical importance of gender
considerations in medical care and sets a positive precedent for Al applications in
healthcare.
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a. Feminine and masculine translation b. Masculine translation

Figure 3.
Google translations. a. Feminine and masculine translation. b. Masculine translation.
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The entertainment industry has also seen initiatives to address gender imbal-
ances. Spotify’s Equalizer Project, for instance, aims to promote gender parity
in curated playlists by highlighting underrepresented female artists [13]. This
increases visibility for diverse talents and challenges systemic gender disparities in
the music industry. In the fashion industry and search algorithms, a good example
is Pinterest, which has updated its search algorithms to promote more inclusive
results [14], particularly in beauty-related searches, thereby challenging traditional
beauty standards and promoting diversity across races, ethnicities, and gender
expressions.

Despite these positive developments, significant challenges remain, as evident
in Amazon’s Al recruitment tool [15, 16]. The tool discovered to be biased against
women for technical positions serves as a stark reminder of how AI can perpetuate
and even amplify existing societal biases. This case underscores the importance
of rigorous testing and diverse input in Al development processes. Additionally,
the rapid degradation of Microsoft’s Tay chatbot into producing offensive and
sexist content within 24 hours of its launch on Twitter in 2016 [17, 18] highlights
the vulnerability of Al systems to malicious input and the need for robust safe-
guards. Similarly, early versions of Apple’s Siri voice assistant were criticized for
responses that reinforced gender stereotypes, particularly in handling queries
related to women’s safety and harassment. Facial recognition technologies have also
been found wanting in terms of gender and racial equity. A landmark study [19]
revealed significant error rates in systems from major tech companies, particularly
for women of color. These inaccuracies not only raise concerns about privacy and
misidentification but also point to deeper issues of representation in Al training
data and development teams.

The financial sector has yet to be immune to these challenges. For instance,
Apple’s credit card algorithm, developed with Goldman Sachs, faced accusations
of gender bias, with reports of women receiving lower credit limits than men with
similar financial profiles [20]. This case highlighted potential biases in financial
algorithms and the need for transparency and fairness in Al-driven financial deci-
sions. Social media platforms have also grappled with algorithmic bias. Notably,
[21-23] highlighted that Facebook’s advertisement algorithm reinforced gender
stereotypes in job advertisements, potentially limiting opportunities based on
gender. These case studies illustrate how Al systems can inadvertently perpetuate
societal biases, emphasizing the need for ongoing scrutiny and adjustment of these
algorithms.

These case studies collectively paint a picture of an industry in transition. While
there have been notable successes in addressing gender bias in Al, persistent chal-
lenges remain, as summarized in Table 1. As Al continues to play an increasingly
prominent role in our lives, ensuring these systems are fair and inclusive for all
genders is not just a technical challenge but a fundamental ethical imperative.

3.2 Challenges in achieving gender balance

Achieving gender balance in artificial intelligence presents numerous technical,
ethical, and legal challenges. Addressing these challenges is crucial for developing
Al systems that are not only effective but also fair and equitable. Ensuring gender
balance involves creating algorithms and systems that do not favor one gender over
another, which requires a multifaceted approach encompassing various domains.
Here is a deeper look into each of these critical areas:
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References Challenge persisted Progress made Industry area Organization

[9] Defaulting to male Gender-specific Language Google
pronouns for low- translations Translation
resource language

[10, 11] Not trained with real Equitable treatment Healthcare IBM’s Watson
patient data recommendations

[12] Unfair presentationof ~ Gender-curated playlists Entertainment/ Spotify
female artists Music

[13] Unfair search results Improved search to Fashion Pinterest
for women of color promote diversity across

races, ethnicities, and
gender expression

[14, 15] Biased against women Abandoned Job Recruitment Amazon
for technical positions

[16,17] Creating offensiveand It was shut down Conversational AI ~ Microsoft
sexist content Chatbot
Responses that Provision of various Voice Assistant Google, Apple
reinforced gender Assistant voice options (e.g., Siri) and Twitter
stereotypes

[19] Lower credit limits for Refined algorithm and Financial (Credit Apple
women with similar transparency to ensure cards)
financial profiles to equal treatment
men

[20-22] Reinforced gender Implemented stricter Advertisement Facebook
stereotypes in job guidelines, such as limiting
advertisements, microtargeting based on
favoring men gender

Table 1.

Challenges persisted and progress made in addressing gender bias in Al solutions.

3.2.1 Technical challenges

De-biasing Al algorithms is a complex and nuanced task that involves several
intricate steps, each presenting unique technical challenges. These challenges arise

from the inherent complexity of Al systems and the subtle nature of biases that can be

embedded within them.

3.2.1.1 Identification of bias

The first step is to recognize and measure the bias present in Al systems. This often

requires comprehensive analysis and auditing of the training data and algorithms.
Recognizing bias involves identifying obvious disparities and more subtle forms

of bias, such as indirect discrimination or latent stereotypes. Indirect discrimina-
tion occurs when seemingly neutral policies or practices disproportionately affect a
particular group, while latent stereotypes refer to ingrained societal assumptions that
can inadvertently influence Al outcomes. This complexity makes the identification
process particularly challenging, as it demands a deep understanding of both techni-
cal and social dimensions. As noted by O’Connor and Liu [24], hidden biases in data
can often go undetected, leading to significant challenges in identifying bias [24].
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3.2.1.2 Modification of algorithms

Once biases are identified, the next step is to modify algorithms to mitigate them.
This can involve techniques such as re-weighting training data to ensure under-
represented groups are appropriately emphasized, using fairness-aware algorithms
designed to correct biases during the learning process, or applying adversarial
training methods where the model is trained to perform well even when challenged
with inputs that expose biases. Each method has trade-offs between maintaining
the algorithm’s performance and reducing bias. Shrestha and Das [9] highlight the
difficulty in achieving both fairness and accuracy in Al, particularly when balancing
performance and the need for bias reduction [9].

3.2.1.3 Continuous monitoring

De-biasing is not a one-time fix. Al systems must be continuously monitored
for biases as they learn and evolve over time. This ongoing process requires robust
frameworks and tools to ensure that biases do not re-emerge or new types of biases
are not introduced. Ovalle et al. [25] stress the need for continuous monitoring and
the integration of ethical oversight to ensure long-term fairness [25].

3.2.2 Ethical challenges

Striking a balance between accuracy and fairness in Al systems is one of the most
pressing ethical challenges. There are multiple definitions of fairness, and choosing
the appropriate one for a specific context is difficult. Whether it is demographic par-
ity, equality of opportunity, or individual fairness, each definition has implications
for Al decision-making processes. Kong [26] underscores the complexity of defining
fairness in a way that accommodates intersectional identities, especially for marginal-
ized groups like women of color. Increasing fairness can sometimes reduce accuracy,
posing a critical challenge in areas such as healthcare or criminal justice [26].

Additionally, there is an ethical need for transparency in how Al systems make
decisions. Users and stakeholders should be able to understand the decision-making
process, which requires explanations from Al systems that are both accurate and
understandable. Figueroa et al. [8] explore how transparency is crucial for ensuring
that Al systems are not only technically sound but also ethically aligned with societal
values [8].

3.2.3 Legal and social implications

Al systems must operate within the bounds of existing legal frameworks, which
include laws designed to prevent discrimination. Understanding legal requirements
varies from country to country; different nations have distinct laws and regulations
regarding discrimination, and Al systems used globally must comply with these
diverse legal landscapes. Carter et al. [27] and Fosch-Villaronga and Poulsen [28]
address the legal responsibilities that AI developers must adhere to prevent discrimi-
nation through biased systems [27, 29].

Beyond legal compliance, there is a broader social responsibility to ensure that Al
systems do not perpetuate or exacerbate social inequalities. Shams et al. [30] highlight
the importance of engaging with diverse communities to understand their needs
and ensuring that Al technologies are developed in an inclusive manner to benefit all
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societal segments [30]. Additionally, Piskopani et al. [31] emphasize the significance
of socially responsible Al in other domains, pointing out that all sectors should
address ethical and legal challenges related to fairness and inclusivity [31].

Addressing these challenges is essential for advancing Al technology that respects gender
equality and promotes a more inclusive society. Each avea vequires dedicated focus from
stakeholders across disciplines to ensure that Al serves the good of all without reinforcing
existing disparities.

3.3 Approaches for gender inclusion in the Al lifecycle

Realizing gender balance throughout the Al lifecycle requires a multifaceted
and proactive approach. The complex nature of gender bias, deeply rooted in
societal structures and often manifesting unconsciously, presents a significant
challenge in Al development. These biases, along with existing socioeconomic
disparities, can inadvertently be encoded into algorithms and training datasets,
perpetuating and potentially amplifying gender inequalities. To counter this
challenge, several approaches for gender inclusion in AI can be adopted. These
approaches are illustrated in Figure 4, encompassing a range of interconnected
practices designed to create Al systems that are fair, equitable, and representative
of diverse populations. Key approaches include gendered user-centric design, data
diversification, building an inclusive Al team of experts, implementing gender-
focused AI algorithm design, conducting thorough gender impact assessments,
and formulating AI policy and governance frameworks. Each approach plays a
crucial role in addressing the unique challenges of gender inclusion, from the
initial concept phase to real-world application. By systematically integrating these
approaches, Al technology can advance in a way that avoids perpetuating existing

Figure 4.
Gender-inclusive approaches in the Al lifecycle.
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biases and actively promotes gender equality, ultimately benefiting all users
regardless of their gender identity. This holistic strategy represents a shift from
merely mitigating bias to proactively fostering inclusivity and equity in Al systems.

3.3.1 Gendered user-centric design

Gendered user-centric design is fundamental to ensuring gender inclusivity in
Al development. This approach involves actively engaging diverse users throughout
the design process, from conception to deployment. By capturing perspectives,
needs, and preferences across various gender identities, developers can uncover and
address subtle gender-related issues that might otherwise be overlooked. This process
goes beyond simple feedback collection; it involves immersive techniques such as
participatory design workshops, where users become co-creators of the Al solutions
[28, 32, 33]. Through iterative testing and refinement based on user input, developers
can create Al systems that are technically proficient, socially aware, and responsive to
the specific needs of different genders. This approach helps bridge the gap between
technological innovation and real-world applicability, ensuring that Al solutions are
inclusive and user-friendly across the gender spectrum.

3.3.2 Building an inclusive Al team of experts

Diversity within Al development teams is crucial for promoting gender inclusion.
Building an inclusive team of experts goes beyond mere representation; it involves
creating an environment where diverse perspectives are valued and integrated into
every aspect of the development process [28, 32, 34, 35]. This means assembling
multidisciplinary teams with expertise in Al and machine learning and gender stud-
ies, ethics, sociology, and other relevant fields will ensure representation from various
genders, backgrounds, and cultures within the team fosters a rich environment for
innovation and problem-solving. Moreover, implementing ongoing diversity and
inclusion training for team members helps create a culture of awareness and sensitiv-
ity. This inclusive approach challenges assumptions, identifies potential biases early in
the development process, and leads to Al solutions that resonate with a broader user
base. The synergy of diverse viewpoints within the team often results in more creative
and comprehensive approaches to gender inclusion in Al

3.3.3 Data diversification

The quality and diversity of training data significantly impact the fairness and
inclusivity of Al systems. Effective data diversification strategies are crucial for
mitigating biases and ensuring comprehensive representation. This involves not just
curating datasets with balanced representation across gender identities but also regu-
larly auditing these datasets for hidden biases or underrepresentation. Developers
must go beyond existing data sources, actively seeking out or generating data that fill
gaps in representation. This might involve collaborating with diverse communities
to source more representative data or creating synthetic data to balance datasets [28,
32, 36, 37]. The process of data diversification is ongoing, requiring constant vigilance
and updates to keep pace with evolving societal understandings of gender. By actively
managing and diversifying data, developers can create AI models that more accu-
rately reflect the complexities of gender in society, reducing the risk of perpetuating
stereotypes or exclusionary practices.
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3.3.4 Gender-focused Al algovithm design

Developing algorithms with gender inclusivity at their core is critical in creat-
ing fair Al systems. This approach involves implementing fairness-aware machine
learning techniques such as equalized odds and demographic parity to ensure that
the algorithm’s predictions are equitable across different gender groups. However,
gender-focused algorithm design goes beyond these technical solutions. It requires a
holistic approach that considers the entire lifecycle of the algorithm, from initial con-
cept to deployment and beyond. This includes continuously monitoring and adjusting
models to address emerging biases, incorporating explainable AI methods to enhance
transparency and build trust with users, and designing flexible algorithms that can
adapt to evolving understandings of gender [28, 34, 36, 37]. By prioritizing gender
considerations at every algorithm development stage, Al systems can be created to
avoid perpetuating existing biases and promote gender equality.

3.3.5 Gender impact assessment

Conducting thorough gender impact assessments is critical for understanding
and mitigating the potential effects of Al systems on different genders. This process
involves a comprehensive analysis of how an Al system might affect various gender
groups directly and indirectly [28, 32]. It requires identifying potential unintended
consequences and developing strategies to mitigate negative impacts before they
occur. In addition, engaging with gender experts and affected communities is crucial
for gaining deeper insights into the subtle ways AI might influence gender dynamics.
Moreover, establishing ongoing monitoring and evaluation processes post-deploy-
ment ensures that the system’s impact is continually assessed and adjusted as needed.
Transparent communication of assessment findings to stakeholders is essential, as
it fosters accountability and builds trust in the Al system [35, 37-39]. This approach
provides a framework for continuous improvement, allowing Al systems to adapt as
societal norms and understandings of gender evolve.

3.3.6 Al policy and governance

Al developers often focus primarily on solving specific problems, sometimes
overlooking the potential risks and harm their products may impose on society.
Meanwhile, society tends to prioritize the benefits gained from using Al products
without necessarily considering whether those benefits are advantageous in the long
term [28, 32]. By considering both the developer’ and society’s perspectives, Al poli-
cies, guidelines, and regulations can play a crucial role in promoting gender diversity
and inclusion in AL These frameworks provide clear guidance for AI’s ethical design
and deployment, ensuring fairness, transparency, and accountability. Additionally,
they help mitigate risks associated with Al, such as unintended consequences, biases,
and vulnerabilities, thereby protecting individuals and organizations from harm
(28, 32, 34, 36, 38, 40].

3.4 Impact of gender-inclusive Al on society

The influence of Al on society is profound and wide-reaching. As we strive to
integrate gender inclusivity into Al, the impacts can be observed in the short and long
term, ultimately steering us toward a more equitable future.
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3.4.1 Short-term impacts

Gender-inclusive Al leads to immediate changes in how products and services are
designed and delivered. By actively addressing gender bias in Al algorithms, compa-
nies can create more effective and inclusive products that cater to a broader audience.
For example, voice recognition software has traditionally had higher error rates
for female voices than male voices due to the underrepresentation of female voices
in training datasets. Dennis Fucci et al. explored the issue of gender imbalance in
automatic speech recognition by manipulating pitch [41]. They examined the sensi-
tivity of these systems to the sociolinguistic variability of speech data, emphasizing
the significant role gender plays. The study highlighted how this variability can lead to
disparities in recognition accuracy between male and female speakers, mainly due to
the underrepresentation of female voices in training data. By addressing these biases,
technology companies can improve the user experience for all genders, increasing
satisfaction and expanding their market reach.

Another area impacted is healthcare diagnostics. Al models trained on gender-
diverse data can diagnose conditions more accurately across genders, leading to better
health outcomes. Gender inclusivity in Al also prompts changes in marketing strate-
gies. With Al models that do not perpetuate stereotypes, advertising becomes more
diverse and inclusive, appealing to a wider demographic and promoting a positive
brand image that values diversity [42].

3.4.2 Long-term impacts

Integrating gender-inclusive practices in Al could lead to significant shifts in
societal norms and behaviors over time. One key area is the workplace, where Al tools
that facilitate unbiased hiring practices can help achieve gender parity across various
industries, particularly in STEM fields where gender disparity is prominent [1]. Such
tools can screen candidates based on skills and potential rather than unconscious
biases, reshaping workforce demographics and promoting a culture of fairness.

Education is another sector where gender-inclusive Al can make a long-lasting
impact. Educational software that adapts to the needs of students without bias can
help close gender gaps in performance, particularly in areas where one gender histori-
cally underperforms. This can encourage a more diverse range of young people to
pursue careers they might not have considered previously, altering career trajectories
and expanding professional opportunities for all genders.

3.4.3 Vision for how Al can contribute to a move equitable world

Looking forward, the goal of gender-inclusive Al is not just to prevent bias but to
actively contribute to a world where gender equity is the norm. AI has the potential to
be a great equalizer in society, offering tools that help bridge gaps rather than widen
them. For instance, Al-driven analyses can identify gender disparities in pay and job
roles across sectors, providing data that can spur changes in corporate and govern-
mental policies.

Furthermore, Al can be instrumental in educational reform by providing person-
alized learning experiences that adapt to different learning styles across genders, thus
fostering an environment where all students can thrive equally [30]. In public policy,
Al can help simulate policy outcomes to predict their impact on different genders,
guiding more informed decisions that promote gender equity.
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4. Discussion

4.1 Overcoming challenges, building progress, and shaping the future for gender
inclusion in AI

The results unveiled a complex landscape in addressing gender bias within artificial
intelligence (AI) solutions across diverse industries. These analyses highlight both
persistent challenges and notable progress in mitigating gender imbalances, developing
inclusive methodologies throughout the Al lifecycle, and assessing the societal impact of
gender-inclusive Al systems. While some organizations, notably Google and Apple, have
implemented commendable measures to mitigate bias through enhanced algorithms,
equitable treatment protocols, and increased transparency, others such as Amazon
and Microsoft have faced setbacks, necessitating the discontinuation of problematic
systems due to intractable bias issues. Key technical hurdles include the identification of
bias within intricate models, modifying algorithms to ensure fairness, and establishing
robust, continuous monitoring systems to prevent bias. Ethical considerations arise
from the need to balance unbiased decision-making processes with privacy concerns
and responsible data utilization. At the same time, legal and social implications primar-
ily focus on ensuring Al systems’ compliance with anti-discrimination legislation and
preventing the reinforcement of detrimental stereotypes.

The achievement of gender balance in Al necessitates the implementation of
deliberate methodologies, encompassing gendered user-centric design principles and
assembling diverse, inclusive teams of Al experts. Critical to ensuring equitable Al
technologies are data diversification strategies and the design of algorithms specifi-
cally focused on mitigating gender bias. Comprehensive gender impact assessments
and the implementation of robust Al governance frameworks further bolster these
efforts. Regarding the impact of gender-inclusive Al on society, in the short term,
gender-inclusive Al has the potential to enhance workplace diversity and reduce bias
in digital services. Long-term impacts may contribute to developing more equitable
societies, with Al playing a pivotal role in dismantling systemic gender discrimina-
tion. A progressive vision for Al should aspire to empower all individuals equitably,
thereby contributing to the cultivation of a more just and inclusive global society.

4.2 Blueprint for action

Successfully mitigating gender bias in Al requires a triple helix approach, where
each stakeholder contributes their unique expertise and perspective. This section
outlines actionable steps that developers (i.e., industry), researchers (i.e., academia),
and policymakers (i.e., government) can take to promote gender inclusivity in Al

4.2.1 For developers

Developers are instrumental in shaping the ethical framework of Al technologies.
To ensure their Al systems promote gender fairness, developers should incorporate
gender analysis throughout the Al lifecycle from conceptualization to deployment,
integrating gender impact assessments to identify potential biases and their implica-
tions. Diversifying training datasets is crucial, ensuring that datasets are represen-
tative of all genders by balancing the number of male and female samples while
considering the diversity within gender groups to capture a broad spectrum of gender
identities.
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In addition, developers should develop and utilize metrics that can quantify
gender bias, such as demographic parity and equalized odds, to monitor and mini-
mize bias during the training process. Transparent reporting practices are essential;
developers should document data, algorithmic decisions, and methodologies used for
bias mitigation in a manner accessible and understandable to all stakeholders.

Engagement in continuous learning is also vital. Developers should stay updated
on the latest research and best practices in ethical Al development, participating in
forums and workshops focusing on Al fairness to refine and update practices continu-
ally. Before deployment, rigorous testing of Al systems under diverse conditions must
ensure they operate fairly across different gender groups. This testing should include
both quantitative methods and qualitative assessments from human reviewers.

4.2.2 For researchers

Understanding and combating gender bias in Al relies heavily on innovative
research; therefore, researchers play a crucial role in deepening our understanding of
gender biases in Al and developing more effective methods to counteract these biases.
Investigating the underlying mechanisms that lead to gender bias in machine learning
algorithms, including the impact of algorithmic choices such as model architecture
and hyperparameter settings, is essential. This exploration provides valuable insights
into how biases are embedded and perpetuated within Al systems.

An interdisciplinary approach is vital for creating fairer Al systems. Insights from
social sciences, cognitive sciences, and ethics can significantly inform AI develop-
ment. For instance, integrating sociological theories of gender can help researchers
understand and model complex gender dynamics within data, leading to more
nuanced and equitable Al outcomes.

Innovative de-biasing techniques are also a key focus area where researchers
develop and refine methods to detect and mitigate bias, including novel machine
learning approaches such as adversarial training or transfer learning. These tech-
niques aim to enhance the fairness and accuracy of Al systems by addressing biases at
their root.

Conducting long-term studies to assess the impact of Al systems on gender bias
in real-world settings is essential for understanding the evolving nature of these
systems and their long-term effects on societal gender norms. Longitudinal research
helps track the progress and efficacy of de-biasing efforts over time, ensuring that Al
technologies contribute positively to gender inclusivity.

Moreover, considering global perspectives on gender is important to understand
how Al impacts gender inclusivity across different cultural and geographic contexts.
Gender perceptions vary widely, and Al systems must be adaptable to these nuances
to be truly inclusive. Studying these variations helps design AI that respects and
accommodates diverse gender identities worldwide.

4.2.3 For policymakers

Policymakers have the authority to create an environment that fosters gender fair-
ness in Al through thoughtful regulation and policies. Establishing legal frameworks
is a critical step in this direction. Policymakers can ensure equitable AI by enforcing
legal standards requiring fairness in Al applications. The legislation could mandate
regular audits and reporting on gender bias in commercially used Al solutions, hold-
ing companies accountable for their practices.
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It is also essential for these bodies to allocate resources and grants specifically
for research into gender bias in AI. Funding for gender inclusivity research would
encourage more scholars to focus on this critical area, leading to a deeper understand-
ing and more effective solutions to combat bias in Al systems. More importantly,
promoting public awareness and education about gender bias in Al is essential for cre-
ating a more inclusive technological landscape. This can be achieved by implementing
educational campaigns to raise awareness and encouraging more diverse participation
in Al and technology fields to help build a workforce mindful of gender issues and
equipped to address them.

Additionally, policymakers can decide to incentivize companies to adopt best
practices in gender fairness by offering tax breaks, awards, and recognition for
companies demonstrating effective strategies in reducing Al biases. This will not only
encourage ethical behavior but also publicly acknowledge and reward companies that
are committed to gender inclusivity.

Furthermore, encouraging collaborations and partnerships between government
bodies, academic institutions, and the private sector is vital for sharing knowledge
and co-creating solutions for gender-inclusive Al These collaborations can facilitate
the exchange of ideas and resources, leading to more comprehensive, sustainable, and
effective strategies to address gender bias in AL

By following these recommendations, developers, researchers, and policymak-
ers can contribute significantly to advancing gender fairness in Al, leading to more
equitable technological developments.

5. Conclusion

The journey toward achieving gender inclusivity in Al is fraught with challenges,
yet it is an essential endeavor for creating equitable technologies that serve all mem-
bers of society. This chapter has demonstrated that while significant strides have
been made, persistent biases still pose substantial risks, particularly for marginalized
groups. Addressing these issues requires a multifaceted approach involving develop-
ers, researchers, and policymakers, each playing a critical role in ensuring Al systems
are fair, transparent, and inclusive. The chapter advocates for continuous monitor-
ing and refinement of Al systems to prevent the re-emergence of biases and for the
implementation of gender-aware policies and frameworks. Ultimately, the successful
integration of gender inclusivity in AI will not only enhance the technology’s fairness
but also contribute to a broader societal shift toward equity and justice.
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Chapter 9

Machine Learning in Procurement
with a View to Equity

Ishrat Fatima, Roberto Nai and Rosa Meo

Abstract

The application of machine learning to big data from tenders published in Italy
provides significant benefits to public administrations and economic operators,
including improved procurement processes. Quantitative results from our study show
a 96.5% accuracy using XGBoost models for predicting the presence of tender varia-
tions during contract execution. These models estimate the likelihood of variations
in upcoming tenders: their correct prediction is a valuable tool because variations
avoidance reduces completion time and costs of public contracts. Additionally,
explainable Al tools help the description graphically and intuitively of the analyzed
data. They also allow the analyst to highlight potential biases in tender participation
and their awards, contributing to fairer public procurement. The results of their
application to public tenders show that strong differences in the Italian country exist
with a consequent lack of equity. Finally, the application of recommendation systems
on the tender notices shows they are an effective cognitive tool to search for similar
tenders and retrieve the actors involved, such as public administrations or economic
operators. The precision score of the answers is above the value of 90% for the 74.15%
of the queries. The chapter describes the tasks that permit the achievement of the
above objectives.

Keywords: tenders, big data, machine learning, explainable artificial intelligence,
descriptive models, ethical fairness, predictive models, deep neural network
embedding, recommendation systems, prescriptive models

1. Introduction

Thanks to the use of digital information systems, organizations have stored data
about their business processes. The large amounts of data collected can be used for
many purposes, from monitoring progress and assessing risks to setting targets
and making comparisons with other contexts (especially when these data are cross-
checked with open data from other realities).

This chapter discusses the Italian case of tender notices published by public
administrations.

Public procurement in Italy concerns contracts stipulated by the Public
Administration with economic operators for the supply of goods, services, or works.
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The award process takes place according to precise rules, mainly regulated by the
Procurement Code."

The process of awarding a public contract follows these main phases:

Tender notice: The Public Administration publishes a tender notice that defines the
project and the requirements for participation.

Presentation of offers (or bids): Interested economic operators present their offer,
which includes technical and economic proposals.

Evaluation of offers: A special commission evaluates the offers according to specific
criteria (lowest price or most economically advantageous offer).

Awarding: The contract is awarded to the economic operator who submitted the
best offer, compliant with the established criteria.

Execution of the contract: The winning operator executes the contract, respecting
the agreed conditions.

The entire process is subject to principles of transparency, competition, and non-
discrimination to guarantee fairness and correctness.

Tender notices are published in the Official Gazette and a few data on them is sent
by the public administrations to the regional public expenditure observatories or
directly to the National Anti-Corruption Agency (ANAC). ANAC was set up by the
Italian government in 2010 with the aim of monitoring and reducing public expendi-
ture. The ANAC database on tenders is public and can be queried online [1].

The accumulated big data, consisting of more than seven million notices, on
the expenditure of tenders of all the Italian public administrations, whether they
are works, supplies, or services, is an extremely valuable resource. It provides data
and evidence to help the data analysis expert formulate and test the validity of the
hypothesis, from the awarding process to the litigation in front of the Regional
Administrative Courts, to the execution of the contract, testing, and so on.

The tenders in the ANAC database are highly diverse, covering works, supplies,
and services, and each tender has its specific type and sector. A tender may fall under
public works, services like consultancy, or supply contracts. These tenders are signifi-
cant as they determine the allocation of public funds and play a key role in economic
development. Understanding the tendering process is critical to ensuring transpar-
ency, competitiveness, and fairness. For instance, consultancy tenders, which are
the focus of this chapter, can be prone to variability and require close monitoring to
prevent cost overruns. The data collected on these tenders, such as the CIG identifier,
tender type, and award amounts, serve as a foundation for our study. There are two
types of motivations for the focus of the chapter on the analysis of counseling tenders.
The first one is Simpson’s paradox.” According to this principle, a trend or correla-
tion among variables appears in heterogeneous groups of data but it could disappear
when the groups are merged. Therefore, we would like to reduce the risk of obtaining
erroneous results by restricting the data analysis to a single group composed of more
homogeneous types of tenders. The second is the awareness of the fact that the phe-
nomenon of money laundering could be facilitated by the existence of a consultancy
cost that is not easy to quantify or limit directly. Finally, we leverage a recent trend in
research on Artificial Intelligence (AI) known as “Trustworthy AI” [2] in which ethi-
cal values and human rights are taken into account when Al tools are developed and

! The text of Procurement Code in Italy, which was updated several times, is available at https://www.
codiceappalti.it/
% A description of the phenomenon is at: https://enwikipedia.org/wiki/Simpson’s_paradox.
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used in society. Among the guaranteed rights, there is the right to obtain explanations
for the outcome of a (technological) process, accountability such as the right to find
responsibilities for every mistake of the Al tools, equity interpreted as the guarantee
that everyone receives equal treatment regardless of ethnic group, the provenance, or
other sensible features. In other terms, fairness and non-discrimination have a central
role and should be used to evaluate the good performance of a human or technological
process in which Al is involved [3].

The situation is particularly delicate in the case of tenders by public administra-
tions (PA) involving the transfer of public funds. On the one hand, there is the
right of every citizen of the territory to receive public money as a reward for the
commitment and professionalism involved in a project for public administration.

On the other hand, there are different contexts in which public administrations and
economic operators operate in their territories. Not all situations are comparable,
especially if we take into account the different economic backgrounds that exist in the
Italian territory. The south, the so-called “Mezzogiorno”, is more disadvantaged, but
also suffers more from the presence of criminal organizations originating from these
regions. Criminals try to exploit and extort money from the legal and public admin-
istrations. As a result, southern Italy may suffer more from coexistence with criminal
organizations and be suspected of involvement with them. This chapter studies in

an objective way the available data on the tendering process on the Italian territory

to measure with the lens of data analysts and tools for measuring Al fairness [3] if
inequalities and asymmetries exist. Knowledge about the existence of the phenom-
enon is the first step to correct it.

The secondary objective of this chapter is to demonstrate that the ANAC database
is a valuable resource. When analyzed, the available data can be used to improve the
tendering process. Two directions are followed. The first uses predictive Al models
trained on the ANAC data, to predict whether a contract awarded by a tender will be
involved in a variation. This prediction could help public administrations avoid the
variation, which often leads to delays and increased costs. In the second direction, a
tender recommendation system is being developed on the ANAC database. Thisisa
valuable resource for both the PA and economic operators, who can use it to search
for similar cases in the past, similar competitors who could be possible partners for
similar projects, and obtain useful information on costs, time, constraints, award
procedures, etc. Moreover, recommendation systems help to increase the competitive-
ness and diversity of the bidding pool by analyzing the companies that typically bid
on specific tenders by helping to suggest new companies that have not participated
before but might be interested in bidding.

The remainder of this chapter is organized as follows: Section 2 introduces the
related works; Section 3 describes the case study; Section 4 describes the study on
equity of awarding tenders on the territory; Section 5 provides insights about predict-
ing the presence of a variation in the procurement; Section 6 outlines the recommen-
dation system and the obtained results. Finally, Section 7 concludes the chapter.

2. Related work

In the context of Machine Learning (ML) in procurement, there is a growing
focus on leveraging Al technologies both at the National [4] and European level [5].
One study emphasizes the importance of integrating ethical and sustainable sourcing
practices into supply chain management, highlighting how ML and big data analytics
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can improve decision-making processes [6]. These technologies enable more socially
responsible procurement by ensuring transparency, reducing biases, and fostering
fair supplier selection and contract management [7].

Another perspective is offered through research on supply chain resilience, which
examines how Al and ML can enhance information exchange among supply chain
partners. This approach reduces risks and supports socially equitable outcomes by
promoting transparency and fairness in procurement processes. Al technologies are
seen as key to driving social equity by improving supplier diversity and advocating for
fair labor practices across supply chains [8, 9].

A systematic literature review of social procurement in the construction and infra-
structure sectors explores the evolution of procurement practices to include social value
creation. This shift focuses on using government initiatives to mandate social outcomes
in procurement contracts. The review identifies barriers and enablers to social procure-
ment and provides strategies for overcoming challenges, highlighting the potential of
procurement practices to deliver social benefits and promote equity [10, 11].

Additionally, the role of Al in procurement is explored in terms of its potential to
strengthen diversity and inclusion. Data analytics and ML are highlighted as tools to
identify opportunities to engage diverse suppliers and ensure equitable procurement
processes [12]. This approach aligns with global trends in utilizing technology to
support socially equitable procurement practices and underscores the importance of
integrating equity considerations into ML models used in public procurement [13, 14].

Recommendation systems are increasingly utilized in the legal domain to swiftly
retrieve relevant documents for specific cases. In the study of Dhanani et al. [15], a
graph clustering method is proposed to group referentially similar judgments and
identify semantically relevant ones within these clusters. In the study of Nai et al.
[16], numerical vectors known as sentence embeddings [17] were trained using BERT
(Bidirectional Encoder Representations from Transformer) [18] to build an abstract
and general representation of the semantic content of contract descriptions. Input
sentences were taken from the brief descriptions in natural texts of procurement
in the ANAC database, resulting in 768-dimensional vectors. Subsequently, for an
individual procurement case, the most similar and relevant ones in the rest of the
database were searched using SBERT [19] and LaBSE [20]; similarly, in the study of
Nai et al. [21], the performance of a recommendation system based on the embed-
dings provided by two different commercial models was compared.

Bert LaBSE model is a language-agnostic Bidirectional Transformer Sentence
Embedding [20]. A transformer has one or more encoders, used to represent in a
latent model the context of the sentence, while the decoder parts are usually applied
to generate sentences from the abstract representation and to change the language in
automatic translation. BERT connects the encoder and decoder through a token-based
attention mechanism. In BERT, consecutive sentences from the input are separated
into tokens, transformed into numerical vectors from which the system performs dif-
ferent tasks such as learning the words’ context through random masked words and
learning if sentences are consecutive (or related in a question-answering task).

As regards equity in public procurement, van Dijk and Wilke [22] examined the
effect of different interests on public-good provision by adopting the equity theory.
The latter aims at determining whether the distribution of resources is fair taking into
account the contributions (or costs) and the benefits (or rewards) for each individual
in an organization. Decarolis and Giorgiantonio [23] employ ML in studying the
effectiveness of indicators used in police investigations on corruption (called red
flags) in public tenders for roadworks. The survey [24] provides an overview of the
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many control measures for fairness that researchers in Al proposed to monitor the
fairness of a process. The monitored process might be assisted by Al and ML tools
and its fairness needs to be verified with respect to the membership to a group (that
expresses a sensitive feature) for some of the involved actors. The measures for
fairness are guided by different concepts: (a) parity-based metrics that compare the
predictive positive rates across groups. An instance is statistical independence between
the predicted score and the group; (b) Confusion matrix-based metrics that compare
groups by taking into account the potential differences across groups. An instance is
separation that evaluates the equal opportunity of comparable individuals from the
different groups; (c) Calibration-based metrics that compare groups by the probabil-
ity that the predicted scores are emitted. An instance of this metric is sufficiency with
tests for fairness. In Section 4.1, we apply the above three concepts to assess the fair-
ness of the participation of economic operators in public tenders and the subsequent
award of contracts, taking into account their different origins: north of Italy, center of
Italy, or “Mezzogiorno” (south or islands).

3. Case study: Tenders of Italian anti-corruption authority: ANAC

The primary dataset pertains to ANAC, the Italian government authority col-
lecting public tenders. A dedicated section on the ANAC website [1] allows users to
access data in a standard format, enabling category selection and downloading in
compressed files. In the ANAC Open Data catalog, the central dataset concerns the
creation of a Tender Notice, organized by year and month. Besides the tender dataset,
four additional significant datasets are available: the list of Contracting Authorities
(CA) that have issued a tender, the list of tenders that have received an Award, the
Economic Operators (EO) who have won a tender, and the activities associated with a
tender post-award (e.g., contract-start, contract-end, subcontract, etc.). Each of these
four datasets is briefly described below. CAs® are public bodies or entities acting on
behalf of public institutions, responsible for procuring goods, services, or works
through tenders. They oversee and manage the entire public tender process. CAs
are categorized into three types: Central (e.g., ministries), Regional and Local (e.g.,
municipalities), and other entities (e.g., hospitals). Awards include a list of awarded
tenders, with details such as the final awarded amount, the award date, and the EOs
receiving the tender. EOs can be individual enterprises, artisans, partnerships or
corporations, cooperatives, etc. A 10-character alphanumeric variable called CIG
identifies each tender and its related activities. CAs and EOs are recognized by their
tax code (an alphanumeric string), and CAs also have a unique ISTAT code. Finally, the
Variants dataset contains information on any variation authorized during execution
from the original contract, as a result of unforeseen circumstances. Figure 1 presents
a portion of the Tender Notice and Award where some tenders have not been awarded
toan EO (with DATE_ AWARD and TENDER_AWARD fields left empty).

3.1 Main data overview

This section presents a short description of the most relevant features from three
tables of ITH, whereas their features are listed in Table 1. In the TENDER_NOTICE

3 Contracting authorities are often referred to more generally as public administrations.
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Figure 1.

ANAC Open Data-CSV file data preview, where it is possible to see the main features of a tender. Full-size image

available heve: https://bit.ly/3Mz5Pch.

\TE \TE TENDER TENDER  TENDER
PUBLICATION AWARD AMOUNT  awamrp TYPE

130200 ez camomn e FORMTIRE

Table Feature Description
CIG Alphanumeric value (key value)
Tender object Textual summary of the tender
Framework agreement between PA and EO 1if yes, else 0
Number of lots Integer value {1..n}
Supplies (U)
Tender type Works (W)
Services (S)
Tender area Ordiflary ©)
Special (S)
TN Tender amount Float value
Date of publication 5;;;}&5:??
EO selection mode Integer value {1..122}
Execution mode Integer value {1.19}
Region Italian region names + Central Government
CPV String ID (XX000000-Y)
CPV division code String ID
(first two digits of CPV) (XX)
PNNR flag 1if yes, else 0
CIG + AWARD_ID Alphanumeric value (key value)
EO consortium (group of EOs) 1if itis a group of EOs, else 0 (individual)
Award date Date in format yyyy-mm-dd
AW Awarded amount (bid amount) Float value
Awarded amount drop (bid drop) Float value
Number of bids admitted Integer value {1..n}
Subcontracting admitted 1if yes, else 0
C_A Tax Code Alphanumeric value (key value)
ISTAT Code Alphanumeric value
CA denomination Textual string
Table 1.

Main features of the tables TENDER_NOTICE (T_N), AWARD (AW), and CONTRACTING_AUTHORITIES

(C_A).
176



Machine Learning in Procurement with a View to Equity
DOI: http://dx.doi.org/10.5772/intechopen.1008730

table, each tender is identified by an alphanumerical value called the CIG (the key

ID value), which is used to link most of the remaining tables. The main distinc-

tion between tenders is their £ype and sector: types can be “Services” (S), “Supplies”
(U), or “Works” (W), while sectors can be “Ordinary” (O) or “Extraordinary” (E)
based on whether they are planned or due to extraordinary events (e.g., floods,
earthquakes, etc.). All types of tenders are described by the CPV code, i.e., the
Common Procurement Vocabulary.* These categories are organized into an ontology

(a hierarchical organization) whose elements are identified by codes; using the first
two digits of the codes (which correspond to the upper part of the ontology and to the
coarsest-grain categories), they provide the CPV divisions useful for distinguishing
the product categories purchased by CAs (e.g., “90” represents cleaning services,
while “9040” represents sewer cleaning). A tender can be defined within a framework
agreement, meaning that the CA and EO have a prior agreement to provide services
for further tenders for a defined time (e.g., 1-5 years). Often, a tender is split into lots,
with a lower amount that can be awarded separately to different companies because
they could be pertinent to different economic activities. Finally, each tender has a
well-defined selection criterion that will be applied by the CA to choose the EO who
will be awarded; an implementation criterion will also be considered and the winning
EO must comply with it.

The table AWARDS contains the list of relevant features related to the tender
award, including the awarding entity, date, amount, etc. As expected, non-awarded
tenders are not reported in this table (so they are only available in the TENDER _
NOTICE table).

The table CONTRACTING_AUTHORITIES contains information about the name
of the authority and the main keys that allow to link the information of the tender
with other tables. In this respect, the tax code determines the type of CA by joining
this table with the ISTAT table necessary to study the relationship between the tender
process and the regional population and geographical dimensions.

3.2 Italian National Institute of Statistics—ISTAT

An important aspect involves determining the scope of each tender administra-
tive aggregation. The National Institute of Statistics (ISTAT) offers a comprehensive
range of statistical information about Italy. Among these are the Nomenclature of
Territorial Units for Statistics (NUTS)® and the distribution of the population per
municipality. The NUTS system is structured into three hierarchical levels: NUTS 1
comprises socio-economic regions, such as large economic areas (that in this chapter
we call macro-areas); NUTS 2 pertains to smaller regions for implementing regional
policies, such as provinces or large metropolitan areas; NUTS 3 covers the smallest
areas, including regions, provinces, and municipalities.” The distribution of inhabit-
ants can be interesting for understanding, for example, the quote of investment per
population in a certain area.? Including NUTS and population in ANAC Open Data

* https://ted.europa.eu/en/simap/cpv.

> https://www.istat.it/en.

® https://www.istat.it/classificazione/codici-dei-comuni-delle-province-e-delle-regioni.
7 https://www.istat.it/it/archivio/6789.

¥ https://www.istat.it/it/archivio/156224.
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facilitates, for instance, the comparison and analysis of territorial investments at the
different geographic granularity levels, possibly normalizing costs by the population.

4. Descriptive tasks and fairness study

When analyzing a phenomenon from data, it is suggested to create descriptive
models (such as geographical heat maps, histograms, etc.) that allow a first look at the
phenomenon with a summary of an immediate interpretation. Figure 2 summarizes
the total amount spent on counseling tenders in the studied period (2016-2019). The
outlier over the other regions, whose expenses are instead more similar, is the region
Lazio, in the central macro-area. The capital of Italy, Rome, is located in this region
and this could be a justification for the higher number of counseling contracts for the
government of the country.

In Figure 3, we show the result of a predictive model (linear regression) that
we trained to predict, as a target, the fraction of tenders for counseling in the same
period on the whole Italian territory. The regression model was trained from the
predictive features that are macroeconomic variables of the economic richness of the
regions. These variables are shown in Table 2 with the coefficients in the regression
model.

These economic variables were chosen by the financial and economic institutions
in Italy, like Banca d’Italia and Sistema Conti Pubblici Territoriali [25]. Data on these
variables were downloaded from ISTAT.” To train the regression, we expressed the

Amount spent by Region in Italy

%

W Higher value [ ] Lower value

Figure 2.

The heat map of the Italian regions on the total amount of expenditure on contracts awarded to economic
operators in the regions. Darker colors indicate higher values and lighter colors have lower values. Full-size image
available heve: https://bit.ly/3M75Pch.

° https://esploradati.istat.it/databrowser/#/it/dw/categories.
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Predicted regression by Region in Italy

%

W Higher value [ ]Lower value

Figure 3.
Predicted fraction of the procurement awarded by economic operators of each region. Darker colors indicate
higher values and lighter colors have lower values. Full-size image available heve: https://bit.ly/3M75Pch.

Regression variables Coefficient
Gross Domestic Product of the region (in Italian - PIL) 1.592985
internal consumption 356.007253
expenses for consumption on the territory by families —273.787177
expenses of private non-profit social institutions serving families 0.275970
expenses for consumption of the public administrations —44.654956
gross fixed capital formation —-0.661344
number of economic operators resident in the region 0.127807
land area —0.874896
resident population 0.926562
constant term 0.0145896
Table 2.

Input variables for the regression of the fraction of counseling tenders in the regions with their coefficient.

value of each variable for each region as a fraction of the global value for the Italian
territory, so that the ranges of the variables are comparable and none of them can
dominate the others in the regression model.

The results of the regression in terms of root mean squared errors (RMSE)
are good because RMSE accounts for 0.3%. The intuitive meaning of using linear
regression to predict the presence of contracts awarded by economic operators
in the regions, based on socio-economic data of the regions, is that the presence
of awarded contracts is proportional to the economic wealth of the people living
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Region Macro-area Amount (Euro) Predicted fraction
Abruzzo Mezzogiorno 734,973,355.25 —0.006508
Aosta Valley North 1,273,734,015.66 0.010198
Apulia Mezzogiorno 5,881,228,868.15 0.026437
Basilicata Mezzogiorno 930,324,140.31 —-0.006734
Calabria Mezzogiorno 751,751,372.06 —0.009588
Campania Mezzogiorno 3,380,554,743.60 0.034156
Emilia-Romagna North 16,192,602,344.01 0.061392
Friuli Venezia Giulia North 2,538,965,895.64 0.008922
Lazio Center 83,322,638,530.51 0.436136
Liguria North 5,416,448,787.22 0.035922
Lombardy North 18,370,982,885.57 0.244621
Marche Center 2,986,739,413.73 0.019560
Molise Mezzogiorno 147,358,035.15 0.003210
Piedmont North 3,987,636,944.23 0.014454
Sardinia Mezzogiorno 10,822,040,833.39 —0.015567
Sicily Mezzogiorno 3,483,991,756.14 0.014344
Trentino-South Tyrol North 13,090,022,541.79 0.118560
Tuscany Center 13,255,987,874.61 0.039263
Umbria Center 1,819,818,815.68 —0.000578
Veneto North 7,081,496,000.08 0.049062
Table 3.

[left & center columns] Region, macro-area, and amounts awarded to economic operators in the region shown in
Figure 2; [vight column] the fraction of tenders in Italy for each region predicted by regression shown in Figure 3.

in the region and to the number of economic operators. The coefficients of the
regression agree with this interpretation (see right column of Table 2). Among
the variables, the most important ones are those with a higher and positive
coefficient, that are internal consumption, GDP, and number of economic operators
while those that are negatively correlated with the target have a large negative
coefficient: expenses for consumption on the territory by families and expenses for
consumption of the public administrations.

The total amounts for counseling tenders for each region are shown in Table 3
together with the proportion of tenders predicted by the regression model. If the
predicted value of the fraction of tenders awarded is negative, it means that for those
regions, the estimated value is higher than the actual value. This means that in these
regions, we would expect proportionally more tenders to be awarded: this is the case for
many regions in the Mezzogiorno. In Section 4.1, we go deeper into the analysis by con-
sidering the fairness of the distribution of tenders in the three macro-areas mentioned.

4.1 Analysis of the fairness of participation in tenders and the award of contracts
to economic operators of different origins

In this analysis, we consider three variables:
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1.S represents the sensitive variable, also called group, which, in the case study of
this chapter, denotes the macro-region of origin (North, Center, or Mezzogior-
no) of the economic operators that won the tenders.

2.Y represents the ground truth of the analyzed process, which, in the case study,
denotes the actual proportion of tenders awarded to economic operators in the
macro-areas.

3.R denotes the score, i.e., the result of the AI/ML model that predicts the target
given the observed characteristics or given an assumption (often called the null
hypothesis in statistics). In the case of this chapter, R is the score obtained by the
linear regression that predicts the proportion of tenders awarded to economic
operators in the macro-area according to the socio-economic characteristics of
the area in Tables 2 and 3.

The three concepts introduced in the study of Caton and Haas [24] are applied.
The formulae that must be satisfied for all groups to prove the fairness of the process
are reported.

1. Independence: the score of the predictive model must be independent of the sen-
sitive variable: R LS

2.Separation: the score of the predictive model must be independent of the sensi-
tive variable, given the ground truth variable: R L S|Y

3.Sufficiency: the ground truth variable must be independent of the sensitive
variable given the predicted score: Y L S|R

There is some difficulty in testing the statistical independence of the variables
because of the limited number of observations (20, the number of administrative
regions in Italy). Some statistical tests such as y* [26] give reliable results if data
obeys some assumptions that are not always valid in our data (for instance, no value
in the contingency table should be less or equal to five but this occurs since data are
spread into the different groups according to the macro-area). As a solution [26], we
grouped the continuous values of variables R and Y in two bins (low, high) separated
by the median value of their frequency distribution. After this transformation, the
problem of testing independence according to the above formulae for testing fairness
transforms into a new test described as follows.

The test aims to calculate the probability that a Bernoulli process resulted in the
given observations shown in Table 4. The Bernoulli random events represent the fre-
quency of tender awards to economic operators in a region occurring above or below
the median, assuming they are independent and are not different in the country
regions.

Since the independence test for separation (sufficiency) is conditional on the
Y (R) variable, whose values are divided into two bins, the independence test in the
two bins is repeated separately. Each observation on a region is treated as a Bernoulli
trial in which we made the null hypothesis that counseling tender awards have the
same probability of occurring in the regions of the three macro-areas. The probability
that the Bernoulli process results as observed in Table 4 is given by the well-known
formula:
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Y Y
low high
bin bin

R Center 2 0
low Mezzogiorno 0
bin North 1
R Center 1 1
high Mezzogiorno 0 2
bin North 0 7

R R
low high
bin bin

Y Center 2 0

low Mezzogiorno 7 0

bin North 1 1

Y Center 1

high Mezzogiorno 0

bin North 0 8
Table 4.

Distribution of the regions of the three macro-areas to the lower or higher bin for the independence tests according
to sufficiency (upper contingency table) and separation (lower contingency table).

rH(1- p)(nfk) n!

B =)

@

where # is the number of trials (regions, 20) and k is the observed number of
occurrences in the lower bin (or the higher) for the regions of the three groups
(macro-areas). p = 0.5 is the probability that an observation falls in the lower bin
according to the null hypothesis. Bins were created on the values of the variables Y
(and R) according to the threshold of the median value that, by definition, is the value
that leaves half of the observations below it and the other half above. In our case, it
is the probability that tender awards occur in a region with values of Y (and R) lower
than the median.

Since our sample has a limited size, for the independence tests, Fisher’s exact
test ' must be applied using the formula 1 for the three cases in which we observe
one or fewer regions in one of the two bins and all the remaining regions in the other.
In both the cases of separation and sufficiency, the probability of obtaining the
observed results from the Bernoulli process under the null hypothesis is extremely
low and equal to 3.433-107. For the simpler, independence test S L R, we grouped
the two macro-areas of Center and Mezzogiorno in which the regions tend to have a
lower proportion of awarded tenders and kept the regions of the North in a separate
category. The above reasoning was repeated and concluded that the probability of
observing a situation so unbalanced or more extreme is again very low (6 107 ) .

Conclusions are that the estimation of the counseling tender awards by the linear
regression model is not fair according to the definitions of fairness in the field of

19 For the formulation of Fisher’ exact test, see for instance: https://enwikipedia.org/wiki/
Fisher’s_exact_test.
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Explainable Al The unfairness does not denote limits of the model itself: it can
foresee precisely the ground truth of the actual tender awarding process in the three
macro-areas. On the contrary, the unfairness of an accurate model in predicting the
ground truth denotes the unfairness of the distribution of ground truth variable
across groups.

Several other analyses were repeated (which cannot be described here for reasons
of space), also taking into account the amount of each tender (with the amount
divided into four levels) and the size of the economic operators (divided into four
levels) according to the share capital of the company: similar results are always
confirmed. Whatever the macro-area of the public administration, and especially
when the size of the company is large and the amount of the tender is high, the
public administrations tend to award the tenders with a higher probability to the
regions of the North (or Center), but not to the Mezzogiorno. This result is particu-
larly unbalanced and unfavorable for Mezzogiorno, given that the total number of
enterprises in the Mezzogiorno and in the Center is not proportionally lower than
that in the North, but approximately equal (even if the enterprises in the North tend
to be larger).

The socio-ethical consequences of the inequalities observed are a lack of equal
opportunities for economic operators in the Mezzogiorno. The observations confirm
the historical gap that exists in Italy between the Mezzogiorno and the rest of Italy
(the so-called southern question). On the one hand, it highlights the increasing
difficulty and persistent disadvantage of Mezzogiorno operators in competing at
the national level. On the other hand, it could highlight the existence of a possible
reduced confidence on the part of contracting authorities in the ability of economic
operators in the Mezzogiorno to carry out a public contract successfully, at a reduced
cost and in a shorter period of time, given their persistent difficulties of operation
and the difficult socio-economic context. The recommendations for the stakeholders
are to carefully monitor the fairness indicators of the tender awarding process. For
policymakers, it is a matter of proposing regulatory correctives, but also of carefully
monitoring the efficiency of the use of resources by economic operators once they
have been awarded public contracts. Here too, the large amount of data available in
the ANAC database is useful, as it provides many examples of contract performance
that can be used for comparison and as examples of best practice.

5. Predictive tasks

In the predictive tasks, several ML models were employed to evaluate their per-
formance and accuracy in handling complex datasets. The models included Logistic
Regression (LR), Decision Tree (DT), Random Forest (RF), XGBoost (XGB), and
Naive Bayes (NB), each offering distinct advantages and trade-offs explored in this
research.

LR, alinear model, is often used for binary classification tasks. It is straightfor-
ward and interpretable, making it a suitable baseline model. However, its simplicity
limits its effectiveness in capturing complex relationships in high-dimensional or
non-linear data [27].

DT, a non-linear model, splits data based on feature importance, making it more
flexible than LR. DT is easy to interpret and can handle both numerical and categori-
cal data. However, it tends to overfit the training data if not properly tuned, leading to
reduced generalization on unseen data [28].
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RF builds on the decision tree model by creating an ensemble of trees, improving
robustness, and reducing overfitting. It performs well on complex datasets due to its
ability to capture non-linear patterns and interactions between features. RF also provides
feature importance scores, making it useful for interpretability in large datasets [29].

XGB, an advanced gradient boosting algorithm, often outperforms other models
in terms of accuracy, especially with complex datasets. It builds trees sequentially,
optimizing for errors made by previous trees, which allows for a more refined learn-
ing process. XGBoost is highly efficient in handling large-scale data but requires
careful tuning of hyperparameters to achieve optimal performance [30].

NB is a probabilistic model based on Bayes’ theorem, and while it performs well in
certain text classification tasks or cases where feature independence can be assumed,
it is generally less effective with complex, non-linear datasets. Its main advantage
is its computational efficiency, which makes it useful for large datasets with simple
relationships [31].

In particular, the described experiment aims to identify procurement that has
undergone variations. Variations could be used by economic operators as a “kind
of strategy” to gain back part of the lot amount that they originally lowered to have
more chances of being awarded the contract. Thus, variations impact the final
contract price and time and alter the budget allocations. Specifically, funds allocated
to a variant are no longer available for other activities, thus unbalancing the overall
expenditure. Therefore, procurement for services (S), namely consultancy services, was
selected for this experiment. To keep the dataset balanced in the consultancy-related
variants, procurement with the same CPV divisions (73 and 85) was chosen 4 years
before COVID-19 (2016-2019); the resulting dataset thus consists of 25,732 tenders.

The dataset contains procurement marked by whether they include a variant
(label = 1) or not (label = 0). The two classes are inherently imbalanced, with one possibly
more prevalent than the other. The dataset was balanced by sampling equal numbers from
each class to address this. This ensures that the ML models do not favor the more frequent
class, thus providing a fair evaluation. The balanced data was randomly divided into
training, validation, and test sets, with an 80-10-10 split, where the test set was reserved
for unseen data to evaluate model performance on new, unobserved examples. Features
were standardized and encoded to improve the performance of certain models, ensuring
they operate effectively across varying scales of input data. In detail, based on the dataset
described in Table 1, several preprocessing steps were applied to prepare the data for
ML models. Numerical fields, such as the Tender amount and Awarded amount, were
normalized to bring all values within a standard range, ensuring that no single variable
dominated the learning process due to differences in scale. Categorical fields like Tender
type were encoded using one-hot encoding, which converts the categories into binary
vectors for compatibility with ML algorithms. For boolean fields, such as the Framework
Agreement and Subcontracting admitted, a boolean encoding was used, where 1 indicates
true and 0 indicates false. These preprocessing steps are standard in ML to ensure that the
data is in a format suitable for training, reducing bias, and improving the accuracy of the
models [32]. As described at the beginning of this section, various models were trained:
LR, DT, RF, XGB, and NB. These models were chosen for their diverse capabilities, from
simple interpretations to handling complex, non-linear relationships. Hyperparameter
tuning was conducted on the models using the Hyperopt library to optimize their perfor-
mance and identify the best combination of parameters for accurately predicting procure-
ment affected by variants. The models were evaluated using cross-validation [33] to test
their generalization capabilities. This method ensures that models perform well across dif-
ferent subsets of data, reducing the risk of overfitting the training set. Model performance
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was assessed using Accuracy [34], Precision [34], Recall [34], and F1-Score. These
metrics provide insights into how well each model can identify procurement with varia-
tions, which is crucial for understanding their bud§etary impacts. The data and scripts for
this part of the experiments are publicly available."

5.1 Predictive tasks: Results

The cross-validation metrics provide a robust evaluation of model performance
by accounting for variability in the data, as highlighted in Figure 4 and Table 5.
Among the models analyzed, XGB demonstrates superior performance, with the
highest cross-validated accuracy of 0.965 and F1-Score of 0.965. This indicates high
precision in its predictions and a strong balance between precision and recall, with
precision and recall values of 0.983 and 0.947, respectively, making it an ideal choice
for datasets where both false positives and false negatives are costly. The RF model
also performs well, with an accuracy of 0.947 and an F1-Score of 0.948. Although
slightly lower than XGB, it still offers a commendable trade-off between recall
and precision, reflected in its precision of 0.957. This suggests that RF is reliable in
applications where precision is prioritized, albeit with slightly less balance than XGB.
The DT model showcases a moderate performance, with an accuracy of 0.953 and
an F1-Score of 0.954. Despite having lower overall precision than the RF and XGB
models, it achieves a high precision of 0.965, indicating its effectiveness in scenarios

Cross-Validated Model: Precision Cross-Validated Model: Recall

e [ st wial

XGB RF DT LR NB XGB RF DT LR NB

(@) (b)

Cross-Validated Model: F1-Score Cross-Validated Model: Accuracy

s

)

XGB RF DT LR NB XGB RF DT LR NB

© (@

Figure 4.

Predictive model results by metric: (a) Precision, (b) Recall, (c) F1-Score, (d) Accuracy. The x-axis contains the
model name while the y-axis contains the obtained value of the metric. Full-size image available here: https://bit.
ly/3Myz5Pch.

" F1-Score is the harmonic mean between recall and precision, and it is often used for combining precision
and recall in a unique measure of the prediction performance.
2 https://github.com/roberto-nai/ANAC-OD-ETHICAL.
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Model Accuracy F1-Score Precision Recall

XGBoost 0.965 0.965 0.983 0.947

Random Forest 0.947 0.948 0.957 0.940

Decision Tree 0.953 0.954 0.965 0.941

Logistic Regression 0.879 0.874 0.916 0.837

Naive Bayes 0.736 0.683 0.859 0.567
Tables.

Predictive models vesults: (a) Precision, (b) Recall, (c) F1-Score, (d) Accuracy. In bold the best model,
underlined the second.

where correct positive predictions are more critical than capturing all potential posi-
tive instances. In contrast, LR and NB present substantially lower cross-validation
metrics. LR achieves an accuracy of 0.879 and an F1-Score of 0.874, reflecting its
limited ability to capture the complexities in the data compared to ensemble methods.
Similarly, NB records the lowest performance across the board, with an accuracy of
0.736 and an F1-Score of 0.683, indicating that its assumptions may not align well
with the underlying data distribution. Overall, the cross-validation metrics empha-
size the robustness of ensemble methods, particularly XGB and RF, in delivering
consistent and reliable predictions across varying datasets.

The recommendations for stakeholders are to carefully monitor the incidence
of variations in total costs and contract completion times. For policymakers, it is
a matter of proposing regulatory corrections, but also of carefully monitoring the
overall impact of variations on public expenditure. Again, the big data available in the
ANAC database can help, as it can be used to model the general behavior of economic
operators in proposing and executing tenders, and compare them specifically for the
frequency of variation requests. Data analysts and machine learning tools applied
to the big data of public contracts could detect economic operators that represent
anomalies in proposing several variations in a recurring manner and, on the contrary,
propose best practices and examples of virtuous behavior.

6. Recommendation systems

By filtering the database for a description of CPV codes related to “consultancy”
tenders, we obtained 72 CPV codes. In particular, the CPV codes used for filtering the
ANAC database are mainly from these divisions based on the first two digits: Table 6
shows the list of CPV codes retrieved by using the recommendation system on the
description of codes. Results show that there are 25 categories of CPV codes starting
with the 71XXX000-Y division which are related to counseling.

6.1Item retrieval and precision score

The recommendation system trained on the original ANAC database was used to
obtain the top 10 tenders most similar to each of the “consultancy” tenders used as a
query example.

For item retrieval, we used a Bert LaBSE model (Language-agnostic Bidirectional
Transformer Sentence Embedding) [20]. Embedding [18] is a transformative
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Divisions Description of CPV code Categories

71XXX000-Y Architectural consulting services, Construction consulting services, 25
Geological and geophysical consulting services, Construction consulting
services

72XXX000Y Software consulting services, Software integration consulting services, 1
Hardware integration consulting services

73XXX000-Y Research and development-related consulting services, Consulting in the 4
field of research and development

66XXX000-Y Financial advisory services, Financial transaction management and clearing 4
services

79XXX000-Y Software copyright consulting services 21

85XXX000-Y Counseling services provided by nursing staff, Guidance and counseling 3
services

66XXX000-Y Consulting services in the field of insurance 4

30XXX000Y Computer equipment 1

22XXX000-Y Computer manuals 1

98XXX000-Y Equal opportunity counseling services 1

Table 6.

CPYV division codes velated to counseling and their category, used to filter the ANAC database for tenders to train
the recommendation system.

approach to natural language that has become popular with deep artificial neural
networks trained on large volumes of documents. It is used to represent the semantic
content of documents written in natural language. As it is the case of language-
agnostic models, documents might be written even in many languages. Embeddings
were employed to treat the short description of procurement provided with the tender
subject field in the ANAC database. Embeddings of the tender subjects represent, in a
concise yet quite general and powerful way, the topic referred to in the tender subject.
Embeddings are numerical vector representations that capture the semantic essence
of the data. Cosine similarity was later used to find similar items.

To retrieve tenders related to the users’ interest from ANAC-approved ten-
ders, a query in natural language can be submitted by the user and processed to
retrieve the top k tenders more similar to the description provided by the query. For
example, Table 7 shows the top 10 most similar tenders related to the query “legal
Counseling”.13 Cosine similarity [35], a mathematical metric used to measure the
similarity between two vectors in a multi-dimensional space, is then used to compare
these embeddings. It involves calculating the cosine of the angle between the embed-
dings, providing a measure of how similar they are, based on orientation rather than
magnitude. Table 7 shows the results obtained by the user when a query is made.
The system, when processed the user’s query and transformed it into an embedding
using the deep neural network of Bert LaBSE, uses cosine similarity to measure the
relevance of tenders in its database to the query. This ensures that the most similar
and relevant tenders are returned, enhancing the efficiency and effectiveness of the

3 In the original database, the tender object was in Italian: “SERVIZI LEGALI” and “SERVIZI DI
ASSISTENZA LEGALE”
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Query Cig Top k Tenders subject Code CPV Accuracy
1 69665502ED LEGAL SERVICES 79,111,000-5 TP
2 8,018,638,568 LEGAL SERVICES 79,111,000-5 TP
3 76317249DE LEGAL SERVICES 79,111,000-5 TP
4 8,139,176,483 LEGAL ASSISTANCE SERVICES 79,110,000-8 TP
5 78756296A5 LEGAL ASSISTANCE SERVICES 79,110,000-8 TP
6 8139089CB5 LEGAL ASSISTANCE SERVICES 79,110,000-8 TP
7 7993481D2F LEGAL ASSISTANCE SERVICES 79,110,000-8 TP
8 7.912,174,489 LEGAL ASSISTANCE SERVICES 79,110,000-8 TP
9 79122199AA LEGAL ASSISTANCE SERVICES 79,110,000-8 TP
10 7856558CCO LEGAL ASSISTANCE SERVICES 79,110,000-8 TP
Table7.

Top k tenders vetrieved by the recommendation system for the query “LEGAL SERVICES” with k=10 .

search. However, these results can be explained by looking at the texts of the notices
taken into consideration. Clearly, for the example provided by the query “legal
counseling” for the recommendation system, it is easy to recognize that the sets of
tenders shown in Table 7 whose descriptions are “LEGAL SERVICES” and “LEGAL
ASSISTANCE SERVICES?” are similar to the query and to each other. These are
assigned a cosine similarity of 0.99 and the two calls appear to be, each other, among
the top 10 of their neighbors. If we consider as true positives (TP) the neighbors
who are also of the “consultancy” type, we can calculate the precision@10 using the
following formula:

Relevant tenders in top 10 recommendations TP
10 10

Precision@10 = )

We tested the recommendation system for 100 queries randomly selected from the
database with CPV in Table 6. We also filled the database with irrelevant examples
randomly selected from the rest of the ANAC database to give the system also exam-
ples of irrelevant cases for the query. Their number is equal to the number of cases
with CPV in Table 6. The obtained results of the recommendation system are that
precision@10 values are, on average, equal to 0.85 considering the list of the top 10
most similar results to the queries. Results indicate that more than half of the recom-
mended tenders out of the top 10 are of the “consultancy” type, and are similar to
the tender under investigation (query tender). Table 8 and the side picture show the
results of precision for the tender recommendation system for random queries with
CPV in Table 6. It results that 74.15% of queries have an extremely high precision
score (equal to 0.9) while there is almost 8% of queries whose recommended tenders
were less similar (with the lowest precision scores, in the two ranges 0.20-0.40 and
0.40-0.60).

The results allow to make claims for stakeholders: they should spread the pos-
sibility of using machine learning tools and recommendation systems, making the
search for cases more effective and speeding up the bidding and awarding processes.
If contracting authorities had a complete collection of cases similar to their own at
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Precision score range Percentage
> 0.90 7415 Distribution of Precision Scores Across Ranges
<020
0.80-0.90 4.49 4,0.20.-0.40
0.60-0.80 8.98 E 0.40 -0.60
§ 0.60-0.80
0.40-0.60 3.37 3
< 0.80-0.90
0.20-0.40 4.49 >090
<0.20 4.49 ° g ® ;LK?"‘:'?‘! %) o “ &
Table 8.

Distribution of precision scoves for the tender recommendation system for random queries with CPV in Table 6.

the moment they were drawing up their tender, they could prepare their tender with
the most appropriate constraints. As a result, we would expect to see a lower number
of no bids. Similarly, if economic operators had a collection of similar cases to their
own, they would propose more appropriate bids and see a higher success rate in their
bidding, with a consequent reduction in effort and resources.

7. Conclusions

The case of tenders issued by public administrations in Italy in the field of consul-
tancy over a period of 4 years is considered. A full analysis of the data in the ANAC
database was carried out. A descriptive analysis of the data was applied in the form of
a geographical heat map, which highlighted that Lazio was the Italian region with the
highest number of tenders in consultancy.

Ensuring ethical and fair practices in public procurement is essential, particularly
in light of regional economic disparities. The proposed study leverages ML models
to assess fairness in the awarding of contracts. By applying fairness tests (indepen-
dence, separation, and sufficiency), the discussed study shows that contracts tend
to be awarded more frequently in northern regions compared to southern ones,
despite similar economic conditions. This raises concerns about equity and fairness
in the allocation of public funds, making it crucial to implement Al systems that
promote fairness and reduce biases. The obtained results confirm the persistence of
the historical southern question in Italy, the socio-economic consequences of which
are inequality and unequal opportunities for the population throughout the Italian
territory. Future procurement processes should consider these findings to ensure fair
opportunities for all regions.

As regards the predictive task, the experiments successfully identified procure-
ment cases with variants, highlighting their effects on budget distribution. When a
variant causes an increase in the final price, it alters expenditure allocations, poten-
tially depriving other activities of necessary funds. The predictive tasks highlight that
XGBoost (accuracy 96.5%) outperformed all other models, making it ideal for pre-
dicting tender contract variations where both false positives and negatives are costly.
RF (accuracy 94.7%) also showed strong performance, while Logistic Regression and
Naive Bayes were less effective, with lower metrics indicating their unsuitability for
complex datasets. For public authorities, implementing XGBoost or Random Forest
models can help prevent delays and cost overruns by accurately predicting variations
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in bids. Policymakers should focus on integrating these Al tools to ensure fair and
efficient public procurement processes. Contractors can use the insights from these
models to better structure their bids.

Another discussed task is to train recommendation systems on the description
of the tender topics. The recent technology of transformers (SBERT) was used,
which is very successful in grouping texts with similar content. This type of recom-
mendation service could be extremely useful to speed up the search for interesting
cases in a large volume of examples, as well as to find similar situations or economic
operators working in the same domain. The recommendation system boosts bid-
ders’ experience to access and design with more competitive techniques by provid-
ing insights into previous bidders and winners for similar tenders. The results
obtained by the recommendation system trained on the same consultancy data
show that the majority of the queries (74.15%) submitted to the system have a high
precision score (higher than 0.90), which serves as an evaluation of the relevance
of the answers within the top 10 results. If the remaining precision score ranges are
considered (below 0.90) the percentage of queries drops to values similar to 4.49,
this indicates that a very small number of queries resulted in less relevant outputs
and shows that the performance of the system follows a skewed distribution,
skewed toward the high precision scores. However, analyzing the characteristics of
these lower-performing queries can reveal specific patterns or contexts where the
system struggles.

The recommendation to stakeholders and policymakers is to enlarge and
enforce the use of AI/ML tools to assist actors in the public contract bidding
process and execution in order to effectively use the available big data and make
the process more efficient in the use of resources. A recommendation system based
on a Large Language Model (LLM) specifically trained on tenders and their related
data (such as bid amount, successful bidders, and contracting authorities) can
improve the tendering process for the various stakeholders in decision-making and
improve the efficiency of the operations. It indicates the most relevant tenders by
analyzing the supplier’s or company’s history and the expertise related to the area
of interest. The LLM-based recommendation system can offer insights into risk
assessment by keeping a track record of specific sectors of winning bidders and
allowing the financial authorities to access the risk of investment and finances for
specific companies. The future work is to employ the presented tools to discover
anomalies, propose best practices, and recommend suitable actors in order to
enlarge, especially in the Mezzogiorno, the economic operators’ participation in
the public tenders.

As Artificial Intelligence continues to transform delicate sectors of society, from
healthcare to finance, it is crucial to ensure transparency, trust, and acceptance of
Al technology [2]. Unfortunately, the complexity of many Al models often renders
them “black boxes” with limited interpretability. Future works consider integrating
Explainable Al (XAI) in predictive and recommendation models.
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