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Preface

In recent years, quantum computing research has become a very active and diverse
area of research. There has been a notable increase in investigations into applications
to computational science and engineering with the potential for significant speed-up
over simulations on classical (nonquantum) computers. This development formed
the main motivation for the current book.

The seven chapters in this book present advances in the development of quantum
algorithms for applications in computational science and engineering (first section)
and applications of quantum information processing to data security (second section).
In the final section of this book, a chapter focusing on unitary maps and quantum
artificial neural networks is followed by a chapter presenting in detail an alternative
approach to probability in quantum information science.

The application of quantum computing to numerical simulations of fluid dynamics
has become an important research topic in recent years. In Chapter 1, the authors
first provide a detailed perspective of these recent developments. This perspective
highlights important remaining research questions and challenges. As explained by
the authors, a key challenge is the inherent nonlinearity of the governing equations
of fluid dynamics. Various approaches are actively being researched to address this
challenge. One such approach is based on the concept of Carlemann linearization.
In the second part of Chapter 1, the authors detail how this linearization approach
can be used in the context of quantum algorithms based on the lattice Boltzmann
method.

The work presented in Chapter 2 was also motivated by ongoing work related to
developing quantum algorithms for fluid dynamics simulation. In computational

fluid dynamics applications, but also in the wider context of computational science
and engineering applications, it can be observed that quantum algorithms often need
to perform arithmetic operations implemented in terms of quantum circuits. In the
majority of quantum algorithms where such operations occur, the arithmetic opera-
tions for real data take place in terms of a fixed-point representation based on integer
arithmetic. For scientific computing, a floating-point representation of real data is
more appropriate, based on evidence of classical computing. Chapter 2 summarizes
key features of a reduced-precision floating-point data representation developed
specifically to minimize the number of qubits needed in a quantum circuit implemen-
tation. Then Chapter 2 details two different applications of this data representation
relevant to a wide class of computational engineering. A particular focus of this chap-
ter is the implementation of the quantum floating-point arithmetic such that the result
is consistently rounded to the nearest real value that can be presented by the chosen
data format. As explained by the author in this chapter, this type of rounding is crucial
for applications where governing equations are used that represent conservation laws
for mass, momentum, and energy.



The first two chapters in Section 1 described work in quantum algorithm development
targeting quantum computers with a higher level of fault tolerance than that present
in the current and near-future hardware, usually referred to as the near-term interme-
diate-scale quantum (NISQ) era. With an increased level of fault tolerance, quantum
computing hardware moves toward fault-tolerant quantum computing (FTQC). A
key question that motivated Chapter 3 is how to transition from NISQ to FTQC with
regard to quantum algorithm development. One idea discussed in this chapter is the
definition of an additional era in quantum computing preceding the era of FTQC,

an era sometimes referred to as early fault-tolerant quantum computing (EFTQC).
For algorithms belonging to EFTQC, a key challenge is to establish a trade-off between
hardware and algorithm parameters such that quantum circuits that are still limited

in depth and width are used effectively on hardware with a limited amount of error
correction. For two example algorithms (phase estimation and randomized Fourier
estimation), this is worked out in detail.

It can be argued that quantum communication, especially the quantum key dis-
tribution (QKD), is the most mature and most ubiquitous application of quantum
technology. QKD holds great potential in providing security in data communication
by using key features of quantum mechanics. Quantum key distribution is the topic
of Chapter 4. As detailed by the authors, the practical implementation of QKD faces
several challenges that hinder its widespread adoption. Following a brief introduc-
tion to quantum communication and its advantages over classical communication,
the authors then describe key components of QKD, with key challenges to its wide
adoption presented first. Chapter 4 ends with a presentation of prospective solutions
to the outlined challenges.

Chapter 5 addresses a number of key aspects to consider when concepts such as a
global quantum Internet and quantum Internet of Things come closer to reality. As
explained in detail by the authors, an important question for society concerns such
systems’ vulnerabilities. A new form of vulnerability in such systems that the authors
identify based on detailed many-body quantum mechanical calculations, namely
vulnerability to collective manipulation, forms the main topic of this chapter. The
authors purposely structured the discussion in this chapter so that the first sections
are self-contained and can be read by nonspecialists, while all the necessary details
of the many-body quantum mechanics and model calculations are presented in later
sections.

Unitary quantum maps represent a bridge between classical and quantum dynami-
cal systems theories. When applied to quantum artificial neural networks, unitary
quantum maps allow one to address these networks as quantum networked dynamical
systems. In Chapter 6, the authors describe the application of unitary maps to quan-
tum artificial neural networks. Their work includes simulations of these networks

on a cloud-based quantum computer (IBM Q Experience). Chapter 6 ends with a
summary of the implications of the presented work for quantum complexity research,
quantum chaos theory, and quantum computing in more general terms.

In the final chapter (Chapter 7), the author describes a probabilistic framework for

formulating classical probability theory, quantum probability, thermodynamics, diffu-
sion, and the Wiener integral using a set of four axioms or principles. As pointed out by
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the author, the work presented is not to be understood as an alternative interpretation
of quantum mechanics. In Chapter 7, the framework introduced is applied to several
well-known experiments. At the end of this chapter, a brief summary of the work in
terms of quantum information processing is provided.

In summary, it is clear that the seven chapters cover a wide range of contributions in a
very active area of research. We hope that the readers will enjoy reading the chapters
and will find them useful and stimulating.

René Steijl

James Watt School of Engineering,
University of Glasgow,

Glasgow, United Kingdom
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Chapter 1

Quantum Computing for
Simulation of Fluid Dynamics

Claudio Sanavio and Sauro Succi

Abstract

The implementation of quantum algorithms for the simulation of classical fluid
dynamics poses a fundamental challenge due to the nonlinearity of the fluid equations.
In this work, we provide a pedagogical introduction to quantum computing algorithms
for simulating classical fluids, with a special focus on the Carleman-Lattice Boltzmann
algorithm, which has captured significant attention in the last couple of years. While
this algorithm demonstrates satisfactory convergence to analytical solutions for systems
at low-to-moderate Reynolds numbers, it also shows an exponential depth of the
corresponding quantum circuit. As a result much further analysis is needed to assess the
availability of the Carleman-Lattice Boltzmann method on a quantum computer.

Keywords: quantum computing, fluid-dynamics, carleman-linearization,
lattice-boltzmann-method, collision operator, streaming operator

1. Introduction

Quantum computing has been vigorously pursued in the recent years, mostly in
view of the spectacular speed-up it may provide as compared to the performance of
electronic computers, for a number of scientific applications [1]. Quantum computing
can be traced back to Richard Feynman’s epoch-making paper, in which he observed
that physics “ain’t classical,” hence it ought to be simulated on quantum computers
[2]. Following Feynman’s observations (with due credit to previous investigators such
as T. Toffoli and E. Fredkin), early theoretical work on quantum computing was
performed in the 1980s, for example, Deutsch’s work on the link between quantum
theory, universal quantum computers and the Church-Turing principle [3]. Then,
with the publication of Shor’s algorithm for integer factoring and Grover’s search
algorithm in the middle of the 1990s, the research area gathered significant momen-
tum in terms of theoretical work and quantum computing hardware as well. The
research area of quantum computing has continued to grow ever since [4-6].

In terms of applications, the simulation of quantum many-body systems has received
special attention, due to its scientific and industrial relevance, as well as due to its close
link with quantum hardware, meaning the possibility of mapping quantum Hamiltonian
directly into native quantum gates. In this chapter, we shall focus on a much less beaten
track, namely the use of quantum computers for the simulation of classical fluids.

To this purpose, it is convenient to refer to the physics-computing plane defined
by the following four quadrants: CC: Classical computing for classical physics; CQ:
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Nature ain’t classical...

Physics

cc | CQ bits

QcC QQ qubits

sianduroy

Figure 1.
The four quadrants in the physics-computing plane. The CC and CQ quadrants are the mainstay of current
scientific computing. QQ is the quadrant invoked by Feynman, and QC is the quadrant velevant to this paper.

Classical computing for quantum physics; QC: Quantum computing for classical physics;
QQ: Quantum computing for quantum physics as shown in Figure 1 (taken from [7]).

Feynman’s observation pertains to the CQ sector shown in Figure 1, where one is
often confronted with exponential complexity barriers associated with the phase-space
of quantum many-body problems [8, 9]. The basic idea is that such exponential barriers
can be handled by the corresponding exponential capacity of qubit representations
offered by the QQ quadrant. In this chapter, we shall focus on the opposite off-diagonal
QC quadrant, where the power of quantum computing might be brought to the fruition
of hard computational problems in classical physics. In particular, we shall focus on
computational fluid dynamics (CFD), which presents a ceaseless quest for better and
more efficient algorithms and computers, mostly on account of the problem of fluid
turbulence [7, 10]. The physics of fluids presents two general features which are not
shared by quantum physics: nonlinearity and dissipation. Both set a major challenge to
quantum computing, which draws much of its power from the superposition principle
and the unitary and Hamiltonian structure of quantum mechanics. In the following, we
shall present a few potential strategies to deal with both issues above.

The chapter proceeds as follows. In Section 2, we introduce the main advantages and
issues in dealing with the QC sector. To address some of these challenges, various
hybrid classical-quantum approaches have been proposed. These strategies leverage the
strengths of both classical and quantum computing, offloading certain tasks to the
classical computer while utilizing the quantum computer for operations where it offers
a significant speed advantage. In Section 3, we provide a concise review of key hybrid
approaches from the literature. While not exhaustive, this review highlights the most
prominent approaches. In Section 4, we review some of the fully quantum approaches,
that is, algorithms where the computation is completely performed by the quantum
computer, and only the extraction of the information is due to the classical computer.
Sections 2, 3 and 4 are mostly based on the works of the authors published in Ref. [7]. In
Section 5, we present and comment on one of the most promising among these
approaches: the Quantum Carleman-Lattice Boltzmann algorithm, originally developed
by the authors in Ref. [11]. In Section 6, we draw our conclusions and perspectives.

2. Challenges facing quantum computational fluid dynamics (QCFD)

As mentioned in the introduction, realizing the potential of quantum computing
means leveraging distinctive features of quantum mechanics that, by definition, are
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not available on classical computers. However, it also follows that it is precisely these
specific features that expose major challenges in realizing simulations with a quantum
advantage.

The main quantum mechanical concepts spawning the potential benefit of quan-
tum algorithms are quantum superposition and quantum parallelism. The quantum state
in a Q-qubit coherent register can be described by the Schrédinger wave function,
defined by 22 complex amplitudes for 22 states in superposition. The square of each
of these amplitudes defines the probability of finding the system in the corresponding
state after quantum measurement. By encoding classical data in terms of these ampli-
tudes an exponential saving in storage can be achieved when the number of qubits is
compared to the required number of classical bits.

Let us illustrate the idea for the specific case of turbulent flow simulation. Turbu-
lence features a Re> complexity, where the Reynolds number Re represents the
relative strength of convection (nonlinearity) versus dissipation. Most real life prob-
lems feature Reynolds numbers in the many-millions; for instance, an airplane fea-
tures Re ~ 108, implying O(10**) floating-point operations per simulation. This is
basically the best one can afford on a nearly-ideal Exascale classical computer. The
simulation of regional atmospheric circulation flows takes us at least another two
decades above in the Reynolds number, hence totally out of reach for any foreseeable
classical computer [12, 13]. On the other hand, the minimum number of qubits Q
required to represent Re > complexity can be roughly estimated as 22 = Re >, namely:

Q = 3Log,Re ~ 101log ,, Re 1)

This simple estimate shows that 80 qubits match the requirement of full-scale
airplane design, while O(100) qubits would enable regional atmospheric models [12]
or nuclear fusion applications [14]. However, several key challenges stand in the way
of this task.

First, quantum measurement: Extracting classical information collapses the quantum
wave vector into a single eigenstate (a house of cards). Hence, to get classical values
for each of the amplitudes, multiple realizations of the quantum state vector are
needed with an associated set of measurements.

Second, conditional operations: In the quantum circuit model, the “classical” infor-
mation is not available to the quantum gate operations performed in the circuit.
Specifically, gate operations can be conditional on the state of one or more control
qubits, while specifying gate operations conditional on one or more of the complex
amplitudes defining the wave function is impossible. Therefore, when classical
data are encoded in terms of amplitudes, a rotation angle in a quantum gate
operation, this information is required at the time the circuit is compiled. This angle
cannot be changed at run time as a function of “classical” data encoded in quantum
amplitudes.

Third, time marching: In an algorithm involving multiple iterations or time steps,
the overhead associated with quantum measurements used to extract classical data
and re-initialization of the quantum state for the next iteration, scale quadratically
with the grid size [15] and consequently they severely tax the quantum CFD effi-
ciency. It should be observed that the well-known Harrow-Hassidim-Lloyd (HHL)
[16] algorithm for linear system solution assumes that the input and output data are
encoded in terms of quantum amplitudes without including the cost of setting up the
quantum state and extracting the classical solution.
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Fourth, circuit depth: With the exception of quantum measurement operations,
quantum mechanical operators are unitary, linear and reversible; hence, they can
be directly implemented on a series of unitary quantum gates (quantum circuit
model). Usually, in order to quantify the computational cost, producers and
specialists take track of the number of two-qubit gates employed in the circuit. In
fact, two-qubit gates, such as the CNOT gate, come in the hardware with an
error that is several orders of magnitude (depending on the platform) larger than
single-qubit gates errors. We know from the DiVincenzo theorem [17] that the num-
ber of two-qubits gates needed to implement a generic Q qubits unitary operation
scales as 42, thus voiding the exponential advantage of the embedding process. In
order to sidestep this issue, the unitary operation that we want to perform in our
circuit has to be combinatorially block diagonal [18]. Hence, this provides a stringent
constraint on the possible algorithms that can actually be implemented to simulate
classical fluids.

If we further assume that the velocity field is represented in terms of amplitude
encoding [19], that is, the components of velocity vector at all grid points are
represented in terms of the amplitudes defining the wave function, then the no-cloning
theorem prevents the use of (temporary) copies of any of these amplitudes. So, evalu-
ation of u? or u % cannot be performed by storing a temporary copy temp = u, to
perform the computation of the value of u? as u x temp. Also, for data encoded in
terms of the complex amplitudes of the Schrédinger wave function, there is a need for
this state vector to have a unit norm, since these amplitudes represent probabilities of
states. This means that for an operator attempting to compute the squares of these
complex amplitudes, the resulting state vector loses unitarity. So, even without the
no-cloning theorem complicating such a step, this points to a further problem with
computing nonlinear terms. This loss of unit norm of the quantum state vector
represents an example of a non-unitary operation, typically associated with a
corresponding loss of information. A similar argument runs for orthogonality of the
eigenstates, since a nonlinear propagator rotates the state by an angle which depends
on the state itself.

Fifth, dissipation: Dissipation breaks hermicity of the quantum propagator. This can
be recovered by augmenting the system with its Hermitian conjugate, so that the
doubled system is Hermitian by construction. One can dispense with doubling degrees
of freedom by representing the non-unitary update as a weighted sum of unitaries.
This introduces a failure probability which needs to be handled probabilistically, that
is, by executing the update conditional on the successful measurement of an ancilla
qubit.

To summarize, dealing with nonlinear and dissipative terms raises major extra
challenges for quantum computational fluid dynamics (QCFD) besides the ones com-
monly encountered for the simulation of quantum systems.

3. Hybrid quantum/classical approaches

The challenges sketched above have resulted in the fact that most of the existing
work in QCFD is based on a hybrid quantum/classical approach, with the quantum
processor performing computations for which efficient quantum algorithms exist,
while the output is then passed on to classical hardware to perform further computa-
tional tasks not (yet) amenable to quantum algorithms.

6



Quantum Computing for Simulation of Fluid Dynamics
DOT: http://dx.doi.org/10.5772 /intechopen.1005242

Hybrid Quantum-Classical Algorithm
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Figure 2.
Sketch of a hybrid quantum-classical algorithm. The illustration shows the steps involved in a single time step or
single iteration, including preparation of the subsequent step/iteration.

Figure 2 illustrates the idea. The quantum state i is advanced to the next quan-
tum state y4 via a QQ algorithm. The quantum state y, is then measured to generate
classical observables C; which are advanced to C, by a CC algorithm. The classical
observables C; are then used to reconstruct the quantum state y,, ready for the next
QQ step. The Q2C conversion shown in Figure 2 involves quantum measurements
and requires repeated measurements over a statistical sample of quantum states, since
none of them can be re-used. The C2Q reconstruction requires the preparation of all
the quantum eigenstates, hence a full reset of the quantum circuits from scratch. Both
operations impose a substantial computational burden on the hybrid algorithm, typi-
cally scaling exponentially with the number of qubits.

Examples of previous works using the hybrid quantum/classical approach include
the works of Steijl [20], Gaitan [21] and Budinski [22]. The algorithm presented by
Gaitan uses Kacewiz’s quantum amplitude estimation ODE algorithm [23] as applied
to the set of nonlinear ODE’s resulting from standard discretization of the Navier-
Stokes equations. As shown, for certain “non-smooth” problems (illustrated using the
quasi-1D flow in converging-diverging duct with normal shock wave), the complexity
analysis shows potential for exponential speed-up, so that the challenges associated
with hybrid quantum/classical computing can potentially be overcome. For the linear
advection-diffusion equation, Budinski [24] presented a quantum algorithm based on
the lattice Boltzmann method [25, 26]. The algorithm can perform multiple successive
time steps with no need for quantum measurements and re-initialization of qubit
register between the time steps if suitable re-scaling of solution vector is applied to
deal with non-unitarity. In the quantum circuit model, the fact that velocity field is
unchanged between successive time steps implies that the operator implementing u 2
can be re-used in multiple time steps. Budinski [22] then extended the work to Navier-
Stokes equations in stream function-vorticity formulation. Then, velocity field
updates during each time step means that quantum circuit implementation of con-
vection terms cannot be re-used during multiple time steps and that the classical value
of u (as well as other flow field data) is needed to define quantum circuit implemen-
tation for the next time step. This shows that it is the nonlinearity that forces the use
of a hybrid quantum/classical approach, similar to previous work where Navier-
Stokes equations were discretized, for example, the hybrid quantum/classical algo-
rithms for fluid simulations based on quantum-Poisson solvers [20].

In summary, key challenges for the hybrid quantum/classical approach are: (i) cost
and complexity of (repeated) measurements; (ii) statistical noise due to sampling of
the quantum solution; (iii) cost and complexity of (repeated) re-initialization.

7
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The development of more efficient (re-)initialization techniques appears to be a
key factor for the future success of quantum computing for fluids.

4. Quantum fluid dynamics strategies

For the sake of concreteness, let us refer to the Navier-Stokes equations for time-
dependent incompressible flows:

Ju Jdu oP
at-i—u + vAu 2)
V-u=0 3)

where u is the velocity vector, P is the pressure, defined for location x as function
of time . The kinematic viscosity is defined by v and density has been conventionally
set to a unit constant value. Eq. (3) enforces mass conservation, while Eq. (2) is based
on momentum conservation in each coordinate direction. Eq. (2) and Eq. (3) highlight
that it is the convection term that represents the nonlinearity, that is, the second term
on the left-hand side of Eq. (2). Writing the Navier-Stokes equations in non-
dimensional form, such that x and u are scaled by reference length L, and U,
respectively, it follows that in Eq. (2) the term v is replaced by 1/ Re , where Reynolds
number Re = UL, /v. For Stokes flow, that is, with Reynolds approaching 0,
nonlinear terms are vanishingly small, but still not to be neglected since they are
responsible for non-trivial long-range correlations especially important in biological
flows [27]. For high Reynolds number (turbulent) flows, obviously the nonlinear
terms play the leading role.

Different strategies have been adopted to simulate fluid dynamics on quantum
computer, mostly involving hybrid algorithms. Since they have been reviewed in the
recent perspective [7], PNAS [28], and their time complexity has been analyzed
thoroughly in [29], here we simply list them, directing the reader to the original
literature.

4.1 Nonlinear quantum ODE solvers

This approach consists in treating the discretized Navier-Stokes equations as a set
of nonlinear ODEs and advancing them in time by developing bespoken quantum
nonlinear ODE solvers. This approach has been pioneered by Gaitan [21] and demon-
strated for the case of a Laval nozzle on grids with O(30 — 60) grid points over 1400
time steps. The critical issue, though, is that the concrete implementation of the
quantum oracle is left to a classical computer.

4.2 Nonlinear variational quantum eigenvalue solvers

It has recently been proposed that variational quantum eigenvalue (VQE)
solvers, a major tool of the QQ sector, might be extended to the fluid equations as well
[30]. The basic idea is to use quantum computers for the efficient generation of
variational eigenfunctions by suitable circuit parametrization. The associated energy
functional is then minimized through a classical procedure. The appeal of these
methods is the possibility to import algorithmic know-how from quantum mechanical
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applications, especially quantum chemistry. To date, however, there is no evidence
that the procedure can meet the standards of accuracy required by computational
fluid dynamics.

4.3 Functional approach

It is long known that any nonlinear problem can be mapped into a linear one in a
space of higher dimensions, a technique also known as Carleman embedding or
Carleman linearization [31]. The Carleman embedding trades nonlinearity for infinite
dimensions and nonlocality. An alternative procedure to recover linearity is to take a
probabilistic approach and formulate a functional kinetic (Liouville) equation for the
probability distribution function (PDF) of the fluid velocity field. Formally [32]:

0;P[u] + % (f(w)P[u]) =0 (4)

where P = P[u] is the functional PDF and u = f(u) is the equation of motion
(hence f(u) is a nonlinear and non-local operator in function space). This is linear by
construction, regardless of the nonlinearity of the dynamics. Once the fluid equations
are discretized on a grid with G lattice nodes, the Liouville distribution Pz becomes a
3G-variate PDF Pg(u; ... ug) which lives in a O(3G)-dimensional space. For large-scale
flow applications, G can reach values up to multi-billions, hence fully under the “curse
of dimensionality.”

Fortunately, for most practical purposes, low-order marginals prove often capable
to retain the essential physical information. Marginalization is known to introduce
coupling terms between different marginals, thus raising the need for appropriate
closures expressing the high-order marginals as functionals of the low-order ones.
This is a classical topic in non-equilibrium statistical physics, which may draw signif-
icant benefits from modern developments in tensor networks theory [33, 34].

The idea can be taken one level further by noting that Eq. (4) is linear, but still not
unitary. In Ref. [35] the authors presented a method to relate the classical evolution
and the unitary evolution of a quantum system, making use of the Carleman-
Koopman embedding, which transforms the Liouville equation into an equivalent
many-body Schrédinger equation.

This is formally very appealing, but still subject to the dimensional curse; even in
quantum chemistry nobody knows how to handle molecules with billions atoms with
ab initio methods. In addition, Giannakis et al. [35] show that for chaotic systems, the
spectrum of the Hamiltonian contains continuous modes that are pretty hard to tame.

Always in the spirit of functional methods, in Ref. [29], the authors develop
another form of Koopman-von Neumann approach based on the level-set method as
applied to classical nonlinear field theories [29]. The formalism is applied to hyper-
bolic PDE’s and Hamilton-Jacobi equations, but its extension to the Navier-Stokes
equations is addressed only marginally, making it difficult to draw firm conclusions.

4.4 Carleman embedding

Introducing indices 7 and # to denote interacting neighbors, and using Einstein
summation, the fluid equations can be recast in terms of a linear operator £ and
quadratic operator O, as follows,

9
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@ = Lty + Re Qpuutiythy (5)
dt

The pressure term was removed for simplicity, although this all but a minor item,
since pressure-flow-stress coupling is going to affect the structure of the Carleman
matrix.

Discretizing velocity derivatives introduces a key challenge: Carleman linearization
creates a growing hierarchy of variables (U}, = #;u,,). Each level’s tensor has O (GKk_l)
components, « being the sparsity of the Q matrix, and spreads across a larger spatial
neighborhood. This nonlinear uplift incurs dimensionality and locality costs.

Despite this, Liu et al. [36] presents a promising quantum Carleman linearization
algorithm for the 1D Burgers equation showing a polylog scaling with the number of
grid points, that is an exponential improvement over classical approach. However, for
a given time span T, the algorithm shows a complexity TPoly(logT). The authors
simulated shock formation at surprisingly high Reynolds numbers (up to 40),
exceeding theoretical limits and warranting further analysis.

The key question then is: Is there a maximum Reynolds number above which the
Carleman procedure fails to converge? Also, when it does converge, how many
Carleman levels are required to reach the desired accuracy at a given Reynolds
number?

The answer may well depend on the chosen representation of the fluid equations
and in the following we turn to a promising candidate in this respect, namely the
Lattice Boltzmann method [25, 37].

5. Carleman-lattice Boltzmann

In a recent paper [38], Cheung and co-workers argued that Lattice Boltzmann might
be more convenient for Carleman linearization, since the fluid nonlinearity is formally
encoded in the Mach number instead of the Reynolds number, which makes of course a
huge difference, as the Mach number is typically many orders of magnitude smaller
than the Reynolds number (for an airplane Ma ~ 1 vs. Re ~ 10%). They performed a
classical Taylor-Green Vortex (TGV) simulation based on a Carleman-Lattice
Boltzmann scheme, showing excellent agreement at moderate Mach number, with just
three Carleman levels [38]. It is an unsteady flow of a decaying vortex which has an
exact closed form solution of the incompressible Navier-Stokes equations. The initial
conditions for the three velocity components are:

Uy = Ay cos(kyx) sin (kyy) sin(k.2), (6)
uy = A, sin(kyx) cos(k,y) sin(k;z), 7)
u, = A, sin(k,x) sin (kyy) cos(k.z). (8)

The TGV is a crucial benchmark in CFD because it allows a direct comparison with
a known analytical solution. More recently, in Ref. [11], the authors showed the
convergence of the Carleman method to the analytical solution of a Kolmogorov-like
flow, a close 2D analogue of the TGV with periodic initial conditions:

Uy = Ay cos(kyy) 9)
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uy = Ay cos(kyx). (10)

It was shown that the Carleman system truncated at second order for Moderate-to-
low Reynolds number, up to 100 (see Figure 3) provided excellent agreement up to
few hundred time steps.

Let us remind that the Lattice Boltzmann (LB) method is based on the following
scheme: In equations:

7fi _f;q (11)

fix 4+ viAt, t + At) — f,(x,t) = -

where f(x, ), is the probability to find a representative fluid parcel with discrete
velocity v; at position x and time . In the above, f is the corresponding discrete local
equilibrium and 7 is a local relaxation time, fixing the viscosity of the lattice fluid.
Importantly, the local equilibrium is a quadratic function of the Mach number
Ma = u/c;, ¢; being the speed of sound. A defining feature of the LB method is that it
allows to use a fixed, generally small, number of discrete velocities v;. For instance, it
turns out that just nine discrete velocities are sufficient to fully recover the physical
properties of a two-dimensional flow defined on a square lattice. The nine velocities
are depicted in Figure 4 and described in Table 1. The model is called D2Q9. A key
feature of LB, not shared by the macroscopic representation of fluid dynamics, is that
streaming proceeds along straight lines, defined by the discrete velocities. This

(@) 410 (b) 104
12 20
10
15
£g &,
4
5 5
0 0 x102
0 20 40 60 80 100 0o 1 2 3 4 5 6 7
t Re
Figure 3.

(a) The deviation ¢ in time of the second order Carleman solution from the original LB solution for the case of a
Kolmogorov-like flow at Re ~ 10, on a 32 x 32 grid. (b) The mean deviation (€) as a function of the Reynolds
number for the same flow.

Figure 4.
The D2Q9 model, defined on a two-dimensional square lattice, with the corresponding set of nine velocity vectors

labelled by index i, cf. Table 1.
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i 0 1 2 3 4 5 6 7 8

¢ (0,0) (1,0) (0,1) (-1,0) (0,-1) (1,1) (-1,1) (-1,-1) (1,-1)

Table 1.
The velocity set of the D2Q9 model.

operation is exact, in that it does not involve any floating-point calculation but just a
memory shift from the lattice position x to another lattice position x + v;At. Also to be
observed that collisions are completely local, hence perfectly amenable to parallel
computing. Because of this, dissipation is an emergent property which does not
require any second-order spatial derivative, as it is the case for the Navier-Stokes
equations. Besides their mathematical elegance, these properties are at the roots of the
computational efficiency of the method and its amenability to parallel computing.

A key point of using the discrete-velocity Boltzmann formalism instead of Navier-
Stokes is that, owing to the double dimensional phase-space, in the latter nonlocality
(streaming) is linear while nonlinearity (collision) is local, while in Navier-Stokes the
two merge into a single uVu convective term.

On classical computers, this disentanglement proves extremely beneficial because
of the local nature of the collision term, which makes the system highly amenable to
parallel computation. On quantum computers instead it is not simple to relate together
the streaming and the collision steps, as we are going to show next. When writing the
Lattice Boltzmann functions f;(x, ) in a quantum state we can employ amplitude
encoding, using a quantum register |-), for embedding the discrete velocities »; and a
second quantum register for encoding the lattice sites |-),. The fluid is then described
by the following quantum state

(@) =D > filxpli)k). (12)

Since the collision step is local and depends only on the velocities of the fluid in the
lattice site, one may apply an operator Q which performs the collision step on the

quantum register adapted to the velocities and another operator S encoding the
streaming process to be applied to all quantum registers, being it both non-local and

velocity dependent. This ideal circuit is shown in Figure 5(a). It turns out that since

(a) (b)

Figure 5.

Thgeusketch of three quantum circuits for different lattice Boltzmann implementations for a grid with G lattice sites
for the D2Q9 model. In (a) the collision is applied on the velocity register, whereas the streaming is a global
operation applied on both the position and the velocity registers. In (b) the evolution is obtained as a series of
streaming in the eight velocities of the D2Q9 model. In (c) the quantum vegister |k) holds the information about the
truncation order, whereas |i) and |j) are the velocities associated to the Carleman variables.
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is a nonlinear and non-unitary operator, this circuit cannot be realized, unless specific
symmetry conditions hold, such as those used in Ref. [39]. Unfortunately, these do not
conform to the universal quantum computation paradigm.

We may then opt for hybrid strategies whereby only streaming (collisions) would
be performed on a quantum computer, leaving collisions (streaming) to a classical
one. Interestingly, this leads to different circuits, as sketched in Figure 5. Figure 5b
and c shows the circuits for collision-free streaming and streaming-free collision
processes, that we are going to discuss next.

5.1 Collision-free streaming

The quantum computing algorithm for streaming is based on the approach used by
Steijl and co-workers [40]. The streaming is a non-local process shifting the particles
in the next neighboring site, depending on the corresponding velocity, without
affecting their value. Thus, this step can be executed by moving the probability
function f;(x,t) tof,(x + v, + 1) at the next time step.

The corresponding operation on the quantum state reads as follows:

W) = S Fim o) S e+ 1) = SN Fixolx v (3)

That is, only the positions register is affected by the streaming process, whereas
the velocity register acts as a control. The streaming operator is obtained as a combi-
nation of the streaming in the different directions, for the D2Q9 model with eight
velocities (plus the null velocity) is S = @2_,S;, that are therefore applied depending
on the value of the qubit in the velocity register. The streaming can be obtained by
applying a series of multiqubit controlled operations on the position register. We show
in Figure 6 an example for the S; streaming operator when applied on a 8 x 8 lattice.

5.2 Streaming-free collision

A completely different approach is employed to perform the collision step:
Carleman linearization. Based on the Lattice Boltzmann method, Itani et al. [41]
developed an approach termed Carleman for second-quantized Lattice Boltzmann. This
terminology stems from the fact that the Boltzmann operator, defined by:

x-direction
& x-clirection
5 = & S
(} v-direction
v-dlirection
Fauy
vy
Figure 6.

The quantum circuits for the operators S, and S,, cf. with Table 1, for a D2Q9 model define on a 8 x 8 lattice.
The first three qubits are used to encode the position in the x dirvection and the latter three for the position in the y
direction. They ave applied to the quantum state only if the velocity register has value 1 or 2 respectively.
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q
Bf, = —v; - Vf, J%, (14)

can be expressed in terms of the second-quantization annihilation and generation
operators via the relation V = (@ —a"). Collisions follow the bosonic encoding first
proposed by Mezzacapo et al. [42], whereby dissipative effects are represented as a
weighted sum of two unitary operators. The scheme is as “Feynmansque” as it can
possibly get, since it builds on a one-to-one analogy between LB and the Dirac equa-
tion, as first proposed in Ref. [43]. As a result, the formal solution f, = ¢5f; can be
computed in analogy with quantum mechanics. However, it is subject to a number of
additional questions: primarily truncation effects due to the finite number of bosonic
excitations and the long-time behavior of non-unitarity errors [44].

On a similar but operationally different line, Sanavio et al. [11] developed a quan-
tum circuit implementing the collision step of a Carleman-Lattice Boltzmann algo-
rithm. Since the number of variables with the Carleman method increases
exponentially with the truncation order k, the circuit needs more qubits to embed the
relevant information. The collision step requires £ + 1 additional quantum registers,
embedding the truncation order and the products between local Boltzmann functions

with different velocities, say f;(x),f; (x)f] ¥):fi(x)f;()f, (z) and so on. With this set-

ting, the collision quantum circuit is genuinely local, as it depends only on the velocity
registers and it can be implemented using only a fixed number of two-qubit gates,
regardless of the number of lattice sites. This meets the promise of quantum advan-
tage but unfortunately it is inconsistent with the streaming process, which must
therefore be directed to a classical machine. This may seem an ideal option for hybrid
quantum computing, since streaming is a floating-point free operation. However,
accessing data is by no means a cost-free operation and it is indeed known to take a
significant fraction of the computer time spent on collisions [45].

5.3 Fully quantum algorithm: collision and streaming

In Ref. [11], the authors managed to generalize the circuit for the streaming step to
Carleman variables of higher orders, thus allowing the subsequent application of
streaming and collision step on Carleman variables with a single embedding and a
single readout of the results after evolution. This results in a fully quantum algorithm.
In order to embed different nonlinear terms one needs 2(k + 1) additional quantum
registers, one encoding the information about the degree of non-linearity up to order
k, and the other 2k to embed position and velocity of the multiproduct functions.

This method was found to meet with an exponential depth of the quantum circuit
as a function of the number of qubits. The reason is that the collision operator cannot
be written in the form of a sparse and combinatorially block-diagonal matrix, nor in
terms of a compact combination of Pauli matrices. Hence, to date, it cannot be
quantum compiled.

Possible ways out are currently under investigation: one option is the application of
the Carleman linearization method directly to the Navier-Stokes equations. The
advantage of the Carleman-Navier-Stokes procedure rests in a much lesser number of
Carleman variables, with a corresponding reduction of the circuit depth. The flip side,
however, is a more complex structure of the Carleman matrix, which, combined with
the Reynolds versus Mach number as a measure of nonlinearity, may impair Carleman
convergence. A detailed analysis along this direction is currently underway.
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6. Conclusions

In summary, we have presented a survey of the few leading approaches to the
quantum simulation of classical fluids. Various obstacles stand in the way of the
efficient simulation of fluid flows on quantum computers, especially at high Reynolds
numbers, mostly on account of the strong nonlinear effects.

In this chapter, we focused on the Quantum Carleman-Lattice Boltzmann algorithm.
Our analysis, informed by prior works [7, 11, 38, 41, 44], indicates that Carleman
linearization offers a promising route for modeling low-to-moderate Reynolds number
flows, achieving errors on the order of 107> for Re in the hundreds up to hundred of
time steps. However, a significant limitation lies in the exponential depth of the
corresponding quantum circuit. Future research should focus on optimizing quantum
CLB’s resource requirements, potentially through alternative linearization strategies [46]
or tailored quantum circuit design. This work highlights the potential of quantum algo-
rithms for fluid simulations, while underscoring the crucial need for addressing their
computational demands to unlock real-world computational fluid dynamics applications.

Before closing, it should be observed that while, everybody would expect quantum
computers to handle turbulence, the physics of fluids is littered with interesting
problems at low-Reynolds, especially in microfluidics, soft matter and biology [37, 47,
48], but also in high-energy physics, typically quark-gluon plasma experiments.
Hence, even in case turbulent flows would prove beyond reach to quantum comput-
ing, there would nevertheless be plenty of interesting fluid applications in the low-
moderate Reynolds regime.

For instance, it could be of great interest to devise a quantum multi-scale applica-
tion, coupling quantum algorithms for biomolecules in a water solvent described by a
quantum algorithm for low-Reynolds fluid flow. Given that low-Reynolds flows are
non-local, perhaps the inherent nonlocality of quantum mechanics could prove help-
ful in representing the classical nonlocality of low-Reynolds flows.

On a more philosophical ground, should the physics of fluids show a case for
“classical advantage,” there would still be interesting lessons to learn. Indeed, as
observed earlier on, while it is true that nature is not classical, it is equally true that
nature has a very strong tendency to become classical at macroscopic scales/high
temperatures. Withstanding such a tendency, or perhaps even taking advantage of it,
is indeed the prime struggle of quantum computers. Looking into ways to achieve this
very hard goal is not only of practical but also of major foundational interest, since it is
likely to shed new light into the still open problem of “classicalization,” that is, the
emergence of classical behavior out of underlying quantum mechanical microscopic
physics. This is only one (outstanding) example of the fact that quantum computers
offer the unique chance to ask questions that the founding fathers of quantum
mechanics could only formulate as “Gedanken Experiments.”
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Chapter 2

Floating-Point Arithmetic with
Consistent Rounding on a Quantum
Computer

René Steijl

Abstract

Implementation of floating-point arithmetic with consistent rounding is a critical
component of many quantum algorithms. Quantum circuit implementations for
squaring and division serve as examples here. This work was motivated by ongoing
work in developing quantum algorithms for scientific and engineering computing
applications, where this type of arithmetic often forms part of the algorithm. A key
feature of the work is the use of a reduced-precision floating-point representation of
real data specifically designed for near-term future quantum computing hardware
with a limited number of qubits (e.g., less than 100) and with an increased level of
fault tolerance as compared to current quantum computing hardware. The quantum
circuit implementations of the squaring of a floating-point number and the division of
two floating-point numbers are detailed here, highlighting similarities in the quantum
circuit implementation for the logical steps required for rounding-to-nearest in line
with the IEEE 754 standard for the two arithmetic operations. This similarity is an
important feature regarding future work where an automated generation of this type
of quantum circuit from a set of standard modules and circuit templates is employed.

Keywords: quantum circuit model, quantum arithmetic, conservation laws,
floating-point representation, consistent rounding

1. Introduction

In quantum computing [1] research, significant progress is being made in devel-
oping quantum information processing hardware. This has so far created prototype
quantum computers in research centers, as well as small-scale quantum computers
accessible through the cloud to a wider audience. The current machines belong to the
Noisy Intermediate Scale Quantum (NISQ)-computing era [2], characterized by the
presence of a small number of qubits (typically less than 100) with significant sensi-
tivity to noise and quantum decoherence and very limited quantum error correction.
The ongoing quantum hardware development efforts create quantum computers with
an ever-increasing number of qubits and increasing levels of fault tolerance.

The context of the present work is the ongoing development effort in creating
quantum algorithms for computational science and engineering applications
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implemented using the quantum circuit model on future, more fault-tolerant quan-
tum computers. In this type of quantum algorithm, there is often a need to perform
arithmetic operations on real (non-integer) numbers within the quantum circuit-
based implementation. In the quantum computing (QC) literature, there is a signifi-
cant body of work on quantum circuit implementation for integer arithmetic [3-5],
which can be re-used in fixed-point representations of real numbers. However, from
the history of computing on classical hardware, it is clear that for most applications, a
floating-point representation of data is more effective. Once floating-point numerical
computation on classical computers became commonplace, the industry standard
IEEE 754 was introduced [6]. A key feature of the IEEE standard is that it requires
correctly rounded operations, including the correctly rounded arithmetic operations
considered here. Typically, rounding to the nearest floating-pointing number avail-
able in the destination (output register) is used. A similar standard for floating-point
representations on a quantum computer does not yet exist, but is desirable [7].

Recently, a small number of works have focused on quantum algorithms with a
floating-point type representation of data. These works include research on floating-
point arithmetic [8-13] as well as research on data encoding and representation of
quantum images [14, 15].

The present work discusses quantum circuit implementations for two example
calculations typically found in computational science and engineering applications:
evaluating the square of floating-point numbers (e.g., as part of kinetic energy evalu-
ation) and the division of two floating-point numbers.

The quantum algorithms of interest here often involve the discretization and
solution of partial differential equations (PDEs) that govern the conservation of
physical quantities such as mass, momentum and energy. Therefore, it is important to
have a consistent rounding in the arithmetic operations to avoid compromising the
conservation properties of the discretization and solution methods. Rounding to the
nearest floating-point number in the output register of an arithmetic operation is the
preferred rounding mode in the context of computational science and engineering
applications.

The key contributions of this work can be summarized as follows:

* Demonstration of a quantum circuit implementation of floating-point squaring
with detailed analysis of how rounding-to-nearest can be achieved;

* Demonstration and analysis of quantum circuit implementation of floating-point
division with rounding-to-nearest;

* Detailed discussion of the modular structure and similarities of the quantum
circuit implementation of rounding-to-nearest for both arithmetic operations;

* Discussion of prospects for a wider range of quantum floating-point arithmetic.

The rest of this work is organized as follows. Following the review of related work
in Section 2, Section 3 briefly reviews and summarizes key QC principles. Then, the
floating-point representation used in the quantum circuit implementations is defined
in Section 4. Section 5 discusses the quantum circuit implementation of the squaring
of a floating-point number. Quantum circuit implementations for floating-point divi-
sion are detailed in Section 6. Finally, Section 7 summarizes key findings and direc-
tions for future work.
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2. Brief review of related work

An early work related to quantum circuits for floating-point arithmetic involved
the complexity analysis of floating-point addition and multiplication by Héner and co-
workers [8], which showed the significant challenges involved in terms of circuit
complexity for IEEE-754 type precision. This motivated the present author to intro-
duce floating-point formats for quantum algorithms with a reduced precision [12, 16,
17], such that the required number of qubits and the circuit complexity remain within
limits of near-future quantum computers with an increased level of fault tolerance as
compared to NISQ-era hardware.

Optimized circuits for floating-point addition and multiplication were detailed by
Gayathri et al. [9] with a particular focus on minimizing the number of T-gates [1] in
the implementation. The T-count optimized implementation for single-precision
floating-point division was also investigated [10]. An efficient quantum circuit
implementation for taking the square root of a floating-point number was detailed
more recently [11]. In that work, the classical Babylonian algorithm was implemented
using circuits for integer division.

Although the previously referenced works detailed key steps in quantum circuit
implementations for floating-point arithmetic, the aspect of rounding was not
addressed in detail. This formed the main motivation for the present work.

Key challenges in developing quantum circuit implementations for a divider are
the reversibility requirement and fault tolerance, as analyzed by Babu and Mia [18].
The fault-tolerance aspect of a quantum circuit implementation of a floating-point
divider was recently addressed by Yuan and their colleagues [13]. Implementations of
dividers based on the long division approach perform a series of controlled subtrac-
tions for which a comparison operation between two integers encoded by qubit strings
is required. Efficient quantum circuit implementations of such “comparator” circuits
were published by Xia et al. [19]. Highlighting further recent research work related to
quantum floating-point arithmetic, the work by Orts et al. [20] shows efficient circuit
implementations for detecting the leading zero in a bit string, and operation typically
required in subtraction, division, and multiplication operations.

3. Quantum computing essentials

In this section, some key concepts of quantum computing are reviewed. A full
treatment can be found in many textbooks, for example, [1]. In the present work, the
quantum circuit model is used to represent quantum algorithms, where a series of
quantum gate operations act on a quantum state defined by a qubit register with n
qubits in a coherent state. Figure 1 shows two example quantum circuits with three
qubits (a, b, and ¢) with three successive quantum gate operations. Dirac’s bra-ket
notation is used so that the quantum state defined by a single qubit can be defined as

lg) = a|0) + b|1), such that |a|” is the probability of finding the qubit in state |0) when

MAT A

Figure 1.
Definition of MAJ and UMA operations consisting of three gate operations, as used in Cuccaro-type adders.
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quantum measurement is performed, and |b|” is the probability of finding the qubit in
state |1). Since a quantum measurement is guaranteed to return one of the two states,
it follows that |a|* 4 |b|> = 1. For a quantum state defined by # qubits in a coherent
state, we can write |q, 419, | ... 19;190) = zfi;lci, where the 2" complex amplitudes
C; (1€]0,2" — 1]) define the state. Often, the indices are expanded in binary repre-
sentation to define the 2" computational basis states.

In quantum circuit diagrams used in this work, each of the qubits is represented by
a horizontal solid line, with a vertical arrangement of the multiple qubits in the
register. Quantum gates either work on a single qubit (“single-qubit gates”) or work
on multiple qubits (“multi-qubit gates”). The quantum computation progresses step-
by-step in the horizontal direction, starting from the initial qubit register state defined
on the left-hand side of the quantum circuit diagram.

The two example quantum circuits shown in Figure 1 are the building blocks of
quantum arithmetic circuits to be discussed later. On the left-hand side of Figure 1,
first a controlled X gate is applied. This two-qubit gate applies the X-gate (the quan-
tum computing equivalent of NOT in classical circuits) to qubit |b) conditional on
qubit |a) = |1). Applying X changes |1) to |0) or |0) to [1). Then, a second controlled-X
is applied, now with qubit |c) as the target qubit. Finally, a Toffoli three-qubit gate is
applied. This Toffoli gate applies X to the target qubit (|a) here) conditionally on the
state of two control qubits. In the rest of this work, “multiply-controlled” versions
of the Toffoli gate are used in the quantum circuit diagrams with more than two
control qubits.

It should be noted that on actual quantum computing hardware, only a small
hardware-specific set of gate operations (“native gates”) are implemented. The quan-
tum circuit diagrams used in the present work therefore define algorithms at a higher
level of abstraction, and in case of hardware realization, a further translation step
toward native gates would be required.

Since a quantum circuit is composed of unitary operations [1], every quantum
circuit has an inverse. The inverse of a quantum circuit can simply be composed of the
inverse of all its constituent quantum gates, applied in reverse order. Here, it can be
noted that the UMA circuit shown on the right-hand side of Figure 1 is not the inverse
of the operations from the MA] operation, since the final controlled-X in UMA is
different from the first controlled-X in the MAJ operator.

In the present work, the concept of applying the inverse of an operation defined by
a set of quantum gate operations is typically used as uncomputation, aimed at
returning qubit states to their original state. This is typically used to return qubits
allocated to create workspace to their initial state so that these can be re-used in
subsequent parts of the circuit.

The quantum circuit implementation of the floating-point dividers considered here
is based on modular quantum adders originally introduced by Cuccaro [4]. Figure 2
shows the example of a 3-qubit full adder, such that an integer “2” defined in 3-bit
binary representation as a2a140 (with 42 and 40 representing the most significant bit
and least-significant bit in the binary representation, respectively) is added to integer
“b” (represented as b2b1b0 in binary representation). The Cuccaro full adder stores
the result in the “b” input. For a full adder, an additional bit is therefore needed for the
“b” register to ensure that the output can be represented. The qubit registers |42]|a1|a0)
and |b3|b2|b1|b0) correspond to the corresponding bits of “a” and “b.” Their initial
state on the left-hand side of Figure 2 defines the intended addition. Upon completion,
the quantum state on the right-hand side of the circuit represents the output.
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Figure 2.
llustration of Cuccaro-type full addition. Three-bit integer defined by |a2|a1lao) is added to integer defined by
|b3|b2|b1|bo) with the result stoved in |b3|b2|b1|bo).

The changed state of qubits |b3|b2|b1|b0) relative to that at initialization represents the
computational work performed. In later sections, modulo adders will also be used. For
the Cuccaro-type adders used here, the underlying idea is that modulo adder can be
obtained from the full adder by removing the controlled-X operation in between the top
MA]J and UMA blocks. The second modification involves not using the additional qubit
on the “b” register, since by definition it is not needed for a modulo addition. The MAJ
and UMA blocks act on three qubits and were previously defined in Figure 1. Further-
more, the quantum circuit implementation includes a “carry” qubit |c), initialized as |0)
in the applications considered here. A 3-qubit modulo adder can be obtained from the
full-adder circuit shown in Figure 2 by removing the qubit |b3) and the controlled X
operation between the MAJ and UMA blocks at the top of the circuit. Also, using the
concept of 2’s complement representation of integer numbers, modulo adder can be
used to perform subtraction operations.

4. Floating-point representation in quantum circuits

In previous work, the author introduced a floating-point representation with
reduced precision relative to the IEEE-754 single-precision format [12]. A key
motivation was the capability to represent a much wider range of real numbers as
compared to a fixed-point representation when using the same number of qubits. In
this floating-point format, a base 2 representation is used, so that a non-zero, signed
real number y is represented in normalized form as:

y = +SIG x 2PXP | where 1<S<2 1)
where the numbers SIG and EXP are the mantissa (or significant) and the
exponent, respectively. The standard convention for floating-point representations is
followed here. SIG is defined in a binary fixed-point representation such that the most

significant bit is followed by the binary point and the fractional part to the right of this
point [6]. The mantissa is defined using M bits in a binary representation as,

SIG = (WLM_1.WLM_2 m1m0)2 (2)

Excluding the special cases involving sub-normal numbers and overflow conditions
(to be detailed later), it is assumed that the most significant bit in the binary
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representation of SIG equals 1. Floating-point numbers so defined are termed normal-
ized [6]. Eq. (1) shows that normalized numbers cannot exactly represent the real
value of zero. To account for this shortcoming and to better represent the smallest
numbers in the range of numbers covered by the floating-point representation, sub-
normal numbers are employed. Specifically, for the smallest value of 25*F in Eq. (1)
used in the representation, an additional set of numbers is defined for which the
most significant bit in SIG equals 0. In the floating-point representation, setting all
bits used to define the exponent in binary to 0 (i.e., 00 ... 00) makes the number a
sub-normal number. The value for EXP used is identical to that used for the smallest
of the normalized numbers, that is, with exponents defined as 00 ... 01 in binary
representation. Following the IEEE-754 floating-point formats, the exponent bits are
also used to identify cases where overflow has occurred in the considered arithmetic
operations, that is, where the real value to store does not fit within the range of
numbers covered by the floating-point representation. In that case, all exponent bits
are set to 1, that is, the exponent is defined as 11... 11. More details on using this
approach for the IEEE-754 format can be found in standard textbooks, for

example, Overton’s book [6]. In the quantum circuit implementation, a sign qubit is
used which is in state |0) for a positive number. A negative number has this sign qubit
in state [1). Following the “hidden-bit” approach used in the IEEE-754 standard [6],
the most significant bit is not stored and M — 1 qubits are used here to store only the
fractional part of the mantissa. The exponent is defined using E bits in a binary
representation as,

EXP = (eg-1€g-2 ... €1€0); — EXPpiy 3)

where EXP),;,; is the exponent bias. In this work, 3 qubits are used in the
definition of the exponent (E = 3), contrasting with the 8 bits used in the IEEE-754
single-precision format. For E = 3, sub-normal numbers are defined by the exponent
qubit string in state |000). Similarly, the exponent qubit string in state |111) represents
overflow conditions. Also, the quantum circuit implementations are detailed for
M = 4, so that 3 qubits store the fractional part of the mantissa, in contrast to the 23
bits used this in the IEEE 754 single-precision format. This is done for illustration
purposes, since for real-world computational engineering application M needs to be
significantly larger; for example, it is expected that at least M = 8 is required for most
applications. For E = 3, exponent (000), = 0 defines sub-normal numbers, while
(111), = 7 defines “overflow” conditions. For normalized numbers, this leaves the
range 1 to 6, and therefore EXPj;,; = 3 creates a symmetric bias. For this symmetric
bias, and assuming M = 4, the qubit strings [011|000) and |011|111) define a floating-
point number with magnitudes 8/8 and 15/8, respectively (where the sign qubit was
omitted for clarity). The smallest normalized number represented by qubit string
|001]000) is 8/32. The smallest non-zero sub-normal number equals 1/32 and is
represented by the qubit string [000]000). A key aspect of the present format is
the use of an asymmetric bias. This enables the range of numbers that can
accurately be presented to be tailored to the considered problem. This was demon-
strated for quantum circuit implementation of one-dimensional lattice models for
fluid dynamics [16, 17]. For the previously considered examples with M = 4, an
asymmetric bias of EXPy;,;; = 5 means that the qubit strings [011]000) and |011]|111)
define the number 8/32 and 15/32, respectively. Also, for this asymmetric bias, the
smallest non-zero sub-normal number represented by qubit string [000|000) takes on
the value 1/128.
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5. Quantum circuits for kinetic energy evaluation

This section considers the squaring of floating-point numbers as required, for exam-
ple, in the evaluation of kinetic energy of a fluid or a solid object. Here, a one-dimensional
flow with velocity  is assumed for illustration purposes. Also, to simplify the circuits, no
sign qubits are used, with all real data assumed to be positive. The required operation can
then be summarized as follows. For an input # defined as a quantum floating-point
number with M-qubit representation of the significant (M — 1 qubits for fractional part),
an integer squaring is performed to create a 2M —bit temporary result. Based on the
exponent of # and the exponent bias used, the next step defines the square in terms of the
floating-point format. It is in this second step that rounding aspects are to be considered.
Following the definition of the square in floating-point format, the mantissa-squaring
step is uncomputed, so that the qubit register at completion of the full quantum circuit
for floating-point squaring differs from the initial quantum register state only in terms of
the qubits defining kinetic energy (squared number) output.

5.1 Performing mantissa squaring

Integer squaring can be implemented in quantum circuits based on a number of
different approaches, e.g., Quantum Fourier-based [5, 12], building on the concept of
shift-and-add using controlled additions [17] or optimized logic-based approaches.
Since the main focus of this work is the definition of the quantum floating-point
output with consistent rounding, this aspect is not analyzed further, and optimized
logic-based circuits are used for integer squaring. A 4-bit representation of the man-
tissa of u is considered here (M = 4).

Figure 3 shows the example circuit for the squaring of a 4-bit integer defined in
|a3|a2|al|a0) (with a3 the most significant bit in the binary representation), with the
8-qubit integer result defined in |p7|p6|p5|p4|p3ip2|p1lp0). The quantum circuit
shown was designed with minimum circuit width in mind, and the creation of five

lao) : Ja0/p0;
[0) - [p1}
a1) } Ja1)
[a2) : a2)
la3) fa3)
10) 1 Ip2)
) & 190}
) b ‘ lo)
) Io2)
) 193)
0 i lo#)
) o 1o3)
0 S & Io#)
) ‘ & & Io5}
) 1 1o}
0) 7
Figure 3.

Quantum civcuit for squaring of an integer defined by 4 qubits |a3|az|a1l|ao), with results in |p7| ... |po) such that
5 garbage qubits ave created.
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“garbage” qubits |g0) to |g4) was tolerated. Garbage qubits as used here are

additional qubits in the quantum circuit used to represent results from intermediate steps
in the squaring computation. Assuming that these qubits are initialized in the |0) state at
the left-hand side of the circuit, their final state on the right-hand side of the circuit may
have changed depending on the particular squaring performed.

Based on the quantum circuit shown in Figure 3, a quantum circuit used for
mantissa squaring is created that does not create garbage output, but instead uses 5
ancilla qubits that are initialized as |0) and return to |0) at the completion of the
squaring. As can be seen, the elimination of garbage qubits comes at the cost of
increased circuit depth, that is, an increased number of gate operations. The quantum
circuit with 17 qubits is shown in Figure 4.

In the quantum circuit shown in Figure 4, the 17 qubits represent the following:

lqu3|qu2|qullqu0) : 4 qubits defining 4-bit input u
[¥7|r6|r5|r4|r3|r2|rljr0) : 8 qubit defining output (4)
lanc4|anc3lanc2lancllanc0) : 5 ancilla qubits

Using computational-basis encoding [1], the quantum circuit for squaring can be
used as follows. The 17-qubit register is first initialized such that a single complex
amplitude is non-zero, that is, it is set to 1. The index of this single non-zero complex
amplitude is fully defined by the input integer number, that is, the binary representa-
tion of the number defined by |qu3|qu2|qu1|40). For an integer defined by 4 qubits, the
8 possible outcomes (for a most significant qubit |gu3) = |1)) can be summarized as:
1000,00000000, 00000] Cou:[1000, 01000000, 00000]
¢[1001, 01010001, 00000]
+[1010, 01100100, 00000]

u=8 Cy [
C [
[
¢[1011, 01111001, 00000]
[
[
[
[

in
u=9 C;y,[1001,00000000,00000]
u=10 C,[1010,00000000,00000]
u=11 C,[1011,00000000,00000] )
u=12 C;,[1100,00000000,00000]
u=13 C;[1101,00000000,00000]
u=14 C,;[1110,00000000,00000]
in

u=15 C;[1111,00000000,00000]

¢[1100,10010000, 00000]
¢[1101,10101001, 00000]
¢[1110,11000100, 00000]
Cout[1111,11100001, 00000]

Cou
Cou
Cou
Cou
Cou
Cou

L

|qu)

|qu3)

qu2) ’ t |qu2)

qul) - qul)

qud) . qu0)
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Figure 4.
Quantum circuit used to compute square of the mantissa of u in floating-point squaring.
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where C;, [indx,] the complex amplitude in the initial state vector with non-zero
magnitude at index indx, represented in binary representation and the left-hand side
above. At the completion of the quantum circuit, a single complex amplitude
Cout[indx1] will have non-zero amplitude at index indx; defined in binary representa-
tion on the right-hand side of the listed results.

5.2 Computing #” with rounding-to-nearest

For the quantum circuit implementation of squaring #, now defined as a floating-
point number with 4 mantissa qubits and 3 exponents qubits, the following qubits are
used:

leu2|eul|eu0) : 3 qubits defining exponent of u
lqu3|qu2|qullqu0) . 4 qubits defining mantissa of u’
[v7|r6|r5|r4|r3|r2|rl|r0) : 8 qubit defining output
lanc4|anc3lanc2|lancllancO) : 5 ancilla qubits (6)
lesq2lesq1lesqO) : 3 qubits defining exponent of output
|msq2|msq1lmsq0) : 3 qubits defining mantissa of output

(where‘hidden—qubit, approach is used)

For the considered floating-point squaring, the quantum circuit shown previously in
Figure 4 is first applied on the subset of 17 qubits defined previously. This defines the
squaring output in the 8 qubits [+#7|r6] ... [rO) with [+7) defining the most significant bit.
This 8-qubit register along with the exponent of the input « is then used to define the
output #? in terms of the quantum floating-point format. Assuming EXP;,; = 8, a
quantum circuit implementation of the required logical operations is shown in Figure 5.
Here, the dash slices separate sub-circuits intended for different input exponents.

For the used exponent bias, cases with |eu2|eu1lex0) = |000) (i.e., sub-normal input
u) and |eu2|eullen0) = |001) are guaranteed to create u* truncated to 0. This can be seen
from the fact that u defined by |001|111) corresponds to a value of (15/8) x 218 =
15/1024 and therefore, u? is smaller than half the smallest non-zero sub-normal number
defined by |000|001) (or 1/1024) so that rounding-to-nearest always leads to 0.

The left-hand side of the quantum circuit shown at the top of Figure 5 deals with
cases defined by |eu2|eulleu0) = |010). As can be seen, for # inputs leading to
[¥7) = |1), rounding up can then create the smallest non-zero sub-normal output
|000]001). The next block of gate operations defines the required logic for
leu2leulleu0) = |011). As a first step, output mantissa qubits |msq1lmsq0) are initial-
ized using the state of |#7|r6). In case rounding-by-truncation would have been used,
the work required for this input exponent would be completed. However, for the
rounding-to-nearest employed here, cases need to be identified for which rounding up
is required, here represented by |ancl) = |1) (i.e., ancilla qubit temporarily set to |1)).
Following a similar approach, the other blocks of gate operations shown in Figure 5
account for u inputs with |eu2|eu1lex0) = [100) as well as |eu2|eulleu0) = |101) or
|110). In all cases, the output mantissa qubits are initially defined according to the
rounding-by-truncation (or rounding down) approach, followed by an identification
of cases requiring a subsequent rounding up. The rounding up is implemented using
multiply-controlled X gate operations creating an increment to mantissa qubits (using
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Figure 5.
The circuit shown sets vesults for u® in floating-point format for M = 4 using “rounding-to-nearest” (E = 3, with
EXPpiss = 8).

hidden-qubit approach) and exponent qubits. For input « with |eu2|ex1|ex0) = [100),
the increment operation applied for cases with rounding up can transform the largest
sub-normal number [000|111) into the smallest normalized output [001|000). For
input cases with |eu2|eu1lex0) = |101) or [110), the output is guaranteed to be a
normalized number and therefore the increment operation performed for rounding
up can be seen to include controlled-X gate operations on all the output exponent
qubits |esq2lesqlesq0) so that output exponent can be incremented by 1 where
required.

Identifying cases that require rounding up is performed as follows:

o If the most significant qubit in [#7|r6] ... [r1|r0) that is not yet used to define the
initial state of the output mantissa qubits is in state |1), rounding up is needed if
any of the further less significant qubits in [#7|r6] ... |r1|r0) is in state |1);
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¢ Identifying a “tie.” If the most significant qubit in [#7|r6] ... [r1]r0) that is not yet
used to define the initial state of the output mantissa qubits is in state |1) with all
other less significant qubits in state |0), a tie has occurred. In that case, rounding
up is applied if the least significant qubit in the initialized output mantissa is in
state |1), that is, |msq0) = |1).

The approach used here is consistent with the rounding-to-nearest approach used
in the IEEE 754 standard.

6. Quantum circuits for floating-point division

Building on the concepts illustrated in the quantum circuit implementation of
floating-point squaring with rounding-to-nearest for the output, the more complex
example of floating-point division will be detailed. It is shown here that for the
floating-point divider, the quantum circuit implementation of logical steps required to
perform rounding-to-nearest for the output displays significant similarity with those
for the squaring detailed in Section 5.2.

6.1 Non-restoring and restoring integer dividers

First, quantum circuit implementations for non-restoring and restoring integer
dividers are discussed, to pave the way for the mantissa division required in the
floating-point division circuits discussed later. The integer divider considered here
performs the division of a 4-bit integer dividend by a 4-bit integer divisor using the
concept of long division. Since the aim is to re-use the resulting quantum circuits later
on in the quantum floating-point dividers (where it is assumed that both dividend and
divisor are normalized numbers), the assumption is made that 4 qubits define the
dividend |q3ilq2i|q1i|q0i) with |g3i) = |1), and similarly 4 qubits define the divisor,
that is, |¢3d|q2d|q14|10d) with |q3d) = |1).

Before detailing the quantum circuit shown in Figure 6, the underlying principle
of a quantum circuit implementation based on long division is summarized. To
achieve a 4-bit quotient as output of the division by a 4-bit divisor, it follows that the
dividend needs to be a 7-bit integer. Starting from the initial 4-bit (input) dividend, a
7-bit workspace is created by padding three 0 bits at the least-significant end (effec-
tively multiplying the integer value by eight). The long division then proceeds as
follows. Starting from the 4 most significant bits in the 7-bit workspace, a comparator
operator (denoted as C) is used to check if the binary value represented by the 4 bits
equals or exceeds the divisor value. If so, the most significant qubit defining the
quotient will be set to [1). Uncomputing the comparator C (denoted by U(C)) restores
the 7-bit register to its state before applying C. Then, subtraction by the value of the
divisor (denoted by Sub) is applied conditionally on the state of the corresponding
quotient qubit. These steps are then repeated a further three times, each time shifting
the 4-bit sub-string of the workspace the comparators work on by one bit toward the
least significant bit. For the illustrated division for 4-bit dividend and divisors, the 4
repeated steps will fully define the 4-qubit quotient. The final subtraction steps are
not needed to define this quotient, as shown in Figure 6. The SWAP operations shown
in Figure 6 are there to arrange the qubits in the correct ordering for successive
applications of the comparator C, uncomputation of comparator U(C), and the
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Quantum circuit for non-restoring integer division based on 7-qubit integer vegister and 4-qubit divisor. Creates 4-

qubit output 19431992199 1l990).

controlled subtractions. All three operations employ a qubit ordering consistent with
Cuccaro-type modulo adders.

For the quantum circuit implementing a non-restoring integer divider defined in
Figure 6, the qubits are named as follows:

l99319921991lqq0) : 4 qubits defining 4-bit quotient
l3d|q2d|q1d|q0d) : 4 qubits defining 4-bit divisor

lq4d) : additional qubit used in 2s complement representation
lq3ilq2ilq1ilq0i) ~ : 4 qubits defining 4-bit dividend 7
[test) :  qubit us as 1st comparator output

lc) : ‘carry qubit in Cuccaro-type arithmetic

|gin2|ginllgin0) : 3 additional qubits in 7-qubit workspace

The additional qubit |g4d) is required in the temporary conversion of an unsigned
4-bit representation to a 5-bit 2s complement representation used in the conditional
subtractions of the divisor value. The subtractions performed by the sub-circuits
termed Sub are based on Cuccaro-type modulo adders. Subtraction instead of addition
is achieved by converting the “a” input integer of the adder (notation follows that in
Figure 2) into 2s complement representation, and reversing this after the modulo
additions is completed. For the controlled subtraction of the divisor defined by 4
qubits, as illustrated here, a 5-qubit modulo adder is employed involving 11 qubits, as
shown in Figure 6 for the blocks termed Sub. As discussed in Section 3, Cuccaro-type
modulo adders can directly be derived from the Cuccaro-type full adders detailed
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previously. A 5-qubit modulo adder can be created using 5 successive MAJ
sub-circuits, followed by 5 UMA blocks, using the same structure as illustrated for the
3-qubit full adder in Figure 2.

Using the concept of long division, a 4-bit quotient can be obtained by first
expanding the 4-bit dividend to a temporary 7-bit workspace defined by 7 qubits
as |q3i|q2ilq1i|04|0|0|0), that is, 3 qubits initially in state |0) are padded at the
back of the original dividend. Using this 7-qubit representation of the dividend
guarantees that 4-qubit quotient results with a non-zero most significant bit. As
illustrated in Figure 6, long division then creates a quotient defined by 4 qubits as
l99319921991|qq0) using the successive application of comparator operations C
(as well as the uncomputation of the comparator operator, U(C)) and controlled
subtractions. Here, a |0) output of the comparator means that the integer value
represented by the 4-bit segment of the workspace considered matches or
exceeds the integer value of the divisor. In this case, the subtraction is performed
and the corresponding output qubit is set to |1). Figure 7 shows the quantum
circuit implementation of the comparator operation used here based on the work of
Xia et al. [19].

It should be noted that the quotient defined by the 4 qubits |g43|g42|g41|gq0) can
have |gg3) = |0). In the quantum floating-point dividers considered here, this occur-
rence of |0) for the most significant quotient qubit is to be avoided since, in that case,
the least significant output mantissa qubit cannot be defined if the output (quotient)
is a normalized number. To prevent this problem, the following changes can be
introduced. First, instead of padding 3 qubits in state |0) to the original 4 qubits
defining the dividend, now 4 additional qubits are added to create an 8-qubit
workspace. As shown in Figure 8, the long division then simply involves an additional
step (with comparator and uncomputation of comparator, followed by a controlled
subtraction) to define a quotient defined by 5 qubits |gq4l9431992|991l940). If this
integer divider is employed as part of a quantum floating-point divider with 4-qubit
mantissa for dividend, divisor, and quotient, then we can use this 5-qubit output as
follows. In case |gg4) = |0), the 4 mantissa qubits of the quotient are taken as
1993199219911990). Alternatively, if |gg4) = |1), then |9q41443l942l941), so that |gq0)
will be discarded.
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Figure 7.

Example comparator circuit. The vesult is |1) in cases where the integer defined by |q3d|q2d|q1d|qod) is greater
than the integer vepresented by |q3ilq2i|q1ilqoi), and |o) in both other cases. For consistency with Cuccaro adders,
the ancilla qubit is termed |c).
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Quantum circuit for non-restoring integer division based on 8-qubit integer vegister and 4-qubit divisor. Creates 5-
qubit output |4941943199219911990)-

It is important to note that the quantum circuits shown in Figures 6 and 8 are non-
restoring division circuits, indicating that upon setting the quotient defined by either
l99319921991l990) or |qq419931992l9911990), both circuits also change the state of
(many) of the other qubits. In applications of integer dividers where such further
changes of quantum states are not desirable, a modification of the divider to a restoring
version is needed. Figure 9 shows the quantum circuit implementation of a restoring
integer divider for 4-bit dividend, divisor, and quotient based on a 7-bit workspace.
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Comparing the circuit in this figure to the previous non-restoring circuit in Figure 6, it
can be seen that the required changes involve setting up three successive controlled
additions to un-compute the effect achieved by the corresponding three controlled
subtractions used in defining the quotient qubits. A similar modification to create a
restoring version of the non-restoring quantum circuit implementation shown in
Figure 8 would similarly involve a series of 4 controlled additions.

6.2 Extension to floating-point division

We now consider the floating-point division where the dividend, divisor and
quotient are all defined in floating-point format with 4 mantissa qubits (M = 4), and
3 qubits defining the exponent (E = 3).

Based on the integer divider with the 8-qubit workspace, the mantissa division
step for a floating-point divider can be created. The use of the 8-qubit workspace
guarantees that even if the 5-qubit quotient resulting from long division has its most
significant qubit as |0), there are still 4 quotient qubits left to fully define the 4-qubit
output mantissa.

In the context of rounding the output of the floating-point division, it is important to
consider that at the end of the long-division steps, used to define |gq4l9431942l991l940),
the 8-bit workspace will be such that the leading 4 qubits |g3i|42i|q1i|q07) will be in state
|0]0]0]0), while the 4 additional qubits |gin3|gin2|qinllgin0), which were initialized at
|0]0]0|0)) now define the remainder of the long division.

In the interest of clarity and brevity, divisions leading to quotients defined as
normalized floating-point numbers are considered for now. The extension to sub-
normal output is discussed later in this section.

As a first step in setting output employing rounding-to-nearest, the output mantissa
qubits are initialized using the rounding-by-truncation (or rounding down) approach by
considering two different cases. For |gg4) = [1), the 3 output mantissa qubits (defining
the fractional part) |mf2[mf1|mf0) are initialized using |g¢43l942|qq1). For |gq4) = |0),
the 3 output mantissa qubits |nf 2|mf 1jmf 0) are initialized using |g42|gq1lq40).

To introduce rounding-to-nearest for the quotient, the two different cases also
require a different treatment:

* For cases with |gg4) = [1), the state of qubit |gg0) and the state of the remainder of
the long-division step defined in qubits |gin3|qin2|qinl|qin0) together define the
type of rounding required. Specifically, |gq0) = |0) means that rounding down is to
be used, while for |gq0) = |1), the state of qubits |gin3|qin2|qinl|qin0) determines
whether rounding up is required, a process that also involves identifying a possible
“tie,” similar to that described for the floating-point squaring;

* For cases with |gg4) = |0), it is only the state of the “remainder qubits”
lgin3|qin2|qinllgin0) that defines the required type of rounding. In this case,
divisions with an even divisor and those with an odd divisor need to be
considered separately in terms of identifying the occurrence of a “tie.”

Clearly, introducing rounding-to-nearest in a floating-point divider using the 8-
qubit workspace restoring integer divider is complicated by the significant differences
for the cases with |gq4) = |1) versus cases with |gg4) = |0) as an output of the long
division.
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To address this problem, an alternative approach is now proposed using a workspace
extended by a further qubit. Specifically, starting from a 4-qubit string defining the
dividend, 5 additional qubits initiated at state |0) are used at the least-significant end of
the register. This effectively multiplies the original number represented by 32, ensures
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Quantum circuit for restoring integer division based on 9-qubit integer register and 4-qubit divisor. Creates 6-qubit
output 19q519941993199219911990). Part 1.
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Quantum civcuit implementation of floating-point divider assuming a normalized quotient is created.

that the required 6-qubit quotient is obtained. Of course, this involves creating an
additional step in the long division, but the added complexity is accepted here on the
basis of the simplified steps for defining and rounding of the output. As will become
clear from the following analysis, this approach enables the required logic for rounding-
to-nearest of the output to be implemented in quantum circuits following a similar
approach introduced for the floating-point squaring in the previous section.

Figure 10 shows the first part of the quantum circuit implementation for the
restoring long division used to define the 6-qubit quotient |qq5lgq41994l992|941l940).
Figure 11 shows the part of the quantum circuit implementation that restores all the
qubits not defining the quotient output to their original state.

The key idea now is to use the 9-qubit workspace integer division circuits shown in
Figures 10 and 11 for the purpose of the division of the dividend mantissa by the
divisor mantissa. In addition to mantissa division, a key role in floating-point division
is played by the difference of the dividend of divisor exponents, since this difference
largely determines the output exponent (as detailed later).

In the interest of brevity, the quantum circuit implementation considered here
includes the following simplifications:

* only positive numbers will be considered here, so there is no need to use qubits
defining the sign for dividend, divisor and quotient;

* no qubits are allocated to define the exponent of the dividend and divisor.
Instead, three qubits |de2|del|de0) are allocated initialized at |0). It is assumed
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that an operator AE sets the qubits |de2|de1|de0) to contain the binary
representation of the difference between the exponent of the dividend and the
exponent of the divisor, with EXP};,, subsequently added to this difference.

In Figure 12, the quantum circuit implementation of the floating-point

divider considered here is shown. The quantum circuit implementation shown
assumes that the quotient is a normalized floating-point number. At the end of this
section, an extended version without this restriction is presented. Building on the
integer divider based on the 9-qubit workspace, the following additional qubits are

defined:
|de2|del|de0) : 4 qubits defining the exponent difference
lef 2lef 1]ef 0) : 3 exponent qubits for quotient (8)

|mf2lmf1lmf0) : 3 qubits for mantissa (‘hidden’ bit not stored)

In Figure 12, Div represents the non-restoring part of the integer divider shown in

Figure 10. On the right-hand side of the circuit, this divider is uncomputed, as
indicated by U(Div). Also, at the end of the floating-point division, the operator AE is
also uncomputed (shown as U(AE)) to restore |de2|del|de0) to |0]0]0).
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The quantum floating-point division as shown in Figure 12 proceeds as follows:

* Operator AE defines the difference between dividend and divisor exponents (and
adds the exponent bias);

* Long division of the mantissa of dividend and mantissa of divisor, shown as
operator Div in the quantum circuit;

* Based on the exponent difference set by AE and stored in qubits |de2|del|de0), the
exponent of the floating-point output for quotient defined by |ef2|ef 1|ef 0) is
initialized;

* For long divisions resulting in |gq5) = [1), the three qubits |mf2|mf1|mf0)
defining the quotient mantissa (using hidden-qubit approach) are set using
l9941993|992). For long divisions resulting in |g¢5) = |0), the three qubits
[mf 2|mf 1lmf 0) are set using |q43l942l991);

* For the four qubits defining (part of) the remainder of the long division,
lgin3|qin2|qinllgin0) all in state |0), temporarily set the qubit |c) = |1);

* After completing the long division, the qubit |test) (in state |0)) is temporarily
in the location of qubit |g4d) during initialization (due to qubit swap
operations performed). The qubit |test) will now be set to |1) for cases requiring
rounding up;

* For cases with |g¢5) = |1), rounding up is always needed for |gq1|g40) = |1/1) and

cases with |gq1|qq0) = |1]0) and |c) = |0). Similar to the floating-point squaring
discussed previously in Section 5.2, a tie occurs for |gq5) = [1), |gq1lg40) = |1]0)
and |c) = [1). Then |mf0) = |1) (set by |g42) = |1)) determines cases with
rounding up.
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* For cases with |gq5) = |0), rounding up is needed for |gq0) = |1) and |c) = ketO,
while a tie is found for |gq0) = |1) and |c) = ket1. The tie-break is decided by the
state [mf0) = |1) (set by |gq1) = [1) in this case);

* The following 6 multiply-controlled X operations apply the rounding up by
incrementing the mantissa and where needed the exponent;

* The remaining operations perform uncomputation to restore the qubits not
defining the quotient output in their original state.

From this outline, it is clear that the fundamental steps involved in defining
rounding-to-nearest for the floating-point divider output demonstrate strong similar-
ity with the corresponding steps in the floating-point squaring.

In the final part of this section, an extended quantum circuit implementation of the
divider shown in Figure 12 is considered that can also create quotients defined as sub-
normal floating-point numbers. As shown in Figure 13, the first change involves
making the quantum gate operations used to initialize |ef2|ef1lef 0) and |mf 2|mf 1|mf 0)
and the subsequent rounding conditional on the difference of the dividend and divisor
exponents. Specifically, in Figure 13, the qubit |73i) (guaranteed to be in state |0) after
long division) is temporary set to |1) for cases where the quotient is guaranteed to be a
normalized floating-point number. This qubit is then used as (additional) control
qubit for the gate operations defining the exponent and mantissa qubits for quotient
as well as the subsequent rounding operations. As can be seen, the register
|de2|del|de0) is extended to four qubits by adding |de3), since including the capability
to output sub-normal quotients means that the difference in exponents defined by AE
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Figure 13.
Quantum civcuit implementation of floating-point divider, with quotient defined as either normalized or sub-
normal number. Part 1.
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now includes negative numbers. Negative numbers are represented using 2’s comple-
ment formulation, requiring the additional qubit.

The left-hand side of the quantum circuit shown in Figure 14 considers cases
defined by |de3|de2|del|de0) = |0]0]0[1). For the case a symmetric bias (EXPy;,; = 3 for
E = 3) is employed, this means that the exponent of the divisor is greater than the
exponent of the dividend by a factor of 2. For long divisions leading to results with
lgq5) = |1), the quotient is always a normalized number. The largest fraction that
needs to be represented is (15/8) /4 = 15/32, which can be exactly defined as |001|111)
in floating-point format. The smallest fraction that needs to be represented is then
(8/15)/4 (rounded down to 4/32 or |000|100) in floating-point format).

The right-hand side of the quantum circuit shown in Figure 14 considers cases
defined by |de3|de2|del|de0) = |0]0]0|0). The smallest fraction that needs to be
represented for EXPy;,, = 3 is then (8/15)/8 (rounded down to 2/32 or |000|010) in
floating-point format). Similarly, the largest fraction is (15/8)/8 (rounded up to 8/32
or |001|000) in floating-point format). This shows that using the rounding-to-nearest
rounding mode with the required rounding up for the largest fraction is the reason a
normalized output results for that case. Rounding-by-truncation creates the sub-
normal [000|111) for this largest fraction.

In Figure 15, the final two possible results for the difference in exponents of divi-
dend and divisor are considered, followed by the uncomputation of the long division
and un-computation of AE, so that all qubits not used to define quotient output have
been restored to their original state. The left-hand side of the quantum circuit shown in
Figure 15 considers cases defined by |de3|de2|del|de0) = [1]1/1]1) (or “—1 in 2’s com-
plement). For the case a symmetric bias is employed, this means that the exponent of
the divisor is greater than the exponent of the dividend by a factor of 4. The smallest
fraction that needs to be represented is then (8/15)/16 (rounded down to 1/32 or
|000]001) in floating-point format). Similarly, the largest fraction is (15/8) /16

ZE I 1 e |dedy

Figure 14.
Quantum civcuit implementation of floating-point divider, with quotient defined as either normalized or sub-
normal number. Part 2.
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Figure 15.
Quantum civcuit implementation of floating-point divider, with quotient defined as either normalized or sub-
normal number. Part 3.

(rounded up to 4/32 or |000|100) in floating-point format). The right-hand side of the
quantum circuit shown in Figure 15 considers cases defined by |de3|de2|del|de0) =
1111]0) (or " — 2 in 2’ complement). In that case, the largest fraction to be represented
is (15/8)/32, with rounding-to-nearest requiring rounding up to 2/32 or |000|010) in
floating-point format. For the smallest fraction (8/15)/32, the qubit |g45) will have state
|0), but the rounding-to-nearest requires rounding up to 1/32 or |000|001) in floating-
point format. This means that only the required rounding up needed for the smallest
fraction avoids truncation of the output to 0.

Comparing the quantum circuit implementations shown in Figures 13-15 to the
quantum circuits in Figure 12 clearly shows the significant additional complexity
created by dealing with potential sub-normal output. However, the steps involved in
performing the rounding-to-nearest of the output remain essentially the same.

7. Conclusions

Two applications of quantum arithmetic involving a reduced-precision floating-
point representation were analyzed in detail, with a particular focus on how the
floating-point output can be defined using a rounding-to-nearest approach similar to
the IEEE-754 standard. The analysis shows that despite the obvious differences in the
arithmetic involved in the squaring of a number and the division of two numbers, the
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quantum circuit implementation of the logic required for rounding-to-nearest for
both applications shows significant similarities in the modular designs used here. This
is an important finding for future work, in particular when quantum circuit compila-
tion techniques are to be used for the automated definition of quantum arithmetic
circuits using a larger number of mantissa and/or exponent qubits than in the exam-
ples shown here. In future work, the application to a wider class of arithmetic opera-
tions will be considered.
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Chapter 3

Robust Quantum Algorithms for
Early Fault-Tolerant Quantum
Computing

Rutuja Kshirsagar

Abstract

Current quantum computing research is divided into two eras: near-term interme-
diate scaling quantum (NISQ) and fault-tolerant quantum computing (FTQC). There
is a significant gap in these both in terms of hardware and algorithms. An important
question is “how to transition from NISQ to FTQC”? Some research looks at an
intermediate third era of quantum computing, sometimes referred to as “early” fault-
tolerant quantum computing (EFTQC). The idea is to establish a trade-off between
hardware and algorithmic parameters such that we have limited size circuits, albeit
large enough to allow some amount of error-correction at the cost of more number of
samples and increased run-time. This also requires adjustment to algorithms for var-
ious tasks. One way to do this is to allow the algorithm to tolerate some level of noise
in the input. These algorithms are called “robust” quantum algorithms. In this chapter,
we will understand what EFTQC means and how we can distinguish between the
three eras of quantum computing. Furthermore, we will look at the ideas behind
algorithms suitable for EFTQC devices. Lastly, we will look at two examples of robust
quantum algorithms for the task of quantum phase estimation.

Keywords: robust quantum algorithms, early fault-tolerant quantum computing,
signal processing, Fourier estimation, bridging the gap between NISQ and FTQC

1. Introduction

The field of quantum computing caught attention when it was shown to provide an
exponential advantage over classical computations. For example, the Deutsch-Jozsa
algorithm [1] is a deterministic quantum algorithm which determines whether a given
binary function is a constant or a balanced function (outputs 0 for inputs from half of
the domain and 1 for the remaining half) and achieves an exponential speed-up over
its classical counterparts; Shor’s algorithm [2] prime factorizes an integer which also
achieves an exponential speed-up over its classical counterparts; Grover’s algorithm
[3] is an unstructured search algorithm where given an output of a function, the
algorithm finds a corresponding unique input with high probability and achieves a
polynomial speed-up. Practical implementations of these systems needed develop-
ment of specific hardware. In particular, a system of error-free qubits. To this end,
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some early developments in the literature of quantum error-correction, such as Shor’s
9 qubit code [4], Steane code [5], Knill-Laflamme concatenated quantum codes [6],
etc., seemed promising.

These results attracted a lot of people to the field of quantum computing. Tremen-
dous amount of progress has been seen in various aspects of quantum computing from
error-correction to algorithm development and from simulations to hardware devel-
opment. In light of this research, the community has been broadly divided into two
categories. First, where the devices are small and noisy. This is usually referred to as
the near-term intermediate scale quantum (NISQ) era of quantum computing. While
the exact scale of devices is not clearly determined, it is assumed that these devices
have a couple of 100 qubits at most. Devices in this era of quantum computing are
sensitive to noise, are large for simulations due to a large number of degrees of
freedom as compared to a classical computer but not sufficiently large to perform
error-correction. Furthermore, decoherence errors accumulate in NISQ devices over a
period of time, and thus the quantum circuits are constrained by a limited depth.

Quantum algorithms developed for NISQ devices are usually classical-quantum
hybrid algorithms, where speed-up is determined by the quantum part of the algo-
rithm and some part of the algorithm includes classical processing. Variational quan-
tum eigensolver (VQE) and quantum approximate optimization algorithm (QAOA)
are two popular NISQ algorithms which have various applications. These algorithms
require shorter-depth circuits and some amount of error-mitigation to produce accu-
rate results. The VQE algorithm [7] is based on variational methods (approximately
finds the ground-state energy), where the quantum computer computes the expecta-
tion value of a given system and a classical optimizer improves the guess to determine
the ground-state energy of a physical system for a given input ansatz. The QAOA [8],
as its name suggests, is an optimization algorithm with a wide range of applications. In
most cases, the problem is modeled as a minimization problem to minimize the error.
Several variations and applications of VQE and QAOA are studied by the community.

While NISQ era is at one end of the quantum spectrum, at the other end are
quantum devices with large number of error-corrected qubits. This is called the fault-
tolerant quantum computing (FT'QC) era. The quantum circuits for algorithms in this
regime have deep circuits and support large computations. The threshold theorem
[9-11] provides a limit on the maximum physical error allowed in the system below
which quantum error-correction schemes can reduce the logical errors exponentially.
Some popular fault-tolerant quantum algorithms are quantum phase estimation
(QPE) [12], quantum amplitude estimation (QAE) [3, 13], etc.

Currently, there is a large gap between the two eras of quantum computing,
namely NISQ and FTQC. We find ourselves at a stage where, we as a quantum
community need to bridge the gap between these two eras. The natural question that
arises is how? There are several challenges in going from NISQ to FTQC, and therefore
there is a new era of quantum computing that is coming up. This is called the early
fault-tolerant quantum computing (EFTQC) era. Not all research in the literature use
the term EFTQC, but the idea is to transition from NISQ to FTQC. This means, that
number of physical qubits are still limited (albeit larger than NISQ) at the cost of
allowing some amount of (potentially costly) error-correction or more measurements
(as compared to FTQC) or other factors. Devices in this new era quantum computing
call for a new set of algorithms with some resilience to noise. These algorithms are
often called as Robust quantum algorithms.

In the next two sections, we will discuss the EFTQC era of quantum computing,
robust quantum algorithms and look at some examples of robust quantum algorithms
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for phase estimation. The fault-tolerant phase estimation algorithm presented in Ref.
[12] is discussed in Appendix A.

2. Early fault-tolerant quantum computing

In this section, we will try to understand what exactly determines early fault-
tolerant quantum computing. In order to go beyond NISQ, we need larger systems,
meaning that the number of physical qubits is large or the circuit has a larger depth.
This means that some amount of error-correction is possible. However, the gates (or
qubits) are not fully error-corrected. This means that there is still a restriction on the
size of the circuit. Given the restriction on the depth of quantum circuits in the NISQ
era, the number of measurements required for algorithms to output a “good” outcome
is much larger than the number of measurements required by fault-tolerant algo-
rithms run on deeper circuits.

It is therefore crucial to understand the trade-off between parameters of interest to
determine how the three eras of quantum computing are separated from each other.
One such definition can be found in Ref. [14]. Katabarwa et al. choose physical gate
error-rate and physical qubit number as the parameters and define “scalability” as a
trade-off between the two. That is, to determine how the error-rates are maintained
below (a potentially lower) threshold value while the size of the circuit grows.

The “scalability” model defined in Ref. [14] can be modified to accommodate
specific hardware as well as error-correction requirements in order to evaluate the
utility of quantum devices. Furthermore, the requirements of algorithms suited for
devices in each era of quantum computing may vary. In the next section, we will
discuss one particular type of algorithms called robust quantum algorithms suited to
early fault-tolerant devices.

3. Quantum algorithms for EFTQC

In the early fault-tolerant era of quantum computing, we have circuits deeper that
can be deeper than the NISQ circuits with some amount of error-correction and
slightly higher measurements as compared to fault-tolerance. Therefore, there arises a
need to modify quantum algorithms and make them suitable for EFTQC. The idea is to
improve on one or more parameters (reduce the number of logical qubits, reduce the
number of gate operations, and increase noise accommodation levels of the algorithm)
at the cost of increased number of measurements, complexity as well as classical
processing.

Our main focus is one such category of algorithms called robust quantum algo-
rithms. Robust quantum algorithms incorporate some amount of noise in the inputs.
The idea here is to consider noise as a nuisance parameter to the input function and
then run the algorithm. One way to achieve this is minimizing the quantum compu-
tation to what is absolutely necessary and offloading other computations to a classical
system. However, the classical offloading means the quantum states must be mapped
to classical states and back. Given that the quantum systems have more degrees of
freedom as compared to their classical counterparts, this back-and-forth mapping of
states will create an overhead. This will in turn lead to an increased number of
measurements as well as re-initialization of quantum states.

In the next section, we will look at some examples of robust quantum algorithms.
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4. Some examples of robust quantum algorithms for quantum phase
estimation

In this section, we will look at a nonexhaustive list of robust quantum algorithms
for the task of phase estimation. We will particularly focus on quantum phase estima-
tion because the methodologies can be easily extended to develop algorithms for other
tasks, such as amplitude estimation, ground-state energy estimation, ground-state
property estimation, etc. Appendix A contains a summary of the fault-tolerant quan-
tum phase estimation algorithm [12]. Appendix B contains a summary of the
Hadamard test [15], which is used to develop the robust quantum algorithms
discussed here.

4.1 Robust phase estimation

We will first look at the Robust Phase Estimation (RPE) algorithm [16] for phase
estimation. It is a robust quantum algorithm, meaning it can accommodate for some
errors. As long as the errors are below a certain threshold, the algorithm estimates the
phase of an input state accurately. The RPE protocol requires application of a unitary

U repeatedly, such that given input |0) or |[+) = %, the quantum circuit used for

measurement encodes the phase with a probability distribution as in Egs. (1) and (2).
Let the experiments be indexed by k, then in the kth generation U is applied N}, times.

And, in each run, RPE estimates the rotation of U, 6. The maximum 6 is the required
phase.

1+ cos(N.0)

Prop = > (1)
Pro, — 1+ s1r21(Nk9) @

The algorithm accommodates some level of noise in the input, which is modeled
as additive errors in the probability distribution. That is, Egs. (1) and (2) are
modified as Egs. (3) and (4) for noise 8 (k) when the input is 0 and noise 6 (k) when
the input is +.

1+ cos(N.9)

Proj = > + o (k) (3)
1+ sin(Ng0
Proy = %"e) + 5. (k) (4)

Therefore, under the assumption that perfect resources are not required for phase
estimation, in the worst-case scenario depolarizing errors or amplitude sampling noise
can be re-modeled as additive errors. Furthermore, the set-up allows control over
gates (including gate errors) and upon characterization, systematic errors can be
undone. This process is robust to state preparation and measurement errors. It may be
noted that the algorithm works efficiently as long as the amount of noise is below a
certain threshold. The algorithm is Heisenberg-limited, meaning given an accuracy &
the run-time scales as O(1/¢) in the case that the noise is below the threshold.

The main result of the paper [16] where RPE was introduced can be summarized as
follows. Consider a nonadaptive experimental set-up. Given an input 0 or + with
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noise 8o (k) and noise 5, (k), respectively, RPE can be performed with probability of
success as given in Eqs. (3) and (4). The kth experiment takes time proportional to k

and estimates ), € (—nr, z] with a standard deviation o(@k). The run-time of the algo-
rithm is O(1/5(6)) ). Moreover, if |50 (k)| and |6, (k)| are less than 1/v/8 for all k <k *
then 6(6)) ~ O(1/k*).

4.2 Randomized fourier estimation

In this subsection, we will look at the Randomized Fourier Estimation (RFE) [17]
and modified RFE algorithms [18] for phase estimation. The RFE algorithm intro-
duced in Ref. [17] works on a similar principal as the RPE, meaning that it estimates
the phase of an input state accurately and efficiently in the presence of noise up to a
threshold. While two types of noise models are considered in Ref. [17], another one is
considered in Ref. [18]. The circuit used for (lower bounded number of) measure-
ments is a modified Hadamard test (Appendix B) circuit as shown in Figure 5

(Figure 1).
10
Here, S = [O i ] is the phase gate. In the case that # = 0, the modified
i

Hadamard test (real in this case) produces outcome ¢ = £1 with probability given in

Eq. (5).

1+ ccos(k0O)

Pr(clk) = 5

®)
In the case that £ = 1, the modified Hadamard test (imaginary in this case) pro-
duces outcome s = £1 with probability given in Eq. (6).

1+ scos(k0)

Pr(sle) = ——

(6)
The outcome probabilites in Egs. (5) and (6) change based on the noise model used
to determine the noise in inputs. The analysis uses an analogy to a signal processing
task due to similarity. Let us first consider the case where there is noise in the input
state. The RFE algorithm can be summarized as follows. Given a maximum number of
iterations (samples) M and a maximum depth K (which is analogously the maximum

value of the time variable), initialize a Fourier estimate to 0,f «— 0 € CX. Draw

a sample of the time signal as in Eq. (7) for a time variable k€ {0, ...,K — 1}

and call the real Hadamard test (output c¢) as well as the imaginary Hadamard test
(output s).

[0)

(H—— &

Uk |

Figure 1.
(figure 1 in [17]) circuit diagram of the Hadamard, where the application of phase gate S = { ! O] is toggled by
o i

£ =o0,1.
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g(k) = (Pr(c = 1lk) — Pr(c = —1|k)) + eika(Pr(S = 1lk) — Pr(s = —1Jk)) @

Update the Fourier estimate M times using Eq. (8). Let j represent the iteration
number.

. file +is)e kK
fy et (®)

This generates an array of M Fourier estimates. The output phase corresponds to
the maximum Fourier estimate. In the noiseless case, the algorithm efficiently esti-
mates the accurate phase with high probability. Given an accuracy ¢, RFE estimates
the accurate phase with high probability in O(1/(eln¢)) time.

Now, we will look at how a noisy input affects the algorithm. There are two types
of additive noise models used to determine the noise in the input in Ref. [17]. The first
model called the bounded adversarial noise (BAN) model represents a worst-case
analysis of the algorithm’s tolerance to noise. The second model called the Gaussian
noise (GN) model represents a more realistic noise model where the additive noise is
drawn from a Gaussian distribution. The GN model is a special case of the BAN model.
In both these cases, given that the noise is below a certain threshold the number of
samples required to accurately estimate the phase is slightly higher than that in the
noiseless case. Moreover, the run-time of the algorithm is slightly longer. However, in
both the cases given an accuracy ¢, RFE estimates the accurate phase with high
probability in O(1/(eln¢)) time.

A third noise model presented in Ref. [18] captures the effect of noise as a combi-
nation of exponential decay and random fluctuations in the algorithm. Let us call this
the algorithmic noise (AN) model. The analysis requires a modified version of RFE,
where the phase gate in modified Hadamard tests is replaced with a modified phase

1
gate, S(¢) = [0 it

Under this noise model, the time signal g(k) in Eq. (7) decays exponentially.
This means that identifying the largest Fourier estimate requires a more number
of samples. We will not go into the details of the analysis here. Given that the noise
is low, the algorithm is Heisenberg-limited. That is, given an accuracy ¢, the
algorithm runs in O(1/¢) time. However, if the noise is high, the algorithm runs in
O(1/€?) time.

We summarize the outcome probabilities of the real and imaginary
modified Hadamard test noiseless cases and all three noise models are discussed
in Table 1.

] . The circuit is presented in Figure 2.

|0)

[r)

Figure 2.
(figure 1 in [18]) circuit diagram of the modified Hadamard, where the application of modified phase gate

S(p) = { ! :/) } leads to a measurement o5 = cos(¢p)ox — sin(¢)o, of the region of the circuit comprising of the
o ¢

S(¢),HT gates and the meter; and o, o, are conventional Pauli operators.
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Real Hadamard test Imaginary Hadamard test Special conditions
Noiseless input Pr(clk; 6) = 1+fC;S<k9) Pr(s|k; 0) = 1= sizn<k9) None
BAN model Pr(clie; 0) = 1+c(cos<;ee>+/h,k) Pr(slk; 0) = 1+:(sin<12ee)+rn,k) None
GN model Pr(clh; 0) = 1+L‘(cos(f€)+’71,k) Pr(sle; 0) — 1+S(Sin(§9)+ﬂz,k) N> Mk ATE dr:ian

from a Gaussian
distribution.
AN model Pr(clk, 3 0) = 1+cek cos(2k9—¢)+r1k,4, Pr(slk, ¢ 0) = ek sin(zke—¢)+zzk,4, None
Table 1.

Probability of outcomes of real and imaginary Hadamard tests for various models of RFE.

5. Discussion

The Robust Phase Estimation algorithm summarized in Section 4.1 estimates all
systematic single-qubit gate errors simultaneously and represents these using additive
errors in the measurement probabilities of experiments (see Egs. (2) and (3)). How-
ever, this analysis can be extended further to multi-qubit operations. Furthermore,
the additive noise model can be refined to include errors such as due to twirling
occurring by repeated gate applications. The algorithm has been tested for robustness
in Ref. [19]. We will not go into the analysis of these experiments here. The frame-
work of the algorithm has also been extended to develop other robust quantum
algorithms such as robust ground-state energy estimation [20].

Similarly, the Randomized Fourier Estimation algorithm summarized in Section 4.2
provides a framework to analyze quantum algorithms under different noise models. The
noise models can be fine-tuned to accommodate a more practical scenario. Furthermore,
the framework can be utilized to develop robust quantum algorithms for tasks, such
as amplitude estimation, ground-state energy estimation, ground-state property
estimation, etc.

6. Conclusions

The quantum community is currently divided between the near-term intermediate
scaling quantum (NISQ) era and the fault-tolerant quantum computing (FTQC) era.
In the NISQ era, the devices are small and highly sensitive to noise. The small sizes of
circuits imply that error-correction is not possible. Algorithms developed for running
on NISQ devices are hybrid classical-quantum algorithms. The quantum part of the
algorithm requires a shorter-depth circuit, which means a large part of the process
must be offloaded to classical systems for processing. Since error-correction is not
possible, some error-mitigation techniques might be necessary. Here, we briefly touch
upon two NISQ algorithms: VQE and QAOA.

In the FTQC era, the devices are large and resilient to noise. The larger sizes of
circuits imply error-correction can be done efficiently. Algorithms developed for
running on FTQC devices have deep circuits and support a large number of computa-
tions. We have discussed one FTQC algorithm: QPE. It may be noted that the hard-
ware development of FTQC devices is not feasible currently.

In moving from NISQ to FTQC era, the size of circuits must increase to allow at
least some amount of error-correction. This will come at some cost in terms of
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fault-tolerance. Some works in the literature call this the early fault-tolerant quantum
computing (EFTQC) era. There are several ways in which the three eras of quantum
computing can be distinguished from each other. We discuss one such model: namely
the “scalability” model where the scalability is the measure of trade-off between the
circuit size and number of samples required to run any algorithm successfully. The
scalability model used to distinguish between the three eras of quantum computing
can be improved by incorporating several hardware and algorithmic parameters into
the model definition.

Devices in the EFTQC era of quantum computing are larger than their NISQ
counterparts. This enables some amount of error-correction. This means that error-
mitigation and error-correction techniques may be combined to deal with noise. New
algorithms may be required to suit EFTQC devices, which could need deeper circuits.
These deeper circuits will require a cost in the form of increased measurements and
run-times. There are a few different techniques found in the literature to develop
these new algorithms. One such technique incorporates some amount of noise in the
algorithm input. This class of algorithms is called “robust” quantum algorithms. We
discuss two types of robust quantum algorithms for the task of phase estimation:
namely RPE and RFE. We do not discuss an exhaustive list of algorithms or develop-
ment techniques in this work. Yet, there are several ways in which the algorithms can
be improved in order to move toward fault-tolerance. All-in-all, we are still far-away
from fault-tolerance. However, development of hardware as well as algorithms for
this new era of quantum computing, namely EFTQC, might be a step in the direction
of slowly achieving fault-tolerance.

Abbreviations

NISQ Near-term intermediate scaling quantum
FTQC Fault-tolerant quantum computing
EFTQC Early fault-tolerant quantum computing
VQE Variational quantum eigensolver

QAOA Quantum approximate optimization algorithm
QPE Quantum phase estimation

QAE Quantum amplitude estimation

QFT Quantum Fourier transform

RPE Robust phase estimation

RFE Randomized Fourier estimation

BAN Bounded adversarial noise

GN Gaussian noise

AN Algorithmic noise

Appendix A: Kitaev’s phase estimation algorithm

Here, we will look at the (fault-tolerant) QPE algorithm. Given a unitary matrix U
and its eigenvector |y), QPE [15] tries to estimate the angle 6,, by estimating |y) where
Uly) = ¢% |y). Given an additive error ¢, the algorithm needs O(log(1/¢)) qubits and
O(1/¢) controlled-U operations. An important question to answer is what kind of
information can we get by running QPE. Let us first look at the single (ancilla) qubit
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version of QPE. Consider the circuit in Figure 3, which is applied to implement
(single-qubit) QPE.
Given an input |0) ® |w), applying the Hadamard gate to |0) yields

%(\m + 1) ® ) :%<|o>®|w> + 1 ® ). ©)

Then applying controlled-U to |y) yields
1
V2

Finally applying the Hadamard gate to the first qubit yields:

(10) ® [w) + €™ [1) @ lw)). (10)

I (@m0 @) + (L") o). )

The probability of measuring the first qubit as |0) is

2

’; (1+€%) (12)
and that of measuring the first qubit as |1) is

1 o[

‘2 (1—¢%) (13)

The algorithm can be extended to a multiple (ancilla) qubit system. This is the QPE
algorithm presented in Ref. [12]. Given an input |0)®” ® |y), consider the quantum

circuit in Figure 4.
10) A
vy —— U+

7

Figure 3.
Circuit implemented for (single-qubit) QPE.

0 —{H e —yp

|0) _E - ik QF 2“

10} —
]4&) _/L uzﬂ || u21 L v ] u2n—1 f/m

Figure 4.
Circuit implemented for (multiple qubit) QPE.

]

MDA
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Applying the Hadamard gate to |0) ®” yields

71
®n
,,/2 (10) +1)®" @ y) = zn/ZZIJ v (14)
Then applying controlled-U’ to |j)|y) yields
1 iy,
) ). (15)

\/iﬁ

Finally applying the inverse quantum Fourier transform yields

12"71 ) 12”71_ . 1212 . "
2n/2 Zezmﬂe (W Ze 2rikx /2 |x _ 2_ Z Z =Zrik(x—2"0) |x (16)
k=0 x=0

*—0 k=0

This can be rewritten as follows:

QPE(|0)®" @ y)) = \/% (((1 +e""v'2"’1)|0> + (1 - e""wz"’1> \1)) ® ((1 +e""w2"’z> |0) + ( o0 )\1))

=@ ((1+e%)(0) + (1= ) 1) ) @ w).

(17)

Appendix B: Hadamard test
Here, we will look at the Hadamard test [15], a method used to create a random
variable. Given a unitary matrix U and a state |y), the Hadamard test provides an

estimate of Re ({(w|U|y)). The circuit in Figure 5 is used for this purpose.

The probability of measuring |0) is

P(10)) =5 (1 + Re ({wlUNy))) (18)

and the probability of measuring 1) is

P(1)) =5 (1~ Re (wlUW))) (19)

= IR -y B vy
LH] H—A

[u]

Figure 5.
Circuit implemented for Hadamard test and estimating the probability of |o) output.
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g B =y B - B v
LH] S—H—1A
)

[u]

Figure 6.
Circuit implemented for Hadamard test and estimating the probability of |1) output.

Thus, Re ((w|U|y)) can be estimated by computing P(|0)) + P(|1)), that is the same
as 2P(|0)) — 1. Moreover, Im({y|U|y)) can be estimated using a similar circuit in
Figure 6.

This test can also be thought of as a coin flip experiment. Assume M samples
with K heads and M — K tails. Then the probability of heads, P(H) = £. Note that

P(H) corresponds to the estimator, P(|0)) and thus the estimate of Re ({(y|U|y)) is

2K
21,
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Chapter 4

Quantum Key Distribution
Approaches

Abdulbast Abushgra

Abstract

Irrespective of the duration for which the classical system based on bits remains
secure, the imminent advent of quantum systems demands a robust cryptographic
mechanism to safeguard both manifest data and the existing system’s structure and
infrastructure against various threats. Quantum mechanics may provide a solution in
the form of quantum key distribution (QKD), a set of processes designed to generate
and exchange cryptographic keys between two parties. Each unique method and
algorithm within QKD can be characterized as a protocol. In 1984, Charles Bennett
and Gilles Brassard introduced the first QKD protocol, BB84. Subsequent QKD pro-
tocols have been developed based on different principles, including Heisenberg’s
uncertainty principle, polarization, entanglement, and the non-cloning theory. Other
scientists have enhanced some QKD protocols, leading to variations with different
names. However, not all these protocols can be implemented in classical systems, as
they specifically require a quantum system. The current challenge revolves around the
complex and pressing need to develop a QKD protocol that can function effectively on
classical systems, quantum systems, or both. In the chapter, QKD protocols are com-
prehensively examined, with each protocol being meticulously reviewed through
technical steps elucidating how the protocol facilitates the exchange of secret keys.
Each QKD protocol is dissected to unveil its underlying mechanisms, providing a
detailed exploration of the cryptographic procedures involved in generating and
exchanging secure cryptographic keys.

Keywords: cryptography, authentication, quantum bits (qubits), plaintext,
entanglement, superposition

1. Introduction

Managing the security of assets and servers becomes increasingly challenging as an
enormous amount of data is processed every second, with flows tracked down to the
millisecond across intricate systems of domains, clusters, subsystems, and platforms.
This challenge is anticipated to intensify, reaching a critical security level, particularly
when quantum systems become publicly accessible, or possibly even before their
widespread use. The classical system, relying on bits and low electricity voltages, can
effectively handle a specific capacity of data flow. However, this capacity is
constrained by various system requirements, including hardware capabilities.
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Moreover, the current classical system used in computing, servers, operating systems,
routers, switches, and mobile devices, boasts robust security parameters. These
parameters comprise a blend of algorithms and methods that govern the security of
the entire system across various layers.

Cryptography has long been the cornerstone of security in classical systems, pro-
viding vital protection for sensitive data. However, the challenge for cryptographers
has never ceased, especially as the volume and value of shared and exchanged data
continue to increase. As data becomes denser and more valuable, the need for robust
cryptographic techniques becomes ever more pressing to safeguard against potential
threats and vulnerabilities. Cryptographers must continually innovate and evolve
their methods to stay ahead of malicious actors and ensure the integrity, confidential-
ity, and authenticity of data in today’s digital landscape. The CIA triad (Confidential-
ity, Integrity, and Availability) in cybersecurity associated with information systems
is guaranteed by the science of cryptography. The classical system of binary is still
secure under the protection of number complexities, which difficult algorithms make
data exchange more unreachable by hackers or abusers. Time execution to break an
RSA (Ron Rivest, Adi Shamir, and Leonard Adleman) [1] encryption key or to conflict
an SHA 3 digest [2] probably cost many years of applying brute-force attacks based on
the binary system. However, this theory can be changed in terms of using another
non-binary system. This non-binary system is an expected quantum system that relies
on the law of physics.

Quantum systems, or quantum computers, utilize properties of physics or quan-
tum mechanics that are more powerful in computations and solving problems. This
power increases every time and is taken from the nature of photons or the element
where a quantum system can be measured. This element is called a quantum bit
(qubit), which is the scale of measuring the quantum system parameters. In the
quantum dictionary, several triggers enhance the quantum bits measurements, such as
polarization, momentum, and mass. All these observable properties can provide a
certain way to measure or calculate complex problems. In the field of data security, or
more precisely, in cryptography, the most common property that has been used for
decades is photon polarization, which the system relies on measuring the state of each
photon.

In the realm of quantum systems, the fundamental unit of measurement is the
qubit. The stability and efficacy of exchanging secret keys within quantum
systems are contingent upon the quality and reliability of the quantum equipment and
tools employed. The number of qubits utilized in the system directly influences the
computational power of the quantum system; as the quantity of qubits increases, so
does the system’s capacity for computation. Therefore, maximizing the number of
qubits and ensuring the stability of quantum equipment are crucial factors in
enhancing the strength and efficiency of secret key exchange processes in quantum
systems.

Although the usability of photon polarization requires equipment that must keep
and treat the state of photon polarization in a certain case, in this chapter will discuss
and focus on the quantum cryptography algorithms regardless of the physical engi-
neering aspects. Specifically, the chapter will conclude the mechanism of quantum
key distribution that is considered the tool when a quantum system approaches. The
chapter contains an introduction to quantum key distribution (QKD), the properties
of QKD, and some flagship protocols that may provide an obvious image of the
technique of securing quantum systems.
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2. Quantum cryptography

For a long time, digital security has been designed to prevent any negative impact
or other circumstances on the system. When this system is exchanging data between
parties mostly via the Internet, the challenge becomes dramatically harder because of
the natural structure of the Internet. Intruders mostly would intercept any communi-
cations to steal or damage the data exchanged. In the classical system that is based on
the binary format, there are several techniques used to secure communications
between two parties. Let us call these parties Alice (sender) and Bob (receiver). The
fundamentals of retaining these exchanges secure are some mathematical complexi-
ties that have been used for decades if not centuries. Pseudo Random Number Gener-
ation (PRNG) [3] is one of these techniques that has been used for many years, and it
is still alive nowadays. The PRNG obtains its strength from the ability to generate a
sequence of numbers that are difficult to guess or brute-forced. Brute-force attacks are
the only way to break this mechanism, which is still difficult based on the time
execution of the used machine (computers). As long as, the developers invest in the
speed of computers and their hardware, cryptographers and mathematicians raise the
complexity and difficulty to match this equipment.

The actual concern is what if the rational balance between the current system tools
and the methods of security interfered with an expected challenge. Three case sce-
narios can explain these scenarios. Case one is when the system tools and applications
are in balance with the security methods used to protect some aspects of the system.
This can be fair, but the challenge of keeping the system secure needs extensive
surveillance and monitoring. Updating and upgrading the system is an urgent proce-
dure to stay away from any vulnerabilities. Case two can be represented if the security
methods exceed the development of the system hardware and software. Theoretically,
this case scenario is the most preferred one, specifically users can trust these algo-
rithms. However, the third case scenario is probably the worst because when the
system is more powerful than algorithms and security methods, it will be a real
challenge to utilize the system, where users are undoubtedly about their assets not
secured. In addition, owning and using supercomputers may cause exploitation and
data loss. Therefore, quantum computing may cause this shortage and unbalanced
situations if cryptographers and scientists cannot reach a powerful mechanism to
stand against this power.

Quantum Cryptography theoretically is the ideal solution to protect the classical
and quantum systems. Quantum Key Distribution is a mechanism of creating a secret
key between two parties. The created secret key relies on quantum mechanics not on
mathematical complexity as in the classical system. The quantum mechanics proper-
ties guarantee exchanging any qubits between Alice and Bob with an obvious detec-
tion of any interception. Because each photon is counted, most of the Quantum Key
Distribution protocols adopt the One-Time Pad (OTP) method [4], where the key
must be equivalent to the length of the plaintext.

3. Quantum key distribution
The mechanism of distributing a shared key between two or more parties is

referred to and is well-known as key distribution. The key distribution is known in the
classical cryptographic system as key management too. The key distribution provides
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a dedicated space where communications can initiate sessions based on the request to
share or deliver data such as wireless communications, client and server, and other
applications. These sessions reflect several communications between Alice and Bob to
create the shared key. The communications may take a few steps, which are based on
the protocol design. These steps require a stable connection between the client and
server, as well as these steps should not be accessible or simple to break by third
parties.

In this section, a compilation of well-known Quantum Key Distribution (QKD)
protocols [5] is provided, each representing a distinct method or technique for gener-
ating a secret key. All QKD protocols involve quantum communications conducted
through a quantum channel, and some may additionally require a classical channel.
The capacity of the quantum channel is still not clearly defined, as most experiments
have been conducted either in classical settings or within the confines of constrained
quantum systems. This lack of an explicit capacity arises from the intricate nature of
quantum communication and the challenges associated with accurately quantifying
the capabilities of quantum channels. Ongoing research endeavors to explore and
better understand the potential capacities of quantum channels. The outlined QKD
protocols focus on illustrating the methods for establishing a secret key between two
parties, without an explicit intent to demonstrate the physical capacities of quantum
channels. It’s important to acknowledge that quantum channels inherently exhibit
noise, making them susceptible to errors during data transmission.

The quantum channel has versatile applications; it can facilitate classical informa-
tion transmission by utilizing pure orthogonal states. Additionally, the quantum
channel can be employed to transmit nonorthogonal states and even quantum entan-
glement. The pure orthogonal states are quantum states that are completely distinct
from each other and have no overlap in their properties, whereas nonorthogonal states
share some common characteristics and exhibit overlap in their properties [6]. The
approach to information transmission also hinges on whether the input comprises
unentangled or entangled quantum states. Consequently, in the realm of quantum
channels, numerous new capacity definitions emerge when compared to classical
communication channels. The richness of quantum states and their entanglement
properties introduces a spectrum of possibilities and complexities that distinguish
quantum channels from their classical counterparts.

3.1 BB84 protocol

The most common QKD protocol was published in 1984 [7], by two physicists
Charles Bennett and Gilles Brassard. After a while, the quantum protocol became a
flagship in quantum cryptography, which is called BB84 referred to by the last names
of the authors. The theory of BB84 concluded in a simple format that represents
digital information as polarized photons, where each classical bit (0, 1) matches a
specific position of the photon state (|0), |1)). In this protocol, the information
(plaintext) is encoded based on two bases (rectilinear and diagonal) and four states
(polarization directions as, 0, 45, 90, and 135 degrees). Other physical equipment may
be needed as well as extra processes that could affect the precise measurements.
However, in this chapter, the main concept relies on explaining the algorithms of the
QKD protocol and its mechanism.

The operational principle of the BB84 protocol involves emitting a sequence of
polarized light through a polarizing apparatus. In cryptographic terms, the transmis-
sion of polarized light serves as a source of random bits initiated over a quantum
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channel. These random bits are generated by quantum bits (Qubits), with each qubit
having a defined position in space. The measurement of these photons is governed by
the principles of superposition theory. The BB84 protocol leverages the properties of
quantum superposition to establish a secure communication channel by encoding
information in the polarization states of individual qubits.

Generating a secret key through the BB84 protocol necessitates both communicat-
ing parties, i.e., the sender and receiver, to possess a random number generator
strategically positioned between them. This generator can be centrally located
between legitimate parties. In the initial stages, the sender (Alice) begins by creating
plaintext X, which is then transformed into a bit string. Concurrently, Alice initializes
a random set of bases (horizontal or diagonal) that corresponds in length to the
plaintext X. These bases encompass four states (|+), |—), |0), and |1)), with each state
in a different basis representing the probability of 0 or 1. Moreover, the entire set of
prepared states |@;) is transmitted through a quantum channel, maintaining the same
polarization as the prepared state, provided there is no interference.

The security of the submitted qubits in the BB84 protocol hinges on the non-cloning
theorem and the Heisenberg uncertainty principle. The non-cloning theorem is a con-
sequence of the superposition principles within quantum mechanics. Additionally, the
non-cloning property enhances the stability of the BB84 protocol by identifying poten-
tial attacks, even in the face of persistent attempts by attackers to breach cryptographic
protocols. The Heisenberg uncertainty principle, on the other hand, posits the impossi-
bility of simultaneously preparing or measuring states in a given environment under
quantum conditions, particularly with respect to position and momentum.

In a broader context, quantum key distribution protocols can be classified based on
two aspects of photon behavior: one relies on superposition states (orthogonal/non-
orthogonal), and the other is based on entangled states, with the BB84 protocol
utilizing polarized orthogonal states. In the case of superposition states, Alice trans-
mits a state generated on the basis of either (x) or (4), as mentioned earlier. In this
scenario, Bob randomly chooses to work on one of these bases. For instance, if Alice
utilizes the (x) basis to send a |1) state, she will transmit a |\) state. Similarly, if she
intends to send a | 1) state, and Bob has already measured the |1 ) state in the (+)
basis, he will record a |1) state. Also, if Alice sends a photon as | /') or |\ ) state and
Bob just measures the photon in the basis (+), the measurement will be in the
polarized states in Eq. (1) as follows [5]:

IN\) with (+) = T(IM—I—*))
|./7) with (+) 7 (I +=))s o
|1) with (x) = 7(|/>+|\>)
|=) with (x) = ﬁ(l/%l'\))'

The potential outcomes of measuring polarization states in the BB84 protocol can
be represented in the Bloch sphere. The Bloch sphere is a geometrical representation
of the state space of a two-level quantum system, such as a qubit, in three-dimensional
space (%, y, and z axes) [8]. In the context of the BB84 protocol, each qubit transmit-
ted by Alice can be in one of four possible states: horizontal polarization |H), vertical
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polarization |V), diagonal polarization |D), or anti-diagonal polarization |A). These
states can be visualized as points on the Bloch sphere, where different measurements
of polarization correspond to different rotations of the Bloch vector representing the
qubit’s state.

Indeed, the establishment of a Shared Secret Key through the BB84 protocol
involves several sequential steps for both parties. These steps are outlined as follows:

Step 1: Alice initiates the process by configuring the length of plaintext X to form a
string of n-bits. Subsequently, these n-bits are then applied to a randomly prepared
basis, which could be either (x) or (+) (Table 1).

Step 2: For each randomly chosen basis, a corresponding random state is generated.
If the basis is | x ), the outcome will be either |0) or |1). Likewise, if the basis is |[+), the
result will be either |0) or |1), as shown in Table 2.

Step 3: Upon Alice submitting the string of n-qubits, Bob proceeds to measure these
incoming n-qubits using randomly selected bases. Subsequently, Bob acquires a string
of states that corresponds to n-bits. In cases where Bob is unable to measure all the
submitted qubits successfully, both parties collaboratively release additional qubits by
sharing the used bases through a public channel.

Step 4: Both Alice and Bob engage in the assessment of potential errors introduced
by Eve. In the BB84 protocol, various error correction methods are employed for this
purpose. The raw secret key undergoes processing as Alice and Bob compare matching
bits, with uncorrelated bits being discarded. This process, known as the sifting proce-
dure, serves to fortify the security against Eve’s attempts to gather information and
detect any errors (Table 3).

Binary numbers 0 1 2 3 4 5

Random Bits 0 1 1 0 1 1

Random Bases + + X + + +

Submitted Qubits — 0 N — 1 1
Table 1.

Alice transmits a string of n random bits filteved through random bases [5].

Binary numbers 0 1 2 3 4 5

Random Bases X + X X + X

Observed Qubits Va 0 N N 1T /

Measured Bits 0 1 1 1 1 0
Table 2.

Bob receives a string of n random bits measured in random states [5].

Binary numbers 0 1 2 3 4 5
Random bases for A + + X + + +
Random bases for B X + X X + X
Agreement v/ v/ 4
Exchanged Key 1 1 1

Table 3.

Alice and bob compare generated bases [5].
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Step 5: Following the comparison of sent and received qubits, the communication
progresses to the reconciliation phase only when the error rate is low. Conversely, if
the error rate is deemed excessively high, Alice and Bob terminate the ongoing com-
munication.

Step 6: In the event of a low error rate, Alice and Bob proceed to share the raw key.
The raw key comprises the matched qubits from both parties, and any unmatched
qubits are slated for removal from the shared key.

Step 7: Subsequently, Alice and Bob initiate the correction of erroneous qubits in a
distinct phase, illustrated in Table 4, as they work towards minimizing the number of
vulnerable qubits.

Step 8: Upon error checking, Alice and Bob exchange a Shared Secret Key,
matching the length of plaintext X. Notably, in this phase, Alice could potentially
attempt deception by sending a different basis (rectilinear or diagonal, or neither)
such that she cannot align with any of Bob’s table records from step (3). In contrast,
Bob’s table records reflect the outcomes of probabilistic behavior that are beyond the
control of the matched raw key.

It is crucial to recognize that if Alice attempts to deceive in step (1), such as by
transmitting a combination of rectilinear and diagonal states, she forfeits the capabil-
ity to align with Bob’s table records following step (1). In conclusion, the BB84
protocol is deemed a secure protocol, and it stands out for its simplicity relative to
contemporary Quantum Key Distribution (QKD) protocols. This simplicity is rooted
in the fundamental laws of physics governing key generation [5]. Indeed, while the
BB84 protocol may not be the only secure Quantum Key Distribution (QKD) protocol,
and its security may be subject to certain limitations, its significance in the field of
quantum cryptography cannot be overstated. Much like the Data Encryption Standard
(DES) in classical cryptography and the Open Systems Interconnection (OSI) model
in networking infrastructure, the BB84 protocol has become a foundational element in
the science of quantum communication.

The BB84 protocol offers a straightforward and intuitive framework for secure key
exchange between two parties within a quantum system. Its simplicity and clarity
make it a valuable starting point for understanding the principles of quantum cryp-
tography, providing a basic blueprint for implementing secure communication pro-
tocols in quantum environments. While other QKD protocols may offer enhanced
security features or better performance under certain conditions, the BB84 protocol
remains a fundamental reference point in the study and development of quantum
communication technologies. Its inclusion in the arsenal of quantum cryptographic
techniques underscores its importance as a cornerstone in the quest for secure com-
munication in quantum systems.

Binary numbers 0 1 2 3 4 5
Exchanged key (R1) 1 1 1
Randomly chosen v v
Exchanged key (R2) 1 1 1
Final Agreement v v
Unrevealed secret key 1
Table 4.

Alice and bob evaluate the remaining bits in public [5].
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3.2 AK15 protocol

In 2017, Abdulbast Abushgra and Khaled Elleithy published [9] a quantum key
distribution protocol that is based on matrix mechanism and entanglement states. This
protocol introduces an enhanced Quantum Key Distribution (QKD) scheme, incorpo-
rating user authentication within an entangled channel. The featured QKD algorithm
is technically structured into two quantum channels: the first channel being an EPR
channel (entangled states channel), and the second channel being a quantum channel
(qubit channel in superposition) [10]. The proposed QKD scheme is designed to
conclude if the necessary authentication between the communicating parties of the
EPR channel is unsuccessful. The AK15 protocol contains several phases such as
preparation phase, submission phase, mathematical phase, and measurement phase.

The EPR channel, named after Einstein, Podolsky, and Rosen, who initially
explored it in a renowned paper in 1935 [11], denotes a theoretical framework within
quantum mechanics centered around entangled states. Entanglement emerges when
the properties of particles become correlated to such an extent that the state of one
particle is reliant on the state of another, irrespective of the spatial separation between
them. The EPR channel holds substantial importance in comprehending quantum
phenomena like quantum teleportation and quantum cryptography, where
entangled states serve as a mechanism for information transfer and ensuring secure
communication.

This protocol encompasses two vital methods, exclusively undertaken by Alice,
who functions as one of the communicators or the sender. Additionally, these
methods complement each other reciprocally, with the understanding that the first
preparation is never authorized without establishing the second preparation and vice
versa. One crucial assumption in this proposed Quantum Key Distribution (QKD)
scheme is that Alice, as the trusted sender party, provides accurate information
without engaging in deceptive practices. To establish a Shared Secret Key (SSK),
Alice, serving as one of the communicators or the sender, must possess knowledge of
an original plaintext X intended for transfer to Bob, who acts as the receiver. In the
initial steps, the original plaintext X is transformed into a string of bits (data). Subse-
quently, Alice converts this string of bits into quantum bits (qubits). The conversion
involves passing each individual bit (bit € {0, 1}) through a qubit converter,
transitioning from a regular bit to a unit vector in the Hilbert space #* [9].

Plaintext X~bits € {0,1}" 2)
10), lo) = («0) + B[1))

{0.1}"e{ OR (3)
1), lo) = («[0) — B[1))

DMy = log,n (4)

In scenarios where the entire data transmission process involves quantum bits
(qubits) without the need for conversion from classical binary bits, certain steps of the
AK1S5 protocol can be streamlined or omitted. Specifically, the conversion phase from
classical to quantum bits can be eliminated, leading to potential time improvements in
the protocol’s execution. Moreover, the absence of the conversion phase can present
advantages for utilizing the AK15 protocol across various systems, including classical,
post-quantum, and full quantum systems. By operating solely with qubits, the proto-
col becomes agnostic to the underlying system architecture, allowing for seamless

68



Quantum Key Distribution Approaches
DOI: http://dx.doi.org/10.5772 /intechopen.1005196

B ag)

Bap) | 19a5)

1Bap) | 19a) | [Dap)

|®AB) |®AB) |®AB) |®AB)

1@a) | 19a5) | 1Dap) | |Bap) | Dag)

Table 5.

The prepared matrix DM after calculating the length of X into three sections is: (|@ap) lower triangle, |@ 45) upper
triangle, and |wap) diagonal line, where the upper-triangle equals the lower-triangle (notice: There is no
similarity in the DM cells, it is just to show the differentiation between the matrix sections) [9].

integration into different environments without the need for additional adaptations or
conversions. Overall, eliminating the conversion phase enhances the efficiency and
versatility of the AK15 protocol, making it well-suited for a wide range of applications
in both classical and quantum communication systems (Table 5).

In this context, DM represents the dimensions of the prepared matrix, typically
with an equal number of columns and rows. The parameter ‘n’ corresponds to the
length of the converted plaintext in terms of n-bits that Alice intends to share with
Bob.

Additionally, Alice proceeds to populate the upper triangle of the matrix (exclud-
ing the diagonal line) with random qubits, represented as well-known bits converted
to qubit states (e.g., |¢)), as illustrated in Table 6. These randomly generated qubits
serve as decoy states during the reconciliation phase between the legitimate users
(Table 7).

It’s considered that in the proposed protocol, the reconciliation phase is integrated
into the initial phase of communication, rather than being a separate phase as
observed in several Quantum Key Distribution (QKD) protocols. The matrix is fully
prepared, with the exception of the diagonal line. Alice adjusts the cells along the
diagonal line based on the summation of each row, as depicted in Eq. (5). If the sum of
a chosen row is odd, Alice adds the state |1) to the empty cell (x) to ensure the row
becomes even (e.g., Eq. (3)). Conversely, if the row sum is even, Alice adds the state
|0) to the matrix cell. Consequently, Alice prepares the entire matrix with even rows,
as shown in Table 8.

The diagonal line serves as confirmation between the legitimate users, acting as
parity cells and offering additional protection against Photon-Number Splitting (PNS)
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l9as} | |@ag) | |©ag) | |@ap) | |@ag)

|@ag) | ®ar) | |9aB) | |@ap)

[9ap) | |®0ap) | |9ag)

|@ap) | |@ap)

[@ag)

Table 6.

The prepared matvix DM after calculating the length of X into three sections: |@ag) lower triangle, |pap) upper
triangle, and |wap) diagonal line, where the upper-triangle equals the lower-triangle (notice: There is no
similarity in the DM cells, it is just to show the differentiation between the matrix sections) [9].

l) | 1948} | |9a) | 19as) | 1948} | |®as)

[D48) | | | |9} | 19a8) | 1948} | |®a5)

|Dag) | 1945 | |OXR) | |®as) | |9} | |Pas)

|D45) | 1945} | 1Dap) | |ON) | 1045} | |©45)

[Dag) | 1945 | [Dag) | [Dap) | lOXR) | |@ap)

|@ap) | 1845} | Bap) | Bap) | 1945} | [g)

Table 7.
The entire prepared matrix DMy at Alice’s side is ready to be converted to one string Iougr [9].
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lwap) | |@ap} | |@ap) | |@ap} | |Dap) | |9ap)

[Dap} | |@ag? | |@ag) | |@ap} | l@ag) | |9ag}

[Dap? | |Dar) | |@ag) | |9} | |®Pap) | |®ag)

[Dap? | |@ag) | |@ap) | |®agd | |®0ap) | |®ag)

[Dag) | 1Dag) | |Pas) | 1Dag) | |@ag) | 1945}

(D4} | lwag) | 1Dap) | |@ap) | [Bap) | 1Dap)

Table 8.
The received qubits were inserted from left to right and up to down sequentially (DMg) by the receiver. The qubits
will be mismatched. With the prepared matrix (DM 4), which is impossible to be detected by an eavesdropper [9].

attacks. However, when Bob measures the incoming qubits, he gains insights into
whether these qubits experienced interruptions from either eavesdroppers or the
environment.

Irows €{[1), 0). [x). [0). [1). [1) [} (5)

Each row in the prepared matrix, denoted as Irow (as illustrated in, for example,
Eq. (3)), is configured to have an even total summation of elements. Consequently,
the empty cell (diagonal cell, e.g., (x)) is assigned the state |0) or |1). Applying
Eq. (3), the diagonal state |x) is designated as the state |0) because the total of |1)
states is now equal to the total of |0) states. This procedure is consistently applied to
the entire designed matrix DM (DMA (S {IROW1> IROWZ’ IROW3’ wees IROWN}) [9]

As a result, Alice possesses a set of rows (indexed as Irown) that will later be
transmitted to Bob during a quantum channel. This submission involves randomly
selecting indices of matrix rows from the prepared matrix DM and sequentially
inserting each row, based on the randomly chosen indices, into a single string referred
to as Iquerr. Subsequently, the string of qubits Iqug;r is transmitted into a quantum
channel, where each prepared qubit is polarized into a superposition state (|x) or |+)).

Ultimately, the earlier string of qubits, Iqugrr, cannot be effectively utilized until the
EPR communication is prepared through the entangled channel (EPR channel). Given
that Alice has already obtained sufficient details from the prepared data in the DMA,
she proceeds to initiate another phase based on qubit preparation. Furthermore, Alice
prepares another communication with Bob to validate authentication and facilitate the
sharing of reconciliation details. This additional phase enhances the security and
reliability of the quantum communication process between Alice and Bob.
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3.3 Coherent one-way protocol

The Coherent One-Way (COW) protocol [5, 12] operates through a straightfor-
ward mechanism, relying on the decoding of information into specific time slots. Alice
transmits coherent pulses in logical states or employs decoy states. Each logical bit is
represented as either (p—0) for logical 0 or (0—p) for logical 1 through a sequence of
two pulses. Additionally, for enhanced security, Alice introduces decoy sequences of
(p—p) alongside the other logical states. If the pulses sent to the interferometer are
precisely aligned on Bob’s end, the received pulses will be accurately detected on DM1
(interferometer), with no detection occurring on DM2 (detector). Consequently, any
attempt by an eavesdropper to intercept results in a loss of coherence, noticeable on
the detector.

logic1 : |0) + |p)
logic 0 : |p) +|0) (6)
Decoy : |p) + 1),

where p is the mean photon number per pulse.

In this protocol, the transfer and receipt of data hinge on the timing of signal
arrival rather than the polarization of optical signals. The COW protocol operates as
follows:

Step 1: Alice transmits a sequence of binary bits to Bob using time slots, generating
logical states of |1) or |0), each with an equal probability, unless decoy states are
introduced. The probability for each of the |1) or |0) states is V2, and the calculation for

adding decoy states involves @, where f represents the probability of decoy state
generation.

Step 2: Bob utilizes time detection to generate a raw key, employing various
detectors for all preceding processes to enhance the security rate in Eq. (7).

_p(Dm1) — p(Dmn)
V= p (D) + p(D2) @

where p(Dyy) represents the probability of clicks at the time corresponding to Dy,
as illustrated in Figure 1.

Step 3: Bob determines the number of bits through simultaneous procedures
involving both the data detector and time detection on his end.

Step 4: While monitoring the detectors, Alice verifies the presence of the sequence
of decoy states and bit sequences. If either is absent, it indicates potential

Alice Bob
In
H - L

M ann o

Bit=10 Bit=1 Bit=Decoy

Figure 1.

The coherent-one-way (COW) protocol is established between two trusted entities, Alice and bob, necessitating
specific equipment for processing submissions and measuring split times. The submitted qubits comprise three
distinct categories of data: The value of o, the value of 1, and the value of decoy states.
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eavesdropping by Eve. In such a scenario, Alice disrupts the coherence by breaking it
into two pulses to identify any interruptions in the state.

Step 5: Alice communicates to Bob the exclusion of certain bits from the raw key,
specifying that these bits pertain to the decoy state sequence.

Step 6: The secret key is derived by eliminating the decoy sequences from the raw
key through a classical process. Subsequently, the shared key is acquired through error
correction and privacy amplification.

This protocol, as outlined in the report, is crafted to be a resilient quantum proto-
col capable of withstanding reduced interference visibility and PNS attacks. The
Coherent One-Way protocol boasts straightforward transmissions into data lines,
minimal losses at the measurement side, and a low Quantum Bit Error Rate (QBER)
detection.

3.4 S13 protocol

$13, introduced by Serna in 2013 [13], is a quantum key distribution protocol.
While it aligns with the principles of the BB84 protocol in quantum procedures, it
distinguishes itself through variations in the classical channel. S13 was specifically
crafted to be seamlessly integrated into existing system devices, eliminating the
necessity for any modifications. S13 protocol was designed by a computer scientist,
where it was following another QKD protocol that was designed in 2009, known as
S09 [14]. The security of SO9 was based on a secret key that should be multi-
exchanged qubits every single time of connection between Alica and Bob.

Therefore, S13 was designed to eliminate the time consumption and redundancy of
the process taken in S09. S13 shares the same quantum communication phase as BB84,
a detail that has already been addressed in this section and will not be reiterated. The
subsequent phase of the S13 protocol is elucidated as follows [5]:

Phase 1: Quantum part

* Raw key exchange: (as shown in the BB84 protocol).

* Random seed: one of the communicating parties creates a random binary string
(.X‘1 X2 xN)

Missing key exchange:

1. Alice makes a summation of the random binary string with the binary basis
from the first part and obtains a binary basis (¢1 ¢; ...ty). Alice then randomly
generates another string of binary (j, j, ...jy ), where this is an exchanged key
with Bob.

2.Bob sums each of the sequences sent to him by Alice with the created state
vertical (1Pmy,)Pxr, where (k = 1,2 ... N). Thus, the sum becomes a binary
string basis (71 7, ...ny). Next, Bob measures the received state|¥,,j, ), with the
correspondence of the basis (B, ) to generate (by b; ... by).

Phase 2: Classical part.
Alice and Bob apply function (f) to different binary exchanges in a set of binary
strings:
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x,2=0

Femyi={ 7 ®)

Asymmetric cryptography:
Step 1: Alice sums the binary string created by her in quantum part ; with a random
string of binary values that were created by missing the key exchange j.

D> (k=1,2...N), )

where (y, 3, ...yy) will be sent to Bob.
Step 2: To obtain the public key, Bob encrypts:

i = mp@®f (> A, br, )

(10)
v, = e ®f (e, bie kDY), ).

Step 3: Alice makes a summation to obtain the private string of m;,, which is:
@S (s, (16Dir,) Dk, j, v ), (11)

and then decrypts the string (m4 m; ... my).

Private Reconciliation:

Step 4: Bob receives the binary sequence (I1 I, ... ly) after completing the
comparison between (s1 5 ...sy) and (mq m; ... my) by Alice.

Step 5: Bob sums the sequence of bases m,, with [, where (m,®l;),k =1,2...N.

f(lk,ﬂk;bk@yk) = ik
f(lkaﬂk®ykahk) Ejk’ (12)
(k=1,2..N).

This is to obtain the private string sy.

Bob then gets the private string from Alice (i1 i3 ... in).

Ultimately, the S13 protocol is tailored to seamlessly integrate with current
devices, particularly during the exchange phase following qubit transmission.
Numerous exchanges over the public channel could result in time wastage and create
opportunities for eavesdropping on data. Moreover, it is noteworthy that S13 repre-
sents a significant advancement compared to the S09 protocol [14], which was
acknowledged for its complexity as a quantum key distribution protocol.

3.5 KMBO09 protocol

The protocol [15], introduced in 2009 by Khan, Murphy, and Beige, is crafted to
withstand PNS (Phase-Number-Splitting) attacks. In their description, Khan et al.
outline a communication protocol involving two parties, namely Alice and Bob, and a
potential eavesdropper named Eve. For the protocol to function securely, both parties
must utilize two distinct bases, denoted as e and f. It is crucial that whenever the same
basis is employed by both parties, they use different indices, represented by the
variable i. Furthermore, the i index is openly disclosed between the legitimate parties.
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This index is a shared parameter that can be attributed to Alice’s prepared indices as i
and Bob’s measured indices as j, enhancing the transparency and security of the
communication process.

In their work KMBO09, the authors aimed to develop a protocol with resilience
against Phase-Number-Splitting (PNS) attacks. The motivation behind KMB09’s cre-
ation was the inadequacy of existing protocols when implemented over relatively
short distances, where the system error rate could surpass the detectability threshold
of an eavesdropper. The protocol underwent optimization by introducing the use of
Index Transmission Error Rate (ITER) instead of Quantum Bit Error Rate (QBER)
during the reconciliation phase. The subsequent steps provide a concise overview of
the KMBO09 protocol as follows:

Step 1: Alice generates a random sequence of classical bits and selects a random
index i from the set {1, 2, ..., N}.

Step 2: Alice encodes the prepared bits onto single photons in either the | e;) or |f;)
basis and sends them to Bob.

Step 3: Bob randomly measures each incoming state using bases ¢ and f.

Step 4: Alice publicly communicates the randomly chosen indices i.

Step 5: Bob interprets the measurement outcomes based on the received indices.

Step 6: Bob publicly communicates with Alice, confirming the successful reception
of photon measurements and the generation of the secret key.

Step 7: Alice and Bob assess the possibility of eavesdropping by Eve using Eq. (5).
P 1 1§~y 4 4 (13)
imer =1 =5 2 ZH@HQ) +{glf )]

i k=1

In the given context, the bases ¢, f, and g are utilized, where the state |g, ) repre-
sents Eve’s potential measurement outcomes. This state is transmitted to Bob without
any modification.

The polarization of a single photon is initiated in multi-dimensional states, as
illustrated in Figure 2. These states are established on either orthogonal or non-
orthogonal bases.

e

Figure 2.
Only two bases vector used by legitimate users (Alice and bob), and third party (eve), where is the N = 2 protocol.
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The KMBO09 protocol is specifically formulated to operate under ideal conditions,
ensuring that it is infeasible for Alice and Bob to have different indices while
employing the same basis. This design enhances the protocol’s robustness against
potential eavesdroppers attempting to conceal their presence. Moreover, the protocol
leverages the strong correlation between Quantum Bit Error Rate (QBER) and Index
Transmission Error Rate (ITER), causing the eavesdropper to generate a unique
signature that is easily detectable. This attribute contributes to the protocol’s
effectiveness in detecting and thwarting eavesdropping attempts [5].

4. The future of QKD

Despite the myriad of techniques, methods, and algorithms in the realm of key
distribution, the core principles revolve around ensuring the security of data exchange
between legitimate parties, as well as the strength and efficiency of the generated
keys. The quantum key distribution (QKD) protocols outlined above exemplify a
subset of protocols that can be implemented using various techniques and algorithms,
all of which leverage photon polarization in the quantum channel. While the BB84
protocol highlights the simplicity of creating and exchanging a secret key between two
legitimate parties and remains the most renowned, it is not the sole protocol applica-
ble to classical and quantum systems. Other protocols offer unique approaches to
sharing and extracting a string of qubits under diverse conditions, each presenting
distinct advantages in the field of quantum cryptography.

As long as the quantum system has not achieved full availability, theoretical appli-
cations such as Quantum Key Distribution (QKD) protocols are subject to continuous
scrutiny for improvements or revisions. Some of these protocols have been tested on
classical or hybrid systems. Additionally, the development of quantum platforms is
still ongoing. The primary rationale behind designing these protocols and algorithms
before the realization of a full quantum system is to safeguard existing systems against
potential attacks leveraging quantum fundamentals. This proactive approach aims to
preemptively address security vulnerabilities and ensure the resilience of current
systems in anticipation of future advancements in quantum technology.

As a result, this chapter serves as a valuable resource for individuals interested in
quantum cryptography, particularly quantum key distribution (QKD). It covers sev-
eral QKD protocols along with their implementations and theoretical aspects. While
the BB84 protocol is widely regarded as a benchmark in this field and is included in
the chapter, other protocols such as AK15, COW, S13, and KMBO09 are also featured.
These protocols were selected because they represent different formats and tech-
niques compared to BB84, providing a comprehensive overview of the diversity
within QKD protocols. There are definitely numerous other QKD protocols in exis-
tence, and delving into each of them may require more space than a single chapter
allows. This suggests a potential avenue for future work, perhaps in the form of a
book, to provide an in-depth exploration of the multitude of QKD protocols and their
applications.

5. Conclusion

Without any doubt, the value of assets in digital systems is rising every minute,
and securing these assets becomes more expensive. The classical system would handle
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a limited challenge, but it might be a crisis if the quantum computer arrives in public.
Utilizing the power of quantum computing without preparation is considered as
destroying the manifest digital infrastructure. Quantum Key Distribution is a mecha-
nism for creating a secret key between entities. These entities can share a key with
confidence that no interruption has occurred during the key exchange. Although
quantum key distribution protocols utilize the law of physics and require unique
equipment, several experiments have approved that quantum key distribution can be
used over the classical system. This enhances the capability of the classical current
system to defend and stand against several threats, such as quantum computing
acceleration to solve problems. In this chapter, some quantum key distribution pro-
tocols are chosen to explore several algorithms in this field. Also, most of these
quantum key distribution protocols are not a one-way function, which means each
protocol has a unique design and algorithm.
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Chapter 5

Vulnerability of Quantum
Information Systems to Collective
Manipulation

Fernando Javier Gomez-Ruiz, Ferney Rodriguez,
Luis Quiroga and Neil F. Johnson

Abstract

The highly specialist terms ‘quantum computing’ and ‘quantum information’,
together with the broader term ‘quantum technologies’, now appear regularly in the
mainstream media. While this is undoubtedly highly exciting for physicists and
investors alike, a key question for society concerns such systems’ vulnerabilities —
and in particular, their vulnerability to collective manipulation. Here we present
and discuss a new form of vulnerability in such systems, that we have identified
based on detailed many-body quantum mechanical calculations. The impact of this
new vulnerability is that groups of adversaries can maximally disrupt these systems’
global quantum state which will then jeopardize their quantum functionality. It will be
almost impossible to detect these attacks since they do not change the Hamiltonian
and the purity remains the same; they do not entail any real-time communication
between the attackers; and they can last less than a second. We also argue that there
can be an implicit amplification of such attacks because of the statistical character of
modern non-state actor groups. A countermeasure could be to embed future quantum
technologies within redundant classical networks. We purposely structure the discus-
sion in this chapter so that the first sections are self-contained and can be read by non-
specialists.

Keywords: quantum communication, quantum computing, dicke model,
radiation-matter interaction, loschmidt amplitude

1. Introduction

Technology is rapidly moving toward an era that will fully embrace the true
“spookiness” (e.g. action-at-a-distance) of quantum mechanics, where quantum
mechanical information processing systems will offer unique advantages over current
classical counterparts [1-12]. Enormous investments have been made recently in
quantum information technologies: in the United States with the NSF ‘Quantum Leap’
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initiative [13], in Europe [14] and in China [15]. Among other global-scale applica-
tions, the idea of a quantum Internet is gaining significant traction [12, 16-21]. A key
desirable feature of such a quantum Internet is that it provides enhanced security and
novel functionalities not present in the existing classical Internet infrastructure.
Human nature, however, will likely remain unchanged [12]. Just as human ingenuity
can be used for good to drive quantum technology — which is the overriding narrative
of most funding agencies [12, 13] - it could also be used for bad [22-29]. An obvious
yet largely unanswered question then arises, of what might go wrong at scale in such a
quantum system in terms of bad-actor manipulation?

Based on the recent successes of building and manipulating matter in the form of
nanostructure systems, and light in the form of photon fields as carriers of informa-
tion, it seems likely that a future quantum information processor or quantum Internet
will comprise a matter-light system. In other words, it could easily end up containing
N qubits (two-level quantum systems) made of matter that sit in some photonic
environment (i.e. light) and hence bosonic field as in Figure 1a.

We hence focus our discussion in this chapter around this generic system setup in
Figure 1a. As we will go on to explain in this chapter, our interest lies in seeing what
the effect would be if N adversaries — who each choose one of the N qubits to attack —
simultaneously manipulate the coupling 1 between their chosen qubit and one of the
bosonic modes by ramping 1 up and down as in Figure 1a. The resulting pulse profile
A(t) applied simultaneously between all N qubits and the bosonic mode is what we
mean by collective manipulation of the quantum system by a hostile group, and the
extent of the damage (i.e. change) that they cause to the system’s initial overall
quantum state will act as an indicator of the system’s vulnerability to that type of
collective attack.

pulse attack
by adversarual

single
ramping.
hiad pulse

A(t)
0 2y

Figure 1.

Future quantum technologies. (a) Ultimate quantum technology limit of an extended geographical space covered
by a quantum cloud in which the global quantum state is cohevent [12]. This could be a spatially extended cavity
of bosonic modes containing an arbitrary number N of qubits (i.e. two-level systems). A group of adversaries attack
by applying a pulse interaction A(t) (see Eq. 6) between the qubits and a bosonic mode at speed v, with a duration
2/v. Our conclusions are insensitive to the precise shape of the pulse, but we show a triangular pulse here for
concreteness. (b) an intermediate, simpler version that could be built sooner than (a) because of lower
technological demand. It featuves smaller versions of the N = 3 qubit-cavity system in (a), which are then
interconnected through separate quantum or classical communication channels.
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To provide some practical background, there is a long history of theoretical and
empirical research exploring the properties of individual quantum nanoscale systems
as potential qubits, e.g. a single superconductor nanostructure, or a single trapped ion,
or a single semiconductor quantum dot [30]. The semiconductor quantum dot exam-
ple, though perhaps less well-known, is essentially identical to the others in that itis a
nanoscale system which has (at least) two well-defined discrete energy levels, each
with their own wavefunctions, and hence has been termed an ‘artificial atom’ in the
literature. The focus has been on the properties of the ground and excited states and
how the quantum information in this system could be manipulated by external mag-
netic or electric fields, or by some particular photonic input [31]. The goal of most
such studies has been to explore how the system can be switched from one eigenstate
to another, as well as creating quantum superpositions of such states. There is also a
lot of work on pairs of qubits (e.g. two superconductor nanostructures, two trapped
ions, or two semiconductor quantum dots). This is because such a pair (N = 2)
represents the smallest example of a system where quantum entanglement can be
explored in spatially separate systems. The goal in that case is to understand better
how to exploit the ‘spooky action at a distance’ property of the quantum world, in
order to store and transfer quantum information and develop quantum gates as part of
some larger scale quantum information processor, quantum computer or quantum
network. These studies can be challenging both experimentally and theoretically,
hence the question of what might happen with a larger number of qubits (e.g. N =
3,4 ... asin Figure 1a) has received far less attention. Yet recent research [32] inspired
by reports of novel quantum effects in photosynthesis, has shown that new quantum
phenomena can arise in systems with N = 3,4 ... qubits that do not occur in systems
of N =1 or 2 qubits. Given that exotic quantum many-body states like superconduc-
tivity are known to exist for N — oo, this suggests that new types of quantum infor-
mation phenomena can also arise for N = 3, 4, ... qubits that do not occur for N = 1 or
2 qubits.

This helps motivate the work in this present chapter, i.e. to analyze the potential
vulnerabilities of systems with N = 3,4, ... etc. qubits in a bosonic environment. Any
future quantum information processor or computer will of course contain N > 3 qubits
in total, hence the importance of understanding such a system. In short, one might
expect a quantum version of the phrase ‘two’s company but three is a crowd’ and
hence the vulnerabilities of a (quantum) crowd of qubits in a bosonic mode (i.e.

N >3) will be different from those of an individual qubit or a pair of qubits in a
bosonic mode.

Heightening this need to understand N >3 qubit-plus-bosonic-mode vulnerabil-
ities from the quantum hardware side, is the fact that the study of attacks on quantum
information systems has tended to focus around scenarios involving the exchange of
information (qubit states) between two entities (so-called Alice and Bob). The third
entity is simply a single adversary (Eve, the eavesdropper). While such Alice-Bob and
Eve thought experiments are essential for understanding what happens to one or two
qubits and their information in terms of cryptography and secrecy, there is therefore a
gap in understanding the vulnerabilities of systems containing N = 3 or more qubits.
Finally, since the Hilbert space of quantum states explodes in size as N increases, as
does its internal complexity, the properties of an entangled state for N = 3,4 ...
qubits-plus-bosonic mode can have entirely new opportunities for storing and
processing quantum information. Hence the N = 3, 4... qubits-plus-bosonic mode
quantum state will likely have entirely new vulnerabilities to attack by adversaries, as
we indeed show in this chapter.
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In the social science field of conflict studies, this need to understand the effects of
groups of adversaries is already well recognized, since this is how most insurgent and
terrorist attacks occur [22, 24-28, 33] — with the added modern twist (which also
applies to quantum information attacks in Figure 1a) that they need not all be in the
same geographical location since they just need a means of synchronizing their actions
(e.g. through some common clock) [12, 22, 24]. In other words, they all initiate the
same manipulation A(¢) between their chosen qubit and the bosonic mode in Figure 1a
starting at exactly the same time.

In summary, this need to improve the understanding of vulnerabilities in N >3
qubit-bosonic-mode quantum information systems explains the need for this chapter
[12]. In particular, we will consider the following urgent question: Can new types of
vulnerabilities arise in future matter-light quantum technologies which will undoubtedly
have N >3 qubits? We will show that the answer is a definitive ‘yes’: specifically, we
will show that an entirely new form of threat arises by which a group of quantum-
enabled adversaries can maximally disrupt the global quantum state of systems such
as Figure 1a containing N > 3 qubits, in a way that is practically impossible to detect —
and which may even get amplified by the way that humans naturally cluster into
adversarial groups [24, 26-28, 34]. We offer a possible countermeasure but stress that
there may be entire classes of such threats for which, as yet, there is no underlying
scientific theory or understanding. Our analysis leverages the fact that whatever the
future quantum technology, the necessary intercommunication across geographical
distances will likely rely on electromagnetic waves — and hence a bosonic field of
photons. This reinforces our reason for basing our analysis around a model of a
generic, global quantum system involving a bosonic field [35].

We note that although we ourselves are condensed matter physicists with a back-
ground in semiconductors, everything that we discuss concerning qubits in this chap-
ter is general. The individual qubits could be of any form, as long as they each have
two identifiable eigenstates and that transitions can be made between them by some
external driving field. We expect that some of this book’s audience will have more of a
quantum computing background (and will more naturally consider qubits more from
the perspective of superconducting nanostructures or trapped ions). But in principle
the two states per qubit could be anything - including exotic topological states of some
kind. As long as the system can be mapped to the same form as the Hamiltonian in
Eq. 1, which many can if the appropriate approximations are made, then all our results
will hold and our conclusions will be unchanged.

We also note that some of the content of this chapter appears in earlier working
papers on the arXiv preprint server (e.g. Ref. [12] and to a far lesser extent Ref. [36]).
However the current chapter is not published anywhere else: pieces were posted on
arXiv simply to gather feedback from the quantum information and quantum com-
puting communities. For clarity, we will reference the prior working paper Ref. [12]
multiple times in this chapter, to indicate parts where the two overlap.

We now discuss the layout of this chapter — which is particularly important to
establish because our goal is to make it accessible to the broadest possible readership
without compromising the details necessary to prove our claims. To achieve this, we have
sectioned the presentation accordingly. Specifically, we dedicate Section 2 to a general
overview of the field and our results. This can be read as a self-contained chapter by a
general audience, with the intention that it explains what we did to answer this question,
how we did it, what we found, and what it means — but without requiring too much
technical detail. Section 3 then re-analyzes the problem at a deeper level in terms of the
underlying physics. It intends to provide a specialist discussion of the physics of
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generating entangled states in light-matter systems, and hence the significance of the
results that we present. Hence we have aimed Section 3 at a physics audience who wants
to see the nuts and bolts of the problem and the specific Hamiltonian that we solve
numerically. Section 4 provides a detailed discussion of the results in the language of
quantum many-body physics. Section 5 provides a statement of our main conclusions.

2. Non-specialist overview of our analysis and findings

This section aims to give a general overview of what we did, why we did it, what
results we obtained, and why they are important. We intend it to be readable as a self-
contained section without requiring too much technical knowledge. Hence we will be
fairly liberal and lax in our use of everyday language and terminology to avoid
technical jargon [12]. Any reader requiring more rigorous discussion and details is
referred to the later Sections 3 and 4, which can again be read as their own self-
contained (but now highly technical) article.

We now explain why we focus on adversaries varying the qubit-bosonic-mode
interaction A as their method of attack [12]. Much of the existing analysis of quantum
attacks and security is done based on the assumption that so-called gates exist (i.e.
specific logic operations are possible). But such gates have to be achieved through some
kind of interaction. This means that any quantum adversarial group will need to intro-
duce a term into the system’s equation (i.e. Hamiltonian) which will, they might hope,
operate in a way similar to some set of gate operations. A(¢) plays this role in Figure 1a
and Eq. (6). If they are looking for large disruption, the question that we address in this
paper is then how bad this could be. It is basic science that perturbing (e.g. attacking) a
system involves interacting with it, hence our approach to analyzing the behavior of the
quantum system with the interaction included makes sense. Second, it is basic math that
it is impossible to recover the unique original quantum state if the final quantum state is
orthogonal to it. Just imagine 2 vectors chosen from M orthogonal vectors. Picking one
(the final state) says nothing about the other (original state). It is impossible to
deduce the second from the first. The major surprise from our work is that such an
orthogonal state, and hence maximal disruption, can emerge from such adversarial
attacks using a simple pulse interaction in qubit-bosonic-mode systems with N >3
qubits (see Figure 2). This finding is only made possible because of our detailed
numerical calculations of the quantum many-body out-of-equilibrium system.

Figure 1a shows arguably the ultimate limit of such quantum technology in which
an extended geographical space serves as a quantum cloud within which the quantum
state is kept coherent: specifically, a spatially extended cavity with bosonic modes that
contains an arbitrary number N of qubits (two-level systems) [37-39]. Given the
current experimental success in distributing entangled photons over large distances
[40-42], photons will likely provide the quantum ‘glue’ that binds together large-scale
future quantum technologies globally, including a quantum Internet-of-Things. To be
fully quantum mechanical, the system size should be within the coherence length of
non-local correlations. For recent medium- to long-range practical systems, we refer
to Refs. [41, 43, 44]. An intermediate version akin to Figure 1b could be achieved
more quickly, in which smaller versions of such quantum node systems are
interconnected through separate quantum or classical communication channels.
Though still extremely challenging, we note that quantum coherence within cavities
has already been demonstrated experimentally in a wide range of laboratory systems
including solid-state and quantum optics [45-47].
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Figure 2.

Disruption caused by an adversary. Top: Complete orthogonality to the initial global quantum state (which in
practical terms translates to total disruption and hence maximal possible damage [12]) is produced by a hostile
group (left panel) applying a pulse attack A(t) at pulse speed v = v* simultaneously to N qubits in a bosonic-mode
as in Figure 1a. Since the final global quantum state for v = v* has no overlap with the initial one, the initial
state cannot be filtered out from the final one — Hence maximum disruption. This is fundamentally different from
an attack by a lone ‘eve’ (i.e. single adversary and hence N = 1) for whom there is no v that produces the same
effect (vight panel). The curve in the left panel is for group size N = 3 but is visually the same for any N > 3. We
use an initial global quantum state of no photons here for simplicity, but our vesults can be generalized. Bottom:
Schematic vepresentation of this disruption.

We now provide a brief description of our underlying theoretical model that pro-
vides our conclusions. This model is presented in detail in Section 3, while its output is
discussed in more detail in Section 4. It is purposely chosen to be simple enough that it
allows the development of quantitative results and intuition, and yet is realistic
enough to capture the highly non-trivial empirical nature of quantum light-matter
interactions [48, 49]. Since the N ‘Eve’ adversaries are ultimately humans or
machines, we allow each of them to choose a single qubit from the N available: they
are each going to then manipulate the interaction between their chosen qubit and the
bosonic mode using a pulse-shaped time-dependent interaction form as in Figure 1a.
Strictly speaking, our results are unchanged irrespective of whether each of these
interactions is controlled by a single human, a set of humans, another machine, an
algorithm, or a bot. We assume that each individual has modest capabilities: they can
communicate classically once at some stage before the attack, concerning when to
interact their qubit with the bosonic mode and with what temporal profile A(¢). This
classical communication can be achieved in many mundane ways, e.g. diffusion,
announcement, or pass-it-on meaning that the N adversaries do not need to know
each other or show any active coordination or collaboration during the subsequent
pulse attack when A(t) is non-zero. The interaction pulse A(t) can have a very
short duration, e.g. a fraction of a second is possible using current cavity technology
[50-54]. Our results are similar for all up-down profile shapes and so we assume a
triangular one for simplicity. We assume the resonant condition € = w which has
indeed been demonstrated in many laboratory systems experimentally [50-54].
Though we use a specific form of the system equation (i.e. Hamiltonian), similar
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overall conclusions should follow from many variants due to an established universal
dynamical scaling [32, 35, 55-57] and the fact that they typically generate similar types
of phase diagrams, and hence have similar collective states in the static 4 limit [58-61].
Indeed, we have already shown elsewhere in the science literature that there is a
universal dynamical scaling behavior for a particular class concerning their near-
adiabatic behavior, in particular the Transverse-Field Ising model, the Dicke Model
and the Lipkin-Meshkov-Glick model [35].

The disruption inflicted on the global quantum state by a group of N = 3 adversaries
(since there are N = 3 qubits), utilizing a pulse interaction A(¢), is vividly depicted in
Figure 2 (top left panel). This scenario stands in stark contrast to the outcome observed
when dealing with a lone wolf attacker (IN = 1 qubit), as illustrated in the top right
panel of Figure 2. Remarkably, no conceivable choice of v for N = 1 can reproduce the
disruptive effect caused by the collective action of N = 3 adversaries, nor can any
number of asynchronous lone wolf attacks achieve a comparable outcome.

These findings hold true not only within the system depicted in Figure 1a but also
within each individual quantum cavity delineated in Figure 1b. The consequential
disorder, often quantified as “entropy”, induced into the system is visually
represented in Figure 3.

An intriguing observation emerges when examining the relationship between the
pulse speed v and the manifestation of unique orthogonality for N > 3, as depicted in
the left panel of Figure 2. It aligns remarkably closely, within numerical error, with
the value at which the induced entropy reaches its maximum, as evidenced in
Figure 3. This alignment provides compelling support for our central conclusion:

Sn (t)

1.0 2.0

=~
ramping Single 1-0 00 _3 é\;\:
e pulse ' At) ~9
maximum entropy 4
A1) atv = v*forany N > 3 A(t)
,0725.

Figure 3.

Disorder (i.e. entropy) induced by attack. Von Neumann entropy Sy, which is a measure of the disovder in the
quantum state, shown throughout the attack (i.e. as a function of A(t) and hence starting and ending at A(t) = o)
for a given pulse speed v and a given number of qubits N. The number of attackers (adversaries) is the same as the
number of qubits since each adversary chooses their own qubit. The general case N > 3 leads to a final global
quantum state with maximum entropy when v = v* within numerical error, and hence pulse duration 2 /v*. Our
numerical calculations suggest that essentially the same result holds for all higher N, with the additional impact
that the value of the maximum entropy (and hence the disruption) increases with N (i.e. peak becomes increasingly
red in the figure).
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groups comprising N > 3 adversaries pose a distinct and formidable disruptive threat
to the integrity of future quantum systems.

Our main findings can be summarized as follows. First, adversarial ‘Eve’ groups
employing intermediate attack speeds v* will be able to generate maximal global
quantum state disruption in systems containing N >3 qubits — which means in
practice all future quantum technology systems since none are likely to only have 1 or
2 qubits alone. Specifically, the final global quantum state contains zero component of
the initial one and the corresponding Von Neumann entropy (which is indicative of
the amount of disorder generated in the initial quantum state) is also a maximum
within numerical uncertainty (Figures 2 and 3). No amount of filtering can then
recover the initial global quantum state. Second, within numerical uncertainty, the
speed at which this maximal disruption is obtained v* is insensitive to N for N >3,
meaning that a general strategy exists that attackers can easily copy (i.e. plug-n-play)
without needing to generalize or understand the underlying many-body quantum
mechanics. Third, the attack requires no real-time communication, collaboration, or
cooperation between any of the adversaries. They just need to agree ahead of time
when to start the pulse, its maximum value 4 = 1, and the speed v and hence duration
2/v of the pulse. From then on, they can operate independently as clock-synchronized
individuals from any geographical location within one of the cavities in Figure 1.

Fourth, this attack leaves no clues that it has occurred based on the Hamiltonian
(i.e. the Hamiltonian that we show later in Eq. (1) is unchanged after the pulse since
A(t) = 0 before and after) or based on the purity of the corrupted quantum state
(i.e. quantum state purity remains one as long as there is no decoherence) and hence
the attack can be practically impossible to trace. Fifth, the attack can be over within a
fraction of a second since interactions between material qubits and boson cavity
modes can be switched on and off very quickly using current technology [52-54].
Sixth, the impact of the attack (Figure 4) as measured in terms of an open-system
generalization of the entropy from Figure 3, appears to become more robust to
natural decoherence as the size of the quantum information processing system or
quantum computer N increases further beyond 3 to higher numbers (i.e. higher N).

3.0 1 T T il T T T T
= K= O.}' log, (v) = —2.17
= 1015 o o Sy 1 —=~=0 ]
+ 20F |2 Er R | Sl 'y
‘2 L0.0 L A
L
~ 1.0 logs (v) = 0.00 o |
o0 k=10
2 —_—rk=001 [
— = 0.1
0.0 ] ] 4 ] ] 1 4
0.0 0.5 1.0 0.5 0.00.0 0.5 1.0 0.5 0.0
A(t) A()

Figure 4.

Robustness to decoherence. The quantum logarithmic negativity (which can loosely be thought of as reflecting the
amount of quantum entanglement) for an open version of our system (vertical axis) as a function of time during
the pulse attack, and hence as a function of A(t). The quantum logarithmic negativity has become a widely accepted
entanglement measure for an open system and incorporates the effects of natural decoherence and losses from the
cavity. Results are shown for adversavial attacks on systems of N = 5 (solid lines) and N = 11 (dashed lines)
qubits and for several values of decoherence k. The results show a surprising robustness against decoherence and
losses that increase with the number of qubits N in the quantum information processing system or quantum
computer.
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In stark contrast, lone ‘Eve’ attackers with no synchronization of their pulses, will
achieve a maximum disruption that is not only smaller (Figure 2, top right panel) but
which is fundamentally different in that the final global quantum state at v = v™ still
contains a finite amplitude of the initial state, and hence the correct state (i.e. initial
state) can in principle be recovered using purification or distillation schemes. The
perfect disruption produced by a synchronized attack on N > 3 qubits could not strictly
be achieved by any number of lone attackers, even if they each attack many times since
the overlap (Figure 2, top right panel) will always be non-zero. If we were to empower
a single lone attacker with an extraordinary potential impact through a much larger 4,
then it is in principle possible — but for 4 = 1 we have shown that there is a fundamental
difference between the two scenarios. This qualitative difference is also in complete
contrast to classical conflict theory [62] where the disruption caused by adversarial
groups of size N is assumed to simply scale as N, N* or at most N° (§>2) for any N.

Our final finding concerns the scenario in which the N qubits happen to be clustered
together in some way, and hence the N adversaries that operate them will also be
clustered together in the same way during the pulse attack. It turns out that such
clustering of adversaries is actually a preferred pattern for operation of groups of
adversaries — and remarkably, so too it has been shown experimentally that such
clustering of qubits can give an enhanced coherence in the many-body quantum state —
hence this coincidence could enhance the impact of such attacks. Specifically, previous
work [24, 26-28, 34] has shown that modern adversarial groups tend to show a com-
mon power-law-like cluster distribution with exponent near 2.5 both offline and online
[24, 26-28, 34], and hence that this is a natural pattern for how humans self-organize
for adversarial activities. Such clustering might at first be expected to degrade the post-
attack quantum state, akin to how islands of impurities might be expected to enhance
single-particle scattering, and hence weaken the finding that the final state post-attack
is orthogonal to the initial one. However, it has been shown experimentally [63] that the
coherence of a global many-body quantum state is actually strengthened if there are
matter clusters with an approximate 2.5 power-law size distribution [63, 64]. Taking the
N adversaries as similarly clustered and allowing these clusters to generate a constant
low-level background interaction with the quantum cloud - like the impurity clusters in
the experiment in Ref. [63] - then the coherence and hence orthogonality of the final
state should be similarly strengthened by any such adversarial clustering.

Countering this threat properly will require a new understanding of time-
dependent quantum correlations in many-body light-matter systems. In the mean-
time, we note that the technology in Figure 1b will likely arrive before that in
Figure 1a, meaning that a network architecture of connected cavities will be built
first. In such a scenario, it would be possible to build redundancy into the network:
then even if a perfectly orthogonal final state is generated within one cavity by a
adversarial group attack at speed v*, it would be unlikely that this would be achieved
simultaneously within a separate cavity, and so error correction schemes could be
carried out across all cavities where each cavity is now a network node, and each node
is crudely treated as a two-level system.

3. Detailed physics behind our calculations

This section analyzes in depth the calculations that we perform and the results that
we obtain. It can be read as a stand-alone technical physics report, together with the
detailed results in Section 4.
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We first present a deeper discussion of the relevance of light-matter systems as our
focus of attention. In the implementation of quantum communication infrastructures,
diverse strategies have been employed. One approach involves setting up ad-hoc dark
fiber networks designed solely for quantum communications. Another method inte-
grates cutting-edge quantum technologies, such as Quantum Key Distribution (QKD)
devices and fiber optics-based quantum links, into existing operational communica-
tion networks. This integration allows for the coexistence of quantum and classical
links within the same infrastructure. The utilization of ad-hoc dark fiber networks
ensures the exclusive use of these dedicated channels for quantum communications,
minimizing interference and enhancing the overall security of quantum information
transfer. On the other hand, the integration of quantum technologies into existing
communication networks represents a more versatile approach, capitalizing on the
infrastructure already in place. This strategy facilitates a seamless incorporation of
quantum capabilities while sharing resources with traditional communication links.
By exploring these diverse strategies, the implementation of quantum
communication infrastructures can be tailored to specific needs, balancing consider-
ations of security, efficiency, and adaptability within the broader landscape of
communication networks.

Light has long been regarded as the most crucial component of information trans-
mission, particularly since the advent of relativity. Photons may travel practically
inconceivable distances, and they rarely interact among themselves unless matter
particles in different environments mediate that interaction. Particularly, quantum
information processing requires significant matter-light interactions. The idea of
implementing selected photon interactions in the quantum domain has attracted a lot
of attention lately. In terms of interacting photons, the development of active quan-
tum matter seems reasonable involving crystalline states of light or even topological
phases.

3.1 Temporal coupling A(t) from driving field

Now we discuss the light-matter system and hence justify our use of a time-
dependent A(z) in our model Hamiltonian (see later Eq. 6) in order to represent the
pulse-driven light-matter system — and hence why A(z) is the weapon used by each
of the adversaries on their chosen qubit (N qubits total). For quantum systems
embedded in complex environments, where extra degrees of freedom modulate the
interaction between the quantum system of interest and a large reservoir, effective
non-Markovian behaviors in the quantum system dynamics arise even though the
reservoir itself can be described within a Markovian approximation. Consequently,
although the phase imprinted by the excitation laser is indeed lost during the first
steps of electron-exciton relaxation from the high-energy sector, this is not a sufficient
reason to exclude any coherent-like behavior in the relaxing dynamics. Indeed it can
be shown that for a wide class of phase-mixed states of the pump modes, results for
the signal population can be obtained that are identical to those for a coherent popu-
lation of those modes. To clarify this critical point, we now show that our basic
premise is justified for a variety of reasons. According to the extensive literature
concerning light-matter Hamiltonians, in the classical limit, the system can be con-
sidered equivalent to two coupled harmonic oscillators. This information is enough to
gain analytical insight into the solution of the resulting quadratic system. The driven
system in this limit is described by two coupled harmonic oscillators with a time-
dependent coupling frequency. Consequently, for this purpose, we will consider a
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simplified model for the parametric process that contains just 3 boson modes (for the
sake of simplicity we describe now the N dimer subsystem in the low excitation limit
as an effective boson b mode), as described by the Hamiltonian:

N Af A - )
H = 0. +7(5')" + oph'b + oi'e +g(a'h'e? + abe”) (1)

where the operators 4, band ¢ correspond to bosonic modes (e.g. vibronic, exciton,
and high energy exciton modes) where we allow for anharmonic terms of strength y.
We now consider the effect of the pump state on the dynamics of this simple, but
representative, model. In particular, we consider the excitation of high-energy elec-
tron states, which indirectly feeds (through the relaxation process) an effective pump
reservoir that follows the applied radiation pulse shape. We assume that

(&J@Tﬁz + éééﬂ) =h(t) ((ff’élr + dﬁ) where h(t) represents the applied pulse shape. It

is usually argued that the expectation value (¢*) ((¢?)) is different from zero only if
the high energy reservoir states have coherent populations. Since the laser pulse
excites electrons at a higher energy, the excess energy might be expected to relax into
the exciton region giving rise to a coherent interaction. However this is not necessarily
the case: after non-resonant excitation, the phase imprinted by the excitation laser is
generally lost. The appearance of a well-defined phase is often regarded as the true
characteristic feature of a coherent state. However, a careful analysis of unitary
dynamics from mixed states, such as those produced by incoherent relaxation pro-
cesses, shows that coherent-like behaviors can often be obtained. To justify this last
claim we compute the time evolution of observables under two kinds of pump initial
states: (i) A pure initial state like |¥) = |0,)|0,)|a.), denoting the vacuum state for
both modes and a pump coherent state. (ii) A statistical mixed state with no phase

information at all, given by a density matrix pp = g”d@P(@)f[p 0)|¥) <‘P|f[; 1(0), where

1
P
fact that it takes a pump coherent state |a.) to a different phase coherent state |¢?a,).

The function P(0) fixes the pump phase smearing effect with P(6) >0 and

gﬂdHP(Q) = 1. Since [I:I , N] = 0, it follows that the time-evolution operator U(t) =
o—iHr

@) = e 9 withN =afa + ETE +¢%¢, denotes a phase smearing operator, given the

commutes with the phase smearing operator IT,(6). It is now an easy task to
obtain for any observable like Esz&l, the time-evolution as

<;ﬂka’> - TV{&delﬁp(t)}
r Jzn (2)
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0

Since fI}: 1(6)21’%12[? (0) = e *94™ and ﬂ}: 1(0);#11,,(9) = ¢4 it follows that
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0

where <&Tk&l> corresponds to the initial state with the pump in a coherent state.
0

It is evident that the population dynamics of the subsystem (k = = 1) is fully
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b= <Ez7d>0, as well
as other vibrational correlations as long as the pump phase smearing probability P(6)
remains practically constant. The main physical ingredients of a general, complex
light-matter system can therefore be captured by this simple 3-mode Hamiltonian.
Therefore we can conclude that for a wide class of coherent pump-plus-relaxation
process conditions, our main results are indeed meaningful. Hence the replacement of
¢-pump operators by complex numbers — which consequently yields a time-dependent
coupling strength A(¢) — is justified. Also, the range of validity of our assumption is the
same as the usual one for the parametric approximation which requires a highly
populated coherent state, |a,| > 1, and short times, gt <« 1. These conditions are pre-
cisely identical to those under which our model fits with previous studies of coherence
generation: high excitation and rapid relaxation dynamics. Therefore, there is indeed a

insensitive to this class of phase smearing in the pump state, (4')

formal justification for reducing the last terms to gh(t) (ﬁT[JT + dl;) where A(t) repre-
sents the applied pulse shape — hence justifying the time-dependent interaction
A() ~ gh(z).

Next, we discuss the fact that any incident electromagnetic (light) field E gener-

ates an internal polarization field P within the material, given exactly by Maxwell’s
Equations. The equation describing the time-domain behavior in a general, aniso-
tropic and nonlinear medium subject to a general time and position-dependent light

field E is given by:

— —

- oE ’€ -E »*P
VXVXE+po— ptg——— = —ptg —— 4
HoG~5 T Ho Pt Ho 7t (4)

in which the standard symbols have their well-known meaning from electromag-

netic theory (e.g. € is a complex second-order tensor). If the medium is lossless then
o = 0 and so this equation can be rewritten as:

1 &P

1 &=
e 22 € Te 2 2,
€oCc” 0t

Vx(Vx)—keOczﬁ E= (5)

Though nonlinear and anisotropic in general, the presence of 9*/dt? terms for E

and P in both equations means that a pulse in E will generate a similar pulse in P,and
hence a pulse in the internal electric field dynamics coupling the electronic and
vibrational systems (i.e. a pulse in A(z)).

Our focus is on near resonant conditions since these are the most favorable for
generating large coherences. We only consider one such resonance for simplicity,
however, this can be generalized by matching up different excitation energies €', €’
etc. to the nearest vibrational energies o', @” etc., and then solving the Hamiltonian
in the same way for each subset (¢, ') etc. For example, if the N components are
partitioned into # subpopulations, where each subpopulation has the same
resonant energy and vibrational mode but where these values differ between
subpopulations, the total Hamiltonian will approximately decouple into
HYoH®@H® ... @H™). Any residual coupling between these subpopulations can
then be treated as noise.
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3.2 Details of our hamiltonian model

This section provides a detailed discussion of our model using the specialist lan-
guage of many-body physics and quantum information.

Quantum computers contain approximate two-level systems, where the difference
between the two levels is the excitation energy, that are invariably coupled to other
bosonic subsystems (e.g. light) as in Figure 1. Each adversary can perturb one such
qubit system. We describe this using a generalized Dicke Model. Our model features a
set of N identical two-level systems (commonly referred to as qubits) each of which is
coupled to a single bosonic mode. It can be described by the following microscopic
Hamiltonian:

H(r) zfi&f taita+ 20 Gt +a)ZNj”’ 6)
21':1 : \/N i=1 x.

We purposely avoid common approximations such as the rotating-wave approxi-
mation. Here o', denotes the Pauli operators for qubit i (a = x,z); a7 (@) is the creation
(annihilation) operator of the radiation field. € and @ represent the qubit and field
transition frequencies respectively; and A(¢) represents the strength of the radiation-
matter interaction (i.e. it represents the adversaries’ manipulation) at time ¢ which can
be varied over time. In many situations such as those we consider here in our work,

the dynamics of the Dicke model do not require the consideration of the entire

28N @ N dimensional Hamiltonian. Instead, SU(2) collective operators ], = %ZN 6

i=1"a
can be used. The Hamiltonian can then be written in the following form:
. . cea 2085 s
Ht)=¢, +wa'a + 2] (a" +a). 7
() =¢. \/N] ( ) @)

The static properties of the Dicke Model have been widely studied and character-
ized in the last two decades [65, 66]. It is well known that, in the thermodynamic limit
N — oo, it exhibits a second-order quantum phase transition (QPT) [67] at A, =
Vew/2 with order parameter 4'a/J, separating the normal phase at 4, < v/ew/2 from
the superradiant phase in which there is a finite value of the macroscopic order
parameter, e.g. finite boson expectation number [35]. When the static coupling
parameter is above this critical value 4., the ground state of the system is characterized
by a non-zero expectation value of the excitation operators,

(N,) = (d'a) and <Nq>z<jz—%v>. ®)

When 4 < 4, the order parameters are zero. Because of this, the region when 1> A,
is called the ordered or superradiant phase, while the region when 1 < 4, is called the
normal phase. Near the phase-boundary in the vicinity of this superradiant phase,

there is a dependence of the order parameter as follows: <N »)x(4— A;) and
<Nq>cx(/1 — 2.)"/? [68]. This power-law behavior is typical of second-order phase tran-
sitions where the critical exponents are characteristic of the universality class to which

the model belongs. In the ordered quantum phase (1> A.), the Z, symmetry related to
parity is spontaneously broken, which originates from the fact that the
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thermodynamic limit ground state is two-fold degenerate corresponding to the two

different eigenvalues of P. Also at the QPT, the Dicke model presents an infinitely
degenerate vanishing energy gap [68].

We use the Loschmidt Amplitude (LA), which is the overlap between the system’s
initial quantum state and its time-evolved state, as a new way to quantify quantum
vulnerability: when the overlap is zero, it means orthogonality and hence maximum
disruption has been created by the adversarial perturbation A(¢). The logarithm of this
LA value then presents a singularity. We note that the LA is one of the most significant
quantities in modern quantum physics research. In particular, it has been used to detect
time evolution singularities in quenched qubit-cavity system [69] and even for topo-
logical qubits inserted in photon cavities [70]. Results for the special case of rectangular
pulses are depicted in Figure 5. Specifically, the LA defined as &(¢) = (¥(0)|¥(¢))
represents the fidelity of the time-evolved agent state |¥(¢)) with respect to the initially
prepared state |¥(0)). When the logarithm of the LE value is close to zero, by this
definition, there is a strong overlap between the initial state and the time-evolved state.
Computationally, we perform a brief quench to the final state, assuming that the two-
level systems are initially prepared in the ground state. The return probability of the
time-evolved state to the initial state is the definition of the Loschmidt Echo (LE) L in
the simplest of all quench protocols. The appearance of zeros in the Loschmidt Echo
implies localization transitions, also known as dynamical phase transitions. It is worth
noting that the longer time-evolved states of the post-quench Hamiltonian with time-
dependent interactions differ significantly from the original state in which matter and
light were created. As a result, the Loschmidt Amplitude (the scalar product of plane-
wave and extended time-evolved states) vanishes at key points, indicating dynamical
phase transitions. This means that the system’s quantum state is now orthogonal and
hence the disruption is maximal. For the special case where the excitation energy goes
to zero, the LE could be obtained analytically as:

[ 2 2
PN = (;)e%(%) ) 9)

N-—1
2 n=0

o

where

1

a(t) = 3z |9 = 1267 4 37~ 2iot (3 — ()’ ). (10)

We leave the pursuit and analysis of such analytical forms to future work.

N=1 N=3

Figure 5.

Loschmidt Echo (LE) for a constant pulse A. In the realm of deep strong coupling, a sequence of singularity peaks in
the Loschmidt Echo becomes apparent, with their emergence dictated by both the coupling parameter 1 and the
time t following the onset of coupling.
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4, Results

We find that the Loschmidt Echo (LE) shows kinks at important points as the
system size N grows. At these points, the overlap with the original state is minimal, i.e.
the overlap is near zero, hence the logarithm of the overlap shows a feature akin to a
finite-size version of a singularity. The dynamics are such that over time, the state will
spread in Hilbert space due to the coupling with confined light, reducing the peaks.
Crucially, even while the light effectively functions as a dissipative information sys-
tem, this expansion of cusps is broad and does not require specific adjustments of
parameters. For a time-independent 1/w, <1, the overlap between two unique
ground states in the Dicke model approaches zero as the number N of two-level
systems rises. Because of this, both of the two ground states are mutually orthogonal
in the thermodynamic limit. This effect is known as the Anderson orthogonality
catastrophe and occurs in systems with infinitely many degrees of freedom when two
physical states that correspond to two arbitrarily near sets of parameters (two arbi-
trarily comparable physical conditions) become orthogonal states of one another. This
effect has previously been investigated in many-body physics. In contrast, a large peak
develops in a band where the overlap approaches one for values of 1/w, > 1. Surpris-
ingly, we find that the system is susceptible to losing the original data for this collec-
tion of parameters. Thus, for zeros emerging at larger levels of A(¢), we may observe
that the composition of the initially prepared state becomes progressively dominated
by the contribution of different two-level system states at higher energy states. An N-
qubit circuit with an initial state for the unexcited agent and zero communication
photons, with N = 1,3,5,7,9. Figure 6 shows the LE results, where two unique zones
are identified. (1) The LE travels to a single zone (vulnerable zone), and (2) a com-
plicated structure makes the system immune to external perturbations. The two-
dimensional representation of the complicated structure is shown in Figure 6b,d,f,h,
on the right side. We have demonstrated that it is possible to achieve a regime where
the light controls the zones in which the system fails to return to the initial state.

This ability to manipulate the initial state so that it abruptly collapses into orthogonal
states as a function of A and t, represents a previously unknown threat to quantum
technologies.

Our calculation of the impact of decoherence, as discussed in Section 2, uses the
density matrix approach of Ref. [71] and a widely accepted measure of the open-
system entanglement, the quantum negativity. We find that the presence of
decoherence does not change our main conclusions. Not only do our main results
survive well with increasing decoherence «, the strength and robustness of the many-
body coherence both increase with N. (For very large N, other system-level
decoherence mechanisms may of course set in). Different temperatures are simulated
by varying the average number of phonons %, choosing values typical of the low
temperatures in most experimental realizations, and including a thermal distribution
in the initial density matrix [71]. Again our main conclusions are qualitatively
unchanged.

Finally, we stress that our focus here has been on the question of collective coher-
ence in any setting where there is some pulsed perturbation of the system due to

adversaries manipulating the system. However the external profile E(t) and hence A(?)
can be general. It need not be a pulse. Also the application of our system Hamiltonian
analysis could be to transport experiments as well as optical experiments, or any
combination of these.
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(b)

(b) N=1

(h) Wet

(h) N=7

Figure 6.

Detailed output of our model Hamiltonian calculations for N = 1,3,5,7. The time-dependent interaction
(i.e. adversaries’ manipulation) is proportional to vt. For N > 3, the singularities (and hence the disruption)
appear increasingly strong as N increases.
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5. Conclusions

We have addressed a key question for society concerning future quantum tech-
nologies: specifically, their vulnerability to collective manipulation. Specifically, we
presented and discussed a new form of vulnerability in such systems that we identi-
fied based on detailed many-body quantum mechanical calculations. This new vul-
nerability will enable hostile groups to inflict maximal disruption on the global
quantum state in such systems and hence will threaten their core functionality. These
attacks will be practically impossible to detect since they introduce no change in the
Hamiltonian and no loss of purity; they require no real-time communication; and they
can be over within a second. We also predicted that such attacks will be amplified by
the statistical character of modern non-state actor groups. A countermeasure could be
to embed future quantum technologies within redundant classical networks.

We also analyzed more deeply the origins of this disruption by adversaries. Spe-
cifically, we showed in Section 3 that for a broad range of parameters, the system-level
disruption (i.e. transitions) are characterized by curves in the appropriate Loschmidt
functions at important points. By examining the numerical solution derived for the
Loschmidt Amplitude, we found that the singularities were a component of a more
intricate underlying structure in the system’s temporal development. We used the
Lodschmidt Echo to draw a connection between the macroscopic dynamics and the
quantum vulnerability.
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Chapter 6

Unitary Maps and Quantum
Artificial Neural Networks

Carlos Pedro Gongalves

Abstract

Unitary quantum maps provide a bridge between classical and quantum dynamical
systems theories, having been applied within the context of quantum chaos research.
When applied to quantum artificial neural networks, as models of networked quan-
tum computation, unitary quantum maps allow one to address these networks as
quantum networked dynamical systems. In this chapter, we address the application of
these maps to quantum artificial neural networks, specifically studying the simulation
and implementation of these maps for quantum recurrent neural networks, simulating
these networks as dynamical computational systems and researching the topological
properties of the series of neural firing operators’ quantum averages for nonstationary
network states. We also research the results of a simulation of one of these networks
on a quantum computer by cloud-based access to IBM Q Experience resources. The
results show the emergence of complex dynamics, fitting into similar classes as those
of classical cellular automata and coupled maps, including topological markers of
chaos, edge of chaos and fractal attractors in the sequences of quantum averages. The
implications for quantum complexity research, quantum chaos theory and quantum
computing are addressed.

Keywords: quantum artificial neural networks, quantum complexity, unitary
quantum maps, quantum computation, quantum dynamical systems, quantum chaos

1. Introduction

Complexity research deals with complexity in different contexts including physical
systems, biological systems, social, economic, financial and even technological sys-
tems. Despite this diversity of contexts, there is a core disciplinary basis in complexity
research that intersects computer science, dynamical systems science, statistical
mechanics and network science [1-7]. The dialog between these research fields that
form the core disciplinary basis of complexity research has led to fundamental
research developed around general families of models of computing systems based on
networked computation, these include: cellular automata, coupled maps, random
Boolean networks and neural networks [2, 5-7].

Several of these models have their quantum counterparts and form an important
research direction within quantum complexity research, associated with quantum
networked computation and artificial intelligence (AI) [8-12].
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Early work in quantum complexity has included the contributions of Ilya Prigogine
and Hermann Haken’s groups, focusing on far-from-equilibrium dynamics, irrevers-
ibility, dissipative structures and synergetics [3, 4].

In the case of Ilya Prigogine’s group, the relevance of quantum complexity research
led to the transformation of The Ilya Prigogine Center for Studies in Statistical Mechanics
and Complex Systems into The Center for Complex Quantum Systems, which includes
research into quantum chaos [3, 13, 14].

Other quantum complexity research groups have since developed, an example
being the Richter Group on Complex Quantum Systems, from the University of
Regensburg, which has also worked on many bodies’ quantum systems, quantum
chaos theory and, also, control of quantum chaos [15-17].

Of the different research lines in quantum complexity, the research on the
dynamics of quantum artificial neural networks, or quantum neural networks (QNN5s)
for short, and on quantum cellular automata (QCAs) leads to a direct bridge between
fundamental research within complexity science and quantum computer science, with
implications for quantum technologies, linked to quantum networked computation
with relevance for distributed Al systems and automation in quantum networks.

The current chapter addresses QNNs. The QNNs are models of networked quan-
tum computation and have been studied by different authors [11, 12, 18-22]. They can
be employed both in the context of quantum machine learning [18-22] and as models
of quantum networked dynamical systems [12, 22], in this case, for artificial neurons
with two-level neural firing patterns, a network with z#-neurons corresponds to an z-
qubit quantum computing system. In this context, neural firing patterns can be
represented by neural firing operators, which correspond to the projectors onto the
basic binary computational basis that spans an #-qubit system.

The difference with respect to a general #-qubit quantum computing system is that
the network’s unitary computation is comprised of conditional unitary operators, that is,
different local unitary operations are applied for different neural firing patterns, in this
way, the sequence of unitary transformations associated with a QNN, can be placed in the
form of general quantum circuits in terms of representation of the conditional unitary
operators, which establishes a bridge to standard quantum computation [20, 21].

While these works address specifically QNNs as running quantum algorithms that
end at a specific step, another type of application involves a bridge to quantum
dynamical systems, leading to the need to work with the concept of a quantum map.

Indeed, a feature of classical artificial neural networks is that they can be used to
simulate complex networked dynamical systems, the quantum extension of this type
of application, involves performing the conditional unitary operations of the network
running the full activation cycle, leading to a new state of the network at the end of
each computational cycle, as addressed in [12, 22].

In this way, each computational cycle corresponds to an iteration of the network
and a sequence of iterations of the network can be represented by the concept of
unitary quantum map [12].

The concept of unitary quantum map was introduced in quantum chaos research
to deal with systems like the kicked top and has become a standard research tool of
quantum chaos research [23].

This concept is an extension of the concept of a classical map, from classical
dynamics, that maps a classical phase space onto itself and can be used to express the
classical transformation of a state into another state leading to a discrete-time
sequence of iterations [23].
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A unitary quantum map is, in turn, a unitary operator defined on a quantum
system’s Hilbert space that maps a state vector into another state vector, leading to a
sequence of state vectors, this sequence can be researched, using the quantum theory’s
formalism, by calculating the quantum averages of observables and researching this
sequence of quantum averages. A major feature of a unitary quantum map is that,
being unitary, it maps pure states into pure states.

In the case of QNNs, when addressed as basic quantum dynamical systems, the
concept of unitary quantum map becomes relevant, since we are not running the
network a single time with a measurement at the end of a computational cycle, instead
one runs the sequence of iterations of the quantum map that corresponds to a full
cycle of computations of the network [12].

It turns out that, using this methodology, specific complex dynamics have been
identified in these networks, including complex emergent attractors in the sequences
of quantum averages linked to neural firing patterns as well as topological features of
chaos-like dynamics [12, 22].

In order to study the network’s dynamics, one can use basic quantum formalism,
like in quantum chaos theory, and employ matrix calculus to calculate, at the end of
each iteration of the map, the quantum averages for relevant observables on the
network’s activity such as neural firing patterns.

In the case of neural firing patterns, since they are represented by the basic pro-
jectors onto the network’s computational basis, the sequence of quantum averages has
a specific interpretation, namely, the quantum averages of these projectors onto the
computational basis, at the end of ¢ iterations of the network provide the probability
distribution associated with the network’s alternative firing pattern if a measurement
was performed at the end of those ¢ iterations.

This last property allows, as we show in the present chapter, for an empirical
testing of the theoretical sequence of quantum averages obtained from the sequence of
unitary state vectors using the formalism of quantum mechanics.

By running the network for a sequence of iterations, which is a unitary stage, and
then extracting frequencies obtained by measuring each quantum register’s state at the
end, the results, when run for multiple repeated experiments should match the theo-
retical quantum averages. This can be done for different iteration indexes ¢t which
allows for an extraction of the sequence of quantum averages which can be compared
with the theoretical sequence obtained from matrix calculus, using the basic formal-
ism of quantum mechanics.

In order to characterize the network’s dynamics one can apply topological
analysis methods, namely, recurrence analysis to the sequences of quantum
averages. This approach was followed in [12, 22] to characterize these networks’
dynamics, both in the case of a dissipative quantum map [22] and in the case of a
unitary quantum map [12].

When considering recurrence analysis, there are four main classes of topological
signatures, as we will review in the present chapter, that mirror four main dynamical
classes identified in cellular automata [6], and that also occur in coupled map lattices
[5] and in random Boolean networks [7], it turns out that these four dynamical classes
are shown to also occur in QNN [12, 22]. These classes are:

* Class 1: The fixed point, which is a stationary state, corresponds to the

eigenvectors of the quantum map for the network, which usually involves
entangled states [12];
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* Class 2: The periodic or quasiperiodic dynamics;

* Class 3: The random dynamics, which can occur in deterministic systems
including in cellular automata and in deterministic chaos [5, 6], and that also
occurs in QNNs as we will see in the present chapter, especially when the number
of neurons is increased;

* Class 4: Finally, there is the fourth class of dynamics which includes a mixture of
class 2 and class 3, and that has been called the edge of chaos [6, 7, 24, 25].

Class 4 dynamics can occur in chaotic dynamical systems near the onset of chaos, in
cellular automata, in random Boolean networks, as well as in coupled map lattices, as
propagating localized order that intermixes with random fluctuations characterizing
phenomena such as spatiotemporal intermittency [5-7, 24, 25], and also occurs in the
sequences of quantum averages of neural activity operators for QNNs being identifi-
able through the application of recurrence analysis methods as researched in detail in
[12, 22, 26], showing the effectiveness of topological analysis methods [27, 28], which
have now been expanded and adapted to quantum chaos research [12, 22, 26, 29].

In the current chapter, we illustrate these dynamics for different QNNs, focusing
on class 4 (edge of chaos) and class 3 (random) dynamics.

In Section 2, we review the concept of unitary quantum map and its application to
QNN:, this section is divided into multiple subsections.

In Section 2.1, we address the concept of unitary quantum map and how it can be
studied both theoretically and experimentally in general.

In Section 2.2, we address the example of a unitary quantum map’s dynamics for a
single qubit and illustrate the basic application of recurrence analysis methods on the
theoretical simulation of the map.

In Section 2.3, we review a two-neuron recurrent neural network that has been
researched in [12, 26] and in Section 2.4, we address the comparison between the
theoretical simulation of the model and the empirical implementation on one of IBM’s
quantum computers, accessed by cloud using IBM Q Experience resources.

In Section 3, we address the dynamics of a QNN with a ring topology which
includes elements of a feedforward network with a recurrent connection at the end,
also providing for a bridge to quantum cellular automata and quantum deep neural
networks. We simulate this network for different numbers of neurons showing the
transition from class 4 to class 3.

In the case of the ring topology network and for the IBM quantum computer
simulation, we also uncover the emergence of fractal attractors, a point that is also
discussed in Section 3.

In Section 4, we conclude with a final reflection on the chapter’s findings and its
implications for quantum complexity research, quantum technologies and quantum
chaos theory.

2. Quantum artificial neural networks as dynamical quantum computing
systems: theory and experiments

2.1 Unitary quantum maps and quantum dynamics

In classical dynamical systems, a map is a function that maps the phase space onto
itself, leading to a discrete-time sequence of states. In quantum theory’s formalism, a
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quantum extension of a classical map is a quantum unitary map, defined on a quan-
tum system’s Hilbert space H, that maps quantum state vectors into quantum state
vectors [23]:

ly(+1)> = Fly(t) > (1)

In this context, t = 0,1,2... is an iteration index, leading to a sequence of quantum
states |y () >.

To research quantum dynamics with respect to dynamical classes, the sequences of
states themselves are not the most useful since the concept of trajectory breaks down,
however, when an observable is used, like a position, momentum, Hamiltonian oper-
ator and spin operator, one can effectively study the sequence of quantum averages
for that observable by employing basic quantum matrix calculus, so that, given the
sequence of quantum states one can extract a form of trajectory for the observable:

(0), = (w(®)|Olw()) ()

This is a well-known basic scheme used in both the Schrédinger and Heisenberg
picture in quantum complexity research [30]. However, it should be stressed that, in
this scheme, which has been extensively applied to the study of quantum dynamics
[30], one is not measuring the observable, instead one is using quantum matrix
calculus to extract a sequence of quantum averages that provides a picture of a
quantum trajectory in terms of an observable.

Of course, the sequence of quantum averages provides an important information
in what regards the empirical implications, namely, (O), corresponds to the theoretical
prediction of the expected value of the observable if the iterations were to be stopped
at step ¢ and the observable was measured at the end of that step.

Indeed, if one were to perform the measurement on multiple identical copies of the
system, the sample average should approximate the quantum average for a large
number of experiments, this is a basic point that comes out of the early empirical
testing of quantum theory.

Of course, if a measurement is performed at the ¢-th iteration, the unitarity will
break down at that point, so we are effectively ending the iteration sequence at step ¢.
This point has an important implication for the theoretical versus empirical research
on the dynamics resulting from quantum unitary maps.

In the theoretical research, the sequence of quantum averages for an observable
resulting from the sequence of quantum states can be calculated and dealt with as a
form of trajectory using the basic formalism of quantum mechanics, as stated above,
providing another picture of the unitary evolution itself in regards to the system in
question and a relevant observable, a point that is extensively addressed in the quan-
tum noise research [30].

The theoretical value of the quantum average at iteration step ¢ provides, as
stated above, for a reference on what the quantum average would be for the
observable if we performed a quantum measurement of that observable, for a large
number of identically prepared systems, at that iteration step, ending the iterations at
that step.

In this way, while the theoretical simulation of the map can either be extracted as a
closed formula or numerically using standard matrix calculus, in order to obtain the
physical empirical testing of the quantum map’s iterations, one must use an experi-
mental loop comprised of the following steps that we explain next:
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1.Fort=1,2,..,T:
i. Forn =1,2, ...,N:
a. Set the initial quantum state for: [y/(0) >.

b. Perform the unitary evolution defined by applying the map s times
(hy(s) > = Fly(0)>)

c. Perform a quantum measurement of the observable at the end of
iteration ¢ and store the result.

ii. Calculate the average of the results stored at the end of each step 1.1.2.2.
and keep it.

iii. Return to step 1.1.

The above general experimental setup means that, for each sequence of iterations
t, we perform the unitary evolution ¢ times on an ensemble of N identical copies of the
system in question for the same initial condition and then measure the observable at
the end of the iteration step ¢, calculating the empirical average for that ensemble for
that iteration step, in this way we get a sequence of quantum averages that will closely
match the theoretical sequence, given quantum theory’s predictions. This is a basic
extension of the standard empirical testing of quantum mechanics applied to the
general context involving unitary maps.

Now, considering the specific case of an observable, with a discrete eigenvalue
spectrum, such that its eigenvectors span the Hilbert space H:
Olve > = vglve > (3)
We can introduce the complete set of projectors onto the observable’s basis:

PoZ{Pk=|’1}k> <Uk|2k20,1, } (4)

In this case, given the sequence of state vectors |y(¢) >, employing the formalism
of quantum mechanics [30], we can calculate the sequence of quantum averages for
the observable and research the corresponding dynamical sequence:

(0), = (w(®)|Olw()) (5)
We can also study the sequence of quantum averages for each projector:

(Pr), = (w(t)|Pely(t)) (6)
In the case of a finite-dimensional basis, which leads to a finite-dimensional pro-

jector set and corresponding Hilbert space, we can embed the quantum averages of
the projectors into a d-dimensional Euclidean space:

P(t) = ((w(6)[Polw (¥)), (w(O)[Prly (2))s ..., (W(£)|Pa-aly(2))) @)
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The above tuple is a probability tuple containing the probability distribution asso-
ciated with each alternative eigenstate, calculated for the ¢-th iteration step, in this
way, the sum of the elements in the tuple is equal to 1. Since the sequence of values for
P(z) is a d-dimensional tuple of real numbers, the sequence can be represented and
studied in a d-dimensional Euclidean space.

Again, as for an observable’s quantum average, the above tuple’s values can be
extracted by applying basic matrix calculus employing quantum mechanics’ formal-
ism and can be simulated in any software that has linear algebra features, including
Python’s NumPy, MATLAB or Mathematica.

The theoretical simulation of the tuple sequence provides for a sequence of values
of the quantum probability distribution, again, as in the case of the quantum average
of an observable, the value of the tuple at iteration step ¢ has an interpretation as the
probability distribution associated with interrupting the iterations at that iteration
step and performing a quantum measurement of the observable, at that step.

For repeated identically prepared experiments, one can extract the statistical fre-
quencies for the different eigenstates at the end of the ¢ iterations, stopping the
iterations at that point, so that the frequency distribution for a large number of
experiments will match the theoretical results, this is a basic approach that has been
followed since the beginning of quantum mechanics and that carries over to the
experimental implementation of quantum dynamics of quantum maps.

In order to study the dynamics of the quantum probability tuple P(¢) or of an
observable’s sequence of quantum averages, one can apply topological data analysis
methods, in particular, one can apply recurrence analysis methods, that are effective
in distinguishing between dynamical regimes [27, 28].

The analysis is based on calculating a distance matrix between each dynamical
point in Euclidean space, this matrix is symmetric and the main diagonal is comprised
only of zeros. From the distance matrix, one can estimate a binary recurrence matrix
that stores the value 1 when two dynamical points in a sequence are distant from each
other by at most a radius of ¢ and 0 when two points are distant from each other by
more than e.

The recurrence matrix can also be worked with as a transition matrix, such that
each dynamical point is linked to all the neighboring points in a closed Euclidean e-
neighborhood.

The use of the closed neighborhood, instead of the open neighborhood, allows the
distinction between periodic and nonperiodic orbits, in the case of a periodic orbit, a
closed neighborhood is non-empty for a radius of zero between periodic points, while
for nonperiodic orbits, if the radius is set to zero, the recurrence matrix will be a null
matrix.

Periodic dynamics appear when the radius is set to zero, as evenly spaced diagonals
parallel to the main diagonal that are completely filled with the value of 1. This is no
longer the case for nonperiodic dynamics, in this last case, when the dynamics is
quasiperiodic, long unevenly spaced diagonals filled with the value of 1 appear for a
sufficiently high radius.

Topological markers of chaos appear as interrupted diagonals and isolated dots,
these interrupted unevenly spaced diagonals result from the exponential divergence
associated with positive Lyapunov exponents.

When considering the types of dynamics, there are four main recurrence classes
that occur in dynamical systems that closely mirror cellular automata’s four classes
reviewed in the introduction [6, 12, 22], these are:
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* Class 1 (fixed point): the recurrence matrix is a unit matrix, all points are
recurrence points.

* Class 2 (periodic or quasiperiodic dynamics): the dynamics is either periodic with
evenly spaced diagonals matching the period or quasiperiodic, which shows up as
unevenly spaced diagonals.

* Class 3 (random): the random dynamics can either result from external noise or
be endogenously generated in a deterministic system, as it happens in the case of
deterministic chaos and class 3 cellular automata, in these cases, the dynamics is
actually pseudorandom and its topological markers can include broken diagonals,
linked to an unstable periodic orbit skeleton and disconnected points in the
recurrence matrix.

* Class 4 (edge of chaos): this is a mixture of class 2 and class 3, its major
characteristic in black and white recurrence plots include very long resilient
unbroken diagonal lines that appear with different distances along with broken
diagonals and isolated dots that represent random-like signatures, QNNs tend to
produce this dynamical class.

In the case of chaotic dynamics for shift maps, the randomness is associated with
the randomness of the binary expansion of the initial condition, which differs from
class 3 random cellular automata that can produce random patterns even for non-
complex initial conditions, this is a point stressed in [6].

In networks of chaotic oscillators, such as coupled map lattices, class 3 and class 4
behavior also occur in these networks’ dynamics, with class 4 type dynamics occur-
ring, for instance, as spatiotemporal intermittence [5].

It is important to stress that there is a continuum between class 3 and class 4, in
the case of classical chaotic dynamical systems, in the sense that, in the chaotic phase,
but near the onset of chaos, with lower values of positive Lyapunov exponents,
pockets of unstable cycles can be mirrored for a longer time and lead to class 4-type
topological markers, these markers, as stated, also occur in networks of chaotic
oscillators [5].

In this way, the concept of edge of chaos that was addressed in both the analysis of
cellular automata and random Boolean networks [6, 7] can also apply to deterministic
chaos near the onset of chaos and networks of chaotic oscillators [5].

Now, in order to illustrate the application of the concept of unitary quantum map,
in the context of quantum computation, we begin with a single qubit example and a
Walsh-Hadamard transform.

2.2 Single qubit dynamics: the example of the Walsh-Hadamard transform

Returning to the quantum dynamics, as an example of a quantum map applied
to a single qubit computational system, let us consider the Walsh-Hadamard
transform:

ly(t+1)> = Wy(t)> (8)
[0><0]—]1><1]+1]0> <1]+|1> <0
= 9)
V2

w
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Starting with |y(0) > = |0 >, and working with the projectors Py = |0 > < 0| and
Py = |1> <1|, the sequence P(t), for the above initial condition, is periodic cycling
through the tuples (0.5, 0.5) and (1, 0), with the first tuple holding for even iterations
and the second for the odd iterations. This means that if we stop the iterations at an
odd ¢ and were to measure the qubit at that step, then, one would obtain the logical
state 0, with probability equal to 1, on the other hand, if were one to stop the iterations
at an even ¢t and were to measure the qubit at that step then one would obtain the
logical state 0, with probability 0.5, and the logical state 1, with probability 0.5.

In Figure 1 (right), we plot the results of the iterations of the above quantum map
as a scatterplot for the two projectors’ quantum averages with respect to the iteration
index, which shows the cycle through the above values, also in Figure 1 (left) we
show the corresponding recurrence plot which plots the recurrence matrix for a radius
of zero, the plot visibly shows the periodic orbit obtained for the quantum averages
with the long fully filled diagonals surfacing for this radius.

The result is a regular grid-like pattern for the recurrence plot. Since the matrix is
symmetric the full recurrence structure can be researched using either the diagonals
above the main diagonal or below, for which different metrics can be calculated.

The first metric that we use is to count the number of diagonals above the main
diagonal with recurrence points, this number corresponds to the total number of
diagonal lines above the main diagonal with recurrence points.

The second counting is the number of diagonals above the main diagonal with
100% recurrence, that is, a diagonal that is fully filled with recurrence points, finally,
the last counting is the number of diagonals above the main diagonal.

From these three metrics, one can calculate the recurrence probability, that is, the
probability that a randomly chosen diagonal above the main diagonal contains recur-
rence points, this metric can be calculated by dividing the number of lines above the
main diagonal with recurrence points by the total number of diagonals above the main
diagonal.

The second metric that can be calculated is the probability that a randomly chosen
diagonal above the main diagonal with recurrence points is a 100% recurrence diago-
nal, this conditional probability can be calculated by dividing the number of diagonals
above the main diagonal with 100% recurrence by the number of diagonals above the
main diagonal with recurrence.

A third metric that can be calculated is the average recurrence strength. In this
case, one starts by dividing the number of recurrence points in a diagonal with
recurrence by the length of the diagonal, which provides for the proportion of the
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Figure 1.
Recurrence plot (left) for a radius of o from a 20 iterations’ simulation of the quantum Walsh-Hadamard map for
a single qubit, scatterplots (vight) for the sequence of quantum averages of the two computational basis projectors.
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Metrics

Number of lines with 100% recurrence 9
Number of lines with recurrence 9
Number of diagonals 19
Average recurrence strength 1
P[Recurrence] 0.4737
P[100%recurrence|recurrence] 1

Table 1.

Recurrence metrics for the recurrence plot shown in Figure 1.

diagonal that is filled with recurrence points, this proportion is 0 for a diagonal with
no recurrence points and 1 for a 100% recurrence diagonal.

After calculating this proportion for each diagonal above the main diagonal, one
can calculate the mean of this proportion which provides for the average recurrence
strength.

Finally, we research the distribution of distances between diagonals with 100%
recurrence, measured in terms of the number of iterations needed to reach the next
100% recurrence diagonal, this leads to the periodicity of a cycle associated with 100%
recurrence diagonals and becomes a critical statistic for addressing possible cycles, or,
in the case of nonperiodic dynamics, the possibility of quasiperiodic structures.

This distribution will play a major role in the analysis of the class 4 dynamics as we
will see.

It turns out that these metrics are effective as we will see in distinguishing between
the four dynamical classes.

If we calculate these metrics for Figure 1’s simulation, we obtain the results shown
in Table 1.

The recurrence metrics reflect the periodic structure, in this case, there were 20
iterations. The distance matrix is, therefore, a square matrix of rank 20, which leads to
19 diagonals above the main diagonal, the cycle is period 2, which means that we get 9
diagonals all with full recurrence, the probability of a randomly chosen diagonal with
recurrence being a 100% recurrence diagonal is, therefore, equal to 1, on the other
hand, the probability of a diagonal being a diagonal with recurrence points is equal to
9/19 which is approximately 0.4737.

The average recurrence strength is equal to 1 since all diagonals with recurrence
are 100% recurrence diagonals.

Now, since there are nine 100% recurrence diagonals and it takes two iterations to
reach the next 100% recurrence diagonal, the distances between 100% recurrence
diagonals are all equal to 2 and occur eight times, as expected, from a period 2
dynamics. The above dynamics is an example of a class 2 dynamics.

A more complex dynamics is obtained when dealing with QNNs, as an example,
we now address a two-neuron quantum recurrent neural network.

2.3 Two-neuron recurrent neural network

Considering a two-neuron quantum recurrent neural network with two-level firing
patterns, the general architecture is shown in Figure 2.

114



Unitary Maps and Quantum Artificial Neural Networks
DOI: http://dx.doi.org/10.5772/intechopen.1004244

Figure 2.
Quantum recurvent neural network architecture.

In this case, the Hilbert space for the network is spanned by the computational
basis B, = {|00>,]01>,|10>, |11 > }, such that |rs > with »,s € {0, 1} encodes a
neural firing pattern, that is, if » is equal to 0 then the first neuron is not firing, while,
if it is equal to 1, the first neuron is firing, the same holds for s, in relation to the
second neuron.

The main projectors for this basis lead to the neural firing pattern projectors
P,; = |rs> <s|, which means that the quantum averages’ tuple P(¢) can be embedded
in four-dimensional Euclidean space. For each neuron, we can also calculate the local
neural firing operators Ng = P; ® I and N1 = I ® P1, where [ is the rank 2 identity
matrix, the first operator yields the value of 1 when the first neuron is firing and 0
otherwise, and the second operator yields the value of 1 when the second neuron is
firing and 0 otherwise.

In the network that we will be addressing, the two operators U; and Uy are
conditional operators that conditionally transform the quantum register of the
target neuron, conditional on the firing pattern of the input neuron, following the
network’s links:

Up=I®|0><0|+U,®|1> <1 (10)

U =10><0|®I+|1><1|Q®U, (11)

U, = cos(’g)uo > <0]+ 1> <1]) + sin(%V)(—|o> <1 +)1><0) (12)
Assuming that the first neural connection that is activated is from the first neuron
to the second and that the second neural connection to be activated is from the second

neuron to the first, running the network through a full computational cycle is given by
the operator product:

F=UyU; (13)

Repeated sequential full computational cycle operations for this network lead to
the quantum map:

ly(+1)> =Flyt)> = UoUily(t) > (14)

To illustrate the dynamics we will work here with the initial superposition state:

00> + 01> + 10> + 11>
(0> = 120> I > as)
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The dynamics of this network is already nontrivial, it depends upon the value of r.
For low values of », the quantum averages for the projectors in which at least one
neuron is active track down a sinusoidal curve.

In Figure 3, we show the corresponding sequence for the quantum averages
associated with the projector set. It should be stressed that the figure is actually a
scatterplot, for a discrete-time sequence.

From the results shown in Figure 3, a few points can be noticed, first, the quantum
average for the projector where the two neurons are nonfiring is constant as can be
seen in the top graph, this is a class 1 dynamics.

The quantum averages for the remaining projectors follow the periodic sinusoidal
curves which are class 2 dynamics, in this case, when the value rises for the projector
where the two neurons are active, which corresponds to a reinforcing neural firing
activity, it falls for the projectors where the two neurons are in reverse neural firing
activity, which corresponds to inhibitory neural firing activity, on the other hand, the
quantum averages, for the cases where the two neurons show reverse neural activity,
follow a synchronized sinusoidal curve.

As shown in [12, 26], for the values of r that lead to class 2 dynamics, the dynamics
for the averages of the local neural firing operators Ny and N are synchronized and
also follow a sinusoidal curve.

As the parameter 7 is increased the period associated with the sinusoidal curves
decreases as well as the correlation between the quantum averages for the two-
neurons’ local neural firing operators, until there is a transition from positive to
negative correlation. The point at which the dynamics transitions from positive to
negative correlation is also a point after which the dynamics no longer follows the
sinusoidal periodic curve transitioning to dynamical regimes characterized by class 4
dynamics [12, 26].

While the quantum average for the projector Pyg remains in its fixed point
dynamics for all values of 7, for the remaining projectors, two major attractor shapes
emerge with the increase of the parameter » and the disappearance of the sinusoidal
pattern.

The main attractor has a triketa-like shape, which can be obtained from intersec-
tions of three ellipsoids, and is largely characterized by class 4 dynamics, the other has
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Figure 3.

Simulation of the quantum recurrent neural network with r equal to 0.002, 10,000 iterations are shown after the
first 1000 iterations were dropped for transients, the trajectory of each component of the projectors’ tuple P(t) is
shown.
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Figure 4.

Simulation of the quantum recurvent neural network with r = 0.550129597 (top) and with r = 0.999 (bottom),
10,000 iterations are shown in each case after the first 1000 iterations were dropped for transients, the scatterplot
trajectory of each component of the projectors’ tuple P(t) is shown (right) along with the attractor (left).

the shape of a trifolium, the trifolium is characterized by class 2 dynamics resulting
from a progressive change in the triketa attractor which loses its middle section
leading to the trifolium as 7 is increased.

In Figure 4, we show both attractor shapes and corresponding quantum averages
for the projectors shown in scatterplots, in the case of the triketa, the plotted dynam-
ics is for a parameter with near-zero correlation between the sequence of quantum
averages of N and Nj.

2.4 Experimental implementation of the two-neuron recurrent neural network

The experiments in the quantum device involve the standard application of quan-
tum measurement for a quantum map, which is discussed in Section 2.1. In this case,
for each value of t, in order to extract the sequence P(¢), we need to apply the
quantum map ¢ times, and then measure the two quantum registers’states at the end
of t, this needs to be repeated multiple times (multiple rounds) in order to obtain the
empirical frequency distribution from which P(¢) can be estimated calculating the
relative frequencies for the different computational basis values.

For each iteration index ¢, the ¢ applications of the quantum map are automatically
converted into a quantum circuit that implements the transformation F, this process
is automated in IBM’s systems, and the Qiskit code for the Jupyter Notebook used for
the experiments NSimul.ipynb is provided on Github at the QNeural project’s website
[31, 32], the project which also contains the simulation basis for the theoretical model
and that was used in [12, 22, 26].
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Figure 5 shows 1000 iterations of the quantum map performed on IBM’s quantum
device “ibm_q_belem,” for the triketa attractor.

As can be seen in Figure 5, the resulting sequence of values for P(t) matches well
the theoretical sequence, however, there are random fluctuations associated with both
the quantum measurement and environmental noise, which, in this case, while low,
can still lead to fluctuations in the relative frequencies for each measurement, this is
evident in the cloud of points indicating a dispersion, we will return to this point
further on.

In Figure 6 (left), we show the colored recurrence plot for the triketa attractOr’s
theoretical simulation, also using 1000 iterations, and in Figure 6 (right), we show
the corresponding colored recurrence plot for Figure 5s simulation.

The two recurrence plots are very similar and both exhibit the presence of a
quadratic grid disturbed by random fluctuations, the quadratic grid is evidence of the
presence of periodicities.

The parameter for which the simulation is produced, as stated, is one in which the
local neural firing operators’sequence of quantum averages transition from positive to
negative correlation, with their dynamics embedded in two-dimensional space
corresponding to a two-dimensional projection of the above attractor [12, 26].

<Pll>

Figure 5.

Simulation of the quantum recurvent neural network on the “ibm_g_belem” device, for r = 0.550129597, with
5000 rounds sent for each iteration and 1000 itevations kept after the first 1000 iterations were dropped for
transients.

Figure 6.

Colored recurrence plots obtained for the tuples P(t), from 1000 iterations of the quantum recurrent neural
network with r = 0.550129597, for the theoretical simulation (left) and the implementation on “ibm_q_belem”
(vight) shown in Figure 5. Lighter colors represent shorter distances, the color map used was Python’s matplotlib’s
cm.inferno_r.
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Metrics Theoretical Empirical
Number of lines with 100% recurrence 156 135
Number of lines with recurrence 964 978
Number of diagonals 999 999
Average recurrence strength 0.9558 0.9289
P[Recurrence] 0.9650 0.9790
P[100%recurrence|recurrence] 0.1618 0.1380
Table 2.

Recurrence metrics for the vecurrence matrices of Figure 6’ theoretical simulation and empirical simulation
obtained for a Euclidean vadius of 0.1.

In Table 2, we provide the main recurrence metrics for both the theoretical
simulation and the empirical results from the quantum device, using a radius of 0.1. In
this case, for 1000 iterations, the differences between the theoretical simulation and
the physical device’s implementation are not large, the values are close to each other.

The main differences are that the physical device simulation has a slightly higher
number of lines with recurrence, but it has a lower number of lines with 100%
recurrence, leading to a higher recurrence probability but a lower probability of a
randomly chosen line with recurrence being a line with 100% recurrence, the average
recurrence strength is also smaller for the physical device.

This is consistent with a higher number of interrupted diagonals in the physical
device implementation which is, in turn, consistent with the presence of noise associ-
ated with the physical device and the quantum measurement itself.

In both cases, the probability of a randomly chosen diagonal to contain recurrence
points is high, however, the probability of a randomly chosen diagonal with recur-
rence points to be a 100% recurrence line is low, which indicates that the majority of
lines with recurrence are either broken lines or contain disconnected dots, the domi-
nance, in this case is of interrupted diagonals (unstable cycles), since the average
recurrence strength in both the theoretical simulation and the empirical implementa-
tion in the physical device have a higher than 90% average recurrence strength, which
indicates that, on average, the diagonals with recurrence have more than 90% of their
size occupied by recurrence points, for this radius. This indicates that there are strong
recurrence signatures.

The existence of lines with 100% recurrence, and the grid-like pattern in the
colored recurrence plot is evidence of regularities possibly associated with a resilient
periodic or quasiperiodic structure that needs to be researched.

In this case, for the theoretical simulation, we find the presence of three 100%
recurrence distances corresponding to three cycles, a 21 iterations cycle, a 26 iterations
cycle and a 47 iterations cycle. As the total number of iterations is increased and the
corresponding 100% recurrence lines are calculated, we find that only these three
cycles appear associated with these lines.

The frequencies with which these cycles appear increase linearly with the total
number of iterations as can be seen in Figure 7, which shows the absolute frequencies
of the estimated distances between 100% recurrence lines, estimated for the recur-
rence matrices with 0.1 radius, with the total number of iterations increasing from
1000 to 10,000 in steps of 1000.
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This increase in frequency with the iterations and the multiple distances
corresponding to different cycles in the recurrence matrix constitute evidence favor-
able to the presence of a resilient quasiperiodic structure.

The dominant cycle is 21, followed by the 26-period cycle and, finally, the
47-period cycle. These quasiperiodic signatures are resilient class 2 recurrence signa-
tures that intermix with the class 3 recurrence signatures, in this way, we have
evidence of a class 4 recurrence structure, that is, a dynamics that intermixes elements
of class 2 and 3.

For the experimental simulation in the quantum device, these cycles also appear,
however, other 100% recurrence lines also appear and the cycles are unstable, that is,
they last for long sequences of iterations but they are eventually interrupted.

This is linked to two factors: random fluctuations associated with quantum
measurement and environmental noise.

In this way, a smaller resilience of these quasiperiodic signatures is expected
in the experimental implementation, however, there are a few features that become
relevant.

Of the different cycles, there is one that appears often as dominant in the
recurrence structure, this is the 47-period cycle, which by contrast is less frequent in
the theoretical simulation, this is one of the major differences between the theoretical
and the empirical simulation.

Other cycles also appear at some iterations. However, all these cycles are
eventually interrupted, and even so, the basic quasiperiodic skeleton resurfaces.

These results are shown in Figure 8, which shows, for the empirical simulation in
the physical device, the absolute frequencies of the estimated distances between 100%
recurrence lines, estimated for the recurrence matrices with 0.1 radius, with the total
number of iterations increasing from 1000 to 10,000 in steps of 1000.

Figure 8 contrasts with Figure 7 on several points, first, besides the 21-, 26- and
47-period cycles there emerges a 68-period cycle, a 115-period cycle and a 162-period
cycle, and the 47-period cycle is dominant, instead of the 21 and 26 periods, as stated.

Secondly, these cycles, while present at a certain number of iterations, tend to
disappear for a higher number of iterations and then resurface, which means that the
100% recurrence lines, in the physical device, while appearing in iterations with a
long number of steps, with the 47-period cycle and the 68-period cycle standing out

Figure 7.
Statistical distribution of the distances between the 100% recurrence lines for the theovetical simulation with
I = 0.550129597 and the total number of iterations increasing from 1000 to 10,000 in steps of 1000.
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Figure 8.

Statistical distribution of the distances between the 100% recurrence lines for the empirical simulation on
“tbm_q_belem” with r = 0.550129597, and the total number of iterations increasing from 1000 to 10,000 in steps
of 1000, using 5000 rounds for extracting the quantum averages.

for a 7000 iterations simulation, disappear as the number of iterations is increased
which means that the dynamics for the quantum averages is recurrently revisiting the
neighborhood of unstable periodic orbits much in the same way as a classical chaotic
dynamical system does.
The recurrence structure is driven closer to the topological signatures that also occur
in classical chaotic dynamics near the onset of chaos, but already in the chaotic regime.
In the physical device, the dynamics is influenced by the noise and the random
fluctuations associated with quantum measurement, leading to fluctuations around
the theoretical quantum averages, this factor, and the intrinsically complex mixture of
the class 2 and class 3 dynamics, effectively leads to this type of topological signatures
that are close to the recurrence signatures of a chaotic dynamics near the onset of
chaos.

Now, going beyond the above recurrent network comprised of only two neurons,
there is a generalization of this network that intermixes feedforward and recurrent
connections.

3. The ring network

The network that we will, now, be addressing is the quantum ring network shown
in Figure 9. The network is simultaneously a multilayer deep neural network but can
also be considered a variant of a quantum cellular automaton.

Defining the binary string s ass = sos1 ...5x_1, with5; € {0, 1}, forj = 0,1, ..., K — 1,
the general state of this network, expanded in the firing pattern basis, is given by the
normalized state vector:

> = wls> (16)

With the unitary operators defined as:
Uo =1 ®K51) @Po + U, ( ®5) @ P (17)
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Figure 9.
Quantum ring network.
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The operator U, is given by Eq. (12) and the unitary map for the network is
defined by:
F=Ug1..U1Uo (20)

In the network’s simulations, we assume the initial state as:

Dols>
ly(0)> = Vol (21)

In this case, instead of the quantum averages for the projectors, we study the local
neural firing operators defined as:

1
- (®§:01) ®I1> < 1|( ®K JLI) 22)
Leading to the eigenvalue equation:
Njl|...sj... > = 5] .55 .0 > (23)

We will be studying, in the simulations, the dynamics of the tuple of quantum
averages for these projectors, defined as:

N(t) = ((w(®)INolw (), (w (@) Nl (), ..., (W (e)|[Nk-alw(2))) (24)

The above tuple’s sequence can be embedded in K-dimensional Euclidean space. In
Figure 10, we show the dynamics for » = 0.95, 5000 iterations and a three-neurons’
network, for which we embed the sequences of the quantum operators N;’s averages in
three-dimensional Euclidean space, we also show the iterations’ sequence.
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Figure 10.

Embedded dynamics (left) and scatterplot for the local neuron operators’ quantum averages (vight) for a
simulation of the ring network with three neurons, r = 0.95, 5000 iterations are shown after 1000 iterations were
dropped for transients.

Considering the iterations sequence, the dynamics for the local neural firing oper-
ators’ quantum averages seems to be random-like, however, there is an attractor
structure visible in the three-dimensional embedding.

When the number of neurons is increased to four, as shown in Figure 11, the
dynamics is random and the three-dimensional projection of the four-dimensional
attractor is a random scatterplot. In Figure 12, we show the colored recurrence plots
for each of the two simulations.

Figure 11.

Three-dimensional projection (left) and scatterplot for the local neuron operators’ quantum averages (right) for a
simulation of the ring network with four neurons, r = 0.95, 5000 iterations are shown after 1000 iterations were
dropped for transients.

0 000 2000 X0 000

P 883
HEE)

Figure 12.
Colored recurrence plot for the three-neurons’ network’s simulation (left) and for the four-neurons’ network’s
simulation (right).
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Metrics K=3 K=4
Number of lines with 100% recurrence 10 0
Number of lines with recurrence 4769 4747
Number of diagonals 4999 4999
Average recurrence strength 0.0357 0.0056
P[Recurrence] 0.9540 0.9496
P[100%recurrence|recurrence] 0.0021 0
Table 3.

Recurrence metrics for the vecurrence matrices for the three- and four-neurons’ networks’ simulations obtained for
a Euclidean radius of 0.1.

Considering the recurrence structure, for the colored recurrence plots and the
recurrence metrics for a radius of 0.1 (shown in Table 3), we find that the recurrence
probability is high for both networks (near 95%), however, the average recurrence
strength is low for both networks, which contrasts with the previous results for the
two-neurons’ network, indicating the emergence of random-like topological signa-
tures that tend to occur in chaotic dynamics.

In this case, the four-neurons’ network is close to class 3, since it has high
recurrence probability, low average recurrence strength and no line with 100%
recurrence, while the three-neurons’ network has 10 lines with 100% recurrence,
the three-dimensional projection also shows a random-like distribution of points.
Since the sequence of quantum averages results from the application of the unitary
quantum map, the sequence is actually deterministic, thus, the sequence is actually
pseudorandom.

In the case of the three-neurons’ network, the dominant part of the recurrence
structure is also random-like, indeed, the average recurrence strength is low, which
means that, on average, the diagonals with recurrence are only 3.57% occupied with
recurrence points and the probability of finding a diagonal with 100% recurrence
from a random selection of diagonals with recurrence is just 0.21%, while 95.40% of
the diagonals have recurrence points. This means the signatures are also of a predom-
inant class 3 recurrence structure.

Also, for the three-neurons’ network, as the number of iterations is increased,
unstable cycles emerge, with 100% recurrence lines appearing and then disappearing
with the increase in the number of iterations, which are topological features of chaos.
This might lead one to consider that the three-neurons’ network was a class 3 network
with topological markers similar to those of a chaotic dynamics. However, it still has
features of class 4 dynamics, with a resilient quasiperiodic skeleton appearing.

Indeed, considering a sequence of simulations from 2000 to 10,000 iterations of
this network, in steps of 1000, and calculating the number of cycles, linked to the
distances between 100% recurrence lines, for each case, we find that there are unsta-
ble cycles appearing as 100% recurrence lines and then disappearing with an increas-
ing number of iterations, this includes a 79-period cycle and a 580-period cycle.

However, there are other cycles that appear as distances between 100% recurrence
lines as the number of iterations is increased and that seem to rise with the total
number of iterations, these cycles are 299, 388, 499, 617, 728 and 887, Figure 13 shows
these cycles’ counts with the iterations increasing from 2000 to 10,000 in steps of
1000. Of notice, all of these resilient cycles tend to increase with the number of
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Figure 13.
Persistent cycles associated with distances between 100% vecurvence lines for increasing number of iterations for the
three-neurons’ network, with the number of iterations increasing from 2000 to 10,000 in steps of 1000 and

r=0.95.

iterations in a ladder-like way, except for the 887 cycle which appears only one time
and remains as a distance between two diagonals throughout the 10,000 iterations.

Another important point is that the attractor for the three-neurons’ network,
shown in Figure 10, is fractal with a box-counting dimension of 2.1498, using a four-
decimal places approximation. Figure 14 shows the dimension estimation with a fitted
line, the resulting R” is of 99.7101% and the p-value associated with the slope is 0.0.
The box-counting dimension shows that the attractor in Figure 10 has a dimension
that is between 2 and 3 dimensions.

The occurrence of fractal attractors in QNNs’ dynamics is not exclusive of the
above three-neurons’ network, indeed, for the physical simulation of the previously
studied two-neurons’ network, in the case of 10,000 iterations, the
“ibm_q_experience,” which, as we saw produced topological markers similar to those
of chaos, leads to a form of a sheet that mirrors the triketa shape but with some
dispersion, this sheet also has a fractal structure.

In Figure 15, we show the resulting attractor along with the estimation of the box-
counting dimension, in this case, the estimated dimension is 1.9225, the resulting R?is
of 99.8504% and the p-value associated with the slope is 0.0.

10 15 20 25 30
log Us

Figure 14.
Estimation of box-counting dimension for the attractor in Figure 10.
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Figure 15.

Simulation of the two-neurons’ quantum recurrent neural network on the “ibm_q_belem” device (left), for
Ir'=0.550129597, with 5000 rounds sent for each iteration and 10,000 iterations kept after the first 1000
iterations were dropped for transients, box-counting dimension estimation (right).

In this case, unlike the three-neurons’ network, which had an estimated fractal
dimension between 2 and 3, the estimated fractal dimension for the triketa-like
attractor is between 1 and 2, which has the form of a sheet, due to the dispersion
induced by noise. In [26] for a quantum stochastic process introduced for this network
which included noise in the quantum map also led to a fractal dimension between 1
and 2 for the resulting attractor for the same parameter as the one of Figure 15, in that
specific case, the estimated dimension was of 1.8927.

As an added note, while most of the points follow the attractor shape, environ-
mental noise fluctuations also led to additional quantum errors that led to the occur-
rence of a few residual number of points outside the attractor, this can be observed as
a straight line that occurred outside the triketa and that is visible in Figure 15 (left).

These points are not linked to initial transients. They occurred due to noise,
corresponding to residual points that are registered in the topological signatures of the
quantum averages as random fluctuations that did not lead to a deviation in the
scaling of the attractor with the boxes falling close to a straight line in the log-log plot,
showing evidence of the fractal scaling.

The fact that the dimension is between 1 and 2 is linked to the noise-like fluctua-
tions which, as can be seen in Figure 15, leads actually to a sheet-like structure
dispersion of points that follows the triketa, a sheet-like fractal structure as stated also
occurred in [26] for the triketa attractor in the case of the stochastic quantum map.

In terms of quantum chaos research, these findings also reinforce other recent
work in quantum chaos that also used sequences of averages and embedding methods
having identified the emergence of attractors in open quantum systems with the
application of topological data analysis methods [29].

The difference, in the case of QNNs, is that one does not start from a classically
chaotic system, but rather from a quantum computing network, that is, one is dealing
with networked computation.

The emergence of complex attractors in this last case results from the distributed
computing dynamics itself. Furthermore, in the case of the unitary map, the dynamics
is globally conservative but locally dissipative, that is, each neuron’s dynamics is
described by a dissipative quantum map.

As studied in detail in [12], for the two-neurons’ recurrent network, the entangle-
ment changes with time, leading to local neuron-level von Neumann entropy fluctu-
ations, the study of these fluctuations reveals also complex patterns, that is, the
complexity of the network’s dynamics extends to the von Neumann entropy dynamics
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itself. Also, for the global unitary operators, in the case of QNNs, the eigenstates are,
in general, entangled states for the networks, which reflects the networked nature of
the quantum system in question.

4. Conclusions

We reviewed the application of the concept of a unitary quantum map to a quan-
tum recurrent neural network comprised of two neurons and a QNN with ring topol-
ogy that includes a feedforward and a recurrent connection, finding, in both cases,
complex dynamics with topological signatures typical of chaos and a quasiperiodic
resilient skeleton, which characterizes the dynamics as a class 4 recurrence dynamics
(edge of chaos).

The quasiperiodic skeleton was also observed in the simulation on IBM’s quantum
device “ibm_q_experience,” but the quasiperiodic signatures are shown to be unsta-
ble, and revisited recurrently but occurring as broken long diagonals in the recurrence
matrix corresponding to unstable cycles.

Class 3 (random dynamics) and class 2 (regular periodic or quasiperiodic dynam-
ics) were also illustrated. Finally, for both the three-neurons’ cycle network and the
two-neurons’ network’s simulation in the quantum device, fractal attractors were
shown to be present.

The results reinforce and expand on the previous research into QNNs as complex
dynamical systems, also showing how the application of quantum unitary maps and
recurrence analysis methods can be effectively employed to study the dynamics of
these networks, and how concepts from classical complexity research carry over to
quantum complexity research, including the four classes of dynamics that occur for
cellular automata, random Boolean networks and coupled map lattices, that can also
be identified in the context of recurrence analysis with effectiveness in the character-
ization of the dynamics of these networks.

In terms of quantum computer science and technologies, these results have impli-
cations for the context of quantum distributed computation and the possible dynam-
ical patterns that may occur.

In particular, in the case of class 4 dynamics, the intermixing of chaos-like topo-
logical signatures with interrupted diagonals and scattered dots in the recurrence
structure, associated with unstable cycles, combined with resilient quasiperiodic sig-
natures means that a form of dynamical memory may be possibly computationally
exploited when dealing with quantum computing networks operating as quantum
dynamical systems.

On the other hand, the emergence of random-like sequences of quantum averages
with the increase in the number of neurons in the ring network demands further
study.

From the standpoint of quantum chaos research, these networks may provide for
additional models that may lead to complex attractors with fractal signatures and
chaos-like recurrence signatures. In this case, the methods of quantum chaos research
into unitary and dissipative quantum maps are already shown to be effective when
dealing with the dynamics of QNNs.
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Chapter 7

An Alternative Approach to
Probability in Quantum
Information Science

Christian Jansson

Abstract

This chapter provides a probabilistic framework for formulating classical
probability theory, quantum probability, thermodynamics, diffusion, and the Wiener
integral using a set of four axioms or principles. It explains everything that conven-
tional quantum information theory and classical probability theory achieve. We want
to emphasize that this framework is not an interpretation of quantum mechanics such
as “Many-Worlds,” “Bohm’s Theory,” or the “Copenhagen interpretation.” It is much
more general and can be viewed as a probability algorithm that calculates probabilities
of future events. As a result, previously perplexing paradoxes find resolution. In
particular, the superposition principle takes on a new meaning. Our probabilistic
framework stands apart from the Hilbert space formalism. It relies solely on elemen-
tary set theory, classical logic, and complex numbers. Consequently, this theory is
accessible for instruction in educational settings. This framework can be regarded as
an axiomatic approach to probability in the sense of Hilbert. In his sixth of the twenty-
three open problems presented at the International Congress of Mathematicians in
Paris in 1900, Hilbert called for an axiomatic probability theory.

Keywords: quantum information theory, quantum physics, probability axioms,
Feynman’s formulation, thermodynamics, diffusion, Brownian motion

1. Introduction

The true logic of the world is in the calculus of probabilities. James Clerk Maxwell

According to the Cambridge dictionary, probability is a nonnegative number
representing how likely a particular outcome in a random experiment will happen.
David Hilbert introduced his renowned set of fundamental problems, including the
sixth problem, which aimed to establish an axiomatic foundation for probability
theory, much like geometry. Several notable responses to Hilbert’s challenge have
resurfaced since then, see [1]. However, it is worth noting that more than a century
later, von Weizsdcker ([2], p. 59), further delved into this topic:
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Probability is one of the outstanding examples of the epistemological paradox that we
can successfully use our basic concepts without actually understanding them. von
Weizsiacker [2]

Even today, classical probability, its axioms, and how to assign probabilities to ele-
mentary events is a philosophical dispute discussion. There are various interpretations of
probability, including one of the oldest, the frequency interpretation. See [1, 3], and the
literature therein for different interpretations and axioms.

The concepts of information and probability are closely linked. For instance, the
Shannon concept of information relies on probability, such as the thermodynamic con-
cept of entropy. In the same way, quantum states are probabilistic states of information.

About the probability in quantum information science, Weinberg [4] writes:

Even so, I'm not as sure as I once was about the future of quantum mechanics. It is a
bad sign that those physicists today who are most comfortable with quantum mechanics
do not agree with one another about what it all means. The dispute arises chiefly
regarding the nature of measurement in quantum mechanics. Weinberg [4]

Regarding quantum probability problems, discussions often take on a strange and
peculiar attitude, as Fuchs [5] noted in his reflections on the annual conferences.

What is the cause of this year-after-year sacrifice to the “great mystery?” Whatever it
is, it cannot be for want of a self-ordained solution: Go to any meeting, and it is like
being in a holy city in great tumult. You will find all the veligions with all their priests
pitted in holy war — the Bohmians [3], the Consistent Historians [4], the
Transactionalists [5], the Spontaneous Collapseans [6], the Einselectionists [7], the
Contextual Objectivists [8], the outright Everettics [9, 10], and many more beyond
that. They all declare to see the light, the ultimate light. Each tells us that if we accept
their solution as our savior, then we too will see the light. Fuchs [5]

A detailed description of interpretations of quantum mechanics, including many
references, can be found in [6]. We also mention the easily readable WIKIPEDIA
article “interpretations of quantum mechanics.”

In this chapter, we introduce a predictive algorithm designed for calculating
probabilities concerning future macroscopic events or detector clicks. Our principles
maintain a strict separation of internal possibilities and outcomes, leading to a broader
scope than the axioms of quantum mechanics. This chapter summarizes some
essential parts of three lecture notes [7-10], including some corrections.

The chapter is organized as follows. The basic axioms of classical probability and
the fundamental add and multiply rule, meaning that “probabilities for disjoint events
are added, and probabilities for independent events are multiplied,” are introduced in
Section 2. Moreover, it is emphasized that classical probability and quantum
probability are not compatible. The main topic of this chapter is a probabilistic
framework, consisting of four general principles, which, in particular, allow the
reconstruction of classical probability and quantum probability. These principles form
the content of Section 3. Several examples, including the double-slit experiment, are
presented in Section 4. Some more details about Hilbert’s sixth problem are given in
Section 5. In Section 6, we show that our probabilistic framework is consistent and
contains a U(1) symmetry as in quantum electrodynamics. In Section 7, we present
the reconstruction of Feynman’s formulation of quantum mechanics, which is
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mathematically equivalent to Schrédinger’s theory and Heisenberg’s matrix
mechanics. Its close relationships to Brownian motion, Wiener integrals, and diffusion
are described in Section 8. The reconstruction of statistical thermodynamics,
described in Section 9, is a vital touchstone when applying a probabilistic theory.
Finally, some conclusions are given.

2. The Kolmogorov axioms

In 1933, Kolmogorov presented a mathematical theory of classical probability in
terms of some axioms that have since become standard. He uses elementary set
theory. Given two sets A and B, the union A B denotes the set whose elements appear
either in A or in B, or in both. The intersection AN B denotes the set whose elements
appear in both sets A and B. If A is a subset of B, then the complement A° is the subset
of B whose elements are not in A.

Kolmogorov’s axioms are based on two fundamental sets:

i. The sample space O of outcomes. The outcomes are also called elementary events.

ii. The probability algebra A of subsets of O that contains O itself and is closed
under complement and countable unions. Sometimes, this algebra is called
field. The subsets A € A are called events.

Moreover, there exists a mapping Pr, called probability from the field of
events A € A into the set of nonnegative numbers:

i,
A — Pr(A), 0<Pr(A)<1, Pr(0) =1, 1)

and for any countable set of disjoint events A,,, the equation

Pr <m©1Am> _ mf:l Pr(4,,). 2)

must be fulfilled.

The condition that probabilities are numbers between zero and one is essential
since otherwise, we cannot hope that the relative frequencies of an event A approach
PR(A). The relative frequency is the number of times the event A occurred in a series of
executions of an experiment divided by the number of executions, thus being
bounded between zero and one.

Two events A and B are called independent if both do not influence each other. For
instance, if we toss a coin twice and know the outcome A of the first toss, then this has
no influence on the result B of the second toss. The probabilities for independent
events are multiplied, that is,

Pr(AnB) = Pr(A)Pr(B). (3)

In summary, the probabilities of disjoint events are added, and the probabilities of
independent events are multiplied. This is the well-known multiply and add rule,
which holds valid already for Laplace experiments.
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The mathematics of Kolmogov’s probability theory is well understood, but its
interpretation is controversial, see also [3].

It is well-known that classical probability and quantum probability are incompat-
ible and contradictory. For example, Anthony Zee [11] writes on page 141 under the
title “Dice Unlike Any Dice:”

Welcome to the strange world of the quantum, where one cannot determine how a
particle gets from here to heve. [...] When a die is thrown, the probability of getting a 1
is 1/6. The probability of getting a 2 is, of course, also 1/6. Now, consider the following
question: What is the probability of getting a 1 or a 2 in one throw? The answer is
evident to gamblers and non-gamblers alike: The probability is 1/6 + 1/6 =1/3. In
everyday life, to obtain the probability of either A or B occurring, we simply add the
probability of A occurring and the probability of B occurring.

The quantum die is astonishingly different. Suppose we are told that for the quantum
die the probability of throwing a 1is 1/6, and the probability of throwing a 2 is also
1/6. In contrast to what our experience with ordinary dice might suggest, we cannot
conclude that the probability of getting either a 1 or a 2 in one throw is 1/3! It turns out
that the probability of throwing a 1 or a 2 can range between 1/3 and 0!

Apparently, quantum theory yields results other than classical probability theory,
and the question arises about a more fundamental theory below both theories.

The main aim of this publication is to present a general probability theory that
simultaneously allows the treatment of classical stochastic and quantum mechanical
experiments.

3. A unified probabilistic framework

An opinion on quantum mechanics, held by numerous physicists, is eloquently
articulated in the book authored by Susskind and Friedman ([12], p. 24):

For a classical system, the space of states is a set (the set of possible states), and the logic
of classical physics is Boolean. That seems obvious, and it is not easy to imagine any
other possibility. Nevertheless, the real world operates along different lines, at least
whenever quantum mechanics is important. The space of states of a quantum system is
not a mathematical set [6]; it is a vector space. Relations between the elements of a
vector space are different from those between the elements of a set, and the logic of
propositions is different as well.

Is a Hilbert space formalism and a modified logic indispensable in quantum phys-
ics? We describe a probabilistic framework that unifies classical mechanics, statistical
thermodynamics, and quantum mechanics, not based on Hilbert spaces but on classi-
cal logic. It is based on decidable alternatives, which we call outcomes. The outcomes
are described by sets consisting of elementary possibilities. Our approach partially
supports the opinion of Fuchs and Peres [13]:

The thread common to all the nonstandard “interpretations” is the desire to create a
new theory with features corresponding to some reality independent of our potential
experiments. But, trying to fulfill a classical worldview by encumbering quantum
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mechanics with hidden variables, multiple worlds, consistency rules, or spontaneous
collapse without any improvement in its predictive power only gives the illusion of a
better understanding. Contrary to those desires, quantum theory does not describe
physical veality. What it does is provide an algovithm for computing probabilities
for the macroscopic events ( “detector clicks”) that are the consequences of our
experimental interventions. This strict definition of the scope of quantum theory is the
only interpretation ever needed, whether by experimenters or theorists. Fuchs and
Peres [13]

In the following, we consider random experiments in the broadest sense. They are
described by three sets:

i. The possibility space P is a set with elements p € P. We call its elements
elementary possibilities.

=2

ii. The possibility algebra F is defined as the collection of subsets of P that
contains P itself and is closed under complement and countable unions, that
is, F is afield. The subsets F € F are called possibilities. If F does not correspond

to an elementary possibilities {p }, then F is called nonelementary.

=2

ili. The sample space O consists of pairwise disjoint sets F € F called outcomes. The
outcomes form a partition of the possibility space, that is, each elementary
possibility p € P is contained in exactly one outcome F. If an outcome F
consists of more than one element, we call its elements internal elementary

possibilities, which are accessible from F.

Additionally, we demand the existence of a function that evaluates possibilities:

iv. A probability amplitude is defined as a mapping ¢ from the possibility algebra
F into the set of complex numbers:

F— ¢p=¢(F)eC,FeF. 4)

We claim that these quantities satisfy two general principles or axioms.
First principle: Given a countable set of pairwise disjoint possibilities F,, € F, in
order that F = | J,,F, it is

or = Co(gFm) = o5, (5)

This principle is the superposition of probability amplitudes. It is very general
compared to Feynman’s first principle: “When an event can occur in several alterna-
tive ways, the probability amplitude for the event is the sum of the probability
amplitudes for each way considered separately” ([14], pp. 1-16). Feynman’s quantum
mechanics does not distinguish between outcomes, possibilities, and internal possibil-
ities. Hence, it differs from our framework. Moreover, Feynman uses the four-
dimensional space-time, and we require only the partitioning future, present,
and past.

Second principle: This is Born’s rule. It transforms probability amplitudes of out-
comes F to probabilities Pr(F):
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Pr(F) = |gg|* forall F€O, and Y |ogf* =1 (6)
FeO

Born’s rule states that the probability of measuring a specific outcome F is propor-
tional to the square of the absolute value of the probability amplitude associated with
that outcome. Summing up the probabilities of all outcomes, we get one, such that
Born’s rule implies a real probability measure on the sample space O. In particular,
classical probability is incorporated.

We call the quadruplet (P, F, O, ¢), together with these two principles, a possibility
measure space.

It is worth noting that, in the literature, a measure is often defined as a nonnega-
tive function, in contrast to the use of complex amplitudes here. Nevertheless, it is
crucial to emphasize that complex numbers are both indispensable and fundamental
for accurately describing quantum physical reality, as supported by several references:
[12], page 44, [7], Section 2.2, [15].

The probabilities for the outcomes belong to the prognostic category future. In the
category present, the experiment is performed. For example, a particle runs through the
experimental setup. This particle has no idea of the experimental setup and the placed
detectors. The only thing it does is to act according to the probabilities: There is no rest,
and the particle tends to move toward states of larger probability. Notice that this point of
view is fundamentally different compared to the widely celebrated wave-particle duality.

These two principles are mathematical conditions that must be satisfied for prob-
ability amplitudes. The first principle implies that it is sufficient to compute the
amplitudes for the elementary possibilities only. The second one, Born’s rule, says we
must calculate only the amplitudes for the outcomes. Now, we introduce two further
principles that help to compute concrete probability amplitudes.

Third principle: The amplitudes ¢y contribute equally in magnitude for all accessi-
ble elementary possibilities. They are proportional to some constant times a complex
number of magnitude one, namely

eiSE), (7)

The function S(F) is called the action of the elementary possibility F.
Feynman’s formulation of quantum theory is as follows:

The total amplitude can be written as the sum of amplitudes of each path - for each
way of arrival. For every x(t) that we could have - for every possible imaginary
trajectory - we have to calculate an amplitude. Then, we add them all together. What
do we take for the amplitude of each path? Our action integral tells us what the
amplitude for a single path ought to be. The amplitude is proportional to some
constant times exp (iS/h), where S is the action for the path. If we represent the phase
of the amplitude by a complex number, Planck’s constant h has the same dimensions.
Feynman and Hibbs [16], page 19.

In our third principle, no further requirements are made about the action, as is
necessary in the case of space-time paths. Consequently, this principle is very flexible
in describing physical problems outside space-time.

In classical probability theory, the Laplace principle of indifference says that all
outcomes are equally likely assigned with unit one. Hence, the difference is that we
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merely replace unit one with complex numbers of magnitude one. It follows that we
get back the theory of Laplace if we set the phase equal to zero.

Fourth principle: We call two possibilities F and G independent provided
their intersection is non-empty, and the occurrence of one possibility does
not affect the other one. Mathematically, independence is defined by the
equation:

PrnG = Pr @G- (8)

In other words, the joint amplitude is equal to the product of their amplitudes.

Feynman ([14], pp. 3-4), describes independence as follows: “When a particle
goes by some particular route, the amplitude for that route can be written as the
product of the amplitude to go partway with the amplitude to go the rest of the way.”
Independence is a fundamental concept in probability theory and statistics because it
simplifies calculations and allows for modeling complicated random experiments.
Laplace already introduced it in the late eighteenth and early nineteenth centuries. It
says that an experiment, which breaks down into a series of possibilities happening
independently, the probability of the occurrence of all possibilities is the product of
the probability of each. Our first and fourth principle shows that the well-known
multiply and add rule in probability theory carries over to complex probability ampli-
tudes for possibilities.

The physical content of this theory lies in the third principle via the classical action
S(F). In contrast, the other principles are purely mathematical and physically empty.
Notice that the stationary-action principle is a variational principle, yielding the
equations of motion in Newtonian mechanics, general relativity, and classical electro-
dynamics when applied to the corresponding action. For example, in general relativ-
ity, it is the Einstein-Hilbert action. In quantum field theory, the action is
incorporated into the path integral.

4. Examples
4.1 Tossing a die

A simple example is tossing a fair die. There are six elementary possibilities
1,2,3,4,5, 6 yielding the possibility space P = {1,2, 3,4, 5, 6}. The corresponding
possibility algebra F is the power set of P. The six outcomes correspond to the six
elementary possibilities. They form a partition of the possibility space. We define the
action as equal to zero. Then, the exponential interference term in Eq. (7) is equal to
one. We set

1
s =0, ou :\/—8, for all keP. 9)

Hence, the probabilities for all outcomes are 1/6, according to the second principle.
The first principle yields

137



Quantum Information Science — Recent Advances and Computational Science Applications

2
The value ‘ga {P}‘ >1is no contradiction because Born’s rule is only applied to the

outcomes, not to arbitrary possibilities. Notice that the probabilities of the outcomes
satisfy Kolmogorov’s axioms.

The probability amplitudes and the related probabilities are prognostic numbers
for future events. If we execute an experiment in the present, the results agree with
these probabilities.

4.2 Atom in two states

In his book, Smolin [17], Chapter 4, presents a simple quantum experiment of
an atom that can exist in two states: an excited state denoted as E and a ground state
with the lowest energy, denoted as G. The atom, while in the unstable excited state E,
has the capability to transit to the ground state G by emitting a photon. To explore
this, we place an excited atom inside a sealed box alongside a Geiger counter. Much
like the atom, the Geiger counter has two possible states: the yes-state Y, meaning that
it has detected a photon, and the no-state N indicating that no photon has been
detected.

Initially, the system is in the state (E, N) with the atom in the excited state and the
Geiger counter in the no state. After a certain duration, when we open the box, we
find that the system is in one of two possible states: Either it remains in the initial state
(E,N) or it has transitioned to the state (G, Y) with the atom in the ground state and
the Geiger counter in the yes state.

The postulates of quantum mechanics tell us that, before opening the box, the
system is in a superposition of both states

(E,N) and (N,Y). (11)

Smolin calls this the “in-between” state. However, we have never observed a
superposition after opening the box. This is a seemingly weird situation, as
Smolin writes. Then, he raises some questions. Why has quantum mechanics two
dynamical rules, the unitary evolution before opening the box, and the collapse into one
of the states (E,N) or (G, Y) when opening the box? This is in contrast to other
theories that only have one dynamic. Why does the process of measurement differ
from other processes? When does the collapse occur? Does it happen when the
particle interacts with the counter or when the box is opened, and an observer
becomes conscious of the outcome? These and other questions are typical in quantum
mechanics.

Our framework is purely probabilistic, calculating numbers of future events.
In the present, when performing an experiment, the detector clicks agree with the
calculated probabilities in the sense of relative frequencies. Questions as above do not
occur. For the atom with two states and the Geiger counter, the possibility space has
the form

P = {(E,N), (E,Y),(G,N), (G, Y)}. (12)

The related possibility algebra is the power set of P. The outcomes coincide with
the elementary possibilities. In other words, the sample space of outcomes and the
possibility space are identical if we identify p € P with {p} € F. There exist no internal
possibilities. We have a simple classical statistical situation.
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We set
@(E,Y) =¢(G,N) =0, ¢(E,N)#0, ¢(G,Y)#0. (13)

All quantities belong to the prognostic future, that is, they describe what might
happen. The nonzero amplitudes depend on the experimental setup, the type of
atoms, and how long the particle is in the closed box. Born’s rule tells us that

p(E,N)|* + |9(G,Y)]” = 1. (14)

In the present, the experimental results show that the atom tends to move to
higher probability outcomes. Nothing is strange; we require no “in-between”
superpositions.

Smolin’s example is directly related to the well-known Schrédinger’s cat thought
experiment, a famous quantum mechanical illustration devised by Schrédinger in
1935. It is designed to highlight the concept of superposition or “in-between” states
and the peculiar nature of quantum mechanics. In the experiment, a hypothetical cat
is placed in a sealed box with a radioactive atom, a Geiger counter, a vial of poison,
and a mechanism that will release the poison if the Geiger counter detects radiation.
According to the principles of quantum mechanics, before the box is opened and the
cat is observed, the cat’s state is in between alive and dead. In other words, until the
box is opened, the cat is considered alive and dead simultaneously. In our framework,
the cat is either dead or alive. Nothing strange happens.

4.3 The double-slit experiment

The double-slit experiment has been called “the most beautiful experiment in
physics” [18]. Frequently, its interpretation is that particles of matter behave like a
wave and that the act of observing a particle has a dramatic effect on the experimental
results. It can be performed with photons or electrons. Actually, experiments with
large molecules composed of more than 800 atoms indeed show interference. In 2012,
physicists from Vienna used large molecules called phthalocyanine, which can be seen
with a video camera exhibiting their macroscopic nature. The experiment is executed
such that only one molecule interacts with the setup. They arrive localized at small
places at the final wall of detectors, a behavior typical for macroscopic objects, not for
classical waves.

Imagine a source producing particles. Behind is a wall with two slits in it and, after
that, a screen of detectors. If we execute the experiment, some particles will bounce
off the wall, but some will travel through the slits and will arrive at the screen, see
Figure 1. We consider only the particles arriving at the screen. We define the ele-
mentary possibilities as follows: They are piecewise straight paths sad,,, sbd,, from the
source s, via the wall W with two slits 2 and b, to the detectors d,,,m = —I, ...,1
positioned on the screen D.

We consider three experimental setups. Firstly, only one slit is open. Secondly,
both slits are open, and thirdly detectors measure through which slit the particle goes.
We shall see how these changes in the experimental setup change the statistics
significantly.

Firstly, let slit b be closed, that is, only paths through slit a4 are relevant. Hence, the
possibility space is
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The double-slit experiment: a particle leaves source s, passes one of the two slits a or b, and is detected in d,, finally.

P = {sad,, : d,, €D}. (15)
We have no internal possibilities such that the sample space of outcomes
0={0,,: dneD}, Oy, = {sad,}€F (16)

corresponds uniquely to P. This is a classical experiment. Our third principle yields
the amplitude

(ﬂ(Odm ) = Psad,, (17)

via the action of the path sad,,. The squared magnitudes of the amplitudes are the
probabilities:

Pr(04,) = |pua, |’ (18)

In the same way, we obtain the probability

2

Pr(04,) = |@ga,| (19)

when slit 4 is closed.
Now secondly, we suppose that both slits are open. Then the possibility space
consists of all paths from the source to the detectors

P = {sad,,shdy, : a,b€W,d,, €D}. (20)
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We have internal possibilities since it cannot be observed through which slit the
particle goes in the present. The sample space of outcomes is defined as

0 ={0,, : dneD}, where Oy, = {sady,sbd,,}. (21)

Using the third principle, we set

= —eh

1
Dsad,, = \/ieh > Pspd,, \/i

and the first principle yields the amplitudes of the outcomes

L iS(sadm) 1 (:hdm) (22)

#({0a4,}) = Gua, + ¥pa, for all d,, €D. (23)

Born’s rule provides the probabilities of the outcomes:

2
1S (sadm) "r‘i LS (shdm)

5
V2’ V2
-1 ( s iSGbdm) D (24)

n ;(e,, (sadm)) * giSbdm) | (eg‘ssbdm)) ¥ e;[S(sadm)).

Pr(0,,) =

mdm)

Compared with the case where one slit is closed, the first term in this sum corre-
sponds to the classical probability The second term is responsible for interference.

In the case where (%) — ¢iS6hdm)  Eq. (24) yields

2
Pr(0y,) = 2|efStadm) ‘ (25)

Thus, the probability when only one slit is open is doubled, and we get

constructive interference. For the other extreme case where erS(dm) — _giS(sbdm)

the probability

, we get

Pr(0,4,) =0, (26)

yielding destructive interference.

We have computed only probabilities of future events, yielding a pattern of con-
structive and destructive interference. In the present, a particle chooses a path. Pref-
erably, those with high probability.

Finally, suppose we have information about the slit where a particle passes. This
information comes about by two additional detectors d, and d,, at the slits. Assume
that the detectors work correctly such that it cannot happen that a particle arrives at
detector d,, via slit b and detector d,, clicks, or both detectors d, and d;, do not click.

Then the possibility space is defined as

P = {sad,d,sbdyd,, - a,beW,d,, €D}. (27)

The outcomes are defined via the detector clicks at the screen and the
clicks of two additional detectors d, and d;,. Hence, we obtain the sample space of
outcomes:
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O = {0O4,4,>04,4, : dm €D}, (28)
where
Oua, = {sad,dn}, Ouya, = {shdydy}. (29)

Using Born’s rule, we get the classical probabilities:

%, Pr(Oa,) = |0a, |- (30)

Pr(odadm) = |¢mdm

In summary, the numbers computed for the three different experimental setups are
probabilities that describe how likely in the future a particle would meet one of the
detectors. In the present, the particle does not know anything about the experimental
setup. It passes the experiment with the tendency to move on exactly one path of higher
probability. Of course, in rare cases, the particle will also choose paths with low proba-
bility. This natural explanation is all what we need to know. We see that it is essential to
distinguish clearly between elementary possibilities and outcomes. Then interpretations,
such as “wave-particle dualism,” “many-worlds,” “non-locality,” and others are unnec-
essary. In particular, a material object does not occupy several locations at the same time
as Penrose writes in his excellently written book [19] on page 216:

As we have seen, particularly in the previous chapter, the world actually does conspire to
behave in a most fantastical way when examined at a tiny level at which quantum
phenomena hold sway. A single material object can occupy several locations at the same
time and like some vampire of fiction (able, at will, to transform between a bat and a
man) can behave as a wave or as a particle seemingly as it chooses, its behavior is governed
by mysterious numbers involving the “imaginary” square root of -1. Penrose [19]

Penrose gave, not unfounded, his book the title FASHION, FAITH, and FANTASY.
Our aim is, however, to show that the world is stochastic, at least their physical
descriptions, but in no way fantastical and mysterious.

Large macroscopic molecules or other objects can be described as a cloud of
elementary particles the constituents. Suppose the binding force between these con-
stituents is very weak. Then the constituents in this cloud can independently of one
another move through both slits yielding interference. But when the binding force
between the constituents is large, then all move through the same slit. Then we get a
stochastic pattern as in the case where only one slit is open.

It is easy to generalize the double-slit experiment to finitely many slits and to
finitely many subsequent walls. Then the possibility space consists of all possible paths
from the source via the walls to the detectors. Passing over to infinitely many walls
with infinitely many slits leads to Feynman’s path integral. For several other aspects of
slit experiments, see Jansson [9], Chapter 4.

5. Hilbert’s sixth problem

Hilbert’s sixth problem [20] asks how to axiomatize those branches of physics in
which mathematics, in the first rank the theory of probabilities, is prevalent. The aim
is to treat physics by means of axioms, as in geometry.
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Several different systems of axioms exist for probability theory. One of the most
commonly used and well-known sets of axioms is the Kolmogorov axioms. These
axioms are contained in our four principles via Born’s rule for the outcomes. Our
axiomatic approach to probability theory is similar to the axiomatic approach in
geometry, where the foundational principles, such as Euclid’s axioms, provide the
basis for the development of geometric concepts and theorems. The axiomatic system
in geometry consists of the following components:

* The primitives: points, lines, and planes.

* The axioms are statements about these primitives; for instance, two points are
together incident with one line.

* The laws of logic.
* The theorems that are the logical consequences of the axioms.

According to Hilbert, primitive terms are empty shells or placeholders with no
intrinsic properties. It means that instead of points, lines, and planes, we can also use
the words windows, chairs, and houses. A concrete meaning of the primitives of a
geometrical system yields a model of the axiomatic system, where all theorems are
true statements in this model. Our possibility measure space may be viewed as an
axiomatic probability theory in the sense of Hilbert’s sixth problem, which is com-
posed of the following components:

* The primitives: elementary possibilities, outcomes, and amplitudes.

* The axioms are statements about these primitives; for instance, each elementary
possibility is contained in exactly one outcome.

* The laws of classical logic.
* The theorems, such as the inclusion-exclusion principle [9].

We shall consider several concrete models of our principles or axioms, thereunder
Feynman’s formulation of quantum mechanics in space-time, Wiener processes, and
thermodynamics.

6. Consistency and symmetry

In the following, we prove the internal consistency of our probability theory,
ensuring that it remains free from contradictions. Furthermore, we establish that our
theory possesses a U(1) symmetry, meaning that all probabilistic statements remain
unchanged when the amplitudes associated with individual possibilities are
transformed by a single element of the U(1) group.

At first, we show that the probability amplitude ¢y is well-defined, that is, the
amplitude should not depend on the partitioning of F. If F contains one element, there
is nothing to prove. For two disjoint elements where F = | J{F1, F»}, the amplitude
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®r = @, + @p, = @F, + @r, is well-defined. In the case of three pairwise disjoint pos-
sibilities Fy, F,, F3, we partition F = | J{F1, F2, F3} as follows:

F19F2’F3; U{FlaFZ}’F3; U{F1,F3}9F2; U{FZ’F3}yF1- (31)

Complex addition is associative and commutative. Hence, in each case, the first
principle yields

@r = @p, + @p, + @r,, (32)

and ¢y is well-defined. Analogously, the same holds true when the partitioning
consists of more than three elements:

Yr = Zcopm. (33)

The second principle, Born’s rule, requires that the sum of the square of the
magnitudes of all probability amplitudes that correspond to the outcomes is one. This
is a simple normalization condition that can always be achieved.

Finally, due to Born’s rule, multiplying all probability amplitudes with the same
element ¢’ € U(1) does not change the probabilities. Thus, our possibility measure
space has a symmetry with respect to the fundamental symmetry group U(1). It is
well-known that quantum electrodynamics has a U(1) gauge symmetry, justified by
the fact that the absolute phase of the wave functions of electrons, photons, or other
particles cannot be measured.

7. Reconstruction of quantum mechanics

In this section, we present a reconstruction of Feynman’s quantum mechanics,
rooted in the concept of path integrals. It is well-established that his theory is mathe-
matical equivalent to both, Schrédinger’s and Heisenberg’s quantum formulations.

We introduce Feynman’s path integral with the help of zigzag paths x(t): Let a
particle move from position x, at time ¢, to x, at time t;, in space-time. The time is
divided up into #» smaller segments t, =to <t; < -+ <t,_1 <t, =t;,. All have the length
e=(tp —t,)/n.

The possibility space P contains finitely many zigzag paths from a = (x,,t,) to b =
(xp,tp) where b varies in some subset B of the space-time. This subset may consist of
various points where detectors are positioned. The possibility algebra F is the power
set of P.

For fixed b € B, the nonelementary possibility

F(b,a) = {x(t) €P : x(ty) = x4,x(tp) = x,} €F (34)
defines an outcome. The sample space O consists of all sets F(b, a) where b varies
in B. They are pairwise disjoint and form a partitioning of P.

Let ¢ = (x,2.) € C be a space-time point such that z, <z, <t,. We define the
nonelementary possibility

F(b,c,a) = {x(¥) : x(ts) = x4, x(t;) = x,,x(p) = x5} €F. (35)
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Then
F(b,c,a) =F(b,c)nF(c,a), (36)
where the sets on the right-hand side are defined as above. It follows that

F(b,a) = |JF(b,c,a). (37)

ceC

Since the paths x(t) € P are pairwise disjoint, the first principle implies Feynman’s
path integral:

o(F(b,a) = > o{x®)}). (38)

x(t)€F(bya)

The amplitude ¢(F(b,a)) is well-known and also called Green’s kernel of motion.
Frequently, it is denoted by K(b, a). Using Born’s rule, we get the probability

Pr(b,a) = |K(b,a)|* to move from a to b.
The action of a path is defined as the integral over its Lagrangian L
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S({x()}) = JL(J'c,x,t)dt. (39)

174

We obtain the amplitude for the elementary possibilities with the third principle:

i
({0 = const. exp(S({x() ). (40)
We consider only zigzag paths. Thus, the action takes the form
N e O
S(4x(0) —;L< o % ), (41)

Formula (38) is the essence of the quantum formulation of Feynman. Now, we ask
how to calculate the sum over all paths. We remember the Riemann integral of some
function f, which is approximated in the form

Xb

[ £ o > ), (42)
j=0

Xa

where the points x; are equally spaced. This sum depends on the number 7.
In this form, a limit would not exist. But the normalization factor 6 = (x;, — x,)/n
yields

Xb

J f(x)dx = lim (5]_20 f(xj)> : (43)

Xa
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Similarly, we must introduce a normalization factor for the path integral. This is
not trivial in concrete experiments.

Putting all together and taking the limit e = (¢, —t,)/n — 0, Feynman’s path inte-
gral Eq. (38) can be written as

dx1 dxn,1

K(b,a) = lim%J---J exp<%$({x(t)})) 2 A (44)

e—0

where A is a normalization constant depending on the Lagrangian.
The classical action is additive. Hence, Eq. (37), the first and fourth principle imply

S(b,a) =S(b,c) + S(c,a), (45)

and it follows that

K(b,a) :J K (b, c)K (c, a)dx.. (46)

Xe

More general, for (n + 1) points we get

K(b,a) :J

X1

J J Kb,n—1)K(n—1,n—2)--K(1,a) dxidxy---dx,—1 (47)
X2 Xn—1

where

. 1 i Xi —Xi_1 Xi+xi1 ti+ti_
I<(],]_1):ZeXP<E€L(] 8] 1’ j 2] 1’ j 2] 1)) (48)

Now, we change the notation x;, = x,¢, =t,x, = y,t, = s. Then formula (46) can
be written as a wave function, well-known in quantum theory:

o(x,t) = JK(x,t;y,s)(p(y,s)dy. (49)

This formula says that the probability amplitude for the outcome of arriving at the
point (x,?) is equal to the sum over all amplitudes to reach at (y,s) multiplied by the
amplitude to move from (y,s) to (x,t).

In the prevailing formulation of quantum mechanics, the Schrédinger equation
serves as the fundamental postulate. This equation can be derived from Eq. (49). We
make an initial order approximation of the wave function with respect to the time
interval ¢, resulting in the formula:

p(x,t +¢e) = %J exp <8%L(g%, ijLy,t)>(p(y,t)dy. (50)

For example, in the special case of the Lagrangian L = mx? + V(x), we substitute
y = x + u, integrate, and expand the resulting equation to first order in ¢ and second
order in y, yielding the Schridinger equation
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The corresponding normalization constant turns out to be (see [21], Section 6)

e 27Tfl€l. (52)
m

Using our probability theory, we successfully reconstructed Feynman’s formula-
tion based on path integrals, ultimately deriving the Schrédinger equation. The pro-
cess of quantization naturally emerges from this equation, establishing it as a direct
outcome of our probabilistic framework. Furthermore, it is worth noting that quanti-
zation can also be derived directly from the path integral, as demonstrated by Kleinert
(cf. [21], Sections 2.6 and 9.2). In contrast, classical probability theory does not imply
the concept of quantization.

It can be shown that, in the limit case, the paths may exhibit continuity but lack
differentiability throughout space-time. In other words, the velocity is discontinuous
at every point.

The phase space path integral offers a broader perspective compared to the
space-time path integral discussed above. It introduces momentum as a crucial
parameter, establishing a connection between quantum mechanics and the
Hamiltonian formalism.

We will not provide a detailed derivation of this path integral formulation. For an
in-depth exploration of path integrals, including comprehensive information and
references, readers are encouraged to consult Kleinert’s monograph [21] and the
related literature. Additional insights on this topic can be found in the works of
Feynman (cf. [14, 16, 22]).

8. Diffusion and Wiener Integral

Readers with knowledge of statistical mechanics will readily observe a striking
resemblance between Feynman’s formulation and the concept of Brownian motion,
where discretization mirrors the behavior of discrete-time random walks. In fact, the
path integral formulation is closely related to the mathematical framework of
Brownian motion. In this section, we aim to briefly outline the connections between
quantum path integrals, Brownian motion, diffusion processes, and the Wiener inte-
gral. For a more comprehensive exploration, readers are encouraged to consult
Zeidler’s book [23], Chapter 11 and explore the relevant literature.

The heat equation is defined as a partial differential equation, specifically
addressing an initial value problem with an initial time parameter s:

% = —K%Cp(x,t) —V(x)p(x,t), t>s, @(x,5) = @o(x). (53)
X
In addition to its wide-ranging applications in scientific domains such as

probability theory, financial mathematics, and image analysis, this equation provides
a fundamental description of heat propagation within an isotropic and homogeneous
medium. In this context, the variable ¢(x,) represents the temperature at a specific
spatial point, denoted by x, and at a particular moment in time, by ¢. Furthermore, this
equation serves as a diffusion equation when applied to a mass density, with ¢(x,?)
representing this density. At the microscopic level, diffusion is intimately connected
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to Brownian motion, which characterizes the stochastic and random movement of
microscopic particles within gases or liquids.
In the book of Zeidler [23], Section 11.8, it is proved that its solution is

o(x,t) = JK(x, £59,5)po(y)dy, (54)

where the heat kernel has the form

K(x,5,5) = 1imﬂ---Jexp(—S({x(t)})) % ---dxf. (55)

e—0

The symbol S represents the discrete action associated with a linear zigzag path,
denoted as x(t) = (x(¢;)). For a Lagrangian, which is defined as the difference between
the kinetic energy and the potential energy V, we have the expression:

S(tx() = 3 (B

j=1

)2 +V(x)e. (56)

&

We take the same discretization as in Section 7. The resulting normalization con-
stant for points in the three-dimensional position space is

A= (471'1(8)3/2. (57)

Much like Feynman’s path integral, the heat kernel denoted as K(x,t;y,s) represents
the summation over all possible paths connecting the initial point y to the final point x.

The path integral in Eq. (55), which is also known as a Wiener integral, possesses a
well-defined and rigorous interpretation as a classical measure within the realm of
continuous functions ([24], Vol. II, Section X.11).

9. Thermodynamics

It is an important touchstone to reconstruct thermodynamics using our probability
framework. For a more in-depth exploration of this reconstruction, we refer to Jansson
([9], Chapter 5). For those seeking a comprehensive introduction to the theory of
thermodynamics, we recommend Penrose ([25], Chapter 27), and Ben-Naim [26, 27].

In thermodynamics, we often deal with an enormous number of constituents. To
illustrate, just one mole of molecules corresponds to Avogadro’s number, which is
approximately on the order of 10%. Consequently, thermodynamics fundamentally
operates as a statistical theory.

The large collections of constituents are described in terms of microstates, where
each constituent possesses attributes such as position, momentum, or energy. A
microstate represents a specific configuration of a system where all microscopic
variables are precisely determined. Microstates are distinct possibilities; they
either occur or do not in the present, but two or more microstates cannot coexist
simultaneously.

Macrostates, on the other hand, pertain to the overall thermodynamic system.
These macrostates are characterized by a small set of macroscopic variables, such as
the total energy E, pressure P, volume V, temperature T, or the total number N of
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molecules. Throughout the following discussion, we will use M to denote a macrostate
and y to denote a microstate.

The number of microstates, each representing precise configurations with exact
microscopic values, can be immensely large. In contrast, a macrostate is defined by the
fixation of a small number of macroscopic variables. Each macrostate encompasses a
multitude of microstates, often referred to as accessible microstates. The multiplicity of a
given macrostate denoted as M is the number of its accessible microstates and is
represented as Q(M). The total multiplicity, denoted as Q;, is the sum of all the multi-
plicities Q(M).

Macrostates are measurable in contrast to microstates, and they effectively parti-
tion the set of all microstates within the system.

The foundational principle of statistical thermodynamics asserts that all microstates
within a system are equiprobable. As a consequence of this principle, the probability
associated with a macrostate M is determined by the ratio of the multiplicity of that
macrostate to the total multiplicity:

QM)

Pr(M) = o (58)

The obvious way to merge statistical thermodynamics with our probability frame-
work is to identify the microstates y as the elementary possibilities p €P and to
associate the macrostates M, as measurable states, to the outcome F € O.

Now, we can reevaluate the probabilities associated with macrostates Eq. (58)
using our probabilistic framework. Our third principle posits that all elementary pos-
sibilities contribute equally in magnitude, meaning that the microstates y can be
expressed with amplitudes as follows:

¢, = const ¢Sk (59)

Without further knowledge about the actions of the constituents, it is reasonable to
assume that the action S(u) is uniformly zero for all microstates. This choice renders
the exponential term equal to one, indicating no interaction or interference. Further-
more, we set:

1
const = —————— . (60)
Qpor Q(M)

Then

1
" Jamann o

Since the microstates are mutually exclusive, we can invoke the first principle.
Consequently, the probability amplitude of a macrostate M takes the form:

N, - LR (107}
wM—M;wwﬂ—s!(M) Ty~ \ % (62)

Following Born’s rule, we obtain the classical probabilities for the outcomes as
expressed in Eq. (58) when we compute the squared magnitude of probability
amplitudes.
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It is important to note that in our derivation, we did not employ the
thermodynamic principle of indifference. Rather, our approach hinges on setting the
action of all elementary possibilities (microstates) to zero. This choice pertains to the
experimental setup rather than making a statement about probabilities.

Einstein writes about thermodynamics:

A theory is the more impressive the greater the simplicity of its premises is, the move
different kinds of things it relates, and the move extended is its avea of applicability.
Therefore the deep impression which classical thermodynamics made upon me. It is the
only physical theory of universal content concerning which I am convinced that within
the framework of the applicability of its basic concepts, it will never be overthrown.
Albert Einstein, autobiographical notes (1946)

with our probabilistic framework, we have covered many applications and
reconstructed theories in addition to statistical thermodynamics.

We have introduced a probability theory describing future events. The future is
timeless. Not surprisingly, the foundational theory of statistical thermodynamics,
almost universally applicable, is also inherently timeless, as highlighted by the work of
Ben-Naim [26]. The second law of thermodynamics and the concept of entropy are
independent of time. This perspective aligns with the notion of “physics without
time” advocated by some physicists, see Rovelli [28].

10. Conclusion

John Wheeler, as mentioned by Ballentine [29], contended that true comprehen-
sion of quantum theory demands the ability to encapsulate it within a single, readily
understandable statement. Our succinct statement is as follows:

Quantum theory can be veconstructed through a simple probability framework that
characterizes future events in terms of possibilities and outcomes, employing classical
logic, straightforward set theory, and complex numbers.

Our approach to quantum theory departs from conventional quantum mechanics
in several key aspects. Moreover, our framework allows for the reconstruction of
classical statistical mechanics and thermodynamics.

The theory appears to be simple enough to be taught even in schools, similar to
Kolmogorov’s theory of probability.

Theories and interpretations can significantly influence techniques and engineer-
ing practices. Quantum information theory provides insights into communication
systems, data compression, and cryptography, essential in modern engineering prac-
tices such as telecommunications, information technology, and cybersecurity. The
two fundamental properties of quantum mechanics: superposition (see Section 3) and
entanglement (see Jansson [7], Section 4, where the theory of special relativity is
reconstructed in a six-dimensional Euclidean space), receive not only a new interpre-
tation but also a new mathematical framework. I hope this will lead to new insights in
quantum information science.
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