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Preface

Blockchain technology has emerged as a transformative force, reshaping how we
approach digital transactions, infrastructure, and security. In Blockchain — Pioneering
the Web3 Infrastructuve for an Intelligent Future, pioneering scholars and leading
industrial practitioners explore blockchain’s profound impact on a spectrum of appli-
cations. With insights that bridge disciplines, this collection highlights blockchain’s
role in building resilient digital foundations while demonstrating its power to drive
technology that serves the greater good.

As with any powerful technology, blockchain can be used for both positive and negative
purposes. Its potential to facilitate secure transactions, foster decentralized governance,
and ensure data integrity is unparalleled, but it also requires mindful implementation to
maximize its benefits and mitigate risks. Recognizing this dual potential, the authors in
this collection empbhasize collaboration across disciplinary and industry boundaries as
essential to steering blockchain innovation toward positive societal impact.

In this book, readers will find discussions on key areas of blockchain, including early
intrusion detection, cryptographic protocols, secure transactions, and decentral-
ized frameworks. Authors delve into blockchain’s applications across emerging areas
such as the Internet of Things (IoT), self-sovereign identity, and renewable energy,
revealing how it can advance technological innovation while supporting social and
environmental objectives.

Through interdisciplinary collaboration and a shared commitment to ethical innova-
tion, blockchain’s capacity to shape a more secure, intelligent, and equitable digital
future can be fully realized. This book is a resource for researchers, practitioners,
and students, offering insights to inspire further advancements and applications that
maximize blockchain’s potential for societal good.

The Academic Editor Luyao Zhang is supported by the National Science Foundation
China for the project entitled “Trust Mechanism Design on Blockchain: An
Interdisciplinary Approach of Game Theory, Reinforcement Learning, and Human-AI
Interactions” (Grant No. 12201266).
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Chapter 1

A Distributed System for Early
Intrusion Detection and
Assessment of Cybersecurity

Anton Kudin, Volodymyr Tkach, Oleksii Baranovskyi and
Bogdan Carbunar

Abstract

Centralized intrusion detection and prevention systems (IDS/IPS) and Security
Information Event Management (SIEM) systems often fail to analyze and respond to
information and cybersecurity threats that occur in distributed and heavily loaded
environments due to computational, storage, and license limitations. In this chapter,
we propose a novel distributed hierarchical system concept for early intrusion detec-
tion and subsequent assessment of cyber and information security risks based on
anomalous behavior analysis without using predefined patterns. The developed
approach aims to increase the security of distributed systems against decentralized
attacks including both DDoS and non-specific, non-DDoS attacks, such as advanced
persistent threats (APT) conducted by high-skilled cybercrimes and state-sponsored
adversaries. We expect the proposed concept to improve the performance of SIEM
systems compared to centralized solutions. The increasing productivity effectiveness
indicator depends on the possible number of hierarchy levels in the analyzed systems
(the possibility of their decomposition into subsystems).

Keywords: Blockchain, intrusion detection, SIEM, anomaly detection, threat
intelligence, IoC

1. Introduction

In the contemporary landscape of cybersecurity, ensuring the reliability of Indica-
tors of Compromise (IoC) [1, 2] is paramount for security analysts striving to bolster
threat intelligence. This chapter delves into the multifaceted realm of IoC data reli-
ability, examining various factors that significantly influence its accuracy. Security
analysts are required not only to comprehend the nuances affecting the credibility of
intelligence sources but also to adeptly assess the relevance of collected data [3-6].

The assessment of intelligence source relevance is explored as a critical facet of
achieving robust threat intelligence. This involves acquiring data from dependable
sources that provide accurate and pertinent information. Moreover, the integrity of
data must be preserved throughout the collection process, safeguarding against any
inadvertent alterations.
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In dissecting the factors that impact the credibility of intelligence sources, atten-
tion is given to challenges such as the potential lack of authenticity, inaccuracies
within the provided data, and the presence of incomplete or insufficient information.
Each of these factors poses potential threats to the reliability of the intelligence
gathered.

Additionally, the chapter scrutinizes the influence of diverse data collection
methods on the availability of data. It is recognized that varying collection methodol-
ogies may yield disparate amounts of data based on access levels, necessitating a
nuanced understanding of their implications for the overall reliability of threat intel-
ligence.

Furthermore, the study investigates the resource requirements associated with
data storage and processing. Security experts often encounter challenges related to
computational and storage limitations when dealing with the increasing number of
events and incidents. This chapter sheds light on these challenges, offering insights
into strategies for optimizing resource utilization in the face of growing data volumes.

Through this comprehensive analysis, security practitioners and researchers alike
will gain a deeper understanding of the intricacies surrounding IoC data reliability,
thereby contributing to the advancement of effective threat intelligence strategies.

2. Modern IDS: Trends, problems, and their relevance

While the rising popularity of cloud data centers is understandable and leaves no
arguments against them except for maybe privacy issues, the outsourced SOC matter
is questionable. The period of pandemic caused a rapid increase in demand for third-
party security services, but as some surveys show, compared to 37% of companies that
used outsourced services in 2021, current 22% look less appealing [7]. Whatever
statistics may be, it is also undoubtful that both small and unspecialized companies
will continue to use such SOC’s help for managing their security due to cost and staff
saves. It is often easier to use the already set-up mechanism than to build one from
scratch, and though the third-party specialists may need more time to get familiar
with a new infrastructure and will deal with all the sensitive data in the company, the
outsourced SOC benefits can make up for it. The process of configuring security
systems to effectively detect anomalies and threats may be trickier with the
outsourced SOC than with its in-house version, but it will either way obviously create
a huge number of false positives. Although, skilled in-house experts are more likely to
overcome this problem by thorough tuning, this is not always an option.

To explore the problem, some fresh tendencies are worth mentioning:

1.Rising importance of communication channels in cloud. When relying mainly on
cloud services for security or other issues, one must understand that if due to any
reason a cloud is unreachable, the whole work stops inevitably. Among such
reasons are of course the dreadful DDoS attacks that harm the availability of
company’s resources, bringing up not only financial but also reputational
damage. According to Ref. [8], DDoS attacks remain in the top 10 cloud security
risks; hence, the protection of communication channels between cloud and its
clients is of great importance. To mitigate them, IDS usage and Firewall Traffic
Inspection can be offered, as well as anomaly search and IP blocking, all of which
will bring more false-positive alerts. Unfortunately, even respectable companies
like Cloudflare cannot propose more than manually adding exceptions or
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changing the sensitive level of the detection rule for cases when legitimate traffic
is classified as malicious [9].

2.Increasing IoC’s source authenticity requirements. By trusting immense lists of
IoCs of arguable origin, a company decreases its detection efficiency and leaves
both experts and system resources overwhelmed. IOC databases should be not
only updated frequently but also validated for their confidence score and
authoritative origin. Different methodologies can be used to evaluate IOC's
confidence score, for example, as described in Ref. [10] or other ML-based
decisions. Another option is to analyze the cyber kill chain [11], which in fact can
also be automated via ML. Although a lot of companies are jealous when it comes
to sharing a rather valuable experience of fighting against cyber threats, some
open-source platforms for accounting IOC exist. Several examples include
OpenlOC Framework, MISP, IBM X-FORCE, SANS Internet Storm Center,
numerous open Github solutions, etc.

3.Trusted attacker. As cloud services gained their popularity, they became of great
use not only to regular users but also to hackers, which led to an issue of a
malicious user enjoying the same privileges inside the cloud service as a
legitimate user. Moreover, a system is unlikely to check in-depth for example the
internal traffic, than the one coming from outside. As Ref. [12] states, “over 35%
of cloud security incidents occurred from attackers’ use of valid, compromised
credentials.” These statistics reveal a significant problem of mitigating such
insider-like attacks, especially taking into consideration the fact that such actions
may not be as obviously evil as other incidents. The question arises: How to
distinguish such a user’s activity from normal? Best practices include giving the
least needed privileges to users, implementing some behavioral detection
algorithms and using the Data Security Posture Management (DSPM) approach
that can prevent sensitive data breaches [13]. Just as finding anomalies can be the
key, it will also create more detection noise.

4.Comprehensive analysis of user behavior. Owing to the advanced nature of
modern cyber-attacks, a traditional signature-based attitude toward the detection
of deviations from normal user behavior needs more comprehensive treatment.
Hackers no longer threaten only high privileged accounts, and they prefer to play
safe and gradually gain more and more access to the system by starting with lower
profile users that often do not get the security attention they need. Hopefully,
protection measures are aware of the described risks and some solutions are
already presented. Oracle’s CASB (Cloud Access Security Broker) Cloud Service,
for example, has User Behavior Analytics (UBA) module that is able to perform
“dynamic, user-risk scoring based on continual assessment of user behaviour,” and
create access patterns and control users’ usage of applications [14]. Other changes,
including any privileges or security configuration, are also crucial to monitor and
validate. IBM QRadar too offers similar UBA service [15] that utilizes ML abilities
to extract a behavior model from historical data of user activities. Another great
instance of UBA implementation is Exabeam, which also by means of ML can
detect deviations from the established baselines.

5.Increasing volumes of telemetry data. In response to new attacks, specialists are
forced to add more detection rules, log sources, checks, all of which multiples
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telemetry data annually. At some point, the company’s resources are exhausted,
and it no longer has full control over the situation. “38% of companies operate
with limited awareness of what’s happening in their software,” states [16].
Excessive log gathering otherwise means not all of them are actually used or
useful in investigations. Among already mentioned problems, Callaway [16] also
remarks that “telemetry data is unstructured; varying formats make it hard to
use; data preparation is time-consuming and sensitive data in logs may lead to
compliance violations.”

6.Not only IoC, but also other telemetry data should be considered
comprehensively. It follows from the previous paragraph that all data can be
gathered in vain when used without thought. For achieving early anomaly
detection, it is never enough to conduct just IoC monitoring or other signature-
based detection, as the whole landscape should be taken into account. Security
specialists must observe not merely one alert, but rather the sequence of
seemingly legitimate actions that result in some attacks. This can be done by
means of complex detection rules, based on the knowledge of previous attack
schemes, for example, MITRE propose. Alternatively, ML algorithms or neural
networks can be fed with normal system activities and therefore learn to detect
such suspicious patterns.

Considering current tendencies in cloud services, we can only conclude that all of
them demand a more comprehensive approach for detecting anomalies and broaden-
ing information we gather from systems, which in turn creates more false-positive
alerts unless we have the wisdom to tune the detection systems even more carefully or
use advanced automated detection algorithms.

2.1 Indicators of Compromise

Several platforms offer Indicator of Compromise (IoC) feeds, delivering real-time,
automated notifications regarding potential threats or vulnerabilities sourced from
diverse outlets such as honeypots, sandboxes, and other threat intelligence reposito-
ries. These feeds serve to empower organizations in proactively addressing security
risks by furnishing instantaneous updates. The conventional application of IoC feeds
involves updating security systems to preemptively identify, intercept, and neutralize
threats, thus mitigating potential damage. Over time, the confidence or value associ-
ated with Indicators of Compromise inevitably diminishes. However, gauging the
temporal degradation of IoC confidence necessitates a more sophisticated parameter
estimation process. The MISP project [6] presents an extensive taxonomy of parame-
ters, some of which can be employed to assess the decay of IoCs over time. Notably,
within the AlienVault framework, several parameters prove instrumental, including
related alerts, pulses (indicating the IoC’s validity and detection by other sources),
source information, and others.

2.2 Model of decaying of indicators of compromise

Tkach et al. [10] introduced a scoring model for the assessment of indicators,
which is potentially applicable to various types of indicators or data sources. This
scoring model consists of a foundational score and a decay rate that diminishes the
score of an Indicator of Compromise (IoC) over time. The initial value of the
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indicator’ life cycle or score undergoes a reset upon the introduction of a new indica-
tor. This initial value, combined with considerations of the confidence in its source
and associated taxonomies, constitutes the base score. The decay rate, on the other
hand, represents the speed at which the score diminishes, signifying a variable decay
speed over time. The value of an IoC is assessed using this scoring mechanism.
Typically, during IoC evaluation, the decay factor is calculated, although other
influencing factors are also considered, as detailed in subsection A. The evaluation of
an indicator can be conducted based on these parameters, as elucidated in the subse-
quent section. It is imperative to systematically evaluate indicators across all available
data platforms, and notably, this evaluation should be performed regularly.

Trust values are employed to determine confidence levels. Understanding the
behavior of these confidence levels allows for the assessment of an indicator’s decay.
By studying the correlation among alerts, IDs, related pulses, and file scores, along
with the confidence level, the quality of an indicator can be determined throughout its
lifecycle. The model was designed to calculate the confidence score of an IoC
throughout its lifecycle. To explain the proposed scoring model, the pulse value for a
certain iy, IoC should be introduced, as proposed in (1):

N
pulse; = logistic (Z tmsti]) , (1)

=

where trust;; is a level of trust to j,, source of pulse ranging (0..1); N is the number
of these sources; score; is the current confidence score for iy, I0C; finally, logistic(-) is
the normalization function (3), bringing the sum of multiple sources trust to a range
(0..1). And as the confidence score also belongs to the same range, the pulse value is
also normalized to (0..1).

The general form of the logistic curve is depicted in (19) and Figure 1.

For each IoC, as the feed brings new pulses (IoC occurrences) from multiple sources,
they all should be considered. However, we should never exceed the top limit of 1 for
trust (which means trust is absolute, we take all the pulses from the source at 100%).

a6l
o4f

o2}

Figure 1.
Logistic curve to vepresent the function of p, = logistic.
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For simplicity and without losing the generality of the model, trust for an unknown
source is put to be 0.5.

Many previous models estimated confidence levels over periods measured in days;
however, the proposed model was tested against different time intervals to observe
variations in the behavior of the confidence levels. Additionally, the model incorpo-
rated trust values into its calculations. This enhanced version allows for mapping the
behavior of the estimated confidence level over various time frames, such as days and
hours.

Based on the findings from the statistical analysis in the preceding sections, it was
concluded that time is a critical parameter in the decay of an indicator or the confi-
dence levels. For the time intervals during which pulses exist, the confidence level is
calculated as proposed below:

c; = logistic (cfmy “ pulsei) > 2

decayed . 1 -
where ¢;“?* is defined to be:

C;lemyed _ Cr—1 — k- Ct—;(m - Ct—l) , (3)
m
where ¢, is a confidence level at the moment ¢; k is a constant to adjust the
confidence decay speed according to maximum lifetime for IoC; i stands for the range
of cases/periods, and finally, logistic(-) is a logistic function, having the main purpose
of bringing the confidence level to the range of (0,1).

For the time intervals when there are no pulses, the c; is calculated by (3) alone.
The general view of an IoC confidence scoring method application is shown in Section
5.2 of this chapter.

It is worth mentioning here that Eq. (3) is a finite-difference form of reverse
logistic function (Eq. (18) with b < 0). It is also important to mention that for any
chosen time interval, if at a certain point there are no pulses, the value of pulse; equals
0. Eq. (3) is the core of the proposed model. The expression is a logistical function
calculating the indicators’ confidence level in the feed at a particular time and keeping
it in a range of (0..1). For this method, we consider the value of trust, regardless of the
value of 7, as a constant.

2.3 Early intrusion detection

As the complexity of critical infrastructures increases, the impact of cyber threats
correspondingly intensifies. This escalation is driven by continuous information flows
and the rise of streaming data. Such data evolves over time, making the detection of
patterns and the maintenance of high detection accuracy in a complex environment a
priority [17, 18].

Research by Waite [19] indicates that higher functionality leads to greater complex-
ity, which in turn reduces the security level of any system. Given the consistently
increasing number of cyber attacks, as highlighted by Refs. [20, 21], the paramount task
of a state’s cyber defense is to protect its state institutions and entire critical infrastruc-
ture. One of the most significant challenges in the field of cyber defense is the absence of
effective mechanisms for preventing attacks unless specific signatures of such attacks
are identified. Consequently, it becomes imperative to develop mechanisms for the early

8
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detection and prevention of cyber threats before their complete implementation, known
as early intrusion detection. This is crucial even in the absence of clearly defined
information about potential threats and/or their signatures.

Early intrusion detection is crucial in safeguarding systems against cyber threats.
Traditional signature-based approaches may overlook novel attack vectors, highlighting
the need for non-pattern anomaly detection techniques. By analyzing deviations from
normal behavior rather than relying solely on predefined patterns, non-pattern anomaly
detection can identify emerging threats at their nascent stages, allowing for proactive
response and mitigation. Integrating early intrusion detection with non-pattern anomaly
detection enhances overall security posture by providing a more comprehensive view of
system activity, enabling organizations to detect and respond to threats before they
escalate into full-blown breaches. This proactive approach not only minimizes potential
damage but also reduces the likelihood of false positives associated with signature-based
methods, thus improving the efficiency and efficacy of intrusion detection systems.

An effective mechanism for anomaly detection involves analyzing deviations in
agent behavior when interacting with observable objects. In this study, an agent refers
to a user or any type of device. An anomaly is defined by the authors as behavior that
significantly deviates from expected norms rather than “normal” behavior, which can
vary subjectively across different systems. These deviations from expected behavior
primarily rely on predictive models [21-23].

To develop a non-pattern anomaly detection approach, continuous and real-time data
reflecting agent behavior is essential. A widely utilized tool for this purpose is Security
Information and Event Management (SIEM) systems, capable of continuously gathering
and analyzing data logs from various network devices, IDS, and applications. SIEM
systems play a crucial role in achieving secure log correlation and event detection across
the infrastructure, both within and outside the security perimeter [24, 25].

The ongoing discovery of zero-day vulnerabilities underscores the critical need for
detecting anomalies that lack discernible patterns. However, detecting pattern-based
anomalies in time series across critical infrastructures is challenging due to issues such
as label scarcity, generalization, and efficiency concerns [26]. Current methodologies
predominantly focus on pattern-based detection. Hence, the authors advocate explor-
ing Non-Pattern based Anomaly Detection (NP-AD) in time series. In this context,
“detection” refers to recognizing or distinguishing unusual or usual actions relative to
the data [27].

This approach to anomaly detection not only addresses the complexity of varying
definitions of “normal” behavior but also emphasizes the importance of real-time data
analysis and the integration of diverse sources within the security framework.

2.3.1 Anomalies and security data gathering

Anomalous data, often perceived as an outlier, can be interpreted from various
perspectives. Hawkins [28] defines it as “an observation that significantly deviates
from others, arousing suspicion.” In contrast, Barnett and Lewis [29] describe it as an
observation inconsistent with the rest of the dataset. Data itself, merely a collection of
bytes, lacks intrinsic value to a security specialist unless contextualized into actionable
information that can inform detection, prevention, and defense against adversaries.
Drawing from the definitions by Hawkins and Barnett [28, 29], we explore the
nuances of data acquisition using security systems and its temporal sequencing.
Research by Ahmed et al. [30] underscores the complexity of anomaly detection,
emphasizing the identification of abnormal or anomalous data within datasets.

9
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No Task Description

1 Gathering Collection, processing, and analyzing security events that come into the system from
diverse sources many sources

2 Detection Real-time detection of attacks and violations of security criteria and policies

3 Assessment  Prompt assessment of the security of information, telecommunications, and other
critical resources

4  Risk Security risk analysis and management

5  Investigation Conducting investigations into incidents

6  Security Making effective decisions to protect information

6  Reporting Reporting documents

Table 1.
Tasks mainly accomplished by a SIEM system.

Moreover, it highlights the detection of rare and significant events that necessitate
immediate action due to their unusual behaviors [31].

While data and anomalies have been extensively studied from a broad perspective
[21, 32, 33], many investigations focus on traditional anomaly detection methods,
leveraging techniques such as nearest neighbor distances and clustering. An emerging
trend involves the application of deep neural networks, as advocated by Markou [34],
which shows promise in identifying anomalous data.

Security Information and Event Management (SIEM) systems serve as real-time
platforms for analyzing security incidents [35]. These systems enable immediate
analysis of security incidents originating from sensors within information and com-
munication systems. SIEM systems manifest as applications, devices, or services and
are instrumental in performing various tasks, as detailed in Table 1.

One of the widely used types of SIEMs capable of gathering data intelligently is
SPLUNK [36-38]. SPLUNK collects a variety of relevant data, including log files,
configuration files, system notifications, application alerts, metrics, scripts, and net-
work data. The foundation of the information collected in the SPLUNK system is an
index—a data repository that consists of a file or set of files that store data. SPLUNK
can process any type of data, as it is designed to handle a vast majority of unstructured
and poorly structured data automatically [36-38].

2.3.2 Time-series in anomaly detection

Since security events unfold over time, representing them as a time series is a
common approach. Time series are essentially a sequence of observations ordered
chronologically and derived from various phenomena [39]. Conceptually, they can be
understood as an ordered sequence of values of a variable at equally spaced time
intervals. Let us formalize this definition:

Definition 1: A Time Series is a collection of points where measurements T arve made,
and the observations are indexed by time t. The set of these observations is represented as
X(t),teT [39].

Here, T is assumed to be a finite set of points, typically denoted as
T ={1,2, ..., N}. Alternatively, T can be represented as a continuous parameter
within a finite interval, expressed as T = {t : 0 <t <L}. Consequently, a stochastic
process with random variables can be expressed by Eq. (4):
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{V,:t=0,41,43, ...} (4)

This equation encapsulates the essence of time series. It is notable that such a
process is influenced by a set of distributions s = {0,1,2, ...,n} representing finite
collections of Y [40].

In the realm of anomaly detection within time series, data can be represented as either
univariate or multivariate. Univariate time series, as described by Ref. [41], consist of real-
valued observations ordered by time, while multivariate time series involve ordered sets
of dimensional vectors recorded over time [41]. Detecting anomalies within time series
poses challenges, particularly in determining whether it is feasible to predict the novelty
or normalcy of observed time series within a set of training data [42].

2.3.3 Non-pattern anomaly detection in time series

In this section, we briefly introduce the Non-Pattern based Anomaly Detection
(NP-AD) approach implemented in the Distributed Data Intrusion Detection System
(DDIDS), detailed in the paper [43].

The NP-AD method in time series is structured as a five-step process, depicted in
Figure 2. The initial step (Step 1) involves receiving anomaly samples as input data,
which are then categorized as either univariate or multivariate time series in Step 2.
Subsequently, Step 3 entails algorithmic training/processing to acquire user time
series, typically obtained from log files such as those generated by a Security Infor-
mation and Event Management (SIEM) system, especially in a pattern-based
approach. The NP-AD process, executed in steps 3 and 4, facilitates the identification
of pattern-based and patternless observations, respectively. Pattern-based anomalies
typically adhere to recognizable patterns, while patternless anomalies deviate signifi-
cantly from the norm.

A Finite State Machine (FSM) serves as the underlying model for this approach.
Formally defined as a sequential system with a graph of nodes, an FSM is represented
by a set of five tuples, as shown in Eq. (5):

FSM = {Q,%,68,9,,F} (5)

Here, Q denotes a finite nonempty set of states (¢;,4,, ...,%), X represents a set of
input symbols (01, 02, ..., 04), 6 is the state transition function, g, is the initial state,
and F is a set of end states.

Q Input

'

Pattern-Based
Anomaly

O Non-Pattern Anomaly

© ouput

Figure 2.
Non-Pattern Based Anomaly Detection general schema.
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The input information is represented as a vector of values, as shown in Eq. (6):
X = <6l1,6l2,ﬂ3, -~-sak> (6)

Each coordinate 4; of the vector corresponds to the value of log entry parameters,
which can be either categorical or numeric. This allows for the association of input
data with system states, considering elements like configuration files, system mes-
sages, and applications.

To facilitate FSM processing, numerical input vectors are converted into categori-
cal ones by dividing them into intervals and assigning them to specific categories. For
instance, a rational attribute’s minimum and maximum values and the intervals
between them can correspond to categories like “low,” “medium,” and “high.” This
results in an input alphabet representing all possible states of the vector x, with the
total number of states determined by Egs. (7) and (8), respectively.

X = {xl>x2>x3’ ’xn} (7)
k

n=]]lal (8)

i=1

where |¢| is the operator of determining the power of the set of values, which takes
a certain coordinate of the vector of input information. The output alphabet can be
defined as the signals coming from the system, as shown in Eq. (9).

Y= {y1,0203 >0} ©)

These output signals allow deviations from the normal conditions based on the
transition matrix. Specific definitions for multiple outputs can be represented based
on the following conditions: do nothing; increase the likelihood of anomaly; reduce
the likelihood of anomaly; and signals. The set of states of the system is defined as
shown in Eq. (10).

S = {51,52,535 o554} (10)

where d is the number of all possible states.

Definition 2: Probability/Likelihood. The likelihood estimator for n independent
activity is denoted by Y;, where Y; is the i-th activity, and i = 1,2, . ... ,n, with a probabil-
ity p observing the positive outcome [44]. This is shown in Eq. (11)

P, =[Yi =y =P (1—p)™ for{y = 0,1} (11)

where the likelihood for obtaining a sample from an activity {41, 4>, ..., A,} is
given in Eq. (12)

P, = [A1, Ag e e, AP) = ﬁpAfu —-p)™Y (12)
i=1

In this paper, the terms “normal,” “warning,” or “anomaly” are utilized to denote
different states of the system. However, the specific type of anomaly is not deter-
mined; rather, the focus is on determining the probability of its occurrence. The term
“likelihood” is employed because it aligns with the mathematical definition of proba-
bility and better reflects the expectation of potential anomalies.
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It is assumed that each value of the input vector is influenced by a likelihood
function, implying that the values of each component of the vector are random within
the range of possible values, forming a random vector. Therefore, it becomes crucial
to evaluate anomalies probabilistically. To achieve this, a parameter is introduced to
determine the likelihood of an anomalous state at a given time, based on state-to-state
transition functions and output detection, as described in Eq. (13).

st =f (56>Pp11) (13)

where s;;1 and s, are state values at appropriate times, and p, , is the current value
of the anomaly likelihood. Because the FSM is a discrete-time model, it is necessary to
define a transition function as a threshold function, which may be, for example, a
transition to the opposite state in the presence of a likelihood value above/below a
certain threshold. Depending on the current state and the likelihood value, it may
change to the opposite state or again to the current state based on the behavior. In
addition to this, based on a certain sequential ordering of the input vectors, the
predictive value of the next input vector can be constructed. Note that in the context
of this paper, it does not matter how the predictive value is determined. We assume
this value has already been obtained using one of the multiple prediction functions.
Hereafter, we assume that the predicted value is obtained as a function of y (¢) from
the input dataset (for the time interval x;_,, to x;) as is shown in Eq. (14).

5&;+1 = ﬂ(xt,m, .. ,xt) (14)

Additionally, in order to assess the correspondence between the predicted and
actual input vector values, it becomes essential to establish a measure quantifying the
difference between the vectors within the feature space. This disparity is captured as
the prediction error, depicted in Eq. (15).

In this equation, y represents the predicted value derived from the sequence of input
data over the specified time interval. The function f can encompass various modeling
approaches, including statistical methods, machine learning algorithms, or time series
forecasting techniques designed to capture trends and patterns in the data.

ox = A(&:t,xt) (15)

where X; represents the predicted value of the vector at time ¢, and x; denotes its
actual value. After observing a measure of distance, we can now determine the function
that describes the dependence of the anomaly likelihood of the state on that distance.
The likelihood determination functions p can be defined as a function of the current
likelihood and a measure of the distance, as described in Eq. (15), which measures the
discrepancy between the predicted vector and the actual vector, as shown in Eq. (16).

pros = p(prs %) (16)
The final step involves determining the thresholds highlighted in Eq. (13).

2.3.4 NP-AD requirements and functions
This section discusses NP-AD requirements and functions, building upon the NP-

AD formalisms outlined in previous section. Two key aspects are addressed: the
general prediction function and the Logistic Function. These functions are crucial for
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understanding anomaly identification and profiling based on FSM representations of
states and transitions.

2.3.4.1 General prediction function

The prediction value prioritizes recent values over older ones. However, incorpo-
rating older values remains important due to their likelihood of occurrence. Several
prediction functions meet this criterion, with Single Exponential Smoothing (SES)
being a notable example [45]. SES is a key component in various time series analyses,
making it essential for NP-AD in time series. Based on FSM dimensions and transi-
tions, this study presents the prediction function as:

xt=ox;+(1—a)xt —1 (17)

Here, o reflects the prediction function’s memory depth, where a higher value
implies less memory depth, leading to predictions based primarily on the most recent
previous values.

where a is a parameter reflecting the “depth” of the prediction function memory.
A higher value of a implies less memory depth, leading to predictions based primarily
on the most recent previous values. Next, we introduce the logistic function, which is
an integral part of this paper’s scope.

2.3.4.2 Logistic function

The logistic function is utilized to calculate the likelihood of detecting an NP-AD,
as shown in Eq. (18):

1

T 1te(x —xo) (18)

logistic(x)

The logic behind this function lies in its ability to normalize the deviation and scale
it to measurable and predictive values within the range of (0-1). This normalization
enables the likelihood function, represented in Eq. (19), to maintain consistency:

p, = logistic(p,_; + logistic(éx)) (19)

Here, p, represents the current likelihood value, while dx denotes the normalized
deviation of the time series actual value from the predicted (expected) value.

Using this function fulfills two key criteria: Firstly, it confines the likelihood value
within the range of (0-1). Secondly, it normalizes the deviation to ensure consistent
logistic function parameters, keeping the outer logistic function input within the
range of (0-2). Eq. (19) highlights that logistic functions may have varying parame-
ters, such as {b,x¢}, as specified in Eq. (18). For instance, assuming parameters b = 5
and xo = 0.9, a logistic curve is generated as depicted in Figure 1. Here, an anomaly
likelihood value of 0.5 suggests a potential occurrence of unexpected behavior in the
previous step. Subsequent unexpected behavior may lead to a deviation of px,
resulting in logistic(éx) = 0.7. Consequently, the outer logistic function yields a value
of 1.2, increasing the likelihood to p,~0.77.

Conversely, if a new value of logistic (6x)~0.4 is obtained, the resulting likelihood
value would be p,~0.43, lower than the previous anomaly likelihood value. This aligns
with the intuitive understanding of deviation from expected behavior.
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In defining the criteria for the inner logistic function and its parameters, it is
acknowledged that these parameters b, x( could exhibit variability across different
time series values and deviations. For example, a deviation of 20 might not raise
concerns if the average value of the time series is 2000 within a specific time range.
However, the same deviation of 0.2 could be considered significant for another time
series with a different average value.

To tackle this challenge, a dynamic approach is adopted, employing a sliding
window technique to continuously monitor and adapt to changes in the time series
characteristics. By utilizing this method, the model can effectively calibrate its
parameters based on the evolving nature of the data. This adaptive mechanism
ensures that the anomaly detection system remains responsive and accurate across
diverse scenarios and datasets.

Hence, to account for these variations, a family of logistic curves is considered
instead of using static values in Eq. (18), meeting the following criteria:

* Its middle point (the point where logistic (6x) = 0.5) depends on the average of
the last N values of éx

* Its parameter b is reciprocally proportional to the average of the last N values
of éx.

The aforementioned average of the last values is calculated as follows:
1
Average = N Z x|, where i € [N, len(timeseries)] (20)
j=i-N

This family of logistic curves is shown in Figure 3, illustrating the average of the
last N values of éx equal to {0.25, 0.5, 1, 1.5, 2}, arranged from left to right. Having
looked at essential aspects that have been used as basic building blocks for NP-AD, it
has been observed and understood that the deviation of anomaly is dependent on the
average prediction errors. Furthermore, it was observed that every deviation is nor-
malized by average value.

Algorithm 1: NP-AD in Time-Series

Input: x,,
Output: A (x,)
1 Function AnomalyDetection (timeseries):

2 initialize predicted, slidingwindow, deltas, likelihood, variance, anomalyset
3 | foreach point in timeseries do

4 delta«—predicted — timeseries [point]

5 lastNaverage—AverageofthemostrecentNdeltas

6 variance—logistic (delta/lastNaverage)

7 likelihood—logistic (likelihood + variance)

8 predicted«—Predict (timeseries [point — slidingwindow : point])

9 anomalyset.append (likelihood)

10 | end

11 | return anomalyset

12 End Function
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Figure 3.
Logistic function normalized for 6x by its average value for the last N points in a sliding window, left to right:
{0.25,0.5,1,1.5 and 2}.

3. Distributed and decentralized IDS
3.1 Blockchain on duty

The evolution of blockchain writing techniques has played a pivotal role in
leveraging the immutable nature of blockchain for data storage. Kaminsky [46] intro-
duced the pioneering blockchain writing solutions, utilizing the output address bytes
in the scriptPubKey. The Pay-to-Pubkey-Hash (p2pkh) and Pay-to-Script-Hash
(p2sh) techniques were proposed, with Apertus [47] specifically adopting the
p2pkh writing method. This technique involves overwriting the 20 bytes of a
destination address to store arbitrary data. However, it should be noted that, due
to the nature of arbitrary data, the writer becomes unable to redeem this output.
Early blockchain-writing systems, such as Catena [48] and Blockstack [49], focused
on lightweight transaction usage, introducing cost-effective solutions for handling
small payloads. They employed OP RETURN-based writing to mark a transaction as
invalid and output unspendable transactions that could be promptly pruned from the
unspent transaction set. Catena [48] went a step further, implementing transaction
chains, where each transaction had two outputs—one storing data into an
unspendable OP RETURN output and the other spent in the subsequent transaction
in the chain.

3.1.1 Blockchain for storing data

Beyond the realm of writing techniques, blockchains have emerged as versatile
solutions for storing diverse types of data. These encompass arbitrary user data
[50-54], sensitive information such as medical records [55], decentralized Public Key
Infrastructure (PKI) systems [49], data provenance in cloud environments [56], and
privacy-preserving domain name systems [57]. Notably, some services utilize central-
ized blockchains [58-60], despite concerns over their security. Others employ
custom-made blockchains, although their limited adoption makes them vulnerable to
majority attacks [61]. For example, Miller et al. [53] proposed a Bitcoin modification
integrating proof of retrievability for decentralized file storage. Solutions such as Sia
[52], MaidSafe [51], and FileCoin [50] are currently supported by small gossip
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networks and mining infrastructure, exposing them to risks such as opportunistic
attacks through platforms like NiceHash [62]. For instance, Sia clients store files for a
fee, leveraging proof-of-store protocols, yet they rely on reputation systems and
centralized service distribution, making them susceptible to attacks.

In their study [63], Recabarren and Carbunar developed techniques to embed data
into transactions, disguising it from scrutiny by powerful adversaries within regular
cryptocurrency operations. This research culminated in the development of an opti-
mal data storage framework (Figure 4).

The objective of the Max-Size Data Storing Script is to devise methodologies
for writing transaction scripts that optimize script usage, aiming to maximize input
throughput while also preventing integrity attacks and adhering to blockchain con-
straints. These constraints dictate that optimal script utilization allows for a maximum
of 3 large push operations per transaction, with an additional allowance for bytes per
input script.

An intelligent contract is designed to achieve optimal utilization of available
storage space within these constraints, while also safeguarding against integrity
attacks. Notably, the inclusion of public key and signature verification in the redeem-
ing script is maintained, ensuring each input script can handle up to 1568 bytes.
Considering overhead, the typical size of a funding/spending transaction pair totals
1703 bytes.

Figure 4(a) illustrates max-rate transaction constructs developed to enable
funding outputs that generate spending inputs across a network of transactions, aimed
at minimizing storage overhead. This optimization is achieved by consolidating the
maximum number of inputs into a single transaction, thereby reducing the overhead
associated with multiple transactions serving this purpose.

The initial max-rate funding transaction, shown on the left side of Figure 4(a),
consolidates n funding outputs (with n maxing out at 2937) and includes an additional
change output. Each output carefully references the redeeming script of the
corresponding payload-storing input within a max-rate spending transaction,
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Figure 4.

(a) An optimal data storage construction is designed to establish a network of funding and spending transactions
aimed at minimiging storage overhead. This foundational framework facilitates the storage of files up to a
maximum size of 4.5 MB within a single confirmation epoch (a). Additionally, it incorporates an indexing
technique that enables the linkage of associated funding transactions. This indexing strategy allows metadata to be
stored as vegular transaction inputs/outputs across diffevent levels of indirection. At the final level, spending
transactions are employed to store the actual data (as depicted on the right side of (a)). Transactions occurring
between consecutive confirmation boundaries can be simultaneously transmitted up to the maximum block size,
given that all their inputs have been confirmed in the preceding epoch.
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depicted on the right side of Figure 4(a). Since each spending transaction can
accommodate up to 59 payload-storing inputs, a max-rate funding transaction should
fund 49 complete spending transactions, with an additional spending transaction
comprising 46 inputs. As a result, using this approach, up to 4.6 MB of data can be
written (2936 x 1568), covering one funding and 50 spending transactions.

Moreover, it is crucial that the max-rate funding transaction and subsequent spend-
ing transactions are separated by a confirmation boundary, as depicted in Figure 4(b),
representing a new block mining event and its associated waiting period. This ensures
that the funding transaction is mined and confirmed before any spending transactions
are issued, adhering to the rule that chains of unconfirmed transactions must not exceed
101 KB in size. Consequently, every funding output is confirmed before any spending
input enters the network, minimizing waiting times for payload-storing transactions by
navigating the constraints of maximum unconfirmed transaction chains.

3.1.2 Blockchain for intrusion detection

Researchers have explored various approaches to integrate blockchain into IDS
architectures to address the challenges of data integrity, trustworthiness, and
decentralized threat intelligence sharing. For instance, in their study, Wang et al. [64]
proposed a blockchain-based IDS framework that leverages smart contracts to auto-
mate threat intelligence sharing among network nodes, improving detection accuracy
and response time. Similarly, the review by Malviya et al. [65] provides insights into
the potential of blockchain for IDS, highlighting its role in ensuring data integrity and
transparency in intrusion detection within Internet of Things (IoT) environments.

Moreover, recent advancements in blockchain technology have led to the devel-
opment of innovative IDS architectures with enhanced security and resilience against
cyber threats. Guo et al. [66] introduced a blockchain-enabled IDS that integrates
machine learning techniques for anomaly detection, leveraging the transparent and
immutable nature of blockchain to enhance the trustworthiness of detected threats.
Additionally, the study by Farooq et al. [67] presents a blockchain-based IDS frame-
work for cloud computing systems, which records security-related events and trans-
actions in a decentralized ledger, ensuring the integrity and non-repudiation of digital
evidence. These advancements highlight the potential of blockchain in revolutionizing
intrusion detection systems by providing a secure and decentralized platform for real-
time threat intelligence sharing and forensic analysis.

Furthermore, Shafagh [68] explores the role of blockchain technology in enhanc-
ing security in IoT networks. They discuss the potential applications of blockchain in
ensuring data integrity, authentication, and secure communication in IoT environ-
ments, thereby augmenting intrusion detection capabilities. Similarly, Mahmood et al.
[69] conduct a comprehensive review of intrusion detection systems using blockchain
technology, addressing the issues and challenges associated with their implementa-
tion. They analyze various blockchain-based IDS frameworks, highlighting their
advantages and limitations, and discuss potential research directions for overcoming
existing challenges and optimizing the performance of blockchain-enabled intrusion
detection systems.

3.1.3 Blockchain for information sharing

Blockchain technology can be a powerful tool for sharing information about
cybersecurity threats, such as IoCs, along with their confidence levels. Blockchain’s
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decentralized nature ensures that IoCs are stored across multiple nodes, reducing the
risk of data tampering or loss. Once information is recorded on a blockchain, it cannot
be altered. This immutability ensures the integrity of the IoCs shared among partici-
pants. Blockchain can store confidence levels associated with each IoC, providing
users with information about the reliability and accuracy of the data. Blockchain
networks can implement robust access control mechanisms to ensure that only autho-
rized entities can add or view IoCs, enhancing security. As new threats are identified,
they can be instantly added to the blockchain, allowing for real-time sharing and
updates of IoCs. The transparent nature of blockchain helps in building trust among
different entities sharing cybersecurity information.

3.2 Distributed and decentralized IDS concepts

Ideas of construction distributed intrusion detection system was famous from 90th
of 20 century [70-72] but our approach differs with such way:

* decentralization storing of reputation’s event source data

* used feedback for adaptive management by data gathering based on information
radius [73]

* used a new complex index of anomaly behavior

Decentralized blockchain-based applications change information systems, and
threats/attacks as well as security systems must change accordingly. Problems include
both theoretical and practical ones:

Indistinguishably of anomalies caused by different types of events (which anoma-
lies are attributed to attacks); existing models do not clearly answer and give no
recommendations on the choice of parameters, the limits of the scales for measuring
parameters, etc.; existing models do not fully consider the problem of working with
primary/processed data (including the choice of the optimal solution for speed/accu-
racy); inconsistency of these observations from sensors with different metrics thus the
focus should not be on creating a single unified metric, but rather on finding optimal
solutions that can function effectively in this metric-less space. (general theory of
optimal algorithms); trust and credibility of the data sensors.

The practical absence of modern models in commercial systems, alongside the
predominant reliance on signature-based systems and the complexity of introducing
anomaly detection systems, necessitates an architecture for the Decentralized Dis-
tributed Intrusion Detection System (DDIDS) that includes a set of agents deployed
on appropriate network nodes.

Each agent serves three roles: a sensor for network events, a sensor for agent (end-
point) events, and a node of the blockchain. Furthermore, each agent may belong to a
dynamic set of nodes determined by its hierarchical level (high, medium, and low).

3.3 DDIDS design

The concept leverages the decentralization inherent to blockchain technology to
enhance cybersecurity through a collaborative approach to IDS. This system combines
contributions from various stakeholders, including companies and governmental
entities, to generate and evaluate IoCs. The breakdown of how this system operates:
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¢ Stakeholders as sensors

o Participating entities: Companies and governmental bodies act as sensors
within this ecosystem. Each stakeholder contributes by monitoring their
networks for potential security threats.

o Anomaly detection systems: These entities employ both pattern-based and non-
pattern-based anomaly detection methodologies to identify unusual activities
that could indicate a security breach. Pattern-based approaches might rely on
known signatures of malware or attack vectors, while non-pattern-based (or
heuristic) methods focus on detecting deviations from normal behavior that
might signal an intrusion.

* IoC generation and blockchain integration

o Indicator of compromise generation: Upon detecting anomalies, the systems
generate IoCs, which are digital artifacts or patterns (such as malicious IP
addresses, URLs, file hashes) that indicate a potential security incident.

o Blockchain “main”: These IoCs, along with their metadata (including the time
of generation), are recorded in a blockchain network named “main.” This
blockchain serves as an immutable ledger, ensuring the integrity and
traceability of the IoC data shared across the network and tracking the origin
(block producer).

* Quality evaluation and secondary blockchain

o IoC quality evaluation: Stakeholders can assess the quality and applicability of
the IoCs. This evaluation might include factors such as the relevance of the IoC
to their specific context, the confidence level in the IoC’s accuracy, and the
potential impact of the threat it signifies.

o Blockchain “quality storage”: The results of these evaluations are stored in a
second blockchain network, named “Quality storage.” This separate blockchain
maintains records of each IoC’s assessed quality level, offering a transparent
and immutable history of evaluations.

* Dynamic IoC feeds and enhanced security

o Customizable IoC feeds: Stakeholders can filter and select IoCs from the “main”
blockchain based on various attributes, such as the quality level, confidence
level, and type of IoC. This enables entities to tailor the IoC feeds to their
specific needs and threat landscape.

o Integration with IDS/SIEM: The selected IoCs can then be integrated into the
stakeholders’ existing intrusion detection systems (IDS) or security information
and event management (SIEM) systems. This ensures that the defense
mechanisms are informed by the most relevant and reliable threat indicators.

By pooling resources and intelligence, the system enhances the ability of each par-
ticipant to detect and respond to emerging threats more effectively. The use of
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blockchain technology ensures the integrity of the IoC data and the transparency of the
quality evaluation process, fostering trust among stakeholders. The ability to select IoCs
based on detailed criteria ensures that stakeholders are working with the most applicable
and high-confidence threat intelligence, improving the overall effectiveness of cyberse-
curity measures. This decentralized IDS system represents a novel approach to cyberse-
curity, leveraging the collective intelligence and resources of a wide range of
stakeholders, underpinned by the security and transparency of blockchain technology.

4. Blockchain protocol for decentralized IDS

Blockchain is used in distributed intrusion detection systems like databases but in a
different way: It serves also as a trusted third party to regulate the role of each node.

The right to generate the next block in the consensus protocol is obtained by the
participant with the highest S rating. The rating of each participant indirectly depends
on the amount of valuable resources, which is the participant’s IP address in the
protocol. A lottery is used to calculate the S rating. Prizes for participation in the
lottery do not increase the amount of valuable resources. The lottery is implemented
using the function F computable at time ¢ (until the ¢ time the function F is incom-
patible due to incomplete input information). To do this, when the F function is
calculated, a random variable R is used in the joint generation in which at least &
protocol participants take part.

4.1 Step-by-step description of the protocol

Step 1. Initialization (“throw stones”).

Negotiation of the current number and subset of protocol participants.
Co-generation of secret and secret sharing (“first lottery”) between all protocol
participants (between all elements of set B).

All active participants with their IP addresses take part in the lottery,
participant’s - IPy, ..., IP,.

To generate the i — block in the blockchain, select the thresholds of complexity
0 <I;<1and k; <n. The choice of the k; value is determined by the ratio of the
required transaction speed and protocol resistance to a DSA attack. The choice of the I;
value determines the probability of calculating the predicate, which is determined by
the number of attempts to generate a new block for each protocol participant.

Select the k; protocol participants (by the smallest values of IP addresses, for exam-
ple), which generate a random number R; using the Diffie-Hellman group protocol. The
selection of participants may be implemented by any other random procedure. The
Diffie-Hellman protocol for groups is an extension of the Diffie-Hellman protocol to
members [74]. The length of R; must be more than 1024 bits for security reasons.

Step 2. Accumulation (“collect stones”).

Collect of secret parts (contained in set B) protocol participants from set A
(“second lottery”). Computation for secret recovery for participants of the protocol
from set A.

Function Fj, : {0,1}* — {0, 1}—the predicate, defined as P(F,,(*,R;) = 1)) =1;,
here P(X)—probability of random variable X. A predicate can be constructed as:

for each of participants j = 1, k; concatenating values: X = H; 1 || IP; ||county||R;,
where H;_1—hash code of previous block in blockchain,
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countjt, ..., COUntj, ..., count,—count value, where m—maximum value of
counter.

Calculating a hash code H(X), used by the hash function H : {0,1}* — {0,1}’ (the
length of £ must be more than 256 bits for security reasons).

Determining parity of H(X) if value /; = 1/2 (because value close to random,
uniform distribution). The Fj,(H(X)) = 1, if parity of H(X) is 1.

For any 0 </;~ £ < 1—determining H(X)mod D (the hash code from the concate-
nation of the values of the hash code of the previous block, IP address, random
variable, and counter value, taken modulo D). If H(X)mod D < C then the
Fi.(HX)) =1.If HX)mod D > C then the F;,(H(X)) = 0. Here, C and D are some
integer numbers.

For i block generation each of # participants calculate 7 value
F,(Hi_1,IPj,county;, R;), ... Fj,(H;_1,IP},count,;, R;),H; 1~ hash code of previous
block in blockchain, countj1, ..., countj, ..., countj, — count value.

The winner is the one who for some value F, (H,-,l, IP;, count,;, R,-) = 1. If for
some j; # j, F, (Hi_l,Ile,count*jl, Ri) =F, (Hi_l,Isz,count*jz, R,«), then the winner
is the one who have minimum , count ,; . If the values of the counters are equal, then
we have the situation of the “fork” of traditional blockchains, which is resolved by
choosing the largest chain.

The winner generates a digital signature of the block transaction.

Step 3. Verification.

Minimizing the probabilities of “forks” and wrong block attacks. Check process of
block generation participants of the protocol from set B.

For any participant checking F;, and verification of digital signature of block
transaction are possible.

4.2 Step-by-step example of the protocol

Step 1. Initialization (“throw stones”).

All active participants with their IP addresses take part in the lottery, #n = 5
participant’s - IPy, ..., IPs, let IP; = 78.27.168.220, IP, = 104.31.255.255,

IP; = 27.121.104.0, IP4 = 5.39.126.236, IP5 = 5.135.53.40.

To generate the i-block in the blockchain, select the thresholds of complexity
O<l;<landk; <n.Letk; =3,letl; =0,5.

For another example, we can also choose thresholds of complexity 0 <1; <1 and
ki <n.Letk; = 3, let]; = 0,67 = Z, consequently C =2, D = 3.

Select the k; = 3 protocol participants (by the smallest values of IP smallest 3
decimal digits of addresses, for example (in the real world for the arrangement of
participants we can calculate H(IP;) of each participant and approve they lexico-
graphic order). We choose participants with IP3, IPs, IP; in our case. We generate a
random number R; using the Diffie-Hellman group protocol as follows:

We choose p =23, q|(p — 1) = 11, a = 5 (generator group with order p — 1). Par-
ticipant with IP; address choose random number ; = 7, calculate “part or random
number (down the text PR)” PR; = 5'mod 23 = 17 and put it (PR;) to participant
with IPs address. Participant with IPs address choose random number r;, = 4, calculate
PR, = 5*mod 23 =4, PRy, = 17*mod 23 = 8, and put PRy =17,PR, = 4,PR;; =8 to
participant with IP; address. Participant with IP; choose random number r3 = 15,
calculate PRy; = PR} = 4%mod23 = 3, PRy3 = PR} = 17"mod 23 = 15,R; = PR}, =
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8®mod 23 = 2 and put P»; =3 to participant with IP3, put Py = 15 to participant with
IPs. Participant with IP; address calculates R; = PRY; = 3’mod 23 = 2. Participant
with IPs address calculates R; = PR} = 15*mod 23 = 2.

Another example. We choose p = 557, q|(p — 1) = 139, a = 2. Participant with IP;
address chooses random number r; = 73, calculate PR; = 273mod 557 = 162, and put
PRy = 162 to participant with IP5 address. Participant with IPs address chooses ran-
dom number r, = 21, calculate PR, = 2%'mod 557 =47, PRy, = PR?mod p =
162%Ymod 557 = 340 and put PRy = 162, PR, = 47, PRy, = 340 to participant with IP;
address. Participant with IP; chooses random number 73 = 12, calculate
PRy; = PR} = 47"%mod 557 = 547, PRy3 = PR} = 162"mod 557 =19, R; = PR}, =
340"mod 557 = 455 and put P,; =547 to participant with IP3, put P13 = 19 to partic-
ipant with IPs. Participant with IP; address calculates
R; = PRy, = 547mod 557 = 455. Participants with IPs address calculates
R; = PR = 19%'mod 557 = 455 = Ox1c7.

Step 2. Accumulation (“collect stones”).

Collect of secret parts (contained in set B) protocol participants from set A (“sec-
ond lottery”). Computation for secret recovery for participants of the protocol from
set A = {IP3,IP5,IP1}.

Function Fy/, : {0,1}* — {0, 1} - the predicate, defined as
P(F15(*,R;) = 1)) = 1/2, here P(X) - probability of random variable X. A predicate
can be constructed as:

Let H;_1 = 0x7be45e06€6993cd9bbe506594f3a09185953e60ee2f0alce80f7e2f
8eb56¢350 be an example of the hash-code of text message = “Begin of blockchain
chain.” made by SHA-256 algorithms.

For participant with IP; let counti; = 0x0000001; X = 0x7be45¢06¢6993cd9bbe
506594f3209185953¢60ee2f 0alce80f 7e2f 8eb56¢35027121104000000011c7, where
R; = 455 = Ox1c7. Calculating a hash code: H(X) = 0x4242746d463ebf 7568
4effbec9699964aa2813¢5¢683a9c72b 5f bffc45beed7bb used by hash function SHA-256.
Determining parity of H(X) (I; = 1/2). The Fy,(H(X)) = 1, because parity of H(X) is
1. Participant with IP; becomes the winner! He generates digital signature of block
transaction and send X all participants IPq, IP,, IP4, IPs.

4.3 Another example with I; = 0,67 = %, consequently C=2,D =3

Function Fy/, : {0,1}" — {0, 1}—the predicate, defined as
P(Fy3(*,R;) = 1)) = 2/3, here P(X)—probability of random variable X. A predicate
can be constructed as:

LetH;_; =
0x7be45e06e6993cd9bbe506594£3a09185953e60ee2f 0alce80f7e2f8eb56¢350 be an
example of the hash-code of text message = “Begin of blockchain chain.” made by
SHA-256 algorithms.

For participant with IP; let count;; = 0x0000001;
X = 0x7be45¢06¢6993cd9bbe506594f 3.

a09185953¢60ee2f 0a1ce80f 7e2f 8eb56c35027121104000000011c7 where
R; = 455 = Ox1c7. Calculating a hash code H(X) =
0xa2d2746d63ebf 75684¢ffbec969996aa2813e5¢683a 9c72b5f Ibffc45heed7bb used by
hash function SHA-256. Determining H(X)mod 3 =2 (I; = 2/3). The F,3(H(X)) = 0,
because H(X)mod3 > 2.
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For participant with IPs let counti; = 0x0000001; X = 0x7be45¢06¢6993cd9bbe
506594f3209185953¢60¢e2f 0a1ce80f 7e2f 8¢b56¢35051355340000000011c7 where
R; = 455 = Ox1c7. Calculating a hash code.

H(X) = 0x0b3480025d29973c711ec925¢109439496369ab200de9f 3732b8
bba97c5dcc88 used by hash function SHA-256. Determining H(X)mod 3 =1
(Ii = 2/3). The F,/3(H(X)) = 1, because H(X)mod3 < 2. Participant with IP5 becomes
the winner because F,/3(H (X)) = 1 for IPs for minimum value of counter! He gener-
ates digital signature of block transaction and send X all participants IP;, IP,, IP3, IP4.

Step 3. Verification. Minimizing the probabilities of “forks” and wrong block
attacks. Check process of block generation participants of the protocol from set B. All
participants with IP, IP,, IP,, IPs address checking F; 2 for participant with IP;
address and verification of digital signature of block transaction.

5. Practical aspects of DDIDS implementation
5.1 Endpoint protection

Endpoint protection is a critical aspect of cybersecurity, particularly as organiza-
tions increasingly rely on interconnected devices and remote work environments.
Anomaly detection techniques play a pivotal role in bolstering the security posture of
endpoints by identifying and mitigating potential threats that evade traditional secu-
rity measures. These techniques involve monitoring and analyzing the behavior of
endpoints in real time to identify deviations from normal patterns or expected behav-
ior. By leveraging machine learning algorithms and advanced analytics, anomaly
detection empowers organizations to proactively detect and respond to emerging
security threats before they escalate into full-scale breaches.

One of the key advantages of anomaly detection techniques for endpoint protec-
tion is their ability to detect novel and previously unseen threats. Traditional
signature-based antivirus solutions are effective at identifying known malware based
on predefined patterns or signatures. However, they often struggle to detect zero-day
exploits or sophisticated attacks that deviate from known patterns. Anomaly detec-
tion, on the other hand, operates on the principle of detecting deviations from base-
line behavior, enabling it to identify previously unknown threats that may exhibit
anomalous patterns or behaviors. This proactive approach to threat detection helps
organizations stay ahead of emerging threats and minimize the risk of compromise to
their endpoints and sensitive data.

The utilization of the Non-Pattern-Based Anomaly Detection approach facilitates
the detection of behavioral novelties in the absence of specific signatures or patterns
for anomaly detection. As illustrated in Figure 5, this approach identifies two behav-
ioral anomalies in the time series, both of which are outliers. However, there exists
another anomaly that remains undetected due to two key factors: Firstly, the thresh-
old level set for anomalies is excessively high; and secondly, the amplitude of fluctu-
ations in the time series values gradually increases in the interval preceding this point,
leading the model to adapt to such values.

Figure 6 further demonstrates the efficacy of the approach by detecting anomalies
in a more intricate time series, representing the temperature of a hard-disk drive
collected from a laptop, with the x-axis denoting time measured in seconds.

Figure 6 illustrates a non-seasonal time series containing outliers, specifically
depicting the CPU battery voltage collected from a laptop, with time measured in
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Figure 5.
Artificially made time sevies with outliers to demonstrate the approach. Non-seasonal time series with outliers.
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Non-seasonal time series with outliers. Anomalies were found with an anomaly likelihood threshold of 0.95.

seconds. On the other hand, Figure 7 portrays a time series exhibiting repeated values
with the spike density anomaly, showcasing various anomaly likelihood thresholds
sourced from the Numenta Anomaly Benchmark (NAB) dataset.

In selecting an appropriate anomaly likelihood threshold, adjustments are tailored
to the number of alerts across different types of raw data, or the identification of new
anomalies within repeated time series becomes necessary. For instance, Figure 8
exemplifies a time series characterized by high variance and a seasonal component.
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Numenta Anomaly Benchmark spike density anomaly found with anomaly likelihood threshold 0.98.
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Figure 8.
Numenta Anomaly Benchmark time series with a seasonal component.

The anomaly depicted therein highlights a limitation of the proposed model
employing Single Exponential Smoothing (SES) as the prediction function. To address
such anomalies, the SARMA (SARIMA, SARIMAX) function is proposed as an alter-
native [75-78]. This avenue warrants further investigation in future research
endeavors. The most interesting result is observed in a time series that is both non-
seasonal and free of statistical outliers. As shown in Figure 9, the model is capable of

26



A Distributed System for Early Intrusion Detection and Assessment of Cybersecurity
DOI: http://dx.doi.org/10.5772 /intechopen.1007155

Initial timeseries: lines
0.8-

0.6-
0.4 -
0.2 -

0.0-

0 200 400 600 800 1000 1200 1400
Initial timeseries: dots
0.8-

0.6 -

0.2-

0.0 -

0 200 400 600 860 1000 1200 1400

Figure 9.
Numenta Anomaly Benchmark time series with hidden context anomalies within repeating point anomalies set.
Anomalies were found with an anomaly likelihood threshold of 0.9.

detecting contextual anomalies even when their values fall within the expected range
of the statistical distribution.

Generally, the proposed method for anomaly detection is an essential part of an
endpoint. Not only this method generates alerts for suspicious behavior but also assists
in gathering additional information at these points. The digital artifacts collected by
the system in points where anomaly likelihood reaches the threshold after consider-
ation and investigation may be defined as Indicators of Compromise (IoC). At the
initial stages, these digital artifacts may be considered Indicators of Risk (IoR) or
Indicators of Attack (IoA).

5.2 NP-AD and IoC generation

The previous models were designed with certain specifications, such as being
developed for a particular type of IoC (such as IP addresses) or for a specific data
source. However, these studies did not consider confidence levels throughout the
complete life cycle or analyze how confidence changes over time formats. Addition-
ally, many factors and data were considered when creating these models.

The confidence level is crucial in determining the quality and quantity of an IoC’s
life cycle. Trust values are used to calculate confidence levels. The model introduced
in 2.2 was designed to calculate scores with confidence levels over the entire IoC
lifecycle.

5.2.1 Behavior pattern of confidence level over a period of days

The following figures illustrate graphs depicting confidence levels against days. On
the y-axis, the confidence level is represented within the range of 0 to 1, while the x-
axis denotes time intervals measured in days. It is important to note that the intervals
employed here are in days, aiming to capture the behavior pattern of confidence

27



Blockchain — Pioneering the Web3 Infrastructure for an Intelligent Future

1.0
I e e e i

0.8

o6
=
7
b= o !
- ]
g ]
So4 ]
i
i
0.2 L
1
i
1
0.0 ~———= Y - - -
0 10 20 30 40 50 60 70 8C
Time, hours
1.0 R B e
! T -
e
1
0.8 I
|
H
1
Sos i
(=4 1
7] ]
o ™~
b= 1
I
S04 "
i
]
0.2 !
I
1
I
0.0 +
0 10 20 30 40 50 60 70 8C
Time. hours

Figure 10.
Behavior pattern of confidence for the first feed (for 1-hour and 2-hour intervals).

levels. Consequently, a longer interval signifies an extended lifetime for an Indicator
of Compromise (IoC).

For the provided feed, Figure 10 illustrates a behavioral trend spanning 116 days,
albeit with observable patterns only within the initial 20 days. Initially, the trend
starts from zero and gradually ascends, remaining relatively constant for a significant
duration, indicating consecutive testing of the indicator and yielding a 50% confi-
dence level. Subsequently, confidence rapidly rises to approximately 1 and remains at

that level for the remainder of the lifecycle.
In the case of the first feed, confidence builds gradually, taking a short duration to

reach 50% and around 20 — 30 days to stabilize at 1. Conversely, for the second

feed, peak confidence is attained within the initial 20 days, indicating a faster
buildup of confidence due to more frequent testing. However, it is important to note
that these observed patterns may not be indicative of a consistent confidence pattern,
as they can be further analyzed at an hourly level to discern the true volatility of

confidence.

5.2.2 Behavior pattern of confidence level on hourly basis

The model was deployed hourly to examine the volatile nature of confidence
levels. Confidence levels exhibit considerable fluctuations, with sporadic pulses
observed during testing intervals and minimal activity otherwise. Unlike the daily
implementation, the hourly approach allows for a more detailed observation of confi-
dence dynamics, capturing minute fluctuations in confidence levels. A constant peak
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Figure 11.

Behavior pattern of confidence for the second feed (for 1-hour and 2-hour intervals).

in the graph suggests either minimal differences between testing times or multiple

tests occurring within the same day, providing insights into the testing frequency and
confidence stability.

5.2.3 Behavior pattern of confidence level over 2-hour interval

Confidence is also relative and dependent on various factors. Implementing the
model against two-hour time intervals helped to observe the significant change com-
pared to the hourly graph. Here the frequency was more on an hourly basis, there is
more fluctuation, but in the interval of 2 hours, it is relative (Figure 11).

Comparing the confidence levels of IoCs using graphs across different time for-
mats is a valuable method for analyzing their behavior. By comparing graphs of
minutes and seconds with those of days and hours, researchers can observe how the
confidence level changes over time, leading to more precise and accurate results as the
dataset size increases. Time is a critical factor for IoCs, significantly influencing their
behavior, and the nature of the confidence level for the same IoC feed can vary
significantly depending on the time format being used.

Differences in the behavior of IoCs over different time formats can be attributed to
various factors, such as changes in the threat landscape, variations in IoC creation
methods, and shifts in attacker tactics and techniques. Analyzing the behavior of IoCs
over different time formats can provide insights into how these factors affect IoC
efficacy and how they can be improved. This approach can help organizations develop
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better threat detection and response capabilities, thereby enhancing their overall cyber-
security posture.

6. Conclusions and perspectives

In this chapter, we explored the concepts of distributed and decentralized intru-
sion detection systems (IDS) with a focus on leveraging blockchain technology. The
evolution of blockchain writing techniques, such as Pay-to-Pubkey-Hash (p2pkh) and
Pay-to-Script-Hash (p2sh), has paved the way for innovative approaches to data
storage within blockchains. Early blockchain-writing systems such as Catena and
Blockstack introduced lightweight transaction usage for handling small payloads,
while recent advancements have extended blockchain’s utility to store various types of
data including arbitrary user data, sensitive medical records, decentralized Public Key
Infrastructure (PKI) systems, and more.

Blockchain technology offers a versatile solution for storing different types of data
securely and immutably. While some services resort to centralized blockchains, others
opt for custom-made blockchains, each presenting its own set of security challenges.
Solutions such as Sia, MaidSafe, and FileCoin require widespread adoption to mini-
mize vulnerability to attacks. The development of optimal data storage construction,
as proposed by Recabarren and Carbunar, aims to embed data into transactions
indistinguishably from regular cryptocurrency use, ensuring data integrity and
security.

Blockchain technology has garnered significant attention for enhancing intrusion
detection systems (IDS) due to its decentralized and immutable nature. Researchers
have proposed blockchain-based IDS frameworks leveraging smart contracts to auto-
mate threat intelligence sharing among network nodes, improving detection accuracy
and response time. Integrating machine learning techniques for anomaly detection
further enhances the trustworthiness of detected threats. These advancements high-
light the potential of blockchain in revolutionizing intrusion detection systems by
providing a secure and decentralized platform for real-time threat intelligence sharing
and forensic analysis.

Blockchain technology facilitates secure and transparent information sharing
about cybersecurity threats, such as Indicators of Compromise (IoCs), across multiple
nodes. The decentralized nature of blockchain ensures data integrity and reliability,
while robust access control mechanisms ensure that only authorized entities can add
or view IoCs. Real-time sharing and updates of IoCs enable swift response to emerging
threats, fostering trust among different entities sharing cybersecurity information.

Our approach to constructing distributed intrusion detection systems differs from
traditional centralized systems by focusing on the decentralization of reputation event
source data and using feedback for adaptive management based on information
radius. The introduction of modern models and architectures for distributed and
decentralized IDS presents both theoretical and practical challenges, including anom-
aly detection, parameter selection, data processing, and trustworthiness of sensor
data.

The implementation of Distributed and Decentralized IDS (DDIDS) involves the
deployment of agents on appropriate nodes of the network, each fulfilling multiple
roles including sensor for network events, sensor for end-point events, and node
of the blockchain. The blockchain serves as a trusted third party to regulate the role
of each node, ensuring the decentralized and secure operation of the system.
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The protocol for block generation employs cryptographic techniques such as Diffie-
Hellman group protocol and hash functions to ensure security and integrity.

In conclusion, the integration of blockchain technology into intrusion detection
systems offers promising avenues for enhancing cybersecurity by providing secure,
decentralized, and immutable platforms for data storage, threat intelligence sharing,
and anomaly detection. However, the practical implementation of distributed and
decentralized IDS presents several challenges that require further research and
development to address effectively.
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Abstract

Cyber-physical systems (CPS) are extensively used in overseeing the critical
infrastructure of diverse domains such as medical healthcare, energy, and power.
These applications typically receive input data from sensors, assess the current state
of the system, and subsequently, make pivotal decisions for the automatic control of
the underlying infrastructure. Consequently, safeguarding the security and integrity
of the system state data becomes imperative to guarantee the secure and reliable
operation of CPS. Therefore, the need to establish a stringent and dependable access
control mechanism for data integrity within cyber-physical systems is imperative to
ensure the effective implementation of modern functionalities. This paper addresses
the intricacies of designing a robust access control system for cyber-physical systems.
Leveraging blockchain technology, we introduce a practical framework and dem-
onstrate how it will contribute to establishing a secure, dependable, and controlled
system for data access with integrity. The central concept advanced by this research
involves the meticulous management of access rights and the preservation of privacy
through the application of blockchain strategies. The analytical findings underscore
a high level of protection, decentralization, and reliability inherent in the proposed
solution, capitalizing on the advantages offered by blockchain.

Keywords: cyber-physical system, data access control, blockchain, data security,
framework

1. Introduction

The advent of Industry 4.0 has given rise to the emergence of cyber-physical
systems (CPSs), characterized by a synergy of cyber and physical components. In a
typical CPS, cyber elements take charge of controlling the corresponding physical
components or processes within a critical infrastructure. These cyber components
derive input from sensor data to assess the current state of the physical elements. In
response to this state estimation, the cyber components generate decisions, issuing
commands to alter the state of the physical process. The current trajectory towards
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more affordable sensors, rapid communication networks, and improved data acquisi-
tion methodologies result in a substantial influx of data generated by diverse sensors
and autonomous resources within a CPS. The acquired data is transmitted over the
internet for subsequent data processing through cyber information sharing (CIS).
The management of this voluminous data necessitates adept access management
techniques, giving rise to challenges associated with system performance, security,
reliability, scalability, and fault tolerance. Given that decisions within a CPS hinge
on sensor input data, ensuring the security of this sensitive data becomes of utmost
importance. Commonly, data from Cyber-Physical System (CPS) devices is transmit-
ted through sensors and conveyed to external service providers using traditional
data-sharing protocols [1]. Third-party service providers use machine learning and
statistical analysis methods to enhance the quality of the data [2]. The advantages of
receiving individualized, superior service must be weighed against the possible loss
of personal data [3]. In recent times, blockchain has surfaced as an alternative avenue
to augment security, embodying a relatively uncharted and less enticing prospect

for malicious actors [3]. Blockchain technology demonstrates superior efficacy in
validating both ownership and integrity and data, excelling in minimizing vulner-
abilities and affording a robust encryption framework [4]. The imperative control

of unauthorized systems’ access to and utilization of infrastructure information and
assets is pivotal in maintaining the security of said data [5]. By verifying users and
only allowing access to those who meet the requirements for accessing secure areas
of the network, rules of access control achieve this goal [6]. Access control limits

the capability of unauthorized systems to view data, making sure that systems with
permission can have access to sensitive system information [7]. Encrypting the data
before transmitting it to the cloud servers is imperative. This precaution ensures
that, in the event of other safeguards failing, potential attackers would be limited to
accessing the encrypted data only [8]. Implementing encryption on transmitted data
through the utilization of a secret key is a vital precaution to ensure data security
and confidentiality [9]. Traditional encryption methods can be used, in which the
originating systems of the data send the decryption key ahead of time to specific
systems [10]. Symmetric encryption necessitates either the originating systems of
the data and systems sharing the same key or reaching an agreement on a shared key
to facilitate the decryption of the information [11]. Originating systems of the data
are unable to predict how systems will access their data. As such, sensitive data must
first be encrypted with a key that is known only to the starting systems, and then it
must be re-encrypted using a key that is known only to the end systems (Guo [12]).
Continuous online presence is needed to work well using this decrypt-and-encrypt
system. However, scalability issues arise when dealing with an expanding number of
data parameters, varying types of infrastructures, and systems, consequently escalat-
ing the complexity of the issue [13].

Blockchain integrated with cyber-physical systems (CPS) for effective access
control has great potential to create an intelligent, efficient, and secure framework
for the future. Through integrating advances in machine learning algorithms, edge
computing, sensors, and actuators, CPS can capture massive volumes of data in real
time from physical environments. The information produced can at this point be
securely entered and confirmed on the blockchain ledger, making it an immutable
and reliable source, thereby, guaranteeing the accuracy and reliability of the data
transmitted throughout the framework. On the other hand, the integration of cyber-
physical systems improves blockchain technology by broadening its applications
and upgrading its scalability, resilience, and performance. Acting as a node in the
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blockchain network, CPS devices can execute smart contracts, validate transactions,
establish consensus, and other functions. This distributed architecture reduces the
dangers associated with single points of failure and increases the resilience of the
network thereby enhancing the decentralization and fault tolerance of the block-
chain. Through the complementary combination of blockchain and CPS, we are
establishing the pathway for an intelligent future that is autonomous, sustainable, and
interconnected. Blockchain-based data access control framework in CPS will enable
secure and transparent data exchange and serve as an effective enabler to realize an
intelligent future.

This paper makes the following key contributions:

* It designs a Blockchain-Based Access Control framework to improve Cyber-
Physical Systems (CPS) overall data security.

* It presents a public key encryption method called attribute encryption, which
lets users encrypt and decrypt messages according to particular user attributes.

o After the assessment, the proposed framework outperformed alternative mod-
els in terms of increased throughput, data confidentiality, lower latency, and
computation time.

The remainder of the paper is organized as follows: Section 2 delves into the
review of literature, Section 3 presents the Blockchain-Based Data Access Control
Framework BDAC, Section 4 discusses the results, and Section 5 is the research paper
conclusion.

2. Review of related studies

Kumar et al. [14] proposed the Interplanetary File System and Blockchain (IPFS- B)
for improving secure distributed detection within the framework of image and video
data security. The author used a perceptual hash (pHash) technique to find instances
of media files being used without permission in various formats. The content’s per-
ceptual hash (pHash) is computed and checked against the values already saved in the
blockchain before any content is added to the IPFS. Experimental images are sourced
from Caltech 256 dataset. If the calculated pHash value closely resembles those previ-
ously recorded, the media undergoes scrutiny for potential tampering. The findings
illustrate that blockchain offers the advantage of eliminating third-party involvement,
preventing a single point of failure in the process. However, the IPFS-B model exhibits
performance in comparison to alternative models.

Jiaetal. [15] examined a federated learning data protection aggregation scheme
(BFLDPAS) for the industrial Internet of Things (IIoT) that is enabled by blockchain.
Differential privacy, homomorphic encryption-based distributed K-means clustering,
homomorphic encryption-based distributed AdaBoost, and differential privacy-based
distributed random forests are a few examples of methods that enable many layers
of safety when sharing data and models. The authors ended with a thorough security
analysis, and they skillfully combined the methods with federated learning and block-
chain. The suggested aggregation scheme and operational mechanism performed well
across the chosen indicators, as shown by the numerical results. Moreover, this study
did not significantly improve the safe exchange and sharing of information.
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Chadwick et al. [16] presented the use of a cloud-edge-based data security
architecture (CEDSA) to exchange and examine cyber threat intelligence (CTI). The
owner can choose a trust level and sanitization method that best suits the nature of
the CTI data before releasing it for analysis. Plain text, pseudonymization/anony-
mization, and homomorphic encryption are a few examples of this. Furthermore,
depending on how much faith an organization has in cloud service providers, the
sanitization process may be assigned to either the cloud provider or edge device. To
meet the strictest requirements for secure CTI information exchange, the authors
investigated organizational methodology, cloud-edge infrastructures, and trust
architecture. Finally, the authors confirmed the dependability of their infrastructure
by summarizing the deployment and testing stages using four pilot projects. One
drawback of the proposed architecture is that each shared data object that is meant
to be analyzed has to follow the same standard data-sharing agreement policy that is
contained within it.

Le Nguyen et al. [17] investigated the use of privacy-preserving blockchain
technology (PPBT) for safe and dependable IoT data sharing. Secure ant colony opti-
mization can be facilitated by applying multi-kernel support vector machine training
techniques on partial views of Internet of Things (IoT) data from multiple sources.
The multi-kernel SVM process was used by the authors to create a privacy barrier for
ant colony optimization using Elliptic Curve Cryptography (ECC), which ensures
accuracy and efficacy. IoT data was encoded and stored on distributed ledgers, and
the research team used blockchain technology to build safe and reliable platforms
for exchanging data between various data sources. The results of the security evalua-
tion indicated that the variables in the proposed model were safe for data analysts to
use, guaranteeing the privacy of critical information from every source. Additional
simulation results confirmed the recommended model’s superiority over alternative
approaches. Notwithstanding, certain issues were observed, such as a downloaded
file that was not functional and the false data that was kept in the system for covert
persistence.

Yang [18] explored the use of blockchain and the proof-of-stake, proof-of-work,
and secure hash (PoS-PoW-Hash) algorithms to manage business risks in internet
data security. The algorithm was initially tested in a business risk simulation. After
that, its users and the company’s employees’ opinions about the service were gath-
ered. According to the test results, the sub-platform’s design reduced the company’s
business risk by 5-10%, and staff members were generally satisfied with the setup.
The algorithm’s signature was simulated in realistic settings, demonstrating better
performance than other approaches, much like the Source Management Routing
Algorithm (SMRA) and Rough Set-based Attribute Reduction (RSAR) techniques.
While this research offers medium-sized and small businesses a fresh method of
thwarting potential threats, it also recognizes that using blockchain technology
to manage internet data security and minimize risks within business processes is
inefficient.

Latif et al. [7] presented a method for managing the security of data in cyber-
physical systems that combines blockchain, software-defined networks (SDN), and
artificial intelligence (AI). When data is being transmitted within the network, the
system is intended to simultaneously manage energy efficiency and data security.
To enhance overall security in this process, a blockchain approach was incorporated.
Moreover, peer-to-peer communication, both public and private, was maintained
through the use of Proof of Work (PoW). As a result, general data security and
privacy were efficiently managed by the blockchain-enabled software-defined
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network. Nevertheless, when assessing the effectiveness of this architecture, the
study ignored the resource constraints and energy consumption of Internet of
Things devices.

Fazal et al. [19] suggested a decision support system intended to manage privacy
issues when exchanging large amounts of data in a third-party setting. The authors
performed a security analysis using patient health data from COVID-19 cases.
First, the attributes were encrypted using the Blowfish algorithm, and the identity
and quasi-attributes were obscured using pseudonymization. To improve overall
data security and effectively decrease unauthorized activities, the encrypted data
was later linked. It is imperative to acknowledge, though, that this study solely
focused on privacy issues associated with contact tracing, rendering it inappropri-
ate for situations requiring a comprehensive assurance of data security as well as
privacy.

Kaushal et al. [20] analyzed medical applications using mobile computing tech-
nologies to control data privacy and confidentiality. Modern encryption techniques
were integrated into their strategy to protect data from unauthorized access. To
process the data and reduce irrelevant information, a normalization process was
used. Then, feature dimensions were decreased using principal component analysis.
Finally, to maximize overall security, kernel homomorphism was applied. In addition,
the incorporation of Two-Fish encryption and spider monkey optimization improved
data security, integrity, and confidentiality. The incapacity to track the well-being of
patients in real time was a drawback of this approach, though.

Wenhua et al. [21] claimed that with the introduction of Health 5.0, the history of
medical care is entering a new phase. They emphasized the features of blockchain as a
technological solution, highlighting its tamper resistance, secure sharing, decentral-
ization, and high privacy. They contend that this offers a novel viewpoint for resolv-
ing the present roadblocks in the development of Electronic Health Records (HER)
security and privacy. Protecting patient health information from cyberattacks and
maintaining privacy via authenticated access is regarded as one of the most important
issues facing the healthcare sector. Although the advancement of healthcare is consid-
ered contingent upon blockchain security, the future course of blockchain security is
expected to be significantly influenced by technological applications, expanded use
cases, and monitoring frameworks.

El-Shafai et al. [22] suggested the use of the Genetic Encryption Algorithm (GEA)
to authenticate data. Instead of starting with a single template, the GEA searches from
a population of templates. The algorithm makes use of mathematical operators to cre-
ate subsequent populations by leveraging the initial population. After that, crossover
and mutation operations are used to create the final cancelable biometric data tem-
plates. The average Area Under the Receiver Operating Characteristic (AROC) value
of 0.9998 for the suggested framework was impressive.

Thabit et al. [23] suggested enhancing cloud computing data security by utilizing
a lightweight cryptographic algorithm. An essential requirement for the algorithm is
a key of the same length (16 bytes or 128 bits) as the block size (16 bytes). By using
Feistel architectural techniques and replacement permutation, the strategy increases
the complexity of the encryption. This method uses logical operations such as XNOR,
XOR, swapping, and shifting to realize Shannon’s idea of dispersion and confusion.
The length of the secret key and the number of turns can be freely changed using the
proposed algorithm. When the proposed algorithm was tested against other widely
used cryptographic systems in cloud computing, the test results demonstrated high
security and significant improvements in cipher execution time.
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S/N Author(s) Title of research Outcome of research Limitation of research
and year
1 Kumar A secured This research proposed the The IPFS-B model
etal. [14] distributed Interplanetary File System and hashing algorithm
detection system Blockchain (IPFS- B) model inhibits performance
based on IPFS and aimed at improving secure in comparison to
blockchain for distributed detection within the alternative models.
industrial image framework of image and video
and video data data security.
security.
2. Jiaetal. Blockchain- The study devised a model The work showed better
[15] enabled Federated of a federated learning data performance only ina
Learning Data protection aggregation few selected indicators
Protection scheme (BFLDPAS) utilizing such as accuracy and
Aggregation a combination of differential F1-score and did not
Scheme with privacy and homomorphic significantly show an
Differential encryption, tailored for the overall improvement in
Privacy and industrial Internet of Things the safe exchange and
Homomorphic (IIoT) enabled by blockchain. sharing of information
Encryption in This enables multiple layers of inIIoT.
IIoT data protection in both data
sharing and model sharing.
3. Chadwick A Cloud-Edge The study presented an A drawback of the
etal. [16] based Data adaptable framework that proposed architecture
Security uses a cloud-edge-based data is that each shared
Architecture security architecture (CEDSA) data object that is
for Sharing to exchange and examine cyber meant to be analyzed
and Analyzing threat intelligence (CTI). The has to follow the same
Cyber Threat sharing infrastructure allows standard data-sharing
Information the data owner to choose a trust agreement policy that is
level and sanitization method contained within it.
that best suits the nature of the
CTI data before releasing it for
analysis.
4. Le Nguyen Privacy The work proposed the use of The proposed model’s
etal. [17] Preserving privacy-preserving blockchain framework is limited
Blockchain technology (PPBT) for safe and by its reliance on a
Technique to dependable IoT data sharing by limited number of
Achieve Secure introducing a new approach, training algorithms
and Reliable the Secure Ant Colony and, therefore unable
Sharing of IoT Optimization with Multi to adequately protect
Data. Kernel Support Vector Machine privacy in multiple
(ACOMKSVM) utilizing components of the
Elliptical Curve Cryptosystem encrypted datasets.
(ECC), designed to ensure
secure and dependable sharing
of IoT data.
5. Latif etal. Al-empowered, The work presented a method The study did not
[7] blockchain and for managing the security factor in the resource

SDN integrated
security
architecture for
IoT network of
cyber physical

systems.

of data in cyber-physical
systems that combines
blockchain, software-defined
networks (SDN), and artificial
intelligence (AI).

constraints and energy
consumption of Internet
of Things devices

when assessing the
effectiveness of this
architecture.
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S/N Author(s) Title of research Outcome of research Limitation of research
and year
6. Fazal etal. Achieving data The study suggested a decision This model proposed
[19] privacy for support system intended to is inappropriate for
decision support manage privacy issues and situations requiring
systems in times improve overall data security a comprehensive
of massive data when exchanging large amounts assurance of data
sharing. of data in a third-party setting. security as well as
privacy.
7 Kaushal Using Mobile The study analyzed medical The incapacity of the
etal. [20] Computing to applications using mobile framework to provide
Provide a Smart computing technologies to real-time information
and Secure control data privacy and was a drawback of this
Internet of Things confidentiality. approach.
(IoT) Framework
for Medical
Applications.
8 Thabit A new lightweight The research suggested The algorithm is yet
etal. [23] cryptographic enhancing cloud computing to be implemented
algorithm for data security by utilizing a in hardware to verify
enhancing data lightweight cryptographic its capability to
security in cloud algorithm. achieve high security
computing. and significant
improvements in cipher
execution time.
Table1.

Summary of related, recent, and relevant studies reviewed.

According to the review, current models—such as BFLDPAS, CEDSA, and
PPBT—face several difficulties when trying to maximize computation time, guar-
antee data confidentiality, achieve high throughput ratios, and minimize latency. To
improve overall data security in Cyber-Physical Systems (CPS), this paper proposes a
Blockchain-Based Data Access Control Framework (Table1).

3. Methodology

In the traditional data-sharing space, Interoperability, security, and privacy are
critical are very important. First, system state information that is necessary to ensure
the safe and dependable operation of CPS is frequently included in CPS data, which
needs to be protected.

As aresult, the compromise of such information may have serious repercussions
for the infrastructures in question. Second, the lack of a decentralized system for
exchanging CPS data creates vulnerabilities that can be exploited by Distributed
Denial of Service (DDoS) attacks and single points of failure. The security and
resilience risks present in a centralized framework are best illustrated by these vulner-
abilities. Furthermore, managing data access rights and enabling the safe exchange
of this data presents a significant obstacle in the field of cybersecurity information
sharing. An attribute-based encryption mechanism for cybersecurity information
sharing was included in the study’s introduction of the Blockchain-Based Data Access
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Control Framework. By utilizing a blockchain platform, the system makes it easier to
manage vulnerability and cybersecurity certification data. Blockchain protocols are
acknowledged for their potential to revolutionize the field of information technol-
ogy due to their remarkable attributes, such as decentralization and confidentiality
preservation. Blockchain is the best architectural solution in a trustless environment,
as it ensures secure execution.

Figure 1 shows the suggested structure of the proposed framework. Every IoT
service in our design has its edge gateway. Every gateway at the edge of the network
operates as a peer node linked to the blockchain of the consortium and connects to
the cloud via fifth-generation wireless networks (5G). The gateway node partici-
pates in the consensus process as an orderer node once it satisfies the requirements.
Interestingly, IoT devices are not included in our consortium blockchain architecture
as peer nodes. Rather, they are connected to the edge gateway in their respective
domains and exchange access control information using the lightweight Message
Queuing Telemetry Transport (MQTT) protocol. The 5G base station enables the
edge gateway to connect to 5G networks and the cloud with millisecond-level latency.
This configuration makes it possible for edge gateways to effectively use cloud-based
storage services, facilitating quick and accurate data reporting for remote monitoring.
Certification authority (CA) is a prerequisite for edge gateways to join the consortium
blockchain network. By utilizing 5G, edge gateways can gain access to cloud-based
storage services, which reduces the blockchain’s need for data storage. Moreover, they
can offer unified application services connected to production and receive data from
the edge gateway for remote monitoring.
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Figure 1.
Proposed blockchain framework.
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3.1 Step 1: System initialization

Utilizing encryption algorithms to enable the conversion of plain text into
encrypted text and vice versa is necessary to ensure data security during network
transit. Sensitive data is typically protected from public view by encoding or encryp-
tion procedures. By encryption, the data is effectively “locked,” meaning that only
the owner or those with the right decryption key can access it. The content that was
originally unencrypted is called plaintext, and the content that was encrypted using a
secret key is called ciphertext. To achieve a higher level of security for data transmis-
sion between client applications and servers, the encryption algorithm parameter is
essential. The attribute-based encryption scheme uses setup algorithms to build B
from the corresponding bilinear mappings and the prime number orders of q bilin-
ear groups H1, represented by h are e: H; x H; — H, and shown as G: 1 {0, 1} H. The
attribute-based encryption scheme parameter is selected randomly € Z; and creates
public keys using Eq. (1):

hPK, =e(h,h)' .MK, = h* 1)

In Eq. (1), PKj is represented as the public key, and the parameter selected by the
key server a € Z, randomly generates the public and private keys.

PK, =h".MK, =a )

In Eq. (2), PKK is the public key MK that is produced when the master key is used.
3.2 Step 2: Key generation

The key generation algorithms are implemented by the attribute-based encryption
scheme and the key server, which then generates user keys with extra homomorphic
encryptions. It then establishes the attribute-based encryption scheme establishes
S = Enc (PKg, ), and directs it to key servers. The key servers choose a arbitrarily and
generate § € Z, create U = (S @ Enc (PKg, 6)) ® a, and send it to the CPS infrastruc-
ture. Eq. (3) defines the attribute-based encryption scheme, which uses additional
homomorphic encryption to decrypt U and obtain Y.

Y =Dec(MK,,U)=(S+6)a 3)

The prime numbers  and € Zq are selected at random by the attribute encryption
mechanism. and the computing of Z = % ¥z is then forwarded by key servers. The
key server calculates M = Z"a® = h’* “/zq and forwards it to the CPS infrastructure.
The CPS infrastructure uses 7 to generate the user key WKg = D = M" = h#*®/*and
securely transmits it to the users. The key servers then execute the key generation
programs, randomly choosing &; U Z, for each attribute of users f; € W, generate and
store attribute keys WKy. User keys WKB and attribute keys WKK are used to create
the user’s attribute private key WK using Eq. (4):
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WK, =D, =g’G(i)",D'=h"iew @

Data security and confidentiality are guaranteed by encryption, which is applied
to the collected data after key values are generated. In the section that follows, the
specific encryption procedure is explained.

3.3 Step 3: Encryption

The ciphertexts CT are generated, the information N is encoded, the access policy
tree T is defined, and the encoding algorithms are carried out by the data owners.
First, data owners select DK € Z, randomly and use DK to encode the data N by utiliz-
ing symmetric encryptions. Subsequently, they construct the access strategy tree T,
describe Bk, — 1degree polynomials p, for every node y in the tree in B top-down way,
and choose w € Z arbitrarily. For root nodes R of tree T, they describe pr(0) = w. For
other nodes y of tree T, they denote py(0) = pparent(index(y)) and select the random
variable to finish the description of p,. Supposing that X represents the set of param-
eters respective to the leaf node in the access policy tree T, ciphertexts are generated
by using Egs. (5) and (6):

CT =T, E=WEnc, (N),C=DK-e(h, h)”,C=h™ (5)
C, =h™",C=G(Attribute, )" 6)

In the decryption process, the user can only decode e(h, h)dw if the collection of
attributes they own satisfies the access policy, as per Eq. (7). The attribute encryption
mechanism uses arbitrary and unique attributes to generate a private attribute key for
each user, ensuring diversity among the keys for all users. Collusive users can calcu-
late e(h, h) dpy(0) from the corresponding node y, but they are unable to calculate
e(h, h) dy from the same nodey.

3.4 Step 4: Decryption

After obtaining the ciphertext from cloud service providers, the user requests
decryption from the key server. Using attribute keys, the key servers run the model
and decode the ciphertext. The procedure of decryption is defined by recursive
algorithms, which describe recursive algorithms DecryptNode (CT, WKk, y), input
ciphertexts CT, attribute keys WKy, and nodes y in the access policy tree T. If y isa
leaf node, expressj = attribute y.

e(H,C)) e(D",G(j)",h”")
e(D;,C)) e (h‘?G(j)”(o) )

DecryptNode (CT,WK, ) = = e(h,h) 5,,(0) (7)

Following Eq. (7) in the decryption process, the user is capable of decoding
e(h, h)dw only if the access policy is satisfied by the collection of attributes they
own. To ensure diversity among the private attribute keys for all users, the attribute
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encryption mechanism generates the private attribute key for each user using arbi-
trary and unique attributes. If collusive users can compute e(h, h) dpy(0) from the
corresponding node y but cannot calculate e(h, h) dy, from the respective node y but
cannot calculate e(h, h)dy, they also cannot decrypt DK. The CIS process of CPS is
illustrated in Figure 2.

Figure 2 illustrates the CIS of the CPS model, tackling the difficult issues of allow-
ing authorized access control and effective data sharing in the networks. The block-
chain model is easily combined with cybersecurity information-sharing and access
control mechanisms of CPS to address issues with conventional policies. Blockchain
thus ensures data integrity, fairness, authenticity, security, and distribution while
addressing several important concerns. Data sharing and access control management
are crucial tasks for smart contracts. This and other distributed ledger technologies
improve data security and privacy by making transactions more dependable, trans-
parent, and easily verifiable. This gives data owners more authority to manage their
information more effectively. The blockchain system distributes membership keys
and logs the data’s users and owners. When a user requests access to data, the system
uses the user’s login information to create a new encryption key, which is then sent to
the proxy server. Then, the blockchain is informed of the rules and limitations regard-
ing who can access and use the data. Before allowing access, a data user’s identity is
carefully checked.

The trusted authority initiates the initial setup to set up a master key and the sys-
tem’s default settings. After that, users’ keys are dynamically generated in real-time
by the KeyGen method. After that, the data system uses the encryption algorithm to
produce the ciphertext. The metadata is stored using blockchain., and cloud providers
are in charge of ciphertext management. Our architecture increases availability by
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Figure 2.
Cybersecurity information sharing (CIS) of the CPS model.
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strengthening content delivery’s resistance to packet losses through the use of data
caches in the forwarding process. Furthermore, an information-centric network’s
multipoint delivery system guarantees effective use of storage and bandwidth.
Furthermore, since the content is no longer unique, bandwidth usage drops as the
number of viewers rises.

The flowchart for access right authorization is shown in Figure 3. A virtual iden-
tity that serves as information reflecting the right of access could be created by link-
ing it to permissions. Thus, a key component in avoiding forgeries is the capacity to
authenticate oneself. Domain owners respond to a user’s request for access by creating
a capability token based on a predefined access control strategy. They then execute
transactions to make updates to the smart contracts’ token data. Identity-related
elements are arranged via smart contract capability pools, which allow for consistency
and verification across blockchain network nodes. Before allowing service providers
to grant access to the subject, they must first obtain the capability token from smart
contracts using the subject’s address.

Next, we will consider the local access control strategy. As long as local service
providers apply suitable access validation, smart objects can actively participate in
decision-making regarding access control. Thanks to this feature, controlling access to
CPS can be done flexibly and comprehensively. Our method implements the capabil-
ity delegation mechanism by correctly configuring a delegation set inside the identi-
fication capability. After receiving an update transaction for tokens from the user, the
smart contract will verify the delegation right by closely reviewing the list of delega-
tions. The time has come.

Figure 4 depicts the blockchain-based key management system. Among the
operations covered are initialization registration, access record, access query, key
updates, leaving a node, and rescinding access. The topology, which is shared by all
security access managers inside the same deployment domain, serves as the basis for
validating access query transactions. When introducing someone to the blockchain,
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50



Perspective Chapter: Blockchain-Based Data Access Control Framework in Cyber-Physical Systems
DOI: http://dx.doi.org/10.5772/intechopen.1004724

Applications

v

Initialization Access Access <
Registration Record Query
» Topology
Key Update Leave Revocation
\ /
Access Key Enc}lgﬁtmn Public Key Private Key

Figure 4.
Blockchain-assisted key management.

they should apply for initialization registration first. The user entry needs to define
the deployment tuple, endorsed node, and encrypted access keys (for auditing). Next,
to obtain permission to access the designated node, the individual has to start an
access query transaction with the security access managers. Security access managers
have full access to all authorized node data across all devices once the blockchain is
operational. This capability allows them to more precisely identify and confirm the
legitimacy of access transactions. It is the subject’s choice to use or not use any access
that they are granted to an object during the key’s lifetime. As a result, the object’s
access operation needs to be recorded in the access record transaction along with the
subject’s access signature. This phase usually signifies the end of the access cycle.
Users must then send a key update transaction with the key details to security access
managers.

4, Results and discussion

The deployment of distributed access control and the safe interchange of data
from CPS devices is illustrated. The NS2 simulation tool was used to put the developed
blockchain-based secure access control system into practice. An Intel i3 CPU with
2GB RAM and the Ubuntu operating system were used in the implementation. An
i7-4510U processor with 8GB of RAM was used for the secure data transaction process.
The gradual integration of data-sharing technologies into different industries has been
facilitated by their advancements. Secure transactions have a major impact on data
effectiveness. However, there is insufficient tracking of digital data usage in traditional
data-sharing architectures. Furthermore, CPS owners might be reluctant to divulge
their information. The present research presents a data-sharing approach that utilizes
blockchain technology to tackle security and control issues that are common in tradi-
tional centralized data sharing and management. This study also assessed the safety
and usability of the model. The study presented a blockchain-based data-sharing para-
digm and demonstrated its high efficiency, security, manageability, and practicality.
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Parameter Description
Block size 1MB
Transmission range 300 m
Message size 15GB
Total number of nodes Random (10,000-30,000)
Number of blocks Random (100-250)
Security protocols AP, CKP
Traffic type Constant Bit Rate
Timestamp 128 bit
Table 2.
Simulation parameters.

Based on the framework, this model makes use of blockchain technology to pro-
vide decentralized access to information security. Moreover, the extensive database
is methodically encrypted, which serves as the foundation of the entire architecture
and a security measure against data content leaks. With distributed storage serving
as the foundation. Presenting a solution to problems like the vulnerability of a single
point of failure in a centralized system. Simulation parameters, delineating security
specifications, are detailed in Table 2.

4.1 Data confidentiality ratio (%)

Blockchain offers a reliable and effective data exchange platform. By classifying
users based on label data, the suggested approach improves the level of detail in
data-sharing services and guarantees strong data security. Applying steps 1-4 in the
suggested section—which include initialization, identity authentication, signature
and verification, and data transfer—calculates data confidentiality and ensures a safe
and effective data exchange. The detection server is the main part of the information-
sharing system. In this setup, all client-label data is gathered and analyzed by a
central server, which then uses cosine similarity to identify communities and stores
them on a blockchain. Users can collaborate on shared data and access shared analyt-
ics more easily with the help of the blockchain client. The detection server is the main
part of the information-sharing system. In this setup, all client-label data is gathered
and analyzed by a central server, which then uses cosine similarity to identify com-
munities and stores them on a blockchain. Users can collaborate on shared data and
access shared analytics more easily with the help of the blockchain client.

In Figure 5, the framework presented achieved a high level of confidentiality,
with a ratio of 97.54% compared to other methods. This success can be attributed to
the effective generation of public and private keys, which helped encrypt the original
data. Additionally, the implementation of access control mechanisms played a crucial
role in maintaining data access restrictions.

4.2 Throughput ratio (%)

Here, throughput is expressed in megabits, kilobits, or bits per second and is
calculated by dividing the file size by the processing time. The speed at which data
can be transferred between two points is known as network throughput. Network
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Data confidentiality vatio.

speed is usually measured in megabits or gigabits, which are units of measurement
for the amount of data transferred per second. The throughput analysis took into
account input parameters like speed and data volume. Evaluating the effectiveness
of securely transmitting information to the end user was justified by the throughput
metric. Notably, even though attribute-based encryption is an expensive crypto-
graphic primitive, it has not been able to meet the demanding throughput require-
ments of time-series Internet of Things data in a commercial setting. By utilizing
alarge degree of decentralization, the suggested method successfully avoided the
problems related to a single point of failure. First, the shared data storage devices
and blockchain technology form the basis of this data exchange method’s frame-
work. Integrity protection and the decentralized, distributed architecture of block-
chain make sure that the failure of a single node does not jeopardize the integrity

of the entire system. Second, this paradigm makes it easier for different attribute
management authorities to coordinate. The system becomes more resilient as a result
of the roles being divided among various attribute authorities, thereby enhancing its
ability to prevent unauthorized actions from disrupting services. Additionally, this
research has purposefully separated attribute management from the data owner, in
contrast to situations where the owner supervises attribute administration. With this
method, the data owner is limited to the position of a data manager and cannot per-
form any user-managed tasks. This limitation avoids data unavailability that might
result from the data owner’s slow response time. The impressive throughput ratio of
98.2 percent was attained by the model that was presented. This demonstrates the
efficacy and efficiency of the framework in enabling safe and rapid data throughput,
as shown in Figure 6.

4.3 Efficiency ratio (%)

The blockchain network’s efficiency is an important factor that includes latency,
throughput, and scalability. This includes the proportion of all data items transmitted
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by third parties to the total amount of data transmitted securely. Online data transfer
has many benefits, not the least of which is timeliness. On the other hand, as the
amount of information available online increases, so does the need for safe data
sharing and storage practices. This emphasizes how important strong blockchain
frameworks are to meeting these changing needs. Conventional data transmission
methods face challenges from the modern technological landscape’s demands for
security and privacy. The suggested system presents itself as a viable path forward
for the development of next-generation data-sharing technologies by utilizing the
intrinsic decentralization, audibility, and tamper-proof characteristics of blockchain
technology. A safe and effective method of exchanging data is provided by integrat-
ing blockchain technology with data sharing, which simplifies the procedure into

a few clicks. The method detection algorithm divides users into data-sharing com-
munities according to how similar their labels are to one another. The degree of data
sharing was determined in large part by evaluating the community detection results
based on the degree of sharing. By reducing the amount of shared data queries, this
method effectively improves data sharing efficiency. The results of the experiments
confirmed the effectiveness and security of the proposed data exchange strategy
among clients. The ACE-BC model achieved an impressive efficiency ratio of 97.4%,
as depicted in Figure 7.

4.4 Latency ratio

Network latency has been a major source of concern because it is the total of all
possible delays that a packet may experience during secure data transmission. To
reduce latency, this study suggested a distributed key-generation framework that is
integrated with cloud computing and supported by blockchain technology. To attain
domain access, several blockchains operating in the cloud were also implemented.
Cloud managers, which supervise multiple blockchains, each consisting of different
blockchains within its deployment domain, were introduced to fulfill the low-latency
and high-scalability requirements of Internet of Things scenarios. The numerical
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results showed that the efficiency of the system was largely dependent on network
latency. For IoT scenarios, it was therefore beneficial to use blockchain technology on
the cloud, closer to the terminal devices. When deployed on security access manag-
ers, the suggested blockchain for key generation enabled low-latency key generation
for user entries in comparable deployment domains. As a result, the ACE-BC model
obtained a 10.9 percent reduction in latency. In Figure 8, the latency ratio is shown.

4.5 Computation time

The computation times needed for different encryption algorithms during user
operations were assessed in this study. It was found that blockchain operations took
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Figure 8.
Latency ratio.
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up a sizable amount of the total time. This protocol had computation times that were
independent of data size since data access keys were distributed on blockchains. But
most of each user’s operational time was spent on blockchain operations, since fair
behavior required verification of both the sender and the recipient. In the blockchain
operations, the receiver in particular took 0.6 ms to figure out his data access key. We
can see the computation time in Figure 9.

In comparison to previous methods, such as BFLDPAS [15], CEDSA [16], and
PPBT [17], the suggested framework performed better in terms of throughput ratio,
data confidentiality, efficiency ratio, computation time, and latency.

5. Conclusions and future works

The paper presents a framework to enhance CPS’s overall data security. Many
systems are implementing data storage and exchange technologies as a result of their
advancements. Nevertheless, there are no easy ways to track the amount of digital
data used in the conventional data-sharing architecture. The study focused on issues
related to traditional data-sharing, where major issues include the infrastructure
system’s unwillingness to share and the difficulty of tracking digital data usage.

To address security and control concerns, a centralized approach for data sharing
and administration utilizing blockchain technology was proposed. In the study, the
model’s security and viability were assessed. The study presented a blockchain-based
data-sharing paradigm and illustrated its effectiveness, safety, and efficiency. The
framework served as the foundation for a decentralized encrypted data storage and
access system when it was combined with blockchain. To guard against the loss of
sensitive data and maintain the integrity of the entire infrastructure, real-time data-
base encryption was put in place. The experimental findings showed that, in com-
parison to other well-established models, the suggested framework greatly enhanced
some performance measures.

These improvements included a lower latency rate (10.9 percent), better effi-
ciency ratio (97.4 percent), higher throughput ratio (98.2 percent), and increased
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data confidentiality ratio (97.54 percent). The main goal of the operational concept
was to overcome the drawbacks of centralized servers and single points of failure by
using distributed storage. In the future, further functionalities like policy hiding and

ciphertext search could be added based on the current attribute-based encryption to
meet more specific access control needs.
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Blockchain Mining: Understanding
Its Difficulty in Terms of Hashing
Algorithm Efficiency

Carlos Roberto Martinez Martinez

Abstract

This study systematically evaluates the performance of the hashing algorithms
SHA-2 and SHA-3 (in both 256-bit and 512-bit variants), as well as MD5, in generat-
ing and verifying a thousand-block chain to understand the computational costs asso-
ciated with blockchain mining. Java-specific source code was developed to simulate
key aspects of a blockchain back-end environment, focusing on block creation and
validation. The five distinct hashing algorithm configurations were tested at varying
levels of complexity, with performance measured by the duration of each test. The
study reveals that SHA-3, despite producing stronger hash values, is slower than MD5
and SHA-2. An optimal balance between security and calculation time was achieved
at a four-character complexity level. While higher complexity levels enhance security,
they significantly reduce performance, deeming them suitable for systems with lower
data processing needs. These findings can guide small and medium-sized businesses
in understanding the computational costs of employing blockchain technologies.

Keywords: cryptography, SHA-2, SHA-3, MD5, proof of work, computational costs

1. Introduction

Blockchain technology, transcending its initial role in cryptocurrencies, is now
emerging as a versatile agent of change in the modern digital age. Its decentralized,
transparent, and immutable characteristics are expected to significantly influence
numerous sectors. For instance, blockchain technology has been proposed to be imple-
mented in African nations to increase voter trust and reduce electoral violence [1]. Other
possible applications are: facilitating data exchange, medication administration, bio-
medical research, remote patient monitoring, health data analytics, and log management
[2]. Furthermore, recent studies highlight that smart contracts, based on blockchain
programming interfaces, have the potential to transform several established industries,
including healthcare, energy, and banking [3].

The present study examines the computational requirements imposed on
blockchain systems by extensive mining activities while also providing impor-
tant insights to alleviate their respective workloads. It thoroughly evaluates the
algorithms of Message-Digest version 5 (MD5), as well as Secure Hash Algorithm
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versions 2 (SHA-2) and 3 (SHA-3), in both their 256-bit and 512-bit forms. The focus
is on assessing the effectiveness of these algorithms in generating and validating
blockchains. The primary goal of this research is to achieve a balance between hash
strength, which directly impacts system security, and computing time, which signifi-
cantly affects overall performance.

2. Theoretical framework

The core of the blockchain mining process is the calculation of the hash value for
each block, but this requires significant computational power and direct and indirect
costs of these technologies. The complexity of designing a balanced solution has
led to the development of a number of specialized technologies, such as a proposed
decentralized agent-oriented modeling (DAOM) framework [4] for designing and
developing blockchain-decentralized applications to facilitate secure and efficient
interorganizational collaborations. Additionally, there are proposals for the imple-
mentation of Bloom filters on GPUs, utilizing special frameworks to enhance hashing
performance [5]. However, utilizing trustworthy digest algorithms to calculate hash
values is fundamental for maintaining the integrity of the network, its security and
efficiency. In this context, the National Institute of Standards and Technology (NIST)
of the USA recommends the SHA hashing algorithms, including the SHA-2 family and
SHA-3 in their 224, 256, 384, and 512-bit modalities [6]. These algorithms have been
subjected to extensive scrutiny and cryptographic analysis, validating their security
for a variety of applications. The previous SHA-1 algorithm was deemed insufficient
and was removed from the Secure Hash Standard in March 2023 [6].

The Java programming language, known for its platform independence, robust-
ness, and extensive ecosystem, is widely used to develop and test blockchain-related
algorithms. Numerous blockchain platforms, frameworks, and libraries, such as
Ethereum, Hyperledger Fabric, and Corda, provide Java SDKs and automation
support for creating blockchain back-end applications [7]. Regarding the hashing
process, the MessageDigest class from the java.security library supports various algo-
rithms, including MD5, which is based on the RFC 1321 standard [8]. The information
to be hashed with this algorithm is initially padded so that its length conforms to a
448 modulus of 512. Padding consists of appending a single ‘1’ bit, followed by ‘0’
bits, until the desired length is reached. A 64-bit representation of the original mes-
sage length is subsequently appended. If the length is greater than 264 bits, only the
lowest 64 bits are considered. The resulting 512-bit message is split into 32-bit words.
A four-word buffer (A, B, C, and D) is initialized with specific hexadecimal values to
compute the message digest. Subsequent cycles of transformations on the buffer and
message words generate the final message digest. Despite MD5 being considered as
insecure in recent years [9], its high performance in blockchain mining continues to
attract interest, as evidenced by [10].

SHA-2 is implemented in Java in compliance with the standard outlined in [6].
According to the official documentation of the programming language [11], there
are two primary configurations: 256-bit and 512-bit, and all other possible bit lengths
are just variations of these. Both configurations consist of the text being split into
eight 32-bit words. To prepare these strings for processing, a single ‘1’ bit is appended,
followed by ‘k’ zero bits. The value of ‘k’ is chosen so that the entire length of the mes-
sage is a multiple of 512 bits minus 64. Then, a 64-bit block representing the original
binary length is appended. The then-padded message is parsed into multiple 512-bit
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segments. Each block is subdivided into 32-bit words (for SHA-256) or 64-bit words
(for SHA-512), depending on the algorithm. Then, a main loop is executed on each
word performing calculations with constants, rotations, and shifts of quantities. The
entire procedure returns the final hash value.

SHA-3 is a family of cryptographic hash functions derived from the Keccak
algorithm [12], which utilizes mathematical permutations on the width of the strings.
The number of internal transformation iterations, or rounds, allow transformations
on a state array of bits. This process enables the conversion of binary strings into state
arrays and vice versa, following certain predefined rules. In addition, SHA-3 uses a
framework known as Sponge construction, which uses a function on fixed-length
strings, a rate parameter, and a padding rule in order to processes a series of input
blocks and then integrate them with the internal state of the hash function through
XOR operations. This design makes SHA-3 a robust and versatile cryptographic
instrument.

In a comparative analysis of various cryptographic algorithms, Gupta et al. [13]
stated that while MD5 offers speed due to its relatively simpler calculations, it falls
short in providing robust security against collision attacks. Collision resistance is
a characteristic of cryptographic hash functions that makes it extremely difficult
to find two different inputs that result in the same output. MD5 is considered less
collision resistant than the SHA family because of vulnerabilities that make it easier
to find two distinct inputs that produce the same hash value [14]. This vulner-
ability compromises the security of systems that depend on MD5 for data integrity
or authentication. SHA-2 and SHA-3 are meant to provide much stronger collision
resistance, making them better suited for protecting digital data and communications
across various applications [15].

SHA-2, specifically its 256- and 512-bit variants, demonstrated significant
resistance against cryptographic attacks [16] because of its more complex hash
calculations. However, the enhanced security offered by SHA-2 comes at the cost
of computational speed, especially when dealing with large datasets. Similarly,
Chandran and Manuel [17] noted that SHA-3, the successor to SHA-2, provides even
stronger security features but with increased demands on computational efficiency.
Despite this limitation, the authors emphasized the resistance of SHA-3 to known
cryptographic vulnerabilities, making it a preferable choice for applications requiring
high-security measures. However, these findings contrast with those of Sailaja and
Vucha [18], who indicated that the performance and security of hashing algorithms
depend mostly on the nature and volume of the data being processed. In the latter
study, SHA-3 was found to be more efficient than SHA-2 for smaller datasets, while
SHA-2 outperformed SHA-3 with larger data volumes. For similar reasons, Quist-
Aphetsi and Blankson [19] proposed a hybrid approach, suggesting the combined
use of MD5 and SHA-2 of 256 bit for a balance between security and computational
efficiency, mitigating the vulnerabilities associated with MD5 and the performance
drawbacks of SHA-2.

The choice between these hashing algorithms should therefore hinge on the
specific needs of the application regarding security and performance.

Table 1 scrutinizes 10 recent studies, each delivering insights into the efficacy of
hashing algorithms within the realm of blockchain mining. Despite the consistent
approach to hashing algorithms, their computational costs, and their impact on
blockchain mining across these studies, the current research distinguishes itself by
specifically concentrating on the exhaustive evaluation of the MD5, SHA-2, and
SHA-3 algorithms in the particular context of blockchain mining, utilizing the Java
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Year, Approach Comparative analysis with present

study article

2023, Using the Modified Merkle Hash Tree algorithm as The study does not specify the software

[20] a foundation, this study investigated a framework platform used for conducting the test,
for identity management in decentralized IoT thereby eliminating the possibility
blockchain networks. Multiple encryption of reproducibility. Moreover, the
techniques and hash functions were included, such performance results are obtained by first
as RIPEMD, Whirlpool, Tiger, Gost, Shake, SHA1, encrypting each block and then calculating
and SHA2 in 256, 384, and 512 bits. The study the hash value using a cross-combination
indicated that a combination of the SHA3 function of algorithms instead of directly evaluating
and AES-128 encryption reduced execution time by the mining process efficiency itself.
36% compared to other combinations in regards of
identity threat protection and network protection.

2022, Given the vulnerabilities of blockchain systems Post-quantum algorithms and hashing

[21] to quantum attacks, the study explored the algorithms are distinct in purpose and
performance of various post-quantum signature design. Post-quantum algorithms are
algorithms, such as the ECDSA, Dilithium, and designed to secure information against
Falcon, in a blockchain environment. The study the potential capabilities of quantum
identified that the main weakness is related more computers, which are not yet commonly
to the large sizes of the keys than to the signatures used in current blockchain applications.
produced by cryptographic methods.

2022, This article introduces ALDER, a method developed Although the ALDER method uses

[22] to augment the efficiency of blockchain systems by cryptographic hashing to construct
utilizing multiplexed execution of the consensus macroblocks, it does not evaluate the
protocol. It enacts a two-phase strategy: a reduction relative efficacy compared to other
phase that utilizes a voting mechanism to achieve available hashing algorithms.
consensus on a specific block hash and a binary
Byzantine agreement phase that finalizes consensus
anchored on hash values. Alongside these phases,
ALDER integrates cryptographic hashing into the
construction of macroblocks, thereby enhancing
throughput and reducing latency.

2022, The article contrasted the performance of SHA- The article focused solely on two hashing

[23] 256 and BLAKE2b in a Proof of Work (PoW) algorithms: SHA-2 in 256-bit mode and
architecture, specifically in a Bitcoin-like mining BLAKE?b. Additionally, Python was used
scenario. It addressed the need for efficient hash for developing the blockchain framework,
algorithms in blockchain applications, considering as it possesses several commendable
power consumption and environmental concerns. characteristics. However, this language is
The results indicated that BLAKE2b was faster frequently outperformed by Java in large-
for single plaintext hashing, while SHA-256 scale back-end operations.
outperformed in PoW architectures.

2022, It offers performance indicators, trade-offs, trends, An algorithm was developed for evaluating

[24] drawbacks, and proposed solutions for blockchain SHA-2 in 256-bit mode, taking precedence
consensus algorithms in decentralized architectures. over other potentially more efficient
The study assesses performance metrics, including algorithms. The findings are presented
fairness for smaller clients, and discusses the predominantly through qualitative
potential influence of quantum computation on assessments rather than quantitative
blockchain technology. measurements.

2021, Using queuing models, this study analyzes Bitcoin’s The study used one single hashing

[25] transaction confirmation time, revealing a non-work technique. The performance analysis

conserving mechanism that may exclude lower-fee
transactions. It also specifies a nonhomogeneous
Poisson process as an appropriate model for
simulating block generation, providing accurate
estimates for transaction confirmation time,
particularly for larger block sizes.

of the blockchain is primarily based on
the implementation of independent
Bernoulli trials for hashing calculations,
recommending the creation of mini pools
consisting of multiple nodes for enhanced
performance.
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Year, Approach Comparative analysis with present

study article

2020, The study systematically evaluates blockchain This study is comprehensive and offers

[26] efficacy using theoretical analysis, a literature significant comparisons among various
review, and performance experiments using Blockchain frameworks and DLTs.
frameworks such as Blockbench, DAGbench, and However, it lacks quantitative evidence
Hyperledger Caliper. It also tested the performance about blockchain mining performance.
of several Distributed Layer Technologies (DLTs),
such as HLF, Ethereum Geth, Parity, and Quorum,
among others. The survey identifies bottlenecks of
those technologies and outlines future directions for
blockchain system optimization research.

2019, This study assesses the efficacy of hash calculation in The study presented results on

[27] the Parity and Multichain blockchain frameworks by transaction-mining time for the evaluated
evaluating transaction validation time, transaction frameworks and explored the efficiency
mining time, transaction-seek time, and block- of storing and retrieving blocks from the
seek time. The results indicate that Multichain blockchain. However, it did not provide
outperformed Parity in the evaluated metrics. specific details about the mining strategy
However, it should be noted that Multichain only employed or the efficiency of the hashing
supports transactions for asset exchange between algorithms used in the frameworks.
pairs. On the other hand, Parity requires more time
for computations but offers support for complex
transactions, including the execution of smart
contracts.

2018, The study examines the use of a blockchain proof- It is not specified which programming

[28] of-work mechanism and SHA3-256 cryptographic platforms were used to develop the
hashing to enhance the security of mobile described blockchain framework, limiting
commerce. This paper demonstrates how these the insight into technology performance.
blockchain techniques can be adapted for mobile Only the performance of SHA3-256 was
platforms, providing effective security solutions for evaluated.
future m-commerce.

2016, This study presents a new framework for The security evaluation of the software

[29] quantitatively analyzing security and performance was based solely on Markov Decision
in proof-of-work blockchains, considering real- Processes (MDP). The results focused
world factors. The framework enabled optimal on measuring the mining power of
comparison of performance and security trade- hypothetical adversaries to analyze
offs in various blockchain scenarios, including competition in “selfish mining”
configuration of the block size, generation intervals, techniques, rather than evaluating the
and propagation mechanisms. computational performance of various

ciphering algorithms
Table 1.

Comparative analysis of the litevature on blockchain mining performance.

programming language as a back-end software platform. This refocusing of the
surveyed studies is highlighted to underscore the relevance of the present research.

The balance between security and performance in blockchain technology was
based on the technical methods used to maintain network integrity and operational
effectiveness. Pillai et al. [30] were investigated regarding the trade-offs related to
blockchain interoperability, where the aim of smooth transactions between vari-
ous blockchain systems might lead to increased complexity that could compromise
security and performance; therefore, a modular approach to interoperability was
suggested, utilizing dedicated protocols to fulfill security and performance needs
for secure and efficient cross-chain interactions, without overly burdening the

67



Blockchain — Pioneering the Web3 Infrastructure for an Intelligent Future

participating blockchains. Also, Gervais et al. [31] offered a technical examina-

tion of how Proof of Work (PoW) techniques, which aim to protect blockchain by
demanding computationally difficult tasks for block validation, naturally restricted
transaction throughput and raised latency. To address this trade-off, they proposed
using other consensus mechanisms like Proof of Stake (PoS) or hybrid models that
combine different consensus techniques to enhance both security and performance
while reducing computational complexity. In a more recent trend, Dinh and Thai [32]
indicated that Al enhanced blockchain by optimizing decision-making across secu-
rity, performance, and governance. It automated parameter adjustments for improved
efficiency and introduced advanced mechanisms for data confidentiality. Machine
learning algorithms within blockchain could detect and neutralize threats, ensuring
component isolation during attacks. These measures could contribute to enhancing
security and reducing the computational costs of hashing.

3. Methodology

In this study, a systematic approach was adopted to evaluate the performance
of MD5, SHA-2, and SHA-3 (the two latter in 256-bit and 512-bit variants) in the
generation and verification of a thousand-block chain. The testing environment
utilized Ubuntu Linux version 22.04 as a virtual machine [33], equipped with
a 1.8 GHz processor and 4 GB of RAM. The software was developed using Java
Development Kit (JDK) version 18 and served both as a blockchain framework
and a testing application, providing a controlled environment for comparing the
performance of the hashing algorithms. The framework simulated basic aspects of a
blockchain network, such as block creation, transaction processing, and blockchain
validation, ensuring repeatable and consistent performance measurements and
serializable network transmission capabilities [34]. A procedure was used to gener-
ate and populate the blocks [35], filled with hypothetical monetary transactions.
The configurations of each hashing algorithm were tested four times at six different
levels of complexity: from one to six characters used in the hash value as proof-of-
work. Therefore, in this study, the mining process executed to verify a hash value
with a substring of two zeros (00°) was named Complexity Level #2, or simply
“C-2,” and so on. The highest level of complexity evaluated, consisting of six zeros
(‘000000%), was named “C-6".

The performance was determined based on the duration of each test, which was
recorded in seconds [36] by the same software that conducted the tests. After the
mining process, blockchain validation consisted of a routine that recalculated each
block hash and verified the integrity of the nonce values and precedent hash in the
chain, also recording performance data such as time, CPU, and memory load. While
Linux memory caching and sharing subsystems can distort actual usage, ‘meminfo’
command provided a general load estimate.

After conducting the tests, an inflection point in mining complexity was identi-
fied, where increased nonce calculation iterations began to significantly extend
computational time, thereby negatively impacting performance. This point marked
a threshold beyond which further increases in complexity no longer yielded propor-
tional security benefits, as the additional security gains did not justify the heightened
calculation time. This criterion was used to determine the most appropriate level of
complexity for practical applications in regular real-life organizations.
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4. Development of testing software

In the developed source code, each block represented a class instance with six
attributes and a non-limited list for storing transaction objects. Only the most basic
information was included in the declaration of the Block and Transaction classes
to reduce the possibility of creating unnecessary bottlenecks while calculating the
hashes in order to focus mostly on the performance of the algorithms. The pseudo-
code is as follows:

Class Block

Declave integer id

Declare integer nonce

Declare long timeStamp

Declave string hash

Declave string previousHash

Declare List of Transaction objects, named I Transactions

EndClass

Class Transaction

Declave integer id

Declare long timeStamp

Declare string sender

Declare string receiver

Declare double amount

EndClass

The BlockChain class was designed to manage the blockchain’s business logic, hold-
ing all blocks in a dynamically allocated structure. Upon initialization as BCManager,
the class required inputs for the mining complexity level, a character for the proof of
work, and the hashing algorithm’s name. The genesis block was created initially, and
the number of iterations (nonces) needed to meet the complexity requirements was
recorded. For demonstration, a loop was executed to create and add a predetermined
number of blocks, each with a sample transaction. After mining each block, the
cumulative number of iterations required was updated, serving as a key metric for
evaluating the hashing algorithm’ efficiency. The Java code was:

this. BCManager = new BlockChain (pComplexity, "0,
pHashingAlgName);

this. BCManager.createGenesis();

this.iteration Count =this. BCManager.get Block (0).getNonce () ;

for(int i=0; i<RequestedBlocks; i++)

{

BCManager.createBlock();

BCManager.getLastBlock().set Transaction (“Wallet_ID 17,

100.8, "Wallet_ID 2");

this.iterationCount +=BCManager .mineBlock();

}

The BCManager class contained a function called createBlock that was responsible
for appending a new block to the blockchain. The method entailed obtaining the hash
of the most recent block in the blockchain to serve as the previous hash for the new
block. Subsequently, the new block was initialized with its index set to the current
size of the blockchain and its prior hash set to that of the last block. In the Block class,
a method named setTransaction was created to add a new transaction to a block at
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the same time. The method utilized the sender’s identity, transaction amount, and
receiver’s identity as inputs to generate a new transaction object. This object included
the aforementioned details and an index based on the current number of transactions
in the block. Subsequently, the transaction was appended to the block’s transaction
list. The hashing process was executed inside of BCManagermineBlock(), so the last
block was mined. The method made use of the plain String version of every block,
generated by the toString() method. Then, using a MessageDigest object configured
with the provided parametrized hash method, the String was converted into a byte
array. This conversion was done according to a specific encryption method. The byte
array was then converted into a readable hexadecimal string, as presented in the fol-
lowing Java code snippet:

MessageDigest digest =

MessageDigest.getInstance (hashMethod.toString () );

byte[] hash = digest.digest (Block.toString().getBytes("UTF-8"));

StringBuffer hexadecimalString = new StringBuffer();

for (int i = 0; i < hash.length; i++)

{

String hexadecimal = IntegertoHexString (Oxff ¢ hash[i] );

if (hexadecimal.length()==1) hexadecimalString.append('0');

hexadecimalString.append (hexadecimal);

}

return hexadecimalString.toString();

The mining method was coded inside BCManager, and no business logic was pro-
vided within the block objects. The method created a hash value from the plaintext,
composed of the String representation of each attribute in a block, plus a nonce, until
achieving the desired proof of work, as specified in PoW_String. The complexity level
was indicated by the variable complexity_Str. The blockchain management object,
BCManager, provided access to the last block available for mining. It also recorded
the nonce and calculated hash in a manner consistent with the fundamental rules of
blockchain. The code is presented below:

String str= BCManager.getLastBlock().toString();

int nonce=0;

String sHash="";

while (true)

{

sHash=this.genevateHash (str+Integer.toString (nonce) ) ;

if (sHash.subSequence(0, complexity_Str).equals(PoW String))

{

BCManager.getLastBlock().register (nonce, sHash);

break;

}

nonce++;

}

return nonce;

After block generation, a validation procedure was performed on each mined block
to confirm the integrity of the blockchain. This procedure was also part of the manag-
ing class and involved the recalculation of every hash using the previously stored nonce
and then comparing against the stored hash. If both hashes matched, the proof of work
was considered valid; if not, the blockchain was deemed compromised. The code snip-
pet is presented below. The full source code is available in the repository [37].
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String sHash= BCManager.generateHash (Block.toString () +
Block.getNonceString());
veturn sHash.equals (BCManager.getBlock (blockID).getHash() );

5. Results and discussion

Each algorithm configuration produced different lengths of hashes, as shown in
Table 2. MD5 created the smallest hashes, which were also the easiest to calculate
in terms of computational resources. Hashing algorithms operating in the 256-bit
modality returned hashes of 64 bytes, while those in the 512-bit mode returned
hashes of 128 bytes. Both SHA2 and SHA3 in 512-bit mode showed more security
potential, as they were more computationally challenging.

Table 3 illustrates the maximum average random access memory (RAM) used
during the creation of the test blockchain. With increasing complexity, RAM usage also
increased. Notably, “C-5” and “C-6” levels required extensive resources, implying sub-
stantial computational costs for real-life applications. Such expenses could be justified
only in high-revenue businesses that prioritize extreme security demands over cost.

Figure1 illustrates the exponential memory usage increase with rising complexity
levels. These results suggest that enhancing server RAM capacity becomes necessary
when hardening the proof-of-work method for security purposes. After generating
the test blockchain, a separate revalidation was performed, which involved recreat-
ing the hash of every block using its converted plain String and nonce value. This
process was significantly lighter than the intensive mining required for new blocks
during the initial blockchain construction. Figure 2 reveals that verification times for
complexity levels C-2 through C-5 are relatively consistent but markedly increases for
C-6 across all algorithms. In a real-world implementation, enhancing the CPU and

Hashing method Resulting length (Bytes)
MD5 32
SHA?2-256 bits 64
SHA?2-512 bits 128
SHA3-256 bits 64
SHA3-512 bits 128
Table 2.

Byte length of the calculated hash values.

Complexity level RAM peak (mega bytes)
C-2 219
C-3 523
C-4 2519
C-5 538.7
C-6 1474.56
Table 3.

Maximum memory usage while mining.
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Figure 1.
Peak memory usage during processing for each complexity level.
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Figure 2.
Proof of work (PoW) calculation time for each complexity level.

RAM of a multicore server, together with utilizing Java’s concurrency utilities such as
the Fork/Join framework and the Executor framework, greatly improves blockchain
efficiency and security. These Java solutions utilize multicore processors to accelerate
the blockchain mining process and data management chores, hence decreasing the
time required to solve cryptographic challenges. Upgraded RAM guarantees efficient
processing of extensive datasets and intricate procedures. These enhancements utilize
the capabilities of Java for parallel processing capabilities to speed up the performance
of complex proof-of-work tasks, thus improving speed and scalability efficiently.
While generating the test blockchain, the process with C-2 proved to be the fast-
est, and therefore the least secure, needing about 250,000 iterations and up to 5 ms
of processing for each block (Table 4). The process with C-3 required approximately
4 million iterations, with block mining times ranging from 13 to 52 ms (Table 5),
offering improved security. For C-4, over 60 million iterations were necessary,
resulting in mining times from 183 to 838 ms per block (Table 6). With C-5, security
further improved, requiring nearly a billion iterations for the test and mining times
from 2.5 to 17.5 seconds per block. In the case of SHA3-256 (Table 7), the most secure
encryption method tested, generating a thousand-block test took more than 4 hours.
However, it is notable that the mining times varied significantly depending on the
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Method Iterations PoW (ms) Mining time per block (ms)
MD5 259,060 17 2
SHA2-256 235,921 13 3
SHA2-512 254,267 13 3
SHA3-256 242,535 14 3
SHA3-512 263,058 20 5
Table 4.

Mining test vesults, using complexity level of 2 characters (C-2).

Method Iterations PoW (ms) Mining time per block (ms)
MD5 4,242,809 13 13
SHA2-256 4,163,061 17 30
SHA2-512 4,217,957 16 26
SHA3-256 3,979,857 14 32
SHA3-512 4,081,028 21 52
Table 5.

Mining test vesults, using complexity level of 3 characters (C-3).

Method Iterations PoW (ms) Mining time per block (ms)
MD5 67,948,703 12 183
SHA2-256 65,845,949 16 443
SHA2-512 67,982,908 12 347
SHA3-256 65,054,242 14 476
SHA3-512 66,335,940 21 838
Table 6.

Mining test vesults, using complexity level of 4 characters (C-4).

Method Iterations PoW (ms) Mining time per block (ms)
MD5 995,404,013 10 2456
SHA2-256 1,019,771,696 13 5673
SHA2-512 1,033,485,474 13 5931
SHA3-256 1,012,483,152 17 9711
SHA3-512 1,055,056,190 28 17,480
Table7.

Mining test vesults, using complexity level of 5 characters (C-5).

hashing method used. Lastly, for C-6 (Table 8), the tests were considerably more
time-consuming, requiring more than 10 billion iterations and several minutes per
block. Specifically, the time to generate a single block ranged from 2.5 seconds using
MDS5 to 175 seconds using SHA3-512. Consequently, the creation of a thousand blocks
under C-6 complexity varied significantly depending on the hashing algorithm: for

73



Blockchain — Pioneering the Web3 Infrastructure for an Intelligent Future

Method Iterations PoW (ms) Mining time per block (ms)
MD5 12,329,239,600 124 36,154
SHA2-256 13,764,806,500 175 90,388
SHA2-512 11,346,805,800 143 66,695
SHA3-256 15,032,843,700 252 137,983
SHA3-512 14,349,920,600 381 248,370
Table 8.

Mining test vesults, using complexity level of 6 chavacters (C-6).

MD5 SHA2-256
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100 2 456 5.673
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| =
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Figure 3.
Block mining time versus level of complexity (in logarithmic scale).

MD5, it took approximately 42 minutes, while for SHA3-512, it extended to over

48 hours, demonstrating a substantial increase in both time and computational effort.
Figure 3 depicts the average elapsed time for processing various complexity levels

using five different methods. The simplest level, C-2, showed the shortest processing
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time, while C-6 had the longest, indicating an exponential increase in processing load
with each additional character in the proof of work. MD5, the simplest algorithm, was
notably faster at C-5. In contrast, the more robust SHA3-256 required significantly
more resources, especially from C-5 onward. SHA2-256 maintained similar efficiency
up to C-4, compared to SHA2-512 and SHA3-256, while SHA3-512 was only slightly
slower. When considering the cost of complexity, measured by the average number of
iterations needed for a new block, MD5 and SHA2-256 were the most efficient at C-5.
However, SHA-512, SHA3-256, and SHA3-512 showed peak efficiency at C-4. Despite
MD5 and SHA2-256s higher efficiency at more complex levels, C-5 demanded
substantially more iterations than C-4, suggesting that C-4 is a more optimal balance
of security and resource use.

Validation of the test blockchain was achieved by executing a new proof of work
to recalculate the hash of every block in a single process. Results depicted in Figure 4
revealed that MD5, SHA2-256, SHA2-512, and SHA3-256 performed similarly, with
low validation costs for C-2, C-3, and C-4. However, C-5 and especially C-6 had high
computation costs and were much slower, affirming C-4 as the most cost-effective
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100 10 13
g 10
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e 1
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T 0.017 0.012 0.012 0.013 0.017 0.016
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Figure 4.
Elapsed time of Proof of Work (PoW) versus level of complexity in the test blockchain (in logarithmic scale).
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option. In the case of MD5, the time duration for C-5 was 833.3 times longer than

for C-4, and for C-6, it was 12.4 times longer than C-5. This suggests that the most
substantial inflection point is reached starting from C-5. Similarly, for SHA2-256, the
duration for C-5 was 812.5 times longer than for C-4, and for C-6, it was 13.5 times
longer than C-5. In the case of SHA2-512, the increase was even more pronounced:
C-5 took 1083.3 times longer than C-4, and C-6 took 11.0 times longer than C-5. The
pattern for SHA3-256 was comparable, with C-5 taking 1214.3 times longer than C-4
and C-6 taking 14.8 times longer than C-5. For SHA3-512, the increase was the most
significant: C-5 took 1333.3 times longer than C-4, and C-6 took 13.6 times longer
than C-5.

Given that the mining process consists of finding a specific hash value through
repetitive iterations, the average number of iterations for each algorithm was calcu-
lated against each level of complexity. The results of this respective test, illustrated
in Table 9, show that MD5, which produces the shortest byte length in hash values,
executed more iterations for hash calculations per second. This suggests that while
MD5 is less secure, it is the fastest in terms of operations per second. At complexity
level C-4, SHA2-256 and SHA3-256 yielded a similar number of iterations per second;
however, SHA3-256 demonstrated a reduction in operation count starting from C-5.
In comparison, at C-5, SHA2-512 generated approximately 2.5 times more itera-
tions. This study offers a novel perspective on the comparative performance of MD5,
SHA-2, and SHA-3 hashing algorithms against varying levels of mining complexity in
a Java-based blockchain framework. The results highlight the trade-off between secu-
rity and computational efficiency, with the four-character complexity level providing
an optimal balance for the aforementioned algorithms. Small and medium-sized
enterprises seeking to understand the computational costs associated with blockchain
technologies will find these findings particularly useful. The selection of a hashing
algorithm and complexity level should be tailored to the specific requirements of the
system, balancing security needs with performance capabilities. Additionally, inves-
tigating the impact of data size and hardware specifications on hashing algorithm
performance would be valuable. As the field of cryptography continues to evolve,
ongoing research is essential to keep pace with technological advancements and to
deepen our understanding of blockchain technologies. Excluding MD5, SHA2-256
proved to be the most efficient in single hashing operations at C-5 compared to the
other algorithms at C-4, although it exhibited noticeably less robustness in hash cal-
culation. Across all evaluated complexity levels, SHA2-512, SHA3-256, and SHA3-512
outperformed in the aforementioned order.

Considering these findings for the implementation of a new blockchain system in
an actual organizational setting, the computational capacity required for executing

Complexity MD5 SHA2-256 SHA2-512 SHA3-256 SHA3-512

C-2 160,608 91,442 97,720 82,327 54,964

C-3 332,665 139,485 161,936 122,631 78,507

C-4 370,676 148,637 195,916 136,562 79,170

C-5 405,329 179,762 174,251 104,263 60,359

C-6 341,025 152,285 170,131 108,947 57,776
Tableg.

Hash calculations per second.
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complexity levels of two to four characters is similar. Therefore, as C-4 provides the
best level of security, it emerges as the most suitable option. It is evident in this case
that all hashing algorithms showed a similar trend. However, if a more demanding
proof of work is required, increasing the complexity level to five characters, a signifi-
cant expansion in computational capacity is necessary, and even more so for six char-
acters. However, the incremental demand from five to six characters is approximately
just over 10 times, which might imply that scaling between these levels is somewhat
more manageable, but it remains substantially costly compared to performing a four-
character hash as proof of work.

Every test carried out for this study was done on blocks of 250 bytes. With C-4
being determined to be the most appropriate option for most applications, several
block sizes were evaluated at this complexity level (Figure 5). Although the MD5
algorithm was the fastest—completing a 250-byte block in 2456 ms and a1 MB
block in 23,378 ms—it is only suitable for non-sensitive applications due to well-
documented security flaws. The mining time for SHA2-256 and SHA2-512 increased
significantly from 250-byte blocks to 1 MB blocks, although SHA2-256 performed
better overall, finishing at 54,455 ms for the larger blocks as opposed to SHA2-512's
67,320 ms. This demonstrated that, among the SHA2 family, SHA2-256 was a more
effective choice, particularly for greater data processing requirements. The highest
mining times were reported by SHA3 algorithms, which provided increased secu-
rity. SHA3-512, for example, reached 132,162 ms for a 1 MB block, highlighting its
computational intensity. These findings shed light on the trade-off between security
and performance that usually exists in cryptographic processes. A balance between
the quick but unreliable MD5 and the safe but slow SHA3 versions was offered by
SHA2-256.

The results about the efficiency of different hashing algorithms are generally
applicable to Proof of Work (PoW) and Proof of Stake (PoS) systems in a broad range
of blockchain applications. Although PoS presents a model in which the stakes of
validators are important for transaction validation, it does not necessarily outperform
PoW [38]. While PoS emphasizes less on energy usage and instead offers possible
advances in network governance and decentralization, PoW is well known for its
computation-based security capabilities. Blockchain framework architecture is sig-
nificantly impacted by hashing algorithm efficiency, as demonstrated by Ethereum,
Hyperledger Fabric, and Corda. Ethereum made the switch to proof-of-stake (PoS)
in an effort to increase security and scalability through more effective consensus. The
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Figure 5.
Mining times for blocks of different sizes, by algorithm.
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adaptability of Hyperledger Fabric’s consensus processes highlights how effective
hashing may improve transaction privacy and productivity for businesses [39]. With
an emphasis on the financial sector, Corda emphasizes how crucial it is to select effec-
tive hashing algorithms in order to guarantee privacy and finality [7]. When com-
bined, these frameworks show how hashing efficiency plays a key role in maximizing
the security, performance, and adaptability of blockchain applications.

While this study examines the efficiency of various mining configurations,
energy consumption can be inferred by analyzing their computational expenses and
effectiveness. Higher complexity levels result in more computational work and longer
processing durations, indicating a likelihood of increased energy usage. Differences in
algorithm performance suggest variations in energy efficiency, where certain algo-
rithms may operate more quickly yet potentially consume higher amounts of energy.
These findings underscore the importance of considering the environmental effects
of hashing algorithms and mining operations for sustainable computing in blockchain
technology.

In the blockchain industry, the effectiveness and safety of mining activities are
greatly impacted by the selected hashing algorithm and its level of complexity. Public
blockchains, benefiting from decentralization and open access over the Internet, find
a balanced solution in choosing an algorithm such as SHA2-256 with a complexity
level of C-4. This level guarantees efficient transaction processing essential for user
interaction while maintaining high security standards. Private blockchains, limited to
certain businesses, can focus on security rather than speed. SHA3-256 is preferred for
complexity levels C-4 or C-5 because of its strong security characteristics. Private net-
works can benefit from improved security without incurring excessive computational
costs due to their lower computational requirements. Therefore, carefully choosing
hashing algorithms and their complexity levels is crucial for enhancing the efficiency
of blockchain networks based on their specific needs and operational environments.

In the dynamic realm of blockchain technology, the integration of newer but
promising hashing algorithms presents significant advantages. BLAKE3 [40] offers
enhanced security through its resistance to modern cryptographic attacks, while
KangarooTwelve [41] boasts improved collision resistance and computational effi-
ciency. Argon?2 prioritizes memory hardness, making it ideal for password hashing
and key derivation functions. Additionally, RandomX introduces a novel approach by
leveraging random code execution [42], which enhances resistance to ASIC mining
and promotes a more equitable distribution of mining rewards. By adopting these
cutting-edge algorithms, blockchain systems can bolster their security, efficiency, and
resilience in the face of evolving threats and technological advancements.

6. Conclusion and future work

This study offers a novel perspective on the comparative performance of MD5,
SHA-2, and SHA-3 hashing algorithms against varying levels of mining complexity in
a Java-based blockchain framework. The results highlight the trade-off between secu-
rity and computational efficiency, with the four-character complexity level providing
an optimal balance for the aforementioned algorithms. Small and medium-sized
enterprises seeking to understand the computational costs associated with blockchain
technologies will find these findings particularly useful. The selection of a hashing
algorithm and complexity level should be tailored to the specific requirements of
the system, balancing security needs with performance capabilities. Future research

78



Blockchain Mining: Understanding Its Difficulty in Terms of Hashing Algorithm Efficiency
DOI: http://dx.doi.org/10.5772/intechopen.1005350

could further explore these dynamics in emerging programming environments, new
hashing algorithms, and blockchain networks. Additionally, investigating the impact
of data size and hardware specifications on hashing algorithm performance would be
valuable. As the field of cryptography continues to evolve, ongoing research is essen-
tial to keep pace with technological advancements and to deepen our understanding
of blockchain technologies.

Future works should also include testing the hashing efficiency of blockchain
systems using different block sizes. While smaller blocks could jeopardize security,
larger blocks might lead to increased computing overhead and longer mining times.
Optimizing security and performance requires an understanding of this relationship.
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Appendices and nomenclature

MD5 Message-Digest algorithm version 5

SHA2-256 Secure Hash Algorithm version 2, with a 256-bit length
SHA2-512 Secure Hash Algorithm version 2, with a 512-bit length
SHA3-256 Secure Hash Algorithm version 3, with a 256-bit length
SHA3-512 Secure Hash Algorithm version 4, with a 512-bit length
PoW Proof of Work process

C-2 complexity level of 2 characters in a hash string

C-3 complexity level of 3 characters in a hash string

C-4 complexity level of 4 characters in a hash string

C-5 complexity level of 5 characters in a hash string

C-6 complexity level of 6 characters in a hash string
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Chapter 4

Perspective Chapter: Reexamining
Coase’s Transaction Costs Paradigm
in the Context of Blockchain
Technology and Smart Contracts

Nasser Arshadi

Abstract

This paper introduces blockchain-based smart contracts and Decentralized
Autonomous Organizations (DAOs) as compelling alternatives to conventional
corporate structures. Coase’s pioneering work in the 1930s posited that the decision
to organize transactions within a firm hinges on whether it is more cost-effective
than executing them in the open marketplace. However, if these transactions can be
conducted more efficiently in the marketplace without the need for a traditional firm,
that becomes the preferred approach. The advent of blockchain-based smart con-
tracts, along with the adoption of numerous self-executing smart contracts, has the
potential to significantly reduce the dependence on traditional firms. Coase’s theorem
was contingent on the magnitude of transaction costs, and if smart contracts can
substantially diminish these costs, facilitating the emergence of DAOs, the original
rationale for forming a firm may no longer apply when considering the blockchain
paradigm.

Keywords: Coase, transaction costs, markets vs. firms, blockchain, smart contracts,
decentralized autonomous organizations (DAOs), tokenization

1. Introduction

Coase’s seminal contributions, spanning from 1937 to 1988 [1-4], posited that the
formation of firms, including public corporations, could be attributed to their role in
minimizing transaction costs. Coase, along with other scholars, argued that specific
transactions might be more efficiently handled within a firm rather than through
market mechanisms, primarily due to the presence of substantial transaction costs.
Conversely, transactions with lower costs in a market setting tended to gravitate
toward market-based interactions.

However, the advent of blockchain technology, smart contracts, and Decentralized
Autonomous Organizations (DAOs) challenges the traditional paradigm proposed
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by Coase. Blockchain technology serves as the enabler of smart contracts, while a
collective assembly of such contracts, known as a DAO, can effectively replicate

the fundamental characteristics of what Coase defines as a firm, with the primary
objective of reducing transaction costs. The intriguing proposition arises when we
consider the potential for significantly lowering transaction costs without relying on
the conventional firm structure. This has the potential to undermine the longstanding
economic rationale for the existence of firms.

This chapter aims to provide a comprehensive analysis of the relationship between
blockchain technology and the formation of firms and corporations, with a focus on
transaction costs. The methodological framework employed emphasizes a conceptual
approach, facilitating a thorough exploration of key concepts and theories.

Section 2 details the methodological approach utilized in structuring the chapter,
highlighting the conceptual nature of the discussion. Section 3 delves into the origins
of public corporations and elucidates the theoretical foundation underpinning their
formation, drawing from Coase’s theorem.

Subsequently, Section 4 introduces blockchain technology and its potential impact
on the formation of firms and corporations, particularly regarding transaction costs.
This section also investigates the evolution of blockchain and its integration with the
internet, including discussions on Web 1-3, smart contracts, and DAOs.

Section 5 explores strategies for improving corporate efficiency through the adop-
tion of blockchain, smart contracts, and DAOs, showcasing their diverse applications
across various industries.

Finally, Section 6 presents the conclusions drawn from the chapter’ findings,
summarizing key insights and identifying both limitations and avenues for future
research. By critically examining the influence of blockchain technology on orga-
nizational structures and transaction costs, this chapter contributes to the ongoing
discourse on the evolution of corporate governance and efficiency in the digital era.

2. Methodology

This chapter provides a conceptual analysis of how blockchain technology, smart
contracts, and DAOs can impact the decision-making process regarding internal
functions within a firm or their outsourcing to the market. While Coase’s work and
subsequent research have been primarily conceptual, blockchain’s theoretical founda-
tions lie in computer science, mathematics, and cryptography. Blockchain draws upon
these disciplines, relying on concepts such as distributed systems, data structures,
algorithms, cryptography, game theory, and probability theory.

The decentralized nature of blockchain networks requires a deep understanding
of computer networking protocols, consensus mechanisms, and peer-to-peer com-
munication. Mathematics plays a crucial role in ensuring the security and integrity
of blockchain systems, with cryptographic hash functions and elliptic curve cryptog-
raphy being key components. Cryptography is fundamental to blockchain security,
employing techniques like asymmetric encryption, digital signatures, and hash
functions to safeguard transactions and authenticate network participants. However,
there are currently insufficient empirical data to directly assess the effectiveness
of blockchain, smart contracts, and DAOs in reducing transaction costs and their
potential superiority over traditional organizational structures. Hence, this chapter
focuses on discussing the conceptual implications of blockchain for reducing transac-
tion costs and shaping decision-making processes within firms.
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3. The public corporation
3.1 Origins of the public corporation

The inception of public corporations traces its roots to as far back as 1600 when
the British East India Company issued stocks to shareholders, marking a seminal junc-
ture in the evolution of corporate organization [5]. Across the centuries, corporations
have assumed a pivotal role in the global economy, particularly during eras character-
ized by industrialization, globalization, and technological progress.

While the number of publicly traded companies has experienced a significant
decline over the past three decades, their economic significance remains undimin-
ished. In the United States, the total number of publicly traded companies reached
its zenith at 8090 in 1996 [6]. However, since that peak, there has been a consistent
decrease in the count of publicly traded companies. As of 2023, only 3700 publicly
traded companies remain in the U.S. market [7].

Several factors have played a pivotal role in the decline in the number of publicly
traded companies. These influential factors encompass firms facing delisting due
to financial turmoil, a notable shift in the strategy of startups, which now prefer
acquisition by established companies over opting for initial public offerings (IPOs),
the prevailing trend of larger corporations acquiring their smaller counterparts, and
the rising prominence of private equity firms. Private equity firms, in particular, have
gained substantial influence by offering significant financial support to privately
held enterprises, thereby enabling these companies to continue operating outside the
realm of publicly traded markets. This evolution has profoundly altered the dynamics
of corporate financing and market participation.

Another change in the landscape of corporations today is the extent to which
aspects of production are outsourced. For example, Apple Inc. outsources the manu-
facturing of its products such as iPhone, iPads, and MacBooks to third-party manu-
facturers in China and elsewhere in Asia. It retains design, software development, and
marketing in-house to tightly control its intellectual property. Similarly, Nike out-
sources the manufacturing of its athletic shoes and apparel to contract manufacturers
in Asia, while retaining design and marketing of its products in-house.

This ongoing transformation in the landscape of public corporations reflects the
ever-evolving dynamics of the business world and highlights the adaptability of cor-
porate structures in response to changing economic conditions. While these changes
reflect ever-evolving features of the modern corporation, they align with Coase’s
earlier insights into the economics of firms, where companies make decisions regard-
ing outsourcing and in-house production based on transaction costs. Companies may
choose to outsource certain aspects of their production when it is more cost-effective
to do so, considering factors like coordination costs, information costs, and enforce-
ment costs.

3.2 The economics of corporate formation

Firms, including public corporations, have evolved with the aim of reducing trans-
action costs. Coase, along with other scholars, contended that transactions incurring
substantial coordination costs tend to be more cost-effective when conducted within
a firm, whereas tasks with lower coordination costs can be efficiently managed
through market mechanisms. These transaction costs encompass “search and infor-
mation costs, bargaining and decision costs, and policing and enforcement costs” [8].
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Williamson [9, 10] further elaborated on this paradigm by introducing asset specific-
ity, uncertainty, and frequency as key factors influencing the choice between market
and firm-based transactions.

Asset specificity refers to the ease of redeploying an asset for alternative purposes.
For instance, general-purpose buildings exhibit low specificity, while highly special-
ized labor is highly specific. Uncertainty arises from external changes or opportunis-
tic behavior. The frequency of transactions also plays a significant role; infrequent
transactions are better suited for markets, while frequent ones are more efficiently
organized within firms. In cases where assets are highly specific, transactions are
frequent, and uncertainty is substantial, firm integration becomes the preferred
governance structure. Conversely, when assets have low specificity, uncertainties are
minimal, and transactions are infrequent, market governance is the most economical
choice.

Transaction costs influence not only how economic activities are organized
within firms but also decisions to outsource certain tasks. Outsourcing is driven by
economies of scale and the need to mitigate intrafirm incentive conflicts. Outsourcing
tasks, such as data processing, payroll management, and manufacturing to external
vendors, can provide economies of scale and agility. Additionally, divisions within
firms with incentive issues may be outsourced to alleviate conflicts. Ultimately, a
firm’s boundaries are defined by internalizing transactions when combined produc-
tion and transaction costs are lower than market procurement costs.

Jensen and Meckling [11] extended this line of thought, introducing agency costs
as pivotal in determining a firm’s ownership structure. While ownership integration
reduces market contracting costs, it engenders incentive conflicts between own-
ers (stockholders and bondholders) and managers. Ownership structures typically
encompass proprietorships, partnerships, and corporations. Interestingly, Jensen and
Meckling defined firms as a nexus of “contracts” among various parties to the firm,
including stockholders, bondholders, and management, with the goal of reducing
agency costs (i.e., transaction costs). As we will discuss later in this conversation,
DAGOs also offer a solution based on smart “contracts” among parties to an enterprise.

Proprietorships involve single ownership and management, minimizing capital
requirements, expertise, and uncertainty, with no owner-manager conflicts. Basic
partnerships provide greater capital but dissolve when a partner exits. Professional
partnerships, such as those in accounting or law, leverage mutual monitoring to
mitigate incentive conflicts. Corporations offer solutions to capital and skill-set chal-
lenges, providing limited liability to investors.

Corporate types include open corporations with publicly traded stocks, privately
held corporations with nontraded securities, mutual corporations, and not-for-profit
corporations. Corporate governance addresses management incentive issues through
boards of directors, who monitor and make decisions regarding projects, manage-
ment appointments, and compensation. However, board effectiveness can vary due to
potential conflicts of interest [12, 13].

In cases where boards fail to address management incentives, declining stock
prices can make a corporation an attractive takeover target, leading to management
replacement and increased efficiencies. The labor market also plays a role, as subpar
performance may negatively affect managers’ future career prospects. Reputational
capital built over time can mitigate incentive problems [14].

Information asymmetry problems can be alleviated through signaling mechanisms.
Positive news about a project can facilitate debt issuance or increased dividends, signal-
ing confidence and mitigating incentive problems among shareholders [15].
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4. Corporation in the realm of blockchain

Blockchain technology originated in 2008 as the foundational infrastructure for
the groundbreaking cryptocurrency known as Bitcoin. Subsequent developments led
to adaptations of the Bitcoin blockchain to serve various purposes. Notably, in 2014,
the Ethereum blockchain emerged with a broader mission, enabling the exchange of
assets that extended beyond the realm of cryptocurrencies.

In the following subsections, we will delve into the genesis of blockchain technol-
ogy and explore its relevance to functions that have traditionally fallen within the
purview of corporations.

4.1 Blockchain and the internet

Blockchain is a software system equipped with protocols for executing transac-
tions and securely storing data. Within the blockchain network, transaction data
between peers are recorded on member computers, often referred to as nodes. To fully
grasp the evolution of blockchain, which operates within the realm of the internet,
it’s valuable to briefly trace the technological advancements that led to the modern
internet.

The inception of the internet can be traced back to the late 1950s when the
Advanced Research Projects Agency (ARPA), a division of the U.S. Department of
Defense, embarked on a mission to create a decentralized computing system aimed
at facilitating communication among multiple computers. This ambitious endeavor
culminated in the late 1960s with the establishment of the Advanced Research Project
Agency Network (ARPANET), marking a significant milestone in the interconnection
of computing nodes.

In 1972, ARPA’s name was changed to the Defense Advanced Research Projects
Agency (DARPA), broadening its mission to encompass both national security and
nondefense objectives. Presently, DARPA focuses on project outsourcing to scientists
and engineers in academic institutions and the private sector, maintaining a relatively
small in-house staff.

In 1989, a pivotal moment in the history of the internet occurred with the inven-
tion of the World Wide Web (WWW) by British scientist Tim Berners-Lee. Originally
conceived to streamline automated information-sharing among scientists, Berners-
Lee also introduced the world’s first web browser, a groundbreaking development that
paved the way for the diverse range of browsers we rely on today. These web browsers
are sophisticated software applications that empower users to access, retrieve, and
view internet-based documents seamlessly. Over time, a host of notable browsers
emerged, including Chrome, Explorer, Firefox, Safari, Opera, and Edge, each con-
tributing to the evolution of web browsing.

It’s essential to differentiate between the internet and the Web. The Web provides
user-friendly access to online data through hyperlinks and websites, while the inter-
net constitutes the underlying network of computers and servers on which the Web
operates. The term “internet” was formally adopted in 1983, signifying the intercon-
nection of multiple networks. Although the internet’s inception dates back to 1969, it
did not reach full maturity until the early 1990s.

In 1990, Tim Berners-Lee and colleagues introduced the Web to the public,
marking the inception of Web 1.0. This phase offered a readable protocol where
information was posted, and user interactions with websites were limited. Notable
applications of Web 1.0 included Amazon in 1994 and eBay in 1995. Web 2.0 emerged
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in 1999, introducing the writable phase of the Web, enabling users to both read and
contribute to websites. This era encouraged user interaction and featured platforms
like Facebook and YouTube, where users could post content and engage with others.

Web 3.0 represents the next evolutionary stage, allowing not only reading and
writing but also executing commands. For instance, users can now interact with
virtual assistants like Alexa, Siri, or ChatGPT, which utilize artificial intelligence (AI)
to understand spoken language, search the Web, and provide responses in natural
language. Web 3.0 also offers personalized responses based on individual users’ previ-
ous searches and interests.

Intertwined with artificial intelligence and linked to the semantic Web, Web 3.0
comprehends the entirety of search queries, moving beyond keyword-based searches
prevalent in Web 2.0. In contrast to Web 2.0, Web 3.0 tailors user experiences and
securely stores data on a decentralized platform. This decentralization is pivotal, as it
mitigates the risks associated with centralized intermediaries like Facebook, X, and
TikTok where personal data can be compromised if mishandled or hacked. In Web
3.0, blockchain technology plays a central role, granting data ownership to users and
ensuring data confidentiality through its public ledger.

4.2 Asymmetric cryptography and hashing

Blockchain technology introduces a peer-to-peer transaction protocol that incor-
porates validation, timestamping, and the secure archival of records within a decen-
tralized ledger. This revolutionary protocol operates independently of intermediaries,
facilitating transactions between parties, even when they lack prior familiarity or
trust in one another. This trust-independent system relies on encryption protocols
that harness the power of cryptography and hashing to verify asset ownership and
establish consensus prior to recording data. These data are permanently etched onto
a distributed ledger, commonly known as a blockchain, eliminating the need for
centralized intermediary repositories.

The historical origins of cryptography trace back to centuries, initially serving as
a means to securely transfer information, often in military contexts. Modern cryptog-
raphy as we know it began taking shape in 1945, with further developments stemming
from government research laboratories and university studies [16-19]. Cryptography
encompasses two main categories: symmetric and asymmetric.

In symmetric cryptography, the same key serves both for encryption and decryp-
tion. The security of the encrypted message relies on safeguarding this key, as its com-
promise could lead to unauthorized access and exposure of the message’s contents.

On the other hand, asymmetric cryptography employs a pair of keys—a public key
for encryption and a private key for decryption. A prime example of this is the Pretty
Good Privacy (PGP) software, which enables a sender to encrypt a message using the
recipient’s public key, while the recipient utilizes their private key for decryption. This
approach ensures secure and anonymous information exchange, such as whistleblow-
ers securely sharing confidential government information with news outlets.

In asymmetric cryptography, both the sender and receiver generate a key pair
using cryptographic software. This pair includes a public key, which is accessible
through a shared directory, and a private key, known exclusively to the key’s owner.

Hashing is a crucial process that transforms data of varying lengths into a fixed
set of alphanumeric characters. It plays a pivotal role in bolstering the security of
blockchain transactions. Among the various types of hash functions, cryptographic
hash functions stand out due to their deterministic, one-way, pseudorandom, and
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collision-resistant nature. Deterministic implies that a specific dataset consistently
produces the same hash value. One-way signifies that it’s impossible to reverse the
hash function to retrieve the original data. Pseudorandom indicates that the hash
value is unpredictable based solely on the initial data. Collision resistance ensures that
even slight alterations in the input data yield significantly different hash values [20].

The integration of asymmetric cryptography and hashing strengthens security
within the blockchain domain, facilitating the creation and verification of digital
signatures. To further clarify this concept, Figure 1 demonstrates a secure protocol
for transferring messages or assets using cryptographic hash functions. Let us imag-
ine Alice wants to send the message “Transferring Bitcoin” to Bob. Initially, Alice
encrypts the message using Bob’s public key, which is accessible via a shared directory.
Upon receiving the encrypted message, Bob decrypts it with his private key to access
its content. However, at this stage, it’s impossible to verify if Alice is truly the sender.
To address this trust issue, Alice generates a digital signature by computing the hash
value of the message and encrypting it with her private key before transmitting it
over the network. (Reminder: Encryption with a public key requires decryption with
the corresponding private key, and vice versa.) Bob then decrypts the message using
Alice’s public key to uncover its hash value. He also computes the hash value of the
decrypted message he previously received. If these hash values match, it confirms
Alice as the sender. Conversely, if the sender is different, the hash values would
diverge, indicating otherwise. The combination of hashing and asymmetric cryptog-
raphy enables a secure information exchange with identity verification. This protocol
eliminates the need for prior trust, as identity confirmation is achieved through a
digital signature.

4.3 Smart contracts

Smart contracts embody computer protocols that autonomously validate, execute,
and enforce transactions based on predefined agreements among parties, all without
the need for central intermediaries. When the specified conditions are met, the
smart contract seamlessly executes the transaction and fulfills its intended function.

Ciphertext
SendaSecure] | of

Message
Message

Hash

Message Ciphertext

Message
Hash

Figure 1.
A secure protocol for transferring messages.
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Conversely, if the conditions remain unmet, the smart contract is promptly canceled,
and the funds are promptly returned.

The concept of smart contracts, along with the associated terminology, can be
traced back to the year 1994, credited to the pioneering work of computer scientist
and cryptographer Nick Szabo [21]. A classic real-world analogy that helps under-
stand smart contracts is a vending machine. In this analogy, a preprogrammed code
dictates the prices of snacks within the vending machine. When an individual depos-
its the exact amount of money required, the machine dispenses the selected snack.
However, if the deposited funds fall short, the machine promptly returns the money
without delivering the snack. On the other hand, if the deposited amount exceeds the
snack’s price, the machine releases the snack and returns the surplus money.

The advent of the Ethereum blockchain in 2014 ushered in a more advanced era for
smart contracts. In this evolution, smart contracts transformed into software agents
that operate seamlessly on the blockchain. By residing on the blockchain, smart
contracts inherit similar attributes such as enhanced security, rapid execution, and
pinpoint accuracy.

Introducing artificial intelligence into the realm of smart contracts opens up new
horizons, allowing iterative interpretation of contract intentions. This integration
involves processes like reasoning and learning through cognitive computing. Machine
learning within Al serves as a feedback loop, enabling the continuous refinement of
the operational and implementation layers of smart contracts, elevating them from a
simple if-then protocol to a sophisticated what-if rule [22].

Ethereum has been at the forefront of providing infrastructure for smart con-
tracts, with its native currency, ether, emerging as the preferred medium of exchange
in most smart contract scenarios. While smart contracts can be deployed within single
transactions to enhance efficiency, security, and speed, their most profound impact
lies in empowering Decentralized Autonomous Organizations (DAOs), marking a
significant leap in the evolution of digital governance and automation.

4.4 Decentralized autonomous organizations (DAOs)

DAOs, or Decentralized Autonomous Organizations, operate by executing smart
contracts, wherein all business and administrative rules are encoded and deployed
onto a blockchain. This approach effectively mitigates incentive conflicts among
stakeholders, with profound implications for the traditional organizational structures
of firms and corporations.

To illustrate the concept, consider a DAO that serves as an innovative alternative to
a conventional venture capital firm. This DAO invites online investors to participate
in projects by specifying the required funding amount and investment timeframe, all
conducted in cryptocurrency, such as ether. The pool of investors comprises a diverse
group, often unrelated to one another. The fundamental decision-making processes
are automated through smart contracts recorded on a blockchain. Investors are granted
economic rights, participation rights, governance rights, and utility rights [23].

Once the DAO secures the necessary funding, it announces its readiness to review
proposals from startup companies. The investing members evaluate these submis-
sions and cast their votes on their merit. Proposals that garner a majority vote receive
funding in the form of ether, which can subsequently be converted to fiat currency
through cryptocurrency exchanges. It’s noteworthy that investors who find them-
selves dissatisfied with the venture retain redemption rights, allowing them to sell
their tokens back to the DAO.
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This pioneering method of financing startups and entrepreneurial endeavors
goes beyond the conventional venture capital framework. It democratizes the acces-
sibility of investment prospects, allowing a wider range of individuals to engage in
funding decisions and reap rewards from prosperous initiatives. Furthermore, the
transparency and unchangeable nature of blockchain technology establish confidence
and responsibility within the DAO, diminishing the necessity for intermediaries and
cultivating a more streamlined and just investment environment.

4.5 DAOs: mitigating transaction costs and the need for firm formation

As explored in this paper, the formation of a firm historically revolves around mini-
mizing transaction costs associated with various aspects of business operations, such as
information acquisition, coordination, and supervision. Transactions that are more cost-
effective when executed in the open market tend to stay outside the boundaries of a firm.
Conversely, functions whose central management within a firm reduces overall transac-
tion costs are typically incorporated into the organization. However, the emergence of
blockchain technology, smart contracts, and DAOs has the potential to challenge the
transaction cost advantage of many functions traditionally coordinated within a firm,
thereby ushering in a paradigm shift in corporate function coordination.

The DAOs provide notable advantages in corporate governance compared to tra-
ditional systems, encompassing heightened transparency, amplified member engage-
ment, and diminished monitoring expenses [23]. A primary advantage of DAOs lies
in their innate transparency in decision-making procedures, curbing the possibilities
of opportunistic conduct, inaccuracies, and fraudulent activities. Furthermore,
DAOs broaden the spectrum of member participation, facilitating direct involvement
determined by the extent of invested capital. The digital realm further diminishes
the expenses associated with organizing and executing frequent voting sessions.
Investment and financial determinations within DAO platforms are contingent on
member votes, thus alleviating opportunistic conduct among stakeholders.

The earliest-known DAO, named “The DAO,” was established in 2016 with the
ambitious goal of raising capital from a broad range of credit investors within a
short period and subsequently investing in startup companies—an innovative digital
counterpart to a traditional venture capital firm. The DAO successfully amassed the
equivalent of $150 million in ether. However, a vulnerability in the code allowed a
hacker to access the system and pilfer a substantial sum [24]. To address this issue, the
Ethereum Foundation executed an unprecedented hard fork in its architecture, revis-
ing the original code and nullifying the hacked transfer. This incident led to a hiatus
in the creation of DAOs for over 2 years. Since 2019, several new DAOs have emerged,
raising substantial funds and engaging in multiple investments.

Revisiting our earlier examination of publicly traded corporations, we emphasized
the existence of incentive conflicts among stockholders, managers, bondholders, and
both new and existing shareholders. As elucidated by Jensen and Meckling [11], a
firm can be regarded as a nexus of contracts involving stockholders, bondholders,
and management. The smart contracts that form the foundation of DAOs epitomize
a digital mode of contract execution on a blockchain. These smart contracts adeptly
alleviate incentive conflicts among contracting parties within a corporation, particu-
larly those stemming from opportunistic behavior in post-agreement activities. The
predefined parameters within the code leave no room for post-agreement renegotia-
tion. For example, members collectively vote on investment and financing determina-
tions, thus alleviating conflicts between management and stockholders. Similarly,
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members evaluate investment proposals exclusively based on their merit, effectively
eliminating conflicts among stockholders and bondholders. Additionally, the smart-
contract code eradicates issues of information asymmetry, consequently addressing
conflicts between new and existing shareholders.

Examples of DAOs have continued to proliferate, each serving a unique purpose.
Governance DAOs are stepping in to replace transactions that were previously
handled by venture capital firms by facilitating decentralized decision-making.
Non-Fungible Tokens (NFTs) are enabling the acquisition, management, and moneti-
zation of digital assets in novel ways. Philanthropic DAOs are emphasizing charitable
activities through the collection of funds and their distribution to causes decided
upon by the contributors. These examples showcase the versatility and transformative
potential of DAOs in various domains of economic and social activity.

5. Advanced strategies for enhancing corporate efficiency using
blockchain technology beyond DAOs

Blockchain technology not only offers an intriguing alternative to conventional
corporations through the use of smart contracts among diverse stakeholders but also
introduces additional pathways to bolster enterprise efficiency, transparency, and
scalability. In the subsequent sections, we will delve into several examples of these
opportunities that surpass what DAOs can offer, demonstrating how blockchain’s
reduction of transaction costs challenges the persuasiveness of Coase’s theorem
regarding firm formation.

5.1 Example 1: stock market trading

Settlement and reconciliation are pivotal functions in the stock market, crucial for
instilling investor confidence, minimizing errors, and deterring fraud. In the traditional
system, trades occur on established exchanges such as New York Stock Exchange (NYSE)
or National Association of Securities Dealers Automated Quotations (NASDAQ),
involving negotiations between buyers and sellers regarding share prices and quanti-
ties. Following trade execution, brokerage firms, representing the involved parties,
confirm trade details, including price and quantity, to their clients. Subsequently, trade
information is transmitted to central clearinghouses like the National Securities Clearing
Corporation (NSCC), where it undergoes meticulous matching for accuracy. Once
matched, the clearinghouse facilitates the transfer of ownership and funds between
buyers and sellers through their brokerage accounts. Reconciliation necessitates broker-
age firms to compare their records with the clearinghouses to ensure precise recording of
trade details, ownership changes, and fund transfers. Custodial banks verify ownership
shifts, with the Depository Trust & Clearing Corporation (DTCC) playing a pivotal role
in settlement and reconciliation, addressing discrepancies.

Blockchain technology harbors the potential to profoundly reshape the cost landscape
in the realm of stock market transaction verification. Transactions documented on a
blockchain exhibit transparency and immutability, obviating the necessity for a multi-
tude of intermediaries and protracted reconciliation processes. Moreover, blockchain
facilitates rapid trade execution and settlement, vastly surpassing the conventional T + 2
settlement timeframe. The integration of smart contracts into the blockchain automates
a significant portion of trading operations, guaranteeing error-free results and data
integrity, consequently diminishing the demand for extensive verification protocols.
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To address the “last mile problem,” which relates to the final stages of a process,
such as the actual execution of a trade, blockchain’s smart contracts can be deployed
to automate trading functions with remarkable precision and security. This approach
caters to individual traders, institutional traders, and corporations as clients, ushering
in technological advancements through blockchain adoption, thereby enhancing and
partially supplanting the existing value chain.

This comprehensive approach harnesses blockchain’s capabilities to enhance
efficiency, trim costs, and heighten security in stock market transactions, ultimately
benefiting traders, investors, and all participants in the market. The reduction in
transaction costs brought about by blockchain technology challenges the persuasive
power of Coase’s theorem regarding firm formation.

5.2 Example 2: coinbase

Coinbase operates as a cryptocurrency exchange offering a comprehensive range
of services, with a particular focus on addressing the challenges associated with the
“last mile problem” in the realm of cryptocurrency transactions. Coinbase boasts a
diverse set of functions, including:

1. Brokerage Services: Serving as a broker, Coinbase facilitates the buying and sell-
ing of various cryptocurrencies, enabling traders to place orders and convert fiat
currencies into the required cryptocurrencies during trade execution.

2.Exchange Operations: Coinbase functions as an exchange, executing transactions
between buyers and sellers, thereby fostering liquidity and ensuring efficient
transactions among participants.

3.Settlement and Clearing Services: Beyond trade execution, Coinbase handles
settlement and clearing processes. This involves finalizing transactions, verify-
ing trade accuracy, and resolving any discrepancies that may arise.

Through the integration of blockchain technology and smart contracts, Coinbase
pioneers innovative solutions to confront these challenges:

1. Tokenization of Fiat Currencies: Coinbase leverages blockchain and smart con-
tracts to tokenize traditional fiat currencies. This transformative process rep-
resents conventional money as digital tokens on the blockchain, enhancing the
efficiency and security of cross-party transactions.

2.Secure Exchanges: Capitalizing on blockchain’s inherent security features and
the self-executing logic of smart contracts, Coinbase ensures highly secure and
tamper-resistant exchanges between parties.

3. Cost-Effective Transactions: Coinbase’s integration of blockchain technology
streamlines processes, potentially reducing the dependence on intermediaries
and associated costs within the transaction flow.

4.Elimination of Intermediaries: By consolidating roles traditionally held by vari-
ous intermediaries, such as brokers, exchanges, and custodial banks, Coinbase
simplifies the transaction process within its platform.
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This strategic approach harnesses the capabilities of blockchain to enhance effi-
ciency, trim costs, and optimize the transaction experience for users. The reduction
in transaction costs facilitated by blockchain technology challenges the convincing
power of Coase’s theorem concerning the formation of firms.

5.3 Example 3: harmony music

Harmony Music, a fictional firm, offers a mobile app enabling customers to search
for songs, create and share playlists, and provides two subscription models: one with
advertising and a premium option without advertisements. If Harmony considers
introducing a digital token named “Harmony coin” using blockchain technology, let
us explore the potential advantages, including reduced transaction costs, expanded
monetized product lines, token utilization, rewarded activities, redemption mecha-
nisms, and the inherent risks associated with this initiative.

5.3.1 Benefits of harmony music

1.Enhanced User Engagement: By incentivizing users to interact with music con-
tent, discover new artists, and engage in music-related events, Harmony Music
can stimulate increased user activity and interaction, thereby elevating overall
engagement on the platform.

2. Community Growth and Referrals: Rewarding users for referring friends and
family to join the platform can foster community growth, potentially expanding
the user base through word-of-mouth marketing.

3. Monetization of Engagement: Harmony Music can monetize user engagement,
transforming active users into valuable contributors to the platform’s ecosystem.

5.3.2 Utilization of harmony coin on the platform

1. Service Acquisition: Users could employ Harmony coin to access premium
features, exclusive content, ad-free experiences, and other premium services,
enhancing the value proposition of paid subscriptions.

2. Event Participation: The coin could enable users to participate in music events,
concerts, and virtual meetups, bridging the gap between digital and real-world
music experiences.

3. Artist Engagement: Harmony coin might facilitate direct interactions between
users and artists, allowing users to support their favorite artists and access per-
sonalized content.

4. Cryptocurrency Exchange Listing: Listing Harmony coin on cryptocurrency
exchanges would provide users with the opportunity to trade and sell the tokens,
potentially attracting cryptocurrency enthusiasts.

5.3.3 Rewarded activities and redemption: To incentivige desived behaviors, harmony
music could reward the following activities

1. Listening Diversity: Users could earn tokens by exploring a diverse range of art-
ists and genres, promoting musical discovery.
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2.Playlist Creation and Sharing: Incentivizing the creation and sharing of playlists
could contribute to user-generated content and engagement.

3. Referrals: Users who successfully refer new members to the platform could earn
tokens, promoting user growth.

4. Event Participation: Active participation in virtual or physical music events
could be rewarded, encouraging user involvement.

Tokens earned through these activities could be redeemed for premium subscrip-
tions, event tickets, exclusive content, merchandise, or even converted to other
cryptocurrencies through crypto exchanges.

5.3.4 Risks

1. Security Concerns: Tokenization introduces cybersecurity risks, including
hacking, data breaches, and fraud. Implementing robust security measures and
conducting regular audits are essential to mitigate these risks.

2.Regulatory Compliance: The legal and regulatory status of the token could pose
challenges. Ensuring compliance with relevant financial and data protection
regulations is crucial.

3. User Experience: Poorly executed token implementation could lead to a com-
plicated user experience. The platform must ensure that using and redeeming
tokens remains intuitive.

4. Market Volatility: If Harmony coin is traded on cryptocurrency exchanges, its
value could be subject to market volatility, potentially impacting user percep-
tions and engagement.

The introduction of Harmony coin as a digital token holds the potential to enhance
user engagement, promote community growth, and create new revenue streams for
Harmony Music. Notably, the reduction in transaction costs facilitated by blockchain
technology challenges the convincing power of Coase’s theorem regarding firm
formation. Careful consideration of security, regulatory compliance, and user experi-
ence is vital to fully realize the benefits of this tokenization initiative.

5.4 Example 4: social media and content platforms

Platforms like Steemit leverage blockchain technology to incentivize content cre-
ation and sharing. Users are rewarded based on the engagement their content gener-
ates, fostering a community-driven approach to content creation and distribution. By
directly rewarding users for their contributions, these platforms democratize content
creation and incentivize quality content production.

5.5 Example 5: nonprofits and collectives

The DAOs are utilized for nonprofit causes and collective initiatives, where
organizations are governed by smart contracts and tokens. For instance, DAOstack
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provides a platform for creating DAOs dedicated to charitable and community devel-
opment projects. Participants can transparently govern these initiatives and allocate
resources based on community preferences, reducing overhead costs and improving
accountability.

5.6 Example 6: large manufacturing and retail businesses

Companies like Boeing and Walmart are exploring blockchain and DAOs to
enhance efficiency, reduce transaction costs, and outsource functions previously
conducted within firms. Boeing may utilize blockchain to improve supply chain
transparency and traceability, ensuring the authenticity of parts and compliance
with regulations. Meanwhile, Walmart has partnered with IBM to track food sup-
ply chains, authenticate products, and automate payments to suppliers using smart
contracts. By leveraging blockchain technology, both companies streamline opera-
tions, reduce costs, and deliver value to customers while mitigating transaction
costs through the automation and transparency afforded by blockchain and smart
contracts.

6. Conclusions

The conventional concept of a firm, traditionally seen as a means to reduce trans-
action costs and establish contractual relationships among stockholders, bondholders,
and management, encounters a significant challenge with the emergence of smart
contracts central to Decentralized Autonomous Organizations (DAOs). In traditional
corporations, conflicts of interest among contracting parties often arise from oppor-
tunistic behavior in post-transaction activities. However, DAOs, governed by immu-
table code, proactively prevent such behavior by stipulating agreements in advance,
thus eliminating opportunities for post hoc alterations. This proactive approach
effectively resolves conflicts between stockholders and managers, stockholders and
bondholders, as well as between new and old shareholders.

The adoption of blockchain technology, smart contracts, and DAOs has the poten-
tial to question Coase’s argument for organizing transactions within a firm based on
the reduction of transaction costs. The rise of DAOs, supported by the precision of
smart contracts, represents a significant evolution in corporate governance and coor-
dination. This transformation carries substantial implications for the conventional
model of firms, as blockchain’s capacity to reduce transaction costs fundamentally
challenges the essence of the Coasean firm.

Despite demonstrating potential to revolutionize traditional organizational struc-
tures and reduce transaction costs, DAOs face significant challenges. While offering
alternatives in organizing functions within a firm, there are limitations to their
implementation. Blockchain’s inherent transaction costs, coupled with complexities in
its technology and protocols, present obstacles to widespread adoption. Additionally,
scalability, interoperability, and regulatory compliance issues pose further challenges
for blockchain and DAO implementation.

When compared to legacy systems, blockchain and DAOs provide immutable
records and trustless transactions, yet they may lack the efficiency and flexibility of
centralized counterparts. Established frameworks for legal compliance and dispute
resolution in legacy systems also present hurdles for DAOs to overcome.

98



Perspective Chapter: Reexamining Coase’s Transaction Costs Paradigm in the Context...
DOI: http://dx.doi.org/10.5772/intechopen.1005348

Looking ahead, future research endeavors should concentrate on addressing these
limitations and enhancing the functionality of blockchain and DAOs. Areas of explo-
ration include scalability improvements, interoperability enhancements, governance
model development, and synergies with emerging technologies like Al, Internet of
Things (IoT), and Decentralized Finance (DeFi).

In conclusion, while blockchain and DAOs hold promise for disrupting various
industries, including venture capital, realizing their full potential necessitates con-
certed efforts to address challenges and innovate solutions. Only through continu-
ous refinement and adaptation can the vision of a decentralized future be realized.
Regulatory unknowns, among other factors, also play a role in shaping the future
trajectory of blockchain and DAO adoption.
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Chapter 5

Perspective Chapter: Stable Coins
Backed by Real-World Assets —
The Best of both Worlds

Paul Meeusen and Yulin Liu

Abstract

Stable coins can bring stability in volatile crypto markets and during uncertain
times. To examine their well-functioning, we assess the degree to which they fulfill
the three main functions of a currency: means of payment, unit of account, and store
of value. The true benefits of digital money will only materialize when living up to the
key principles of peer-to-peer, trustless, and cryptographically secured electronic
cash, as proposed in the original bitcoin whitepaper. We conclude that tokenized real-
world assets, such as gold, can form an attractive reserve for stable coins. By
combining the convenience, portability, and security enabled by blockchain
technology with the proven reserve value of gold, it brings the best of both worlds.

Keywords: stable coins, tokenization, real-world assets, financial stability,
decentralized finance

1. Introduction

Over the past decade, the benefits of decentralized systems, the innovation of
smart contracts, and blockchain technology have become obvious across different
industries and user segments. However, recent volatility and turbulence in crypto
markets have instilled fear and uncertainty. The sharp value depletion of
cryptocurrencies over the past 2 years has further diminished confidence, as almost all
top 30 cryptocurrencies have lost between 60 and 95% of their value. It coincided with
fraudulent actions by prominent “trusted parties”, who turned out to be bad actors.
Rather than being isolated events, bad conduct has manifested itself across the indus-
try, including exchanges, market makers, decentralized finance platforms, interme-
diaries, and even protocols.

Faced with such turbulence, anything or anyone bringing stability seems like a
god’s gift. Does this lead us to “stable coins™'?

Stable coins are digital currencies that combine the innovation of blockchain tech-
nology with the stability, guarantee, and simplicity of traditional currencies. They are

" Although often written as one word, we adhere to a strict grammatical use of two separate words: stable

coins.
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a subset of crypto assets, which, under MiCA? regulation, are defined as “a digital
representation of value or rights which may be transferred and stored electronically,
using distributed ledger technology or similar technology”. Stable coins minimize
volatility by being pegged to a stable asset or a group of assets, often reserve-backed
currencies like the US dollar or other commodities such as gold. Under the same MiCA
regulation, they are “E-money tokens” whose main purpose is to be used as a means of
exchange and that purports to maintain a stable value by being denominated in (units
of) a fiat currency. The term “fiat” is a Latin word meaning “it shall be”. Thus, fiat
currencies have no utility, nor value other than the one that a government maintains.

As the term suggests, stable coins are stable, meaning that they are worth exactly
as much as the real-world commodity or currency to which they are pegged, which
reduces volatility. The most known examples are USDT and USDC, which are pegged
to the US Dollar. Like the traditional banking system, where electronic money circu-
lates and is backed by real deposits on bank accounts, stable coins need institutions
who guarantee and transparently report the proof of reserves that back up the digital
money that is issued on-chain. Tether and Circle play that role for USDT and USDC,
respectively. For every “real” dollar deposited with them, they will issue (or “mint”) a
digital twin version minus a fee. Converting the digital twin back into a “real” dollar
triggers the reverse process.

The market appreciates the features of stable coins, the “24/7” accessibility, effi-
ciency to scale, lower transaction cost, and programmability of running on the
blockchain, combined with the stability and trust that comes with a regular currency.
They provide the cash leg for crypto traders as evidenced by the fact that the largest
trading pairs of leading cryptocurrencies are with stable coins.

However, is this value proposition really living up to the vision of providing peer-
to-peer digital money transfer without dependency on a central trusted party? To
examine this, we consider the key functions of a currency: means of payment, unit of
account, and store of value.

2. Methodology

The chapter employs an analytical and evaluative methodology to examine the
functions and potential of stable coins backed by real-world assets. The absence of
primary qualitative research methods such as interviews, observations, or case studies—
typically associated with qualitative research—is noted. Instead, the authors engage in a
multi-faceted analysis utilizing theoretical and conceptual evaluations. This approach
encompasses:

Comparative analysis: Various stable coin types are contrasted to evaluate their
risks and their adherence to the functions of currency, thereby assessing their stability
and efficacy.

Risk assessment: Idiosyncratic and systematic risks associated with different stable
coin models are assessed, drawing on financial data and historical events.

Market analysis: Market dynamics, including adoption rates and performance
metrics of stable coins, are compared to those of traditional currencies.

* Markets in Crypto-Assets Regulation (MiCA), published by European Securities and Markets Authority
(see Ref. [1]).
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Regulatory analysis: The chapter engages with the regulatory landscape impacting
stable coins, with specific attention given to regulations such as the Markets in
Crypto-Assets Regulation (MiCA).

Economic analysis: The chapter presents an economic perspective, appraising sta-
ble coins concerning inflation, purchasing power, and their role within the broader
monetary system.

Conceptual discussion: The proposition of stable coins backed by real-world assets,
such as gold, is advanced, with a discourse on the prospective advantages of this
approach.

The study conducts a macroeconomic analysis of stable coins, applying established
economic theory to dissect their role concerning the tripartite functions of currency:
as a medium of exchange, a unit of account, and a store of value. It identifies and
explicates the discrepancies between contemporary stable coins and the decentralized,
trustless, and cryptographically secure vision of digital cash initially outlined in
Satoshi Nakamoto’s Bitcoin whitepaper [2]. The research forwards a conceptual
framework for the evolution of stable coins backed by real-world assets. It details a
systematic procedure encompassing tokenization, fractionalization, fungibility,
collateralization, and decentralization, culminating in the creation of a stable coin
underpinned by real-world assets, with gold serving as a paradigmatic example.

3. Means of payment

This is arguably the strongest feature of stable coins. Most business transactions or
asset transfers require a cash settlement in a generally accepted or “fiat” currency.
Fiscal and accounting policies require or prefer that business transactions and assets
are settled and valued in regular currencies. Most goods and services in the global
economy are still being paid for with fiat currency. Bitcoin is increasingly accepted as
a means of payment or legal tender, by regulators, tax authorities, merchants, and
businesses. However, most parties tend to mainly hold their cash and cash equivalents
in regular “fiat” currencies. Since a stable coin is like a mirror image or proxy of such
regular currency, for example USD or EUR, it is much easier to use in regular com-
mercial transactions or employee remuneration, and to process in accounting and
financial reporting.

Since stable coin payments run on the blockchain, they have multiple advantages
compared to the normal banking system. Transactions are not limited to banking
hours and can be executed 24/7, in a quite rapid and cost-efficient manner. They are
also programmable by linking them to smart contracts that can be transparently
monitored on-chain. The recipient can always redeem the stable coin to its fiat
equivalent, guaranteed by a proof of the reserves of the issuing institution, such as
Tether for USDT and Circle for USDC. Since their introduction, there have been no
significant shortfalls in reserves of these currencies. With a few short-lived excep-
tions, their market value has been equal to 1 USD. Admittedly, the governance and
regulation of such institutions can significantly differ, for example in the way they are
regulated or the extent to which they transparently publish audited proof of reserves>.

However, stable coins are far from a perfect means of payment. To fully deliver on
the promise of efficient, truly peer-to-peer digital money, much can be improved to

} Transparency reports published by Tether [3] and Circle [4].
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further reduce cost, latency, and complexity. Sending money globally is not yet as
straightforward and cost-effective as sending secure email or short messages. It highly
depends on the medium of exchange used for the transfer, as well as on the blockchain
network that the stable coin lives on. To make progress in “banking the unbanked”,
the security and convenience is insufficient. It clearly manifests itself in today’s retail
payment world and the deficiency will become even more apparent as the future of
payments evolves. Beyond micropayments of workers sending small amounts to
family overseas or donations to charity programs or victims of war, the world will move
to streaming payments, where online consumption of audio, video, and games will
require “on-the-go” micropayments, by the minute or even second for usage, tipping,
or rewards. The high fees (including “gas fee”) and high latency (in part caused by
network congestion) of current stable coin transactions limit the ability to handle such
processes, further burdened by additional fees depending on the exchange or platform
used. Bitcoin shares similar constraints. Workarounds (such as Bitcoin Lightning) have
been introduced but still do not offer the convenience to become mainstream. They are
a good current fix but are clearly not built for the future.

A final consideration is foreign exchange (fx). The current offering of stable coins
is almost exclusively in USD, without a strong multi-currency offering. This is essen-
tial for the young generation of internet native users. They have learned to avoid the
high fx fees imposed by financial institutions, especially in Europe, and fled to alter-
native providers such as Revolut and Wise. Unlike regular banking or credit card
providers, they provide users with fair fx rates closer to the mid-market spot rate. For
wholesale transactions, the introduction of the SEPA regime has made payments
frictionless within the EURO banking zone, meaning quasi free and instantaneous.

These improvements in cross-border payments have largely solved the interna-
tional money problem for both retail and commercial users. Hence, for non-crypto
specialists, there is an insufficient incentive to leave the traditional banking world in
favor of stable coins. Launching EURO denominated stable coins has so far seen
minimal adoption. As of November 2023, more than 1 year after its introduction,
Circle’s EURO Coin (EURC) represented only 0,2% of USDC: EURC had 51.5 million
reserves, compared to USDC 24.2 billion. European regulation, such as MiCA, might
present some compliance hurdles, but it cannot be the only reason for this large gap.
Unlike the stable coin world, in the real economy, the USD is the most used currency
for international trade, but it does not have a 99% dominance. To date, stable coins
have not yet offered an attractive alternative in the non-USD economy.

In commercial banking, stable coins have yet to enter most operational treasury
systems. While many vendors offer the option to pay in a fiat or stable coin—mostly
limited to USD—banking, treasury, and accounting systems are seldom equipped to
properly handle stable coin payment rails. Reconciling stable coin banking transac-
tions with accounting books and records remains largely patchwork.

4, Unit of account

This function of a currency is obvious but easily overlooked. Every expression of
monetary value needs a unit: prices of a product, value of an asset, or financial
strength of a company. People make consumption, business, or investment decisions,
by applying comparative, profit, or return calculations. This obviously requires a unit
of account. Historically, the currency world has been much more diverse. Going back
in history, we will find that local cities, regions, provinces all had their own currency.
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Even in a small country like Switzerland, with its robust Swiss franc, not so long-ago,
municipalities or cantons had their own currency. In the last 30 years, Europe’s currency
landscape has been much simplified with the introduction of the EURO. Consumers and
businesses now enjoy this simplicity as they travel and do business around Europe. It is
unlikely that they want to revert to more diverse currencies. The promise of peer-to-
peer bitcoin payments is attractive but the notion of having to pay a restaurant bill with
0.002 BTC is quite impractical. Some systems are even unable to handle more than

2 decimal places behind the comma. We will neither see companies publish their
financial statements nor citizens report their tax return in bitcoin, ethereum, or a stable
coin of other denomination than their domestic currency. Certain authorities, such as
the small canton of Zug in Switzerland, allow citizens to pay taxes in bitcoin. However,
since the authorities do not want to hold any crypto exposure, the Swiss Franc tax
liability is simply settled in bitcoin at the prevailing spot market price.

Hence, this explains an advantage of stable coins. They are expressed in an under-
lying currency that people recognize and find easy to report, so that it conveniently
co-exists with regular fiat currencies. Expressed in the accountant’s terminology:
people and especially businesses see a strong relationship between the currency they
do business in (“functional currency”) and the one they use to publish their financial
statements (“reporting currency”).

All combined, the adoption of stable coins has therefore strongly benefited from
the simplicity to account for it in a unit that is commonly used. However, adoption
could grow much further, if more stable coins would be available in addition to the
USD.

Countries where the local currency devalues so rapidly and prices inflate expo-
nentially have a different challenge. Their citizens have lost trust in their domestic
currency and rather prefer an alternative currency. That, however, is primarily moti-
vated by a desire to store and safeguard value, which brings us to the final function of
a currency.

5. Store of value

Keeping the value of financial assets intact requires a way to store them securely
and to preserve their real economic value, relative to the chosen market benchmark
and protected against inflation and fluctuation of economic cycles. Since the 1970s,
currency rates have been permitted to “float” in the global foreign exchange markets
relative to other fiat currencies. Trust in scarcity of an asset backing up the currency
was replaced by trust in the economic stewardship of national monetary authorities.
Hence, let us examine how stable coins can become stable stores of value.

Stability is a challenge for most stable coins, which are USD pegged, as they
represent both idiosyncratic as well as systematic risks.

The fiat-backed stable coin is, in essence, an IOU (“I owe you”), where users
transfer fiat currency to a centralized institution and receive stable coins as digital
receipts. These stable coins represent claims on the corresponding fiat deposits held by
the institution, effectively tokenizing the fiat currency.

A primary risk associated with fiat-backed stable coins is counterparty risk, as the
issuance of stable coins is controlled by a centralized institution. There is a possibility
that the issuer may print excessive stable coins or abscond with the underlying bank
deposit. Additionally, third-party risk arises from the potential default of banks or the
freezing/confiscation of funds by governmental authorities. An illustration of this is
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when USDC was detached from its peg to USD due to the imminent risk of banking
default at Silicon Valley Bank in March of 2023, a custodian bank used by Circle.
Following that event, USDC saw a significant decrease in volume, down 62% from Q1
to Q3 2023*.

To maintain the functionality and reliability of fiat-backed stable coins, users must
place trust in both the issuer and the custodian banking institution. To address these
risks and improve transparency, various fees are incurred, ultimately borne by users.
These fees cover expenses such as auditors, custodian banks, financial firms, regula-
tors, and legal services.

Alternatively, users have the option to collateralize their crypto assets in a smart
contract (i.e., an autonomous bank on the blockchain). Through this method, stable
coins (i.e., crypto fiat loans) are generated automatically against the collateralized
assets. Given the volatile nature of crypto collateral, stable coins are over-
collateralized to mitigate potential price swings. This decentralized approach reduces
reliance on traditional banks, simplifies administrative processes, and eliminates the
need for middleman fees. Users can easily create stable coins at any time simply by
utilizing their idle crypto assets. Unlike fiat-backed stable coins, crypto-backed stable
coins offer decentralization, transparency, and traceability. Users’ collateral remains
locked within the smart contract, and the issuance and verification of stable coins can
be publicly tracked. Furthermore, the liquidation of crypto-backed stable coins is
instantaneous, allowing users to withdraw their crypto assets within seconds by
returning the stable coins to the smart contract. However, inherent risks exist, such as
the stability of the underlying crypto collateral. If its value plummets rapidly, the
stable coin may become under-collateralized and liquidated. Additionally, a cascade
effect can occur when a collateral price drop leads to under-collateralization of certain
stable coin loans. The smart contract automatically triggers collateral liquidation to
repurchase the stable coins, causing a fire sale that further drives down the collateral’s
price. This situation can trigger a chain reaction of non-performing loans and result in
a crash of the underlying collateral. To mitigate these risks, it is advisable to diversify
the crypto collateral by adopting multiple assets. It is important to note that the
system is also vulnerable to hacks, if the code governing the locked crypto assets is not
well-written, leading to the near impossibility of collateral recourse.

Algorithmic stable coins, though still in the early stages of development, also face
numerous challenges. One notable example is Basecoin, which employs bond sales to
contract the money supply. Stable coin holders can exchange their stable coins for
bonds, entitling them to receive future stable coins as the monetary expansion pro-
gresses. The bond buyers effectively sell their stable coins to the system, gaining more
stable coins over time. During periods of money contraction or black swan events,
users may lose confidence in the stable coin. This can trigger a death spiral in which
the bond prices rapidly decline due to increased risk perception. Consequently, the
system needs to issue more bonds to purchase stable coins, further reducing bond
prices. This death spiraling effect can eventually render the bonds worthless,
destabilizing the stable coin. The stability mechanism employed by algorithmic stable
coins is vulnerable and cannot withstand prolonged periods of reduced demand for
the stable coin. Additionally, a rumor-triggered drop in bond prices can lead to
fragility in market sentiment and, subsequently, stability. Nevertheless, algorithmic
stable coins represent an ambitious design that paves the way for future stable coin

" See 2023 Development of USDC market capitalization [5].
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innovations. Notably, they differ from fiat-backed and crypto-backed stable coins as
they do not rely on collateral. Instead, these coins create a new crypto asset—bonds—
to maintain price stability. By shifting volatility to the bond tokens, the system
attempts to uphold stability of its stable coin. However, the lack of endorsement for
these bonds poses a significant concern, akin to building a stable coin on an unbacked
asset—resembling a foundation built on sand.

Despite the idiosyncratic risks associated with each type of stable coin, it is
essential to consider a systematic risk that is often overlooked: the fiat currency,
especially the USD, to which most stable coins are pegged. This risk stems from the
continuous loss of purchasing power, as major central banks target a 2% annual
inflation rate. For example, over the past 30 years, the USD has experienced a
steady erosion of purchasing power. Inflation has consumed more than 50% of the
value of USD’.

The USD is supported by the US National Debt, which has been growing at a
substantial and concerning rate. Pegging a stable coin to the inherently unstable
nature of government-issued IOUs is deemed impractical and untenable.

Also relative to GDP (Gross domestic product), the US budget deficit has been
steadily increasing over the last 20 years. In that time frame, sharp deficit increases
have strongly correlated to recessions, for example, by the dot com bubble (2000) and
financial crisis (2008). Even when considering the pandemic impact as an exceptional
one-off event, the evolution of the last 24 months is not encouraging for the USD as a
store of value®.

This is further worsened by concerns from recent developments in the US
economy and its state of over indebtedness. The housing market is substantially down
as homeowners do not want to roll over their mortgages into new rates as high as 8%.
Banks have piled up assets with low interest rates, while the Fed has increased rates
22-fold in a year’s time. The weakest US banks went into bankruptcy in April of 2023,
but a slow bleeding is still going on among many others. Credit default swaps have
been steadily increasing. As of June 2023, subprime debt made up 21% of the $1.58
trillion in outstanding auto loans, the second-largest kind of consumer debt after
mortgages and 77% higher than its 2013 level, according to the Federal Reserve Bank
of New York’.

US companies’ earnings are also going down as they lose pricing power, combined
with consumers losing purchasing power.

In the event of a hypothetical scenario where the United States defaults on its debt
and experiences a significant depreciation in the value of the USD, like the occur-
rences witnessed with the Argentine Peso and the Turkish Lira, concerns arise
regarding the potential impact on individuals who hold cryptocurrencies and choose
to store their assets in USD-pegged stable coins. It prompts a critical examination of
whether these individuals have effectively assessed and prepared for the associated
systemic risk in such scenario. Also, in the current environment, when holding USD
cash reserves, the available high yield on USD placements in the normal money

* See Consumer Price Index for All Urban Consumers: Development of Purchasing Power of the Consumer
Dollar in U.S. City average [6].

° See the Evolution of U.S. Federal Budget Deficit/Surplus [7].

" See Federal Reserve Bank of New York, Center for Microeconomic Data, Household Debt and Credit
Report [8].
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Stable coin categories Idiosyncratic risks Systematic risk

Fiat-backed Centralization of bank deposit (Hyper)inflation of fiat currencies
Crypto-backed Liquidation risk® (Hyper)inflation of fiat currencies
Algorithmic Lack of collateral (Hyper)inflation of fiat currencies

“The liquidation risk is due to the volatile price of the crypto assets.

Table 1.
Categories of fiat-pegged stable coins and their risks.

market appears more attractive than relying on decentralized finance (DeFi) plat-
forms with yield or reward.

Table 1 adeptly encapsulates the principal idiosyncratic and systematic risks that are
encountered by the three distinct classifications of stable coins. This table delineates the
potential vulnerabilities and uncertainties inherent in these stable coin variants, thereby
providing valuable insight for risk assessment and management purposes.

All combined, this places substantial doubt on USD denominated stable coins to
provide a sustainable store of value. It was recently evidenced by several US credit
ratings being lowered®.

6. A better alternative: Real-world assets

Scarcity drives value preservation over time, which can be embedded in real-world
assets. Examples are precious metals, like gold, which are limited in supply, unlike fiat
money which governments keep printing. This may, for example, explain the recent
interest in gold-backed stable coins. Gold is a precious metal considered as a trusted
store of value. It has always been deeply connected with humanity and desired as it is
timeless, corrosion-resistant, and highly malleable. Historically, it has been associated
with wealth and prestige. Its price volatility is low and uncorrelated to traditional
market trends, which is particularly appreciated during times of uncertainty. Its value
has grown throughout the years with its purchasing power becoming stronger as
compared to the USD. There are different ways to buy and possess gold. However,
traditional options have disadvantages and constraints, such as lack of transferability,
that can be addressed by the symbiosis with novel blockchain technologies.

Gold as a stable coin reserve combines all the convenience and ease of digital use of
stable coins with a store of value that is backed by a scarce real-world asset, rather
than a promise to pay from governments and their central banks. This is particularly
appreciated during times of uncertainty.

From an investor’s perspective, a clear disadvantage of gold is that it is a non-
productive asset. Unlike, for example, a piece of land that produces crops, gold is
mainly held in storage, except when used for jewelry and by artisans. When, however,
gold can be used as a reserve to back up a stable coin with all the same functionality of
digital money, as we know it today, it offers unique possibilities and potentially brings
the “best of both worlds”.

To enable the creation of a gold stable coin, some essential challenges must be
overcome: tokenization, fractionalization, fungibility, collateralization, and decentrali-
zation. This needs to be done in a sequential and carefully orchestrated way. It should

° See Fitch and S&P US rating downgrades in 2023 [9] and [10].
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also be governed by a decentralized autonomous governance system, as both control
and profit—if any—of this monetary circuit should belong to a community that owns
the currency, much in the “peer-to-peer” spirit of the original bitcoin whitepaper.

Tokenization — Minting a token produces a digital certificate of ownership of gold.
The certificate points to a unique underlying gold bar, including various informational
attributes valuable to the owner, such as provenance, purity, and storage custodian.
These data might be quite rich, including high resolution images, and therefore
require blockchain protocols with powerful and efficient data storage capability. The
token is non-fungible, as every gold bar is unique with an individual serial number.
Owners can effectively redeem the physical asset, which prevents the custodian from
misusing or embezzling the gold bars. However, being non-fungible implies being
non-fractional. To function as a payment vehicle, it would need to be fractionalized.

Fractionalization and fungibility — Gold assets, in above non-fungible token (NFT)
form, can be swapped for a gold-backed stable coin, by using a fixed weight to token
rate, for example, 1 gram of gold to mint 100 “gold tokens”. The minting process is
administered and guaranteed by a smart contract. This generates fractionalized gold
tokens, which can function as any cryptocurrency. As an illustration, at current prices,
such a “gold token” would be worth approximately 0.64 USD.

Collateralization — A final step to create a fiat-pegged stable coin would be to use
the above “gold token” as collateral and peg it to a fiat currency, such as, for example,
the US dollar. This provides a stable coin denominated in USD, the most used cur-
rency for international trade, backed by physical gold via gold tokens by way of using
it as collateral. It, therefore, creates a gold-backed and fiat-pegged stable coin. It
would require a sophisticated collateralization mechanism, adjusting for market prices
and collateralization requirements.

Decentralization — To function in a truly trustless, decentralized, and autonomous
manner, the above steps need to be governed by a decentralized and autonomous nervous
system, rather than central trusted parties or intermediaries. This allows a community of
participants to vote and decide on the well-functioning of the entire “token economics”.
As mentioned earlier, should any fees or rewards be created, they would also belong to
the community, which functions as a decentralized autonomous organization (DAO).

The use of gold tokens as collateral within the realm of DeFi carries significant
advantages. The inherent stability of the gold token’s value, which is pegged to the
real-time spot price of gold, contrasts favorably with the volatility often associated
with cryptocurrencies like Ether. Consequently, this characteristic notably diminishes
the risk of liquidation. Additionally, beyond its price stability, the gold token acts as a
hedge against inflation, conferring it with enhanced resilience as a collateral option for
the creation of stable coins. Notably, when compared to fiat-pegged stable coins,
which are supported by reserves and bank deposits that historically have experienced
depreciation in purchasing power, the price of gold has demonstrated a threefold
increase over the past 20 years, reinforcing the appeal of gold tokens as a robust choice
for collateralization in the DeFi landscape.

The above example, taking gold as a “real-world asset”, is only one illustration of
blockchain technology using digital authentication of the underlying asset in a tamper
proof manner. Not only does it provide collateral certainty, but it also informs the
owner of relevant ESG” features of the asset, directly certified by the smart contract,

’ Environmental, Social, and Governance (ESG) features relevant to gold include proof of mining with

respect to environmental and human rights considerations.
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rather than relying on a third-party reporting mechanism. Such a certificate is differ-

ent from a paper certificate that relies on intermediaries, like banks, to hold custody of
the asset, resulting in frictional costs and counterparty risk. This on-chain traceability
can provide a proof of location of storage in a stable jurisdiction in a reliable and well

insured way, fully remote from the bankruptcy of any financial intermediary. Holding
a digital, on-chain certificate, like an NFT, also facilitates easier redemption or trading
in the secondary market, hence providing liquidity to the investor, with low frictional
costs. This offers a stable asset, a strong store of value, owned in a self-sovereign way,
yet with high transferability.

7. Conclusion

If well orchestrated and governed, in the way that is described above, we propose
that a gold stable coin can offer a strong currency alternative. Different to other gold
investment products, a gold-backed stable coin uses blockchain technology that
strongly reduces the otherwise necessary trust in intermediaries and is therefore much
more efficient, transportable, transparent, and thus more secure. Altogether, this
tokenization combines the advantages of an efficient and highly secure store of value
with a high portability and liquidity. The choices of a gold token and a gold-backed
USD stable coin and the ability to quickly and easily move between them combine the
benefits of unit of account and reduction of day to day volatility.

The key assertions made by the bitcoin whitepaper, which proposed to avoid
relying on a trusted third party, prevent double-spending and doing this by relying on
cryptographic proof provided by an on-chain network of nodes apply well to
tokenization of “real-world” tangible assets. Much of the well-functioning of a cur-
rency can be improved when backed by real-world assets.

This will be an evolution. It took some time for email to replace the fax machines.
We now have the technology and the governance mechanism to renew the old pay-
ment system rails. That is exactly what well-designed stable coins can do.
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Exploring the Use of Blockchain
Technology in IoT Applications

Sergey Khvan, Refik Caglar Kigilirmak and Mehdi Shafiee

Abstract

The integration of blockchain and IoT presents tremendous potential for unlocking
new opportunities and capabilities. With additive decentralized features, businesses
and individuals can benefit from increased security, transparency, and efficiency in
various applications. This chapter first presents the technical aspects of this integra-
tion, including the role of smart contracts in decentralized IoT systems and how
blockchain enhances the security, stability, and transparency of IoT networks. Then, a
step-by-step tutorial for developing smart contracts and ledger on Ethereum
blockchain is presented, particularly from the perspective of IoT nodes. The consid-
ered scenario is for an IoT device that writes/retrieves data from the blockchain;
however, the presented methodology can easily be extended for different use cases.

Keywords: Internet of Things (IoT), blockchain, smart contract, Ethereum,
decentralized systems

1. Introduction

The Internet of Things (IoT) systems have become increasingly popular in several
applications ranging from smart homes, automation, and healthcare to smart trans-
portation [1]. The IoT infrastructure mainly interconnects countless devices, sensors,
and systems over the existing Internet Protocol (IP) to collect, manipulate, and visu-
alize the data for intelligent decision-making. It is a proven technology that enhances
the efficiency and productivity of many processes in several industries [1]. The grow-
ing interest in academia and industry will lead to new innovations in the field, which
will have a more visible impact on our daily lives.

To fully exploit the potential of IoT systems and accommodate a massive number
of devices in the network, resource-efficient (e.g., energy consumption, spectrum
usage, computational resources) multiplexing methods play a key role [2]. IoT
multiplexing methods combine multiple data streams from several devices into a
single channel. The effective use of multiplexing method reduces the use of network
resources resulting in reliable and sustainable network performance. Mainly, when
the limited memory, processing power, and battery life of an IoT device are consid-
ered, the importance of these multiplexing methods is more evident. Quality of
service (QoS) is another crucial aspect of IoT networks, as different applications or
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different devices in the same network may require different QoS levels [2]. The
multiplexing methods may also help to reach desired QoS levels by optimally allocat-
ing the resources among the devices. IoT systems may also suffer from interference in
case multiple devices share the same spectrum [3]. Multiplexing methods should also
consider interference management while sustaining efficient spectrum usage. More-
over, the security of IoT data is of concern in many applications. Multiplexing
methods should consider security threats and ensure the isolation of data streams
from different IoT devices to prevent unauthorized access or interference. Further-
more, the scalability of the multiplexing methods is important in IoT networks since
the number of IoT devices and associated data can grow rapidly. When accommodat-
ing a massive number of IoT devices, multiplexing methods should be able to adjust
and optimize resource allocation while still maintaining the QoS requirements of the
devices. Lastly, the real-time nature of IoT networks necessitates more computation-
ally efficient multiplexing methods, for example, with less control signaling, so that
the devices can join or leave the network and are assigned their channels in a light-
weight manner. Considering all these challenges, the design and development of IoT
multiplexing methods is an active research field targeting efficient, reliable, and
secure communication among connected devices.

The multiplexing methods mainly refer to physical layer processing, such as time
division multiplexing (TDM) and frequency division multiplexing (FDM). TDM pri-
marily shares the spectrum in time among the devices, whereas FDM shares the
spectrum by dividing it into multiple slots. Multiplexing can sometimes occur using
non-orthogonal methods where devices simultaneously operate in the entire spectrum
using signal processing methods such as spread spectrum or interference cancelation.
There are several works in the literature that optimizes the IoT network performance
using these methods in the physical layer [4-6]. In practice, all these physical layer
multiplexing methods occur between the devices and the first-hop router and today
implementations are based on well-known link-layer standards such as LoRaWAN
[7], 802.11 (Wi-Fi) [8], and 802.15.4 (ZigBee) [9]. Some versions of LoORaWAN use
spread spectrum, 802.11 uses orthogonal frequency division multiplexing (OFDM)),
and 802.15.4 employs TDMA or carrier sense multiple access (CSMA). Most of the
off-the-shelf IoT devices support either of these standards, and developers are not
allowed to modify the physical layer specifications, including the multiplexing
method implemented.

The multiplexing in IoT can also refer to the methods implemented in upper
layers, such as efficient routing for low-power wireless packet-switched networks
such as 6LoWPAN [10]. 6LowPAN protocol runs in the network layer, specifically in
IPv6, and facilitates the integration of the IP-based network layer to the link layer
(such as Wi-Fi, ZigBee) by allowing mesh networking among IoT devices. Further-
more, routing protocol for low power and lossy networks (RPL) is another network
layer protocol proposed for IoT devices for efficient routing of the packets arriving
from different IoT devices [11].

In the application layer, there are other protocols that consider the power con-
straint of the IoT devices, such as MQ telemetry transport (MQTT) and constrained
application protocol (CoAP). MQTT is a lightweight application layer protocol based
on publish-subscribe messaging pattern, which requires a central intermediary node
called broker to exchange data between the devices and servers [12]. CoAP, on the
other hand, which is again a lightweight protocol, allows devices to communicate with
each other through mesh topology using client-server model [13]. Both are widely
used in IoT domain.
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Figure 1.
Hllustration of a blockchain-based IoT system.

Recently, the decentralization of IoT systems using blockchain has also emerged as
an alternative solution that addresses the aforementioned scalability, reliability, and
security issues. First of all, using smart contracts that are programmable agreements
executed on blockchain can manage the access rights of IoT devices that inherently
give control over the control of QoS requirement of different devices [14]. The same
approach can also be used to allocate resources efficiently while each device is
multiplexed in the same channel. Another solution that blockchain brings is its
enhanced security and privacy features. In blockchain, each transaction is transparent,
meaning that multiple devices can access it. Data stored on the blockchain is
tampered-proof that ensures data integrity and eliminates the risk of unauthorized
modifications.

Furthermore, blockchain can store and process data securely, either locally or in a
distributed manner. IoT devices can participate as “full nodes” in the blockchain’s
consensus mechanisms. This approach may reduce the latency in the network. How-
ever, full nodes need to store entire blockchain data, which is not desired for IoT devices
with limited memory storage. Therefore, a more preferred approach is that IoT devices
implementing “wallet” interact with the blockchain through transactions of smart con-
tracts to write and retrieve data from the blockchain. Figure 1 shows the scenario
considered in this chapter. In Section 2, we give more insights of blockchain-based
systems. In Section 3, we discuss the advantages of the integration of blockchain and
IoT. In Section 4, we show the building and deployment of a smart contract for a simple
scenario and IoT implementation with blockchain. Finally, we conclude in Section 6.

2. Blockchain

Blockchain technology is a versatile and secure ledger system that can be used in
various industries. The first idea of blockchain technology was introduced in 2008 by
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Satoshi Nakamoto [15]. Blockchain is a shared, immutable ledger that records trans-
actions and tracks assets in a business network. Blocks are linked together using hash
addresses and cannot be overwritten. The transaction process starts with a request
broadcasted through the network. Then, consensus algorithm is used to verify the
transaction according to the data stored in the blockchain. After the verification, a
new block is created and added to the blockchain. To provide better reliability, full
nodes store a copy of the entire blockchain. Blockchain brings trust to peer-to-peer
networks and ensures the anonymity and security of the users.

Application of the blockchain for the IoT becomes more popular, as it brings the
solution to main drawbacks of the IoT. Besides the enhanced security, privacy, and
transparency, the use of the blockchain for IoT applications allows the implementa-
tion of new functionalities and business models [16].

One of the key benefits is the ability to ensure transaction authenticity and record
ownership transfers. This is particularly important in supply chain management,
where blockchain can be used to track the sources of insecurity in IoT devices and
provide a transparent and immutable record of product information, such as origin,
processing method, and transportation route [17].

In Figure 2, a simple blockchain schema is given, where the genesis block is the
first block of the blockchain. In the IoT example that we present in Section 4, we will
deploy the smart contract on this block. Each block of the blockchain stores the hash
code of the next block. In the blockchain, no other block can be inserted in between
the blocks; therefore, the history of transactions could be secured.

2.1 Consensus

Consensus is a fundamental aspect of blockchain technology that ensures agree-
ment among participants in the network regarding the validity of transactions and the
state of the blockchain [18]. A consensus protocol is used to assign the contribution of
nodes(miners) that will be used to verify each transaction. Consensus protocol makes
transactions more efficient, secure, binds them to time, and allows the creation of new
functionality. It is achieved through various consensus mechanisms, such as Proof of
Work (PoW), Proof of Stake (PoS), Proof of Authority (PoA), and Proof of Luck
(PoL) [19]. After achieving consensus, new blocks are added to the blockchain.

The most common algorithms are Proof of Work (PoW) and Proof of Stake (PoS).
Proof of Work (PoW) uses miners to confirm transactions. Miners are “unreliable”
users/actors who compete in solving a mathematical puzzle or a challenge to have the

GENESIS BLOCK
Block header Block header Block header
hash of previous block | 4 hash of previous block I hash of previous block |
| transactions | / | transactions | | transactions |
| contract | | contract | I contract |

Figure 2.
Hllustration of a blockchain.
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new block accepted by the blockchain. This process is called mining and is designed as
a way to be easily solvable by the blockchain, but requires significant computational
power from the user. Limitations in scalability and vulnerability to attack are the main
drawbacks of PoW [20]. Those limitations and possible environmental impacts due to
low energy efficiency [21] are the main reason for the growing popularity of other
algorithms.

Proof of Stake (PoS), on the other hand, selects validators based on the amount of
cryptocurrency on the account and willingness to “stake” as collateral [22]. To validate
the transaction more than half of the selected users must accept the information,
which is passed as a request. In comparison with PoW, PoS reduces energy consump-
tion due to the absence of mining [21]. Even though PoS became more popular due to
better energy efficiency, it also has its challenges. The main ones are “nothing at
stake” problem and potential centralization tendencies [20]. Therefore, the choice of
the right consensus algorithm should be carefully considered according to the
requirements for the implementation.

2.2 Smart contracts

Smart contracts is a code, which is stored in the blockchain. Their functionality can
be executed by the nodes of the blockchain, when certain conditions are met. It
eliminates the need for intermediaries and increases efficiency and transparency in
various applications [23]. Smart contracts are a key feature of blockchain technology
and enable the automation of complex processes and the creation of decentralized
applications (DApps) [24].

2.3 Challenges

As any other technology blockchain faces several challenges. Those are scalability,
throughput, latency, privacy, security, interoperability, and regulatory and legislative
issues [18, 24, 25]. Scalability is a major concern as blockchain networks need to
handle a large number of transactions while maintaining decentralization and security
[25]. Moreover, it may require a lot of storage in the nodes of the blockchain, as they
store full copies of the entire chain. Another crucial part is privacy and security, as
blockchain transactions are transparent and immutable, raising concerns about data
protection and confidentiality [25]. Loss of the data may lead to new issues related to
legal rights. Interoperability is another challenge, as different blockchain platforms
may have different consensus mechanisms, governance models, and technical speci-
fications, making it difficult to integrate and exchange data between them [26].

3. Integration of blockchain and IoT

Most IoT systems today operate on centralized server systems. These server sys-
tems have the task of storing, maintaining, and retrieving IoT data. They employ
powerful data analytics tools capable of handling large volumes of data, enabling
organizations to analyze, apply machine learning techniques, and visualize the data.
These centralized systems also rely on various communication, data management, and
security protocols to safeguard and sustain their operations. However, despite the
prevalent use of centralized systems in the IoT domain, they face challenges related to
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scalability, latency, and the potential for a single point of failure, which undermines
the feasibility of IoT systems [14].

The use of blockchain technology offers several advantages to overcome the
aforementioned challenges. Some of these advantages include:

* Decentralization: In a decentralized network, multiple nodes participate in
verifying and validating transactions. This completely removes the need for a
single central server and reduces the risks associated with a single point of failure.
For example, well-known denial of service (DoS) attacks are common security
threats in centralized systems.

* Immutability and transparency: The data stored on a blockchain is permenant
and cannot be altered. This feature is particularly useful in applications where
multiple entities need to trust the data on the blockchain. In contrast, centralized
systems are controlled by a single authority, which lacks transparency and raises
concerns in applications where data ownership and privacy are important.

* Enhanced security: Public key cryptography is widely used in many blockchain
systems. It enhances data security through digital signatures that ensure the
integrity of data. Furthermore, the validity of the transaction is verified by
multiple participants via consensus mechanisms. This inherent characteristic
significantly strengthens the system’s resilience against unauthorized data
tampering.

* Smart contracts: Smart contracts form the foundation of data exchange in a
blockchain-based IoT systems. They are self-executing agreements with
predefined rules deployed on the blockchain. They enable interactions between
IoT devices and allow secure and autonomous transactions by eliminating the
need for intermediate devices. Smart contracts can facilitate trust and streamline
processes within IoT networks.

* Scalability: In the context of blockchain, scalability refers to the ability to handle a
high number of transactions per second. Traditional blockchains may face
scalability challenges as network traffic grows. Several methods have been
proposed to overcome these challenges, such as off-chain solutions, also known
as layer-2 solutions. These solutions allow transactions to be processed outside
the main blockchain, creating additional space and reducing the change of
congestion. In the domain of 10T, this becomes particularly useful as the number
of IoT devices and associated data grow. Moreover, these layer-2 solutions bring
additional security and privacy benefits of their own.

4. Explaining blockchain technology and working with Alchemy

This section presents a step-by-step tutorial for smart contract deployment on the
Ethereum blockchain and writing/retrieving data through it, for IoT applications. We
use Alchemy blockchain development platform, which is a popular tool for software
engineers to develop their DApps [27]. It provides a set of APIs, tools, and other
solutions to facilitate the development of blockchain applications. Alchemy allows

122



Exploring the Use of Blockchain Technology in IoT Applications
DOI: http://dx.doi.org/10.5772 /intechopen.1003635

building and effectively deploying smart contacts on several public blockchain net-
works, including popular Ethereum [28] and Solana blockchains.

The popularity of Alchemy has increased recently with the growing momentum in
decentralized applications with its friendly graphical user interface (GUI) and specific
tools for DApps. The process of DApp development starts with building a smart
contract for a specific IoT scenario that runs on a selected blockchain. Then, the
contract is deployed and tested on a testnet in order to verify its functionalities of
storing and reading data from the blockchain. In this section, we consider Goerli
Ethereum testnet which is a separate blockchain that mimics the original Ethereum
blockchain allowing developers to test their DApps without interacting with the main
Ethereum network. Goerli testnet tools are also available in Alchemy platform. Please
note that we are not discussing the implementation of a full Ethereum validating
node; rather, we are focusing on smart contract development. Any workstation
connected to the Internet would suffice for creating and uploading smart contracts to
the blockchain. We also demonstrate how this smart contract is utilized within a
DApp created using Alchemy, and we showcase how IoT devices interact with
this DApp. Here are other prerequisites for the development of DApp at the
workstation.

Prerequisites:

* Alchemy account: A service providing APIs and tools for blockchain development
and interaction.

¢ MetaMask Wallet: Browser extension wallet for Ethereum transactions with a
small amount of Ether (ETH) for fees. 0.001 ETH is required in mainnet to
obtain the testing cryptocurrency (Goerli ETH).

* VSCode: Microsoft’s code editor offering extensions for various languages,
including Python and Solidity that we consider in this tutorial.

* Python 3.9+: Programming language required for Ethereum and blockchain
development.

* Solidity: Ethereum’s programming language for creating smart contracts.

* Web3: Python library enabling interaction with Ethereum nodes and smart
contracts.

* Solcx: Python library for compiling Solidity smart contracts for Ethereum.

Installation of web3 and solcx using terminal.

To install “web3” and “solcx” libraries, the following commands should be entered
in the command prompt.

The first command in Figure 3 will download and install the necessary files for the
“solcx” library, which is used for Solidity contract compilation. The second command
is for “web3” library installation, which is essential for interacting with Ethereum
blockchain networks using Python. After running these commands, the installation
process for both libraries should begin. Once the installation is completed, they can be
used in Python projects on the workstation to interact with Ethereum smart contracts
and implement blockchain functionality.
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1 Spip install py-solc-x
2 Spip install web3

Figure 3.
Installing py-solc-x and web3 libraries.

Create App

NaME ©

loT _test
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@ Ethereur Q + Ethereum Goerli

ADVANCED FEATURES

Figure 4.
Creating a new DApp, named 10T _test, using Alchemy.

After preparing the development environment, in the following sections, we
describe each phase of building a blockchain-based IoT system. We start with creating
a DApp with Alchemy in Section 4.1, and then proceed to create a smart contract in
Section 4.2, followed by deploying the smart contract to the blockchain in Section 4.3.
Lastly, reading and writing data from the blockchain are described in Section 4.4.
While our discussion can be applied to various scenarios, we are specifically demon-
strating a scenario in which an IoT device writes its sensor reading to the blockchain
and is also able to read other data from the blockchain.

4.1 Creating a DApp with Alchemy

DApps can be created using Alchemy development platform. For that purpose,
users should register and log into https://www.alchemy.com/. The dashboard is given
in Figure 4 where users can create a new DApp after selecting Ethereum Goerli. After
clicking “Create App,” a DApp named IoT_test will be generated on the Ethereum
Goerli blockchain, and users will encounter the interface shown in Figure 5. The API
key of the DApp can be obtained by selecting “View Key.” This key will be utilized
later when deploying our smart contract to the blockchain. It plays a crucial role in
enabling the DApp to establish communication and interaction with the deployed
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Figure 5.
Alchemy dashboard of created app.

smart contract. The API key is an authentication mechanism that allows the DApp to
access and execute functions within the smart contract securely.

Testing the DApp without deploying any smart contract involves installing the
Metamask wallet, obtaining test ETH from https://goerlifaucet.com/, and connecting
to the testnet. This allows exploration and interaction with the DApp on the testnet to
ensure proper functionality before deploying smart contracts. Note that there are no
legal Ethereum rules that mandate testing. For additional guidance on testing the
DApp, please refer to Ref. [29]).

4.2 Building the contract

Developers utilize the Solidity programming language to create smart contracts for
Ethereum blockchain. Alchemy provides tools for streamlined deployment and inter-
action of these contracts within their DApps on the blockchain. For this example, we
present a smart contract for a simple IoT scenario through which IoT device will
collect data from its sensor and store it in the blockchain. The Solidity code can be
found in Figure 6. This smart contract, named IoT_SmartContract, is created using
Solidity programming language; hence, smart contracts have .sol extension. Through
this smart contract, the IoT device stores the value of sensor reading and timestamp
representing the time when the data was collected in value and timestamp variables,
respectively. There are three functions defined in the smart contract, namely
addReading (adds a value from the sensor with timestamp as an array [timestamp,
value]), getReadingCount returns the number of the blocks in the blockchain, and
getReading requires the index of the block to retrieve data from.

4.3 Deploying the contract

After saving the IoT_SmartContract.sol file, it needs to be deployed on the
Ethereum blockchain. The code in Figure 7 deploys the smart contract created above
on the blockchain; in our case it is Ethereum Goerli. For the DApp, we created earlier
using Alchemy to interact with this uploaded smart contract ALCHEMY_API_KEY
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1 #
2
3
4 contract IeT_SmartContract {
5 struct SensorReading {
6 uint256 timestamp;
7 uint256 value;
8 }
9
10 mapping(address => SensorReading[]) public readings;
1
12 function addReading(uint256 _value) public ({
13 SensorReading memory reading = SensorReading(block.timestamp, _value);
14 readings[msg.sender].push(reading);
15 #
16
17 function getReadingCount (address _owner) public view returns (uint256) {
18 return readings[_owner].length;
19 3
20
21 function getReading (address _owner, uint256 _index) public view returns
(uint256, uint256) {
22 require(_index < readings[_owner].length, "Invalid index");
23 SensorReading storage reading = readings[_owner] [_index];
24 return (reading.timestamp, reading.value);
25 i
26}
27
28 |}
Figure 6.

Sample IoT smart contract (IoT_SmartContract.Sol) created using solidity.

and ALCHEMY_URL should be set. The ALCHEMY_API_KEY is the API key obtained
earlier from the “View Key” option in the Alchemy dashboard of the created app,
shown in Figure 5. ALCHEMY_URL should be set as “https://eth-goerli.g.alchemy.c
om/v2/ALCHEMY_API_KEY.” This URL is also available at the Alchemy dashboard of
the DApp. Furthermore, in the code, IoT_SmartContract.sol file location should also
be assigned to contract_file_path. After running the code, the smart contract will be
deployed on the blockchain and it will print the address of the block at which it was
deployed. When a smart contract is deployed on a blockchain, it is assigned a unique
address on that blockchain. For example, we present the block address in which our
smart contract is written in Figure 8. This address should be kept for later use as one
of the required inputs on the IoT device and assigned to contract_address when
writing/retrieving data, as described in the next section.

4.4 Interacting with IoT devices and the blockchain for data exchange

The following describes the process for writing and retrieving data from the
blockchain. The code is provided in Figure 9. While any device with the DApp’s API
key, an ETH wallet, and the DApp’s smart contract address can read and write data on
the blockchain, our scenario specifically focuses on IoT devices writing sensor read-
ings and subsequently retrieving data of other sensors.

Note that the code in Figure 9 is given for a computer development environment.
When IoT microcontrollers are used to read and write data, minor modifications to
suit the specific microcontroller are required. Nonetheless, the procedure remains the
same across different microcontrollers and the fundamental principles of interacting
with the blockchain are the same.
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1 # Deploying the smart contract on blockchain

2 from web3 import Web3

3 import solecx

4 from eth_account import Account

5 from eth_account.signers.local import LocalAccount
6

7

8

# Set up Alchemy provider
ALCHEMY API KEY = "<your alchemy app API key>" § put your API key from the
alchemy app
9 ALCHEMY URL = f"https://eth-goerli.g.alchemy.com/v2/{ALCHEMY API_KEY}"

11 # Solidity contract source code in a separate .sol file
12 contract file path = "<path to your file (contract/contract.sel)>" § put
relative or absclute path to created .scl file

14 # Uncomment the following lines to read the contract source code from the
file

15 # with open(contract_file path, "r") as f:

16 # contract_source_code = f.read()

18 def compile source file(file path):
19 solex.install solc(version='0.8.9")
20 solcx.set_solc version('0.8.9')
with open(file_path, 'r') as f:
source = f.read()

print (source)

return solcx.compile_source (source)

# Compile the contract
compiled contract = compile_source_file (contract_£file path)
contract_interface = compiled contract ["<stdin>:IoT SmartContract”]

# Set up web3 instance
w3 = Web3(Web3.HTTPProvider (ALCHEMY URL))

# Set up account and private key

private_key = "<your private key from the metamask wallet>" #§in metamask
extension go to account details and export private key

account: LocalAccount = Account.from_key (private key)

# Deploy the contract

contract = w3.eth.contract (abi=contract_interface ["abi"],
bytecode=contract_interface["bin"])

deploy txn = contract.constructor().build transaction({

"from": account.address,

"nonce™: w3.eth.get_transaction_count (account.address),

"gas"™: 2000000, # you can change the gas price here

1)

signed_txn = w3.eth.account.sign_transaction(deploy_txn,
private key=private_key)
tx_hash = w3.eth.send raw transaction(signed txn.rawTransaction)

# Wait for the transaction to be mined
tx_receipt = w3.eth.wait_for transaction receipt (tx_hash)

# Get the contract address from the transaction receipt
contract_address = tx_receipt["contractAddress”]

LABALEHEGE HELHEEE 2485 EUSRBZRGRRRUER

rint (f"Contract deployed at the address: [contract_addressj}") # You will
need this address later

Figure 7.
Deploying the smart contract on blockchain, created using Python.

In the code, the sensor reading from an IoT device, represented by the value stored
in the variable reading value, is written to the blockchain along with a timestamp. For
this example, we assigned one integer value of “45” to reading_value as a sample
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Figure 8.
Output prompt from the terminal after contract deployment.

sensor reading. However, it can be changed according to the user’s need, such as real-
time sensor reading. After executing the code, this reading value will be written to the
blockchain.

In the same run, we also provide retrieving data from the blockchain. Please note
that the reading and retrieving portions of the code can be separated as needed;
however, up to line-42 should remain common. The code will display the count of
stored sensor reading data on the blockchain. Note that the index of the first block is
0. In order to retrieve the data stored, the user needs to provide the index of the block.
Figure 10 shows the code output. For example, it displays that there are currently four
data entries in the blockchain. After entering the block index of the data to be
retrieved, the code returns the timestamp and data. In this example, block index is
entered as 1 and the associated data is [1,686,028,212,45]. The format of the time is in
Unix timestamp format.

In using public blockchains, there is a cost for each transaction to write data on
blockchain. When a transaction is submitted, a certain amount of cryptocurrency,
known as a transaction fee, should be paid to compensate the network nodes for the
resources consumed in validating the transaction. In the context of Ethereum, the
native token of the blockchain is ETH and the amount to be paid should be stored in
the wallet of the IoT devices that are submitting the transactions. In Figure 10, the
node_address should be set to the Ethereum wallet address of the IoT device and
private_key should store the private key associated with the wallet. After each trans-
action, the corresponding transaction fee will be deducted from this address. Trans-
action fees in Ethereum, often referred to as gas fees, are measured in units of Gwei.
Users may opt to pay a higher fee for an increased transaction speed. In Figure 10, the
gas: value can be changed based on network conditions and user preferences. Note
that reading the data from the blockchain does not require a transaction fee.

The transactions in the DApp can be viewed in the Alchemy dashboard (see
Figure 5). Here, each transaction or request to the API could be tracked. Also, the
addresses of the previous requests could be found. Error codes of the failed trans-
actions are also shown in the result window.

After completing the testing phase on the testnet, the transition to the Ethereum
mainnet necessitates the creation of a new DApp. Users need to establish a separate
DApp within the Alchemy platform, selecting the Ethereum mainnet environment.
The Goerli-based application remains essential for code testing purposes. The same
codes we provided above can be used in mainnet, except for the Alchemy_API_Key
and Alchemy_URL, which should be configured for the DApp created on mainnet.

5. Conclusions

In this chapter, we addressed the main challenges of IoT systems and discussed
how blockchain-based IoT systems can address these challenges. Specifically, we
asserted that the reliability, security, transparency, immutability, and scalability
aspects of IoT networks can be enhanced with blockchain systems. We then provided
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# wWriting data to the blockchain

from web3 isport Web3

fron wab3.niddlowara import goth_poa_niddlowaro
from eth_account import Account

i=port solex

# Sat up Alchaesy preovidar
ALCHIMY_API_KEY = "your_kay" # Samo kay a5 bafora
ALCHEMY_URL = f*https://eth-goorli.g.alchomy.con/v2/[ALCHENY_API_KEY}*

contract_address = "<centract addrezs frem the doploymant>® # Put tha
zsavad addrazs from the previous file

noda_addross = "<addrosz of tho wallot>® # put addross of cha account in
tho motamizk

private_kaey = "<privater key of tha wallat>" # private koy from that
account

account = Account.from kaey(private_kay)

# Set up webl instance
w3 = Wob3 (Webl. HTTPProvidor (ALCHEMY_URL))
w3.niddleware_ocnion.inject (geth_poa_middleware, layer=0)

# solidity contract source code in 3 soparate .zol file
contract_file_path = "contracts/loT_SmartContract.sol® # put your cwn path
hera

# Road tho contract source codo from the fila
# with opan({contract_fila path, *"r*®) as f:
# contract_sourca_code = f.read()

def compile scurce fila(fila path):
solex.install s=olc(vorzion='0.8.9')
solcx. set_solc version(*0.B8.9%)
with cpon{fila_path, 'r') as f:
sourca = f.read()

print (zourca)

raturn solcx.ccapila scurce (sourca)

# Compila the contract
compilad contract = ceopila_source _file (contract_£ila_path)
contract_intorfaca = compiled coatract|[®<sztdin>:IoTl_SmartContract®]

contract = w3.eth.contract (address=contract_address,
abi=contract_interface["abi~])

# Simulato IoT node rosdings
reading value = 45 # this variabla will be stored as an example

# Add a3 reading to tha =zmart contract
add_roading txa =
contract. functions. addrReading (reading valua).build transaction({
=from": noda_address,
"nonce”: wl.eth.get_transaction_count (nedo_addreas),
"gas®: 2000000, # prico of cach transaction to stora tho data
"gasPrica®: wi.to_woi (10, "gwai®)
1

signad txn = wi.eth.account.sign transaction({add_roading txn,
privata_kay=privata_kay)
tx_hazh = w3.ath.zond raw_transaction(signed _txn.rawTranzaction)

# Wait for tho transaction te ba minod
tx_recaipt = wl.eth.wait_for transzaction_receipt (tx_hash)
print (£*Reading addad.”)

# cet tho roading count for the nodo

reading_count = contract.functicas.getRoadingCount (noda_address).call()

print (£"Roading count: [roading count)®) # raturns the ausbar of blocks in
tha Bblockhain

block_numbor = int (input("Ploasa entor tho indox of tha block to mtriave
data from: ")) # indax of the rogquired block to ba reoad

if bleck_nusber != '':

valuea bleck = contract. functions.getRaading(noda_addrass,
bleck_nunbar) .call ()}

print (valvea_block)# is a list of 2 values 1 iz 3 timostasp and second iz
astored reading at this time

print (f"Reoading from tho sansor: (valuas_block[1l]), at (values_block[0]}")

Figure 9.

Writing and retrieving data from the blockchain, created using Python.
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Reading count: 3

Please enter the index of the block to retrieve data from: 1

2, 45]

, at 1686028212

Figure 10.
Output prompt from the terminal to retrieve data.

a step-by-step tutorial with a detailed list of used tools on how to build and implement
an IoT system on a blockchain. We used the most widely used platforms and public
blockchain. We considered a simple scenario of reading sensor data at an IoT device
and writing data on a blockchain. We provided source codes for building smart
contract, deploying it on a blockchain and writing/retrieving data from the
blockchain. Our scenario includes the case where the devices interact with the
blockchain network only. The work can be further expanded by allowing interactions
between the devices, as well as incorporating hybrid solutions with a centralized
server.
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Abbreviations

DApp decentralized application

IoT Internet of Things

GUI graphical user interface

QoS quality of service

TDM time division multiplexing

FDM frequency division multiplexing

CSMA carrier sense multiple access

MQTT MQ telemetry transport

CoAP constrained application protocol

ETH ether

RPL routing protocol for low power and lossy networks
OFDM orthogonal frequency division multiplexing
API application programming interface

PoS proof of stake

PoW proof of work

PoL proof of luck

PoA proof of authority
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Perspective Chapter: Leveraging
Self-Sovereign Identity to
Introduce ReCert — A Foundational

Framework for Decentralized
BCTE Solutions

Saqib Rasool and Rune Hylsberg Jacobsen

Abstract

Blockchain-enabled Transactive Energy (BCTE) heralds a revolutionary departure
from traditional paradigms to achieve decentralization and its benefits in the energy
sector. Despite the foundational insights provided by the IEEE’s seminal position paper
in 2021, the practical realization of BCTE still needs to be achieved, necessitating
substantial research and development endeavors toward the real-world realization of
BCTE. Our study responds to this imperative by presenting a foundational framework
of ReCert that aims to unlock the full potential of BCTE through a prosumer-centric
approach and sets a cornerstone to advance toward a fully functional BCTE solution.

ReCert" introduces a Re-Certification mechanism that operates over Self-sovereign
Identity (SSI), which also serves as a gluing force between the DLT and blockchain
components of the ReCert framework to tackle the challenges of the blockchain
trilemma. This study shows the feasibility of the ReCert framework in supporting
the BCTE modules of Granular Certificates (GC), Decentralized Identity (DI), and
aggregation that operate through the concepts of SSI. The evolutionary framework
of ReCert follows the layered approach to establish the groundwork for transforming
into a fully decentralized BCTE solution.

Keywords: blockchain-enabled transactive energy, BCTE, DIDs, self-sovereign
identity, blockchain trilemma, decentralized energy systems, prosumer-driven,
granular certificates, concordium, IOTA tangle, aggregation, ReCert

1. Introduction

The energy sector’s transformation toward a more sustainable future drives innovation
in renewable energy production and its efficient integration within the power grid. BCTE

! http://ReCert.org
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has emerged as a promising vision to address the associated challenges through decentral-
ization. It leverages blockchain technology to create a secure, transparent, and automated
system for managing energy transactions between various participants in the grid, includ-
ing prosumers who act both as producers and consumers of energy [1]. This decentralized
approach could revolutionize the energy sector by enabling peer-to-peer energy trading,
improving grid flexibility, and incentivizing renewable energy adoption [2].

The position paper released by the IEEE in 2021 [3] presents a persuasive vision
of BCTE that still needs adoption in the production environment, necessitating a
detailed implementation strategy. BCTE is a complex system with many modules,
including identity management, energy data acquisition, aggregation and indexing,

a decentralized marketplace, and many more. Developing a robust BCTE solution
necessitates a step-by-step approach, starting with core features and gradually inte-
grating additional functionalities. In this study, we envision this strategy through the
presentation of a foundational framework of ReCert [4] that can evolve to transform
into a fully functional BCTE.

The ReCert framework introduces the Self-sovereign Identity (SSI)-driven ReCert
certificates. We have focused explicitly on three BCTE modules, viz. 1) Decentralized
Identity (DI), 2) Indexing through Aggregation (IA), and 3) Granular Certificates
(GC). All of these modules of ReCert leverage the concepts of SSI. The first module
of DI uses the Decentralized Identifiers (DIDs) of SSI to manage the identity of all
the participants of ReCert. The second module of IA aggregates ReCert certificates by
using a Merkle tree data structure to index the certificates of a single prosumer meter
in a single Merkle tree [4], using the concept of edge computing [5]. The third module
of GC utilizes the Verifiable Credentials (VC) and Verifiable Presentations (VPs) of SSI
along with the innovative concept of GC from the project of Energy Track and Trace
(ETT) [6] to issue, manage, and verify the Renewable Energy Certificates (RECs).

Using blockchain to issue RECs [7] is a popular way to verify the source and origin
of renewable energy, providing consumers with assurance that they are getting the
clean energy they have paid for. REC is a type of EAC (Energy Attribute Certificate)
that helps in avoiding greenwashing [8], where companies not using renewable
energy sources falsely claim the rewards of using them for energy production.

GCs of ETT and ReCert, which handle the certificates at the granular level, also

fall under the category of EACs. Hence, GCs can replace the REC or other types of
EACs. However, GCs, a single REC certificate operating at the watt per hour, must be
replaced with a higher number of GCs operating at the minute level for less energy.
Hence, a GC-supporting system is required to support the high throughput to handle
the high volume of transactions generated for shorter time intervals in minutes by
thousands of consumer meters connected to a registry in a specific vicinity. The ETT
project handles this requirement through pre-trusted registries acting as centralized
Distribution System Operators (DSO) [9], which is against the BCTE’s decentraliza-
tion promise and thus requires a more decentralized solution like ReCert [1, 4].

ReCert utilizes the prosumer meters to offer a decentralized alternative to the
centralized registries of ETT and establish a foundation for a decentralized BCTE
solution. However, accommodating the massive number of GCs is challenging. Hence,
ReCert has introduced the concept of Re-Certification to aggregate many certificates
at the prosumer meters’ level that are Re-Certified by the IOTA-driven registries.
Although we have already presented ReCert as an aggregation framework [4], this
study focuses on its potential as a foundational framework that can evolve into a fully
functional decentralized BCTE solution. ReCert is derived from our already proposed
hybrid framework [1] to tackle the blockchain trilemma, which states that we can
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fully optimize only two of the three properties of blockchain solutions: scalability,
security, and decentralization [10]. As shown in Figure 1, our proposed hybrid
approach in ReCert addresses the blockchain trilemma by integrating the DAG of the
IOTA Tangle with a public blockchain.

SSI plays a vital role in ReCert, where prosumer meters issue GCs through SSI VCs
over the DLT of IOTA at the DSO level. Hence, the feeless transaction model of IOTA
offers the economic feasibility to support the high volume of GCs at each DSO level,
resulting in the aggregation of numerous GCs in Merkle trees. Each Merkle tree is then
anchored to the public blockchain through a single transaction of a public blockchain
to avail the security and reliability of the public blockchains. Hence, a single gas fee is
enough to preserve the integrity and offers the immutability of all the GCs anchored in
a single MerKkle tree. It is essential to mention that ReCert is just a conceptual framework
without a concrete implementation. Hence, this perspective study highlights the need
and significance of ReCert as a foundational framework for a decentralized BCTE.

Figure 1 presents the three-layered architecture of our proposed solution, which
supports all three properties of the blockchain trilemma. The lower layer of the public
blockchain receives negligible transactions to reduce the operational cost by reduc-
ing the number of transactions that require the transaction fee for execution. The
DLT-driven middle layer handles most of the transactions from the prosumer meters
through the feeless transaction model of the IOTA Tangle to improve the economic fea-
sibility of the proposed system. This integration aims to marry IOTA’ scalability and
feeless transaction model with the security and decentralization of public blockchains.
Figure 2 shows the extended version of Figure 1 and presents the evolutionary nature
of ReCert that makes it extendable to transform into a decentralized BCTE solution.

We break down the contents of this book chapter into the following sections:

* Section 2 presents the significance of BCTE and highlights the requirements for a
foundational framework that can grow into a complete BCTE solution.

* Section 3 explains the SSI and its pivotal role in the realization of ReCert.

* Section 4 delves into the concept of blockchain technology and introduces the
challenges of solving the blockchain trilemma. This section also justifies the
addition of an extra DLT layer to manage the high volume of transactions associ-
ated with granular ReCert certificates.

* Section 5 presents our proposed solution, encompassing GCs, DLT, blockchain,
and VCs/VPs of SSI, all working in collaboration to support the claimed features
of our proposed solution of the ReCert framework.

Prosumer meters Interact with the DSO to initiate the certificate generation

and perform aggregation in ReCert in a decentralized way

DLT-driven
DSOs

DS0s in the ReCert framework operate over IOTA's highly
scalable DLT to utilize the I0TA's feeless transactions model.
(Public) The Public Blockchain ensures the integrity and immutability of

Granular Certificates, each aggregated within a Merkle Tree and
subsequently anchored in the blockchain via the Merkle root hash

w
o
a
g
=
=
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Figure 1.
Layered architecture of ReCert to solve the blockchain trilemma to handle the granular ReCert certificates.
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Figure 2.
ReCerts adopts a layered approach, wherein Layer 3 actively supports the integration of additional BCTE
modules, further building upon the foundational functionalities of Layers 1 and 2.

* Section 6 justifies the technologies adopted in our proposed solution of ReCert.
It also shows the feasibility of our proposed solution as the foundational frame-
work that can transform it into a fully decentralized BCTE solution.

* Section 7 compares our work with relevant research studies and highlights our
scholarly contributions compared to existing research efforts.

* The last section concludes this chapter and presents future research directions.

2. Need and significance of blockchain-enabled transactive energy

In this section, we highlight the significance of BCTE and outline the prerequisites
for a foundational framework capable of evolving into a fully operational, decentral-
ized BCTE solution. Our analysis delves into two specific scenarios to illustrate the
varying degrees of effort needed to implement BCTE in developed and developing
countries. For developed countries, we examine the ETT project operating across four
European nations [6]: Denmark, Germany, Belgium, and Estonia. Regarding develop-
ing countries, we considered the case study of Pakistan to highlight the limitations
of adopting BCTE and the different benefits we can achieve through this adoption in
developing countries.

2.1 Use case of developed countries of Europe

The ETT project is a joint initiative of four TSOs: 50 Hertz from Germany, Elering
from Estonia, Elia from Belgium, and Energinet from Denmark. Its main goal is to
create a system for monitoring and tracing sustainable energy from its origin to its
use. ETT has also introduced the concept of GCs to operate these at a fine-grained
level to more accurately match the production and consumption of energy from
renewable resources. The findings from the experimental study by ETT demonstrate
the effectiveness of GCs in achieving the goal of more accurately measuring the
generation of renewable energy [11].

ETT allows the registries (DSOs) to collect data on production and consumption
certificates and aggregate these into Merkle trees while operating under central-
ized control. This centralization is the most significant limitation of ETT, as the
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centralized registries have complete control over the collection and aggregation of
production and consumption data, which hinders its potential to serve as a founda-
tional framework for a fully operational BCTE system [6]. To address this limitation,
we propose to utilize the DLT of IOTA at the DSO level to enhance transparency in
their operations while constructing Merkle trees [1]. ReCert goes one step further

by utilizing edge computing [5] to perform this aggregation at the prosumer level.
Researchers have already discussed the benefits of shifting this aggregation from DSO
to the prosumers [4]. Hence, adapting ReCert concepts of aggregating certificates at
the prosumer level improves decentralization and helps achieve a decentralized BCTE
solution.

2.2 Use case of the developing country of Pakistan

After demonstrating the effectiveness of our proposed solution in achieving BCTE
in developed countries, we now focus on its potential impact in developing countries,
with a particular focus on Pakistan. Given the adoption challenges faced by such
regions [12], we propose a phased integration of BCTE at a limited scale to deliver
benefits tailored to the specific needs of developing countries. In this context, we
have highlighted blockchain integration at the distribution transformer level of a DSO
along with the associated benefits.

In Pakistan, the power grid consists of the National Grid Company (NGC) of
NTDC, which operates a 220 kV and 500 kV transmission network connecting
power generation plants throughout the country to various regional Distribution
Companies (DISCOs) and K-Electric, a private company responsible for generation,
transmission, and distribution. DISCOs manage a 132 kV sub-transmission network
and a distribution network that operates at 11 kV and down to 400/230 V voltage
levels. Consumers receive the energy/power from 132 kV substations via 11 kV
feeders, which pass through one or more distribution transformers to step down
the voltage for local use. In recent years, Pakistan has introduced net metering for
prosumers; however, the current meters lack the real-time communication capabili-
ties necessary for blockchain-based, prosumer-driven solutions [1, 4]. Hence, we
can initiate blockchain integration at the distribution transformer level to address
this limitation, reducing Pakistan’s high distribution losses, currently at 17.4% [12],
and offering a practical solution for developing countries with limited smart meter-
ing infrastructure. The government of Pakistan has already shown commitment to
installing smart devices at distribution transformers for real-time data transmission,
paving the way for transformer-driven BCTE solutions in developing countries like
Pakistan.

2.3 Requirements for the foundational framework of BCTE

We have presented the need for two different levels of BCTE solutions. We pro-
posed using a prosumer-driven BCTE framework in developed countries with smart
meters installed at the household level and the transformer-driven BCTE solution
for developing countries that lack smart meters at the consumer level. For clarity, we
have confined this study to ReCert’s prosumer-driven solution, and, as a future work,
we can work on a different set of features to present another version of ReCert for
the transformer-driven BCTE framework. Following are the five essential require-
ments that we have highlighted for a potential foundational framework that can set
the cornerstone for a decentralized BCTE solution. Each of the following five points
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highlights one requirement, and each requirement points to the exact section or sub-
section of this study where we address that requirement in our ReCert solution.

1. The foundational framework of BCTE must operate over the DI to adhere to
the decentralization promise of BCTE. We propose achieving this requirement
through SSI, which the upcoming Section 4 covers in detail.

2.The foundational framework of BCTE must manage the certificates at a fine-
grained level along with the support of slicing and merging of certificates for
matching the production and consumption level of individual prosumer meters,
and for that, we have proposed the use of VCs/VPs of SSI to issue and verify
certificates, respectively. Section 4 and sub-section 6.3 will provide more details
of our proposed handling of this requirement.

3. The government agencies must have access to intervene by relating the real iden-
tities of stakeholders against their DIDs stored on the ledger to achieve better
accountability in the BCTE. We proposed offering this feature through Concor-
dium, as detailed in sub-section 6.1.

4.The registry must operate with the less operational cost of decentralization as it
has to handle high throughput due to a massive number of requests from many
prosumer meters. We propose using IOTA at the registry level to utilize its feeless
transaction model, with further details presented in sub-Section 6.2.

5.The proposed framework must be flexible enough to evolve to a fully operational
BCTE solution, and sub-Section 6.4 presents this extendable and evolutionary
nature of our proposed solution to allow the transformation into a fully func-
tional BCTE solution in the future.

3. Role of self-sovereign identity toward the realization of ReCert

SSI has emerged as the primary solution for decentralized identity implementa-
tion. Its functionality extends beyond identity management, offering features such
as certificate management through VCs/VPs of SSI [13]. Additionally, SSI allows for
the combination of multiple VCs to create a VP and partially includes a VC in different
VPs [14]. Therefore, we advocate implementing BCTE over SSI. We have included the
content of this section from our already published paper on the SSI-based proposed
architecture [1] that provided the basis for understanding the role of SSI in offering
the ReCert solution. Section 7 of the state-of-the-art compares our current study on
ReCert with our two previously published papers [1, 4] on the same solution.

3.1 Root of trust (RoT) in public key infrastructure (PKI)

PKI is a foundational pillar in contemporary digital security, offering a structured
mechanism for secure digital data exchange and communication. Central to PKI is
employing a system encompassing digital certificates and keys administered by enti-
ties recognized as Certificate Authorities (CAs). This framework engenders a Chain of
Trust, wherein each participating entity receives certification from a higher authority,
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culminating in a Root CA. The reliance within a PKI architecture is thus inherently
placed on the operational integrity and security of these CAs. Nonetheless, this model
intrinsically centralizes trust within a limited number of organizations, identified

as Root CAs, thereby rendering the entire system susceptible to a singular point of
failure. The compromise of a Root CA consequently jeopardizes the whole chain of
trust of subordinate CAs. In juxtaposition to the imperative of decentralization in
BCTE, the implicit trust characteristic of PKI signifies a dependency on centralized,
authoritative bodies to validate and safeguard communications. Users and systems
trust certificates disseminated by these CAs under the presumption of stringent veri-
fication processes. However, this trust model is increasingly being questioned in light
of the complexity and magnitude of contemporary digital interactions, accentuating
the necessity for more dispersed and robust trust frameworks, as discussed in the
subsequent sub-section. Aligned with the traditional paradigms of PKI, the initiative
of ETT [6] and the extant scholarly discourse surrounding it [9] rely on the principle
of centralization through pre-trusted registries at DSOs.

The centralization in ETT aims to streamline the issuance and management of
energy certificates by eliminating the transaction fees associated with a blockchain-
based certification system. Entrusting these registries presupposes their operational
integrity and security, simplifying the infrastructure and introducing potential
vulnerabilities and avenues for security breaches. Although advantageous in terms
of operational efficiency and management, this centralized trust model engenders
apprehensions regarding the reliability and overall trustworthiness of the system.
Within the sphere of energy certification, any compromise of these registries could
have profound implications on the integrity of certification. It underscores the
intrinsic limitation of implicit trust in the foundational framework [9], a compelling
exploration into more decentralized and distributed trust models like the one pro-
posed herein for prosumer-driven certification predicated on SSI.

3.2 SSI and its effectiveness in decentralized identity

The concept of SSI, as delineated in Preukschat and Reed [15], represents a funda-
mental shift in the paradigm governing the management of digital identities and trust
mechanisms. SSI vests individuals with the autonomy to maintain and control their
digital identities without relying on centralized authorities. This paradigm challenges the
conventional centralized trust frameworks by facilitating individuals with the capability
to generate and manage their credentials. These credentials can be verified autono-
mously, aligning with the principles of the zero-trust model. An elaborate illustration
of the interactions among three critical entities within the SSI ecosystem—namely, the
certificate issuer, the user, and the verifier—is provided in Figure 3.

Within the depicted workflow in Figure 3, the blockchain infrastructure
accommodates two primary registries: The Verifiable Data Registry (VDR) [16]
functions as a repository for all disseminated certificates, whereas the Revocation
Registry (RR) [17] enables issuers to invalidate any certificate previously issued.

In this context, the prosumer meter device represents the user, capable of orches-
trating the Root of Trust through algorithmic and autonomic trust mechanisms,
further expounded in subsequent sections. The workflow delineated in Figure 3
unfolds as follows:

1. Key generation and DID registration: The initial step involves the issuer and the
user independently generating their public-private key pairs. Subsequently, they
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Figure 3.
Facilitation of SSI in self-certification of prosumer meters in our proposed solution of ReCert.

register their Decentralized Identifiers (DIDs) within the VDR, establishing a
unique association between each DID and its corresponding public key.

2.DID share for certificate issuance: The user shares their DID with the issuer, a
critical step that allows the issuer to tailor the certificate specifically to the user’s
DID, thereby ensuring a secure and personalized certificate issuance process.

3. Creation of the Verifiable Credential (VC): The VC comprises the user’s DID, veri-
fiable claims, and the issuer’ digital signature, among other pertinent informa-
tion, encapsulating the user’s credentials as authenticated by the issuer.

4. Transmission of VC and revocation potential: Following the VC’s transmission to
the user, the issuer retains the right to revoke the issued certificate at any given
time, a capability represented by the dotted line in Figure 3.

5. User-controlled privacy via VP: The user is allowed to employ methodologies such
as selective disclosure [18] or zero-knowledge proofs [19] to convert the VC into
a VP. This transformation permits the user to dictate the privacy level of their
data, enabling the disclosure of selective information to the verifier rather than
the entirety of the VC’s content.

6. Verification by consulting RR and VDR: In the final step, the verifier assesses the
certificate’s authenticity and validity by referencing both the RR and the VDR on
the blockchain, ensuring the certificate’s legitimacy and active status.

Figure 3 adeptly encapsulates the intricate yet coherent sequence of operations
in the certificate issuance and verification process within the SSI framework, under-
pinned by blockchain technology. This methodology heralds a significant progression
in digital identity management, offering heightened security, privacy, and user
autonomy.

3.3 SSI and algorithmic trust (transactional roots of trust)

In the context of SSI, algorithmic trust, also known as the Transactional Roots of
Trust, relies on cryptographic technologies to establish trust independently of insti-
tutional reputation. The security and integrity of algorithms create and verify this
trust in digital credentials. For example, digital signatures, a critical component of
SSI, provide a secure and tamper-evident way to establish the authenticity of digital
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information. In this model, trust is derived from the mathematical certainty of cryp-
tographic operations, ensuring that credentials are genuine and untampered. This
reliance on algorithmic trust represents a significant departure from traditional trust
models, such as the Administrative Roots of Trust in PKI, where humans define the
Root CA. Different machines collaboratively establish trust in the case of Algorithmic
Trust. It offers a more secure and transparent approach to identity verification,

free from the biases and vulnerabilities inherent in centralized systems. In an SSI
framework, the authenticity of an individual’s credentials is always verifiable through
cryptographic means, providing a solid foundation for secure and trustworthy digital
interactions even without relying on the issuers of the identities.

3.4 SSI and autonomic trust (self-certifying roots of trust)

Autonomic Trust delineated as the Self-certifying Roots of Trust within the domain of
SSI, emerges as a crucial byproduct of the decentralized and autonomously managed
nature of identities inherent to these systems. This paradigm grants each participant
within the network the autonomy to manage their identity, credentials, and trust
relationships independently. Such an approach engenders a dynamic and responsive
trust model predicated upon direct, peer-to-peer interactions and the verifiable
authenticity of credentials, thereby fostering an environment where entities can
engage in transactions with enhanced confidence and security. It is primarily because
each participant’s identity and credentials can be independently verified, obviating
the need for centralized authority. SSI demonstrates significant utility in dynamic and
decentralized environments like prosumer energy networks. The capability of each
participant to autonomously manage and present their credentials underpins a more
fluid and responsive trust model. This model facilitates a system wherein trust is not
perceived as static but evolves with each interaction, providing a robust and flexible
framework for secure and efficient energy certification and transaction processes. It
enables explicitly prosumer meters to generate the certificates as VCs to be forwarded
to the corresponding registry and generate VPs to facilitate the verification of certifi-
cates, enhancing the overall trustworthiness and efficiency of the system.

3.5 SSI support in DLT of IOTA and blockchain of Concordium

Concordium is a public blockchain that focuses on maintaining identity infor-
mation and offers support for SSI at the ledger level. However, there may be more
cost-effective options for directly storing green energy certificates [9]. To address
this, we have proposed an intermediary layer of DLT using IOTA Tangle [10]. The
latest version of IOTA enables SSI implementation over the IOTA Tangle through its
support for smart contracts [20]. Sub-sections 6.1 and 6.2 discuss the significance of
selecting consortium and IOTA in our proposed ReCert solution, respectively.

4. Inherent limitations of blockchain due to its scalability trilemma
Figure 4 shows the shift from distributed databases to blockchain, ultimately
leading to the development of DLT. This transition also highlights the similarity

between the limitations posed by the CAP theorem in distributed databases and
the scalability challenge of the blockchain trilemma [10]. Additionally, Figure 4
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Figure 4.
Blockchain scalability trilemma that inspired us to introduce the DLT in our proposed solution.

presents two potential directions of on-chain and off-chain to address the blockchain
trilemma. On-chain solutions employ ledger-driven approaches with various con-
sensus algorithms to enhance scalability compared to traditional public blockchain
platforms. Conversely, off-chain solutions are built upon existing layer-1 solutions to
tackle the scalability issue presented by the blockchain trilemma. This section covers
Figure 4 in detail and lays a foundation for our hybrid solution, which we will cover
in the upcoming section.

4.1 From distributed databases to distributed ledger technologies

A database constitutes an essential application that abstracts the operations related
to data handling within a system. Due to exponential growth in data production
capabilities, databases increasingly need to scale data and computational resources.
We can address this difficulty through two distinct methodologies: vertical and
horizontal scaling [21]. Vertical scaling pertains to enhancing the capabilities of the
system hosting the database application. Nevertheless, this approach encounters
limitations at a more substantial scale, necessitating the adoption of horizontal scal-
ing to accommodate the escalating demands of data management. Horizontal scaling
leverages multiple computing nodes to disperse the computational burden across
several machines. Implementing horizontal scaling is relatively more straightforward
for stateless applications, which solely necessitate the distribution of computational
loads among various nodes. Conversely, this strategy presents significant challenges
for stateful applications requiring a balance in computational and storage loads.
Efforts in vertical scaling may also encompass code optimizations, particularly in the
context of microservices or the transition to event-driven architecture, necessitating
code modifications to achieve database-level horizontal scalability.

Horizontal scalability in Distributed Database Management Systems (DDMS)
presents solutions that demand minimal or no alterations to the existing code as the
database engine handles the distribution of load across multiple nodes of a distrib-
uted database. DDMS paved the way for blockchain technology, which we achieved
by applying multiple constraints over the DDMS through a consensus mechanism.

A conventional database facilitates four CRUD (Create, Read, Update, and Delete)
operations, whereas a blockchain only supports the create and read functionalities.
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Blockchain also enables the simulation of update operations by appending new values
to the ledger where previous entries remain intact, preventing the replacement of
existing values in the blockchain ledger.

Conceptually, a blockchain mirrors the data structure of a linked list, wherein data
blocks are interconnected in a sequential chain and safeguarded via cryptographic
hashes [22]. However, the advent of more complex data structures has led to the
proposal of systems that emulate blockchain functionalities without using the linked
list-like structure of the blockchain, and all these solutions are collectively known as
Distributed Ledger Technologies (DLTs). For instance, IOTA employs the Directed
Acyclic Graph (DAG) data structure instead of a linked list to offer functionalities
analogous to those of blockchain systems. Since the DLTs evolved from the block-
chain, we can refer to all blockchains as DLTs, but only some DLTs are blockchains
because a DLT can only qualify to be termed the blockchain if it has the ledger based
on the data structure of the link list.

4.2 From CAP theorem to blockchain trilemma

The conceptual framework illustrated in Figure 4 delineates the CAP theorem
[10], articulating three pivotal properties: Consistency, Availability, and Partition
Tolerance. Although we can manifest these three attributes concurrently within cen-
tralized systems, distributed architectures face inherent limitations that preclude the
simultaneous realization of all three. In distributed systems, a trichotomy emerges,
allowing for the robust attainment of merely two CAP properties, thus necessitating a
compromise on the third. This trichotomy, manifested as CA, CP, or AP pairs, signifi-
cantly influences the operational dynamics of distributed applications. Consequently,
the specific requisites of an application predominantly guide the strategic decision-
making process regarding this compromise.

In blockchain, combining multiple transactions into a block before appending
the block to the ledger is necessary. This process often requires additional time in the
form of block confirmation time. The consensus algorithm oversees the creation of
new blocks. It operates under the assumption that different participants may have
differing opinions but can still agree on appending the same block to their ledgers.

As a result, blockchain operates with the belief that participants must eventually
have consistent views by not compromising on the consistency property of the CAP
theorem. Therefore, we focus on the availability and partition tolerance of the CAP
theorem in blockchain.

However, as pointed out by Vitalik Buterin, the co-founder of Ethereum, block-
chain systems face a trilemma similar to the CAP theorem, where we can only fully
optimize two properties out of security, scalability, and decentralization. Therefore,
when designing blockchain-based solutions, we must consider the challenge of the
blockchain trilemma, given in Figure 4. Following are the three broader categories
for designing blockchain solutions while considering the limitations of the blockchain
trilemma. Each of these categories compromises one of the three properties of the
blockchain trilemma.

1. Reliable blockchain solutions: The pioneering blockchain consensus algorithm,
PoW (Proof of Work), presents first-generation solutions by adhering to the
order-execute paradigm. This model prioritizes transaction sequencing before their
execution. PoW is the most secure blockchain consensus algorithm as it compro-
mises on scalability to achieve security and decentralization. As shown in Figure 4,
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bitcoin uses this consensus algorithm of PoW. Ethereum was initially based on the
same consensus algorithm but later moved to the PoS (Proof of Stake) consensus
algorithm to achieve a reliable system after compromising scalability [23].

2. Permissioned blockchain solutions: Hyperledger Fabric’s permissioned blockchain
employs the consensus algorithm of PBFT (Practical Byzantine Fault Tolerance)
to compromise on decentralization and offer more scalable and privacy-enhanced
centralized blockchain solutions. The Hyperledger Fabric framework initially
introduced this approach, characterized by an execute-order-validate sequence
where transactions are first executed and then forwarded to an orderer node for
ordering the transactions in a block. It is against the conventional order-execute-
validate paradigm of the popular blockchain solutions of Bitcoin and Ethereum.

3.Scalable blockchain solutions: The consensus mechanism underlying IOTA departs
from conventional models by adopting a transactions-based DAG (Directed
Acyclic Graph) to facilitate scalability and decentralization while conceding the
security property of the blockchain trilemma. Designed to process numerous
parallel IoT transactions, it departs from the conventional link list-like structure
of the blockchain and introduces a tree-like structure that makes it a DLT and
not a blockchain. Academic researchers and industry practitioners are continu-
ously trying to address the challenges of the blockchain trilemma to optimize
all three properties. The upcoming sub-sections elaborate on these solutions to
address the blockchain trilemma limitation by categorizing them broadly into
on-chain and off-chain solutions.

4.3 Layer-1 on-chain solutions to address the blockchain trilemma

Efforts to address the blockchain trilemma have led to creating different consensus
mechanisms, each aimed at supporting a self-governing data ledger. These on-chain
approaches that seek to overcome the trilemma’s inherent challenges while maintain-
ing an independent ledger are also known as layer- 1 blockchains. Projects such as
Kaspa [24], operating as a layer-1 blockchain solution, assert that it can resolve the
blockchain trilemma by removing the requirement for block finalization time [25] to
achieve scalability while maintaining the existing properties of security and decen-
tralization. Figure 5 in sub-Section 6.1 provides more details on the block creation
and the transaction confirmation time.
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Figure 5.
Impact of an adversary on the transaction confirmation time.
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4.4 Layer-2/Layer-3 off-chain solutions to address the blockchain trilemma

In addition to on-chain solutions, the blockchain ecosystem has seen the develop-
ment of off-chain strategies that eliminate the necessity for a separate blockchain
ledger. These solutions, known as layer-2 and layer-3 blockchains, leverage existing
layer-1 solutions without maintaining their independent ledgers. Layer-2 solutions
focus on enhancing the scalability of public blockchains that have already priori-
tized decentralization and security. In contrast, layer-3 solutions are customized
for specific applications and use cases, expanding upon the capabilities of layer-2
frameworks.

4.5 Our proposed hybrid approach following both on-chain and off-chain

Our proposed solution of ReCert combines on-chain and off-chain strategies to
tackle the blockchain trilemma. We can introduce scalability into the equation by
integrating Concordium’s public blockchain’s decentralized and secure framework
with the IOTA tangle’s scalable solution. These projects operate as layer-1 blockchains,
maintaining independent ledgers as the on-chain solution. However, we have combined
them in a layered approach similar to off-chain solutions, allowing IOTA to operate over
the underlying layer of Concordium to leverage the security and decentralization of the
public blockchain solution. Additionally, we have introduced two proposed modules
of the BCTE foundational framework as layer-3 blockchain solutions, as depicted in
Figure 2. Despite their distinct functionalities, SSI is the connecting bond among all
three layers. We give more details of our proposed solution in sections 5 and 6.

5. Proposal of ReCert framework and ReCert certificates

This section presents an overview of the ReCert framework, which combines
Concordium’s public blockchain for reliability, security, and decentralization with
the scalability and feeless transactions offered by the DLT of IOTA. The VCs and
VPs of SSI play an integral role in bridging these two layer-1 blockchain platforms.
Besides being a layer-1 solution, IOTA acts as a layer-2 solution using the underly-
ing Concordium blockchain as its layer-1 counterpart. This section also explains the
interaction patterns of four key entities, each playing a critical role in ensuring the
integrity and verification of ReCert certification. We have also presented the life cycle
of a ReCert certificate and the crucial role of SSI and Merkle tree in realizing the
stated goals of the ReCert framework.

5.1 Key entities in the ReCert framework

The following four entities collaborate to operate the proposed framework of
ReCert successfully.

5.1.1 Advanced prosumer meters

These devices represent the forefront of smart home technology, equipped with
the capability to produce green energy via solar panels. We focus on the cutting-edge
prosumer meters developed by Develco Products [26], transcending traditional elec-
tricity consumption metrics. These meters can differentiate the source of electricity,
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Figure 6.
The proposed solution of ReCert framework based on the DLT of IOTA and the public blockchain of Concordium.

discerning between grid-supplied and solar-generated energy at prosumer locations.
Such distinction is paramount for the automated issuance of green energy certificates,
as delineated in Figure 6. By transmuting these certificates into digital currency, we
aim to substantially mitigate incidents of greenwashing, thereby providing a more
genuine reflection of green energy contributions.

5.1.2 Energy distribution registries/DSOs

These entities oversee electricity distribution within their jurisdictions and serve
as DSOs. A predominant challenge involves distinguishing electricity’s origin once it
mixes into the distribution network. A proposed remedy involves labeling energy at
its inception; however, traditional methodologies heavily rely on the registries’ integ-
rity for green energy labeling, contradicting BCTE’s promise. Consequently, ReCert
advocates adopting DLT-driven registries to cultivate transparency and reinforce trust
within the energy distribution framework.

5.1.3 Public blockchain ledger

We envisage this ledger as the single source of truth within our framework.
Establishing a direct linkage between energy production sources and the public
blockchain incurs operational overhead. To tackle this challenge, we introduce
an intermediary DLT layer, based explicitly on the feeless transactional model
of IOTA Tangle, to bridge many green energy sources with the public block-
chain. This methodology is particularly advantageous for prosumers, given their
numerical superiority over larger green energy producers like solar farms or wind
turbines.

5.1.4 Auditors/verifiers

These entities are instrumental in incentivizing green energy production, aiming
to eradicate greenwashing practices—the deceptive claim of green energy utilization
for obtaining incentives. Our architecture leverages blockchain technology as the
single source of truth, effectively nullifying the participation of entities engaged in
greenwashing. The blockchain exclusively acknowledges data from the registries,
originating at the prosumer meters, thereby decentralizing trust from central regis-
tries to the end-users.
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Figure 7.
Lifecycle of a ReCert certificate.

5.2 Lifecycle of a ReCert certificate

We have proposed the ReCert framework for the ReCert certificates, and Figure 7
shows the crucial stages of the lifecycle of a ReCert certificate. Each ReCert holder
(prosumer meter) gets the ReCert certificate as a VC of SSI. It can transfer the
ownership of a ReCert certificate by issuing a VC to the other prosumer meters or can
claim the benefits of a ReCert certificate by presenting it as a VP of SSI that ends up
the retirement of an already issued ReCert certificate. We have already explained this
whole lifecycle of a ReCert certificate in our published paper [4].

5.3 ReCert certificates and SSI

The ReCert framework proposes implementing SSI at the prosumer meters to issue
ReCert certificates and record energy distribution in an IOTA-driven registry (DSO). The
prosumer meters can collect the stored certificates in bulk to aggregate in a Merkle tree
and forward them to the registry that anchors the Merkle tree within the Concordium
blockchain after the Re-Certification [4]. The energy attributes are first converted into
verifiable claims and forwarded to the registries that store those claims in the form of VCs
of SSI. Prosumer meters can collect the stored VCs from the registries to convert them
into VPs of SSI and aggregate those in the Merkle trees before forwarding those Merkle
trees for Re-Certification to the corresponding registry. In this way, the concepts of VCs
and VPs of SSI play an integral role in issuing and verifying ReCert certificates stored in
the Merkle tree’s data structure, explained in the upcoming sub-section.

5.4 Merkle tree-based aggregation of ReCert certificates

The Merkle tree data structure is a crucial component of the ReCert framework,
which has already been explained in our foundational paper [1]. Merkle tree utilizes
a hierarchical node system, where each leaf node represents the hash of a ReCert
certificate, and each non-leaf node is a hash of its child nodes. This structure enables
efficient and secure certificate verification and maintains the entire dataset’s integ-
rity through its root hash. The root hash serves as a sensitive indicator for detecting
changes in data, making the Merkle tree an ideal choice for our ReCert framework,
where rapid verification and unwavering data integrity are required.

6. ReCert as a foundational framework for fully functional BCTE
In the last section, we explained how the main components of the proposed

ReCert framework work. In contrast, this section describes the significance
of the selection of technologies proposed for implementing the framework
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and certificates of ReCert. At the framework level, we justified the choice of
Concordium and IOTA for implementing the ReCert framework. For the certifi-
cates, we explained the significance of selecting the SSI for the ReCert certificates.
This section also highlights the potential for our proposed solution to develop and
grow into a fully functional BCTE.

6.1 Importance of Concordium blockchain as a single source of truth

Concordium is the first blockchain to inherently support decentralized identity
at the ledger level. It also offers accountability through a feature that reveals the
original identity of users upon government intervention. As a result, Concordium’s
public blockchain can serve as a crucial single source of truth for implementing a fully
operational country-wide BCTE solution. Figure 5 shows the transaction confirmation
time in the latest upgrade to the Concordium consensus algorithm. When there is no
adversary, the transaction confirmation time is typically very fast, as it only needs the
generation of one new block to verify the previous block, allowing us to run a fully
operational BCTE on the Concordium blockchain effectively. In the case of an adver-
sary, it needs the issuance of two consecutive legitimate blocks to verify the previous
blocks that were not able to be verified due to the missing blocks due to the presence of
an adversary.

In Figure 5, if there is no adversary, the consensus algorithm of Concordium will
be able to finalize the transaction placed in block X after issuing the Quorum certifi-
cate against block X + 1. This issuance of a Quorum certificate verifies the legitimate
generation of block X + 1. However, if an adversary produces block X + 1, the algo-
rithm will not issue the Quorum certificate against that block, flagging block X + 1 as
a missing block. In that case, the same transaction of block X gets finalized after the
issuance of the Quorum certificate for block X + 3, as the issuance of two consecu-
tive blocks (X + 2 and X + 3) finalizes all the non-finalized transactions placed in the
already issued blocks in the Concordium ledger.

6.2 Role of IOTA in handling a large number of prosumer meter transactions

We propose a prosumer-centric solution that operates over numerous prosumer
meters, generating a high volume of transactions of granular ReCert certificates. The
feeless model of IOTA is ideal for managing this large number of transactions without
incurring additional operational costs in transaction fees. However, the DLT of IOTA
relies on the identity management features of the Concordium blockchain. Therefore,
we utilize the IOTA ledger as a short-term backup for constructing the Merkle tree.
Once we have successfully anchored a Merkle tree in Concordium’s public blockchain,
we can remove the older nodes of the duplicate certificates from the IOTA Tangle to
reduce the operational costs at the registry level.

6.3 Importance of SSI to support granular ReCert certificates

Our recommended solution operates at the fine-grained level to align with the
operational capabilities of the household prosumer meters. Selecting technology
that supports the slicing and merging of certificates is crucial. Since the SSI allows
splitting a single VC into multiple VPs and merging multiple VCs into a single VP, it
can support our stated aim of operating the granular ReCert certificates at the fine-
grained level. Issuers have utilized NFTs and SFTs to issue and manage the GC, but
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neither supports the slicing feature. Therefore, we propose using SSI-based certifi-
cates to manage the granular certificates of ReCert in the ReCert framework.

6.4 Potential to evolve ReCert into a fully operational BCTE solution

Figure 2 illustrates the architecture of the ReCert framework, which has a hier-
archical structure across three layers. Public blockchain technology underpins the
foundational layer, serving as the single source of truth for BCTE. The intermedi-
ary layer (Layer Two) uses the DLT, specifically tailored to scale for the enormous
number of transactions originating from the BCTE. Although the current version of
ReCert utilizes the DLT of IOTA, an optimized BCTE-specific solution might replace
IOTA, depending on its economic viability, operational cost-effectiveness, and inher-
ent scalability, to meet the extensive transactional needs of BCTE.

Layer 3 in Figure 2 necessitates comprehensive developmental efforts, given its
critical role in augmenting the BCTE infrastructure with additional modules essential
for expanding the feature set of BCTE. Consequently, the foundational layer man-
dates minimal alterations, whereas the third layer is subject to extensive modifications
to facilitate the integration of more BCTE modules. Although the secondary layer
addresses the difficulties of extant BCTE modules within the third layer, evolving
requirements prompted by incorporating new modules may require introducing a
more optimized solution at layer two.

7. State of the art

This study covers the third iteration of our proposed ReCert solution. In the first
version [1], we introduced the concept of an IOTA-driven registry to replace the
existing centralized registries. However, the feature of aggregating the green energy
certificates remained confined to the IOTA-driven registry, which we shifted to the
prosumer meters in the second version [4] of ReCert. This study presents the third
iteration of our proposed solution that covers the potential of the ReCert framework
to act as a foundational framework, with the potential to evolve into a fully opera-
tional, decentralized BCTE framework.

In green energy certificate issuance, the existing methodology currently involves
using Non-Fungible Tokens (NFTs) and Semi-NFTs [1]. These tokens are typically
associated with fixed assets. However, recent advancements in SSI technology have
demonstrated its superiority in handling flexible assets, as opposed to the rigidity
of NFTs [27]. Our research focuses on issuing sliceable granular ReCerts [9], which
inherently requires a flexible approach, resulting in preferring the SSI over NFTs
and SFTs. This decision also aligns with our goal of facilitating a more adaptable and
decentralized way of managing ReCerts.

Our research builds upon the concepts introduced in a recent publication
[9], which set the foundation for issuing sliceable green energy certificates with
improved privacy measures. However, this approach relies solely on pre-trusted
registries to issue the certificates, which may not be the most reliable method. The
Verra Scandal report [28] exposed that a significant organization certified over 90%
of rainforest carbon offsets as worthless. As a result, we have proposed a fully decen-
tralized alternative that utilizes a DLT at the registry level and involves prosumer
meters in the certificate generation process to enhance reliability through decen-
tralization. Our approach also draws inspiration from two additional studies [7, 29].
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Studies Prosumer- Smart SSI NFTs Hybrid Merkle Nature of registry
driven meter tree

ReCert v v v — v v? I0TA-based
Decentralized

[9] — — — — — v Pre-trusted (no
blockchain)

[7] — v — v — v Multichain-based
Consortium

[29] v — v — — v Blockchain-based
Decentralized

“Our proposed hybrid approach utilizes both blockchain and DLT at layer-1 and layer-2 respectively.

Table 1.
Comparative analysis of our proposed solution with the relevant vesearch studies.

These papers demonstrate the use of blockchain technology at the registry level and
employ the data structure of a Merkle tree for issuing green energy certificates. We
designed our system to support prosumers in electricity generation and consump-
tion, drawing inspiration mainly from [29]. This paper also inspired our proposal for
SSI-based green energy certificate issuance and verification. Moreover, the concept
of smart meters in our framework draws influence from research on REC [7].

We compared our proposed solution with the three mentioned papers that
inspired us to lead to our proposed solution, and our proposed framework stands
out by offering a hybrid model that combines DLT and blockchain for issuing and
verifying green energy certificates. This hybrid approach allows us to integrate the
strengths of both DLT and blockchain into a cohesive system. Consequently, our
solution operates without transaction fees at the registry level, powered by DLT, while
necessitating only a one-time transaction fee for anchoring the developed Merkle tree
in Concordium’s public blockchain.

Table 1 compares ReCert’s solution with relevant papers, showing that all the
papers share the common feature of the Merkle tree. However, the hybrid approach
of utilizing blockchain and DLT is specific to the ReCert only. Each related paper also
shares one additional feature, chosen from the following: Prosumer-driven, Smart
Meter, and SSI-based certificates, as listed in Table 1.

8. Conclusion and future work

This study presents an evolutionary ReCert framework designed to operate the
granular ReCert certificates originating and aggregated by the prosumers. The signifi-
cance of our proposed ReCert framework is its ability to evolve and serve as a founda-
tion for a next-generation, fully operational, decentralized BCTE framework. The
ReCert framework enhances the overall security and reliability of the system without
incurring substantial operational costs. This enhancement is realized by integrating
SSI principles for bolstering security, incorporating DAG-based IOTA Tangle for fee-
less transactions, and utilizing the public Concordium blockchain as a single source of
truth for the anchored ReCert certificates.

As a future work, we are implementing a testbed to perform the quantitative
analysis of the proposed ReCert solution. The existing versions of the ReCert solution
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[1, 4] have performed the qualitative analysis of the ReCert and have discussed the
technical and architectural choices made on a theoretical level. Through compre-
hensive experimental investigations, the pivotal quantitative analysis phase helps
refine and enhance the ReCert solution, thereby priming it for pragmatic deployment
within real-world scenarios. This progression signifies a stride toward establishing an
encompassing blockchain-based energy transaction ecosystem, resonating with the
objectives articulated in the IEEE’s position paper on BCTE [3]. Hence, our proposed
framework signifies a seminal step toward the groundwork for the evolution of a fully
functional BCTE solution [3].

The quantitative analysis will help improve layers 1 and 2 of the ReCert framework
presented in Figure 2. For the improvements in layer 3, we suggest the addition of
new modules that can transform ReCert into a decentralized BCTE framework. For
example, adding a marketplace module in the third layer of the ReCert framework
and transforming SSI-based ReCert certificates into an interoperability standard can
enable the global trading of green energy certificates that are currently tradable only
within geographical boundaries [4].
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Chapter 8

Next-Generation Behavioral
Economics: Blockchain as the Web3
Infrastructure for Experimental
Studies

Luyao Zhang

Abstract

This chapter presents a research perspective that explores the transformative
impact of blockchain technology on Behavioral and Experimental Economics. It
addresses critical digital challenges such as subject identity verification and privacy,
trust in researchers, and the design of experimental incentives. By advocating for a
blockchain-integrated framework, the chapter aims to enhance data authenticity,
privacy, and incentivization through decentralized mechanisms and smart con-
tracts, thereby ensuring research that is transparent, tamper-proof, and practical.
Additionally, the chapter proposes a paradigm shift toward a “play to learn” model,
which bridges decentralized science with the realm of gaming finance to advance
research and development. This integration signals a new era of interdisciplinary
research, offering profound insights into human behavior within the digital economy
and illuminating new research pathways that connect Web2 to Web3 environments.

Keywords: blockchain, behavioral experiments, Web3 infrastructure, GameFi, DeSci

1. Introduction

This chapter explores the transformative potential of blockchain technology
in refining behavioral experiments, which serve as foundational methodologies in
economics research and policymaking. Behavioral experiments have been instru-
mental in elucidating complex economic theories, as underscored by the seminal
contributions of Nobel laureates such as Kahneman and Smith [1], and Thaler [2]. In
an age where the World Wide Web has greatly expanded the scope of online interac-
tions, innovative platforms like oTree [3], built on Python’s versatile programming
capabilities, have become critical in facilitating behavioral experiments across
various contexts. oTree’s advancement from its predecessor zTree [4] is notable for
its internet-based deployment capabilities, eliminating the need for a shared local
network and utilizing Python, a widely-used open-source programming language.
This shift has democratized the accessibility of experiments, allowing them to be run
on a variety of devices with internet browsers, thus broadening the potential reach
and diversity of experimental subjects.
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Yet, oTree and similar online experiment platforms confront challenges unique to
the digital era, for instance, verifying participant identities robustly, assuring data
privacy [5, 6], and mitigating the rising threat of automated bots [7, 8], especially
prevalent in online recruitment. Blockchain technology offers a compelling solution
to these issues, providing a framework for secure and authentic data collection [9].

This chapter, from a research perspective, proposes a blockchain-integrated
approach aimed at enhancing the field of behavioral experiments by introducing
enhanced privacy, reliability, and efficiency. At the heart of this framework lie
decentralized identity mechanisms, which provide a way to verify individuals’ identi-
ties and ensure the privacy of data without the need for third-party services [10].
Smart contract technology, defined as self-executing contracts with the terms directly
written into code, ensures that experimental protocols are conducted transparently
and are safeguarded against tampering [11]. Furthermore, the tokenization of digital
assets [12]—the process of converting rights to an asset into a digital token on a block-
chain—revolutionizes the way participants are compensated, providing unmatched
security and setting a new standard for efficiency in experimental economics.

Building on these technical advancements, the chapter advocates for a paradigm
shift, drawing inspiration from the “play to earn” [13] phenomenon in blockchain
gaming, where participants gain real-world rewards for their virtual achievements.

It proposes a “play to learn, research, and innovate” ethos, leveraging blockchain’s
capabilities to enhance behavioral experiments with gamification. This approach aims
to foster significant progress in research and development by encouraging players to
engage in strategic decision-making within game theory environments, transcending
beyond the allure of short-term online game rewards. This strategy serves as a nexus
between the DeSci (Decentralized Science) [14] and GameFi (Gaming Finance)
domains, where DeSci champions open, decentralized scientific collaboration and
GameFi integrates gaming with blockchain’s financial mechanisms. By intertwining
gamification with DeSci and deepening the complexity and sustainability of GameFi,
this initiative seeks to cultivate a mutually beneficial ecosystem for both spheres. Such
interdisciplinary collaboration is poised to have a substantial, bidirectional influ-
ence, driving societal progress through the embracement of cutting-edge, enduring
technologies.

In essence, the incorporation of blockchain into experimental economics signi-
fies the dawn of a new interdisciplinary era, catalyzing innovative studies that
transcend conventional economic paradigms. By adopting this integrated approach,
researchers are poised to unveil novel insights into human behavior, Al integration,
and the burgeoning digital economy, leading to economic systems that are more
adaptable, transparent, and attuned to human values. Section 2 delves into the chal-
lenges encountered in experimental economics with current methodologies and the
prospective solutions offered by leveraging blockchain technology as foundational
infrastructure. Section 3 expands on how next-generation behavioral economics,
built upon the Web3 infrastructure, can lead to broader impacts across interdisciplin-
ary fields.

2. The challenge and the solution

The development of experimental economics has been profoundly influenced
by the tools and methodologies available to researchers. In this context, Charness,
Jabarian, and List [15] highlight the transformative role of Large Language Models
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(LLMs) in revolutionizing experimental economics. They explain how LLMs can
significantly enhance experimental design, streamline implementation processes,
and refine data analysis techniques. These advancements facilitate the development of
more precise and efficient research methodologies.

Despite the valuable insights provided by traditional methods into human eco-
nomic behavior, they pose certain methodological challenges. This section focuses
on three pivotal areas: Subject Identity and Privacy, Trust in Researchers, and
Experimental Incentives. It aims to delve into the complexities and challenges that
pervade the contemporary experimental landscape. Moreover, it provides a deeper
understanding of the obstacles researchers face and discusses the potential solutions
offered by Blockchain as the Web3 infrastructure for experimental studies, as illus-
trated in Figure 1.

2.1 Subject identity and privacy
2.1.1 The challenges

In experimental economics, the challenge of striking a balance between the
accurate verification of subjects’ identities for research purposes and the protection of
their privacy and personal data is paramount. Traditional experimental frameworks,
whether conducted in lab settings or through online platforms, often necessitate the
collection of personal information from participants. This reliance on centralized
data management systems not only poses significant risks to subjects’ privacy but also
potentially influences their behavior due to concerns about anonymity and data secu-
rity [16]. Such practices can compromise the authenticity of their decision-making
processes [17] and raise substantial ethical concerns regarding the confidentiality and
consent of the participants [18, 19].

As shown in Figure 2, the main issues related to subject identity and privacy in
human behavior economy include:

'y
| Pseudonymity of Decentralized Identities |
SUbiect Idenﬂty ) { 7 — ‘
and Privacy
{ Proof-of-p hood Technologi ‘
The Trustin i { Tamper-proof Smart Contract ‘
Limitations Experimenters —{ Consensus Mechanism of Majority Approval ‘
{ Fungible Token |
IllDeI:.i:lnl:ls ‘-7{ Non Fungible Token (NFT) ‘
| Tokenization of Real-World Assets (RWA) |

Blockchain as the Web3 Infrastructure for

Experimental Studies

Figure 1.
The Limitations and the Solutions: Blockchain as the Web3 Infrastructure for Experimental Studies.
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Figure 2.
Diagram of Challenges and Solutions in Experimental Economics.

* Privacy Risks and Data Management: The collection of personal information
poses significant risks to subjects’ privacy. Reliance on centralized data manage-
ment systems increases the potential for data breaches and unauthorized access.
Decentralized systems and advanced encryption methods are necessary to
mitigate these risks.

* Behavioral Influence: Concerns about anonymity and data security can poten-
tially influence participants’ behavior. Participants who fear their data might
be compromised may alter their responses, leading to less authentic data
collection.

* Ethical Concerns: Practices can compromise the authenticity of decision-making
and raise ethical concerns regarding confidentiality and consent. Ensuring par-
ticipants’ data is handled ethically is critical to maintaining trust and integrity
in research.

Researchers face the responsibility of upholding ethical standards, which involves
comprehensive training in Institutional Review Board (IRB) protocols, the filing of
detailed applications, and the careful handling of sensitive information. “Regulating
Creativity: Research and Survival in the IRB Iron Cage” [20] critiques the IRB
system’s broadening scope to include social sciences and humanities, resulting in
an unwieldy bureaucracy that can hinder or even halt research, thereby impacting
academic freedom and innovation. Similarly, Heimer and Petty’s “Bureaucratic
Ethics: IRBs and the Legal Regulation of Human Subjects Research” [21] evaluates
the efficacy of IRBs, positing that their evolution into a bureaucratic entity often
supplants refined professional ethics with inflexible, context-unaware regulations,
failing to sufficiently address the nuances of ethical research practices. Tackling
these issues necessitates solutions that not only comply with ethical standards and
ensure data privacy but also reduce red tape and encourage innovation through the
decentralization of decision-making within the IRB framework and the automation
of procedural tasks.

The advent of online platforms for experimental research has introduced
additional complexities, notably the susceptibility of these platforms to attacks by
automated bots [22]. Renowned platforms such as Amazon Mechanical Turk and
Craigslist, frequently utilized for anonymous online experiments, have experienced
challenges in maintaining the quality of data for human subject research [23]. The
infiltration of bots into these platforms not only jeopardizes the validity of the
experimental data but also exacerbates the concerns regarding privacy and data
security.
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2.1.2 The solutions

Blockchain technology offers a transformative approach to addressing the chal-
lenges of subject identity verification and privacy within experimental economics.
The core principles of blockchain, including its cryptographic foundation, play a
pivotal role in enabling pseudonymity—an inherent feature that allows participants to
engage in economic experiments without revealing their true identities [24, 25]. This
pseudonymity is achieved through the use of cryptographic techniques such as hash
functions and public-private key encryption, which secure transactions and data on
the blockchain while masking the real-world identities of the participants.

To streamline the IRB process using blockchain technology, we propose a
structured blockchain governance approach that consists of proposing, voting, and
enacting changes in an automated, decentralized, and transparent manner [26, 27].
Initially, a proposal for an IRB protocol change or decision is submitted on the block-
chain network. This could involve new ethical guidelines, consent forms, or research
protocols. The decentralized nature of blockchain allows for a wider and more diverse
set of stakeholders, including researchers, ethicists, and potentially even participants,
to review and vote on these proposals. Votes are cast using blockchain’s secure and
transparent ledger system, ensuring that every vote is recorded and immutable. Once
a proposal receives the necessary approval based on predefined criteria, it is auto-
matically enacted through smart contracts. These smart contracts are self-executing
contracts with the terms of the agreement directly written into lines of code [28].

The key features of this blockchain governance process—automation, decentraliza-
tion, and transparency—ensure that IRB decisions are made efficiently, free from the
undue influence of centralized authorities, and are visible to all stakeholders involved.
This not only enhances the agility and responsiveness of the IRB system but also
reinforces trust and accountability in ethical research practices.

To mitigate bot infiltrations in online experimental platforms, we can integrate
blockchain with advanced technologies like biometric verification, CAPTCHAs, and
digital identity systems to enhance the Know Your Customer (KYC) process for creating
decentralized identities on blockchain networks tailored for research, coined as proof-
of-personhood [29, 30]. Such integrations introduce a robust security layer, ensuring the
engagement of authentic human participants in experiments. For instance, in a block-
chain-based experimental setup, individuals might undergo a biometric verification
step or resolve a CAPTCHA as part of their decentralized identity creation, effectively
filtering out bots and maintaining the integrity of experimental data. Furthermore,
blockchain ensures the authenticity and integrity of the collected data by maintaining a
secure and immutable ledger of all transactions and interactions within the system. This
immutable nature of blockchain means that once data is recorded, it cannot be altered
without consensus from the network, thus safeguarding against fraudulent manipula-
tion and ensuring the credibility of the experimental data. Additionally, blockchain’s
transparent audit trail allows for the verification of data provenance and integrity,
which is crucial for upholding the ethical standards of experimental research.

In Figure 3, we classify the existing solutions based on the challenges identified in
Section 2.1.1:

In summary, by harnessing the cryptographic underpinnings and automated
processes of blockchain technology, researchers in experimental economics can con-
duct studies with enhanced privacy, authenticity, and integrity of data. This not only
boosts participant engagement and data quality but also allows researchers to focus
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Privacy Risks and Data Management

* Utilizing cryptographic techniques such as hash functions and
public-private key encryption to secure participant identities.

* Enabling pseudonymity through blockchain to protect participant identities
while ensuring data security.

e Ensuring the immutability and transparency of data through blockchain's
secure ledger, preventing fraudulent manipulation and verifying data
provenance.

Behavioral Influence

¢ Implementing blockchain governance for automated, decentralized, and
transparent proposal, voting, and enactment of IRB decisions.

* Enhancing privacy and data security to alleviate concerns that might
influence participant behavior, ensuring more authentic data collection.

Ethical Concerns

* Integrating biometric verification, CAPTCHAs, and digital identity systems
within blockchain to ensure authentic human participation and uphold
ethical standards.

* Ensuring the ethical handling of participants” data by maintaining a secure,
immutable ledger and transparent audit trails, reinforcing trust and

accountability in research.

Figure 3.
Classification of existing solutions based on the challenges identified in Section 2.1.1.

more on scientific exploration rather than being bogged down by data management
and security concerns. Through the strategic integration of blockchain with other
advanced technologies, the field can effectively mitigate the risks posed by automated
bots, further ensuring the reliability and ethical integrity of online experimental
platforms. However, future research should also be aware of the current limitations
and governance and ethical issues of the blockchain infrastructure [31, 32].

2.2 Trustin experimenters
2.2.1The challenges

Trust in the experimental framework and the researchers conducting the study
is a fundamental aspect of experimental economics. Trust problems in experimental
economics primarily revolve around the assurance that experiments are conducted
fairly, participant data is managed ethically, and results are reported accurately. These
aspects are essential for the validity of experimental findings.

As illustrated in Figure 4, in current systems and platforms used in experimental
economics, several trust issues are prevalent:

1. Integrity of Experimenters: Participants may doubt the integrity of the experi-
menters or the fairness of the implementation process. For instance, the litera-
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Figure 4.
Trust issues in experimental economics, highlighting the challenges related to the integrity of experimenters,
perceived fairness, and institutional credibility and ethical standards.

ture indicates that participants may not behave truthfully—even when it is in
their best interest according to the experimental rules—if they doubt the integ-
rity of the experimenters [33, 34].

2. Perceived Fairness: A common scenario illustrating this issue is the school choice
problem, where applicants are informed that requesting financial support will
not influence their admission chances, which are based solely on academic merit.
Despite this, many applicants believe that foregoing financial support will en-
hance their chances by financially benefiting the schools, thereby giving them an
edge in the admission process [35].

3. Institutional Credibility and Ethical Standards: In traditional research settings,
trust is usually built through institutional credibility, transparent communica-
tion, and adherence to ethical standards. However, experimenter bias—often
referred to as the “demand effect” [36]—along with risks of inadvertent pro-
tocol deviations or data manipulation, continually threatens this trust. These
issues can distort experimental results, as documented in both laboratory [37]
and field studies [38].

2.2.2 The solutions

Blockchain technology, celebrated for its transparency and immutability, provides
a robust foundation to foster trust in experimental economics [39]. This section
provides comprehensive details on each solution, focusing on technical aspects,
contributions, and limitations.

1. Smart Contracts: As in Figure 5, at the core of blockchain technology are smart
contracts—programmable protocols that execute automatically once predetermined
conditions are fulfilled [40]. By integrating the rules and protocols of an experiment
within these smart contracts, blockchain significantly diminishes the risk of human
error or bias during the implementation phase.

* Technical Contributions: The use of smart contracts ensures that experimental
protocols are strictly adhered to without manual intervention, reducing the risk
of protocol deviations. They also automate the execution of experimental rules,
enhancing the consistency and reliability of experiments.

* Limitations: The complexity of designing and implementing smart contracts
can be high, requiring specialized knowledge in blockchain programming [41].
Additionally, smart contracts are only as good as the conditions and rules they

encode; any oversight in their design can lead to unintended consequences
[42-45].
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Figure 5.
Hllustration of the benefits and limitations of smart contracts, highlighting automatic execution, strict adherence,
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Figure 6.
Hllustration of decentralized data sharing, showing the benefits of data redundancy, enhanced trust, and
transparency, as well as potential limitations.

2. Decentralized Data Sharing: As in Figure 6, blockchain’s architecture facilitates
a transparent data-sharing environment in a decentralized system. Each node in this
network holds a replica of all de-identified on-chain data, ensuring data redundancy
and reliability.

* Technical Contributions: The decentralized nature of blockchain ensures that
data is not controlled by a single entity, enhancing trust in data integrity. Any
alteration to the data records is transparently logged and necessitates validation
through a consensus mechanism, typically involving majority approval from the
network’s participants [46]. This rigorous level of transparency enables subjects
to independently assess the fairness and integrity of the experimental process.

» Limitations: The decentralized model can lead to inefficiencies, such as slower
transaction processing times [47, 48] and higher computational costs, potentially
resulting in scalability challenges [49] and negative impacts on sustainability [50,
51]. Moreover, emerging literature on the measurement of blockchain decentral-
ization raises concerns about centralization in the actual usage and applications
of blockchain infrastructure [52-57].

3. Enhanced Participant Confidence: As in Figure 7, blockchain’s transparency and
immutability foster greater confidence among participants in the validity of research
outcomes.

* Technical Contributions: Blockchain provides an immutable record of all transac-
tions and interactions within the experimental system. This audit trail allows for
the verification of data provenance and integrity, which is crucial for upholding
the ethical standards of experimental research.
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Figure7.
Illustration of enhanced participant confidence, showing the benefits of immutability, audit trails, and integrity,
as well as potential limitations.

* Limitations: While blockchain enhances transparency, it may also introduce
privacy concerns [58]. Ensuring that participant data remains de-identified and
secure is paramount, but it requires robust encryption and privacy-preserving
mechanisms [59].

In summary, by harnessing the cryptographic underpinnings and automated
processes of blockchain technology, researchers in experimental economics can
conduct studies with enhanced privacy, authenticity, and integrity of data. This
not only boosts participant engagement and data quality but also allows research-
ers to focus more on scientific exploration rather than being bogged down by data
management and security concerns. Through the strategic integration of blockchain
with other advanced technologies, the field can effectively mitigate the risks posed
by automated bots, further ensuring the reliability and ethical integrity of online
experimental platforms.

2.3 Incentives in experiments
2.3.1The challenges

The design and implementation of incentive mechanisms play a pivotal role
in experimental economics, significantly shaping participants’ engagement and
decision-making processes [60-63]. These mechanisms, whether monetary or non-
monetary, are essential for eliciting behaviors that reflect genuine economic decisions
in controlled settings. Traditional incentive structures face numerous challenges
related to distribution logistics, customization to individual participant needs, and
their relevance to real-world economic contexts [64]. These limitations can hinder
the effectiveness of incentives, reducing participants’ motivation and potentially
impacting the ecological validity of the experimental findings [65]. To address these
issues, recent studies have suggested innovative approaches to improve the alignment
between experimental incentives and real-world economic behaviors. For example,
Rosenboim and Shavit [65] propose a ‘prepaid incentive mechanism’ that mimics real-
world financial transactions more closely, potentially enhancing participant engage-
ment by making the stakes more relatable and immediate. Additionally, Voslinsky and
Azar [66] discuss the effectiveness of varying incentive types and their timing (e.g.,
paying for all rounds or only one round in multi-round experiments), which can sig-
nificantly influence decision-making processes and outcomes. These advancements
underscore the need for continuous refinement of incentive mechanisms to ensure
their effectiveness in eliciting genuine economic behaviors in experimental settings.
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2.3.2 The solutions

The advent of blockchain technology has heralded a significant innovation in
experimental economics: the tokenization of assets. This transformative process
facilitates the creation of complex and customizable incentive schemes, categorized
into three primary types of digital tokens: Fungible Tokens, Non-Fungible Tokens
(NFTs), and Tokenization of Real-World Assets (RWA) as in Figure 8.

Fungible Tokens: Representing digital assets that are interchangeable, fungible
tokens often possess an established exchange rate with fiat currencies [67]. These
tokens can be exchanged for fiat at various cryptocurrency exchanges or used to
acquire real-world assets in markets that accept cryptocurrency. This token type
enables the alignment of monetary rewards in experimental settings with real-world
economic transactions, offering a detailed and flexible reward structure.

Non-Fungible Tokens (NFTs): NFTs are unique digital assets that denote ownership
of specific items or rights within an experimental context [68]. Available for auction
on NFT marketplaces, these tokens allow participants to realize the monetary value of
their rewards. Moreover, NFTs can function as Proof-of-Attendance, serving as digital
certificates, intellectual property rights, or tokens of honor [69], which prove invalu-
able in research focused on social recognition, creative industries, and Research and
Development (R&D).

Tokenization of Real-World Assets (RWA): This category encompasses tokens that
digitally represent tangible real-world assets, enabling experimental economists
to integrate actual asset values into their research [70]. RWA includes diverse
types such as Decentralized Physical Infrastructure Networks (DePin) [71], which
tokenize physical infrastructure assets, alongside other platforms that tokenize
real estate, commodities, art, and intellectual property. These tokens significantly
enhance the correlation between experimental behaviors and real-world economic
activities, embedding physical asset-based rewards within the experimental
framework.

Challenges
in Incentive

Mechanisms

Distribution Relevance

Logistics Issues in aligning
Difficulty in e incentives with
distributing Customization real-world

incentives Challenges economic contexts

effectively in tal!orlng
incentives to

individual needs

Solutions with
Blockchain
Tokenization

—
Fungible Tokens Non-Fungible Tokenization
Interchangeable Tokens (NFTs) of Real-World
digital assets with Unique digital Assets (RWA)
fiat exchange rates assets denoting Digital
ownership representation

of tangible assets

Figure 8.

Challenges in incentive mechanisms and the corresponding solutions through blockchain tokenization, illustrating
the issues in distribution logistics, customization, and relevance, and how fungible tokens, NFTs, and tokenization
of real-world assets can address these challenges.
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Cryptoassets have empowered new financial investment opportunities on the
blockchain infrastructure with trillions of market cap [72-78]. By utilizing these digi-
tal tokens, experimental economists are equipped to devise intricate incentive models
that closely mirror the complexities of human economic behavior, thus enhancing the
ecological validity and relevance of research findings. Such progressive approaches
to incentive design are pivotal in deepening our understanding of economic decision-
making processes and translating experimental results into actionable economic
policies and strategies. The precision and adaptability provided by these tokenization
methods not only facilitate more realistic and engaging experimental environments
but also empower researchers to examine the nuanced impacts of real asset values and
market dynamics within controlled experimental settings.

3. The broader impacts: an interdisciplinary approach

The integration of blockchain technology into experimental economics not only
refines existing methodologies but also significantly expands research horizons,
fostering an interdisciplinary approach that intersects with various domains. This
section examines the role of blockchain as a foundational element of the Web3
infrastructure, catalyzing transformative changes across diverse fields. Notably,
it impacts areas such as gaming finance (GameFi) [79] and decentralized science
(DeSci) [14, 80, 81], enhancing human-Al interactions and facilitating a seamless
transition from Web2 to Web3 paradigms. This exploration underscores blockchain’s
potential to revolutionize the landscape of research and development across multiple
scientific and economic sectors as illustrated in Figure 9.
3.1 Turn GameFi into DeSci

GameFi, a synergy of “gaming” and “finance,” leverages blockchain technol-

ogy to merge gaming with decentralized financial mechanisms, thereby enabling
players to earn real-world economic rewards in the form of crypto tokens through

Play to Earn Play to Learn, Research, Innovate

GameFi DeSci

®

Al Governance

Digital Divide Efficiency and Fairness
Figure 9.

The Broader Impacts: An Interdisciplinary Approach.

Human & Al
Interactions
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gameplay [79]. While this integration offers substantial benefits by compensating
users for their engagement and actions within games, it also presents challenges such
as the risk of addiction and potential manipulation and exploitation of users [82].

In response to these challenges, we advocate for the integration of GameFi
with decentralized science (DeSci) [14, 80, 81]. This proposal aims to transform
GameFi platforms into experimental laboratories where economic behaviors can be
meticulously studied within gamified environments. This innovative approach not
only facilitates the collection of extensive datasets on human economic behavior
but also democratizes the participation in scientific research, allowing gamers and
non-academics alike to contribute to scientific advancements through their gameplay.
Moreover, transitioning from a “play to earn” to a “play to learn, research, and inno-
vate” model under the DeSci framework provides participants with not only immedi-
ate financial incentives but also long-term intellectual and professional development.

Furthermore, the inherent transparency and immutability of blockchain technol-
ogy provide accurate and verifiable record-keeping, which significantly enhances the
reliability and reproducibility of the data collected from these virtual labs. This dual
strategy promotes a more ethical and sustainable model within GameFi and positions
itas a credible and valuable tool for scientific research and innovation, particularly in
the fields of behavioral game theory [83] and mechanism design [84]. This integra-
tion heralds a new paradigm in research that bridges the gap between theoretical
economic studies and applied gaming finance.

3.2 Human-Al interaction as piot study

The domain of human-Al interaction provides a rich arena for blockchain-
enabled experimental studies, particularly as Al technologies increasingly permeate
economic decision-making processes. Blockchain technology offers a secure and
transparent platform for conducting pilot studies that examine the interactions
between humans and Al agents across various economic scenarios. These scenarios
range from automated market trading [85-87] to collaborative problem-solving in
resource allocation [88-90].

These experiments are invaluable as they illuminate the dynamics of trust,
collaboration, and competition between human participants and Al. They provide
critical insights into how Al systems can be tailored to align with human values and
economic goals, addressing key concerns in Al governance [91-94]. This research
is crucial, particularly in light of the existing gaps in individual and strategic
decision-making capabilities between even the most advanced generative Al and
humans [95-99]. Moreover, the immutable record of interactions and decisions that
blockchain facilitates provides a robust dataset for analyzing economic behaviors in
human-Al interactions, contributing significantly to the development of AI systems
that are not only effective but also ethically aligned with human interests.

3.3 Connect Web2 to Web3

The transition from Web2, characterized by centralized internet services, to
Web3, marked by decentralized networks and user sovereignty [100], presents a
complex landscape of challenges and opportunities for experimental economics.
Blockchain technology is pivotal in this transition, providing a critical bridge that
facilitates the integration of traditional web platforms [101] with the decentralized
ecosystem of Web3 [31].
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By leveraging blockchain, researchers can conduct comprehensive experiments
across both Web2 and Web3 environments, examining the comparative impacts of
centralized versus decentralized economic mechanisms on participant behavior
[102]. This integration not only enriches the experimental landscape with diverse
data sources and testing environments but also deepens our understanding of
decentralization’s implications for economic theory and practice. These studies are
instrumental in informing the design of future digital economies, ensuring that they
are founded on principles that promote fairness, transparency, and inclusivity, and
are equipped to bridge rather than widen the digital divide [103].

In conclusion, the integration of blockchain technology into experimental
economics marks a new frontier for interdisciplinary research, enabling innovative
studies that transcend traditional economic paradigms. By embracing this interdis-
ciplinary approach, researchers can uncover new insights into human behavior, Al
integration, and the evolving digital economy, paving the way for economic systems
that are more efficient, fair, and aligned with human values.
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Chapter 9

Perspective Chapter: The Web
3.0 — Brief Literature Considerations,
Use Cases, Sustainability and Risks

Claudio Juan Tessone and Carlos Alberto Durigan Junior

Abstract

This chapter explores some general definitions about Web 3 and blockchain
technology, along with some applications. Moreover, it mentions definitions of
related terms like DAOs. Additionally, this chapter presents some use cases, risks, and
sustainability of Web 3. Final considerations and future perspectives are presented at
the end.

Keywords: Web 3.0, decentralized governance, blockchain, trust, technology

1. Introduction

Before we go directly into the field of Web 3, it is important to mention some defi-
nitions that are related to and from the fundament Web3 applications. It is important
to bring definitions of blockchain, decentralized autonomous organizations (DAOs),
and decentralized applications (DApps).

2. Blockchain

Since 2008, Bitcoin brought along with it the concept of blockchain, the tech-
nology that supports cryptocurrency but is not limited to it. Blockchain enables a
decentralized economy and applications. It can be understood as a distributed system
that deals with information. This system has many features. Blockchain is a type
of Distributed Ledger Technology (DLT). This is a system that records a ledger of
transactions or a history of changes to the system state [1]. Examples of blockchain
are Bitcoin, Ethereum, Hyperledger Fabric, and IOTA. According to CoinDesk [2],
the annual revenue of blockchain-based enterprise applications (globally) will reach
almost $20 billion by the year 2025 [2].

According to Tabatabaei et al. [1], there are five findings (or definitions) that
altogether support the meaning of the term blockchain. Table 1 below brings these
findings.
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Findings Details

Finding 1 Blockchain is a system utilizing the data structure of bitcoin but extends the functionality.

Blockchain is a system that maintains a chain of blocks. This definition allows for generalization of
Finding 2 Definition 1: it allows data structures other than those used in bitcoin. For example, Ethereum and
Hyperledger match these points.

Blockchain is a system that maintains a ledger of all transactions. The blockchain does not need to

Finding 3 . . . L

8 be stored as a chain of blocks; however, IOTA is an example of a system that follows this definition.
Finding 4 Blockchain is a system with distributed non-trusting parties collaborating without a trusted

J intermediary.
Finding 5 Blockchain is a system that provides support for smart contracts. Ethereum is the first one to

support them along with Ethereum Virtual Machines (EVMs).

Source: Adapted from Ref. Tabatabaei et al. [1].

Table1.
Blockchain definitions.

3. Decentralized applications (DApps)

Decentralized applications (DApps) can be defined as software applications that
are able to run on decentralized computer networks. These applications are based
on the blockchain. Hence, data are stored and executed across many distributed
networks of nodes, which also helps them more resistant to Fraud. Some examples
of DApps are decentralized finance (DeFi), decentralized exchanges (DEXs), block-
chain-based games, and social media platforms. Decentralized applications (DApps)
have some main features: they are decentralization (there is no need for central
authority or intermediaries); transparency (recorded on Public Blockchains); security
(decentralization helps to be less susceptible to attacks); autonomy (using smart
contracts and consensus mechanisms); and open source (Developers can contribute
toward improvements). Table 2 below brings some opportunities and challenges for
decentralized applications.

4. Decentralized autonomous organizations (DAOs)
According to Wang et al. [4], there is no single definition of DAO. The authors

point out that, to them, DAO stands for a blockchain-based organization that can
run independently without any central authority or hierarchy. In a DAO, all the

Opportunities of decentralized applications Challenges of decentralized applications
* Greater financial inclusion * Regulatory uncertainty

* Lower transaction costs * Lack of user adoption

* Greater transparency and accountability * Technical limitations

* Enhanced privacy and security * Energy consumption

* Increased innovation and competition * Cybersecurity risks

Source: Based on Ref. [3].

Table 2.
Opportunities ¢ challenges of decentralized applications.
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DAO Details

characteristics

Distributed and There is no central authority and hierarchical architecture in DAO; there is coordination
decentralized and cooperation among distributed network nodes. Interactions among nodes follow the

principles of equality, voluntariness, reciprocity, and mutual benefit.

Autonomous and In a DAO, the code is supposed to be law, the organization is distributed, power is

automated decentralized, and management is based on community autonomy. As DAOs are expected
to have agreement among stakeholders, consensus and trust within a DAO are also
expected to be less costly.

Organized and As DAOs use smart contracts, their operational rules, participants’ responsibility and

ordered authority, and the rewards and penalties terms are open and transparent. Through
efficient governance rules, the rights and interests of participants are differentiated and
dimensioned, that is, individuals who pay, contribute, and assume responsibility are
aligned with corresponding powers and benefits to promote the division of labor and the
unification of power. This works as a mean of coordination and transparency.

Source: Adapted from Ref. Wang et al. [4].

Table 3.
DAOSs’ characteristics.

management and operational rules are recorded on the blockchain in the form of
smart contracts, and the distributed consensus protocols and token economy incen-
tives are consumed into the organization itself [4]. According to Wang et al. [4], there
are three main features of a DAO. They are listed on Table 3.

5. Metaverse

The metaverse considers advanced human-computer interface (HCI) technolo-
gies, allowing users to stablish interactions. The Web 3 is the internet of the Metaverse
[5]. According to Zhang et al. [6], it is possible to integrate Web 3 with Artificial
Intelligence (AI), along with blockchain and the metaverse. Moreover, this complex
architecture can provide a ubiquitous immersive experience to users during real-time
interaction with digital avatars in the metaverse. The architecture involves two paral-
lel worlds (physical and virtual ones) [6].

6. The Web 3

Web 3 stands for a decentralized architecture based on blockchain technology
offering democracy and ownership to its users. Although Web 3 has many potential
applications, it is still necessary to explore more about scalability, compliance,
sustainability, among other topics. Web 3 is user-centered and offers the possibility
of multiple connections. The Web 3 can integrate developers, entrepreneurs, and
individual users to work together to shape the future of the Internet. Web 3 can bring
about innovation in many sectors, from finance and governance to data privacy and
digital identity management. Web 3 expects to be equitable, secure, and intercon-
nected. The metaverse will also be associated with Web 3 for some solutions [3].

Since the year 2020, Web 3 (or Web 3.0) has made connection with crypto markets
once this new version of Web is based on cryptocurrency networks (Weyl et al. [7]
and Consensys [8]). According to the concept proposed by Wood [9], the Web 3 may
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provide distributed internet services without trusted third parties (TTP), in this
scenario, users have control over their data. Users are not controlled by centralized
agents. Web 3 can be seen as a broader term used to describe the next generation of
internet services including many components and infrastructure. Web 3 applications
are deployed on decentralized networks, such as blockchain platforms or related
distributed systems hosted by many peer-to-peer (P2P) servers [10].

Web 3 transforms the static, consumer-oriented Web 1.0 and the dynamic pro-
ducer and platform-oriented Web 2.0 into a decentralized web ecosystem. Web 3 can
be implemented in terms of decentralized autonomous organizations (DAOs) and
other Distributed Ledger Technologies (DLT) that enable the exchange of digital
assets. Once Web 3 is a decentralized ecosystem, it is supposed to reduce or solve
problems like over-centralization, improve security and information usage and trade,
along with remuneration to the users [11].

According to Wang et al. [10], Web 3 brings some benefits that can be listed (i)
open, as data are stored in an open network developed by public communities; (ii)
trustless: a user can make connections and exchange assets with an unknown user
without the reliance of a trusted third party; (iii) permissionless: not pending on
central authorities neither on identity validation; (iv) anonymous: users can have
some anonymity and pseudonyms or off-chain storage; (v) high availability: Web 3
provides a high availability architecture; and (vi) compatibility: deployed services
and applications are not limited to a specific blockchain network. Users only need to
connect the wallet to their targeted sites [10].

Regarding governance, users from the Web 3 space can expose much personal
data which users can freely browse the internet as well as perceive their data without
compromising its privacy. According to Ethereum [12], the Ethereum foundation
makes much more progress by drafting an RFP for defining a formal specification. By
controlling data and assets, an individual can make profits through incentive mecha-
nisms. This helps in reaching a sustainable ecosystem [10].

According to Gilbert [13], the majority of the existing Web 3 projects fit into one
of the following three categories: (1) decentralized Finance (DeFi) — peer-to-peer,
blockchain-based financial services including savings, borrowing, payments, and credit
scoring. (2) Digital services — decentralized internet service provision, cloud storage,
web infrastructure, data analytics, and identity management. (3) Collectibles — digital
artwork, sports memorabilia, and virtual goods [13]. The author also points out
some examples of Web 3 unicorns (companies valued at more than one billion USD).
They are:

* Ripple (international payments provider).
* Aave (protocol for borrowing and lending crypto assets that runs on Ethereum).

* Chainalysis (data analytics platform for compliance, risk management, and
cybercrime investigations).

* Forte (gaming infrastructure platform).
* OpenSea (digital collectibles marketplace).

* Sorare (Ethereum-based fantasy football game in which virtual player cards can
be bought and traded).
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About tokens in the Web 3, there are several different types, including utility
tokens, which grant rights of access to a product or service, and governance tokens,
which grant voting rights on decisions [13]. Currently, the Web 3 is an application of
blockchain, which is having a profound impact on society and the global economy.
The potential impact of Web 3 technologies (based on blockchain) is still not fully
estimated. Web 3 applications are related to decentralized finance (DeFi), law (data
privacy), research (data sharing), new forms of ownership (NFTs), and education,
among many possible unlisted applications [14].

Web 3 applications may commonly be related to decentralized autonomous organi-
zations (DAOs). DAOs can be governed by a community and through smart contracts
use. In Web 3, users have more control over their data. Web 3 tools can provide interop-
erability that is immutable and trustless. DAOs are also understood as participatory
governance structures in which rules can be mediated by software code [14].

Ray [3] listed some potential applications and context for Web 3, and these are
listed on Table 4 below.

Web 3 is about to result more user-centralization over their data and remunera-
tion, resulting in the democratization and ownership to users. In Table 5, there are
listed the main use cases (so far) for the Web 3:

The main topics that are related to some risks of the use and adoption of Web 3
are mentioned on Table 6. The related risks are not impeditive factors once effective
controls are adopted to solve and or reduce them.

Web 3 application/ Details
solution
Interoperability and Decentralization in Web 3 is encouraged by the interoperability between blockchains,

cross-chain solutions

allowing them to communicate. Cross-chain solutions, such as Polkadot, Cosmos, and
Avalanche, are designed to connect different blockchain networks, enabling transfers
among them. Interoperability allows multi-chain applications, providing users with
the possibility of customized services.

Digital identity and
privacy

Web 3 decentralized applications foster user identity solutions, giving them control
over their personal data. Decentralized identity solutions can improve privacy

once it reduce centralized data storage. Web 3 also allows for the use of secure and
interoperable identity management tools. These decentralized identity solutions can
allow users to monetize their data and connect in data-sharing agreements, fostering a
user-centric digital ecosystem.

The role of
governance In Web 3

The decentralized governance in Web 3 can make users share and allocate resources
collectively. This governance can be based on DAO ecosystem and rely on smart
contracts. Governance in Web 3 can address many points, such as security, scalability,
interoperability, and user-centered, through collaboration, innovation, and
consensus-based solutions.

The role of Web3 in
the metaverse

The metaverse considers many digital environments, such as social media, gaming,
and virtual reality. Web3, along with the Metaverse can enable interoperable and
decentralized digital experiences, being user-centered and promoting monetization
appropriately to all users.

The potential
of Web3 for
decentralized
healthcare

Web 3 applications can also foster Decentralized Healthcare (DeH) solutions, once
these are guided by the same user’ principles and rights in Web 3. DeH platforms
allow innovation, collaboration, and patient-centered care.

Source: Based on Ref. [3].

Table 4.
Web 3 applications and solutions.
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Field of application

Description

Decentralized Finance (DeFi)

Smart contracts-based solutions (like Ethereum) are used to enable
decentralized economic systems.

Decentralized Applications
(DApps)

Used to ensure transparency and create decentralized networks &
applications.

Blockchain-based identity

Avoid centralized identity management. Helps users have control over their
data and transparency.

Tokenization of assets

Helps to prove ownership over assets.

Data ownership and privacy

Users can have the ability to share and monetize their assets.

Interoperability

Efforts have been made here. The topic is not fully solved.

Content monetization

Using microtransactions and cryptocurrencies.

Source: Authors.

Table 5.
Main use cases for web 3.

Main topics related to possible
risks

General comments

Scalability There are many blockchain protocols that still suffer from scalability
issues.

Interoperability This is still a big issue once Web 3 transacts data among many networks.

User experience Users still need to have better experiences when dealing with

Decentralized Applications (Dapps).

Regulatory uncertainty

The regulatory guidelines for both crypto and Web 3 are still under
development and consideration.

Security Security approaches must always be considered constantly when dealing
with new technologies and their new governance mechanisms.
Energy consumption It is still a sustainability challenge once blockchains (mainly the ones that

use Proof-of-Work (PoW)) consume a great amount oof energy.

Legal and ethical issues

Topics regarding smart contracts, local regulations, and compliance
overall need to be addressed in every use case.

Adoption and education

As Web 3 is a technology relatively new, under adoption and use, users
need to be well educated.

Privacy concerns Like a risk management culture, privacy concerns should always be
controlled and assisted.
Governance Governance should guarantee that it is indeed decentralized and

transparent to all users.

Not observing homogeneous or
full levels of decentralization
toward:

¢ Economic Power.

* Governance & Decision
Making.

* Implementation (i.e.
Development)

For all these aspects (Economic Power, Governance & Decision-Making,
and Implementation) it should be observed a considerable (reasonable)
level of decentralization. Once the technology does exist to promote
decentralized governance and user-centered features/rights. Protocols’
design and adoption should avoid economic concentration, promote
inclusive and democratic decision-making processes, and decentralized
implementation. Hence, if we observe these features, it will not be
expected to see hybrids forms of governance (when there are expressive
levels of centralization in the network).

Source: Authors.

Table 6.
Main topics and related risks about web 3.
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Figure 1.
Global Web 3 blockchain market in size ($ USD Bn). Source: Authors based on Ref. Skyquestt [15].

According to the website Skyquestt [15], the Web 3.0 Blockchain Market size was
valued at around USD 1.86 Billion in 2021 and is expected to reach a value of USD 15.9
Billion by 2030. In nine years, the market is expected to grow more than eight times its
size from 2021. The website also says that the growth can be associated to the increas-
ing demand for data privacy through Web 3.0’s decentralized identity and the growth
of the technologies based on internet, along with cryptocurrencies and 5G/6G. Web 3
can support the growth of whole blockchain industry, along with crypto transactions
[15]. Figure 1 shows the global Web 3 Blockchain Market in size ($ USD Bn) for the
years of 2021 and 2030 (forecast).

7. Web 3 and sustainability

The emergence of Web 3.0 has called attention to its potential implications for
sustainability. However, the literature about this is still limited. Sustainability encom-
passes various fields that together preserve or contribute to the natural environment,
human health, and ecosystem balance along with the creation of innovation. The
circular economy concept may also walk together with sustainability [16].

Web3.0 is related to sustainability as these last principles can be applied to envi-
ronmental, economic, technological, and social fields. By being based on decentral-
ized technologies, Web 3 fosters sustainability. However, there are only a few industry
reports and research papers in the literature that have discussed sustainability issues
related to Web 3.0. Web 3.0 allows to advance sustainability objectives through vari-
ous mechanisms, including transparency, energy optimization, promotion of trust,
innovation, and inclusivity [16]. According to Rathor et al. [16], there are some Web
3.0 and blockchain applications that help achieve sustainability goals. They are listed
on Table 7 (these are just some samples, and there are others existent).

8. Final considerations and future research

According to what has been shown in this chapter, it is possible to claim that
the adoption of Web 3 is something already in use, with an expressive market
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‘Web 3/blockchain
project - sustainability

Description

World Food
Programme (WFP)

Provides food assistance, and leverages decentralized financial (DeFi) applications
to enhance distribution efficiency and enable secure money transfers, empowering
refugees.

Chinese blockchain-
based carbon asset
markets

Allow the efficient generation of carbon assets in alignment with China’s Carbon
Emissions Reduction goals for the Paris Agreement.

Blockchain-based
peer-to-peer energy
systems

Tends to reduce energy waste by eliminating the need for long-distance
transmission and energy storage, while various blockchain-powered platforms
such as Echchain, ElectricChain, and Suncontract aim to optimize supply chain
efficiency in the energy sector.

Open earth foundation

Leverages Web 3.0 technologies to build an advanced carbon pricing mechanism.

The social plastic
project

There are collection centers in developing nations to convert plastic waste into
currency, services, or goods, with the goal of addressing plastic pollution and
poverty and is currently developing a blockchain-powered app for exchanging
plastic for cryptographic tokens.

Green world campaign

Uses cryptocurrencies and a hybrid smart contract application. This project aims to
start a global campaign to restore degraded land, raise living standards increasing
healthcare and living standards in rural areas, replenishing soil, and mitigating
climate change.

Source: Based on Ref. [16].

Table7.
Web 3 and blockchain projects that foster sustainability.

capitalization. Web 3 has been applied to many industries, although it is also based
on crypto-economics networks, it is not only applied to the financial industry,
going beyond such as healthcare solutions. In the future, it is expected that the use
of Web 3 will be even more expressive and related to many processes. Moreover,
the market capitalization tends to be even more significant by the year of 2030
(nearly USD 16 billion). We have also seen in this chapter that there are many
projects already in use that consider Web 3 and blockchain solutions to reach
sustainability (Table 7).

This chapter also lists the use cases and applications of Web 3 (Tables 4 and 5)
along with some risks or challenges (Table 6). It is necessary to mention that these

challenges (or related risks) do not mean that we should avoid using Web 3 solutions.
It does mean that some controls or appropriated actions must be considered and taken
toward them. For future research, we suggest that researchers and industry players
consider thinking about better practices to use the Web 3 as an inclusive, sustainable,
decentralized, and inclusive approach. The Web 3 is indeed promising for the upcom-
ing years.
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