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Aims and Scope of the Series
Industrial Engineering and Management (IEM) is a discipline that focuses on 
optimizing complex processes and systems within various industries. It involves 
the integration of engineering, business, economics, mathematics, and behavioral 
sciences to improve efficiency, productivity, quality, and overall performance in 
organizations. Key aspects of Industrial Engineering and Management include: 
Process Optimization; System Analysis and Design; Quality Control and Man-
agement; Supply Chain Management; Operations Management; Human Factors 
and Ergonomics; Project Management; Cost Analysis and Financial Management; 
Decision Analysis.
Overall, Industrial Engineering and Management aims to optimize resources, 
improve processes, enhance productivity, and ensure the effective and efficient 
utilization of all elements involved in the production or delivery of goods and 
services. It is crucial in today’s competitive business environment for organizations 
to stay efficient and competitive.
Production Engineering and Operational Excellence are fields of study and prac-
tices that focus on optimizing and improving the manufacturing and production 
processes within an organization. It combines principles from engineering, man-
agement, and operational strategies to enhance productivity, efficiency, quality, 
safety, and sustainability in the production of goods and services.
Here are the key components of Production Engineering and Operational Excel-
lence: Process Optimization; Operational Excellence; Manufacturing Systems 
Design; Quality Management; Supply Chain Optimization; Production Planning 
and Scheduling; Automation and Technology Integration; Health, Safety, and 
Environmental Management; Cost Management; Performance Measurement and 
Key Performance Indicators (KPIs); Continuous Improvement and Innovation.
Production Engineering and Operational Excellence are crucial for organizations 
aiming to stay competitive in the global market by achieving high levels of effi-
ciency, quality, and customer satisfaction while optimizing resources and min-
imizing waste. It is a multidisciplinary approach that encompasses engineering 
principles, management strategies, and the effective use of technology to drive 
operational success.
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Preface

This book aims to provide a multidisciplinary approach to risk management. Risk 
management is essential for competitive organizations and innovation. It aims to 
develop an effective environment for organizational development by planning, evalu-
ating, analyzing and controlling risks that contribute to achieving organizational 
objectives. This process is applied in all fields of activity, and the evaluation frame-
work is the same regardless of the field. This volume addresses methods, models, 
evaluation frameworks, benefits, barriers, and other dimensions of risk management. 
The targeted risk management directions are digital transformation, marketing risks 
and strategies and entrepreneurial risks.

Risks are present in all activities and organizational processes. Risk management 
involves a complex process based on identifying, evaluating, analysing, monitoring 
and controlling threats to achieve organizational objectives and vision. The complex 
approach to risks is an important activity and must be carried out in accordance with 
the interests of the stakeholders and the established objectives. The risk approach 
must be aligned with organizational policy and development strategies. Treatment 
techniques are complex and require experience and evaluation of organizational 
history. The new approaches and the environment dynamics have contributed to the 
emergence of new risks for which the approach must differ. Each entity must evaluate 
the cost of the risk, and the measures applied to the consequences must be personal-
ized. Eliminating or minimizing hazards is an important activity. This approach can 
be found in different areas of activity. 

Artificial intelligence (AI) and Machine Learning (ML) are also used in risk assess-
ment. Existing tools can assess risk exposure, risks and their consequences with 
greater accuracy. There are some sectors of activity where risk assessment and AI 
implementation are more intense. In the banking sector, chatbots and automatic fraud 
detection are essential activities. AI and ML tools are used in the front-office and 
back-office but also to improve the customer experience and satisfaction. In other 
industries, using these risk management tools has different impact levels. Risk assess-
ment and analysis involve large data sets, as well as the company’s history and experi-
ence as a risk assessor. In this sense, AI/ML solutions can generate large amounts of 
accurate and timely data and are thus used to create more effective decisions and 
strategies. The entire communication process in risk management is improved.

Among the benefits generated by AI/ML in risk management are forecast accuracy, 
optimization of the variable selection process, identification of hazards, data segmen-
tation and efficient interpretation, ensuring granularity and the development of a 
coherent basis for the decision-making process, improvement of the decision-making 
process, efficiency strategies and implementation plans in accordance with the orga-
nization’s situation. Artificial intelligence is vital in analyzing unstructured data and 
incomplete data series. Of these benefits, the most important aspect relates to the effi-
ciency and accuracy of risk management strategies. There are also several limitations 



to using AI/ML in risk assessment. These include high costs, lack of creativity, limited 
jobs, and reduced communication.

This volume includes a series of topical topics from various fields. Some chapters 
address innovation, ML models used in risk assessment, occupational risks, or other 
issues that contribute to the efficiency of organizational processes. As the chapters of 
the book show, risk management is addressed in ergonomics, soils, business, public 
management, mines, mechanics, information technology, learning systems, and oth-
ers. These chapters present different evaluation methods and different approaches. 
The book is a valuable support for researchers, practitioners, students, professionals, 
entrepreneurs and employees.

Larisa Ivascu,
Politehnica University of Timisoara,

Timisoara, Romania

Marius Pislaru and Lidia Alexa
“Gheorghe Asachi” Technical University of Iasi,

Iasi, Romania
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Chapter 1

Managing Digital Transformation 
Risks in the Context of 
Organizational Competitiveness
Larisa Ivascu, Marius Pislaru and Lidia Alexa

Abstract

Digitization, digitalization, and digital transformation are increasingly being 
adopted by organizations across various industries. When talking about digitiza-
tion, most private companies have passed the initial stages of the process. As these 
organizations progress through the various stages of digitization, there is a marked 
shift toward comprehensive digital transformation strategies aimed at maintaining a 
competitive advantage. The digital transformation of marketing processes is the cur-
rent approach used by many competitive companies. The marketing activity includes 
a communication mix that must be innovative and aligned with digitalization. This 
intense activity of digitalization and digital transformation in marketing has contrib-
uted to the emergence of new risks and the adaptation of risk management activities. 
This chapter aims to identify and understand Romanian entrepreneurs’ perceptions 
of digital transformation of their marketing activities and the associated risks. Using 
qualitative and quantitative evaluation, the results of the market study are presented. 
The results show that the main risk is the lack of a clear digitalization strategy, the 
risk of public defamation (loss of customer trust), and data security concerns. This 
chapter highlights the impact of digital transformation on organizations, digital 
marketing, and associated risks. The limitations of the research refer to the fact that 
the research was carried out in a single country.

Keywords: sustainability, entrepreneurship, marketing, competitive, 
innovation, risk management

1.  Introduction

Marketing is a fundamental component of any organizational strategy and growth 
as it serves several pivotal functions that collectively enhance the organization’s 
visibility, engagement, and profitability. The main role of marketing is to increase 
awareness among potential buyers, to involve them in the buying process, and to help 
them decide to buy. Marketing is a powerful tool that helps entrepreneurs develop 
a marketing mix adapted to the requirement, create brand awareness, obtain the 
expected financial results, attract new customers, retain current customers, capture 
attention, and achieve success. All marketing activities involve a mix between art and 
science [1–6].
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The development of a marketing mix adapted to market requirements involves 
extensive market research and the identification of the particularities that differentiate 
the marketing mix from that of the competition. This entails a series of complex activi-
ties and risks. Marketing people get involved in using new tools to identify the trends 
and the needs and desires of their customers. Creating brand awareness is the main 
stage in marketing activities. Achieving success means developing a strong brand. The 
main question that must be addressed is “why would customers choose the brand?”. If 
the answer is clear and well-defined, then the choice of the clients is an adequate one. 
Financial results are important for every entrepreneur. Profit is one of the indicators 
controlled by shareholders. If the marketing mix can generate a profit, then the market-
ing activity has been carried out according to the plan. If the results are not as expected, 
then the product design and the development of the marketing mix must be resumed. 
Retention is another important dimension. When the entrepreneur manages to segment 
the market well and cater to the needs and expectations of the target market, then the 
possibility of customers leaving for the competition is small. Attracting new customers 
is done if the marketing mix is more attractive than the competition to capture attention. 
Capturing the attention of customers is done through a good targeting of the market 
and the involvement of an innovative communication mix. New innovative technologies 
contribute to the development of innovative marketing. The use of appropriate knowl-
edge is important and complementary to new technologies [1, 6–11].

Digital transformation has led to the emergence of new marketing activities, new 
activities in the environment and business, and implicitly new risks. Many studies 
evaluate the impact of digitization on organizations but do not consider a comprehensive 
approach to market impact in conjunction with marketing and associated risks. This 
research fills this gap and provides a complete picture. Innovative marketing involves 
new marketing techniques, new technologies and new impact control and monitoring 
tools. All these aspects are strategic directions for developing the innovative marketing 
customers expect. This approach, in which technology is an integral part, involves a 
series of new risks that must be evaluated and addressed at the organizational level [7, 8].

This research answers the following questions:

1. What are the effects of digital transformation in organizational marketing?

2. What is the perception of entrepreneurs on DT and the organizational risks 
generated by DT?

This chapter aims to identify and understand Romanian entrepreneurs’ percep-
tions of the digital transformation of their marketing activities and the associated 
risks. This chapter advances the specialty literature with comprehensive research 
conducted on new technologies used in marketing activities, sustainability, and 
technological risks. It aims to identify innovative directions of organizations and 
technologies that contribute to digital transformation (DT).

2.  The evaluation of digital transformation in marketing

2.1 The digital marketing tools

The tools used in digital marketing activity are multiple. They are used by com-
panies depending on their needs, knowledge, market segments, and marketing mix. 
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The technological evolution led to the rapid evolution of marketing activity as well. 
The following table shows some tools used in digital marketing (Table 1) [11, 12].

Marketing innovation is important for the sustainable development of the organi-
zation [12–14]. There are four major categories of innovation depending on technol-
ogy and market (including customers):

1. Architectural: Existing technologies are used to attract new customers (existing 
technologies, new customers)

2. Disruptive: Create technologies that are adapted to customer needs (new tech-
nologies, new customers)

3. Incremental: The activity through which new products are created or updated 
using existing technologies (existing technologies, current customers)

4. Radical: Uses new technologies to create new experiences for existing customers. 
Processes are improved, and products are updated (new technologies, existing 
customers).

Technology Description Marketing implication

Social media 
marketing

Include influencer marketing. Through 
this activity, video content, blogs, and 
posts are developed to create value and 
develop new opportunities to increase 
market share.

It creates value for the communication mix 
and can develop a series of risks associated 
with the organization’s image. The importance 
of affiliate marketing is constantly growing.

Advertising It puts the product in a favorable light and 
increases the interest of customers.

It is the activity that creates the connection 
between the product and the customer, being 
a very important one.

Content marketing Develop content that can be attractive to 
individuals.

Outlines the importance of products in certain 
segments.

Email marketing It informs the population about an 
existing product.

It creates a connection between the product 
and the customer.

Search Engine 
Optimization 
(SEO)

Optimize web content It optimizes web content and contributes to 
improving the visibility of a product in the 
search process.

Pay-per-click 
(PPC) advertising

An indicator for accessing a website. It monitors the number of possible buyers of 
a website.

Virtual reality The ability to create unique moments, 
the possibility to enrich the commitment 
of customers without products, and to 
develop a connection between them.

The possibility of developing a customized 
product that offers customers the opportunity 
to test the desired product.

Marketing 
Analytics

It offers the opportunity to analyze 
campaigns, actual activities and evaluate 
return on investment (ROI).

It contributes to the control and monitoring of 
the achievement of the profit level planned by 
the shareholders.

Mobile marketing Advertising activity using the mobile 
phone.

It is a subset of mobile advertising and 
is appreciated in the new technological 
dynamics.

Table 1. 
Digital marketing tools and their implications.
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2.2 The innovative marketing methods

Innovation in marketing is important because it considers the entire business and 
develops the framework for improving competitiveness. It considers current and 
future target markets and contributes to the design of unique products, improving 
customer satisfaction and positioning in the market. Among the innovative market-
ing methods are the ones presented in Table 2 [14–16].

All these innovative aspects must be included in the company’s strategic plan 
[17–19]. Aligning the vision, mission, and strategic objectives with the innovative 
character contributes to the company’s sustainable development. The strategy plan for 
digital marketing includes a series of stages:

1. Establishing the organization’s goals to achieve the organization’s vision and 
mission.

2. Prioritization of activities for the interface with clients. Establishing the budget.

3. Identifying innovative tools that match the natural points.

4. Selecting the appropriate tools for the established budget.

5. Evaluation of customer reviews and their wishes.

6. Ensuring scalability for the future.

7. Ensuring the integration of the selected instruments with the existing ones.

8. Implementing the tools in the current process.

Method Description

Retain Innovative marketing involves activities to retain customers. The use of different promotion 
strategies will contribute to customer retention.

Rebrand It involves activities to modify the brand’s logo, packaging, communication, target market, or 
mission based on changes in the market.

Collaborate Partnerships and collaboration between organizations are among the important methods of 
innovative marketing.

Expand Launching new markets and accessing new opportunities are important methods.

Interact Interaction with customers is important for developing a collaborative relationship. The 
realization of events, and the host role, are among the important methods of the current 
dynamics.

Educate Developing an appropriate market-to-marketing mix is a very important step. Educating 
consumers and teaching them about the product’s functionalities are essential elements.

Personalize Developing an enjoyable experience is important for customers. Creating memorable moments 
for customers is essential.

Partnership Improving the level of transparency is essential in business activity.

Table 2. 
The innovative marketing methods.
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9. Compatibility testing and customer response from a quality perspective.

10. Permanent updating according to industry trends.

The advantages of digital marketing tools are important for organizations. 
Identifying the advantages at the organizational level is important for the interested 
parties [14, 15]. Among them are the following:

• Cost efficiency: Many of the activities will no longer consume many resources.

• Precise targeting: Digital tools offer the possibility of more accurate targeting, 
which will contribute in a real way to the level of profit.

• Quick analytical situations: These situations can be obtained in real time and in 
this way, decisions can be made more easily.

• Accessibility: There is a permanent possibility of obtaining necessary informa-
tion (24/7).

• Flexible scaling: Any developed concept can be scaled more simply.

• Reduction of losses: Through an improvement of knowledge, reductions of losses 
in the flow of the process can be obtained.

• Automation: Many of the activities carried out can be automated.

• Personalization: Improving the degree of personalization by using appropriate tools.

Among the disadvantages of the digital and involved transformation of digital 
marketing are [12, 20]:

• Process complexity: The increased complexity may require new skills and 
knowledge.

• Lack of standardization: Standardized activities cannot be used in this marketing 
activity.

• High costs: New technologies cost more and may involve a greater effort on the 
part of the organization.

• Risk: Different risks that can be developed by technology or by the lack of attrac-
tiveness of digital marketing among clients.

• Staff barriers: Often the staff is not willing to learn causing interruptions in the 
organizational flow or delays.

• Decrease in customer confidence: If the products require knowledge from the 
customers, they can refuse the products.

• Data security: New technologies can develop certain security risks.
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3.  The principles of risk management

Digital transformation contributes to the achievement of organizational objectives. At 
the organization’s marketing function level, a series of risks develop that must be planned, 
identified, evaluated, analyzed, monitored, and controlled. The identification, evalua-
tion, and analysis methods are applied according to the organization’s needs. Risk man-
agement is an important process in the current conditions of digital transformation. This 
process involves a series of stages from the identification of risks to their treatment and 
control. The treatment step of digital marketing risks can include transferring, reducing, 
avoiding, or retaining them (Figure 1) [1, 4, 5, 10, 21].

4.  Methodology

The research methodology involves qualitative and quantitative methods for 
highlighting the results obtained. That is why they must be identified and evaluated. 
The experience of risk assessors can influence the risk plan. This research used quali-
tative and quantitative evaluation. The primary data obtained were quantitatively 
modeled, and the specialty literature was evaluated using qualitative evaluation. To 
identify and understand the entrepreneurs’ perception of digital transformation and 
the associated risks, market research was carried out. The research was carried out 
using an online questionnaire on a database of 150 companies from Romania. The 
response rate was 81%. The valid answers are presented below. Statistical processing 
and multiple regression were used to highlight the entrepreneurs’ perception of the 
research subject. The results of the research are presented below.

5.  Results and discussion

From the perspective of innovation and digital transformation, many entrepre-
neurs know and are familiar with the principles (Figure 2). Among the respondents, 
more than 100 individuals are above the average limit of the appreciation scale.

Figure 1. 
The risk treatment options for digital marketing.
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Information about digital transformation (Figure 3), the possibility of financing, 
and other aspects sometimes reach entrepreneurs later. From this perspective, they 
appreciated this level of information. The majority show that they are informed and 
are familiar with some aspects.

Some sectors of activity are more digitized than others. That’s why much of the 
information that shows the answers received comes from the industry and not neces-
sarily from the activity sector (Figure 4).

Digital marketing tools are numerous and vary depending on the field of activity. 
Figure 5 shows that advertising and marketing analytics and social media marketing 
are most used in marketing activities.

The evaluation of the answers received reveals that the impact of digital transfor-
mation is launched, especially in the emergence of new risks (Figure 6). The organi-
zation’s automation is also evident following the application of digitalization tools and 
methods.

Data regarding the order of priority of the four categories from the entrepreneurs’ 
perspective is presented in Figure 7. Entrepreneurs consider all categories as impor-
tant. If we examine the average values, we can see that they are equally distributed 
and underline the importance of all categories.

Figure 2. 
What is the awareness level of entrepreneurs about innovation and digital transformation?

Figure 3. 
Information about digital transformation in the entrepreneurial environment.
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Figure 5. 
The use of digital marketing tools by entrepreneurs in organizational activity.

Figure 6. 
The impact of digital transformation.

Figure 4. 
How often do you hear innovation and digital transformation terms in your business sector or industry?
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The entrepreneurs were presented with digital marketing tools to express their 
opinions and whether or not they used them. Most prefer “social media marketing”, 
“content marketing” and “email marketing” (Figure 8). On the opposite end in terms 
of usage in marketing activities is “mobile marketing”.

Using Pearson correlation, we investigated if there is any correlation between 
gender, age, and the proposed digital transformation tools (Figure 9). We found a 
significant positive relationship between gender and the following tools: advertising, 
SEO, and mobile marketing. This finding suggests that female entrepreneurs demon-
strate a higher propensity to adopt these digital marketing techniques compared to 
their male counterparts. The results also underscore the importance of considering 
gender differences when implementing digital transformation strategies, as female 
entrepreneurs may exhibit distinct preferences and behaviors in their digital market-
ing approaches.

From the perspective of regression analyses, it was desired to identify potential 
relationships between variables. The established independent variables were age and 
gender (Figure 10). We wanted to identify the degree of influence of the independent 
variables on digital transformation. The regression analysis shows that there is no 
statistically significant relationship between gender and the extent to which digital 
transformation tools are utilized within organizations. However, the analysis revealed 
that age significantly influences the use of digital transformation tools. This relation-
ship indicates that as individuals’ age varies, so does their propensity to adopt and 

Figure 7. 
The digital transformation categories.

Figure 8. 
The importance of digital transformation.



The Future of Risk Management

12

Figure 9. 
The correlation between digital transformation tools and demographic data.

Figure 10. 
Multiple regression analysis of digital transformation tools and demographics.

Figure 11. 
The risk management of innovation marketing.
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integrate digital transformation strategies. The significance of this finding can be 
attributed to the broader context of technological evolution, which greatly affects 
the adoption rates of new technologies. Younger individuals, often more technologi-
cally adept, may be more inclined to leverage digital transformation tools than older 
individuals.

Figure 11 has two parts in which the severity of the consequences and the likeli-
hood of risk occurrence are evaluated. Seven risks are evaluated: loss of customer 
trust, data security concerns, disruption to employees, risk of failure, leadership 
risk, clear digitalization strategy, and financial risks. The results show that the main 
risk is the lack of a clear digitalization strategy, the risk of public defamation (loss of 
customer trust), and data security concerns.

6.  Conclusions and future direction

The massive digitization of organizations has led to the emergence of new and 
complex risks. Incorporating technologies into organizational processes has become 
a priority for all industries and has led to important changes in terms of efficiency, 
agility, innovation, and the unlocking of organizational values. This approach is 
present in all fields, being intensively addressed and debated by researchers, teach-
ers, and practitioners. Furthermore, the rapid pace of technological advancements 
demands continuous adaptation and proactive strategies to mitigate potential threats 
and capitalize on new opportunities. In this context, risk management is a mandatory 
and important process for technological development.

The evaluation of new technologies for innovative marketing is very important. 
Technological development means that this activity is also permanently updated. 
New technologies also bring with them a series of risks. The risk assessment from this 
research shows that the main risks perceived by entrepreneurs are the lack of a clear 
digitalization strategy, the risk of public defamation (loss of customer trust), and 
data security concerns.

The answers to the research questions highlight an alignment of the organization’s 
needs with the evolution of digitalization.

From the perspective of the effects of digital transformation on organizational 
marketing, marketing takes on new, more dynamic forms, which have a direct impact 
on the client or user. Many of the marketing actions are automated, and the input of 
the marketing man takes new forms.

Entrepreneurs’ perception of DT and the organizational risks generated by DT 
highlight an acceptance of technological progress and the use of new tools for the 
promotion of organizations. Risk consequences require a risk-hazard approach to 
minimize the severity of consequences. Correctly approached risk management 
contributes to improving the innovation of the marketing activity.

As markets and industries evolve, clients and consumers are changing their 
behaviors and decision-making processes, and this shift introduces new market risks 
and opportunities for innovative marketing strategies. At the same time, the massive 
development of organizations in the online environment has contributed to a series 
of cyber risks that must be evaluated at the organizational level. All these aspects 
imply the development of organizational strategies in which risk management and 
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Chapter 2

Establishing Information Security 
Policy as an Organizational Risk 
Management
Kiyoshi Nagata

Abstract

In the advanced information and communication network society, every organiza-
tion faces information-related risks such as information leaks, system, and service 
malfunctions, unauthorized intrusions, business email compromise, ransom attacks, 
etc. In order to deal with these various types of risks, it is necessary to take measures 
that emphasize the balance of the entire organization rather than individual techni-
cal measures. In this chapter, we will provide an overview of various risks related 
to information and consider the establishment of information security policies as a 
means of overall risk management. Especially keeping in mind SMEs with limited 
financial and human resources, we will discuss the information security policy 
automatic generation system by utilizing ontology.

Keywords: information related risks, information security policy, SMEs, automatic 
generation system, ontology

1. Introduction

World Economic Forum analyzes the risks to the global economy and the world 
as a whole and publishes the results every year in “The Global Risks Report” under-
pinned by the Global Risks Perception Survey (GRPS). Responses for the GRPS 
2022–2023 were collected from September 7 to October 5, 2022, and have brought 
together leading insights on the evolving global risks landscape from over 1200 
experts across academia, business, government, international communities, and civil 
society.

Global risk is defined as the possibility of the occurrence of an event or condition 
which, if it occurs, would negatively impact a significant proportion of global GDP, 
population, or natural resources. The risk of “Widespread cyber-crime and cyber 
insecurity” which is described as increasingly sophisticated cyberespionage or cyber-
crimes including loss of privacy, data fraud or theft, and cyber espionage is ranked 
8th risk in the 18th Edition of the report ([1], p. 8).

It also reported that there were some notable differences between the responses 
of government and business respondents, with “Debt crises”, “Failure to stabilize 
price trajectories”, “Failure to mitigate climate change”, and “Failure of climate 
change adaptation” featuring more prominently for governments, and “Widespread 
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cybercrime and cyber insecurity”, and “Large-scale environmental damage incidents” 
featuring higher for business.

From the response by asking, “Please rank the top 5 currently manifesting risks 
in order of how severe you believe their impact will be on a global level in 2023”, the 
“Cyberattacks on critical infrastructure” is the 5th risk as the currently manifesting 
risks, following the “Energy supply crisis (1st)”, “Cost-of-living crisis(2nd)”, “Risking 
inflation(3rd)”, and “Food supply crisis(4th)”. As highlighted in the chapter ‘Digital 
Dependencies and Cyber Vulnerabilities’ in Global Risks Report 2022, malicious 
activity in cyberspace is growing, with more aggressive and sophisticated attacks tak-
ing advantage of more widespread exposure ([2], pp. 45–56). It was seen as a persis-
tent threat by GRPS respondents as well as a strong driver of other risks. Therefore, 
“Widespread cybercrime and cyber insecurity” is considered a new entrant into the 
top 10 rankings of the most severe risks over the next decade.

In the reports, examples of three concerned risks are cited with descriptions as 
follows ([1], p. 76):

• Breakdown of critical information infrastructure: Deterioration, overload, or 
shutdown of critical physical and digital infrastructure or services leading to the 
breakdown of internet, cellular devices, public utilities, or satellites. Those are 
stemming from, but not limited to, cyberattacks, intentional or unintentional 
physical damage, or solar storms.

• Digital inequality and lack of access to digital services: Fractured or unequal access 
to digital networks and technologies stemming from underinvestment, low digital 
skills, insufficient purchasing power, or government restrictions on technologies.

• Digital power concentration: Concentration of critical digital assets, capabilities, 
or knowledge among a small number of individuals, businesses, or states that can 
control access to digital technologies and demand discretionary pricing. Those are 
stemming from, but not limited to, the failure of anti-trust regulation, inadequate 
investment in the innovation ecosystem, or state control over key technologies.

These digital risks are considered critical risks, especially in developing countries 
and oil-producing countries. Digital inequality is the first-ranked risk in the executive 
opinion survey in India and the fourth-ranked risk in Indonesia. The digital power 
concentration is the fifth among those in China. Executives in European countries 
such as Austria, Denmark, Hungary, Poland, and Switzerland recognize the break-
down of critical infrastructure through cyber attacks as one of the five critical risks.

Statista, a global data and business intelligence platform, takes the following as 
examples of cybercrime: Identity fraud, data theft, ransomware attacks, copyright 
infringement, and phishing campaigns. From their research, the most common type 
of cyber attack that organizations worldwide experienced in 2022 was bulk phishing, 
and SMS phishing, or smishing, and ransomware were quite common too. Statista also 
estimates the cost of cybercrime worldwide at $8.44 trillion in 2022 and $11.5 trillion in 
2023. The predicted amount of cybercrime will rise to $23.82 trillion in 2027 [3]. eSen-
tire, globally recognized as the Authority in Managed Detection and Response (MDR), 
also predicted that the global annual cost of cybercrime will reach $8 trillion in 2023, 
according to Cybersecurity Ventures, and is expected to reach $10.5 trillion by 2025 [4].

A Statista report states that organizations worldwide don’t only pay to get the 
lost data back but also suffer downtime and disruption in operations caused by 
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cybercrime. The average cost of a data breach worldwide is around $4.35 million, but 
financial repercussions differ greatly depending on the region, organization size, and 
industry. The average cost of a data breach in the healthcare sector is $10.1 million.

FBI (Federal Bureau of Investigation)‘s Internet Crime Complaint Center (IC3) col-
lects reports on cyberattacks and incidents from U.S. residents, and publishes the result 
of analyzed data, identifying trends, and pursuing the threat at hand in the “FBI Internet 
Crime Report”. In 2022, the IC3 received 800,944 complaints with a potential total loss 
of more than $10.3 billion in 2022, which has grown from $6.9 billion in 2021 ([5], p. 7). 
Here let us list some characteristic risks from the report in 2022 ([5], pp. 11–16).

• BUSINESS EMAIL COMPROMISE (BEC): 21,832 BEC complaints received by 
IC3 were adjusted losses of over $2.7 billion. BEC is a sophisticated scam that is 
frequently carried out when a subject compromises legitimate business email 
accounts through social engineering or computer intrusion techniques to con-
duct unauthorized transfers of funds. BEC targets not only businesses but also 
individuals performing transfers of funds.

• INVESTMENT (Fraud Losses): Investment scams reported to the IC3 were the 
costliest scheme. The fraud losses increased from $1.45 billion in 2021 to $3.31 
billion in 2022 within which cryptocurrency investment fraud rose from $907 
million to $2.57 billion. The covering losses from these fraudulent investments 
are assumed massive debt, and the most targeted age are from 30 to 49.

• RANSOMWARE: 2385 complaints identified as ransomware received by IC3 have 
adjusted losses of more than $34.3 million. Ransomware is a type of malicious 
software that encrypts data on a computer, making it unusable. Until the ransom 
is paid, the cyber-criminal will often steal data off the system and hold that data 
hostage. If the ransom is not paid, the victim’s data remains unavailable.

• CALL CENTER FRAUD: TECH AND CUSTOMER SUPPORT/GOVERNMENT 
IMPERSONATION: Illegal call center defraud was classified into two categories 
Tech/Customer Support and Government Impersonation. They are responsible 
for over $1 billion in losses to victims.

As we see above, in an advanced information and communication network society, 
ensuring the security of information is the basis of organizational activities, and any 
act that damages them poses a great risk to the sustainable operation of the organiza-
tion. Prior to the beginning of commercial use of the Internet in the early 1990s, 
information security in organizations was largely handled by core information pro-
cessing departments and was a technical and tactical approach by experts. Currently, 
it is an organizational and strategic approach involving all stakeholders, including 
employees, and must take into account the three elements of information security: 
Confidentiality, Integrity, and Availability (CIA) in a well-balanced manner.

The International Institute for Management Development (IMD), one of the 
world’s leading business schools based in Switzerland, publishes the IMD Word 
Digital Competitiveness Ranking every year [6]. In a recent report, they insist that 
cybersecurity capabilities, both at the company and governmental level, have become 
a very important factor, and the result reflects those factors facilitating the strength-
ening of capabilities to protect digital infrastructure from cyber-attacks [7]. The 
ranking evaluation is based on the three main digital competitiveness factors, such 
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as “Knowledge”, “Technology”, and “Future Readiness”, and each of them has three 
subfactor categories to which all the evaluation factor items belong.

Among 40 countries with GDP per capita, greater than $20,000, countries or 
regions ranked in the top 20 are listed in Table 1 according to the evaluation item 
“Cyber security” along with some other evaluation item rankings.

From the Appendices and Sources in ([6], pp. 182–184), short descriptions of each 
item are as follows;

• Cyber security: Cyber security is being adequately addressed by corporations.

• Government cyber security capacity: The government’s capability to mitigate 
harm from cyber security threats.

• Digital/technology skills: Digital/technological skills are readily available.

• Opportunities and threats: Companies are very good at responding quickly to 
opportunities and threats.

Country or 
region

Cyber 
security

Government cyber 
security capability

Digital/
Technology skills

Opportunity 
and threats

Agility of 
companies

Qatar 1 13 11 11 23

Saudi Arabia 2 21 7 20 20

Finland 3 34 3 15 15

Austria 4 26 40 22 14

UAE 5 7 16 23 8

Singapore 6 10 9 15 10

Hong Kong SAR 7 48 15 2 4

Israel 8 1 19 24 24

Taiwan 9 9 33 5 3

China 10 3 12 13 22

Canada 12 4 14 18 18

Sweden 13 17 4 7 7

Denmark 14 8 5 1 1

Switzerland 15 27 18 8 9

Estonia 16 2 44 28 11

Iceland 17 52 1 3 2

Norway 18 44 8 10 13

Lithuania 19 32 2 4 5

Netherlands 20 40 6 9 12

USA 27 15 10 19 21

The ranking value is among 64 countries or regions.
Source: IMD Word Digital Competitiveness ranking 2023.

Table 1. 
Top 20 Countries or Regions of GDP per capita greater than $20,000 in the item of Cyber Security with some of 
the other items.
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• The agility of companies: Companies are agile.

When focusing only on the evaluation item “Cyber Security”, the so-called five-eyes 
country rankings are 12th (Canada), 22nd (UK), 27th (USA), 31st (Australia), and 52nd 
(New Zealand). Those of other high GDP countries, China 10th, Japan 43rd, Germany 
21st, India 33rd, France 34th, and so on. This result suggests the difficulty of cybersecurity 
measures taken by individual organizations in large countries. Moreover, the “Government 
cyber security capability” does not always support general security measures. For exam-
ple, the ranking value of the Japanese government’s cyber security capability is 24th.

As we see above, information security, including cybersecurity, is critically needed 
for any type of organization, and here we insist that establishing an information 
security policy plays an important role in ISMS (Information Security Management 
System) coping. However, it requires a lot of work and resources, both in finance 
and human, for its full establishment. In this chapter, after giving some issues on the 
information security policy, we introduce an automatically generated system that 
might benefit especially SMEs.

The rest of the chapter is organized as follows; a review of information security 
policy is coming up in the next section. Some general issues on security management 
and policy are described, along with a review of some papers on cybersecurity apply-
ing ontology, in the following section. The outline of the proposed system, including 
a brief notice on ontology, is explained as the methodology in the following section. 
The last section is on the conclusion and future works.

2. Information security policy

In this section, a basic concept of the information security policy is described, 
the recent situation of its establishment, especially in Japan, is presented, and some 
literature on the topic is reviewed.

2.1 What is the information security policy

The information security policy is sometimes considered the comprehensive and 
integrated system for implementing ISMS, where various types of controls and mea-
sures are incorporated. In an issue titled “Information security policy sample” pub-
lished in 2016 by the Japan Network Security Association (JNSA), a layers document 
construction model is adopted as shown in Figure 1 with content descriptions [8].

• Basic policy: A document that broadly declares to the public the stance on 
information security.

• Information security policy: A document that describes the policy for informa-
tion security management. Clarify the structure, roles, and responsibilities for 
addressing information security.

• Information security measures regulations: Clarify the information security 
measures that should be introduced and followed, including daily operations.

• Information security measures procedure manual: Clarify the specific actions 
that should be taken on a daily basis using products that implement information 
security measures.
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• Record: Records created in conjunction with compliance with information 
security measures and operational processes.

Leron Zinatullin shows a four-layer model consisting of “Policy”, “Standard”, 
“Guideline”, and “Procedure”, where “(Basic) Policy” is defined as a document providing 
a high-level overview of how organizational processes should operate in a secure manner 
[9]. He also described “Standard” as a regulation for the approach to security in the desig-
nated scope by preventing them from implementing conflicting or redundant solutions, 
and “Procedure” as a set of basic steps aiding the implementation of policies and standards.

In general, an information security policy describes the basic concept of what kind 
of information assets are to be protected and how to protect them from what threats. 
In other words, it is a systematization of the ideas and policies applied within the 
organization when building information security measures.

Here is a simpler model of three layers, with “Basic Policy”, “Standard”, and 
“Procedure” shown in Figure 2.

The short descriptions of the three-layer model are as follows;

Figure 2. 
3 Layer Model for Information Security Policy.

Figure 1. 
5 Layer Model for Information Security Policy related Documents (Source: Information security policy sample, JNSA).
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• Basic Policy: The document expresses the basic concept of information security 
measures, including declarations by representatives of organizations such as “Why 
information security is necessary?”, “What kind of policy is used for information 
security?”, and “What kind of policy will be used to handle customer information?”.

• Standard: Specific measures and standards that are common to the entire orga-
nization will be cleared. In many cases, the standard provides general provisions 
for what kind of measures are to be taken, but in order to do so, it is necessary to 
analyze the information security risks in the organization.

• Procedure: The document (regulations, manuals, procedures, etc.) describes 
how to implement specific information security measures in each field and 
describes the details of the information security measures to be implemented for 
each countermeasure standard as a specific procedure.

2.1.1 Work flow for policy establishment

According to the 3 Layer model in Figure 2 above, here describes the flow for 
establishing the information security policy along with Figure 3.

1. Establish the organization and the system: The involvement and responsibilities 
of the executives of the organization. A committee consisting of the heads of 
relevant departments, information system administrators, and a group of people 
with specialized knowledge of information security (e.g., the “Information Secu-
rity Committee”) shall be established, and its purpose, authority, and name shall 
be clarified. Almost all departments are listed, including information systems 
(LAN management sections, etc.), technical departments (experts with internal 
and external technical knowledge, etc.), auditing, human resources, accounting, 
public relations, and administration sections.

2. Formulation of the basic policy document: Declares that “the basic policy shall 
take measures to ensure the information security required for information 
systems”, and the purpose, scope, and basic approach to information security 
measures. The basic policy defines the terms necessary to understand the policy, 
and since it determines the basic direction of information security, it should be 
noted that it will not be frequently updated.

3. Risk analysis: The risk analysis is to identify the information assets to be protect-
ed and assess the risks to them. Evaluate their importance from the CIA’s point 
of view. Next, for all information assets, the frequency of occurrence of physi-
cal threats such as intrusion, destruction, failure, power outage, disaster, etc., 
unauthorized access, eavesdropping, computer viruses, technical threats such as 
falsification/erasure, DoS attacks, spoofing, and human threats such as misman-
agement, elegance, fraudulent acts, improper management of passwords, etc. 
The magnitude of the damage when it occurs is examined, and the risk assess-
ment of the information asset is used. At last, the measures against the risk are 
considered to be a method of reducing the magnitude of the damage.

4. Establishment of countermeasure standards: Individual countermeasures for 
each information asset are clarified through risk analysis, and their standards are 
determined by organizing and relocating them according to the following:
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• Organization and structure

• Responsibilities and privileges for information, classification, and manage-
ment of information

• Physical security

• Personal security: Roles, responsibilities and disclaimers, education and train-
ing, reporting of incidents and defects, password management, employment 
and contracting of part-time and temporary employees

Figure 3. 
Work Flow for Information Security Policy Establishment.
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• Technical security: computer and network management, access control, 
system development, installation, maintenance, etc., computer antivirus, 
collection of security information

• Operational security: Monitoring of information systems and confirmation of 
compliance with policies (operation management), points to note in operation 
management, countermeasures in the event of a breach, operation contracts by 
outsourcing

• Compliance with laws and regulations

• Response to information security violations

• Evaluation and review

5. Policy decision: Now that the basic policy and countermeasure standards have 
been established, consider it as an information security policy and make a deci-
sion on it. However, at the time of the draft policy, ask for evaluations by experts 
in the field of information security and opinions from related departments, etc. 
Based on the results, it is also necessary to establish procedures for accepting and 
reflecting opinions on the policy from the relevant departments at the opera-
tional stage.

6. Develop the implementation procedures: Now that the countermeasure stan-
dards in accordance with the basic policy have been decided, compile them into a 
document, formulate regulations, guidelines, and implementation manuals that 
can be referred to by each department, and distribute them.

7. Operation management: In order to ensure the operational management of 
information security policy, it is necessary to appropriately take measures such 
as establishing an organization and system, monitoring, and responding to 
breaches. If a policy violation that may cause serious problems is reported, it will 
be handled according to the contingency plan, conduct drills, review the precau-
tions to be taken in communication, investigation, and response in the event of a 
breach, and develop a plan to prevent a recurrence.

8. Evaluation and review: Evaluate and review the countermeasure standards on a 
regular basis based on changes in the information system and the emergence of new 
threats. An audit by an external organization is also necessary, but in that case, the 
weakness of the information system will be known to the relevant organization, so 
carefully consider the reliability and select an audit organization. When updating 
the policy, it may be necessary to fully consider the differences between the policy 
and the actual situation, to grasp the actual situation by listening to the opinions of 
the relevant departments, etc., and to conduct a new risk analysis.

2.1.2 Basic policy document

As an example of items in the basic policy document, first have a look at 
them in “The Importance of Information Security in Financial Institutions and 
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Countermeasures” [10]. Though this report is very old, items picked up still have 
universality for the basic policy document, for example.

Purpose and Scope of Information Security Measures: Basic concept of infor-
mation security measures, scope (basically for all organizations) and reason why 
information and systems to be protected, identification of information assets to be 
protected and people who handle them, and priority standard evaluating information 
assets and systems to be protected.

• Promotion of Information Security Measures: Involvement and responsibilities 
of management officers, the appointment of an officer in charge of information 
security and establishment of a security department, checks by the legal depart-
ment regarding laws and regulations, compliance, use of external consulting, etc.

• Operation of Information Security Measures: Expected information security 
risks and their management, the decision-making process for the implementa-
tion of information security measures, procedures for reviewing information 
security measures, and outline of specific information security measures.

• User management and information security education: Responsibilities of each 
officer and employee and arrangements in the event of a violation (penalties, 
etc.), checking the status of compliance with information security measures, and 
promoting awareness of information security policy.

• Response to failures in the crisis management system.

• Other: procedures for periodic review of the information security policy.

In the “Guidelines for Information Security Policies in Local Governments” for-
mulated by the Ministry of Internal Affairs and Communications on March 30, 2001, 
and revised on September 25, 2018, [11], the following example sentences are written 
as a basic policy item.

1. Purpose: The purpose of this basic policy is to establish basic matters regarding 
the information security measures implemented in order to maintain the CIA of 
information assets held by our organization.

2. Definitions of words, terminologies, etc.

3. The following threats are assumed as threats to the target information assets, and 
proper information security measures should be implemented.

• Leakage, destruction, falsification, or deletion of information assets due to 
intentional factors such as unauthorized access, virus attacks, denial of service 
attacks, cyber-attacks, intrusion by outsiders, theft of important information, 
internal fraud, etc.

• Unauthorized removal of information assets, violation of regulations such 
as the use of unauthorized software, inadequacies in design and develop-
ment, program defects, operation and configuration errors, maintenance 
deficiencies, inadequacies in internal and external audit functions, leakage, 
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destruction, deletion, etc. of information assets due to unintentional factors 
such as inadequate outsourcing management, management defects, equipment 
failures, etc.

• Earthquakes, lightning strikes, suspension of services and operations due to 
disasters such as fires, etc.

• Dysfunction of system operation due to shortage of personnel due to large-
scale and widespread diseases.

• Spillover effects from infrastructure failures such as interruptions in power 
supply, communication interruptions, and interruptions in water supply.

4. Scope of application

• Scope of administrative agencies: The administrative agencies to which this 
basic policy applies are internal departments, administrative committees, 
parliamentary secretariats, fire departments, and local public enterprises.

• Scope of information assets: The information assets covered by this information 
security policy are as follows; networks, information systems and related equip-
ment, electromagnetic recording media, information handled by networks 
and information systems (including printed documents), and system-related 
documents such as information system specifications and network diagrams.

5. Employees, part-time employees, and temporary employees must have a com-
mon understanding of the importance of information security. And comply 
with the information security policy and information security implementation 
procedures in the performance of their duties.

6. Information Security Measures: The following information security measures are 
taken to protect information assets from the threats described above in 3.

• Organizational structure: Establish an agency-wide organizational structure to 
promote information security measures for the information assets.

• Classification and management of information assets: The information assets 
held by the organization shall be classified according to the CIA, and informa-
tion security measures shall be implemented based on the classification.

• Improvement of the resilience of the information system as a whole: The 
following three measures will be taken for the information system as a whole. 
(1) Prevent leakage of stakeholders’ information in the system, (2) implement 
detoxified communication in intranet or extranet connection systems, and 
(3) implement information security measures in Internet connection systems, 
cloud computing systems, etc.

• Physical security: Take physical measures for the management of communica-
tion lines and personal computers of employees.
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• Human security: Establish matters to be complied with by employees, etc., 
regarding information security, and take personnel measures such as providing 
sufficient education and enlightenment.

• Technical security: Take technical measures such as computer management, 
access control, anti-malware measures, and countermeasures against unau-
thorized access.

• Operation: Take measures for the operation of the information security policy, 
such as monitoring the information system, checking the status of compliance 
with the information security policy, and ensuring security when outsourcing.

• Use of external services: In the case of outsourcing, select an outsource, con-
clude a contract that specifies information security requirements, and confirm 
that the necessary security measures are ensured by the outsource. In the case 
of using external services in accordance with the terms and conditions, estab-
lish regulations and take measures for the use of external services. When using 
social media services, establish operating procedures for social media services, 
stipulate the information that can be transmitted on social media services, and 
determine the person responsible for each social media service to be used.

• Evaluation and review: In order to verify the status of compliance with the 
information security policy, conduct information security audits and self-
inspections, and improve operations to enhance information security.

7. Implementation of information security audits and self-inspections: Information 
security audits and self-inspections are carried out periodically or as necessary to 
verify the status of compliance with the information security policy.

8. Review of the information security policy: If it becomes necessary to review the 
information security policy as a result of the information security audit and self-
inspection, or if new measures are required to respond to changes in the infor-
mation security situation, the information security policy will be reviewed.

9. Formulation of information security standards: In order to implement the mea-
sures stipulated in 6, 7, and 8 above, formulate information security measures 
standards that stipulate specific compliance matters and judgment criteria.

10. Formulation of information security implementation procedures: Information 
Security Implementation Procedures shall be formulated based on the Informa-
tion Security Measures Standards, which stipulate specific procedures for imple-
menting information security measures.

For universities and other educational and research institutions, the Ministry 
of Education, Culture, Sports, Science and Technology of Japan (MEXT) obliges 
national universities to prepare one. According to the “Summary of the Academic 
Information Infrastructure Fact-finding Survey” conducted by the MEXT in 2019 
[12], security policies are formulated by all universities in 86 national universities and 
86 (92.5%) in 93 public universities. Talking about private universities, 73.4% of 613 
universities formulated a kind of security policy statement at that time.



29

Establishing Information Security Policy as an Organizational Risk Management
DOI: http://dx.doi.org/10.5772/intechopen.1004563

Although information security policies are required for universities and other 
educational institutions, their basic policy documents published on their websites are 
much simpler than those described above.

3. Some issues on information security management and policy

ISO/IEC 27000 family [13], some of which are based on BS7799, is one of the 
well-known ISMS frameworks. In 3.1.24 of the latest version of ISO/IEC 27002: 2022, 
quoting ISO/IEC 27000:2018, 3.53, the policy is determined as “intentions and direc-
tion of an organization, as formally expressed by its top management”. Since ISO/IEC 
27002 is the guideline for organizational information security standards and manage-
ment by giving a code of practice for information security controls, policy is handled 
as one of the controls in parallel with some others such as asset classification, personal 
security, physical and environmental security, etc.

According to the model in Figure 2, a supporting system for generating the 
security policy is proposed, then an initial program was created as a prototype [14]. 
The flow of the system is depicted in Figure 4.

• Explanation of information security policy itself in several media such as text, 
audio, video, etc., then its necessity is explained to those who are responsible for 
the organization.

Figure 4. 
Overall Flow of Information Security Policy Establishment (Source: Nagata [14]).
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• Input the organizational characteristics.

• Generating basic policy using a template consisting of several items by referring 
to organizational data file and displaying with some comment on requirements 
when adopting this expression or word.

• In case of going to the standard stage, choose one of the risk analysis methods 
from OCTAVE [15], or ENISA’s system [16]. They output a set of mitigation con-
trols. A precise method to select effective risk mitigation measures is proposed in 
[17], and that for identifying information-related assets is in [18].

• Summarizing and documenting the procedures for each department, then the 
document will be completed after hearing the opinions of each department.

• The arrows from down to up represent the PDCA cycle of overall security policy.

In order to reflect organization’s characteristics, some systems with ontology-
based processes would be more effective.

3.1 Review of some ontology-based information security management systems

Gruber [19], noted that.

“Ontology is an explicit specification of a conceptualization. The term is borrowed 
from philosophy, where an ontology is a systematic account of existence. For knowl-
edge-based systems, what ‘exists’ is exactly that which can be represented.”

He also claimed that sharing a common understanding of the structure of infor-
mation among people or software agents is one of the more common goals in develop-
ing ontologies.

In the guide for ontology development published by Noy and McGuiness [20], 
an ontology is denoted as a formal explicit description of concepts in a domain of 
discourse, properties of each concept describing various features and attributes of the 
concept, and restrictions on slots.

Herzog et al. [21] gave a security ontology built upon classical components of risk 
analysis and their relations to each other.

Since, in an organization, information assets play a central role in establishing an 
information security policy, creating a detailed information asset ontology becomes 
important. Zeb et al. [22], proposed an ontology-supported Asset Information 
Integrator System (AIIS) to help industry experts exchange their tangible capital 
assets information and transform the way they were exchanged at that time between 
the municipal and Canadian provincial governments. They presented the ontology 
development methodology in ten steps as the hybrid version of several former works.

Aiming to assist in determining inherent attributes of IT assets that can assist in 
the process of IT assets risk value assessment, Adesemowo et al. [23], published a 
paper on IT assets ontology, where assets are divided into “Personnel”, “Network”, 
“Services”, “Data”, “Hardware”, “Software”, and “Information”.

Fenz et al. proposed an ontological mapping of ISO/IEC 27001 [24], and ISO/IEC 
27002 [25], as an ontology-based ISMS policy implementation. The overview of creat-
ing security ontology based on ISO/IEC 27002 is described in Figure 5.
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Pereira and Santos [26], represented a somehow different conceptual frame-
work for information security ontology from that of Fenz et al. [25]. Although they 
have “Asset”, “Threat”, “Vulnerability”, and “Control” as common classes, relations 
between the two of them are distinct. For instance, “Control protect asset” in Pereira 
and Santos, whereas “Control (is) implemented (in) Asset” in Fenz et al. Thus, the 
configuration of the ontology will vary depending on the adopted criteria, organiza-
tional characteristics, purpose, way of thinking, and so on.

Almost all the policy-based ontologies aim to present mitigation measures against 
risks and threats and means to compensate for vulnerabilities. For that purpose, it is 
necessary to create a detailed ontology coping with the characteristics of the orga-
nization. Unified Process for Ontology (UPON) was proposed by Nicola et al. [27], 
for building a large-scale ontology in four workflows as “Requirements”, “Analysis”, 
“Design”, “Implementation”, and “Test” by a domain expert and knowledge expert. 
Methods, UPON, may be helpful for creating a precise ontology.

A pioneering policy management framework named KAoS by Uszok et al. [28], 
uses semantically rich ontological representation and reasoning composed of three 
layers, “Human Interface Layer”, “Policy Management Layer”, “Policy Monitoring and 
Enforcement Layer”. The basic form of KAoS policy is as follows:

[Actor] is [constrained] to perform [controlled action] which has [any attributes].

Tonti et al. [29], discussed the implementation of the enforcement system of OWL 
policies using the KAoS policy framework into multi-agent systems built on top of the 
JDK1.4.

4. Generation system of information security policy with ontology

As we see in Section 3, an automated basic information security policy statement 
generation system described in Figure 4 is proposed for embedding into the existing 
Java application program.

Figure 5. 
Overview of Mapping ISO 27002 in the Ontological Structure and Applying the Results (Source: Fenz et al. [25]).
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Although some systems incorporating ontology for information security enforce-
ment are proposed and several methodologies mentioned in the previous section are 
useful and effective for organizational information security establishments, those are 
concerned with the creation of ontologies that reflect policies and the methodology of 
automatically configuring means to ensure information security using ontologies.

Here we mention the additional proposed phase of the system in the upper part 
of Figure 4 for creating a general basic statement by applying organization-related 
ontology [30]. Figure 6 depicts the outline of the phase in the upper part of which the 
system queries corresponding ontology by using input organizational essential data, 
then constructs a set of candidate phrases of basic policy. Policymakers try to adjust or 
modify the represented policy with the help of the ontology again in the lower part.

The key point is to apply ontology, a method of creating competency questions from 
sample sentences, and configure an ontology that can respond to them is also proposed.

Organizational ontology also plays an important role in this phase, but what is 
needed here is the creation of basic policy phrases, not the detailed ontology that is 
treated in many studies. To implement the phase, ontologies for different types of 
organizations must be created in advance.

Here describe the method for ontology creation.
Step 1 Gather sample phrases of basic policy and then classify the set of them into 

each of the typical items in the former implemented system, such as “Concept and 
Purpose”, “Scope of Application”, “Definition of terms”, “Composition/Positioning”, 
“Management system”, “Role/Responsibility”, and “Basic requirements”.

Step 2 Analyze the sample policies to get competency questions (CQ ) for ontology. 
For example, if there is a sample phase reading.

“The CEO serves as chairman of the information protection committee and is respon-
sible for information security within the organization”, then CQs will be like as follows:

CQ1: “Is there a body for ensuring information security?”
CQ2: “Who serves as chairman of the ISMS committee?”
CQ3: “Is the chairman ultimately responsible for ISMS?”
Step 3 Configure each of the ontologies according to the type of organization. 

These types of organizations are pre-determined relatively broadly according to busi-
ness conditions, such as universities, high schools, research institutes, manufacturing 

Figure 6. 
Improved Version of the First Stage of Former System (Source: Nagata [30]).
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industries, distribution industries, etc., as well as their management style and scale. 
Then create an ontology that will be common to each of these types.

In step 3, we can apply existing ontologies for general matters such as FOAF ontol-
ogy for academic organizations [31].

5. Conclusions and future works

This chapter deals with information security as a risk to organizations. First, the 
current state of information risks such as cyber crimes and their effects are described, 
and an overview of information security policies as a means of ensuring information 
security for organizations.

In the second half, we looked at specific information security policy contents and 
an automatic generation system using ontology.

Some of the proposed automated basic information security policy statement 
generation systems are embedded into existing Java application programs. However, 
ontology configuration is a time-consuming and skill-intensive process, and the 
validity assessment of the prepared statement will be necessary.

Although application programming by Java is still in the development stage, we 
think that the direction for proceeding to the countermeasure standard creation stage 
following this basic policy stage is indicated.
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Chapter 3

Risk Assessment and Machine 
Learning Models
Naimeh Borjalilu

Abstract

Safety management system for operational domains with extensive scope is a 
challenging issue. In the current safety management system literature, there are 
not efficient methods to implement subjective inferences of organization experts to 
analyze data and predict the performance of safety and quality management systems 
by using all available data and identify weakness points to improve organizational 
safety and quality process. Machine learning is a subset of artificial intelligence that 
involves the algorithms and model development to allow safety and quality manage-
ment systems that improve their performance over time automatically. The benefits 
of machine learning include efficiency improvement, reduced costs, improved 
decision-making, and increased innovation to study the future of risk management. 
The existence of massive data in operational sectors is a critical challenge for machine 
learning implementation in safety risk management systems. A safety data pool from 
all occurrences and hazards should be designed to improve and know about the future 
of safety management system, and then design the system to assess, analyze, verify, 
and predict the safety assessment result to decide proper management system deci-
sions. In this study, the machine learning method implementations are proposed for 
risk management in operational domains.

Keywords: risk assessment, machine learning, prediction, safety management, system, 
management

1.  Introduction

Serious incidents or accidents often occur during flight operations, which 
have severe consequences. The International Air Transport Association (IATA) 
has developed standards for analyzing safety data to monitor and emphasize the 
scope of flight safety concerns. There are some areas that benefit from this study 
in reviewing and analyzing the safety index, such as authorities and insurance 
companies.

ICAO itself recognized the framework for the safety management system (SMS), 
Figure 1 show the components and elements of SMS framework.
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1. Safety policy and objectives.

2. Safety risk management.

3. Safety assurance.

4. Safety promotion.

Safety is clarified as “the state in which the possibility of harm to persons or 
of property damage is reduced to, and maintained at or below, an acceptable level 
through a continuing process of hazard identification and safety risk management.” 
SMS implementation starts with hazard identification. Hazards and their related out-
come are essential to the implementation of safety and quality risk management [1]. 
A safety risk is measured by the likelihood and severity appointed to the safety 
consequence. Safety risk mitigations are proposed to decrease the level of safety risk. 
There are a few possible risks that can occur during a production process [2].

The implementation of the safety risk management process needs to identify 
hazards. Obvious hazard identification and their related outcome are necessary 
to implement safety risk management. A hazard is generically identified by safety 
experts as a state or a statute with the potential to bring death, injuries to person-
nel, harm to equipment or structures, loss of material, or reduction of the ability to 
carry out activities. Hazards are available at all stages in the organization and will be 
identified or detected by using reporting systems, inspections, or audits. As a result, 
hazards should be detected before they cause accidents, incidents, or other safety-
related occurrences. A main method to identify proactive hazards is a voluntary 
hazard/incident reporting system.

Figure 1. 
Safety management system component.
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Safety risk management includes the evaluation and mitigation of safety risks. 
The goals of safety risk management are risk assessment, which is related to hazard 
identification, and effective and suitable mitigations that need to be implemented. 
The key component of the safety management process is safety risk management at 
both the regulatory body and product/service provider level.

In recent years, machine learning algorithms have solved domain-specific prob-
lems in various fields. Analyze and predict safety risk assessment in the aviation 
industry by machine learning algorithms usage is increased and also used.

For decision-making, business understanding, data understanding, data prepara-
tion, modeling, evaluation, and deployment are the methods to include machine 
learning [3]. Risk assessment usage is applied in many application scopes, and many 
frameworks, methods, and particular applications have been studied in the scientific 
literature [4].

One of the most important methods to provide significant benefits for businesses 
and individuals is machine learning, which has been a rapidly growing field in recent 
years. From improved efficiency to increased innovation, machine learning has the 
potential to revolutionize the way to increased innovation. Lack of understanding 
and expertise, cost of implementation, and ethical concerns when adopting machine 
learning are challenges and issues to use machine learning; despite these challenges, 
the potential benefits of machine learning are too great. This chapter presents the 
importance of machine learning in implementing a safety management system used 
to predict the safety risk trend in the aviation industry. It also initiates the appeal that 
is utilized by the authors of this book to arrange the chosen literature into different 
classifications.

2.  Safety risk assessment model

Safety risk assessment is a key point in safety-related industries. However, it 
encounters a number of concerns, partially associated with technological progress 
and necessary increment. There is currently a demand to assess risk, improve past 
lessons learning, and identify methods to analyze relevant data. Data are collected 
with sufficient ability to converse with unexpected events and supply suitable support 
to empower safety risk management [5].

The likelihood and severity of the consequence or outcome from an identified 
hazard are measured in safety risk assessment. It is necessary to provide and propose 
risk mitigation for the identification of such layered consequences.

2.1  Safety risk probability

“The likelihood or frequency that a safety consequence or outcome might occur” 
is defined as safety risk probability. The probability assessment is the first step in the 
process of controlling safety risks.

2.2  Safety risk severity

“The harmness which is happened as a consequence or outcome of the detected 
hazard” is defined as safety risk severity. Once the probability assessment has been 
completed, the safety risk severity assessment is the next step is to consider the 
potential consequences related to the hazard.
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2.3  Safety risk tolerability

The safety risk probability and severity assessment process can be applied to 
extract a safety risk index. The index made using the method identified above consists 
of an alphanumeric designator, indicating the results of the probability and severity 
analysis.

A safety risk assessment matrix is used to obtain a risk index and then exported 
to a safety risk tolerability matrix. Safety risk management comprises the assessment 
and risk analysis to suggest and implement mitigation of safety risks.

The assessment of the risks is the main target of safety risk management at both 
the state and product/service provider levels, and it is associated with identified 
hazards to develop and implement efficient and effective mitigations.

2.4  Safety management system

A systematic attitude to manage safety, including the necessary organizational 
structures, accountabilities, policies, and procedures.

2.5  Risk mitigation

The procedure of compounding defenses or preventive controls to lower the sever-
ity and/or likelihood of a hazard’s projected outcome/consequence.

2.6  Human factors (HF)

The main and specific part of the safety analysis process are SSPs and SMSs with 
human and organizational factors, which are effective risk management systems. 
Human factors (HF) is an essential point to assure that existing or recommended 
defenses have been effective to decrease the safety risk. Where necessary, a supple-
mentary HF analysis may be conducted to support that particular risk mitigation 
exercise/team. Analysis and error definition and error categorization use the human 
error model to allow the root cause of all hazards and better knowing the result. This 
conception ensures the sufficient fulfillment of a root cause analysis. The result of 
human factors analysis can help the safety expert identify root causes and make better 
decisions for top managers. A more comprehensive and in-depth mitigation process is 
the important human factors perspective results.

3.  Machine learning implementation

The undertaking applications and prompt development in many scope of machine 
learning (ML) are the reasons which is received a lot of attention recently.

Machine learning (ML) is a method that can learn a task without being explicitly 
programmed. This makes it very strong and attractive. ML algorithms spontane-
ously learn an activity from data. They perform some form of inductive inference 
whereby, after being trained on a dataset, they make predictions for inputs outside 
the examples observed in the dataset. ML can achieve feasible and cost-effective tasks 
that could be cost-prohibitive to solve with explicit systems [6].

Machine learning (ML) has received a lot of attention recently due to its agile 
progress and promising applications in many scopes [7].
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Data-driven analysis is an essential tool for both operational efficiency and 
improved safety and quality practices. Growth in the industry, which is connected 
with technology progress and data science techniques, has led the operational indus-
try to a more data-driven approach. Safety and quality experts should access to many 
sources of safety and quality-related information to assess and analyze—significant 
methods currently available leverage large data sets to identify anomalous business 
behavior. In recent years, data mining and machine learning methods have been 
implemented to analyze safety, incident and accident investigation, and error detec-
tion in the community. There are many techniques in machine learning (Figure 2).

Figure 2 shows that there are two techniques in data mining models: conventional 
and data-driven techniques for smart grid analysis. Each method has a specific benefit 
according to the application scope.

Safety and quality data are collected and processed from many resources such as 
operational safety and quality assessment and assurance. Safety and quality reports 
reside in both the specific Safety Action Program and the National Systems coordi-
nated Safety Reporting Systems initiative. This process contains data preprocessing, a 
high-frequency event evaluation, feature vector generation, algorithm implementa-
tion, and post-processing of the results [8].

Machine learning (ML) recognize to be one of the only technically and economi-
cally practical resolving to robotize some complicated activities usually discover by 
humans, such as driving vehicles and recognizing voice. However, these methods face 
new potential risks and have only been accomplished in systems where the benefits of 
the methods are known to be worth this increase of risk [9]. Some researchers cat-
egorize ML safety into three plans: (1) intrinsically safe methods, (2) method perfor-
mance and strength, and incorporate (3) run-time error detection methodology [7].

Machine learning as a methodology can detect criteria and schemes in data, pre-
dict future data, and help experts make better decisions under uncertainty. Machine 

Figure 2. 
Data mining methods.
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learning use statistics sciences and computers to evaluate complicated functions and 
a decreased reliance on proving confidence intervals around these activities [10]. 
Machine learning is applied as suitable tool to achieve human-like choice or even 
super-human performance with automation on specific activities. Data-driven 
approach is currently have enormous challenge in all industry scope. Enormous 
growth show that machine learning (ML) has many advancements in computer vision 
and other fields. Training a neural network is done by using very big datasets to 
implement machine learning [11].

Currently, a variety of machine learning methods can be used to implement 
SMS phases including: risk identification, risk analysis, and risk evaluation. 
Machine learning use data (such as historical and real-time data) for providing 
inputs to traditional risk assessment techniques. Machine learning is used and 
applied in many industries such as automotive, aviation, construction, and rail-
ways. Paltrinieri et al. [5] studied the knowledge gap by performing a structured 
review of relevant literature on machine learning usage for risk assessment. The 
results show that 11 journal papers were published in the Journal of Accident 
Analysis and Prevention, which makes it the most contributing journal reference. 
The United States of America, Chinese, and South Korean institutes were the 
highest level of following affiliations. The adoption of machine learning to imple-
ment risk assessment is studied in the automotive industry (over 20% of published 
articles). The most popular machine learning algorithm selected to accomplish 
risk assessment was artificial neural networks (ANNs) which are used by support 
vector machines (SVMs). Historical datasets are practiced in more than 70% of 
papers, and real-time data to construct and design the machine learning model 
are implemented in more than 20% of paper. A case-study approach to machine 
learning model implementation is used in about half of the proposed methods, and 
about one-fourth have applied their models in a real-world setting.

The results of this review show that the machine learning techniques usage to 
assess the future of risk is a new approach to study and has an increasing trend 
in academic publications. Classic risk assessment is supported by machine learn-
ing methods and data-driven preparation as inputs. In the future, the operational 
domains in the industry will need to assess risk in a real-time manner with machine 
learning methods adoption. The Safety regulatory bodies can use machine learning in 
risk assessment to validate procedures [5]. Data mining and its key enabler, machine 
learning, and techniques are the main and usable tools for predicting because these 
algorithms effectively identify and capture complex patterns and relationships. 
However, they can account for variable-related assumptions and other limitations, 
such as a lack of ability to explain things and transparency. Some factors can be pres-
ent in the data such as environmental factors, human performance, and instrument.

To predict risk categories by using safety and quality data, machine learning 
algorithms were implemented to classify records in the data set. The prediction of risk 
categories is determined by using multiple models to be implemented and tested.

To start, features were selected for inclusion in the model. Once features were 
selected, data was restructured into a valid template for each model’s feature. Each 
model applied by machine learning shall be trained, and tested, and has its own 
strengths and weaknesses. Overall, when selecting a suitable model, it is the main 
issue to propound the strengths and weaknesses of each method and arrangement to 
ensure poorly fit or heavily biased models are not used.

In conclusion, all the models that were trained demonstrate some degree of reli-
ability in accurately predicting risk [12].
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4.  Conclusions

The main contribution of this chapter is considering all the characteristics that 
impact operational performance in a systematic evaluation of safety risk assessment 
processes while using the machine learning multiclass classification models to predict 
several levels of classes related to predicting the safety risk assessment over time.

The results of this chapter study also suggest that the application of the machine 
learning models such as deep learning model and multiclass classification models to 
safety and quality data not only offers improved data classification but also provides 
a framework for better safety and quality management systems implementation. 
Operational companies can employ this model to predict safety risk performance 
before the operation in order to prevent or decrease any risks of hazards.

© 2024 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Chapter 4

Incorporating Risk into
Optimization Models
Siddhartha Sampath

Abstract

In modern industry, risk is often understood, communicated, and actioned upon
through decision support tools. These tools often incorporate machine learning, sta-
tistical and optimization models. These models, especially optimization models, are
often point estimate based and must be artfully massaged to incorporate uncertainty
to build robust—risk adjusted models that provide a good basis for optimal, long term,
goal-based decision making. Probability estimation, simulation and chance
constrained optimization are three well known techniques that when used alone or in
combination can increase the power of optimization models by considering the
underlying risk of the process being optimized when recommending alternatives to
decision makers.

Keywords: optimization, risk, chance-constrained, simulation, probability

1. Introduction

People comprehend reality in two primary fashions—an intuitive one and an ana-
lytical one [1]. As such these two approaches lend themselves to how we interpret risk
in general and how we interpret it in a business context. In an intuitive sense, we tend
to associate risk with the fear of experiencing a negative outcome. In a logical sense,
we associate risk with negative outcomes and additionally, a probability of that nega-
tive outcome occurring. Although the analytical definition of risk is commonly agreed
upon, risk is often highly dependent on the specific industry it is referenced in [2].
Furthermore, the perceived “negativity” of an outcome can be subjective, individual
decision makers have their own utility functions on how they perceive gains (or
losses) [3]. One way to interpret this is through the following thought exercise evalu-
ating the utility of a $1 gain in two different situations. Suppose you have $10. An
additional dollar is a 10% gain in your total holdings. Now suppose you have $100.
Would $1 now have the same meaning to you? Probably not. As a motivating factor, $1
may be less attractive in the second situation than the first. Furthermore, the motiva-
tion provided by the potential to gain or lose $1 may differ between individuals as well.

The second complexity arises from how humans perceive probability—and the
aversion to ambiguity as evidenced by the Allais and Elsberg paradoxes [4]. These
essentially capture behaviors typically exhibited by decision makers in business where
uncertainty is actively avoided despite the potential for larger utility payoffs [5].
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Thus, when we talk about “risk” in a business context, the question arises are we
talking about the inherent variance associated with the outcomes of a business prop-
osition? Or are we talking about how two different decision makers would arrive at a
decision when faced with the same proposition (how they perceive and handle risk)?

It is thus important to properly define risk before proceeding with the rest of this
chapter. In order to do this, we borrow the classic definition of a monetary gamble as a
set of outcomes x1, x2, … , xnf g and a probability distribution p1, p2, … , pn

� �
over

x1, x2, … , xnf g where pi denotes the probability of obtaining xi and
P

pi ¼ 1. The
“risk” here is that some of the outcomes in X are undesirable and may occur with a
non-zero probability. How decision makers incorporate this information and arrive at
a decision, whether using the classic expected-utility framework based on rational
choices, prescriptive methods like the analytical hierarchy process or descriptive
methods such as prospect theory is beyond the scope of this chapter.

This chapter will instead focus on how to deal with uncertainty in business and
three main approaches, probability assessment, simulation, and lastly chance
constrained optimization under the assumption that the results of these techniques
will be presented to a decision maker via a decision support tool. The decision maker
will then use their preferred decision-making strategy to arrive at a decision.

2. Simulation and optimization

Like “risk” the terms “simulation” and “optimization” themselves have many
different meanings based on the specific context that they are used in. In general, we
will use simulation here to denote a Monte Carlo simulation where many realizations
of the random variable as denoted by the monetary gambles we defined earlier are
achieved. A thousand sample simulation of a risky gamble X is thus the set of
outcomes x1, x2, … , xnf g sampled thousand times according to their associated
probability of being realized.

Similarly, we define the term optimization in this chapter will denote a constrained
optimization problem with constraints, and an objective that must be maximized.
A constrained optimization problem can generally be expressed as follows.

Maxc xð Þ (1)

subject to : aj xð Þ≤ bj for j ¼ 1, … ,m

One of the simplest examples of a constrained optimization problem is probably
the knapsack problem. It can be stated as such.

“A hiker about to embark on a long trek has a knapsack whose weight capacity is
W kgs. He has in front of him the option to pick a set of items 1, … , n. Each of these
items has a weight wi and value vi associated with it. How can the hiker maximize the
value of the items he carries on the trek, without exceeding the weight limit W of the
knapsack?”

This can be translated into a binary integer program as follows.
Let 1, … , n be N possible items the hiker can choose from.
Let W be the weight limit of the knapsack.
Let wi be the weight associated with each item and vi be the value of each item.
We define a decision variable xi which is a binary variable indicating whether the

hiker chooses item i or not. In other words, xi ¼ 1 indicates item i was chosen to be
included in the knapsack. xi ¼ 0 indicates that the item was excluded.
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Solving

M1 : Max
XN

i
vixi (2)

subject to :
XN

i
wixi ≤W (3)

xi ∈ 0, 1f g (4)

Provides us the optimal set of items that the hiker can choose for a knapsack of
weight limit W. We call this the solution vector or solution. The objective termPN

i vixi is maximized and the is the sum of the value of each selected item. The
constraint

PN
i wixi ≤W ensures that the sum of the weights of the items in the

knapsack does not exceed some limit W.
The knapsack problem is a common problem found in many fields including logistics,

transportation, warehousing, finance and so on. It can also have many different versions
depending on the business context, including having multiple objectives and quadratic
constraints. In general, for simpler versions of the problem, many algorithms and solvers
exist that can solve large instances (� 1 million decision variables) in a reasonable amount
of time. The knapsack problem is considered an NP-hard problem, although it scales
much better than other NP-hard problems. Many heuristics exist for solving large
instances of the knapsack problem to near optimality in polynomial time [6–8].

The model described by M1 is a deterministic model. We use point estimates of the
value and the cost to specify the model. What if these estimates were fuzzy instead?
What if the weight and value of the items to choose from were random variables that
could take on several different values? Based on our previous discussions, we are
including a risk into any solution the decision maker specifies. But sometimes, it is not
enough to consider the risk of the model coefficients, since we need to evaluate how
the model will perform in different scenarios.

To illustrate this, let us modify M1 further with additional complexity. Consider an
inventory problem where a manager must decide the quantity of a particular item he
must manufacture based on a forecasted demand and a budget. The demand in this
sense can be viewed as a random variable. There is a set of possible values that it can
assume, with associated probabilities and we assume that any combination of these
items will fulfill this overall demand number. If the forecasted demand is higher than
the actual demand, the manager will incur an inventory and salvage cost for the
unsold items. If the forecasted demand is lower than the actual demand, there is an
opportunity cost that the manager will incur. How should the manager approach the
problem? This problem can be further complicated by the fact that the value proposi-
tion of the item, i.e. the different costs and benefits from manufacturing the item are
random variables themselves. The discerning reader will appreciate that even for a
single item, this becomes a complicated problem to solve.

Assuming the above problem can be modeled as a knapsack problem, there are two
methods adopted in general in industry. One is to simulate the random variable
associated with the overall demand, sample different scenarios (percentiles such as
25th, 50th, 90th for example) and then solve the knapsack problem with a different
demand. For each solution of the optimization exercise, we can run a simulation again
on the output to analyze how each solution would fare for different demand scenarios
(keeping in mind that the solution was only optimized for a particular demand sce-
nario). The results of this simulation on the solutions can be compared using appro-
priate metrics (avg objective value for example) and one of the solutions is chosen.
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This is typically referred to as “what-if” scenario analysis [9, 10]. The deterministic
version of this problem can be modeled very simply by slightly modifying M1.

M2 : Max
XN
i

vixi (5)

subject to :
XN
i

xi ¼ F (6)

XN
i

cixi ≤B (7)

xi ∈ 0, … , 10f g (8)

Here, F is the forecasted demand and the constraint
PN

i xi ¼ F specifies the total
quantity of each item adding up to F. However, this F is not the actual demand, which
we will denote using D. If F < D, then we assume an opportunity cost of P propor-
tional to the deficit D� F. If F>D, we assume that there is an inventory cost of E. But
note that we need to solve M2 first and then evaluate it for different values of D. Two
additional terms �P ∗ max D� F, 0ð Þ � E ∗ max F� D,0ð Þ can be added to evaluate
the true objective.

PN
i cixi ≤B is the constraint that ensures that the cost to manufac-

ture all the items does not exceed the budget B. In this problem, each item can be
manufactured multiple times and therefore the decision variable xi can take on any
integer value between 1 and 10.

M2 also still assumes point values for vi and ci. Solving the model M2 without the
�P ∗ max D� F, 0ð Þ � E ∗ max F�D,0ð Þ terms for different values of F (sampled
from the distribution for D) will provide different answers. We would then have to
evaluate each of these solutions for different values of D sampled from the distribu-
tion for D. Ultimately, a decision maker would have to compare the different solutions
and choose one. However, none of these solutions would individually be guaranteed to
be the “best” solution to satisfy the decision maker’s risk appetite. In order to keep it
simple, we assume that we would use the mean value of the cost and value associated
with each item. Figure 1 below illustrates this.

For an example of the above problem which is a useful illustration of commonly
encountered problems in dealing with risk in industry [11–13], let us define a simple
problem instance. Let us assume five products a company is looking to sell. The values
associated with these items are normally distributed N μ, σð Þ with with the mean and
standard deviation as detailed in the table below. Note that the value can assume
negative values signifying that the manufacturer assumed a loss on those items.

Figure 1.
Solving the knapsack problem with inventory constraints for different forecasted demand values and presenting
them to decision makers to choose between them.
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We model the costs associated with the manufacture of each item as a truncated
normal variable so that we do not incur negative costs as NTRUNC μ, σð Þ with the
parameters specified in the table below and in Figure 2 and Table 1.

Let us say that, the demand D is a random variable with distribution {5, 10, 15, 20, 25}
and the opportunity cost P is distributed {2, 3, 4, 5}, the same as E, with budget of 40.

Assume J samples from D such that D1, … ,Dj and F1, … ,Fj are different values of
D and F in each simulation that describes the actual demand and the forecasted
demand target to hit. Assume also each simulation has an associated vij, associated
with it, which is the value of the item i in that simulation.

We are now finally at a point where we can play “what-if” scenarios. We could
solve the problem for the five values of F, assuming the mean values of Vi,P and E,
obtaining five different solutions, then running a secondary simulation on each of
these five results for various realized values of D, comparing the five solutions using
the average objective value from the simulations, essentially an “evaluation” phase of
the generated results. But note the assumptions we are making when solving the
problem. Firstly, we are assuming the mean value of vi in each optimization. We could

Figure 2.
The probability distributions of the cost(weight) and value of the five items specified in the problem instance
depicted using boxplots.

Item Mean cost Std cost Mean value Std value

A 1 1 1 1

B 1.5 2 2 1.5

C 3 2 3 2

D 4 4 4 2.5

E 5 3 5 3

Table 1.
The mean and standard deviation of the various knapsack items. The costs are modeled using a truncated normal
distribution and the benefits are modeled using a standard normal distribution.
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simulate the values of vi in the evaluation phase, but we are not inherently considering
the riskiness of the item’s value in any of the five solutions. Furthermore, we are
forced to ignore the P ∗ max D� F, 0ð Þ and the E ∗ max F �D, 0ð Þ terms when solving
the model since these can only fully be computed during the evaluation phase.

The other method is less common, but one that is gaining traction in industry and
that is to run a chance-constrained optimization on the knapsack problem [14–16]. In
a chance-constrained optimization model, the simulation is run and is incorporated
into the model itself. The chance constrained optimization model then replaces the
single constraint in the deterministic case with J different constraints, one for each
simulation. We can now pose different conditions on the model to find solutions that
satisfy requirements to increase the robustness of the solution to risk in an objective
manner, for example solving a chance constrained model can provide a single solution
that satisfies conditions like “do not exceed the demand D more than 10% of the time
and maximize the mean value of the objective across all simulations” or “do not
exceed D more than 50% of the time, but when you do, do not exceed by more than
10% of D and maximize the mean value across all simulations.” This in general seems
a more robust approach and is easier to communicate to decision makers since it is a
single solution that can satisfy a given risk appetite rather than multiple solutions
yielded by the first method that a decision maker must choose between. Moreover, it
incorporates all aspects of variability of the problem. For example, if there were
additional cost attributes associated with the manufacturing of each item that were
random variables, this could very simply be added to our chance constrained formu-
lation. Figure 3 illustrates the general solution procedure describing this process.

For the case where we want 80% probability of the solution does not exceed the
budget and maximize the mean value of the solution, we can set up the chance
constrained formulation the following way:

M3 : Max
XN
i

XJ

j

vijxi
J

� P ∗
XJ

j

yj
J
� E ∗

XJ

j

zj
J

(9)

subject to :
XN
i

xi ¼ r (10)

XN
i

cijxi � Bbj ≤B∀j∈ 1, … , Jf g (11)

XJ

j

bj ≤0:2 ∗ J (12)

Figure 3.
Solving the knapsack problem with inventory constraints incorporating the risk in value and cost using a chance
constrained model. The model produces a single solution.
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yj ≥Dj � r�Dmaxuj∀j∈ 1, … , Jf g (13)

yj ≤Dmax 1� uj
� �

∀j∈ 1, … , Jf g (14)

zj ≥ r�Dj �Dmax 1� uj
� �

∀j∈ 1, … , Jf g (15)

zj ≤Dmaxuj∀j∈ 1, … , Jf g (16)

xi ∈ 0, … , 10f g (17)

r∈ 0, … , 50f g (18)

bj ∈ 0, 1f g (19)

yj ∈ 0, … , Dmaxf g (20)

zj ∈ 0, … , Dmaxf g (21)

uj ∈ 0, 1Þf g (22)

This model can be explained as follows. To set up M3, we first assume that we have
run J simulations where each simulation run specifies a sample value for vi, ci and D.

The
PN

i
PJ

j
vijxi
J term in the objective is the mean value over all simulations. The r

variable is how many units we decide to manufacture in total (specified in constraint
(10)). Note that we do not need a forecasted demand tomanufacture to. Then yjand zj are
the excess and underage numbers that are equal to Dj � r and 0 respectively if Dj > r and
0 and r�Dj if r>Dj. Constraints (13)-(16) specify the values of yjand zj ensuring only
one of them can be non-zero for any simulation j using binary indicator variable uj.
Constraints (11) and (12) ensures that the budget B can only be exceeded for 20% of the
simulations.

Notice the differences between Model M2 and Model M3. In M2, no variability in
the costs or value of the items were incorporated. The number of units produced was
equal to the forecasted demand. Model M2, would tend to prefer “efficient” items—or
items that have a higher value for the mean value of their benefit divided by their cost.
M3 however, considers the distribution of cost and benefit values. It also does not
assume how many units to produce. This is in fact treated as a decision variable and is
an output derived from solving the model.

Solving M2 for a forecasted demand of 10 and a budget of 40 would produce a
result that specifies manufacturing three units of item 2 and seven units of item 5. For
a forecasted demand of 20, the model recommends 17 units of item 2, 1 unit of item of
Item 4 and 2 units of item 5. Which of these is the better solution? The decision maker
must evaluate these for different values of the demand and calculate the objective
value. If we use the mean values of P and E specified above, the objective value of the
two solutions is 16 and 23 respectively. In this case we would pick the second solution
where we manufactured 20 units, but what if we were willing to violate our budget
20% of the time? Model M2 does not allow us a framework to easily answer such
questions. This is a common case in business where budgets are malleable, and a case
can be made for additional funds to manufacture if needed.

In contrast, solving the chance constrained problem gives us a more diversified
solution for the problem instance specified of 5 units for item 1, 4 units of item 2,
4 units of item3 and 2 units of item 4 with 20% of the cases violating the budget. The
objective value with 100 simulations is approximately 10. Notice how this is signifi-
cantly lower than either of the two scenarios we modeled using expected values which
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did not consider the possibility that the combination could exceed the budget and
further, ended up overestimating the average objective value. The mean we used in
the original problem was replaced by sampling the truncated normal distribution and
led to a very different strategy.

Chance constraints are preferred to more complex stochastic formulations of the
knapsack problem as they incorporate the results of simulation and do not require a
closed form formulation which is difficult with complex distributions like the one
used in the problem instance above that involved a truncated normal distribution for
the costs of the items [17].

3. Probability assessment

In the discussion above, we assumed that the probability distribution of various
random variables describing costs and benefits was known. In the business world,
probability assessment plays a crucial role in many different areas by directing
resource allocation, risk management techniques, and decision-making procedures.
Probability assessment is used in a wide range of industries, including manufacturing,
insurance, healthcare, and finance, to measure uncertainty and make decisions. Prob-
abilistic models are used in finance, for example, to predict market trends, evaluate
investment risks, and maximize portfolio diversification. Similarly, probabilities are
used in medicine to help diagnose conditions, forecast how treatments will work, and
assess the efficacy of various medical procedures. Probability assessment is also used
in manufacturing and other industries to predict equipment failures, enhance pro-
duction processes, and reduce downtime. Industry professionals, regardless of the
domain, frequently use statistical modeling, expert judgment, and historical data
analysis to effectively assess probability. By using an interdisciplinary approach,
enterprises may reduce risks, take advantage of opportunities, and predict possible
outcomes, which improves overall operational efficiency and competitiveness.

Probability estimation is not a trivial exercise. In many cases, where there is no
data available, businesses default to expert opinion to estimate probabilities [18–21].
In fact, the act of estimating accurate probabilities is so important, some companies
even hire chief probability officers to measure the inherent riskiness of various activ-
ities in the company. As noted by Savage et al., “planning for an uncertain future, calls
for a shift in information management–from single numbers to probability distribu-
tions–in order to correct the” flaw of averages. “This, in turn, gives rise to the prospect
of a Chief Probability Officer to manage the distributions that underlie risk, real
portfolios, real options and many other activities in the global economy” [22].

The assumptions behind various probability estimates must be regularly revisited
and corrected using statistical analysis based on historical data to ensure optimal
decision making.

4. Conclusion

Incorporating risk into optimization models is essential for modern industry
decision-making, where uncertainties are prevalent and can significantly impact out-
comes. Various techniques for integrating risk considerations into optimization
models, including probability estimation, simulation, and chance-constrained optimi-
zation can help decision makers make choices that are robust to risk. Probability
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assessment plays a crucial role in quantifying uncertainties across industries, guiding
resource allocation, risk management strategies, and decision-making processes.
While empirical data, expert judgment, and statistical analysis are commonly
employed for probability estimation, the inherent complexity of uncertainty requires
continuous refinement and validation of assumptions to ensure accuracy.

Understanding risk involves both intuitive and analytical perspectives, considering
subjective perceptions and objective probabilities of outcomes. Decision-makers
interpret risk differently, influenced by individual utility functions and attitudes
toward uncertainty. Therefore, defining risk within a business context necessitates
careful consideration of industry-specific factors and decision-maker preferences.

Simulation and optimization techniques offer powerful tools for addressing uncer-
tainty in decision-making. Simulation, particularly Monte Carlo simulation, generates
multiple realizations of uncertain variables, providing insights into potential outcomes
and associated risks. Optimization, on the other hand, identifies optimal decisions
under uncertainty, leveraging constraints and objectives to achieve desired outcomes.

Traditional what-if scenarios tend to fall short of providing robust and risk-proof
solutions since they present choices that decision makers must still choose between
and may not be equipped to do so. This can happen because the solutions analyzed
may not truly represent the risk involved since they make assumptions like using
point estimates or because the choices must be evaluated using other metrics that
decision makers must consider. Often, decision makers may still end up making a
subjective decision between the various choices.

Chance constraints provide a more objective method to consider risk by incorpo-
rating uncertainty into the model itself. They allow for intuitive questions to be posed
and modeled easily and provide a single solution that satisfies various conditions that a
decision maker may want from an ideal risk-proof solution. By formulating optimiza-
tion problems with probabilistic constraints, decision-makers can ensure that solu-
tions meet predefined risk thresholds while maximizing expected outcomes. Chance-
constrained optimization offers a unified framework for handling uncertainty, inte-
grating simulation results directly into the optimization process. As illustrated using a
knapsack problem, which is a very common problem encountered in industry, con-
sidering the distributional characteristics of uncertain parameters, and evaluating
solutions across multiple simulations, decision-makers can make informed choices
that balance risk and reward effectively. By leveraging probability estimation, simu-
lation, and chance-constrained optimization techniques, industries can mitigate risks,
exploit opportunities, and enhance operational efficiency, ultimately achieving their
strategic objectives in a competitive landscape.
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Chapter 5

Radon Release Features of Different
Uranium Mines and the Relative
Public Effective Doses
Lechang Xu, Hui Zhang, Yalan Wang, Jie Niu
and Xiangnan Dai

Abstract

This chapter attempts to introduce the development of a radon sampling device for
the investigation of the return air shaft of mines. Also, different radon measurement
methods were compared, which were based on the investigation of the radon release
and diffusion pattern in the return air shaft, alkaline (CO2 + O2) in situ leaching
uranium and sulfuric acid in situ leaching uranium, as well as analysis on continuous
distribution characteristics of environmental radon activity concentration. Addition-
ally, comparative studies on the normalized radon release of various mining processes
and aerosol radionuclide distribution of various uranium mining facilities were
implemented. Finally, the radiation dose prediction evaluation and cumulative radia-
tion dose evaluation based on effluent monitoring and environmental monitoring,
respectively, together with normalized public dose evaluation are also presented.

Keywords: radon, uranium mines, return air shaft, in situ leaching, public radiation
dose, normalized radiation dose, distribution characteristics

1. Introduction

Radon is known as a natural carcinogen. The release of radon during uranium
mining has always been considered as a potential radioactive health hazard, and it is
one of the most concerned radionuclides in uranium mining, which needs to be
monitored and controlled.

El-Fawal established a joint solution model of radon, radon daughter, air volume,
and wind pressure in mine ventilation network, and realized the prediction of radon
activity concentration and radon daughter concentration in mine tunnel and working
surface [1]. Sahu et al. reviewed various sources of radon in underground uranium
mines (such as orebodies, filling tailings, crushed ore, and mine water) and factors
affecting the radon release process on the basis of investigation on the effects of
internal factors such as ore grade, 226Ra content, water content, material porosity, and
surface area, and external factors such as atmospheric pressure, temperature and
ventilation on radon activity concentration in uranium mines [2]. Long Huijia et al.
carried out studies on the distribution of radon activity concentration and wind speed
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at the outlet of a uraniummine ventilation shaft by adopting the single-point sampling
method combined with the interpolation and integration program [3]. Mudd
implemented research on the radon release from uranium mining and milling in
Australia in depth, and the cumulative radon release was analyzed and compared with
the UNSCEAR method [4].

Most studies on the migration and diffusion of radionuclides in the atmosphere
focus on the impact of leakage of nuclear power plants or nuclear installations on the
environment and human beings and the evaluation of the consequences of nuclear
accidents. The study on the impact of radionuclides in the exhaust gas of uranium mine
on human beings and the environment is mainly based on field measurement, combin-
ing with numerical simulation. Xie Dong et al. conducted a numerical simulation study
on the relationship between radon activity concentration and diffusion distance in the
exhaust gas of uraniummine [5]. WangWenxian et al. conducted MATLAB simulation
of atmospheric stability and wind speed on radon diffusion from exhaust releases of
underground uranium mines [6]. Ye Yongjun et al. numerically simulated the distribu-
tion of surface radon activity concentration within 1 km around the return air shaft of
uranium mines by the Gaussian plume model and analyzed the effects of initial radon
activity concentration and air volume from the wellhead of return air shaft [7].

Li Xiaojun investigated and monitored the radon activity concentration and radon
release rate into the ambient air of the in situ leaching mine, and grasped the charac-
teristics of radon release with an in situ leaching uranium mine in Xinjiang. UAIR-
FINE software was used to simulate the distribution of radon activity concentration,
individual dose, and collective dose in each sub-region within 20 km around the
leaching pool and evaporation pond [8]. In terms of the current problem of lack of
measurement methods for radon release from recovery wells of in situ leaching field,
Zhang Hui et al. calculated the characteristics of radon activity concentration release
by using a theoretical model and verified it with field measured data, and found the
normalized radon release of in situ leaching was only about a quarter of that of
underground mining [9].

In China, uranium mining and milling industry was founded in 1958. Since the
establishment of China’s uranium mining and milling industry, China has established
underground mines, open-pit mines, and in situ leaching mines, and developed natu-
ral uranium extraction processes such as stirred leaching, pile leaching, in situ blasting
leaching, and in situ leaching, among which the in situ leaching process includes
sulfuric acid leaching and CO2 + O2 alkaline leaching, which is the only country in the
world that covers various types of uranium mining and milling processes. China’s
uranium mining and milling facilities have gone through three stages of development:
operation, shutdown, and long-term stewardship of post decommissioning. In the
process of production and operation of these uranium mining and milling facilities, to
different extent the surrounding environment has been affected. In 1986, the first
radiation environmental quality assessment of China’s nuclear industry over the past
30 years was organized. Due to the absence of shutdown and decommissioning of
uranium mines, a comprehensive investigation and evaluation of the current radiation
environment of uranium mines and milling plants in operation was only carried out.
The evaluation results show that the collective dose resulting from uranium mining
and milling to the public accounts for 91.5% of the entire nuclear fuel cycle system,
and gaseous pathway dose in uranium mining and milling facilities accounts for 76%
of total dose of gas and liquid pathway, in which 222Rn and short-lived daughters
account for 92% of the gaseous pathway [10]. It can be inferred that 222Rn is the main
cause for radiation environmental impact.
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Since 1990s, uranium mines have experienced shutdown, decommissioning and
newly built in China. In order to compare the radiation environmental effects of
uranium mining and milling facilities with different uranium mining/milling
processes and different stages including in operation and shut-down stages, a
comprehensive and systematic investigation and evaluation were carried out.

2. Research content and methods

Underground mine return air shaft is the largest radon release source. The con-
centration is usually tens to hundreds of thousands Becquerel per cubic meter. The
return air shaft wind speed is usually more than 10 m/s, humidity up to 98%, and
temperature over 40°C. Therefore, the conventional radon monitoring device is not
workable in the underground mine environment, and its release characteristics and its
migration and diffusion characteristics in this environment have not yet been studied.
For in situ leaching, there is no liquid pathway of public exposure by adoption of
evaporation pool, and radon migration is the main public exposure pathway. Radon
mainly comes from in situ leaching solution. A large amount of radon will be released
during the changes of pressure, temperature, and disturbance. However, for the
systematic studies of radon release and diffusion, key facility source terms have not
been carried out. Due to the rapid change of environmental radon activity concentra-
tion with spatial and temporal variation, the research on the migration and diffusion
of radon in return air shafts and in situ leaching uranium mining facilities need to
carry out large-scale simultaneous distribution monitoring. Therefore, the monitoring
technology of radon migration and diffusion of return air shaft is the primary prob-
lem. The challenges are to study and reveal the characteristics of release, migration,
and diffusion of gas-borne pollutants.

In addition, the distribution of main radionuclides in aerosols is not clear according
to previous studies. The relative distribution of the radionuclides 238U, 226Ra, 210Pb,
and 210Po in aerosols is of common concern and needs to be revealed.

2.1 Radon monitoring method

On the basis of the available measurement technology for radon, the short-time,
long-time, and continuous radon measurement technologies were combined by the
authors. With help of a multi-directional simultaneous monitoring, the spatial and
temporal distribution of radon and its daughter nuclides could be studied around
uranium mines. Monitoring technology of radon release and migration of non in situ
leaching uranium mines is represented by the maximum source term of return air
shaft of underground uranium mine, and refers to the distribution characteristics of
non-point source boundary of waste rock heap and tailings pond. The radon diffusion
and migration characteristics in an in situ leaching uranium mine is revealed by the
measurement of the radon in the liquid transport pipe, the uranium-rich lixiviate pool,
the milling plant, the evaporation pool, and the surrounding environment.

The main pollutants in uranium mines are radon and aerosols, mainly 238U, 226Ra,
222Rn, 210Pb, 210Po, etc., including return air shaft, uranium-rich lixiviate pool, and
nonpoint sources such as tailings pond and waste rock debris. Radon activity concen-
tration monitoring is affected by a variety of factors, including measurement methods
and devices, measurement point and time period, facilities and surrounding environ-
mental conditions, etc.
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Cumulative radon measurement refers to the way in which the radon activity con-
centration is characterized by cumulative mean radioactivity response over a period of
time. The cumulative measurements include long-time and short-time radon measure-
ments, represented by solid track etching and electret methods, respectively. The short-
time measurement method refers to a cumulative detection time of more than 4 hours
but no more than a half-life of radon. It monitors the fluctuations of the radon activity
concentration. On the other side, long-time monitoring shows the integral activity over
the whole measuring period. Short-time and long-time cumulative radon measuring
techniques are complemented by a continuous instantaneous radon monitoring. The
radon monitoring in this study applied these radon monitoring methods.

Passive radon measurement is mainly adopted in the selection of method to
reduce the environmental disturbance caused by the sampling process, in which
environmental disturbance could lead to the wrong judgment of radon activity
concentration levels at different points. The electret radon measurement method
was used as the short-time cumulative radon measurement method, and the solid-
track radon detection method was used as the long-time cumulative radon mea-
surement method.

Table 1 shows the radon monitoring methods of different facilities according to
investigation and comparison with the characteristics of various types of facilities.

2.2 Monitoring technology of radon release, migration, and diffusion in the
return air shaft

2.2.1 Monitoring technology and device of radon release in the return air shaft

The monitoring technology of the characteristics of radon release and surrounding
migration and diffusion distribution of underground uranium mining mainly applies
to the return air shaft facilities. The return air shaft radon measuring device was
developed considering the flow field and flow velocity characteristics of the return air
shaft facilities. The cumulative radon activity concentration distribution was moni-
tored simultaneously at different flow field locations in the return air shaft. In the
return air shaft around a 1000-m range, we used the short-time and long-time cumu-
lative radon monitoring to investigate the radon migration and diffusion distribution
characteristics at the same time.

At the stable site of the 3.6-m diameter return air shaft, the parameters of wind
speed, wind pressure, humidity, and stability are measured at the radial 0.11, 0.34,
0.62, 1.02, 1.75, 2.49, 2.88, 3.16, 3.40 m to determine the characteristics of radon
discharge field of the return air shaft. Computational formula:

I ¼ 0:16� Reð Þ � 0:125 (1)

Re ¼ vdρ=η (2)

where is: I: turbulence strength; Re: Reynolds number; v: average velocity; d:
hydraulic diameter; ρ: medium density; η: medium dynamic viscosity coefficient.
Turbulent intensities of less than 1% were classified as “low turbulent intensity.”
Turbulent intensities higher than 10% were considered as “high turbulent intensities.”

Radon activity concentration detectors were placed at different depths and at
different points in the radial direction to monitor the radon activity concentration in
the return air shaft and at the exhaust outlet. At the same time, the radon activity
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concentration of the flow field in the return shaft, near the exit and the outlet, is
monitored. Radon monitoring device were handled with a bracket structure and
lifting system (see Figures 1 and 2).

A bracket system supports the monitoring devices and equipment. A lifting system
is used to ensure the effective operation of the bracket system. The designed working
positions are 0,�0.5, and� 1 m, measured from the shaft head. Two mutually vertical
trusses fix the detectors on the upper two layers. Two monitoring trusses are set on
the cross �1 m layer, and an aerosol sampler bracket is placed in the center to collect
aerosol samples. The monitoring truss is arranged at the shafthead depth of 0, �0.5,
and �1 m. Nine monitoring points are arranged on the truss with distance from the
center of 9, 20, 40, 60, 80, and 100%. About 19 simultaneous monitoring data points
are arranged in the same batch. The monitoring devices includes solid track detectors
and electret detectors. Field operation is shown in Figure 3.

Monitoring object Monitoring method Monitoring device Monitoring
characteristics

Return air shaft Electrets method The E-perm electret Short-time cumulative
measurement

Solid-track etching
method

KF606B radon and γ
personal dosimeters

Long-time cumulative
measurements

Lixiviate preparation pool
vent of in situ leaching

Solid-track etching
method

KF606B radon and γ
personal dosimeters

Long-time cumulative
measurements

Electrets method The E-perm electret Short-time cumulative
measurement

Electrostatic collection
method

RAD7,PQ2000,
SARAD1688

Instantaneous radon
measurements

Milling plant (except
lixiviate preparation pool)
vent of in situ leaching

Solid-track etching
method

KF606B radon and γ
personal dosimeters

Long-time cumulative
measurements

Uranium-rich lixiviate The flicker chamber
method

FD 125, Radon
thorium analyzer

Instantaneous radon
measurements

Electrostatic collection
method

RAD7,PQ2000,
SARAD1688

Instantaneous radon
measurements

Environmental radon Electrets method The E-perm electret Short-time cumulative
measurement

Solid-track etching
method

KF606B radon and γ
personal dosimeters

Long-time cumulative
measurements

Electrostatic collection
method

RAD7,PQ2000,
SARAD1688

Instantaneous radon
measurement,
continuous radon
measurement

Water surface radon flux Solid-track etching
method

KF606B radon and γ
personal dosimeters

Long-time cumulative
measurements

Ground radon flux Electrostatic collection
method

RAD7,PQ2000,
SARAD1688

Instantaneous radon
measurement,
continuous radon
measurement

Table 1.
Methods and device for radon monitoring.
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The distribution of the radon activity concentration and flow field in the shaft is
found out by measuring the radon activity concentration and wind speed in the
shafthead at many points. A multi-point-interpolation-integral estimation method for

Figure 1.
Radon measuring device sketch in return air shaft.

Figure 2.
Schematic diagram of device operation.

Figure 3.
Arrangement of cumulative radon detector.
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investigation of the radon release in the return air shaft is established. The radon
release concentration is calculated by integrating the change of the flow field and
concentration of each monitoring point. Each radon activity concentration monitoring
point controls the radon activity concentration flux of certain fan or in the field of fan
column range, and calculates the radon activity concentration flow in the return air
shaft. The following formulas are given:

P ¼
Xn
i¼1

viCiSi (3)

vi ¼ 1
xiþ1 � xi

ðiþ1

i
vdx (4)

Ci ¼ 1
xiþ1 � xi

ðiþ1

i
Cdx (5)

Si ¼
π r2i � r2i�1

� �
2

(6)

where Vi is the mean wind speed in the control range of the concentration moni-
toring point i (m/s). Ci is the radon activity concentration at the control point i (Bq/
m3). Si is the interface control area for the control point i (m

2). P is the release rate
(Bq/s). According to the release rate and the release time t (s), it can be calculated as
annual release Q (Bq/a).

Q ¼ P � t (7)

Comprehensive formula (3) � formula (7), available as follows:

Q ¼
Xn
i¼1

1
xiþ1 � xi

ðiþ1

i
vdx � 1

xiþ1 � xi

ðiþ1

i
Cdx �

π r2i � r2i�1

� �
2

� t (8)

2.2.2 Monitoring technology of the distribution characteristics of radon migration and
diffusion around the return air shaft

The study on the distribution of radon around the return air shaft mainly adopts
the combination of long-time and short-time cumulative radon monitoring,
supplemented by the continuous monitoring of instantaneous radon-monitoring. The
short-time radon measuring points are placed in 16 directions around the return air
shaft. The main measuring points of long-time cumulative radon are placed at the
dominant wind direction ENE and downwind direction WSW, the minimum wind
frequency direction SE and downwind direction NW, and the six directions, in dis-
tances of 30, 50, 100, 200, 300, 500, 800, and 1000 m. About 10% parallel sample
points were set to verify the quality of the monitoring data. Short-time radon moni-
toring period was between 8 and 48 h: The long-time radon monitoring was set to
90 days per batch (1 quarter/time, totaling 4 times). Instantaneous radon continuous
monitoring was set for 72 hours. Both the operation and the shutdown phase were
monitored. Temperature, the relative humidity, air pressure, wind direction, and
wind speed were recorded during the monitoring process.
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2.3 Monitoring technology of radon release, migration, and diffusion of in situ
leaching uranium

The monitoring of the release, migration, and diffusion of radon at the in situ
leaching uranium site includes the monitoring of the uranium-rich lixiviate pool, the
uraniummilling plant, the liquid transport pipe, the drilling, the evaporation pool, etc.

2.3.1 Sampling and monitoring of radon in liquid transport pipes

In the process of in situ leaching, the uranium-rich lixiviate of the ore-bearing layer
is extracted to the surface from dozens of meters to several meters underground. More
radon is dissolved under the underground pressure. As the groundwater is pumped to
the surface, the pressure decreases, and a large amount of radon is released. It is also
lost when the water flows during the passage through the transport pipe. In addition
to its migration with water and airflow, radon can also be transferred in two phases.

Radon gas in liquid transport pipes is released into the air after contact with the
atmosphere after entering the uranium-rich lixiviate pool. Radon gas that is not
released in the pool will continue to flow into the plant and return to the underground.
This process is a dynamic process, and such high concentrations cannot easily be
monitored. Therefore, two invention patents, namely, the free gas radon-collecting
device and the free gas radon-monitoring device, were adopted (see Figures 4 and 5).
Radon-containing gas in the extraction bottle was introduced into the scintillation
chamber and radon activity concentration was measured and calculated.

2.3.2 Calculation of radon activity concentrations in the recovery well

In this study, a one-dimensional vertical radon diffusion model was used to theo-
retically simulate the radon diffusion concentration. The process of radon migration
and diffusion in the recovery well depends on the radon-containing extraction solu-
tion in the gas-phase interface, and the radon migration and diffusion into the upper
air, connecting with the air through the gap of the top hole of the recovery well. The
vertical constant temperature diffusion experiment of radon is designed to determine
the effective diffusion coefficient of radon release in the recovery well environment
and estimate the radon activity concentration at the recovery well outlet at different
depths and different water radon activity concentrations. An experimental bench
device for one-dimensional vertical diffusion of radon is built.

Figure 6 shows a schematic diagram of the device structure. It includes radon
source, diffusion pipe, thermostatic casing, radon measurement device, and end

Figure 4.
Schematic diagram of infusion tube gas gathering device.
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radon absorption device. The diffusion behavior of radon gas in the extraction pipe
belongs to the diffusion migration distribution of infinite vertical space, which
behaves conforming to Fick’s theorem and is similar to the distribution of release gas
in uniform non-radioactive media of layered ore body. The diffusion distribution can
be described by the following equation:

N ¼ N0e
�
ffiffiffiffiffiffiffi
λ=De

�
p

x (9)

where N is the radon gas concentration from the space to the radon source x, x is
the distance of a certain point in the pipe from the radon source, and λ is the decay
constant of 222Rn, De is the effective diffusion coefficient of radon gas in the experi-
mental environment, and N0 is the radon gas concentration close to the location of the
radon source point.

Figure 5.
Gas and radon sampling site of infusion tub device.

Figure 6.
Schematic representation of the one-dimensional diffusion experimental setup.
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2.3.3 Monitoring and calculation of radon flux in the evaporation pool

A device for measuring water surface Radon flux is developed as shown in
Figure 7. Passive diffusion electret is used to measure radon. The electret at the
bottom of the air-collecting hood is installed and places the air-collecting hood on the
surface of the measured medium to ensure good edge air tightness. At 4 to 10 h of
accumulation, an electret is replaced and the measurement is completed after 20 h.
Another electret was used to measure the radon activity concentration in the surface
air. About 3 � 5 radon activity concentration data in different time periods were
obtained by the effective decay constant method.

The calculation method of measured Radon flux includes slope method and effec-
tive decay constant method. Where the slope method is an approximation method,
which assumes λt < < 1, C0 is 0 (λ is the radon decay constant, t is the measurement
time, and C0 is the initial radon activity concentration) approximately replaces the
Radon flux curve. The inherent relative error between the measured value and the
true value of the slope method is (1-e�λt)/(λt) �1. For this purpose, when the accu-
mulation time exceeds 10 h its inherent system error is at least 5% using this method.
Because the device adopts the radon measurement method and the short-time elec-
tret, the accumulation time should be at least 4 h, so the device adopts the effective
decay constant method for the calculation of the radon flux.

The calculation method is performed as follows:

Ee ¼
Vλe C� C0e�λeT

� �
S 1� e�λeTð Þ (10)

where Ee is the effective Radon flux; V is the volume of cumulative radon cover; S
is the area of the cumulative radon cover; λe is the effective decay constant, which is
related to the air leakage coefficient designed by the device, and the properties of the

Figure 7.
Schematic diagram of measuring device (left) and structure (right).
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measured uniform medium; T is the measurement period; C is the measured radon
activity concentration; C0 is the initial radon activity concentration, usually is 0.

According to formula (10), the Radon flux can be calculated as long as λe is known.
Let xi be the n radon activity concentration data with equal time period T and yi be
the i radon activity concentration data with equal time period T, where xi is not equal
to yi. Then:

λe ¼ 1
T

ln Y
1
b
Y (11)

b ¼
P

xiyi � 1
n

P
xi
P

yi
� �

P
x2i � 1

n

P
xið Þ2 ¼ e�λeT (12)

a ¼
P

yi
n

� b
P

xi
n

¼ EeS
λeV

1� e�λeT
� �

(13)

Ee ¼ Vλea
S 1� bð Þ (14)

2.3.4 Monitoring technology of the distribution characteristics of radon migration and
diffusion around the uranium-rich lixiviate pool and milling plant

The radon activity concentration around the uranium-rich lixiviate pool of in situ
leaching mine was investigated by short-time cumulative radon-detectors. In the maxi-
mum wind frequency (up and down direction), minimum wind frequency (up and
down direction), middle wind frequency (up and down direction), 11 distances of 2, 5,
10, 30, 30, 50, 100, 200, 300, 500, 800, and 1000mwere chosen for a 24-hmonitoring.

At the larger and lower wind frequencies (up and down direction) of 50, 100, 300,
and 500 m around the plant, namely four directions and four distances, the solid
nuclear track detectors were exposed for the same time period.

3. Study results

3.1 Rules of radon release, migration, and diffusion in the return air shaft

3.1.1 Distribution law of radon activity concentration in the return air shaft

Solid nuclear track cumulative radon detectors were used to monitor the distribution
of radon activity concentration in the return air shaft. The analysis of the data showed
that the radon activity concentration at the center of radius was lower than at the edge
and lower than at the center at both depths of �1 and �0.5 m in the return air shaft.
However, the radon activity concentration at the outlet of the return air shaft showed
high radon activity concentrations at the shaft’s center of radius (see Figures 8–10).

The radon activity concentration in the return air shaft, measured by KF-606B
solid track cumulative radon detectors, showed a radon activity concentration range
of 21.0–63.7 kBq/m3 and a mean value of 37.5 kBq/m3. The radon monitored by
electrets showed a radon activity concentration range and a mean value of 18.4–
127 kBq/m3 and 47.6 kBq/m3, respectively. The two methods were comparable.

It is recommended to use the sampling points used in this study to achieve the
optimal sampling effect and representativeness. Under appropriate conditions, at least
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one sampling point can be set at the center point of �1 m to obtain trusted radon
activity concentration level data. It can be simplified as the return air shaft outlet of
�1 m and the monitoring of radon activity concentration release level at the radial 1/3.
The monitoring method could be a passive radon monitoring, while solid track
detectors are recommended.

3.1.2 Distribution law of radon migration and diffusion in the environment around the
return air shaft

From June 2014 to May 2015, a long-time radon monitoring study on the distribu-
tion law of radon activity concentration around the return air shaft was conducted in
four batches for different directions and distances: two batches under normal

Figure 8.
Distribution of radon activity concentration in X and Y at a depth of �1 m.

Figure 9.
Distribution of radon activity concentration at a depth of �0.5 m.
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production conditions from June to November 2014 and two batches at shutdown
mode of the mine, from December 2014 to May 2015. Three blank samples were
retained in each batch for background monitoring. The three blank background was
31, 27, and 26 Bq/m3.

For the short-time cumulative radon, the data were processed by the synergistic
Kriging method (Co-Kriging), and a contour map of the radon activity concentration
distribution was drawn. According to the meteorological data in 2014 of the nearest
weather station within 50 km of the return air shaft, the distribution of radon activity
concentration within 1000 m around the shaft was estimated by mode estimation.
Figures 11 and 12 show the contour plots of the radon activity concentration within
1000 m around the shaft under operation condition and shutdown condition, respec-
tively. At Figure 11, the mine was under the operation conditions, and the mean radon
activity concentration of the return air shaft was 37 kBq/m3. The radon activity
concentration outside a distance of 400 m from the shaft was about 75 Bq/m3. Fur-
thermore, the radon contribution outside a distance of 500 m did not exceed 30 Bq/
m3. The radon contribution outside 800 m did not exceed 20 Bq/m3, which is within
the local background level. The diffusion of radon around the 15# return air shaft of J
mine was mainly affected by the dominant wind direction, and a “sink”was formed at
about 100 m southwest of the return air shaft, with the maximum concentration of
1732 Bq/m3. The radon activity concentration reduced to less than 100 Bq/m3 at about
400 m around the return air shaft, and the radon activity concentration outside the
500 m range was basically lower than 50 Bq/m3.

Figure 12 shows the radon distribution at operation and shutdown mode of the
mine. The average radon activity concentration in the N, ENE, SE, and NW directions
decreased by 70–97 Bq/m3, and the average radon activity concentration in the S,
WSW directions was lower than at operation mode (330–373 Bq/m3). Compared with
the shutdown status, the radon activity concentration outside the 500 m perimeter
changed little. The boundary range of their influence on the radon in the surrounding
environment is about 500 m to 800 m under operation and shutdown mode.

Figure 10.
Distribution of radon activity concentration at the return air shaft exit (0 m).
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The distribution of the radon activity concentration in the WSW and ENE
directions of the return air shaft had obvious distance distribution characteristics.
Figures 13 and 14 show the overall behavior of the radon activity concentration
decreased with distance. The maximum radon activity concentration in this direc-
tion occurs 100 m away from the return air shaft, while the radon activity
concentration in the return air shaft at 500 m decreased to the local background
level.

Under the shutdown status of the mine, the radon activity concentration
decreased, and the average at the outlet was 850 Bq/m3, generally lower than 100 Bq/
m3 outside the air shaft. Among them, the radon activity concentrations outside
500 m were generally lower than 30 Bq/m3. A high concentration area appeared
400 m east-northeast of the return air shaft, as there was a uranium mine safety

Figure 12.
Mine at shutdown mode. Radon-contour map.

Figure 11.
Mine in operation mode. Radon-contour map.
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measure shaft at the bottom of the normal production state, and the unorganized air
flow from the roadway in the shutdown state due to the change of the wind pressure
at the bottom, resulting in an increase of radon. This phenomenon proved the effec-
tiveness of the distribution scheme of radon activity concentration distribution in this
study.

3.2 Rules of radon release, migration, and diffusion of the in situ leaching
uranium mine

3.2.1 Investigation of the radon release from the uranium-rich lixiviate pool

Short-time cumulative radon monitoring was used for the survey of the radon
activity concentration at the uranium-rich lixiviate pool (passive sampling integral
measurement).

The monitoring locations are shown in Figure 15. The results are shown in Table 2.
The average concentration of the radon release in the uranium-rich lixiviate pool was
65.9 kBq/m3. The radon activity concentration decreased rapidly at 2 m distance from
the opening of the uranium-rich lixiviate pool, with an average concentration of about
2400 Bq/m3. It is recommended to seal the uranium-rich lixiviate pool.

Figure 13.
Radon activity concentrations in the ENE and WSW directions at different distances and monitoring times.

Figure 14.
Comparison of the long-term and short-term monitoring data in the ENE and WSW directions.
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For the convenience of calculation, assuming that at the opening of the open
uranium-rich lixiviate pool, the amount of radon release in the uranium-rich lixiviate
pool can be estimated by the following equation:

Q ¼ 0:25CRnυAT
Xx
x¼1

P xð ÞABS sin xð Þ (15)

Q is the annual radon release (Bq); CRn is the calm wind mean radon activity
concentration (Bq/m3, set 47.7 kBq/m3); V is the average annual long-time wind speed
(m/s, set 3.6 m/s in this survey); A is the opening area (m2, set 8m2); T is the time of 1
year; ABS is absolute; P is the wind frequency; x is the wind direction angle. Then, the
annual release of radon in the uranium-rich lixiviate pool was 6.47 TBq/a.

The first phase uranium-rich lixiviate pool of T Mine was sealed in November 2016
and in September 2018. The radon activity concentration at the sealed uranium-rich
lixiviate pool and its surrounding areas was measured with RAD 7-detectors, which
were distributed along the downwind direction of the main wind direction. Results are
shown in Table 3. As can be seen, the radon activity concentration close to the pool
wall of the sealed uranium-rich lixiviate pool was 4.2 kBq/m3, which was more than
one order of magnitude lower of radon activity concentration of the unsealed
uranium-rich lixiviate pool. The sealing of the uranium-rich lixiviate pool had a
significant effect on the radon release. The radon release of the trap was reduced by
95%, and the whole process release of the in situ leaching was reduced by 1–2 orders of
magnitude.

3.2.2 Investigation of radon release in the exhaust outlet of alkaline (CO2 + O2) in situ
leaching uranium milling plant

The alkaline (CO2 + O2) in situ leaching refers to lixiviate formed by adding
gaseous carbon dioxide and oxygen to native groundwater. The milling plant includes
the main plant and a supporting plant. The main plant is separated from the
supporting plant by walls. The main workshop includes an ion exchange area and a
precipitation area, and the supporting workshop includes a storage pool area (quali-
fied liquid pool, shower pool, lean liquid pool), an uranium-rich lixiviate filtration
area, a reverse osmosis area, a recoil area, a liquid distribution pool, etc. The storage
area and the distribution pool are sealed spaces, with only an exhaust outlet. There are
13 exhaust vents for the active ventilation facilities in the milling plant (see
Figure 16). The cumulative radon activity concentration of each exhaust outlet was
monitored and the annual radon release was calculated as shown in Table 2.

Figure 15.
Electret monitoring position at the opening of uranium-rich lixiviate pool.

74

The Future of Risk Management



P
ar
am

et
er

U
ra
ni
um

-r
ic
h

li
xi
vi
at
e
po

ol
M
il
li
ng

pl
an

t
W

el
lf
ie
ld

dr
il
li
ng

E
va

po
ra
ti
on

po
ol

L
ix
iv
ia
te

pr
ep

ar
at
io
n

po
ol

L
ea
ch

in
g

fi
lt
er

un
it

Q
ua

li
fi
ed

li
xi
vi
at
e
po

ol
R
ev

er
se

os
m
os
is

ar
ea

Se
tt
li
ng

zo
ne

R
ej
ec
ti
on

zo
ne

C
he

m
ic
al

an
al
ys
is
un

it

M
ea
n
ra
do

n
ac
ti
vi
ty

co
nc

en
tr
at
io
n,

B
q/
m

3
65
,5
82

52
,6
90

14
23

10
12

14
38

21
17

17
11

49
7

25
7

45

R
ad

on
re
le
as
e
am

ou
nt
,

G
B
q/
a

60
74

38
59

70
.3
4

16
.4
7

23
.4
0

32
.9
2

27
.8
4

0.
86

30
.8
3

19
.0
1

Pe
rc
en

ta
ge

59
.8

37
.9
7

0.
69

0.
19

0.
23

0.
33

0.
27

0.
01

0.
30

0.
20

T
ab

le
2.

R
ad

on
ac
tiv

ity
co
nc
en
tr
at
io
n
an

d
an

nu
al

ra
do
n
re
le
as
e
in

ur
an

iu
m
-r
ic
h
lix

iv
ia
te

po
ol
,
m
ill
in
g
pl
an

t,
w
el
lfi
el
d
dr
ill
in
g
an

d
ev
ap

or
at
io
n
po
ol

of
C
O
2
+
O
2
in

si
tu

le
ac
hi
ng

T
m
in
e.

75

Radon Release Features of Different Uranium Mines and the Relative Public Effective Doses
DOI: http://dx.doi.org/10.5772/intechopen.113123



3.2.3 Investigation of radon release in evaporation pool and recovery well and liquid
transport pipe

3.2.3.1 Investigation of radon release in the evaporation pool

The electret radon flux-measuring device was used to float at the edge of the 0.5 m
of the evaporation pool, and the release rate of radon was measured 25 m away from
the inlet pipe of the evaporation pool. After freezing in winter, the radon flux of 5
points was measured in the center of the evaporation pool and in the diagonal position
of the evaporation pool. The radon release rate is shown in Figure 17. The monitoring

State of the uranium-rich lixiviate pool Radon activity concentration at the wall of the sump and
downwind, Bq/m3

Pool wall 2 m 5 m 100 m 500 m 800 m 1000 m

Before sealing 46,000 6179 2712 315 85 49 39

After sealing 4230 376 257 101 52.7 26.7 13.5

Table 3.
Comparison of radon activity concentration around uranium-rich lixiviate pool of in situ leaching.

Figure 16.
Distribution of each exhaust outlet of milling plant of T uranium mine. 1. Filter area outlet. 2. Liquid pool outlet.
3. Reverse osmosis area outlet. 4. Laboratory outlet. 5. Recoil area outlet. 6. Settling zone outlet. 7. Storage pool
area outlet. 8. Main building outlet. 9. Main building outlet.

Figure 17.
Schematic diagram of radon release rate on ice surface.
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result of radon flux was that the radon flux was monitored for each water surface
point and 5 ice surface points, and the monitoring data of radon flux of 7 water surface
and 25 ice surface points were obtained. The mean value of water surface radon flux
was 0.06 Bq/m2�s, and the mean radon flux on the ice surface was 0.035 Bq/m2�s.
According to the area of the evaporation pool of 12160m2 calculated, the icing period
of no. 1 evaporation pool is 5 months, 12,160 m2 � 8760 h � 3600 s (0.060 Bq/m2�s �
7/12 + 0.035 Bq/m2�s � 5/12) = 19.01 GBq.

3.2.3.2 Investigation of radon release from recovery wells

The effective diffusion coefficient was calculated according to the fitting of the
experimental results of the recovery well, and the radon activity concentration at the
outlet of the recovery well could be calculated according to the formula. The fit is shown
in Figure 18. The results using the least squares method can calculate the radon effec-
tive diffusion coefficient De. It was 0.0578 cm2�s�1 at 16°C in vertical space. The radon
activity concentration at the outlet of the recovery well was compared with the moni-
toring of the radon activity concentration. It is known that the radon activity concen-
tration in the mining area is 2 � 105 Bq/m3. At 16°C, the equilibrium Oswald coefficient
of radon in the gas-liquid two phases is 0.3, and the air radon activity concentration at
the in situ leaching liquid level is 60 kBq/m3. The distance between the borehole level
of the stope is 8–10 m, and the mean value is 9.06 m. The radon activity concentration
at the outlet of the extraction borehole was calculated to be 254.4 Bq/m3.

3.2.3.3 Investigation of radon release in the liquid transport pipe

According to the measurement of water radon and gas radon in the seven central-
ized control rooms of T uraniummine, the mean activity concentration of gas radon in
the total valve of the central control chamber was 75.5 and 2076 Bq/L, respectively,
totaling 2152 Bq/L. The radon activity concentration of leaching solution lifted from
the ground was reduced by about 70%, that was, by 1472 Bq/L in surface liquid
distribution pool after the recovery process, resulting in the water radon activity
concentration 680 Bq/L.

Gaseous radon and dissolved radon in liquid transport pipes are typical radon
sources in situ leaching uranium mines. Gaseous radon contributed significantly to the
increased activity concentration and release of radon in the non-closed liquid trap.

Figure 18.
Fitting results of radon activity concentration and diffusion distance.
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3.2.4 Investigation on the migration and diffusion law of radon in the surrounding
environment uranium-rich lixiviate pool of in situ leaching facilities

The migration and diffusion of radon around the uranium-rich lixiviate pool is
mainly affected by the dominant wind direction, as shown in Table 4. As the wind
direction was SW on the day, the maximum was 6179 Bq/m3 at a distance of 2 m in the
NNE direction. The radon activity concentration around the uranium-rich lixiviate
pool in T mine was basically lower than 50 Bq/m3 outside the 800 m range. The radon
activity concentration of the X1 mine by acid method was lower than 40 Bq/m3

outside the 500 m range and the outdoor background value of 9.76–41.48 Bq/m3

basically consistent, indicating that the environmental impact of radon release in the
open uranium-rich lixiviate pool generally did not exceed 500 m.

3.2.5 Investigation on the migration and diffusion law of radon in the surrounding
environment of the in situ leaching uranium milling plant

As can be seen in Table 4, radon activity concentration around milling plant was
lower than around the uranium-rich lixiviate pool. The radon activity concentration
decreased with the increasing distance from the milling plant. The environmental
impact of radon release generally did not exceed 500 m.

3.3 Analysis of normalized radon release in various types of uranium mines

At present, only J uranium mine is conventional mixing leaching in underground
mining mines in China, while the others are heap leaching. The release of radon is
small. The normalized radon release amount in each mine is shown in Table 5. The
release of normalized radon from underground mining is 0.327 � 4.372 TBq/tU, while
the normalized release of radon from in situ leaching uranium is only 0.0852 TBq/tU.
L mine has the largest normalized radon release with 4.372 TBq/tU, followed by DB
uranium mine with 3.912 TBq/tU, both deposits using in situ blasting leaching process.
In 1978, the Pacific Northwest Research Institute measured and estimated the nor-
malized radon release of 18 return air shafts, and its value was (0.205 � 12.69) TBq/
tU. The normalized radon release of return air shafts in China was lower than that of
return air shafts in the United States. After removing the in situ blasting leaching, the
normalized radon release of underground mines in China is 0.63 � 2.83TBq/tU, which
is generally higher than that reported in UNSCEAR 2000 by 0.018 � 2.36 TBq/tU (1 �
2000G/tU3O8) [11]. Mainly, China’s uranium resource endowment is poor, and the
underground mining scale is small and scattered. The radon of underground milling
mainly comes from the return air shaft, which accounts for 97.29% of the radon
release amount of the whole underground mine. The amount of normalized radon
released on in situ leaching uranium is significantly lower than that of underground
uranium, which is about 4.27% of the amount of underground radon released.

3.4 Distribution pattern of aerosol radionuclides

The aerosol radioactivity levels in the source terms and nearby atmospheric envi-
ronment of various uranium mining and milling facilities are shown in Table 6.

As can be seen in Table 6, 238U concentration in the aerosol from the operational
underground uranium mining is higher, significantly higher than the shutdown and in
situ leaching facilities. The high point of 238U concentration is the shafthead, which
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leads to higher 238U concentration resulting from the diffusion of uranium dust. The
concentration of radionuclide in the in situ leaching mine is low. In most of the aerosol
samples in the surrounding environment of various uranium mines, the radioactivity
of 210Pb and 210Po was slightly higher than the UNSCEAR 2000 [11] recommended
reference value (0.5 and 0.05 mBq/m3).

In aerosols, the activity concentrations of 210Pb and 210Po are mostly higher than
that of 238U and 226Ra and show the following row: 210Pb > 210Po > 238U > 226Ra. In a
few cases, the 238U activity is higher than the 210Po-activity. The radionuclide (except
radon) activity concentrations of aerosol from gaseous source term and environment
are 6–10 and 4–6 orders of magnitude lower than the radon activity concentration,
respectively. In the gas phase, the activity concentrations of 210Pb and 210Po in aero-
sols from other release sources (such as tailings ponds, waste rock yards, hydrometal-
lurgy plants) except the shaft head are comparable with nearby residential sites. The
average activity concentrations of 210Pb and 210Po in the shaft aerosol are 1 to 2 orders
of magnitude higher than that of nearby settlements. 210Pb and 210Po in the uranium
shafthead aerosol should be paid attention to.

3.5 Predictive evaluation of effective doses for the public based on the effluent

3.5.1 Expansion of the atmospheric evaluation model

AERMOD is selected as the application model to simulate and predict atmospheric
migration and diffusion of radionuclides from uranium mines. A dose evaluation is
carried out in combination with China’s Y30AIR radiation dose evaluation software,
thus overcoming the shortcomings of AERMOD’s [12] non-dose evaluation function.
Y30AIR’s non-point source integration, terrain and complex meteorological
processing function, and synthesizing are the advantages of both models.

Facilities type 238U 226Ra 210Pb 210Po

Scope Mean Scope Mean Scope Mean Scope mean

Source term Underground
mine in operation

0.0198 �
33.6

29.3 0.0099
� 0.143

0.041 0.78 �
294

53.6 0.14 �
37.0

2.62

In situ leaching 0.038 �
0.7

0.174 0.0056
� 0.05

0.021 0.29
�1.87

0.61 0.042
� 3.45

0.92

Mine shutdown 0.0077 �
6.5

0.66 0.0039
� 0.034

0.013 0.33
�3.57

1.36 0.15 �
1.83

0.66

Environment Underground
mine in operation

0.011 �
1.4

0.748 0.0062
� 0.1

0.021 0.59 �
10.43

4.32 0.089
� 2.82

1.04

In situ leaching
mine

0.014 �
0.041

0.027 0.0063
� 0.03

0.016 0.83 �
4.38

2.03 0.142
� 1.37

0.49

Mine shutdown 0.0046
� 6.5

0.488 0.003 �
0.053

0.017 0.09 �
5.44

1.66 0.13 �
1.90

0.96

Domestic 0.0059
� 0.044

0.023 0.0047
� 0.12

0.021 0.11 �
9.4

1.70 0.03 �
1.84

0.82

Table 6.
Aerosol radioactivity levels in different mine sources and environments (mBq/m3).
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3.5.2 Prediction and evaluation results

From the radiation environmental impact assessment results of different types of
facilities, the yearly emissions of different mine types are shown in Table 7. Public
doses of critical resident groups (all contributed by gaseous pathway) from various
mines are presented in Table 8. Table 9 shows the individual effective doses distri-
bution of critical groups of various facilities. The collective doses from the gas phase
and the liquid phase are shown in Table 10. Table 11 presents the comparison of the
impact of radiation environment of various facilities. Finally, the collective effective
doses of the public are given in Table 12.

Conclusions from Tables 8–12 are follows:

Mine type Pathway of
irradiation

Release amount (Bq/a)

Rn-
222

U-238 U-234 Ra-
226

Th-
230

Po-
210

Pb-
210

total

Conventional mining
in operation

Gas 4.47 �
1014

8.94 �
1010

4.60
� 108

4.38
� 108

4.60
� 108

4.38
� 108

4.38
� 108

4.47 �
1014

Liquid — 3.59 �
109

3.59 �
109

1.33 �
109

7.10 �
108

1.19 �
109

1.92 �
109

1.23 �
1010

Total 4.47 �
1014

9.30 �
1010

4.05
� 109

1.76 �
109

1.17 �
109

1.63 �
109

2.36
� 109

4.47 �
1014

In situ leaching
mining

Gas 3.36 �
1013

— — — — — — 3.36 �
1013

Liquid — — — — — — — —

Total 3.36 �
1013

— — — — — — 3.36 �
1013

Shutdown mining Gas 2.61 �
1014

— — — — — — 2.61 �
1014

Liquid — 3.30 �
109

3.04
� 109

1.56 �
108

4.37 �
108

1.47 �
107

2.26�
107

6.97 �
109

Total 2.61 �
1014

3.30 �
109

3.04
� 109

1.56 �
108

4.37 �
108

1.47 �
107

2.26�
107

2.61 �
1014

Decommissioning
mining operation

Gas 4.59 �
1011

— — — — — — 4.59 �
1011

Liquid — 3.92 �
106

3.92 �
106

3.13 �
106

2.31 �
106

9.03
� 105

2.18 �
106

—

Total 4.59 �
1011

3.92 �
106

3.92 �
106

3.13 �
106

2.31 �
106

9.03
� 105

2.18 �
106

4.59 �
1011

Total gas 7.42 �
1014

8.94 �
1010

4.60
� 108

4.38
� 108

4.60
� 108

4.38
� 108

4.38
� 108

7.42 �
1014

Liquid — 6.89 �
109

6.63�
109

1.49
� 109

1.15 �
109

1.21 �
109

1.95 �
109

1.93 �
1010

Total 7.42 �
1014

9.63 �
1010

7.09
� 109

1.92 �
109

1.61 �
109

1.65 �
109

2.39�
109

7.42 �
1014

Table 7.
Releases of gaseous and liquid radioactive effluent.
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1.From the perspective of the total amount of source release, the percentage of
releases of conventional operational mines, in situ leaching mines, closure and
decommissioned mines are 60.2, 4.5, 35.2, and 0.1% of the total released amounts
in uranium mining and milling facilities, respectively. The contribution of
conventional mines in operation mode is the largest (Table 7).

2.Among all types of mines, the maximum individual effective dose for the public
caused by gaseous effluent is mainly the conventional in-operation mine. The in
situ blasting leaching mine (L Mine) gives the largest dose (0.94 mSv/a). The
decommissioning LC Mine gives the smallest dose (0.008 mSv/a). The key
radionuclide of the gaseous effluent of all mines is 222Rn. The maximum individual
effective dose for the public due to liquid effluent is mainly in conventional in-
operation mines, with a dose value of 1.84 � 10�2 mSv/a. Here, the key
radionuclide is 210Pb. The critical residential groups caused by each mine are the
adjacent mine residential points, with the key radionuclide 222Rn. The main
pathway is by inhalation. During normal operation of some mine, the radiation
effect on the surrounding living public is close to or even beyond the dose
constraint value (0.5 mSv/a). Due to the large amount of source term release from
nearby waste rock debris with numerous facilities in the region, the dose of critical
resident group is close to the constraint value in J Mine (Table 8).

3.From the maximum value of public individual dose based on effluent evaluation,
the main contribution is less than 0.1 mSv/a; the public dose caused by in situ
leaching and decommissioned mines is less than 0.1 mSv/a, showing a small
radiation impact on the public (Table 9).

4.Routine in-operation mines are the facility type with the greatest impact on the
surrounding environment and the public. L Mine have relatively large influence,
mainly related to the high grade of the deposit, the large source intensity, and the
proximity of the settlement and facilities; among the closed facilities, the main
contribution facility is 272 plant tailings pond, which is related to its large scale. It
has not been decommissioned yet. Although the source term of in situ leaching
mine is relatively large, its dose contribution to the public is relatively small due
to its low emission and sparse surrounding population; the radiation impact of
the decommissioning mines is minimal, and its source term and the public dose
are lower than those of other types of mines.

Type The ratio of public maximum individual dose distribution (%)

<0.1 ≥0.1, < 0.25 ≥0.25, < 0.5 ≥0.5, < 1 ≥1

Conventional mining in operation 25 0 50 25 0

In situ leaching mining 100 0 0 0 0

Shutdown mining 75 12.5 12.5 0 0

Decommissioning mining 100 0 0 0 0

Total 64.3 7.1 21.4 7.1 0

Table 9.
Individual dose distribution in critical resident groups of various facilities.
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5.The total public collective dose caused by the whole uranium mining and milling
system is 57.2 person�Sv/a, 222Rn is the main contributor to the collective dose
(98.9%); main pathway is by air (99.8%). Underground mines in operation and
closure modes largely contribute to the collective dose (49.5 and 49.6%,
respectively). This is related to the large release of the two kinds of mines, with
their contributions of 60.2 and 35.2%, respectively.

Type Pathway of
irradiation

Collective Dose (person Sv/a)

Rn-
222

U-238 U-234 Ra-
226

Th-
230

Po-210 Pb-
210

total

Conventional
mining in in
operation

Gas 3.67 �
101

4.09
�

10�2

4.79 �
10�2

4.79 �
10�2

2.17 �
10�1

2.93 �
10�3

1.49 �
10�2

3.70 �
101

Liquid — 2.49 �
10�3

7.19 �
10�4

3.83 �
10�3

1.74 �
10�4

4.46 �
10�3

6.31 �
10�2

7.48 �
10�2

Total 3.67 �
101

4.34 �
10�2

4.86 �
10�2

5.17 �
10�2

2.17 �
10�1

7.39 �
10�3

7.80 �
10�2

3.71 �
101

In situ leaching
mining

Gas 6.45 �
10�1

— — — — — — 6.45 �
10�1

Liquid — — — — — — — —

Total 6.45 �
10�1

— — — — — — 6.45 �
10�1

Shutdown mining Gas 1.94 �
101

— — — — — — 1.94 �
101

Liquid — 3.87 �
10�4

4.15 �
10�4

1.17 �
10�2

4.03 �
10�4

2.48 �
10�3

3.94 �
10�2

5.48 �
10�2

Total 1.94 �
101

3.87 �
10�4

4.15 �
10�4

1.17 �
10�2

4.03 �
10�4

2.48 �
10�3

3.94 �
10�2

1.94 �
101

Decommissioning
mining

Gas 2.00
�

10�2

— — — — — — 2.00
�

10�2

Liquid — 2.04 �
10�7

1.95 �
10�7

3.49 �
10�8

4.19 �
10�8

4.02 �
10�14

7.46 �
10�11

4.76 �
10�7

Total 2.00
�

10�2

2.04 �
10�7

1.95 �
10�7

3.49 �
10�8

4.19 �
10�8

4.02 �
10�14

7.46 �
10�11

2.00
�

10�2

Total Gas 5.67 �
101

4.09
�

10�2

4.79 �
10�2

4.79 �
10�2

2.17 �
10�1

2.93 �
10�3

1.49 �
10�2

5.71 �
101

Liquid — 2.88 �
10�3

1.13 �
10�3

1.56 �
10�2

5.77 �
10�4

6.94 �
10�3

1.03 �
10�1

1.30 �
10�1

Total 5.67 �
101

4.38 �
10�2

4.90
�

10�2

6.35 �
10�2

2.18 �
10�1

9.87 �
10�3

1.17 �
10�1

5.72 �
101

Table 10.
Collective dose distribution of air-liquid effluent.
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3.6 Estimation of effective doses for the public based on environmental
monitoring data

The estimation is based on the actual situation of public exposure caused by the
cumulative discharge of radionuclides in various facilities after the operation of ura-
nium mining and milling facilities for many years. The environmental monitoring
data represent the cumulative results of the operation of the facilities over the years.
Measuring the public exposure dose is difficult. Therefore, this project uses environ-
mental monitoring data to calculate the cumulative maximum individual effective
dose for the public.

3.6.1 Evaluation procedure

The cumulative evaluation involves two key data, namely, environmental moni-
toring and environmental background. They are important for the determination of
the critical resident groups based on an effluent predictive evaluation. The evaluation
procedure is as follows: source term determination ! effluent monitoring ! evalua-
tion based on effluent data ! identification of critical resident group ! determining
the environmental monitoring object and the pathway of irradiation! environmental
monitoring ! environmental background value determination and deducting !
evaluation based on environmental monitoring data.

3.6.2 Radiation environment background determination technology

Environmental background determination is a key technology of the dose evalua-
tion based on monitoring data. It mainly solves whether the monitoring data is at the
environmental background level and is the key technology to judge the subtracted
background value.

Grubbs method is used to test the background environmental data before opera-
tion or the level of comparison points during operation and to eliminate suspicious
data. The distribution test of background data is carried out by Shapiro Wilke (S-W
method) and skewness and kurtosis method.

If the natural background data X = {X1,X2,…Xn} obey the normal distribution, the
arithmetic average value is usually used to characterize the environmental

Mine type Total source
term (Bq/a)

Maximum contribution of the public
individual dose (mSv/a)

Public collective
dose (person�Sv/a)

Based on
the

effluents

Based on the
environmental
monitoring data

Conventional mining in
operation

4.47 � 1014 0.94 0.72 3.71 � 101

In situ leaching mining 3.36 � 1013 0.017 0.28 6.45 � 10�1

Shutdown mining 2.61 � 1014 0.39 0.74 1.94 � 101

Decommissioning mining 4.59 � 1011 0.008 — 2.00 � 10�2

Table 11.
Summary of radiation environmental impact of different types of facilities.
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background value. When the test object does not meet the normal distribution, it is
converted logarithmically to check, whether it is conform to a logarithmic or a normal
distribution. If it conforms to the normal distribution after the test, the geometric
mean value can be used to characterize the environmental background value. After
testing, when natural background data cannot be converted to normal distribution by
scale, or when the scale transformation is very complicated, natural background data
is a skewed distribution, and then, the natural background data is usually character-
ized by the median and average difference of the sample data. The median represents
the location of the median value of the sample data, which is not affected by the
minimum and maximum of the sample data. It is used when there is a lack of
sensitivity. The median is representative for all persons and recommended, when the
sample size is small (n < 50).

Mine type Pathway of
irradiation

Collective Dose (person Sv/a)

Rn-
222

U-238 U-234 Ra-
226

Th-
230

Po-210 Pb-
210

total

Conventional
mining in
operation

Gas 3.67 �
101

4.09 �
10�2

4.79 �
10�2

4.79 �
10�2

2.17 �
10�1

2.93 �
10�3

1.49 �
10�2

3.70 �
101

Liquid — 2.49 �
10�3

7.19 �
10�4

3.83 �
10�3

1.74 �
10�4

4.46 �
10�3

6.31 �
10�2

7.48 �
10�2

Total 3.67 �
101

4.34 �
10�2

4.86 �
10�2

5.17 �
10�2

2.17 �
10�1

7.39 �
10�3

7.80 �
10�2

3.71 �
101

In situ leaching
mining

Gas 6.45 �
10�1

— — — — — — 6.45 �
10�1

Liquid — — — — — — — —

Total 6.45 �
10�1

— — — — — — 6.45 �
10�1

Shut down mining Gas 1.94 �
101

— — — — — — 1.94 �
101

Liquid — 3.87 �
10�4

4.15 �
10�4

1.17 �
10�2

4.03 �
10�4

2.48 �
10�3

3.94 �
10�2

5.48 �
10�2

Total 1.94 �
101

3.87 �
10�4

4.15 �
10�4

1.17 �
10�2

4.03 �
10�4

2.48 �
10�3

3.94 �
10�2

1.94 �
101

Decommissioning
mining

Gas 2.00 �
10�2

— — — — — — 2.00 �
10�2

Liquid — 2.04 �
10�7

1.95 �
10�7

3.49 �
10�8

4.19 �
10�8

4.02 �
10�14

7.46 �
10�11

4.76 �
10�7

Total 2.00 �
10�2

2.04 �
10�7

1.95 �
10�7

3.49 �
10�8

4.19 �
10�8

4.02 �
10�14

7.46 �
10�11

2.00 �
10�2

Total Gas 5.67 �
101

4.09 �
10�2

4.79 �
10�2

4.79 �
10�2

2.17 �
10�1

2.93 �
10�3

1.49 �
10�2

5.71 �
101

Liquid — 2.88 �
10�3

1.13 �
10�3

1.56 �
10�2

5.77 �
10�4

6.94 �
10�3

1.03 �
10�1

1.30 �
10�1

Total 5.67 �
101

4.38 �
10�2

4.90 �
10�2

6.35 �
10�2

2.18 �
10�1

9.87 �
10�3

1.17 �
10�1

5.72 �
101

Table 12.
Collective dose distribution for the residents within 5 km.
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3.6.3 Cumulative doses

Calculated effective doses based on environmental monitoring data are generally
higher than those based on effluent data, with large differences (see Table 13).

As Table 13 shows, the maximum individual effective dose for the public, based
on environmental monitoring data, is calculated mostly between 0.25 and 0.5 mSv/a.
The maximum individual effective dose for the public, based on environmental mon-
itoring data, is dominated by the 222Rn inhalation contribution. J Mine Yangjia infant
group is the largest individual dose for the public. The main contribution pathway is
by ingestion (74.2%), dominated by 210Po in rice (56.9% of the total dose).

3.7 Evaluation of normalized doses

According to the 30-year radiation environmental quality assessment of China’s
nuclear industry and the environmental status of uranium mining and milling, before
1986, the collective dose of radioactive effluent produced by uranium mining and
milling in China was 19.3 person Sv/a, among which the dose of gaseous and liquid
effluent was 14.7 and 4.59 Sv/a, respectively. The key radionuclides that cause the
largest environmental public doses are radon and its daughters. The key pathway is by
inhalation. The radon and its daughters contribution of the uraniummine accounts for
about 90.9% of the total gas-liquid dose, and that of mills 91.8% (Pan et al., 1989) [13].

Due to the development of the wastewater treatment technology, the contribution
of the liquid pathway to the public collective dose has decreased further in the last
10 years. The contribution of the radon release caused by underground mining is as
high as 97.29%, and other pathways are negligible. Therefore, the public effective dose
caused by underground mining can be replaced by the public effective dose caused by
radon in the return air shaft of mines. Calculated collective doses for normalized
natural uranium caused by each return air shaft are shown in Table 14. The weighted

Year Normalized radon
release, TBq/GWa

Average normalized collective
effective dose, person�Sv/GWa

In situ leaching
percentage,%

1986 � 1995 284 8.09 1.0

1996 � 2005 258 7.29 10.0

2006 � 2010 224 6.15 20.8

2011 � 2014 181 4.04 37.0

2015 � 2019 115 3.51 50.0

Table 15.
Normalized radon release and the public collective effective dose from the uranium mines.

Conventional underground mining In situ blasting leaching mining

B
mine

Q
mine

C
mine

J
mine

M
mine

DC
mine

Weighted
mean

L
mine

DB
mine

Weighted
mean

4.73 2.56 21.3 8.88 10.0 30.7 12.1 554 38.1 373

Table 14.
Normalized natural uranium public collective dose person�mSv/tU.

89

Radon Release Features of Different Uranium Mines and the Relative Public Effective Doses
DOI: http://dx.doi.org/10.5772/intechopen.113123



Y
ea
r

U
ra
ni
um

m
in
in
g

an
d
m
il
li
ng

U
ra
ni
um

pu
ri
fi
ca
ti
on

U
ra
ni
um

co
nv

er
si
on

U
ra
ni
um

is
ot
op

e
se
pa

ra
ti
on

N
uc

le
ar

fu
el

el
em

en
t

m
an

uf
ac
tu
ri
ng

N
uc

le
ar

po
w
er

pl
an

t
op

er
at
io
n

to
ta
l

U
ra
ni
um

m
in
in
g
an

d
m
il
li
ng

ra
ti
o,

%

20
06

�
20

10
6.
15

1.
61

�
10

�
2

7.
62

�
10

�
5

5.
61

�
10

�
5

4.
60

�
10

�
3

1.
61

�
10

�
1

6.
31
2

97
.4
4

20
11

�
20

14
4.
04

1.
34

�
10

�
2

1.
33

�
10

�
4

1.
23

�
10

�
5

2.
44

�
10

�
3

6.
44

�
10

�
2

4.
12
0

98
.0
5

T
ab

le
16

.
N
or
m
al
iz
ed

pu
bl
ic

co
lle
ct
iv
e
do
se
s
of

nu
cl
ea
r
po
w
er

ch
ai
ns

(p
er
so
n
Sv
/G

W
a)
.

90

The Future of Risk Management



average of conventional underground mining is 0.0121 person�Sv/tU, and the
weighted average of in situ blasting underground mining is 0.373 person�Sv/tU. In
addition, the normalized collective effective dose of the public caused by in situ
leaching mine was 2.97 � 10�4 person�Sv/tU. According to the proportion of conven-
tional underground mining, in situ blasting leaching underground mining, and in situ
leaching mining each year, the annual average normalized collective effective dose is
estimated (see Table 15).

The normalized collective effective dose of the public caused by the Chinese
uranium mining and milling production was 21 � 33 times higher than the 5-year
average value reported in UNSCEAR 2008 [11]. Due to the popularization and utili-
zation of the in situ leaching process, the normalized collective effective dose of
uranium production in China has shown a decreasing trend (Table 15).

In the nuclear power chain, the collective effective dose caused by mining and
milling accounts for more than 97%, as shown in Table 16. The collective effective
dose of the public caused by uranium mining and milling has increased from 80%
after the establishment of the nuclear industry to 97%. It is mainly because uranium
mining and milling is an open environment and the uranium deposits in China are
small and scattered, and a large number of uranium mines have been developed in the
past 30 years.

Evaluation period Source
term
type

Release amount (Bq/a) Ratio
(%)

Rn-
222

U-
238

U-
234

Ra-
226

Th-
230

Po-
210

Pb-
210

total

Current stage evaluation Gas 7.42
�

1014

8.94
�

1010

4.60
� 108

4.38
� 108

4.60
�
108

4.38
� 108

4.38
� 108

7.42
�

1014

99.9

Liquid — 6.89
� 109

6.63
� 109

1.49
� 109

1.15
�
109

1.21
� 109

1.95
� 109

1.93
�

1010

0.1

Total 7.42
�

1014

9.63
�

1010

7.09
� 109

1.92
� 109

1.61
�
109

1.65
� 109

2.39
� 109

7.42
�

1014

100

Ratio
(%)

100 1.30
�

10�4

9.56
�

10�4

2.59
�

10�4

2.17
�

10�4

2.22
�

10�4

3.22
�

10�4

100 —

Previous 30 years of
evaluation of the nuclear
industry

Gas 2.76
�

1014

1.79
� 109

1.79
� 109

3.94
� 108

3.68
�
108

3.72
� 108

3.68
� 108

2.76
�

1014

99.9

Liquid — 9.55
�

1010

9.55
�

1010

7.09
�

1010

1.22
�

1010

1.01
�

1010

1.85
�

1010

3.03
�

1014

0.1

Total 2.76
�

1014

9.73
�

1010

9.73
�

1010

7.13
�

1010

1.26
�

1010

1.05
�

1010

1.89
�

1010

2.76
�

1014

100

Ratio
(%)

99.9 3.5 �
10�2

3.5 �
10�2

2.6 �
10�2

4.5 �
10�3

3.8 �
10�3

6.8 �
10�3

100 —

Table 17.
Comparison of gaseous and liquid radioactive effluent releases from uranium mines.
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Compared with the evaluation of the first 30 years of China nuclear industry, there
are great differences in facilities or mine objects, production scale, monitoring and
evaluation methods, and data statistics types. Therefore, a comparative analysis was
performed only from the overall conclusions. The comparison of source release is
shown in Table 17, and the comparison of individual effective dose of critical resident
groups is shown in Table 18. The comparison of collective doses caused by each
nuclide is shown in Table 19.

Compared with the previous 30-year evaluation period of the nuclear industry, the
total release of gaseous and liquid radioactive effluent from the uranium mining and
milling facilities has increased by a factor of about 2.7. The contribution of gaseous
effluent and 222Rn remained basically unchanged, above 99.9%, due to the growing
development of Chinese nuclear industry and increasing trend of the production scale.
Due to the increased proportion of in situ leaching facilities and shutdown stage of
underground mining facilities, the total amount of radionuclide release from the
uranium mining and milling facilities increases, public maximum individual effective
dose of the surrounding critical residential group is reduced, and in particular, the
group part with less than 0.1 mSv/a has increased. The public collective dose of
uranium mining and milling facilities has increased by about two times compared
with the previous 30-year evaluation period of the nuclear industry. This is related to
increased emissions of source terms (see Table 17) and increased population around

Evaluation period Maximum individual effective dose in critical
resident groups (mSv/a) *

<0.1 ≥0.1, < 0.25 ≥0.25, < 0.5 ≥0.5, < 1 ≥1

Current stage evaluation 64.3 7.1 21.4 7.1 0

Previous 30 years of evaluation of the nuclear
industry

37.3 22.0 33.8 6.9

*Results based on effluent calculation.

Table 18.
Proportion of individual effective dose distribution from uranium mines (%).

Evaluation period Pathway
of

Irradiation

Collective Dose (person Sv/a) Ratio
(%)

Rn-
222

U-
238

U-
234

Ra-
226

Th-
230

Po-
210

Pb-
210

total

Current stage
Evaluation

Gas 56.7 0.041 0.048 0.048 0.217 0.003 0.015 57.1 99.8

Liquid — 0.003 0.001 0.016 0.001 0.007 0.103 0.130 0.2

Total 56.7 0.044 0.049 0.064 0.218 0.010 0.118 57.2 100

Ratio (%) 99.1 0.077 0.086 0.111 0.381 0.017 0.205 100 —

Previous 30 years of
evaluation of the
nuclear industry

Gas 12.70 0.885 0.055 0.026 — 0.013 0.115 13.80 76.7

Liquid — 0.233 0.014 0.948 — 0.055 2.94 4.19 23.3

total 12.70 1.12 0.069 0.974 0.00 0.068 3.06 18.0 100

Ratio (%) 70.6 6.2 0.4 5.4 0 0.4 17.0 100 —

Table 19.
Comparison of collective dose caused by each nuclide of effluent from uranium mines.
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the facilities. In terms of the exposure pathway, the contribution of the liquid expo-
sure pathway decreased by 23.2% and the gaseous exposure pathway increase by
28.5% due to the closure of facilities and the application of in situ leaching process and
increasing trend of production scale.

4. Conclusions

This study develops the monitoring device for the determination of the radon release
in the return air shaft of mines and the monitoring technology, which reveals release,
migration, and diffusion behavior of radon and aerosols inside and outside the return air
shaft. The method to monitor the radon release of liquid transport pipes and evapora-
tion pools of in situ leaching mines, the radon release, and the monitoring method of
radon in each vent of a uraniummilling plant of in situ leaching are also established. The
law of release, migration, and diffusion of radon and the distribution characteristics of
gas-borne pollutants of in situ leaching mines are analyzed and determined.

222Rn is still the dominant radionuclide, which is released from uranium mining
and milling sources (more than 99.9% of the total gas-and-liquid pathway). The
normalized radon release amount of various uranium mining and milling facilities
types in decreasing order is operational in situ blasting leaching mine, operational
underground mine, and operational in situ leaching mine, of which in situ leaching
appears obvious environmental advantages.

The radon activity concentration at the outlet of the return air shaft of a mine
shows an inverse parabolic function of its activity profile. Below the return air shaft
head (�0.5 m, �1.0 m) a wavy line pattern of the activity profile was measured. The
maximum radon activity concentration around the return air shaft was in the area of
100- to 300-m distance downwind. The maximum radon activity concentration
around in situ leaching facilities occurs within a radius of 100 m. The radon activity
concentration outside a distance of 500 m drops to the background level. In the
gaseous effluent, the activity concentration of 210Pb is several times higher than that
of 238U and 1–2 orders of magnitude higher than 226Ra. The source term data are 1–2
orders of magnitude higher than for nearby residents. The activities of radionuclides
in aerosols from source terms and in aerosols from the environment are ranged
generally in: 210Pb > 210Po > 238U > 226Ra. In a few cases, 238U > 210Po. Radionuclide
concentrations in aerosols from mines are 6 to 10 orders of magnitude lower than the
corresponding radon activity concentration. Radionuclide concentrations in environ-
mental aerosols are 4–6 orders of magnitude lower than the corresponding radon
activity concentration.

The public effective doses caused by uranium mining/milling facilities are in
descending order: in situ leaching operational mines > non-in situ leaching closed
mines > in situ leaching operational mines > decommissioning mines. Over the past
30 years, the normalized public collective effective dose was reduced yearly, from
8.09 Sv/Gwa (during 1986–1995) to 3.51 Sv/Gwa (2015–2019). The normalized public
collective effective dose is only 0.063 person Sv/GWa for residents around in in situ
leaching facilities. The contribution of gaseous effluent and 222Rn to the collective
effective dose of the public increased from 70% to more than 99%. And the contribu-
tion of the liquid pathway to the collective dose was reduced from 23.3 to 0.2% due to
the application of the in situ leaching uranium technique, closure and
decommissioning of some facilities, and an effective management of the wastewater
from mines. In situ leaching uranium mines show environmental advantages.
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In short, this study provides methods and technical support for the daily operation
at China’s uranium mines and mills, such as the management of effluents, the envi-
ronmental monitoring, pollution prevention and control, decommissioning, and envi-
ronmental governance. It improves the radiation management of uranium mining and
milling. It also provides important guidance for a pollution prevention and control and
the supervision of the development of associated radioactive mineral resources. It has
promoted the technological development of related industries and fields.
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Chapter 6

Radon Risks Evaluation and 
Application in the Assessment of 
Tremor-Prone Areas
Abdullahi Suleiman Arabi, Zainab Tukur,  
Idris Isa Funtua, Musa Abdullahi Ali, Ewa Kurowska,  
Musa Suleiman Abdulhamid and Adam Suleiman Murtala

Abstract

In just a time span of 5 years, northcentral Nigeria has experienced about three earth 
tremors. Public commentators were quick to attribute the tremors to the over-abstraction 
of groundwater and construction activities in the area. This study sets out to investigate 
the cause of tremors in the study area and develop a scientifically viable method that 
predicts areas prone to earth movement in the event of future tremors using integrated 
techniques (geophysical, hydrogeological, nuclear, and GIS). The results obtained 
confirmed the incidences of tremors in parts of northcentral Nigeria. Field and other 
evidence obtained suggest that the tremors were caused mainly by quarry activities in 
parts of the area. This suggestion was corroborated by results obtained from the surface 
manifestation of movements, radon in the groundwater, quarry proximity, slope, etc. 
Also, the study discovered substantial radiological implications associated with radon 
in groundwater because of earth movement. It also confirmed as baseless the notion of 
associating the tremors in the area with the over-exploitation of groundwater. Finally, 
the study came up with a method that predicts areas prone to earth movement in the 
event of future tremors in the area and categorized them based on their likelihood of 
experiencing movement as highly likely, likely, and not likely.

Keywords: tremor prediction, Northcentral Nigeria, radon, earth movement, seismic

1. Introduction

Despite the general belief that Nigeria is not situated on any recognized active 
seismic belt, quite a few earth tremors have been recorded since 1933 [1]. These 
tremors suggest that Nigeria may not be as aseismic as earlier envisioned. The intensi-
ties of these seismic events varied from 3.0 to 6.0, according to Akpan and Yakubu, 
2010. These earthquake events were not given the needed attention by relevant 
authorities until lately. According to the National Space Research and Development 
Agency (NASRDA), one of the tremor events in northcentral Nigeria, which hap-
pened on Friday, September 7, 2018, at 5:11:32 am, had a moment magnitude of 2.6 
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and a local magnitude of 3.0. These seismic activities have prompted renewed calls for 
proper investigations of earthquake possibility, particularly in northcentral Nigeria. 
However, conflicting attempts to reveal their source have led to assumptions on 
whether these earth tremors are tectonic or non-tectonic related [2]. Therefore, there 
is a need for scientific-based evidence to explain the origin and potential impact of 
these earth tremors. Shiwua [3] suggested that the incidence of earth tremors should 
not be overlooked because frequent tremors could be a build-up and forewarning of 
a major earthquake. Moreover, the lack of intraplate earthquakes makes them unpre-
dictable, resulting in adverse consequences. Even with the occurrence of these events 
in Nigeria, practical measures such as the establishment of a database on groundwater 
quality, quantity, dynamics, vulnerability, and structural reinforcements for slope 
stability and to break floods, for example, are not well thought out.

According to Adepelumi et al. [4], a faulting event that resulted in previous earth 
tremors experienced in northcentral Nigeria was probably provoked by massive 
quarrying and blasting activities in the area. Despite the stress analysis conducted by 
the study, this concept is overly simplistic. Oluyide and Okunola [5] attributed the 
tremors in north-central Nigeria to non-tectonic slope instability and avalanches.

This study aims to develop a method that has the potential of predicting areas 
prone to movement in the event of future tremors in the study area. It seeks to 
reiterate why it is imperative to integrate the obvious knowledge of earth’s dynamism 
and Nigeria’s seismicity history. Achieving this may lead to measures that might aid 
the confining subsurface tectonic activities, limit potential damages resulting from 
earthquakes, and considerably reduce the potential risks to humans.

A unique aspect of this work is the incorporation of radon gas as a parameter in the 
prediction of earth movement, which ordinarily is not the case in most work of this 
nature. Natural disasters have a great influence on the national economy and social 
development. The precursors and prediction unavoidably remind one of the times 
when people tried to relate previous observable phenomena to an earthquake. Earlier 
observations were about changes in the water level in wells, distinct spring flows, 
and the burning and cracking of the land. Today, it may be difficult to observe these 
phenomena; however, they may be quantified, and other parameters that cannot be 
detected without instruments are monitored.

Radon is a natural gas that is produced in geogenic materials through the radioactive 
decay of the radium element. Radon can leave rocks and soils more easily by escaping 
into fractures and pore spaces between grains of soil. Measurements of this gas both in 
soil and in groundwater have shown that spatial and temporal variations can provide 
knowledge about geodynamic events. Radon has potential use in earthquake prediction 
studies because its concentration variation in the subsurface has been observed to pre-
cede an earthquake. The first evidence of a correlation between radon and earthquake 
occurrence came from an observation of radon concentration in well water prior to the 
Tashkent earthquake of 1966 [6]. This evidence stimulated research work in this area 
soon afterward in many countries. Radon observations, both in soil gas and in ground-
water, revealed many premonitory changes in its concentration before an earthquake 
[7–16]. As a result of these experimental correlations, radon is considered one of the 
few promising signs that can be used in earthquake prediction studies.

The first measurements of radon as a seismic precursor dated back to 1927, but 
the first recording that encouraged research on seismic precursors was detected 
before the Tashkent earthquake of 1966. The pre-earthquake stress gradients mobi-
lized underground fluids, carrying some dissolved gases to the near-surface region, 
mainly through faults, lineaments, and thermal areas [16]. This kind of anomaly may 
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sometimes last for a short duration; therefore, continuous monitoring of sub-soil 
radon is necessary to correlate such anomaly with earthquake.

To set up an automatic radon monitoring station, geologically sensitive locations 
are selected for the measurement of subsoil radon concentrations. This suggests a 
relationship between the investigated indicators and tectonically related processes 
related to the tremors. These signs are further classified into: (a) radon exhalation 
from the earth’s crust; (b) exhalation of helium, argon, and others; (c) temporal 
variation in water level or discharge of springs; and (d) temporal variation in tem-
perature and dissolved ions in the water of the monitoring sites [17].

2. The study area

The area covered by this work is located within latitude 9° 03′ 28.26” N and longi-
tude 7° 29′ 42.29″ E. It covers the entire Federal Capital Territory (FCT) (Figure 1). 
The widespread rock units of this area consist of “Older granites” of the pan-African 
granitoid and migmatite-gneiss complex. This comprises an inhomogeneous cluster 
of gneisses (ortho- and para-), migmatites, and successions of basic and ultrabasic 
rocks. Petrographically, the pan-African Orogeny caused the recrystallization (via 
partial melting) of the migmatite and gneissic rocks.

The migmatite-gneiss complex comprises rocks that vary between 600 million 
years and 3 billion years, that is, from pan-African to Eburnean, which is reflected 
by the numerous chrono-successions of the migmatite-gneiss complex, the majority 
of which originated during the orogenic cycle. The rocks of the migmatite-gneiss 

Figure 1. 
Updated geologic map of the FCT based on field investigation and complemented by [18] (geologic and mineral 
resources map of the FCT) (inset: Map of Nigeria depicting the location of the study area).
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complex are characterized by varying mineralogy, chemical composition, texture, 
and structure. These variations are attributable to the progressive/gradual regional 
metamorphism of meta-sedimentary rocks [19].

3. Research method

The methods utilized in this study are divided into: (a) geological, (b) hydrogeo-
logical, (c) geophysical, (d) nuclear, and (e) geographic information systems (GIS). 
These methods are discussed further based on the objectives of the study as follows:

a. Detailed field studies of structural patterns and geology of parts of northcentral 
Nigeria affected by tremors.

b. Geophysical study of the area to ascertain the different subsurface geologic units 
and groundwater saturation of each unit.

c. Evaluation of the trend of earth movement and its effect on groundwater quality, 
quantity, vulnerability, and dynamics in the area.

d. Determination of the cause of sudden movement within the subsurface of the 
area.

e. Evaluation of the safety or otherwise of activities such as borehole drilling, quar-
rying activities, sand mining, and construction activities on earth movement in 
the area.

The study area was gridded, and measurement was taken for each of the methods 
(geophysical, hydrogeology, nuclear, and geological investigations) aimed to achieve 
the following:

a. Geological investigations: This involves the study of geological structures and 
their trend, lineaments, and rock types in the study area (depicted in Figure 2).

b. Hydrogeological investigations: This entails the study of hydrochemical/physico-
chemical parameters of groundwater, water table, flow pattern, aquifer types and 
production of hydrogeological map, and compliance of water quality to national 
and international standards.

c. Geophysical investigations: This entails the study of gravity maps, electrical 
resistivity profiling, geo-electric section production, production of basement 
relief map, slope and water percolation investigation, and earth movement 
prediction.

d. Nuclear technique: The technique involves the measurement of radon in ground-
water and the evaluation of its seismic relationship and radiological implication 
on the health of the inhabitants of the area, radon exhalation and emanation 
coefficient in rocks, evaluation of seismic relationships, determination of the 
structure regarded as radon entry points, and the radiological implication of air 
quality in the area.
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e. Geographic information system (GIS): The technique employed to produce the 
digital elevation model (DEM), lineament extraction, superimposition of differ-
ent maps for information deductions, and update of geologic and other maps of 
the area.

The techniques above were utilized to derive/deduce relevant information with 
regard to earth movement, faulting, radon entry points, groundwater quality and 
quantity, radiological implication, and prediction/forecasting of areas prone to move-
ment in the case of future tremors.

3.1 Radon measurement in groundwater and subsoil

The setup for radon in the groundwater is designed to achieve the close loop 
concept of measuring radon in water as provided in the RAD 7 manual (Figure 3a). A 
detail of the protocol of radon measurement in groundwater and subsoil can be found 
in [19].

3.1.1 Radon in groundwater

As discussed above, radon has potential use in earthquake prediction studies 
because its concentration variation in the subsurface radon has been observed to 

Figure 2. 
Photograph of the (a) geology team depicting some activities, (b) hydrogeology team taking the measurement of 
water quality parameters, (c) geophysical team conducting vertical probing of subsurface geo-electric layers, and 
(d) nuclear team conducting radon measurement in groundwater sample and depth profiling.
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precede an earthquake. The first evidence of a correlation between radon and earth-
quake occurrence came from observing radon concentration in groundwater before 
the Tashkent earthquake of 1966 [6]. Radon concentration in groundwater from dif-
ferent locations in the study area was used as one of the parameters for the predictive 
method and is given a weight of five (5).

3.1.2 Radon in the subsoil

Radon observations, both in soil gas and in groundwater, revealed many pre-
cursory changes in its concentration before an earthquake [7]. As a result of these 
experimental correlations, radon is considered one of the few promising precursors 
that can be used for earthquake prediction studies. Radon in the subsurface is also 
used as an input in the method developed and was given a weight of five (5).

3.1.3 Groundwater percolation

Percolation is the movement of water through the soil itself. Percolation con-
tributes greatly to earth movement by initiating the movement of the mass of rock, 
debris, or earth down a slope under the direct influence of gravity. In this method, 
percolation was also used as one of the parameters and was given a weight of ten (10).

3.1.4 Elevation

The elevation is a factor that can be responsible for inducing slope instabil-
ity. Higher elevation has been attributed to increased surface runoff. There is also 
evidence that suggests elevation has a major influence on the spatial and temporal 
distribution of the landslides. In this study, elevation was also considered as a param-
eter and was given a weight value of ten (10).

3.1.5 Quarry proximity

The work conducted has discovered that quarry activities in the study area 
are the main culprit implicated for earth movement in the tremor, which results in 
the tremors being felt. Also, it was discovered that surface manifestation of earth 

Figure 3. 
(a) Setup adopted during in situ measurement of radon concentration in groundwater [20]; (b) setup for soil 
radon depth profiling.
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movements in the area is closely related to quarry proximity, meaning that all move-
ment manifestations observed were proximally close to the quarries or far from the 
quarries. Therefore, quarry proximity was also used as a parameter in the prediction 
method and was given a weight value of ten (10) because it’s a major contributor to 
earth movement.

3.1.6 Lineament

Lineaments are structurally controlled linear or curvilinear features identified by 
their relatively linear alignments. It is a linear feature in a landscape that is an expres-
sion of an underlying geological structure such as a fault. Lineament narrates in detail 
a much broader and more pertinent structural pertain that may be an indication of 
possible areas affected by movement within the subsurface. In the methods devel-
oped, lineament is one of the most important features showing subsurface elements 
or structural weaknesses such as faults and, as a result, is a parameter that is taken 
into consideration and assigned a weight value of five (5).

3.1.7 Slope/basement relief

The outward and downward displacement of slope-forming materials under the 
influence of gravity is greatly influenced by the slope. Once rock material is broken 
down into smaller, unstable pieces by weathering, the material has the potential to 
move down the slope. The steeper the slope, the greater the potential for gravity to 
pull earth material down a slope, and as a result, the slope is also a major parameter 
considered in the development of this method. In this case, the slope is assigned a 
weight value of ten (10). The consideration of basement relief as a parameter in the 
development of the prediction method is because it is a sloppy continuation in the 
subsurface. It has the tendency of influencing subsurface movement, especially when 
associated with percolation and groundwater abstraction.

The total weight value assigned to all the eight parameters considered in the 
prediction method is sixty (60), and the earth movement prediction map that could 
be generated will categorize an area as likely (weight between 40 and 60), moderately 
likely (between 20 and 39), and unlikely (between 0 and 29).

3.2 Validation of the method

The prediction method (RQ-PABLES METHOD) developed for the prediction 
of areas prone to earth movement was validated in the field using areas/locations 
with a surface manifestation of movement and quarry proximity. The method was 
developed using cumulative weight assigned and generated from seven parameters, 
namely, percolation, elevation, radon in groundwater/radon in sub-soil, lineament, 
quarry proximity, basement, and slope. The weight value ranges from 1 to 10 depend-
ing on the influence of each of the parameters that could result in triggering the earth 
movement.

4. Results and discussion

The occurrence of earth tremors contradicts the earlier thought of the aseismic 
nature of Nigeria. It is relevant to mention that some of the villages and towns 
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troubled by the recent seismicity are located on the Atlantic fracture system. As 
suggested by Adepelumi et al. [4], the SW-NW trend of the fault makes that stretch 
of land vulnerable to seismicity because of stresses produced within the earth’s crust, 
that is, partial reactivation of the ancient faults. Displacements and fractures were 
explored in different outcrops across several localities in Abuja possibly associated 
with the NNE–SSW faults, and their orientations were measured. A collection of 
the observed faults and fractures are presented in Figure 4a. The mapped fracture 
trends (Figure 4a) define a major NW-SE trajectory as shown on the rosette plots 
(Figure 4b). Logically, the measured trends might denote that the tremor is tectonic 
based on the regional geological background (the North Atlantic fracture systems), 
field measurements of the structural patterns, and prior aeromagnetic data. However, 
this rationale is subjective and hindered by the dearth of seismic data. Goki et al. [2] 
in their study related the recurring earth tremors to the reactivation of fault systems 
associated with these Atlantic Fracture Zones. This deduction is supported by the fact 
that the tremor epicenters of the recent Mpape tremor in Abuja fall along the major 
fractures and their projections appear to align with the Chain Fracture Zone in the 
Atlantic. However, the mechanism for the reactivation was not fully elaborated on 
or explained by Goki et al. [2]. Based on our observations carried out around quarry 
sites, reports from inhabitants in the vicinity insinuate that the earth’s tremors can 
be linked to the current pervasive and uncoordinated detonating and blasting activi-
ties performed at quarry sites. Accordingly, the new fractures crosscutting the major 
faults of the gneissic basement complex were noted at the quarry sites as well as road 
cuts (Figure 5). Although it was not established if these new fractures were deep-
seated, the discordance and fractures they created are evidence that supported the 
reactivation theory.

Most of the structures observed in the field are northwest–southeast oriented 
(Figure 4a and b) and are mainly found around areas with high quarrying activities 
such as Mpape and Dutsen-Alaji. These structures were neither found to be associated 
with certain rock types nor appear to be induced by human activities in those areas. 
An important field observation was the identification of some volcanic rocks (basalt 
and pumices) in the study area, which were not reported by earlier works in the 

Figure 4. 
(a) Fracture trends from field measurements on granitic rocks. (b) Rose diagram indicating the NW-SE trend of 
the fractures.
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area. This development needs to be followed up to ascertain the extent and nature of 
occurrences.

4.1 Parameters of movement prediction

The parameters used in the prediction of locations prone to movement in the 
case of future tremors in the area are radon in groundwater, radon in the subsoil, 
percolation, elevation, quarry proximity, lineament, slope, and basement configura-
tion. These parameters were assigned weighted values depending on their perceived 
contribution to earth movement as indicated earlier.

4.1.1 Radon in groundwater

A summary of the result of the measurement of radon in 128 samples of ground-
water is provided in Table 1. These include the activity concentration of radon in 
groundwater from the area, which ranges from 609.00 to 92,500.00 Bqm−3 (0.61 
to 92.50 BqL−1) with a mean value of 16628.19 Bqm−3 (16.63 BqL−1). These values 

Figure 5. 
Field photographs of (a) rock slump, (b) clusters of fragmented boulders at Mpappe, (c) major fracture at a 
road cut at Wasse, (d) boulders set at a hill at Bwari, (e) landslide behind a quarry site at Dutsen Alaji, and (e) 
fragmented granite boulder.
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exceeded both the EPA’s MCL of 11.1 BqL−1 and the NIS limit of 0.1 BqL−1. The calcu-
lated annual effective dose due to ingestion and inhalation of groundwater from the 
area ranged from 0.13 to 19.43 mSvy−1 with an average of 3.49 mSvy−1 for ingestion, 
while the range was 0.002 to 0.23 mSvy−1 for inhalation and a total annual effective 
dose with a range between 0.13 and 19.66 mSvy−1 with an average of 3.53 mSvy−1.

The dose coefficients given in ICRP Publication 137 were determined based on a 
dosimetry approach. This considers the physical phenomena that determine the dis-
tribution of radionuclides in the body to quantify the energy deposited per unit mass 
in the various regions of the body. It also gives a weighting based on the toxicity of the 
radiation and the radiosensitivity of the tissues using an epidemiological approach.

4.1.1.1 Radon in groundwater as a precursor to earth movement

The results of radon in groundwater suggest that radon in groundwater from the 
study area is closely related to other physicochemical parameters of the water such 
as temperature, and this might not be unconnected with the local geology of the 
area, geothermal gradient, depth to aquifers, and the possibility of radon entry point 
created by seismic activities experienced in the area in the past 5 years, which causes 
radon release from basement fractures into groundwater bodies. The tainting of 
groundwater by radon gas to the spatial extent (Figure 6) seen in these results might 
also suggest the widespread nature at which radon entry points are created within 
the surface. Movements within the subsurface potentially create openings (fracture) 
within the basement, which are referred to as “radon entry points” through which 
radon gas is exhaled into groundwater bodies in both primary and secondary frac-
tures, which serve as an aquifer.

4.1.1.2 Radon in the subsoil as a precursor to earth movement

Radon profiling at different depths (0.33, 0.66, and 0.99 m) within the sub-
surface was conducted at 130 locations that covered the entire study area. Radon 
activity concentration in soil at a depth of 0.33 m (33 cm) ranged from 15.20 to 
48,500.00 Bq/m3 with an average value of 4257.47 Bq/m3. At a depth of 0.66 m 

Figure 6. 
Radon activity concentration in groundwater: (a) 3D map; (b) contour map.
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(66 cm) below the ground surface, the values obtained ranged from 15.20 to 
59,600.00 Bq/m3 with a mean of 5061.19 Bq/m3, while at 0.99 m (99 cm) below the 
ground surface, the values recorded ranged from 10.02 to 81,200.00 Bq/m3 with a 
mean value of 9993.15 Bq/m3. About 88.5% of the values recorded were observed 
to have exceeded the 200 Bq/m3 action level recommended by the International 
Commission on Radiological Protection (ICRP). High radon activity concentration 
coupled with the downward increase in radon within the subsurface may also be a 
pointer to the effect of seismic activities experienced in the study area during recent 
times. Earth tremors recently experienced in the area might have caused some open-
ings (fractures) within the basement rocks, which eventually serve as radon entry 
points into groundwater and the overburden. Naturally, radon from the basement 
travel upward into the overburden, and this might manifest in the form of radon 
increase with depth. This result clearly indicates how radon activity concentration in 
the area increases with depth (Table 2).

4.1.2 Lineament

Lineament density depicts the frequencies of subsurface movement represented 
by subsurface structures such as fractures, veins, joints, and other indicators of 
points of weakness in the subsurface. Simply put, a lineament is a linear feature in a 
landscape that is an expression of an underlying geological structure such as a fault. 
Typically, a lineament appears as a fault-aligned valley, a series of fault or fold-
aligned hills, a straight coastline, or indeed a combination of these features. The linea-
ment map of the study (Figure 7) indicates higher lineament densities around the 
northeastern, southeastern, southwestern, and northwestern portions of the study 
area, while the central and western portions have the lowest density in that order. This 
suggests that the subsurface movement is likely to be intense in that same order. This 
also corresponds to the basement relief map (Figure 7), suggesting that movement is 
likely to be intense at depth. These are also areas where radon entry into groundwater 
is expected.

4.1.3 Basement relief and slope

The basement relief as extracted from vertical electrical sounding result indicates 
that the basement is the deepest in the northeastern part of the study area (Figure 8) 
and shallower in the central portions, while it is intermediate in the southwestern part. 
This means that the thicker overburden is in the northeastern part, while it is thinner 

Radon at 
0.33m (Bq/

m3)

Radon 
at 0.66m 
(Bq/m3)

Radon 
at 0.99m 
(Bq/m3)

In-situ 
radon 

diffusion 
length at 
0.33 (m)

In-situ 
radon 

diffusion 
length at 
0.66 (m)

In-situ radon 
diffusion 
length at 
0.99 (m)

Min 15.2 15.2 10.02 0.005 0.005 0.003

Max 48,500.00 59,600.00 81,200.00 15.96 19.62 26.73

Ave 4,257.47 5,061.19 9,993.15 1.4 1.67 3.29

Table 2. 
Values at depths below earth’s surface.
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in the central part of the study area. In terms of slope, which significantly has a control 
on earth movement with slight triggers, especially when percolation is high, even the 
central portion, where the basement is shallower, is an area with potential for earth 
movement/landslide.

4.1.4 Elevation

Elevation in the study area is the highest around the northeastern parts, while it is 
the lowest in the southwestern part. The north–south and northwestern portions are 

Figure 7. 
Lineament density map of the study area.

Figure 8. 
3D basement relief/slope map of the study area.
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relatively flattened, while the other parts are rugged and mountainous. Most of the quar-
ries are situated in areas of high elevation, where outcrops are dominant (Figure 9).

4.1.5 Quarry proximity

The quarry sites in the study area are mostly located in the northeastern and 
southeastern parts. A plot of quarry proximity to a particular location gives an 
insight into the possibility of a quarry activity having a significant effect on 
the stability of that area. This result suggests that this effect is intense in the 
northeastern–southeastern parts, while it is the lowest in the western parts 
(Figure 10).

4.1.6 Groundwater percolation

The groundwater saturation within the subsurface for a particular area can 
influence the stability of the area, especially when the effect of slope in such an 
area is intense. Ordinarily, the movement of the earth material on the sloping ter-
rain is down a gradient. Therefore, in areas saturated with groundwater, especially 

Figure 9. 
3D elevation and contour map of the study area.

Figure 10. 
3D quarry proximity and contour map of the study area.



111

Radon Risks Evaluation and Application in the Assessment of Tremor-Prone Areas
DOI: http://dx.doi.org/10.5772/intechopen.111393

when the earth material around those areas is made of clays, the slightest trigger 
or agitation can cause the earth material to move downslope. In this study, areas 
identified as vulnerable to movement because of groundwater saturation are the 
northwest, southwest, northeast, and around the southwestern portion of the 
study area (Figure 11).

4.2 Earth movement prediction

The earth movement prediction map was produced from the cumulative weight 
of all weighted averages extracted from radon, lineation, quarry proximity, slope, 
elevation, and groundwater percolation maps. These maps were generated from 
the measurements made in situ during the field campaign. The superimposition 
of all the maps generated can give insights into the likelihood of areas that could 
experience movement in the event of future earthquakes or earth tremors in the 
north-central part of Nigeria (Figure 11). These areas were categorized based on 
their likelihood of experiencing movement as highly likely, likely, and not likely 
(Figure 12a and b).

4.2.1 Highly likely areas

The areas categorized as highly likely to experience earth movement in the event 
of a tremor or earthquake in the study area are mostly in the western parts of the 
study area. These areas also fall within locations where the surface manifestation of 
earth movement was observed during the field campaign. These areas include Mpape, 
Saupe, and Dushepe, all around the northeastern parts of the study area. These highly 
likely areas are further categorized into upper and lower or most highly likely, which 
are found around certain pockets of locations in the western parts of the study area 
around Burum, Sherete, and Gwau and highly likely (found close to the western edge 
and stretches/trends north southernly) (Figure 12a and b). Also, within the most 
likely areas are locations around Bogu, Tagwai, Kumeo, and Kashimoro, all around 
the southwestern parts of the area.

The relocation of quarry sites close to residential areas around this location is 
highly recommended to safeguard and protect likely damages in all ramifications in 
the area in the event of a future tremor.

Figure 11. 
3D and groundwater percolation contour map of the study area.
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4.2.2 Likely areas

The areas deduced as likely to experience movement in the event of future tremors 
are found in the north, south, and southwestern parts of the study area (Figure 12a 
and b) around Dakwa, Gwi, Gao, Yebu, Yabo, Nuku, Ebagi, and Abaji. These catego-
ries constitute/cover almost 50% of the study area. They are further categorized as 
most likely and likely. Most likely areas constitute about 30% of the total likely areas 
and are mostly found in the south, central, and northeastern parts of the area, while 
the likely areas constitute about 70% and are mostly located in the north, central, 
and southwestern parts of the study area. Surface manifestation of movement was 
observed neither in these areas nor in operational quarry sites. These areas are much 
safer than the areas discussed above; therefore, for the sake of the future, to obtain 
a license for quarry activities in these areas, there is the need to conduct and incor-
porate an earth movement prediction study in all environmental impact assessment 
reports. This is to make sure that the inhabitants are protected from any force majeure 
that could occur because of quarry activities.

Figure 12. 
(a) Superimposed 3D contour (b) surface maps of radon, quarry proximity, slope, elevation, lineament, and 
corresponding earth movement predictive map (A = radon in groundwater and subsoil, B = quarry proximity, 
C = slope, D = elevation, E = lineament, F = percolation, and G = predictive model).
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4.2.3 Not likely areas

Areas categorized as “Not likely” are restricted to the northwestern parts of the 
study area (Figure 12a and b). Based on the assessment in this study, these areas are 
the safest; they are further categorized as “most unlikely and safe”. The safe areas are 
on the western and northwestern corners. The not-likely areas cover areas around 
Shimbo, Pate, Dako, Ghamgwa, and Babbantsauni villages. It was observed that areas 
with many quarries operating at the same time are more susceptible to stress build-
up, which eventually triggers sudden earth movement. This phenomenon is likely the 
cause of tremors of higher intensities with resultant surface manifestations of move-
ment observed around Mpape and its environment.

4.3 Effect of other activities on earth movement

The records of tremors in the study area have prompted so many speculations, 
which have not been scientifically proven as discussed earlier in the introduction. 
Some of the speculations are that the tremor was a result of the over-exploitation of 
groundwater in the area, while others tie it to massive construction activities in the 
area. All these speculations have not been proven scientifically.

4.3.1 Groundwater over abstraction

From the results obtained, this study has not discovered any effect of groundwater 
abstraction on tremors that were experienced in the area. The study also did not find 
any association between groundwater quality, as it relates to the tremor records in the 
area. With regard to quarry activities, this might have implications on groundwater 
dynamics in the area in two ways as follows:

a. Fractures created by blasting during quarry activities can change the ground-
water flow direction. This direction is controlled by hydrodynamics, hydraulic 
heads, and interconnectivity between fractures.

b. Groundwater quantity in the area might be affected both negatively and positively.

i. Positively: As new fractures are created, the secondary porosity will be 
enhanced, serving as a groundwater storage conduit.

ii. Negatively: The creation of fractures has the possibility of creating interconnec-
tivity between fractures, which allows subsurface groundwater flow to change; as 
a result, groundwater levels from one location to another may change such that it 
decreases from one location and increases in another depending on the hydraulic 
characteristic of subsurface parameters related to groundwater.

iii. These are possibilities that must be substantiated scientifically by monitoring 
certain parameters related to groundwater in the area over time.

4.3.2 Construction activities

Based on the finding of this study, apart from quarry activities, which may not 
be categorized under construction activities, other activities that are construction 
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related do not result in tremors in the area as speculated by some commentators in the 
public domain. There is no doubt that the proliferation of quarry sites in the FCT has a 
direct implication on the resultant tremor that was felt many times around northcen-
tral Nigeria, especially in the FCT.

5. Conclusion

This study set out to investigate reported cases of tremor in parts of northcentral 
Nigeria; study the causes and implications on groundwater quantity, quality, and 
dynamics; study the radiological implication of radon released into groundwater 
bodies because of the tremor; and study and come up with ways of determining 
areas prone to earth movement and mitigation measures to plan and contain future 
occurrence.

The study confirmed the incidences of tremors in parts of northcentral Nigeria. 
Field and other evidence obtained suggest that the tremors were caused mainly by 
the quarry activities in parts of the area. This suggestion was corroborated by results 
obtained from the surface manifestation of movements, radon in the groundwater, 
quarry proximity, slope, etc. Also, the study discovered substantial radiological 
implications associated with radon in groundwater because of the earth movement. 
The study also confirmed as baseless the notion of associating the tremors in the area 
with the over-exploitation of groundwater.

Finally, the study came up with a method that predicts areas prone to earth move-
ment in the event of future tremors in the area.

5.1 Recommendations

This study did not attempt to find out the reasons behind the siting of quarries 
even in residential areas or areas already inhabited. Perhaps the siting/location 
of quarries in the FCT and environs is of dual objects: to explore and exploit the 
construction aggregate for the massive construction activities in the FCT or to pave 
the way or flatten rocky areas for future developmental activities; neither of these 
can be achieved without its advantages and disadvantages. The results discussed 
in this report are far-reaching in ascertaining the cause of tremor in northcentral 
Nigeria and its implications on the populace. To monitor future occurrences, miti-
gate effects, and reduce the possibilities and implications of the future occurrence 
due to activities of the likely culprits identified, the following recommendations 
are made:

a. Revocation, relocation, and reassigning of quarry licenses issued in the identified 
vulnerable areas.

b. Review and recommend more environmentally friendly blasting methods and 
procedures for quarry operators.

c. Include study of land movement and landslide possibilities in Environmental 
Impact Assessment (EIA) reports

d. Recommend standard distance for quarries from residential and other inhabited 
areas.
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e. Conduct continuous quarterly radon assessments in groundwater to track and 
monitor spikes that could suggest earth movement.

f. Continuous monitoring of groundwater levels around FCT and environs to track 
quality, quantity, and dynamics, especially with regard to quarry activities in the 
areas.

g. The siting of licensed quarry should be well spaced such that, even if they oper-
ate at the same time, the stress built up would not be related in such a way that 
could trigger earth movement.

© 2024 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Chapter 7

Soil Contamination, Risk
Assessment, and Remediation
Pooran Mal Meena, R.K. Aggarwal, Ramu Meena
and Madhurjit Singh Rathore

Abstract

Soil amendment” refers to the alteration of soil properties driven by human activities.
This includes actions such as spreading, compaction, erosion and fertility loss, which
reshape the land and necessitate qualitative and quantitative risk assessment methods to
address associated risks. Soil pollution, resulting from the excessive use of agrochemicals,
waste materials, and toxic elements, disrupts soil organisms and fertility. Agrochemicals
can contaminate soils through agricultural practices, impacting soil health. Irrigation
water quality, indicated by salinity and soluble sodium percentage, also plays a crucial role
in soil contamination. Additionally, emerging concerns arise frommicroplastics due to
their persistence and potential ecological impacts. Remediation strategies for heavymetal-
contaminated soils involve. Physical methods like soil replacement and thermal desorp-
tion address contamination by removing or treating soil on-site or off-site. Chemical
fixation immobilizes contaminants using specific chemicals, while biological remediation,
such as phytoremediation and bioremediation. Risk assessment, crucial for understanding
the extent and severity of soil contamination, aids in effective remediation by considering
factors such as contaminant concentrations, exposure pathways, and potential ecological
and human health impacts. Overall, safeguarding soil health against pollution, erosion,
and urbanization is essential for maintaining food and grazing resources.

Keywords: inorganic pollutants, trace elements, hazards, soil contamination, sewage
and sludge, sustainability, soil microorganisms, heavy metals, pollutants,
contamination, trace elements, hazards, sewage and sludge, fossil fuel, flora and
fauna, sustainability, phytoremediation, solid waste, soil contamination,
agrochemical, heavy metals

1. Introduction

Soil, a vital layer of organic and inorganic matter covering the earth’s surface,
sustains life by supporting plant growth and providing a habitat for various organisms
[1]. The organic component, found in the uppermost layer of topsoil, consists of
decaying plant and animal remains, while the inorganic part, formed through
millennia of physical and chemical weathering, comprises crushed stone [1]. This
dynamic environment is essential for food production, with 95% of human food
originating from the soil [1]. However, soil pollution poses a significant threat,
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resulting from the introduction of exogenous chemicals or alterations to the natural
soil environment, whether through natural processes or human activities [2].

Industrial expansion, mining activities, improper waste disposal, and agricultural
practices contribute to soil contamination, with heavy metals and other pollutants
accumulating over time [2, 3]. Common contaminants include lead, chromium, arse-
nic, zinc, cadmium, copper, mercury, and nickel, persisting in the soil for extended
periods without degradation [4, 5]. The consequences of soil pollution are far-
reaching, affecting human health, ecosystems, and food security [6, 7]. Direct expo-
sure to contaminated soil, ingestion through the food chain, and contamination of
groundwater resources pose significant risks [8]. Effective management of contami-
nated sites requires comprehensive risk assessment and the integration of scientific
data to safeguard public and ecosystem health [9, 10].

Addressing soil contamination demands interdisciplinary expertise in environ-
mental science, geology, hydrology, and chemistry [3]. While regulations in North
America and Western Europe have made significant strides in identifying and miti-
gating soil pollution, challenges persist in regions with less stringent enforcement [11].
Enhanced awareness and proactive measures are essential to safeguard soil quality and
mitigate the adverse effects of contamination worldwide.

2. Soil contamination

2.1 Processes of contamination

Trace elements are found in small levels in the environment and are ubiquitous
under normal circumstances. The geological substrate is usually the main source of
trace elements, with the oceans, soil, biota, and atmosphere coming in second and
third. The relative distribution of the environmental divisions, for instance, is given
for Like in Trace element concentrations in soil that are abnormally high and can be
attributed to either natural or human sources. Volcanic activity, burning of wood or
plants, and weathering (chemical and physical) processes are the natural sources of
trace elements in soil. Anthropogenic sources of potentially hazardous trace elements
in the environment are a result of urbanization and the Industrial Revolution [12].
These sources are connected to human activities such as the industrial production of
steel, textiles, and chemicals; mining and smelter operations; burning of fossil fuels;
incineration and disposal of trash; and agricultural practices (fertilizers and pesti-
cides). The actions of humans have significantly accelerated the biogeochemical cycles
of heavy metals. For a number of heavy metals, it has been calculated those human
emissions to the atmosphere are one to three orders of magnitude greater than
natural fluxes. Anthropogenic As, Sb, and Pb fluxes have been greater than natural
fluxes for over 2000 years, according to research done on peat cores from a Swiss bog.
The modification of the natural cycle of heavy metals has led to a situation in which
the inputs of hazardous heavy metals in soils generally exceed the removal due to
harvests of agricultural crops and the losses by leaching, volatilization, etc. [13].

2.2 Source of soil contaminations

1.Heavy Metals

2.Agrochemical
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3.Irrigation water quality

4.Microplastics

2.3 Soil contamination of heavy metal

Soil contamination, characterized by the accumulation of toxic substances
(pollutants and contaminants), poses significant risks to humans, soil organisms,
animal health, and ecosystems. This contamination typically occurs in two primary
forms: point pollution, originating from specific events at distinct locations like for-
mer industrial sites, and widespread pollution, where pollutants disperse over large
areas, complicating detection and tracking efforts. Heavy metals infiltrate soil
through natural phenomena and human activities, including industrial processes,
mining, and agriculture. Understanding the sources, chemistry, and effects of heavy
metal contamination is essential for devising effective conservation and remediation
strategies.

2.3.1 Sources of heavy metals in contaminated soil

Agrochemicals (Pesticides, Fertilizers), Biosolids (Sewage Sludge), Wastewater.
Pesticides, historically used extensively in agriculture and horticulture, contained
significant concentrations of metals, contributing to soil contamination [11]. Fertil-
izers, essential for plant growth, often contain heavy metal impurities like cadmium
and lead, which accumulate in soil over time [11, 14]. Similarly, biosolids, comprising
municipal sewage and sludge, inadvertently introduce heavy metals into the soil
through land application practices, raising environmental concerns [15, 16]. Addi-
tionally, long-term irrigation with municipal and industrial wastewater can result in
heavy metal accumulation in soil [17].

2.3.2 Metal mining and milling processes and industrial wastes

Extensive mining and smelting activities lead to soil contamination with metals
like lead and zinc, posing risks to human and ecological health [17]. Reclamation
methods for these sites are often lengthy and expensive, with uncertain outcomes
regarding soil productivity restoration. Soil heavy metal environmental risk to
humans is associated with bioavailability, primarily through the ingestion of contam-
inated food or soil [17].

2.3.3 Soil concentration ranges for some heavy metals

The particular contamination of heavy metals that was found in the contaminated
soil has a direct connection to the activity that took place there. Activities and disposal
practices for contaminated wastes on the site will also affect the range of pollutant
concentrations and their physical and chemical forms. Local transport pathways and
the chemistry of the soil and groundwater are additional elements that could affect the
type, concentration, and distribution of metal pollutants [5].

Soils may contain metals in the solid, gaseous, and liquid phases, which may
complicate analysis and interpretation of reported results. For instance, total
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elemental analysis is the most widely used technique for figuring out how much heavy
metal contamination is present in soil (USEPA Method 3050) (Tables 1 and 2).

2.3.4 Remediation of heavy metal-contaminated soils

Aims to create solutions protective of human health, animals, and the environment
[19]. Regulatory compliance and risk assessments guide remediation strategies,
emphasizing the reduction of metals’ bioavailability to mitigate long-term risks [19].
Characterizing soil contamination determines remedial approaches, considering the
physical form of heavy metal contaminants [20]. Technologies for remediation range
from in-situ restrictive measures to gentle restoration methods, aiming to ensure safe
soil use (Table 3).

2.4 Agrochemical

Agrochemicals or agricultural chemicals, short for agricultural chemicals, are
chemicals used in agriculture. Agrochemicals refer to fungicides (pesticides include
insecticides, herbicides, fungicides, and nematicides) and synthetic fertilizers. It also
contains hormones and other growth factors [21].

Pesticides are products used to control pests [22]. These include (insecticides,
herbicides, nematicides, fungicides, molluscicides, and plant growth regulators) [23].
Most of these are pesticides, accounting for approximately 50% of pesticides used
worldwide [24]. Pesticides (insecticide, herbicide, fungicide, and nematicide) are

Metals Soil contamination range (mg kg �1) Regulatory limits (mg kg�1)

Zn 150–5000 1500

Cr 0.05–3950 100

Pb 1.00–69,000 600

Cd 0.10–345 100

Hg <0.01–1800 270

Table 1.
Ranges of soil concentrations and regulatory recommendations for specific heavy metals.

Metals Target value (mg kg�1) Intervention value (mg kg�1)

Cr 20 240

As 200 625

Ni 140.00 720.00

Cu 0.30 10.00

Zn — —

Cd 100.00 380.00

Pb 35.00 210.00

Hg 85 530

Table 2.
For several metals, the target and intervention values for a typical soil [18].
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often used as plant protection products (also known as plant protection products) to
protect plants from weeds, nematodes, fungi, or insects. Pesticides are generally
defined as any chemical or biological material (such as bacteria, fungi, or viruses) that
affects, inactivates, kills, or deters pests in any other way. Target pests include insects,
parasites, plants, mollusks, birds, animals, fish, nematodes (roundworms), and dis-
eases that damage crops, cause problems, or spread disease or disease. In addition to
these benefits, pesticides also have disadvantages such as potential toxicity to humans
and other species (Figures 1 and 2).

2.4.1 Insecticides

Pesticides that kill insects are called insecticides [25]. These include larvicides and
ovicides, which are used for insect larvae and eggs, respectively [26]. Agriculture
makes use of insecticides. Almost all pesticides have the potential to drastically change
ecosystems; many are harmful to the health of people and animals; some concentrate
as they move up the food chain.

The development of the chemical industry at the same time made it easier to
produce chlorinated hydrocarbons on a wide scale, including different forms of
cyclodiene and hexachlorocyclohexane. Organophosphates are another big class of
contact insecticides (Tables 4 and 5).

2.4.1.1 Impact of insecticide on soil health/soil biology

Pesticide contamination [33] profoundly impacts soil ecosystems by disrupting
microbial life crucial for soil health [34]. Insecticides, particularly carbamates, and
organophosphates, have significant adverse effects on soil microbes [35]. Carbamate
insecticides like carbofuran and carbaryl disrupt soil microbial environments and
enzymatic activities [30, 36]. Similarly, organophosphates inhibit soil bacteria and
fungi, while persistent chemicals like DDT, arsenic, and lindane further impair soil
microbial biomass and enzymatic processes [31, 32, 37].

Category Remediation technologies

Isolation a. Capping
b. Subsurface barriers

Immobilization a. Solidification/stabilization
b. Verification
c. Chemical treatment

Toxicity and mobility
reduction

a. Chemical treatment
b. Permeable treatment
c. Biological treatment bioaccumulation, phytoremediation

(Phytoextraction, phytostabilization, and rhizofiltration), bioleaching,
and biochemical processes

Extraction a. Soil cleaning, electrokinetic treatment, pyrometallurgical extraction,
and in-situ soil flushing

Table 3.
Technologies for remediation of heavy metals contaminated soils.
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Unregulated insecticide application not only contaminates soil but also harms
non-target organisms such as earthworms [38]. Studies reveal detrimental effects
on earthworm biomass and cholinesterase activity due to pesticide exposure [39].
Malathion and chlorpyrifos exposure reduce earthworm body weight and
reproductive viability, while cypermethrin diminishes cocoon production [40].

Figure 1.
An overview of agrochemical types: Classification and exemplary examples.

Figure 2.
Environmental and agricultural implications of excessive agrochemical use.
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Pesticides disrupt soil fertility and insecticide degradation processes, affecting local
metabolism [41, 42].

2.4.2 Herbicides

Herbicides, essential for weed control, vary in selectivity [43]. Selective
herbicides target specific weeds without harming desired crops, while non-selective
types indiscriminately kill plants [44]. Integrated pest management strategies,
combining pesticides with alternative pest control methods, offer sustainable solu-
tions to mitigate pesticide-related soil damage and promote ecosystem resilience
(Tables 6 and 7).

2.4.2.1 Impact of herbicides on soil health (soil biology)

Herbicides reduce pathogen numbers within 7 to 30 days post-application,
impacting microbial biodiversity [53]. Effects vary based on herbicide type and soil
factors like texture and organic matter [54]. For instance, fomesafen herbicide

Sr. No. Pesticides Effect on soil microbes References

1. Imidacloprid and
diazinon

The bacterium that produces urease is restrained (Proteus
vulgaris)

[27]

2. Chlorpyrifos.
Quinalphos

Diminishes ammonification process [28]

3. Validamycin Urease and phosphatase enzymes are negatively affected, but
they improve subsequently

[29]

4. Carbofuran Hinders nitrogenase action of Anabaena doliolum was reduced
by 38% Within 48 hours of treatment

[30]

5. Organophosphate
insecticide

Reduces the rate of N-mineralization by affecting the soil
enzyme activity, the fungal species, and beneficial soil
microbes

[31]

6. DDT As a result of their longer survival in soil. Microbial biomass
production and enzyme reactions decreases

[32]

Table 4.
Impact of some insecticides on soil microbes.

Sr. No. Name of Insecticide Approximate Persistence time

1. BHC (Benzene hexachloride) 11 years

2. DDT 10 years

3. Heptachlor 10 years

4. Aldrin, Dieldrin 9 years

5. Chlorodane 9 years

6. Toxaphene 6 years

Table 5.
Persistence time for some selected insecticides.
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reduces soil microbial biomass carbon and mycorrhizal colonization after 12 days [55].
Triazine herbicides like atrazine alter soil microbial activity with prolonged use [56].
Glyphosate inhibits soil biota growth and phosphatase activity [36, 57].

2.4.3 Fungicides

Fungicides combat parasitic fungi, mitigating agricultural losses [58]. Contact
fungicides protect sprayed areas, while systemic fungicides circulate through plant
tissues [59]. Available in liquid or powder forms, fungicides contain active ingredients

Sr. No. Name of Herbicides Approximate Persistence time

1. Diuron 11 years

2. Monuron 3 years

3. Atrazine 18 years

4. Simazine 17 years

5. Chlordane 12 years

6. 2,3,6 - Trichlorobenzene 2-5 years

7. 2,4-D 2–8 years

Table 6.
Persistence time for some selected herbicides [45].

Sr. No. Herbicides Microorganisms, enzymes, and biochemical reactions References

1. 2,4-D Adversely affects the activities of Rhizobium spp.
Reduces nitrogenase, phosphatase, and hydrogen photoproduction
activities of purple non-sulfur bacteria

[46]

2. 2,4,5-T Adversely impacts node-expression disrupting plant Rhizobium
signaling. 2,4-D herbicide also reduces fixation by blue-green algae
and nitrifying process impacting Nitrosomonas andNitrobacter spp.

[47]

3. Agroxone,
and Atranex

Inhibits the most sensitive species of Azotobacter vinelandii and
Rhizobium phaseoli

[46]

4. Bromoxynil,
Methomyl

Reduces CH1 oxidation to CO2 [48]

5. Metsulfuron-
methyl

Decreases N-mineralization [49]

6. Bentazone,
Simazine,

Inhibits N-fixation and decreases the number of nodules and N
content overall

[50]

7. Isoproturon Adverse consequences Actinomycetes and growth of fungi, urea-
hydrolyzing bacteria, Nitrosomonas, Nitrobacter, and nitrate
reductase activity

[51]

8. Glyphosate Reduces azotobacter development and activity [36]

9. Metribuzin No impacts on AM fungus in maize and barley are seen at lower
dosages

[52]

Table 7.
Herbicides and their reported effects on soil.
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ranging from 0.08–90% sulfur. They safeguard crops but can also impact soil health
and biodiversity (Table 8).

Fungicides play a crucial role in agriculture by controlling fungal diseases, but they
can have adverse effects on soil health [67]. Bavistin, a fungicide, exerts some inhib-
itory effects on soil microbial populations, albeit non-significantly [68]. While certain
molecules in fungicides may affect Arbuscular Mycorrhizal Fungi (AMF), not all
fungicides have uniform impacts on these fungi [69]. Benzoyl, found in some fungi-
cides, can lead to long-term reductions in mycorrhizal associations [70], with many
fungicides proving toxic to hyphal growth and root colonization by AMF [67]. Addi-
tionally, fungicides like emission and carbendazim can harm AMF populations [71].

Excessive fungicide use can lead to soil contamination and harm non-target
organisms. Earthworms, vital for soil health, are negatively impacted by pesticides,
with chlorpyrifos and azinphos methyl causing chronic and intermittent exposure
effects [38, 39]. Other studies demonstrate reduced earthworm body weight and
reproduction due to malathion exposure, highlighting the broader ecological reper-
cussions of fungicide misuse [40]. Furthermore, fungicides disrupt soil fertility and
the degradation processes crucial for ecosystem balance [41, 42].

2.4.4 Fertilizers

Fertilizers, both organic and inorganic, significantly influence soil properties [72].
Nitrogenous fertilizers, for instance, contribute to soil acidification, reducing
pH levels and potentially limiting nutrient availability [73, 74]. Soil amendments
enhance cation exchange capacity (CEC), which is crucial for nutrient retention and
plant growth [75].

Atmospheric factors like acid rain also impact soil health [1, 76]. Acid rain,
resulting from sulfur dioxide and nitrogen oxide emissions, can damage soil microor-
ganisms, plants, and aquatic life [1]. It alters soil composition by depleting essential
nutrients like calcium and magnesium, affecting plant growth and ecosystem dynam-
ics [1, 77]. Additionally, acid rain corrodes human infrastructure, posing risks to
public safety and architectural heritage [1, 78].

Balancing agricultural productivity with soil health is critical for sustainability
[79]. Managing pesticide and fertilizer use, along with mitigating atmospheric

Sr.
No.

Fungicide Effect on soil microbes References

1. Mancozeb Effects of mycorrhizal associations and also nitrifying bacteria [60]

2. Benomyl Hinders nodulation in legumes [61]

3. Carbendazim and
Thiram

In soil, it affects bacteria which are associated with the N & C
cycle

[62]

4. Metalaxyl Nitrifying, ammonifying bacteria’s actions are disrupted [63]

5. Propiconazole Azospirillum brasilense’s growth-promoting actions on the host
plant can be inhibited

[64]

6. Hexaconazole Effects bacteria involved in N cycling [65]

7. Oxytetracycline Acts as Bactericide [66]

Table 8.
Effect of some fungicides on soil microbes.
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pollutants, is essential for preserving soil fertility, ecosystem services, and human
well-being [75]. Sustainable agricultural practices must prioritize soil conservation to
ensure long-term food security and environmental resilience.

2.4.5 Acid deposition

Acid deposition, comprising wet and dry deposition [80], poses significant threats
to soil health and ecosystem functioning. Wet deposition occurs when precipitation
carries acids to the Earth’s surface, while dry deposition involves the direct adherence
of particles and gases to soil and plant surfaces [81]. Acid rain’s adverse effects extend
to forests, freshwater bodies, soil ecosystems, insects, and human health.

In soil, acid rain induces profound alterations in biology and chemistry. Low
pH levels resulting from acid rain can kill sensitive bacteria and denature their
enzymes, impairing soil microbial processes [82]. Additionally, hydronium ions in
acid rain facilitate the leaching of toxins like lead and essential nutrients such as
magnesium from soil [83]. This process disrupts soil nutrient balance and poses risks
to plant health and growth. Acid rain also affects soil microbial communities,
influencing nutrient cycling and soil fertility [84].

Soil acidification, driven by acid rain, exerts detrimental effects on plant physiol-
ogy and growth [85]. Acidic water infiltrating plant tissues disrupts nutrient uptake
and damages chloroplast organelles, hindering photosynthesis and nutrient produc-
tion [78, 86]. Visible symptoms of soil acidification include yellowing leaves and
reduced plant vigor [87]. Furthermore, acid rain compromises soil structure and
nutrient availability, exacerbating soil degradation [88].

Mitigating soil acidification requires comprehensive strategies, including technical
solutions and emission controls [89]. Power plants can implement gas-fired desulfur-
ization to remove sulfur-containing gases, thereby reducing sulfur emissions respon-
sible for acid rain formation [89]. Moreover, transitioning to alternative energy
sources and enhancing vehicle emissions control can mitigate acid rain’s environmen-
tal impacts [89].

2.5 Quality of irrigation water

Irrigation water quality: Another significant concern related to soil health is irriga-
tion water quality [90]. Salinity, characterized by high salt concentrations in soil
water, affects nutrient balance and plant growth, posing a global soil degradation
threat [90, 91]. Saline and sodic soils cover vast areas globally, disrupting nutrient
cycling and biological activity [92]. High sodium levels in soil solutions exacerbate
clay dispersion and reduce nutrient uptake, impeding plant growth [93]. In arid and
semi-arid climates, poor-quality irrigation water exacerbates soil salinization and
sodification, diminishing soil fertility and agricultural productivity [94]. Addressing
these challenges requires concerted efforts to improve water management practices
and mitigate the impacts of salinity on soil ecosystems.

Considering the great importance of salinization and solidification of
agricultural soil from an agro-environmental and economic point of view, it
would be of interest to develop early diagnostic tools to control the safety of
agricultural and environmental conditions [95]. One possibility is the use of infrared
(IR) spectroscopy, a fast and powerful analytical technique often used to measure
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parameters such as soil carbon and nitrogen content [96]. Infrared spectroscopy is
optional for soils by type or management [97]. Some studies on salinity and sodium
estimation have used mapping techniques and satellite data [98], but few have
used laboratory infrared spectroscopy to determine relative salinity and sodium in
the ground.

Therefore, the purpose of this study is twofold: The first goal is to investigate the
mid-term impacts on soil quality of irrigation water that carries a relative risk of
salinity and sodicity. Second, to investigate if infrared spectroscopy can be used to
measure the salinity and sodicity of various soil types.

2.5.1 US salinity laboratory staff classification

The term use salt-affected soil is being used more commonly to include saline,
saline-sodic, and sodic soils (USSL Staff, 1954).

2.5.1.1 Saline soils

Saline soils are defined as soils that have a pH usually less than 8.5, electrical
conductivity (EC) >4 dS m�1, exchangeable sodium percentage (ESP) < 15, and
sodium adsorption ratio (SAR) less than 13. A high electrical conductivity with a
low ESP tends to flocculate soil particles into aggregates. When white salt crust is
present for a portion of the area, it is typically easy to identify the soil types. The
permeability is either higher than or comparable to that of typical, comparable soils
[99, 100].

2.5.1.2 Saline-sodic soils

Saline-sodic soils contain sufficient soluble salts with electrical conductivity >4 dS
m�1 to interfere with the growth of most crop plants and sufficient exchangeable
sodium percentage (ESP) of more than 15 and sodium adsorption ratio (SAR) of more
than 13 to affect the soil properties adversely, primarily by the degradation of soil
structure. The pH may be more than 8.5 [100].

2.5.1.3 Sodic/alkali soils

Sodic soils exhibit an exchangeable sodium percentage (ESP) >15 and show
an electrical conductivity (EC) <4 dS m�1. The pH generally ranges between 8.5 and
10 and may be even as high as 11. The low ECe and high exchangeable sodium
percentage (ESP) tend to deflocculate soil aggregates and, hence, lower their perme-
ability to water [101].

2.5.1.4 Irrigation water quality standards

Salinity hazard or total salt concentration or EC: The concentration of soluble salt
in irrigation water can be divided by electrical conductivity (EC) and expressed as
dSm�1 [101] (USSL Staff 1954) (Table 9).
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2.5.2 Salt index

The salt index is used to determine the stability of water in water containing more
salt than sodium chloride. It is also used to estimate sodium levels. It is the relationship
between Na+, Ca2

+, and CaCO3 found in irrigation water. Total salt concentration
expressed in ppm [101]:

Salt Index ¼ Total Na� 24:5ð Þ � Total Ca� Ca in CaCO3ð Þ x 4:85½ � (1)

The salinity test value for good water is negative; The saltwater test value is good
because the water is not suitable for water use.

2.5.3 Sodium hazard (SAR)

Sodium hazards include high concentrations of Na + cations in water, which are
undesirable because Na+ adsorbs in the cation exchange zones of the soil, causing soil
aggregates to break down and soil pores to close, preventing water from flowing. The
tendency for sodium percentage to increase its proportion on the cation exchange site
at the expense of other types of cations is estimated by the ratio of sodium content to
the content of Ca + Mg in the irrigation water. This is called the Sodium Adsorption
Ratio [102]:

SAR Na½ �= Ca½ � Mg½ �=21=2 (2)

Sodium Adsorption Ratio: It is the ratio of Na concentration to Ca + Mg concen-
tration; all these concentrations are expressed in me/liter [USSL Staff 1954]
(Table 10).

2.5.4 Bicarbonate hazards

The (Bicarbonate) HCO3
� anion is an important hazardous anion in irrigation

water. The residual sodium carbonate is used to evaluate the quantity of irrigation
water (Table 11) [102]:

RSC meL�1� � ¼ CO3
2� þHCO3

�� �� Ca2þ þMg2þ
� �

(3)

Salinity class Salt concentration
(g L�1)

EC
(ds m�1)

Remarks

Low salinity (C1) <0.16 0.0–0.25 Suitable for safe usage irrigation purposes

moderate salinity (C2) 0.16–0.50 0.25–0.75 Suitable for use with moderately leaching

High salinity (C3) 0.50–1.50 0.75–2.25 can be used, with certain management
techniques, for irrigation

Very high salinity (C4) 1.50–3.00 2.25–5.00 Not suitable for use as irrigation

Table 9.
Salinity hazard or total soluble salt concentration or EC.
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2.5.5 Chloride concentration

As electrical conductivity and sodium ions rise, so does the presence of chloride
ions in irrigation water. Consequently, low-salinity waters contain these ions. In
contrast to sodium ions, chloride ions have no effect on the physical characteristics of
soil and are not adsorbed on it. As such, it has typically been left out of contemporary
classification schemes. It does, however, play a role in several regional water classifi-
cation systems (Table 12) [102]:

Chloride concentration me L1� � ¼ Cl�=CO3
2� þHCO3

� þ SO4
2� þ CI� þNO3

�

(4)

2.5.6 Soluble sodium percentage

Sodium is thought to be the most hazardous of the elements that are soluble in
water. Too many sodium ions make water salty or alkaline depending on its combina-
tion with chloride/sulfate or carbonate/bicarbonate ions. In the past, Soluble Sodium
Percentage (SSP), which may be computed as follows, was used to evaluate the
sodium content in irrigation water [99]:

SAR classes SAR values Remarks

S1 – Low Na+ <10 Grown all kinds of crops and use water

S2 – Medium Na+ 10–18 Water used for drainage in sandy soil

S3 – High Na+ 18–26 Sensitive crops should not be taken

S4 – Very high Na+ >26 This water is not used for plants

Table 10.
Sodium concentration of irrigation water.

Water classes RSC value Remarks

Low RSC <1.25 Suitable for safe usage

Medium RSC 1.25–2.50 Utilizable under specific management

High RSC > 2.50 Not suitable for irrigation purposes

Table 11.
Bicarbonate concentration of irrigation water.

Chloride concentration (me L�1) Water quality

4 Outstanding irrigation water

4–7 fairly good water

7–12 Slightly usable irrigation water

12–20 Unfit for use as irrigation water

>20

Table 12.
Chloride concentration of irrigation water.
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SSP %ð Þ ¼ Soluble Sodium Nað Þ Concentration
Total Cation CaþMgþNað Þ Concentration � 100 (5)

Since a high value denotes soft water and a low value denotes hard water, it has
proved helpful in characterizing water. A portion of the extra sodium-containing
irrigation water (SSP = 66) is adsorbed on the soil. High salt irrigation water nega-
tively affects plants and soils.

2.5.7 Magnesium hazard

It is believed that one of the important criteria in determining water quality is the
magnesium content of all divalent cations, since the high adsorption of magnesium
from the soil affects it. When the calcium–magnesium ratio drops below 50, negative
effects may occur in the soil. Magnesium risk in irrigation water should have a Mg:Ca
ratio [102]:

Mg� Adsorption Ratio ¼ Mg2þ=Ca2þ þMg2þ (6)

2.5.8 Nitrate concentration (me L1)

Nitrate concentration (small L1): Groundwater usually contains large amounts of
nitrate. When this type of irrigation water continues into the soil, a large part of the
soil’s energy is affected, causing plants to deteriorate(Table 13) [102].

2.5.9 Reasons for salinity in soil

Salts in soils can have a variety of causes, the most frequent of which are enumer-
ated below [103]:

• The natural saltiness of the soil (parent material)

• Salty and brackish water

• Limited outflow and an increasing water level

• Plant transpiration and surface evaporation

• Condensed vapors from sea sprays fall to the earth like rain

• Wind-borne salts that produce salty terrain

Water class Nitrate Value (me L1) Remarks

Low Nitrate 5.0 Good water No problem

Medium Nitrate 5.0–30.0 Moderately good water

High Nitrate > 30.0 Unsuitable for irrigation purposes

Table 13.
Nitrate concentration of irrigation water.
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• Using fertilizers excessively

• Use of soil amendment materials

• Use of sewage sludge effluent

• Dumping of industrial brine onto the soil

2.5.10 Salt leaching

Salt leaching is a crucial technique for mitigating soil salinity and its associated
problems [103]. Determining soil salinity levels requires the use of salt-free water,
particularly devoid of sodium and calcium carbonate, to effectively reclaim saline
soils. Adequate soil structure and drainage are prerequisites for efficient leaching. In
cases of high soil salinity, multiple applications of freshwater may be necessary to
leach salts below the root zone, coupled with proper drainage systems. However, in
areas with shallow groundwater levels where leaching is impracticable, artificial
drainage becomes indispensable, offering advantages in removing soil salinity even
with low-quality water.

2.6 Microplastics

Microplastics, defined as plastic fragments less than 5 millimeters in length, pose
significant environmental pollution [104]. They originate from various sources such
as cosmetics, clothing, food packaging, and industrial processes. Two classifications of
microplastics exist: primary and secondary. Primary microplastics are engineered
particles, including microfibers, microbeads, and plastic pellets, while secondary
microplastics result from the degradation of larger plastic items [104].

Primary microplastics find applications in various consumer products, including cos-
metics, pharmaceuticals, and air jet technology, posing concerns due to their persistence
and potential toxicity [104, 105]. Conversely, secondary microplastics, generated by the
breakdown of larger plastics in oceans and soils, contribute significantly to environmental
contamination [106]. Over time, physical, biological, and chemical processes degrade
plastics into smaller particles, potentially impacting ecosystems and human health.

Nanoplastics, smaller than 1 μm, represent a growing concern due to their potential
environmental threats. While their presence in the environment is increasingly rec-
ognized, uncertainties persist regarding their distribution and impact. Nanoplastics
are speculated to accumulate in marine ecosystems, raising concerns about their
effects on biodiversity and ecosystem functioning.

2.6.1 Sources and remediation of microplastic

Various sources contribute to microplastic pollution, including car tires, face
masks, and sewage treatment plants [107, 108]. Tire wear is a significant contributor
to soil microplastic contamination, necessitating measures to mitigate environmental
impacts [109]. Similarly, disposable face masks, widely used during the COVID-19
pandemic, contribute to microplastic pollution upon degradation [110]. Sewage treat-
ment plants also play a role in microplastic dissemination, with biosolids serving as a
vector for microplastic transport into water bodies [106].
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3. Risk assessment of soil contaminations

Oil spills represent another critical environmental concern, posing risks to marine
ecosystems and human health [111]. Human activities, natural disasters, and equip-
ment malfunctions contribute to oil spill occurrences, necessitating effective preven-
tion and response measures [112]. Remediation efforts involve a combination of
containment, cleanup, and risk assessment strategies to minimize environmental and
socio-economic impacts [113].

In conclusion, salt leaching and microplastic pollution present significant environ-
mental challenges, necessitating comprehensive strategies to mitigate their impacts on
soil and aquatic ecosystems. Effective management practices, coupled with public
awareness and regulatory interventions, are essential for addressing these complex
environmental issues (Figure 3).

Figure 3.
The US EPA advocates performing HHRA and ERA through three stages. (a) Ecological risk assessment proceeds
through. (b) Human health risk assessment has the following stages. (c) Factors influencing risk assessment.
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4. Remediation of contaminated soils

Metals do not break down like carbon-based (organic) molecules. The only excep-
tions are mercury and selenium, which can be altered and replaced by bacteria.
However, in general, it is very difficult to remove metals from the environment.

When large areas of soil are contaminated, traditional soil treatment methods can
be used but are more costly. Treatment can be done on-site or off-site (off-site
removal and treatment). Both are very expensive.

Some treatments include:

a. Highly temperature treatments

b. Solidifying agents (produce cement agent like material)

c. Washing out process (leaches out soil contaminants)

4.1 Remediation of heavy metal-contaminated soil

The impurities can be eliminated using different techniques, such as chemical,
biological, and physical ones.

4.1.1 Physical methods

The physical remediation techniques are thermal desorption and soil replacement.
Three different kinds of soil replacement exist:

• Replacing soil

• Importing new soil

• Spading soil

4.1.2 Chemical fixation

In this way, chemicals that reduce or prevent soil contamination are used.

4.1.3 Biological remediation

Phytoremediation, bioremediation, and combined remediation are examples of
biological remediation.

a. Bioremediation: - (fungi, plants, green earth, bacteria) bioremediation of
Contaminated Soil environmental remediation tackles pollution removal from
soil, groundwater, and water bodies, safeguarding human health and
ecosystems.

b. Phytoremediation: - Utilizing green plants to absorb, inhibit, and cleanse
contaminants, phytoremediation offers a cost-effective solution (Figure 4).
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4.1.3.1 Phytoremediation techniques

a. Phytodegradation: Plants store and degrade contaminants.

b. Phyto-stimulation/Rhizo-degradation: Plant-microbe collaboration degrades
contaminants.

c. Phyto-volatilization: Plants release contaminants as volatile compounds.

d. Phyto-extraction: Plants extract and degrade contaminants, especially heavy
metals.

e. Phyto-stabilization: Plants reduce the mobility of heavy metals.

f. Rhizo-filtration: Roots filter contaminants from water sources.

5. Conclusion

In conclusion, soil amendment processes driven by human activities like agricul-
ture and industry alter soil properties, posing risks such as pollution and fertility loss.
Effective risk assessment methods are crucial for mitigating these threats and
safeguarding soil health, essential for ecosystems, resource production, and human
well-being. The intricate interplay of human activities and natural processes shapes
soil properties, leading to contamination and significant threats to ecosystems and
human well-being. Vital risk assessment methods aid in understanding and mitigating

Figure 4.
Waste impact on plant health: Understanding the effects of soil contamination.
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these risks, considering factors like contaminant concentrations, exposure pathways,
and potential impacts. Remediation strategies, including physical, chemical, and bio-
logical methods, offer hope for restoring soil health and ecosystem integrity. Urgent
action is needed to safeguard soil resources against pollution, erosion, and urbaniza-
tion, ensuring sustainable food production and environmental health for future gen-
erations.
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The Implications for Risk 
Management in the Era of 
Technological Advancements
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Abstract

Amidst a period characterised by swift technological progress, risk management 
encounters unparalleled obstacles and prospects. The many facets of this paradigm 
change are examined in this paper. Conventional risk assessment techniques need 
to change as businesses are revolutionised by technologies like blockchain, IoT, and 
artificial intelligence. Even though these advances increase production and efficiency, 
they also bring new vulnerabilities, which means risk profiles need to be reevaluated. 
Furthermore, cascading risks are made more likely by the growing interconnection of 
global systems. Cybersecurity becomes critical, necessitating advanced precautions 
to protect private data. Moreover, new instruments for risk prediction and mitigation 
are made possible by the combination of machine learning and predictive analytics. 
The ethical implications of automated decision-making, on the other hand, neces-
sitate careful examination. Organisations must promote adaptability in this volatile 
terrain by fostering a culture of constant learning and innovation. Navigating these 
difficulties effectively will define an enterprise’s resilience and durability in a digitally 
driven future. This chapter explores the implications of risk management in the era of 
technological advancements and how those risks could be mitigated. The methodol-
ogy employed in this chapter was secondary sources, and the gathered data was evalu-
ated using text content to generate key insights.

Keywords: risk management, technology, risk assessments and mitigation, culture of 
learning and innovation, ethical implications

1. Introduction

The swift progress of technology has significantly affected enterprises, organisa-
tions, and the community at large. Advancements in many domains including artifi-
cial intelligence, blockchain, the Internet of Things, and robots have revolutionised 
the ways in which businesses function, organisations are structured, and individuals 
engage with one another [1]. Mohd et al. [2] suggest that increased productivity and 
efficiency for businesses and organisations is one of the main effects of the rapid 
improvements in technology. Automated and robotic systems have made it possible 
to complete tedious and repetitive activities faster and with higher accuracy. Human 
error is decreased as a result, and human resources are freed up to work on more 
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intricate and important projects. Robotics adoption, for instance, has accelerated 
production lines, decreased labour costs, and enhanced product quality in the manu-
facturing sector. Technology has also completely changed how people communicate 
and work together in organisations. With the advent of numerous technological tools, 
including instant messaging apps, video conferencing software, and project manage-
ment systems, workers may collaborate easily from anywhere in the world. This has 
made it easier for flexible work schedules and remote work to proliferate, giving busi-
nesses access to a worldwide talent pool, cutting expenses, and improving employee 
work-life balance [3].

According to Gupta et al. [4], the dynamic between firms and consumers has also 
been changed by technological improvements. The retail sector has changed as a 
result of the internet and e-commerce, which have allowed companies to expand their 
customer base and run around the clock. Nowadays, shoppers may quickly evaluate 
products, compare costs, and purchase them all from the convenience of their homes. 
Businesses have been compelled by this change to adjust and adopt digital strategies 
in order to guarantee that their online presence is optimised and that customers can 
easily access their goods and services. Rapid technical improvements have also had a 
major impact on information availability and accessibility. The internet has expanded 
into a massive knowledge base that makes it possible for people to learn new skills 
and obtain information at any time. This has made education more accessible to all 
people and given them the chance to advance both personally and professionally, 
regardless of where they live. This enables companies to access highly trained and 
informed staff, leading to more creative and competitive firms [5]. The quick speed at 
which technology is developing demands constant learning and adaptability. In order 
to adopt new technologies and incorporate them into their operational procedures, 
organisations need to be proactive and flexible. Those that fall behind run the risk of 
becoming obsolete or being surpassed by more creative rivals [6].

To that effect, companies and organisations must manage a wide range of novel 
and complicated risks, which, if ignored, might have dire repercussions. Emerging 
risks have the potential to impair operations, harm reputations, and even result in 
financial loss. These risks range from cybersecurity attacks to legislative changes. For 
this reason, proactive risk identification and management is essential to an organisa-
tion’s long-term viability and performance [7]. The intrinsic vulnerability of techno-
logical systems is one of the main justifications for the significance of recognising and 
controlling new threats. Businesses are more vulnerable to cybersecurity assaults as a 
result of their growing reliance on technology. Cybercriminals and hackers are always 
coming up with new ways to take advantage of holes in digital infrastructure, which 
can lead to financial loss, reputational harm, and data breaches. Organisations should 
keep one step ahead of any threats and put strong security measures in place to safe-
guard their systems and sensitive data by recognising new risks in cybersecurity [8]. In 
the current tech world, where new technologies are always being invented and imple-
mented, innovation and disruption are frequent. These developments, nonetheless, 
frequently carry risks and uncertainties that provide problems for businesses. When 
automation and artificial intelligence are combined, for instance, productivity may 
rise, but there may also be job losses and moral dilemmas. Organisations can optimise 
their utilisation of novel technology while simultaneously minimising any possible 
adverse effects by proactively recognising and addressing these developing risks [9].

Regulatory compliance makes it clear how important it is to manage new risks. 
Laws and regulations are always changing to keep up with the way that technology 
is reshaping economies and industries. To maintain compliance with constantly 
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evolving standards, organisations need to be on the lookout for emerging regulatory 
risks. If you do not, you risk facing legal repercussions, harm to your reputation, and 
erosion of public confidence. Organisations may stay out of legal hot water and have 
good relations with regulators and stakeholders by proactively detecting and mitigat-
ing potential regulatory risks [10]. Moreover, according to Farida and Setiawan [11], 
in the technologically advanced world, controlling new risks is crucial to keeping 
a competitive advantage. The business world of today is extremely dynamic, and 
companies that remain ahead of new threats are better able to change and grow. 
Organisations may foresee possible disruptions, exploit opportunities, and maintain 
an advantage over competitors by being proactive in recognising and managing devel-
oping risks. It eventually positions individuals for long-term success by empowering 
them to take calculated risks and make smart decisions that are in line with their over-
arching goals. Managing emerging risks also helps companies develop an agile and 
resilient culture. Organisations can create strong frameworks for risk management 
that enable them to effectively handle possible crises by proactively monitoring and 
resolving developing threats. By doing this, any losses are lessened and the effects of 
any disruptions on stakeholders, customers, and operations are also reduced. Through 
fostering a culture of risk consciousness and readiness, establishments can acquire 
the adaptability required to manoeuvre through ambiguities and emerge more robust 
from hardship [12]. It is against this background that this chapter seeks to explore the 
implications for risk management in the era of technological advancements and how 
those risks could be mitigated.

2. Methodology

This chapter utilised secondary sources as methodology. Secondary sources offer 
researchers knowledge and data that has already been gathered and examined by 
others, making them useful as a research methodology. This is achieved by examin-
ing academic books, papers, essays, and other published resources that address and 
analyse the subject of interest [13]. According to Goundar [14], scholars scrutinise 
secondary sources to investigate extant knowledge and theoretical frameworks associ-
ated with their research subject. As a result, they are better able to formulate research 
questions and hypotheses and find gaps in the literature.

Researchers can obtain data that has already been gathered by others by using sec-
ondary sources. The researcher’s own data can be compared with this data or used for 
additional analysis. To make inferences or bolster the results of the current investiga-
tion, statistical data from government agencies or earlier research, for instance, can be 
examined [15]. Secondary sources can be used by researchers to contrast and compare 
their results with those of earlier investigations. This adds to the body of knowledge 
in the field and supports the validity and generalizability of the research findings 
[16]. Historical researchers frequently employ secondary sources to comprehend and 
analyse historical events. Scholars examine historical viewpoints, trends, and patterns 
through the use of pre-published books, papers, and documents [17]. According to 
Ahn and Kang [18] in meta-analyses and systematic reviews, secondary sources are 
employed to combine the results of several primary investigations. Researchers are 
able to uncover common trends or patterns and develop more thorough conclusions 
by merging and analysing the data from multiple investigations.

To that effect, Secondary sources were chosen to acquire information on the 
implications for risk management in the age of technology breakthroughs mostly 
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due to their accessibility and credibility. Sources, such as research articles, indus-
try reports, books, databases, and online platforms, were used. In addition, the 
researcher deemed that these secondary sources were generated by specialists and 
have undergone thorough peer review, assuring their dependability and authenticity. 
They gave the researcher thorough coverage of the topic by synthesising information 
from diverse primary sources, which allowed the researcher to acquire a greater grasp 
of the implications of technological improvements on risk management practises.

3. New risks associated with technology development

According to Păvăloaia and Necula [19], technological advances have transformed 
how we live, work, and interact. These advancements, ranging from artificial intelli-
gence and robots to nanotechnology and gene editing, have created enormous pros-
pects and benefits. They do, however, bring with them new risks that pose enormous 
difficulties to individuals, organisations, and society as a whole. The threat presented 
by cyberattacks and data breaches is one of the most important rising concerns. 
Malicious actors may be able to take advantage of weaknesses in our systems as our 
dependence on technology increases. Cyberattacks have the potential to endanger 
national security, cause financial losses, steal confidential data, and damage vital infra-
structure. Cybercriminals’ techniques also advance with technology, so it is critical for 
organisations to invest in strong cybersecurity measures to safeguard their assets [20].

The ethical consequences of developing technology are another growing risk. As 
technological breakthroughs such as artificial intelligence and robotics continue to 
advance, the ethical issues surrounding their use become more difficult. For example, 
the development of self-driving cars raises concerns regarding duty and culpability in 
the event of an accident. Furthermore, if not adequately regulated and monitored, the 
use of AI algorithms in decision-making processes such as the criminal justice system 
or loan applications may result in biases and discrimination [21]. Furthermore, Rainie 
and Anderson [22] add that technical developments can have far-reaching societal 
and economic consequences. With the rise of automation and AI-powered technology, 
there is growing anxiety about job displacement. Many traditional jobs may become 
obsolete as computers take over repetitive and routine labour, leading to unemploy-
ment and socioeconomic inequity. Furthermore, developing technologies have the 
potential to worsen the digital gap, with individuals without access to technology fall-
ing farther behind in terms of education, economic possibilities, and social inclusion.

The impact of developing technology on privacy is another big risk. The expansion 
of data-driven technologies, such as social media platforms and the Internet of Things, 
has generated worries about personal information privacy and security. Massive data 
gathering, storage, and analysis can result in information misuse, surveillance, and 
erosion of individual privacy rights. Regulation of the gathering and use of personal 
data, as well as data security promotion and individual knowledge, are crucial in 
limiting this danger [23]. Furthermore, there are environmental dangers associated 
with new technologies. For example, the creation, use, and disposal of electronic 
devices—like computers and smartphones—contributes to electronic trash, which 
presents serious risks to human health and the environment. Concerns over increased 
carbon emissions and their role in climate change are also raised by the rising energy 
demand needed to power these technological breakthroughs. To preserve the long-
term viability of both our technological advancements and the environment, we must 
strike a balance between technological progress and sustainable practices [24].



149

The Implications for Risk Management in the Era of Technological Advancements
DOI: http://dx.doi.org/10.5772/intechopen.1003899

Finally, there are concerns related to law and regulation that come with techni-
cal breakthroughs. Technology is developing at a rate that frequently surpasses the 
creation of suitable legal frameworks to control its application. In sectors like driver-
less vehicles, drones, and genetic engineering, in particular, this regulatory gap makes 
it difficult to define obligations and handle emergent hazards. It is crucial to strike the 
correct balance between promoting innovation and safeguarding the public interest 
in order to prevent moral and legal ambiguities [6].

4. Artificial intelligence-associated risks

Artificial intelligence (AI) has clearly achieved tremendous traction in recent 
years, revolutionising different industries and redefining the way we live and work. 
However, in addition to the numerous benefits provided by AI, there are substantial 
hazards and risks that must be handled.

One of the most serious threats of AI is job loss. Many functions currently per-
formed by humans could be automated by AI technologies, raising fears about mass 
unemployment and economic disruption. As machines gain the ability to do sophis-
ticated cognitive tasks, roles reliant on human decision-making and intelligence 
may become obsolete. Manufacturing, transportation, and customer service may be 
significantly affected. Finding a middle ground between AI adoption and job stability 
is a critical task for society [25]. According to Drage and Mackereth [26], AI’s capacity 
for bias and discrimination represents a serious risk as well. Large volumes of data, 
including historical data that inevitably reflects societal biases, are fed into AI models 
so they may learn. Inequalities and prejudices already in place may be reinforced and 
amplified if AI systems are trained using this biassed data. AI algorithms that are 
employed, for instance, in recruiting procedures might unintentionally prejudice 
against particular demographic groups. In order to mitigate this danger, diverse and 
inclusive datasets must be promoted, and justice and openness must be ensured in the 
development and application of AI systems.

The creation and application of AI technology also raise ethical questions. This 
includes concerns about AI’s decision-making and responsibility are getting more 
complicated as it develops. Autonomous cars, for example, need to be designed to 
make snap decisions in circumstances that could endanger lives. There are moral 
conundrums when deciding how an AI should weigh the value of human life against 
other considerations. These issues demand serious thought and analysis. To ensure 
ethically sound and responsible decision-making, strong ethical frameworks and 
norms are required to oversee the development and application of AI [21]. AI tech-
nologies also put security and privacy at risk. Since AI depends on massive datasets to 
work properly, there is a chance that personal data will be misused or accessed with-
out authorization. This is especially problematic in light of the growing popularity of 
AI-powered applications like facial recognition, which are capable of gathering and 
analysing large volumes of sensitive data. Ensuring privacy is of utmost importance, 
and effective measures to reduce potential threats, including stronger data protection 
laws, encrypted communication, and improved cybersecurity, will be necessary [27]. 
Furthermore, Moisset [28] adds that there is a chance that AI will be misused for 
bad intentions. AI-driven cyberattacks have the capacity to be extremely destructive 
and smart. AI algorithms have the potential to produce convincing deepfakes, for 
instance, which may be used for impersonation or to disseminate false information. 
Moreover, social engineering attacks that target people or organisations in an effort to 
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harm their reputations or obtain financial advantage can be automated and amplified 
with the help of AI. To mitigate these hazards, it is imperative to fortify cybersecurity 
protocols and increase cognizance regarding cyber threats associated with artificial 
intelligence.

Anderson [29] suggests that the possibility of unforeseen outcomes is another risk 
connected to AI. AI systems can unintentionally result in unanticipated consequences 
even though they are intended to optimise particular goals or address specific prob-
lems. For example, substantially biassed AI suggestions or decision-making may arise 
from biassed training data. AI algorithms used in stock market or financial trading 
may also inadvertently set off a chain reaction that destabilises the market. Mitigating 
these unexpected outcomes requires extensive risk assessments, continuous monitor-
ing, and human oversight. Finally, risks associated with the creation of superintel-
ligent AI must be carefully considered. Artificial intelligence (AI) systems that are 
capable of self-improvement and are smarter than humans are referred to as superin-
telligence. This could result in a sudden and significant rise in the systems’ capabili-
ties. This creates questions regarding the safety and control of such sophisticated AI, 
since it may be difficult for humans to understand and operate machines smarter than 
they are. Research and thought should be given to ensuring that superintelligent AI 
is in line with human ideals and that strong safety precautions are in place to avoid 
disastrous consequences [30].

5. Internet of things associated risks

Due to its ability to connect gadgets and facilitate previously unheard-of levels of 
data interchange, the Internet of Things, or IoT, has become an essential component 
of our everyday life. This network of connections has many advantages, but there are 
also major concerns that must be taken into consideration. Some of those risks are 
given below:

According to Tweneboah-Koduah et al. [31], security breach is one of the main 
dangers connected to the Internet of Things. The sheer number of internet-connected 
devices—billions—increases the risk of cyberattacks and illegal access to private 
information. Vulnerabilities in IoT devices can be exploited by hackers to obtain per-
sonal data or potentially take over vital infrastructure systems. Serious repercussions 
could result from this, including possible dangers to public safety and financial loss. 
Potential privacy invasion is another issue that comes with IoT. Large volumes of data, 
including sensitive and personal information, are frequently collected and transmit-
ted by IoT devices. Using this information, comprehensive profiles of people’s likes, 
behaviours, and habits can be constructed. Inappropriate use of this information may 
result in fraud, identity theft, and other types of discrimination [32]. Furthermore, 
IoT devices are vulnerable to security flaws because they lack uniform security mea-
sures. A lot of IoT devices sacrifice strong security features in order to be affordable 
and user-friendly. Because of this, hackers can easily target them and take advantage 
of their vulnerabilities to carry out nefarious operations. To safeguard user data, 
device makers must place a high priority on security by putting strong authentication, 
encryption, and access control systems in place [33].

Jang-Jaccard and Nepal [34] suggest that the Internet of Things raises safety issues 
in addition to security and privacy issues. Catastrophic failures are more likely to 
occur in networked vital systems, such as electricity grids, automobiles, and medical 
equipment. Via the manipulation of medical equipment, power supply systems, or 
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traffic light controls, a compromised IoT device might cause havoc. This highlights 
how urgently strict safety guidelines and laws are needed to guarantee that Internet of 
Things devices are meticulously built and comply to quality control procedures. Das 
and Inuwa [35] add that the massive amount of data that linked devices generate and 
share is another problem associated with the Internet of Things. Real-time processing, 
analysis, and storage of this data are frequently required. But this presents problems 
with regard to system scalability, storage capacity, and data management. This deluge 
of data, if improperly managed, may cause network congestion, processing delays, 
and heightened susceptibility to intrusions. To effectively handle the increasing 
demand for IoT-generated data, businesses and service providers must invest in strong 
data infrastructure, including data centres, cloud platforms, and data analytics tools.

Moreover, contends Abderahman [36], during a product’s whole lifecycle, the 
interconnectedness of IoT devices adds new hazards and complicates supply chains. 
Every stage of the process, from procuring components to deploying and disposing 
of devices, has possible weaknesses that could be used by bad actors. Strong supply 
chain management procedures are therefore required, together with stringent screen-
ing procedures, ongoing device monitoring, and third-party audits. Lastly, Hand 
[37] asserts that there are issues with the ethical ramifications of Internet of Things 
technology. There may be moral conundrums if massive volumes of personal data are 
gathered and used without the express agreement of the user. It is imperative to tackle 
concerns regarding transparency, informed consent, and responsible data usage to 
guarantee that Internet of Things implementations conform to moral standards and 
uphold the rights of persons.

6. Blockchain-associated risks

The potential of blockchain technology to transform a number of industries has 
drawn a lot of interest in recent years. Although blockchain has many advantages, like 
greater efficiency, security, and transparency, there are risks involved. Blockchain’s 
vulnerability to cyberattacks is one of the main risks it carries. Despite the fact that 
blockchain networks are meant to be safe, there have been cases when weaknesses 
have been taken advantage of. For example, millions of dollars worth of cryptocur-
rencies were lost in the 2016 DAO (Decentralised Autonomous Organisation) breach. 
A security hole in the programming allowed the attacker to steal money. This empha-
sises how crucial it is to carry out exhaustive testing and code audits prior to using 
blockchain technology in order to reduce such dangers [38].

Habib et al. [39] potential privacy breaches are other risks connected to blockchain 
technology. Blockchain provides openness, but it also raises security concerns for 
sensitive data. All transactions and related data on a public blockchain are acces-
sible to anybody with network connectivity. This raises questions about how private 
people’s financial and personal data is. Utilising privacy-enhancing technology, like 
secure multi-party computation or zero-knowledge proofs, can help mitigate these 
dangers by preserving the advantages of blockchain transparency while allowing 
for data privacy. Furthermore, one major risk connected to blockchain technology 
is scalability. Transaction processing and validation times expand with the size and 
usage of blockchain networks. Scalability becomes especially important when think-
ing about implementing blockchain in applications that will be widely used, such as 
supply chain management or payment systems. Scalability issues have been addressed 
with a variety of solutions, including sharding and off-chain scaling techniques. 
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These solutions do, however, carry some dangers and difficulties of their own, such as 
diminished decentralisation or possible security flaws [40].

According to Singh [41], regulation-related risks are also connected to blockchain 
technology. Blockchain is still in its infancy and is being used by many businesses, 
which has left it in a regulatory ambivalence. Diverse legal frameworks have diverse 
stances on blockchain technology, which can be dangerous for companies and indi-
viduals involved in the industry. Establishing regulatory frameworks is necessary 
to guarantee adherence to know-your-customer (KYC) and anti-money laundering 
(AML) laws, as well as to promote industry innovation and expansion. The pos-
sibility of governance issues is another risk connected to blockchain technology. 
Due to the decentralised nature of blockchain networks, decisions about protocol 
modifications, network upgrades, and dispute resolution must be agreed upon by all 
parties involved. Due to varying stakeholder interests and points of view, this can be a 
difficult procedure. Hard forks, in which a blockchain divides into two distinct chains 
and maybe creates confusion and instability, might result from disagreements within 
the community. By guaranteeing that choices are made in a transparent, inclusive, and 
equitable manner, good governance tools and processes can help reduce this risk [42].

Clarke [43] asserts that concerns exist over the potential effects of blockchain 
technology on the environment. Verifying and appending transactions to the 
blockchain through mining necessitates a significant amount of computer power 
and energy. This has given rise to complaints that blockchain uses a lot of energy 
and worsens the environment and carbon emissions. Examining proof of stake 
(PoS) as an alternative to proof of work (PoW) for consensus can help lessen the 
environmental impact of blockchain technology. Finally, there is a risk related to 
blockchain’s immutability. One of the primary characteristics of the blockchain is 
its immutability; nevertheless, this characteristic has a drawback as well. It becomes 
difficult to amend or erase false or fraudulent information once it is posted on the 
blockchain. For sectors where inaccurate information can have unfavourable effects, 
like supply chain management or healthcare, this could have major ramifications. 
These risks can be reduced by putting strong data validation and verification proce-
dures in place and taking off-chain arbitration procedures into account for dispute 
resolution [44].

7. Biotechnology-associated risks

A new path for scientific progress and possible advantages has been made pos-
sible by biotechnology, which is the manipulation of living organisms to create or 
alter goods, procedures, or technologies. Still, there are risks and issues associated 
with it that need to be properly thought through and dealt with. Gene-modified 
organisms (GMOs) accidentally released into the environment is one of the main 
risks associated with biotechnology. GMOs are organisms whose genetic makeup has 
been modified through the application of contemporary biotechnology methods. 
Even while genetically modified organisms (GMOs) can have a lot of benefits, such 
as higher crop yields or stronger insect resistance, their unchecked release might 
endanger ecosystems and biodiversity. The delicate balance of our ecosystems may 
be irreversibly damaged by these modified organisms, which have the potential to 
outcompete native species, upend natural food chains, or introduce new illnesses 
[45]. Additionally, Caradus [46] suggests that there may be unanticipated health risks 
associated with biotechnology for both people and animals. Genetically engineered 
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crops could, for instance, unintentionally cause allergic reactions or negatively impact 
the digestive system. Because of the complexity of genetic interactions, scientists test 
GM crops extensively before releasing them into the market, but unexpected reper-
cussions can still occur. Furthermore,it's possible that altered genes from genetically 
altered organisms willaltered genes from genetically altered organisms may spread to 
unintended or wild species, with unknowable consequences for the environment and 
public health.

The improper use of genetically engineered organisms for detrimental ends is 
another possible biotechnology risk. Although biotechnology offers enormous prom-
ise for enhancing human welfare, there are worries that these potent instruments may 
be used for evil purposes. For example, the intentional development of genetically 
engineered organisms with the goal of developing bioweapons is a serious threat to 
international security. In order to implement strict restrictions and guarantee that 
biotechnology is utilised exclusively for peaceful, moral, and advantageous reasons, 
governments and regulatory authorities must collaborate [47].

Utilising biotechnology also raises ethical questions. While genetic modification 
holds promise for novel medical interventions and the prevention of disease, it also 
raises concerns about tampering with nature and the possibility of unintended conse-
quences. For example, choosing particular genetic features to create “designer babies” 
raises ethical concerns regarding what constitutes appropriate human gene editing. 
Social cohesiveness may be compromised if it results in a community split along 
genetic lines and discrimination against due to genetic differences [48]. Furthermore, 
the livelihoods of farmers and conventional agriculture are at risk from biotechnol-
ogy. The broad use of genetically modified crops may result in the concentration of 
agricultural power in the hands of a small number of companies. These companies 
regulate the seed supply and may bar small farmers who cannot afford their exor-
bitant costs by patenting genetically modified seeds. This concentration of power 
has the potential to worsen social inequality and lessen rural communities’ variety 
in terms of both economy and culture [49]. The public’s opinion of biotechnology 
carries certain risks as well. Notwithstanding the fact that scientific advancement in 
this area depends on research, resistance and opposition may arise from the general 
public’s misinformation and fear of biotechnology. Protests and campaigns against 
genetically modified organisms (GMOs) have been sparked by public worries about 
GMOs. This has impeded research and development efforts and reduced the potential 
advantages that biotechnology may provide. A fair and knowledgeable discussion 
about biotechnology must take into account these worries and provide the public with 
correct information [50].

8. Limitations

The chapter may have a narrow scope, focusing on certain technological break-
throughs or industries, and hence may not provide a complete assessment of the 
consequences of risk management across diverse sectors. The chapter relied on theo-
retical frameworks or anecdotal evidence to support its claims rather than delivering 
empirical research. This lack of empirical evidence may have restricted the conclu-
sions’ validity and generalizability. The chapter may have not addressed all forms of 
risks related to technological breakthroughs. Certain developing risks or complexities 
may not have been fully addressed, limiting the paper’s applicability for organisations 
operating in those sectors.
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9. Recommendations

The tremendous technological breakthroughs of our day have opened up new 
frontiers, but they have also presented threats on a never-before-seen scale. As new 
technologies are adopted by organisations and individuals, it is critical to investigate 
the implications of risk management in this environment. The following section 
highlights the primary dangers linked with technology breakthroughs and proposes 
appropriate risk mitigation techniques.

9.1 Risks to cybersecurity

The rise in cybersecurity risks is one of the main effects of technological 
breakthroughs. Cyber threats have expanded in variety and sophistication as more 
devices become networked and valuable data is stored and transferred. It can 
be difficult for businesses and people to safeguard sensitive data against various 
security lapses like phishing, hacking, and data breaches. Various tactics can be 
employed to reduce these risks:

9.1.1 Robust encryption and verification

Securing data transmission and access control can be greatly improved by putting 
strong encryption and two-factor authentication into place. This is already happening 
in some organisations and businesses, but some still lagging behind.

9.1.2 Routine security evaluations

Regular security audits aid in finding weaknesses and providing appropriate 
solutions. It guarantees that security protocols are current and that new risks are dealt 
with right away.

9.1.3 Employee development

The chance of inadvertent data breaches can be reduced by developing employees 
about cybersecurity best practises. To increase public awareness of potential risks and 
how to mitigate them, regular training programmes ought to be held.

9.2 Privacy issues

Significant privacy concerns have also been generated by technological 
advancements.

The volume of personal data being gathered and handled makes it increasingly 
necessary to address the risks of privacy infringement. Organisations and individuals 
can take the following actions to reduce these risks:

9.2.1 Designing for privacy

Privacy breaches can be avoided by incorporating privacy protection at every step 
of system development. Ensuring that privacy is protected by default can be achieved 
through the use of privacy-enhancing technologies and privacy effect assessments.
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9.2.2 Transparency and user consent

It is critical to provide individuals with clear information about how their data will 
be collected, utilised, and shared. Obtaining informed consent for data processing 
activities can aid in the development of trust and the reduction of privacy threats.

9.3 Regulation compliance

Compliance with privacy and data protection standards, such as the General 
Data Protection Regulation (GDPR) and in the case of South Africa the Protection 
of Personal Information Act (POPI Act), is critical in mitigating privacy threats. 
Organisations should verify that they are in compliance with applicable legislation 
and that they have systems in place to remedy any violations.

9.3.1 New technological risks

As technological improvements continue, new and unanticipated threats emerge. 
Artificial intelligence (AI) biases, autonomous car safety, and data ethics are some of 
the major hazards linked with developing technology. Organisations can consider the 
following ways to mitigate these risks:

9.3.2 Frameworks for ethics and responsibility

The creation and observance of ethical frameworks are essential for reducing the 
risks related to data ethics and AI biases. Organisations that develop and implement 
emerging technologies must have a responsible strategy that puts responsibility, fair-
ness, and transparency first.

9.3.3 Strong testing and validation

Stringent testing and validation procedures must be in place for driverless vehicles 
and other new technology. Before extensive implementation, simulations, real-world 
testing, and continuous monitoring can help successfully identify and manage risks.

9.3.4 Collaboration and information sharing

It is critical to foster collaboration among regulators, industry professionals, and 
researchers in order to keep ahead of new dangers. Sharing knowledge, best practises, 
and lessons learnt can help organisations reduce the risks associated with technologi-
cal breakthroughs collaboratively.

10. Conclusion

This chapter concludes that the complexity and scope of the risks that organisa-
tions confront have grown due to the rapid speed of technological improvements. 
For risk management to properly handle the possible impact on enterprises, techni-
cal risks and vulnerabilities must now be included as a distinct category. New risks, 
including cyber-attacks, data breaches, and technical obsolescence, have emerged 
in the age of technological breakthroughs. The dynamic nature of technology 
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necessitates the updating and adaptation of risk management techniques. Risks asso-
ciated with technology necessitate a proactive, dynamic approach to risk management 
that includes ongoing threat assessment and monitoring.

For organisations to effectively reduce and manage risks, they must invest in 
strong technology infrastructure and processes. Technological developments have 
given organisations new possibilities, but they also carry with them new risks that 
must be carefully evaluated and controlled. In the current era of technological prog-
ress, risk management must not be confined to a single department or procedure, but 
rather must be integrated into all levels and activities of an organisation. To effec-
tively guide and help organisations, risk management professionals must be up to date 
on the newest technological innovations and the risks connected with them. Modern 
technology has eroded boundaries that were once clear and created new dangers from 
remote work, cloud computing, and mobile devices.

Regular evaluations of technology-related risks and vulnerabilities, along with 
the installation of suitable controls and safeguards, are essential components of risk 
management. As a result of technological developments, risk management is now 
a more analytical and data-driven discipline that requires sophisticated tools and 
methods to identify and mitigate risks. In the age of technological breakthroughs, 
organisations should take a proactive approach to risk management instead of 
depending just on reactive measures. The security of vital assets and systems must 
be given top priority in risk management due to the growing dependency of business 
operations on technology.

Risk management techniques must consider the possible legal and compliance 
challenges that come with technological progress, like laws pertaining to data security 
and privacy. The current technology era necessitates that organisations cultivate a 
culture of risk awareness and education so that all staff members are aware of the 
risks and can assist with risk management initiatives. With a common knowledge of 
the risks and their potential consequences, risk management in the age of technology 
breakthroughs involves cooperation and coordination between various departments 
and stakeholders.

The dangers associated with technological breakthroughs are both known and 
unknown, which emphasises the value of scenario planning and stress testing in risk 
management. Given the possible financial and operational effects of technological 
advancements, risk management should consider the quick obsolescence of technolo-
gies. To properly manage and lessen the impact of technology-driven risks, a mix of 
preventive, investigative, and remedial controls is frequently needed.
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Chapter 9

Public Management of Risks and 
Threats in the Conditions of the 
Martial Law of the European State
Valerii Ye. Vorotin

Abstract

The article substantiates the approaches to solving the actual scientific problem 
of the theory and practice of public administration – the peculiarities of public 
(state and local) administration in the conditions of security violations and martial 
law on the territory of the country. Such an analysis was carried out on the basis of 
a clear definition of the place and role of the anti-crisis management system in the 
balance of social relations in the public sphere and the development of mechanisms 
for coordinating the actions of management subjects. The content of the main 
concepts of the anti-crisis public management is defined. The methodology of the 
stages of development of public administration has been developed, which is aimed 
at a meaningful classification – the expediency of using the mechanisms and tools 
of anti-crisis management as a means of achieving the goal in the conditions of 
martial law and post-war recovery of the European state. The essence of individual 
mechanisms and tools for ensuring management in the field of risks to human life is 
revealed. The information scheme of the functioning of the institutional mechanism 
of anti-crisis management in the conditions of martial law in a separate European 
state has been developed.

Keywords: public administration, regional administration, risk, security, resource 
support for development, mechanisms of state administration, martial law

1. Introduction

The main tasks facing the Ukrainian state today are preserving sovereignty; 
ensuring economic, resource, civil, and food security; accelerating European and 
Euro-Atlantic integration; restoring sustainable and dynamic economic development; 
restoring a decent standard of living and security of citizens; increasing the effective-
ness of the state administration system, and regional and local development under 
martial law. The resolution of these and other issues largely depends on the effective 
legal regulation of the functioning of the mechanisms and tools of state adminis-
tration as a whole and its basis – ensuring the management of the development of 
territories, especially in the sphere of life support.
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In the conditions of martial law, there is a negative trend of increasing the 
aggressive influence of an external threat (the war of the Russian Federation against 
Ukraine) on the system of public administration in Ukraine, in particular, on the 
effectiveness of the functioning of the organizational and legal mechanisms of 
resource provision for economic development, which were practically not adapted to 
the conditions of martial law in the state and needed prompt regulatory settlement 
and adjustment. This work is carried out by the Verkhovna Rada of Ukraine 24/7. A 
list of laws and resolutions are adopted under martial law [1].

We note that risks and threats to the entire system of management and economic 
(resource) security in particular emphasize the assessment of vulnerable component 
mechanisms and tools of the system of public (state and local) management and 
administration in the conditions of martial law in Ukraine. We believe that these 
components are significant structural disparities, monopoly and closure of certain 
industries, obstacles to the development of the military and defense sectors, underes-
timation of civil protection of the population and territories, unresolved energy and 
technological dependence of the economy on the Russian Federation, uncontrolled 
outflow of material and financial resources outside of Ukraine, activity of shadow 
structures, presence of enemy agents of the Russian Federation, absence of a profes-
sional school of public management and administration, and others.

It is clear that, today, the domestic system of public management of national, 
regional, and local development needs latest approaches to the reality of Russian 
military aggression on the territory of Ukraine, which in turn actualizes the research, 
development, and introduction into domestic practice of foreign experience (initia-
tives) based on modern management approaches in the conditions of martial law, espe-
cially with regard to the development of communities in terms of resource livelihoods.

We agree with the opinion of a well-known expert that the Ukrainians managed 
to defeat and oust the Russians from the territories they have now captured. There 
are several reasons for this, − writes the American philosopher Francis Fukuyama 
in his column for americanpurpose.com, where he analyzes the causes of aggression 
and the path to the destruction of the Russian Federation. As early as March 10, 2022, 
F. Fukuyama published the article “Preparation for Defeat,” in which he claims that 
Russia may be moving toward complete defeat in its war in Ukraine. At the time, 
the material attracted considerable attention in the world, and many people decided 
that the author was very optimistic. Most of this prediction was confirmed today. In 
fact, the Russians were defeated in their attempts to conquer Kyiv and retreated from 
northern Ukraine in the beginning of April.

Today, in the socio-economic literature, there is no single system of classifica-
tion of risks and threats of managerial activity, but on the contrary, there are many 
approaches that, for the most part, determine only the purpose and individual tasks 
of management. Taking into account the shortcomings of the already developed 
classifications of risks, as well as analyzing the peculiarities of the methodology of 
developing classifications, we consider it necessary to carry out an analysis of the 
system of public management of risks and threats in the conditions of martial law in 
Ukraine.

2. Public administration: theory and risks of use

The field of science-public management is formed from a set of economic, 
legal phenomena and social relations in society, which characterize the sphere of 
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interaction between the state and man (society) as an object of management and self-
management at the local level.

The main thing that makes up the content of public administration is the most 
important functions of the state as an institution of public administration, the inter-
action of regularities (laws) and the principles of their implementation, scientific 
justification of the need for state policies as the basis of management, and imple-
mentation of local self-government. Functional analysis of the state’s management 
activities, the organization of government bodies as a political and legal institution of 
the managing society, and the corresponding organizational, legal, and social anti-
crisis relations formed at all management levels, is a subject of public management, in 
particular, in the conditions of martial law in the state.

In general, management is goal setting (conscious, foreseen, and thought out), 
organization and regulation of human interaction related to one’s own social, collec-
tive, and group life activities, which is carried out both directly (in forms of self-
management) and through specially created institutions (institutes).

Modern public administration relies on state power and is supported and ensured 
by it in terms of achieving goals and anti-crisis development of the entire economic 
system. Public management extends to the entire society in the direction of state 
restrictions on activity (management) and local development, in particular during 
martial law and the subsequent restoration of territories. It is the state through legisla-
tive activity that establishes basic, general, and typical rules (norms) of people’s 
behavior. This is especially important in the conditions of martial law.

The state provides public management with regulation mechanisms and tools. 
Unlike other types of management, public management cannot become real without 
a system and mechanisms for implementing specific policies. We believe that public 
administration differs from state administration in that it uses all the possibilities of 
the rule of law, thanks to the use of existing mechanisms, laws, and control of society 
over all bodies of state power and effective local self-government.

Management as a specific phenomenon begins when there is a conscious public 
principle, interest and knowledge, goals and will, energy and human activity in any 
interconnections, relationships, and .processes.

Public administration is formed by people for conscious self-regulation of their 
life activities and has the same importance for ensuring their needs and interests as 
family and property, morality and law, production method and the state, knowledge 
and information, and so on. All these determine the dependence of management on 
the state of society, ideals, and values.

At different historical moments, management is reproduced by the corresponding 
society, “takes” its essence from it, realizes its capabilities, and is characterized and 
developed according to the level of its development.

Public administration is one of the most complex and responsible spheres of 
intellectual and practical activity of people and society. This is an area on which 
the well-being of the country and, ultimately, the fate of every person depends to 
a large extent. In management, everything comes from the person and is oriented 
toward him [2].

That is why, public administration in society arose, which is always relevant, 
as society is an open system because nothing in it is given once and for all, is not 
unchanging, and absolutely stable. Personal and social relationships are reproduced 
daily. Without it, chaos, anarchy, and decay ensue. In conditions of openness, man-
agement serves as the most important social institution of self-preservation and 
self-renewal.
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We believe that it is not entirely correct to define management as an action or 
only influence in society. Its more adequate concept is the category of “relationships,” 
which defines the main thing in management because it influences the consciousness, 
behavior, activity of people, and their mutual relations.

3. A new stage in the formation of anti-war state administration

The martial state of our country’s development is complicated by the objective 
necessity of the urgent implementation of a set of urgent measures in all spheres of 
Ukrainian society, in particular, state (state and local self-government) administra-
tion. Today, the dominant role is occupied by the task of scientific substantiation of 
the functioning (adaptation) of the integral system of state administration in the 
conditions of martial law, and its priority is the system of personnel life support.

Research positions of scientists regarding the theoretical understanding of 
“public administration” have different interpretations and completely polar views. 
Some authors interpret public management as the influence of a separate subject of 
management, endowed with public power, on a certain object for the purpose of any 
results of social relations. Others, such as rule-making, administrative, economic-
control, organizational-legal, and other activities, are carried out on the basis of 
developed regulations, rules, and procedures. The third is how to manage a specific 
situation together with relationship partners.

Let us consider the evolution of state administration with the traditional separa-
tion of separate periods of time (stages), which specify the mechanisms and tools of a 
specific model of administration that is used in this period in the state.

Stage 1 (from 1880 to 1920) is the initial study of state management.
The time of the initial stage 1, the study of public administration itself, was 40 years. 

Famous researchers of this stage are V. Wilson, M. Weber, A. Fayol, and others. The 
essence of public administration as a separate scientific direction was first investigated 
by V. Wilson. His scientific research proved that there are differences between other sci-
ences, including political science, law, and the science of public administration. Thus, 
V. Wilson noted that the purpose of this science is the study of specific activities and 
directions of influence of the authorities, as well as managerial actions to carry out this 
work with minimal costs and as efficiently as possible. His research was aimed at iden-
tifying and analyzing the principles of public administration. He attributed to them the 
separation of political and management issues, comparative analysis of business and 
policy structures, research of the civil service, and improvement of its efficiency by 
using the experience of managing business structures in the work of state bodies.

The functioning of all public administration systems is carried out in such a way 
that every civil servant who is empowered and has a certain competence and respon-
sibility, regardless of whether he is a high-ranking manager or a junior specialist in 
the ministry, has the power of decision and establishes the universal, public focus of 
this management decision. Therefore, the decision made on the spot should remain 
the main and predominant tool in the field of management, which combines the 
political and managerial vector of the development of social relations in the state. In 
our opinion, it is important that such relations are the object of state administration 
and reveal their social significance. Our analysis of the first stage of the development 
of public administration proved that it is based on a comparative analysis of the con-
tradiction “politics/management,” and research in this area made it possible to reveal 
the interdependence of the development of politics and management.
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Stage 2 took place (from 1920 to 1950) the theory of management at the microlevel 
or individual economic entity. Economic relations in the space of contacts of private 
and public economic sectors were investigated. This stage took place at the level of 
30 years. R. Simon, D. Waldo, M. Follet, E. Mayo, A. Maslow, and others became 
prominent representatives of this period.

At this stage, an interesting school of “human relations” developed. M. Follet, E. 
Mayo, and A. Maslow became the main researchers in this direction. The researchers 
focused their own research on the behavior of individuals and their activities in the 
organization.

At this stage, a general theory of management was formulated, which exists within 
the framework of the interaction of the private and public sectors, in particular, the 
principles of enterprise management, which have significant differences from state 
management, were studied.

Stage 3 (from 1950 to 1990) is a study of state policies and necessary management 
in a separate sphere of social relations. At this stage of the development of the theory 
of public administration, the works of P. Aucoin, F. Thompson, D. Truman, K. Hood, 
and others are of greatest interest. We believe that the researchers used effective 
directions, methods, and tools that were borrowed from the nonstate sector of the 
economy (real competition, hiring and contract systems, approaches to making the 
management decision itself, and the formation and implementation of state policies 
by increasing the efficiency of free decision-making). Mechanisms of adaptive ability 
to respond to a constantly changing environment, formation of orientation to devel-
oping strategy and policy, etc., were also investigated.

During this period, the concept of “new public management” was formed in the 
1980s and was realized by a combination of market management mechanisms and 
management ideas and technologies of business entities of the private sector of the 
economy. According to this concept, executive authorities are perceived as economic 
entities that achieve results and provide management services to the population.

Also, the analysis of stage 3 proved that there was a real vector and separate 
tendencies to research the essence of modern public administration using socio-psy-
chological and behavioral approaches, as well as the use of market laws and principles 
in the system and mechanisms of public administration.

Stage 4 (from 1990 to 2000) is the direction of “renewed management.” For 
10 years, the research stage of public administration continued. The following 
scientists and practitioners were engaged in this: T. Gebler, D. Osborn, P. Plastrik and 
others. Scientists studied state administration itself from the point of view of the 
effective conditions of business entities.

It is important that such an “economic approach” to the functioning of the man-
agement system in the state involves the use of market laws for the effective function-
ing of bureaucratic structures in order to increase the efficiency of their work and 
achieve the best indicators in the ratio of costs and results of activities in the field of 
public administration.

The study of this stage of the formation of public administration finds ways of 
fundamental changes in the understanding of the goals of public administration and 
the transition from minimum requirements to the maximum result of the activity of 
the state administration system, which, in addition to solving the main tasks, provides 
for the performance of many additional functions, particularly aimed at improving 
the quality of human life.

Stage 5 (from 2000 to 2022) is the direction of “increasing the effectiveness of 
public administration.” The beginning of the XXI century laid the foundation for 
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research in the field of public administration, which continued until the beginning 
of the Russian-Ukrainian war in Europe. Representatives of this direction were R. 
Brittany, M. Kartel, L. Jacobson, and others. We believe that, in this period, directions 
and mechanisms for improving the efficiency of public authorities and the quality 
of administrative services provided by the state are being investigated in the context 
of the development of democracy and society, which receive priority and special 
social significance. During this stage, there were studies of modern communication, 
which mainly characterized the interaction between representatives of state and 
private structures. In this regard, such research contributed to the adoption of socially 
significant decisions and made it possible to implement the functions of reforming 
the public administration system based on European management practice.

Within this stage, the concept of efficiency is often used in connection with the 
concepts of effectiveness, productivity, and efficiency of functioning. As for public 
administration, efficiency is usually associated with the achievement of the goals of 
public authority, the completeness and quality of the state’s performance of its main 
functions.

In addition, here is stage 6 (from February 24, 2022, to the present) which the 
direction of anti-crisis or military public administration and testing of the system 
under the conditions of martial law in Ukraine. The beginning of 2022 is marked by 
the beginning of Russia’s invasion of Ukraine and the beginning of a war in the center 
of Europe. Perhaps, this stage is still in its infancy, but it is important from the point 
of view of public administration in the sphere of protecting sovereignty and demo-
cratic values around the world [3].

Thus, the analysis of the modern stage of public administration research showed 
the relevance of the formation of a new concept of public administration, which is 
based on the public and especially the anti-war character of government in the state.

4.  Economic security of the state, stimulation, and support of public 
administration

The main tasks facing the Ukrainian state today are preserving sovereignty; 
ensuring economic, resource, civil, and food security; accelerating European and 
Euro-Atlantic integration; restoring sustainable and dynamic economic development; 
restoring a decent standard of living and security of citizens; and increasing the 
effectiveness of the public administration system (state, regional, and local) under 
martial law. The resolution of these and other issues largely depends on the effective 
legal regulation of the functioning of the mechanisms and tools of public adminis-
tration as a whole and its basis – ensuring the management of the development of 
territories, especially in the sphere of life support.

In the conditions of martial law, there is a negative trend of increasing the 
aggressive influence of an external threat (the war of the Russian Federation against 
Ukraine) on the system of public administration in Ukraine, in particular, on the 
effectiveness of the functioning of the organizational and legal mechanisms of 
resource provision for economic development, which were practically not adapted to 
the conditions of martial law in the state and needed prompt regulatory settlement 
and adjustment. This work is carried out by the Verkhovna Rada of Ukraine 24/7.

It should be noted that risks and threats to the entire management system empha-
size the assessment of vulnerable component mechanisms and tools of the system 
of public management and administration under the conditions of martial law in 



171

Public Management of Risks and Threats in the Conditions of the Martial Law of the European…
DOI: http://dx.doi.org/10.5772/intechopen.1004455

Ukraine. We believe that these components are significant structural disparities, 
monopoly and closure of certain industries, obstacles to the development of the 
military and defense sectors, underestimation of civil protection of the population 
and territories, unresolved energy and technological dependence of the economy 
on the Russian Federation, uncontrolled outflow of material and financial resources 
outside of Ukraine, the activity of shadow structures, the presence of enemy agents 
of the Russian Federation, the absence of a professional school of public management 
and administration, and others.

It is clear that, today, the domestic system of public management of national, 
regional, and local development needs the latest approaches to the reality of Russian 
military aggression on the territory of Ukraine, which in turn actualizes the research, 
development, and introduction into domestic practice of foreign experience (initia-
tives) based on modern management approaches in the conditions of martial law.

Russia’s military aggression against Ukraine is unprecedented in terms of duration, 
scale, and devastating economic consequences. The Iran-Iraq war of the 1980s lasted 
almost 8 years and cost the Iraqi economy $452.6 billion (seven GDPs of the country 
at that time). Russia’s five-day military aggression against Georgia in 2008 cost the 
latter about 23% of GDP (2 billion euros). Japan lost a quarter of its national wealth 
and a third of its production capacity in World War II [4].

According to preliminary estimates by experts, the economy of Ukraine lost up to 
50% of the production capacities of enterprises in strategic industries, most of which 
were located in the east of Ukraine. The result of active hostilities was the disruption 
of both external and internal economic relations, the destruction of the country’s 
housing stock, the destruction of production, social, and service infrastructure, and 
the blocking of seaports and other logistics channels. More than 80% of Ukrainian 
enterprises have reduced or stopped their activities. The fall in economic activity 
caused a reduction in tax revenues to the budget, limiting the government’s ability to 
implement independent recovery policies.

According to the estimates of the Ministry of Economy of Ukraine, the gross 
domestic product of our country will decrease by 30.4% in 2022, which, although it is 
the largest drop in the recent history of Ukraine, is significantly less than the forecast 
level of international financial organizations (45–50%).

Critical to the country’s further recovery and development are humanitarian 
risks associated with the loss of human capital and redistribution of labor within the 
country and loss of household income and livelihoods. According to United Nations 
estimates, as of January 17, 2023, the number of Ukrainian refugees registered for 
temporary protection in European countries reached 4.9 million people, of whom 
only a third expressed hope to return.

As the beginning of the full-scale Russian invasion, almost 4.8 million internally 
displaced persons have been officially registered in Ukraine, the increase of this 
socially vulnerable category of citizens causes significant pressure on the system of 
administration of public services.

Unemployment in the country increased sharply (from 9.9 to 30% according to the 
ILO methodology), adding to the imbalance of regional labor markets.

The Ukrainian state was able to avoid the most negative and pessimistic scenarios 
not only thanks to the unprecedented support of partner countries, which, according 
to the estimates of the National Bank of Ukraine, reached 120 billion dollars in 2022, 
of which 28 billion dollars was directed to finance the needs of the budget of Ukraine, 
but also due to the capacity of the public administration system, the stability of the 
institutions built over the years of systemic reforms.
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There are the following systemic factors that ensured the effective functioning of 
public administration mechanisms and tools during the war:

• Developed economic system – entrepreneurial initiative, resource-based and 
network interaction, and lack of hierarchical centralized management of pro-
cesses of redistribution of public resources made it possible to respond promptly 
to the challenges of wartime.

• Developed communications – a flexible system of transport, trade, informa-
tion, and telecommunications ties preserved the “connectivity” of the country, 
mitigated the humanitarian crisis, and facilitated the coordination of actions of 
state and public institutions.

• Decentralization of public power – the broad powers of competent communities 
provided an opportunity to strengthen the defense capacity of the state.

• A developed civil society – the volunteer movement and a high level of self-
organization of society became the basis of the stability of basic social systems.

• High level of openness of public administration – economic, political, and civil 
communications with foreign partners established in previous years made it 
possible to quickly attract help from the international community in financial 
(grants and loans), economic (material aid), humanitarian (humanitarian 
goods, programs support of refugees, and treatment of servicemen), and 
military (provision of weapons, ammunition, ammunition, and training of 
servicemen) spheres.

• Digitalization – the level of digitalization of the spheres of state administra-
tion achieved before the start of the full-scale war enabled the effectiveness of 
public authorities and the performance of duties vital for the functioning of the 
country.

The institutional nature of such factors makes it possible to consider them as 
characteristic features of the public administration system that has developed in 
Ukraine as a result of the entire previous period of social changes. In particular, due 
to Russia’s full-scale military aggression in Ukraine, the International Monetary Fund 
has worsened the forecast for the growth of the world economy. The IMF expects the 
world economy to grow by 3.6% in 2022 and 2023. This is a sharp slowdown compared 
to 6.1% growth in 2021.

It should be noted that the macroeconomic trends of the state’s development 
(2024–2030), which are in the forecasts of the Ukrainian government and interna-
tional financial organizations are still not very positive. The probability of Ukraine’s 
victory in the war against Russia is the end of 2024 - the beginning of 2025 [5].

The Ukrainian economy reached the bottom of its decline in April–May 2022, and 
since then, despite any intensity of shelling of its territory, it has shown a slow but 
stable trend of recovery of the main macroeconomic indicators. Thus, Ukraine’s GDP 
in US dollars, which fell from $200 to $158 billion in the first year of the war, will 
rise to $170 billion in the second year, which will be the starting point for dynamic 
recovery. Investment, employment, savings, foreign and domestic trade show identi-
cal dynamics, improving steadily since summer 2022, despite ongoing large-scale 
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hostilities. And we, as before, observe this improvement in 2023 as well. Absolutely 
all macroeconomic indicators show that Ukraine has already passed the bottom of its 
economic crisis related to the war.

At a conference in the Swiss city of Lugano, Ukraine announced the necessary 
amount of investment for recovery and received a positive response from repre-
sentatives of the USA, the EU, and international financial organizations regarding 
potential sources of funding. This amount is ~$750 billion, of which ~200–300 billion 
is planned to be raised through partnership grants and borrowings in 2023–2025, 
and in 2026–2032, another $50 billion in 2024–2025 and $200 billion are expected in 
the form of private investments. In the first 3 years after the end of the war, partner 
aid is mainly expected, and in 2026–2032, on the contrary, the focus shifts to private 
investments. Briefly summarizing all the factors listed above, he considers a highly 
probable scenario in which Ukraine will “catch up” with its pre-war economic devel-
opment trajectory by 2030. At the same time, the country will maintain double-digit 
growth figures for the next eight post-war years. By 2030, the indicative GDP figures 
are expected to be $440 billion, and the average salary is $1150.

5. Directions of ensuring management in the field of human life risks

Accidents, catastrophes, which are accompanied by deaths, injuries, shortening 
of life expectancy, and damage to health and the natural environment are the conse-
quences of the manifestation of hazards, in particular, the management system. There 
is always the problem of assessing these consequences. The quantification of damages 
caused by the danger depends on many factors, for example, the number of people 
who were in the danger zone, the amount, and quality of material values that were 
there, natural resources, etc.

Each type of damage has its own quantitative expression. For example, the num-
ber of dead, wounded or sick, the area of the infected territory, the area of the forest 
that burned, the value of the destroyed buildings, etc.

The first quantitative method of determining damage is value-based, that is, 
determining damage in monetary terms. The second, universal, most widespread 
assessment of danger is risk. It can also be called a factor of potential danger. The con-
cept of “risk” is “perceived possibility of danger.” Obviously, the definition “perceived 
probability of danger” should also be considered more accurate.

Risk is a quantitative assessment of danger. It is the ratio of the number of certain 
undesirable realized consequences (n) to the maximum possible number of them 
(N1) for a specific period of time: R = n/N, that is, it is the frequency of realization of 
dangers. It is a companion of any human activity.

The above formula allows you to calculate the dimensions of an individual, group, 
and general risk. When assessing the general risk, the value N determines the maxi-
mum number of all events, and when assessing the group risk, the maximum number 
of events in a specific social group was selected from the total number based on a 
certain characteristic. The group can include people belonging to the same profession, 
age, and gender; the group can consist of one class of economic activity subjects [6].

According to the degree of admissibility for society, the risk is neglected, accept-
able, marginally permissible, and excessive. Negligible risk has such a small level that 
it is within the permissible deviations of the natural level. Acceptable is the level of 
risk that the public can calmly accept, taking into account the technical, economic 
and social possibilities at this stage of the development of civilization. The maximum 
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acceptable risk is the largest risk that cannot be exceeded, regardless of the expected 
result. Excessive risk is characterized by an extremely high level, which in the vast 
majority of cases leads to negative consequences.

Today, it is practically impossible to achieve a zero level of risk, that is, absolute 
safety. Absolute security cannot be guaranteed to any person regardless of their 
lifestyle and social status. We live because we avoid danger every day.

The demand for absolute security, attractive for its humanity, can turn into a trag-
edy for people. At this stage of society’s development, the neglected risk is also impos-
sible to achieve given the technical and economic prerequisites for this. Therefore, the 
modern concept of life safety is based on achieving an acceptable risk. The essence of 
the idea of the concept of “tolerable risk” is to try to create such a low level of risk that 
society perceives at the moment. Tolerable risk combines technical, economic, social, 
and political aspects and is a certain compromise between the level of security and the 
possibilities of its achievement.

The analysis of scientists’ approaches to the definition of the concept of “risk” 
allows us to form signs by which its meaning is perceived. According to the first sign – 
possibility and probability of loss of resources – risk is characterized by possible success 
or loss of part of resources, losses, and lack of income in alternative developments of 
certain management actions. That is, in this aspect, risk is considered the result of an 
action and its consequence, which is determined by the influence of uncertainty factors.

J.M. Keynes generally interprets risk as a part of the value associated with possible 
losses caused by an unforeseen change in market prices, excessive operation of equip-
ment, or destructive consequences of disasters.

In our opinion, risk is an objective characteristic of activity that accompanies any 
management decisions in conditions of uncertainty and is measured by the probability 
of not obtaining the expected results. That is, the results of risky decisions cannot be 
equated with a threat or danger, the action of which causes the deterioration of the 
system. Favorable conditions make it possible to obtain a result, to achieve the set goals, 
and only with a negative coincidence of circumstances, an undesirable result is possible.

As for the study of the content of the concepts of “threat” and “danger,” the scien-
tific literature allows us to come to a conclusion about the lack of clear definition of 
these concepts. “Danger” and “threat” are identified by some scientists; some define 
danger as a form of threat, and others define a threat as a stage or form of danger A 
number of researchers emphasize the consequences of threats and dangers, defining 
them as the action of factors, phenomena, events that cause an undesirable state of 
the enterprise, losses, damage, and so on.

So, from the author’s point of view, a threat is a cause, phenomenon, event, or 
condition that can prevent the achievement of management goals and objectives. The 
situation becomes dangerous when the threat takes real forms of manifestation. That 
is, danger is a concrete form of manifestation of a threat, the destructive influence of 
which is fully realized and indisputable.

Returning to the results of the research on the content of risk, it is necessary to 
note its role in determining threats and dangers in the field of public administration.

Comparing the above concepts of risk and threat, it is possible to note that they are 
closely related. If a threat is a probable possibility of an obstacle to the goals and tasks 
of public administration, then the risk measures, evaluates this threat, and gives an 
idea about the mathematical expression of the probability of the occurrence of such 
obstacles.

Given that risk accompanies any management activity, threats are also an invari-
able attribute of the entire management system in the state. The degree of threat and 
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its transition into a form of danger for management, in our opinion, is characterized 
by the level of risk, which, in turn, is determined by the probability of occurrence and 
the impact on management activities. That is, at an acceptable level of risk, the nega-
tive influence of external and internal environmental factors is considered a threat to 
activity, and when a critical level of risk is reached, the threat takes the form of danger.

Note that there is a direct dependence of the level of risk on the probability of 
negative events and the impact on management activities, but for each type of risk 
(each negative change in factors of the external and internal environment), the trajec-
tory of the level of risk will have an individual form, which must be determined on 
the basis of mathematical modeling.

Thus, risks and threats in the field of public administration are of a constant 
nature with different levels, and the danger arises only when this level of critical 
importance is reached.

The variety of threats in the activity of a modern enterprise determines the need 
to systematize them according to certain key features, which will make it possible to 
timely diagnose them, assess them, and apply measures to overcome them or adapt to 
their impact.

The study of the essence of threats, their differences, and common features with 
risks and dangers, the proposed classification of threats, and their detailed descrip-
tion makes it possible to form a basis for diagnosing negative impacts from the stage 
of occurrence to overcoming. The system of tracking and assessing the characteristic 
signs of threats, their dynamics, and composition, is a necessary task of the manage-
ment: a continuous process of identifying early signs of threats allows timely response 
to negative trends, preventing the spread of their impact on the companys activities 
or, in the absence of the possibility of prevention, “mitigating” their negative effect.

As for the content of the concepts “risk,” “threat,” and “danger,” certain differences 
in their understanding can be distinguished: risk is an objective characteristic of the 
enterprise’s activity, which accompanies any management decisions in conditions of 
uncertainty and is measured by the probability of not obtaining the expected results; 
threat causes, phenomena, events, and conditions that can prevent the achievement 
of goals and objectives of economic entities; danger is a specific form of manifestation 
of a threat, the destructive effect of which on the activity of the enterprise is fully 
realized and indisputable.

Threats and risks are indispensable attributes of management activity. The danger 
arises when the level of risk of critical importance of the entire system of public 
management and regulation in the state is reached.

Our conducted research allows us to state that risk in the field of public adminis-
tration is a rather broad concept, a specific subject of scientific research that has its 
own status. In order to give a reasonable definition, it is necessary to find out what, in 
fact, is a risk in the field of public relations in public administration.

We believe that the objectivity of risk in the field of public administration is that 
it exists as a result of objectivity, inherent in management categories of conflict, 
uncertainty, vagueness, lack of comprehensive information at the time of assessment, 
and making certain management decisions. In turn, it is possible to distinguish and 
take into account several types of uncertainty and the socio-economic risk caused by 
it: (1) uncertainty of goals and criteria and, therefore, the need to take into account 
multicriteria in the processes of evaluation, management, decision-making; (2) lack 
of data, in particular quantitative data, which are necessary at the time of decision-
making to calculate quantitative estimates of relevant indicators; (3) lack of time to 
make scientifically based decisions; (4) uncertainty of the actions of counterparties 
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and competitors; (5) the ambiguity of estimates of forecasts of the development of 
the controlled object and the socio-economic environment.

The subjectivity of risk is caused by the fact that real people with their own 
experience, psychology, interests, tastes, manner of behavior, propensity or aversion 
to risk, etc., are involved in public activities. Thus, the objective-subjective nature 
of risk is determined by the fact that it is generated by processes of both subjective 
and objective nature, that is, those whose existence does not depend on the will and 
consciousness of people. As a subject of scientific research, the category “risk” should 
have its own object, subject, and sources of origin. The analysis of scientific literature 
devoted to the theoretical aspects of risk research made it possible to generalize the 
definition of such concepts. The object of risk can be understood as a public system 
and administration, and it is impossible to evaluate the effectiveness and conditions 
of its functioning in the future in exhaustive completeness and with necessary accu-
racy. A risk subject can be understood as a person or a team that is interested in the 
results of risk object management and has the appropriate competence to manage and 
make relevant decisions regarding the risk object. Under the sources of the origin of 
risk are meant factors, processes, and phenomena that cause uncertainty and conflict.

The study of the practical activities of subjects of public management activity 
gives reasons to claim that the main sources of the origin of risks include the fol-
lowing: (1) spontaneity of natural processes and phenomena, natural disasters; (2) 
randomness; (3) clash of conflicting interests; (4) uncertainty; (5) incompleteness, 
insufficient information about the object, process, phenomenon to which the man-
agement decision relates; (6) limitation, insufficiency of material, financial, labor, 
and other resources needed for making and implementing management decisions; (7) 
the impossibility of unambiguous knowledge of the object at the existing levels and 
methods of scientific knowledge; (8) inevitable differences in mechanisms and tools, 
intentions, assessments, stereotypes, behavior, and so on [7].

It is advisable to consider the risk in both historical and managerial aspects. As a 
historical category, risk is a possible danger perceived by a person, as risk is histori-
cally connected with the entire course of social development. As society develops, 
namely, with the emergence of commodity-money relations, risk becomes a category 
of economics and management. In the event of a risk, subjects of economic activ-
ity can receive three types of economic results: negative (loss), zero (neutral), and 
positive (profit). It should be noted that risk, like any economic category, manifests 
itself through functions. In particular, the economic literature distinguishes such risk 
functions as innovative, regulatory (constructive and destructive), compensatory 
(stabilizing), precautionary, control, and so on.

Probably, that is why, there is no single system of classification of management 
risks in the literature on public administration, but on the contrary, there are many 
approaches, which, for the most part, are determined by the purpose and tasks of the 
activity.

Having analyzed such a structural characteristic as the nature of accounting, we 
can claim that risks are divided into external and internal. External risks are under-
stood to be risks that are not directly related to the public activities of the governing 
bodies of an individual country and the country as a whole.

In turn, in the structure of external risks, the following subtypes can be distin-
guished, namely, risks of the management system in the country – risks associated 
with the internationalization of the economies of countries, which can lead to the 
instability of state power, the state system and legislation, ineffective public policy, 
sharp polarization of the interests of various social groups of the country, etc.; force 
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majeure – risks associated with war, floods, earthquakes, storms and other natural 
disasters, revolutions, coups, strikes, etc., which interfere with the effectiveness of 
public administration; transfer – risks associated with the impossibility of transfer-
ring funds to the creditor’s country due to currency restrictions in the borrower’s 
country; tax – risks associated with a possible reduction in budget revenues as a result 
of a change in tax policy or the size of tax rates in individual countries.

Internal risks are understood as the risks that arise as a result of the activities 
of the national governing bodies of a certain country and the country as a whole. 
Analyzing management activity, it is possible to distinguish subtypes of internal risks, 
namely, resource risks, caused by the lack of a margin of safety in relation to resources 
in the event of a change in the situation, which leads to a deficit in the state’s economic 
system; organizational – risks caused by deficiencies in work organization, which 
include errors in planning and design, deficiencies in work coordination, weak regu-
lation, incorrect supply strategy, errors in the selection and placement of personnel, 
disorganized marketing activities, and unstable financial position; and social – risks 
caused by the assessment of loyalty risks, that is, the attitude to work, the quality of 
the workforce, etc. Also, the most important group, in our opinion, are the risks of 
public management, which are grouped by such a classification feature as the nature 
of the consequences of using mechanisms and tools in the field of management.

We note that the risk of public management is a category that characterizes 
relations between management subjects regarding their perception of objectively 
existing uncertainties and conflicts in management, decision-making, and evalua-
tion, which are complicated by possible threats and unused opportunities. As for the 
classification of risks in public activity, according to the results of the research, in 
accordance with the practical and methodological tasks of determining their types, 
it is possible to predict the existence of a classification of risks based on the follow-
ing characteristics: (1) time of occurrence; (2) nature of accounting; and (3) the 
nature of the consequences.

The classification of risk management mechanisms in public activity involves the 
allocation of two groups of such groups: (1) traditional, which in turn, is divided 
into contractual and classical-calculated ones and (2) unconventional, divided into 
regulatory (financial and economic) and institutional mechanisms. Therefore, public 
administration encourages the emancipation of the creative activity of the individual 
and synergy of the activity of the community and society. The development of the 
conceptual and categorical apparatus and conceptual ideas of public administration 
is the basis for the identification of risk patterns, which is a component of the modern 
theory of public administration.

6. Conclusions and prospects for further research

The analysis and research carried out in the article allow us to draw the following 
conclusions.

Under the conditions of martial law in Ukraine and updating the processes of 
public management of measures of emergency situations, risks and threats are carried 
out taking into account a clear algorithm and comprehensively from a legal point of 
view. Mostly, such management and regulation are ensured and concentrated in the 
fields of administrative, environmental, and labor law.

We consider it a task of the scientific field of public administration, and it is 
necessary to carry out a thorough analysis and monitoring of modern features of 
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the legal evolution of domestic legislation in relation to the public sphere in the 
conditions of martial law.

It should be noted that, in the process of solving the problem of maintaining 
and ensuring the safety of social relations and citizens from an organizational and 
legal point of view, the leading countries of the world gradually improved their own 
legislation regarding emergency (military) situations – from the development and 
adoption of legislation regulating actions in the conditions of the occurrence and 
development of specific cases of danger before the adoption of separate laws regulat-
ing general conceptual actions during the war.

In recent years, many events and meetings have been held in Ukraine aimed at 
improving the ideology (concept) of public administration in emergency situations, 
but it was quite difficult to foresee an open war on the territory of Ukraine with the 
Russian Federation. Such measures were conditioned by the fact that the issues of 
safety and protection of the population, as well as economic and cultural objects from 
the occurrence and development of emergency situations, risks, and threats, were 
almost not perceived as a component of state security, with the recognition of the pri-
ority of the protection of the population and territories from various threats, which 
may arise during the long-term development of the entire system in the state, in 
contrast to solving the problems of defense, which is focused specifically on wartime. 
Thus, at the current military stage of the development of Ukraine’s economy, a search 
is being made for a rational management model for providing protection, taking into 
account the effective and functional principle of response on the part of the state in 
the conditions of the occurrence and development of emergency situations, instead of 
using the usual industry principle, which was previously used in the public adminis-
tration system.

It should be noted that the modern formation of the public administration system 
in the conditions of martial law in Ukraine is accompanied by the presence of a 
significant number of conflicts of legislation focused on the regulation of emergency 
situations, as well as the actual functioning of the system of forecasting, prevention, 
detection, and neutralization of emergency situations at the state level, particularly in 
the direction of the use of anti-crisis mechanisms and tools of public administration 
in the state.

The public administration system of Ukraine is doomed to function for a long time 
under constant pressure caused by the aggressive policy of the Russian Federation, 
which increases and diversifies the levers of destructive influence on economic 
development in Ukraine. The long-term nature of the threats generated by the aggres-
sive course of the Russian Federation makes it impossible to build good-neighborly 
bilateral relations.

We note that, in such a situation, it is necessary to provide favorable conditions 
for the development of the economy after martial law on a resource basis, to provide 
a favorable environment for investment and entrepreneurship, a stable basis for 
financial stability, effective tools for the state to implement its social functions under 
conditions of permanently high risks of external military threats, and unpredictable 
hybrid impacts of various types and levels. The relevant policy should focus on over-
coming the key obstacles to the country’s strategically oriented development caused 
by the consequences of the Russian military aggression.

Public policy priorities should be (1) development of the potential of the real 
sector of the economy, overcoming export and import dependence on the Russian 
Federation; (2) implementation of structural transformation of old industrial 
regions with modernization of traditional sectors of the economy to restore (within 
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economic expediency) their competitiveness on world markets; (3) implementation 
of the European industrial policy toolkit, strengthening of Ukraine’s subjectivity as a 
partner of the EU; (4) increasing directions of implementation of the integration of 
the Ukrainian transport system into European and international projects; (5) a sharp 
decrease in the level of dependence on trade with the Russian Federation in goods 
and services in strategic and strategic areas of the national economy; (6) closure of 
Russian markets; (7) improvement and renewal of the Association Agreement with 
the EU, particularly in the field of Ukraine’s integration into the EU’s single energy 
market; (8) the introduction of real tax benefits for the transformation of small 
mining towns, provided for by the Law of Ukraine “On Amendments to the Tax Code 
of Ukraine and other legislative acts of Ukraine on ensuring the balance of budget 
revenues” dated November 30, 2021, no. 1914-IX; (9) reforming management mecha-
nisms and tools to ensure the national interests of Ukraine and prevent economic and 
civil security risks; (10) formation of a system of information collection and process-
ing and formation of a modern database on temporarily occupied territories; (11) 
accumulation of information about the actions of the Russian Federation regarding 
the undermining of the sovereignty of Ukraine in the economic and other spheres, 
development of compensation mechanisms for losses; and (12) institutional improve-
ment of sanctions policy, particularly, its legislative support, elimination of identified 
shortcomings in this area with the aim of improving the interaction between state 
bodies and civil society, creating favorable conditions for effective response to exist-
ing and potential threats to the national security of Ukraine.

In the context of the analysis of post-war development priorities, intermunicipal 
and inter-regional cooperation can be considered as a powerful resource tool, which 
should solve the triple task of the national level: to promote the reintegration and 
consolidation of the country, to ensure the infrastructural integrity of the country, 
capitalization, mobilization, and optimization of the use of regional resources as the 
main source of economic reproduction of Ukraine.

Thus, the analysis of the current state, risks, and threats of the public adminis-
tration system in relation to issues of improvement of anti-crisis mechanisms gives 
grounds for the conclusion that an imperfect system of legal regulation is currently 
operating in Ukraine, a sufficiently formal and categorical principle is dominant 
in accordance with the legislative norms of the pre-war state. While the regulatory 
system itself has a very complex structure and practically does not meet the military 
needs of the state. Therefore, the complexity of the object of legal regulation and the 
variety of problems create certain risks and threats, complications in the adjustment 
of legal norms in wartime. As a result, there are disagreements in different laws on the 
same issue, which complicates the possibility of their direct application in the field of 
resource provision during martial law and the period of further reproduction. A lot is 
being done today in this direction, and the experts of the Institute of Legislation are 
actively participating and providing proposals for amendments to the legislation in 
the conditions of martial law.

In our opinion and the opinion of experts-scientists, the rule-making work in this 
area still has reserves and is still proceeding by solving individual issues, without the 
necessary degree of generalization, which leads to contradictory trends in the process 
of legal regulation of public management and administration issues in the conditions 
of martial law in Ukraine. The sustainability of relations in this area is made impos-
sible by the numerous changes that were constantly made to the current laws and 
other normative legal acts and by the lack of adaptation to the martial law. This leads 
to the need for a thorough study (monitoring) of the problems of legal regulation 
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Chapter 10

Street Trading Uncovered: A 
Comprehensive Evaluation 
of Occupational Risk and 
Management Strategies in the 
South African Urban Marketplace
Maasago Mercy Sepadi and Lebogang Cleopatra Phama

Abstract

Street vending is a prevalent form of informal employment in South Africa, with 
both positive and negative impacts on workers’ well-being and safety. Negative effects 
include psychological, respiratory, and musculoskeletal disorders. This chapter 
addresses health and safety concerns faced by street vendors in the informal trading 
sector using a systematic and scientific approach. Street vendors face unique chal-
lenges, such as navigating busy streets and dealing with extreme weather conditions. 
With changing climate and environmental factors, it is crucial to assess and manage 
these risks effectively. By conducting thorough risk assessments, potential hazards 
can be identified and strategies can be developed to mitigate them. Informal street 
trading is essential for urban economic growth and poverty alleviation. However, 
many businesses conducted by street vendors do not comply with workplace health 
and safety requirements, leading to high hazards and risks. Therefore, occupational 
safety and personal health risks faced by street vendors are crucial and require regula-
tion of health and safety standards in the street trading industry.

Keywords: street trading, health, risk management, informal workers, exposure, 
assessment, street vendors, informal trading

1. Introduction

Street vendors play a crucial role in many communities, providing convenience 
and access to a variety of goods and services. As with any occupation, there are 
certain health and safety risks associated with this line of work. To establish a clear 
understanding, it is essential to define street trading activities. Selling goods or ser-
vices in public spaces such as parks, sidewalks, or designated stalls is known as street 
trading. It is predominantly conducted by individuals or small-scale businesses, often 
without a fixed establishment. Street traders offer a wide range of products, including 
food, clothing, crafts, and various other merchandise. These activities involve direct 
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interaction with customers in outdoor settings, making it a distinct form of commerce 
that requires specific consideration for health and safety regulations.

Street vendors often work informally and without fixed premises, relying on their 
mobile setups or carts to carry their products [1]. A study conducted in India found that 
street vending contributes to social, economic, and environmental sustainability by 
providing affordable food and creating job opportunities [2]. The informal trading sec-
tor benefits those who rely on it for economic benefits due to the scarcity of job oppor-
tunities, it provides competency, and it is also necessary for livelihood support [3].

Informal street vendors are prevalent in many urban areas, particularly in devel-
oping countries, due to increasing urbanization and industrialization. The exact 
prevalence varies depending on the specific geographical location and socio-economic 
conditions. The informal nature of their business makes it difficult to obtain accu-
rate data on the total number of street vendors but estimates suggest that millions 
of individuals worldwide rely on street vending as their primary source of income. 
Furthermore, informal trading happens due to various reasons, for example economic 
benefits, high unemployment rates, using cheap and easily accessible sources of 
energy to prepare food, unregulated businesses, lack of resources to formalize such 
businesses. They operate outside of formal establishments such as shops or markets, 
setting up temporary stalls or selling directly from carts or their hands. These vendors 
often lack access to proper working spaces, basic amenities, and appropriate infra-
structure. Their business operations are typically unregulated, making it challenging 
for authorities to monitor and control their activities. Currently, informal food traders’ 
premises are not regulated in South Africa in terms of R638 (Regulations Governing 
General Hygiene Requirements for Food Premises, the Transport of Food and Related 
Matters), especially in defining the requirements of the structure. This results in an 
influx of informal food traders in areas such as metropolitan cities because of informal 
food preparation. All activities that take place within the occupational environment 
should be regulated in order to put control measures in place to preserve the environ-
ment and prevent any negative health implications for the people at large [4].

The health exposures and outcomes of informal street vendors vary based on the 
type of vendor and the location of their stalls [5, 6]. Activities that are undertaken 
in the informal trading sector include food preparation using charcoal as a source of 
energy, and selling of toys, cosmetics, clothes, music, books, furniture, etc. These 
activities usually take place in areas that are not zoned for these activities. Some 
activities that are undertaken in the informal food sector contribute to the emissions 
and transmission of air pollutants in the atmosphere [7]. Different types of air pollut-
ants can deteriorate the air quality standards in urban areas depending on the concen-
tration and the potential toxicity of these pollutants and may also affect the health of 
the communities at large. There is an increase in urbanization and industrialization 
in metropolitan cities such as Johannesburg as people seek better livelihoods. Many of 
these people conduct businesses that are not regulated which results in environmental 
health challenges such as air pollution. One such business is informal food trading, 
which is conducted on pavements, open veld, sidewalks, unauthorized spaces, and 
taxi ranks. Food is usually prepared using the cheapest and easiest methods such as 
broiling and braaing using charcoal as a source of energy. When braaing and broiling 
take place, three combustion phases are involved namely, igniting, flaming, and cok-
ing. During these combustion phases, smoke is released into the atmosphere resulting 
in the potential inhalation of different volatile organic compounds (VOCs) such as 
benzene, toluene, ethylbenzene, and xylenes (also known as BTEX) and these are 
harmful to the environment and the people. Research suggests that the emission of 
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smoke resulting from charcoal burning comprises pollutants such as VOCs, particu-
late matter, carbon monoxide, nitrogen dioxide, and toxic organic compounds such as 
benzene, 1, 3 butadiene, and many other PAH [8].

Ensuring the safety and well-being of street vendors is crucial in today’s rapidly 
changing world. With occupational safety, environmental health, personal health, 
and climate change becoming increasingly important factors to consider, risk assess-
ment, and management play a vital role in safeguarding the livelihoods of these 
hardworking individuals. The purpose of this document is to assess the risks faced 
by street vendors in their daily work activities. Street vending is a common form of 
informal employment in many countries, providing income for a significant portion 
of the population. However, it also presents various risks and hazards that can affect 
the health and safety of vendors. By conducting a thorough risk assessment, we aim 
to identify and address these risks to ensure a safe working environment for street 
vendors. Street vendors play a significant role in urban economies, providing goods 
and services to large sections of the population. However, their work is not without 
challenges. This content focuses on the environmental risks faced by street vendors 
and their implications. By understanding the various risks, we can explore potential 
solutions and strategies to mitigate these risks and improve the working conditions 
for street vendors.

This chapter aims to highlight the common health and safety emergencies that 
street vendors may face and provide information on how to prevent and respond to 
them. By understanding these risks and taking appropriate measures, street vendors 
can ensure the well-being of themselves, their customers, and the community they 
serve. To ensure the safety of street vendors, it is essential to conduct regular risk 
assessments that consider the specific hazards they face. This includes identifying 
potential sources of harm such as heavy traffic, hazardous materials, or unsanitary 
food handling practices. By prioritizing occupational safety and environmental health 
for street vendors, we not only protect their well-being but also contribute towards 
creating a healthier and more sustainable urban environment for all.

2. Methodology

The scope of this risk assessment encompasses all aspects of street vending 
 activities, including the physical, environmental, and occupational health and safety 
and personal health-related risks faced by vendors. It considers a wide range of 
factors such as the nature of the vending location, the materials and equipment used, 
the handling of foodstuffs or materials, and the interactions with customers and 
the public.

The risk assessment and management will be conducted using a systematic and 
scientific methodology. It involves literature from primary studies in which their data 
collection was conducted through site inspections, interviews with vendors, and con-
sultation with relevant stakeholders. The researchers also investigated publications 
that examined available data on reported crimes where a street vendor was the victim.

3. Assessing potential risks and hazards in the street trading industry

The literature gives evidence that informal street vendors are exposed to harmful 
physical, chemical, microbiological, and ergonomic stressors. The purpose of this risk 
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assessment is to systematically evaluate the potential risks faced by street vendors in 
order to develop effective mitigation strategies. By understanding the specific haz-
ards and vulnerabilities associated with street vending, we can implement measures 
to prevent accidents, injuries, and illnesses. The assessment will provide valuable 
insights into the nature and severity of the risks involved, allowing for informed 
decision-making and targeted interventions to protect the health and safety of street 
vendors.

3.1 Physical hazards analysis

The physical hazards of vendors’ work include Accidents and Injuries, Fire Hazards, 
Unsafe Equipment, and Structures. However, more needs to be done to address the 
structural inequities that hinder street vendors from making a living and a life [9].

3.1.1 Identifying vulnerabilities in street vending locations

Unfortunately, street vendors are also at risk of accidents and injuries. Street 
vendors are often exposed to violence and crime, especially against women street 
vendors, who in particular, are at a higher risk of violence and harassment on a daily 
basis and from a variety of sources. Los Angeles saw a nearly 37% increase in recorded 
crimes against street vendors between 2010 and 2019, from 38 to 166 [10]. Robberies 
accounted for over 45% of all offences against street vendors from 2010 to 2019, 
according to the LAPD. During that period, approximately 28% of crimes involved 
assault [10]. A corn vendor was beaten, robbed, and shot to death on Milwaukee’s 
south side sidewalk, near 11th Street and Grant Street, according to Fox6 [11]. In 
August 2023, a cash-in-transit vehicle plowed into a group of street vendors in 
Durban, South Africa, leaving eight people injured [12].

In October 2022, gunmen opened fire on street vendors selling chicken feet in 
Johannesburg, South Africa, killing seven people and injuring four others [13–15]. 
Among the risk concerns were open fires and non-enclosed vendor stalls. A small 
section of the building on AB Xuma (Commercial) Street in Durban Central that 
is rented out to street vendors was damaged by the fire that erupted on February 9, 
according to a report by Timeslive [16]. In June 2022, a fire in Johannesburg, South 
Africa’s Yeoville Market destroyed twenty-five stalls owned by some of the 208 street 
vendors there [13, 15].

3.2 Overview of environmental risks faced by street vendors

Street vendors are exposed to a range of environmental risks that can have 
detrimental effects on their health, safety, and livelihoods. This section provides 
an overview of these risks, including health hazards such as air pollution exposure 
and contamination of food and water. It also examines safety risks, including traffic 
hazards, risk of accidents and injuries, exposure to violence and crime, as well as fire 
hazards. A research article published in 2023 analysed the impact of street vending 
on urban ecology sustainability [2]. The study created an epistemic framework to 
comprehend the structure and function of urban street vending. According to the 
study, street vending is a necessary urban activity that emerges spontaneously rather 
than being “formally planned.” Street vendors’ activities are therefore considered 
“informal” and are not taken into account in traditional urban planning and design. 
Additionally, the study discovered that street selling affects the urban ecosystem in 
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both positive and negative ways [2]. Additionally, considering the environmental 
impact of their activities is crucial in mitigating risks associated with climate change. 
Understanding these environmental risks is essential to develop effective interven-
tions and support mechanisms for street vendors.

3.2.1 Air pollution health risks

Numerous threats to occupational health and safety exist for street vendors. 
According to a study by the International Institute for Environment and Development 
(IIED) [17], South African street food sellers face dangers at work that have an 
impact on their health and general well-being. However, street vendors are constantly 
exposed to outdoor air pollution from a variety of sources, such as traffic, unpaved 
roads, building sites, manufacturing facilities, inadequate ventilation, open fires, 
and biomass fuel from petrol [5, 6]. Street vendors are at risk of traffic hazards 
such as heavy traffic movement from different vehicles that emit pollutants such as 
VOCs, noise exposure, high-speed cars, and distractions. Vehicle exhausts contribute 
to high air pollutants especially in urban areas due to heavy and congested traffic 
[18]. Furthermore, the study was conducted during one season, and according to 
the literature, emissions are distinctively different depending on seasonal changes. 
Volatile organic compounds are harmful to human health even at low concentrations, 
and organs such as the liver, kidney, central nervous system, and respiratory system 
are affected by exposure to VOCs [19]. A better understanding of VOC distribution 
characteristics is important for discussion on the behaviour and fate of VOCs to better 
determine the causes of occupational diseases that can occur in the informal food 
trading sector. Ingestion, inhalation, and skin contact are major routes of exposure to 
BTEX [20]. Volatile organic compounds are also known to affect the immune system 
and can cause nausea and headaches and can cause haze and photochemical smog in 
the environment. Moreover, according to Majumdar et al. [19] VOCs are associated 
with severe asthma symptoms in children. Benzene, toluene, ethylbenzene, and 
xylene compounds are known to be harmful to human health, and these compounds 
can cause acute and chronic health effects on human health.

3.2.2 Climate change resilient trading

One of the groups most susceptible to the effects of climate change is street 
sellers. According to a 2016 report by the International Institute for Environment 
and Development (IIED), street vendors and other informal labourers are subject to 
a variety of climate-related dangers at work, including intense heat waves, flooding, 
pollution, and drought, susceptibility to meteorological conditions. Street vendors 
face a serious threat from rising temperatures. According to an IIED survey of 420 
informal labourers in Harare and Masvingo, heat waves have caused over half of 
them to become exhausted, work fewer hours, and earn less money [9]. Furthermore, 
one of the groups most susceptible to the effects of climate change is street vendors. 
Rising temperatures pose a significant threat to street vendors, causing reduced 
working hours, exhaustion, and lower incomes for over half of them. Key informal 
economy groups are crucial in mitigating climate change, with outdoor street traders 
likely to leave a smaller carbon footprint [5, 6, 21].

Street vendors are exposed to various air pollutants such as volatile organic com-
pounds (VOCs) that are widely distributed in a lower urban atmosphere, influenced 
by different anthropogenic activities such as combustion, intense transportation, 
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and industrial and commercial activities especially in urban areas [19]. According 
to Majumdar et al., [19], the behaviour and fate of chemicals in the ambient air are 
determined by the physio-chemical properties, how the chemical is emitted, and the 
environmental conditions. In addition, VOCs have the potential to produce tropo-
spheric ozone and other photochemical oxidants due to their chemical reactivity; 
therefore, they are considered contributors to global warming [19]. BTEX compounds 
are released into the air as combustion by-products of fossil fuels and biomass and are 
further classified as hazardous air pollutants and are regulated by agencies such as the 
United States Environmental Protection Agency.

In the face of climate change and its impact on our environment, it is crucial to 
address the risk management strategies for street vendors. Understanding of release 
and emissions of air pollutants is important for the implementation of regulatory 
frameworks as well as safer design consideration and control initiatives. Risk manage-
ment should be process-specific. Pollution abatement control measures should be 
explored. These hardworking individuals are often exposed to extreme heat and other 
environmental challenges that can have detrimental effects on their health and liveli-
hoods. Climate change has led to an increase in heat extremes, posing a significant 
threat to the well-being of street vendors. It is essential to develop comprehensive risk 
management plans that not only protect their health but also ensure that their busi-
nesses remain resilient in the face of changing climatic conditions.

One way to achieve this is by implementing effective health information systems 
specifically tailored for street vendors. These systems can provide valuable data on 
environmental health risks, allowing vendors to make informed decisions about 
when and where they should operate. By having access to real-time information, they 
can better protect themselves from extreme heat and other environmental hazards. 
Furthermore, promoting climate resilience among street vendors involves providing 
them with the necessary tools and resources. This could include access to shaded areas 
or portable cooling systems during hot weather conditions. Additionally, educating 
them about the importance of staying hydrated and taking regular breaks can signifi-
cantly contribute to their overall well-being.

3.3 Occupational health and safety risks

Health and safety play a crucial role in street trading activities. Ensuring the 
 well-being of both street traders and the general public is of paramount importance [22]. 
Street trading environments present various potential risks and hazards that need to 
be mitigated. By promoting health and safety measures, we can minimize accidents, 
injuries, and illnesses. These measures include maintaining proper hygiene practices, 
understanding, and preventing fire hazards, following food safety standards, and 
implementing accident prevention strategies. Prioritizing health and safety not only 
protects those directly involved in street trading but also contributes to the overall 
well-being and reputation of the community.

3.3.1 Identifying occupational health and safety hazards

Workplace hazards and risks include physical, microbiological, chemical, 
 ergonomic, and psychological, stressors. Workplace psychological stressors must be 
given priority since the public health problem of mental health disorders outweighs 
the resources allocated to its treatment. The occupational health hazards faced by 
vendors include exposure to harmful substances, musculoskeletal disorders, mental 
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health challenges, and fatigue and stress management. Hazardous and biological 
substance challenges include poor storage of chemicals, usage of outdated chemicals/
substances, and selling of illegal substances, for example pest control. Ergonomic 
stressors can be attributed to inadequate structures, lack of training and education, 
insufficient health and risk assessments, and exposure to physical hazards. Ablution 
facilities are not in sanitary conditions, are inadequate, and do not meet the standards 
in facilities regulations, no hand wash basins, and inadequate water points for sup-
plying water for hand washing and cleaning purposes. The Mental Health Effects 
may include Stress and Psychological Well-being, Social Isolation and Loneliness, 
Absenteeism, and poor working relationships among colleagues.

3.4 Economic and social risks

Street vendors often experience insecurity of livelihood, lack of legal protection 
and social security, and Weather-Related Emergencies.

3.4.1 Common health and safety emergencies faced by street vendors

The introduction of this work on potential health and safety emergencies in street 
trading activities aims to provide an overview of the topic. It will explore the various 
risks and challenges that street traders may encounter in their day-to-day operations. 
By understanding the potential hazards, traders can take appropriate measures to pro-
tect themselves and the public. This work will delve into the importance of health and 
safety in street trading, common emergencies that can arise, the need for emergency 
preparedness and response, and the regulatory framework and compliance require-
ments that govern street trading activities. Common health and Safety emergencies 
include Fire hazards and prevention, Foodborne illnesses, and hygiene practices, and 
Physical injuries and accident prevention.

Street vendors face several unique challenges when it comes to emergency pre-
paredness. These challenges include limited access to resources and information, lack 
of training and knowledge on emergency response protocols, difficulty in relocating 
businesses during emergencies, and potential language barriers in communicating 
with authorities and customers. Additionally, street vendors often operate in densely 
populated areas with limited infrastructure support, increasing their vulnerability 
to natural disasters and other emergencies. Recognizing and addressing these chal-
lenges is crucial in developing effective emergency preparedness strategies for street 
vendors. Emergency preparedness for street vendors is a vital aspect of ensuring the 
safety and livelihoods of these individuals in times of crisis. With the potential for 
various emergencies to occur, street vendors must be equipped with the necessary 
knowledge and resources to protect themselves, their businesses, and their customers. 
This work aims to provide comprehensive guidance on emergency preparedness spe-
cifically tailored to the unique circumstances and challenges faced by street vendors.

4. Impact on public health

Informal street vendors play a crucial role in urban economies around the world. 
These vendors typically sell a wide range of goods and services on the streets, often 
without proper licenses or permits. While their presence contributes to the local 
economy, there are also significant health risks associated with their activities. This 
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section aims to explore the various environmental health hazards faced by informal 
street vendors and the impact they can have on public health.

Many obstacles prevent street food vendors from improving the microbiologi-
cal quality of their offerings [23]. Food contamination is commonly attributed to 
exposure to unhygienic conditions, a lack of amenities, such as readily available 
potable water, and inadequate hygiene procedures on the part of food handlers [23]. 
Foodborne illnesses, the rise of infectious diseases, respiratory issues, and an increase 
in chronic diseases are some further effects on public health. Furthermore, street 
sellers are always exposed to outdoor air pollution from a variety of sources, including 
automobile and traffic emissions, unpaved roads, building sites, industrial activities, 
limited or poorly ventilated stall spaces, and biomass fuel from open fires and gas 
stoves [5, 6].

A comprehensive evaluation of original publications published between January 
2010 and July 2023 discovered that street food vendors in underdeveloped countries 
had a low level of knowledge and were unaware of proper food hygiene measures [23]. 
There is also a risk of foodborne illness; the review also found that Enterobacteriaceae 
such as Escherichia coli (61.9%), Salmonella (30.1%), and Shigella spp. (9.5%), as well 
as Staphylococcus aureus (30.1%) and Listeria monocytogenes (14.3%), were the most 
common pathogens found in ready-to-eat street foods [23]. According to the FAO and 
World Health Organization (WHO) [24], street food vendors’ lack of understanding 
about the causes of foodborne infections is a serious public health risk factor. Many 
developing nations continue to face substantial challenges in successfully imple-
menting street food vending policies that are aligned with public health goals ([23]; 
FAO and WHO [24]). Vendors are susceptible to gastrointestinal disorders such as 
salmonellosis and respiratory infections such as influenza and COVID-19 due to a 
lack of access to water, waste disposal facilities, and basic hygiene understanding and 
practices. Air pollution raised the danger of respiratory and urinary infections, as well 
as affecting female street vendors’ reproductive health.

Other public health challenges within the informal street trading/street vendors 
include:

• Waste management: poor waste management practices, no refuse bins, waste 
collection not done regularly, no designated waste areas pending collection, 
inadequate bins within, waste not segregated according to its type (garden waste, 
kitchen waste, healthcare waste, electronic waste, rubble, etc.)

• Environmental degradation: environmental decay, degradation, effluent, run-offs, 
unhygienic conditions, stagnant water breeding place for rodents, no proper 
structure that can prevent environmental pollution, etc.

• Air pollution impact: Emissions from energy sources that are used, for example 
charcoal, wood, papers, and burning of tyres to keep warm in winter. Emissions 
from combustion phases deteriorate air quality standards which have the poten-
tial to cause harm when exposure happens.

• Food safety: counterfeit foods, poor cold chain, no washing of hands, cooked 
foods mixed with raw foods, unregulated supply of meat products, food sam-
pling is not conducted from street vendors, food products not labelled, selling of 
expired foods, etc. [25]

• Pest control: breeding places for rodents, unsanitary conditions, an environment 
full of pests and untreated.
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• Diseases and illnesses: unhygienic practices lead to the multiplication of bacteria, 
microorganisms, viruses, etc., vector-borne diseases, waterborne diseases due to 
drinking contaminated water and ingesting contaminated and unsound foods.

5. Risk management strategies

Street vending is a common source of food for many people in developing 
c ountries. By prioritizing risk assessment and management for street vendors, we 
demonstrate our commitment to creating a safer working environment for these 
individuals who contribute significantly to our communities. Together, we can 
empower them with the necessary tools and support needed to navigate the challenges 
they face while ensuring their sustainable livelihoods for years to come. Therefore, 
risk management strategies need to be implemented taking into consideration factors 
such as hazards or stressors, exposure pathway, type of stressors, the concentration of 
stressors, factors that exacerbate stressors concentration/survival, exposure assess-
ment, risk characterization, appropriate control measure, legal considerations, other 
stakeholders, socio-economic factors, etc.

5.1 Occupational health and safety management

It is imperative that we work together towards creating a more resilient environ-
ment for these hardworking individuals who play a vital role in our communities. 
Several cities have implemented policies and programmes to improve access to sanita-
tion facilities for street vendors. Here are some examples, such as Kumasi, Ghana 
the city that invested in pay-per-use public toilets to meet the demand from traders, 
transient workers, and migrants for proper sanitation services [26]. In Mumbai, India 
a programme was implemented called “Clean Mumbai Green Mumbai” that aims to 
improve access to sanitation facilities for street vendors [27].

Local governments can take several measures to improve access to sanitation facili-
ties for street vendors. Here are some ways:

• Developing health and safety regulations for street trading and implementing poli-
cies: Local governments can develop and implement policies that promote the 
provision of clean water and sanitation facilities for street vendors. These policies 
should be aligned with public health policies and should be enforced by relevant 
authorities [28]. There is a need to establish occupational health and safety 
standards for informal work such as street trading.

• Building partnerships: Local governments can build partnerships with non-profit 
organizations, community-based organizations, and other stakeholders to 
improve access to sanitation facilities for street vendors. These partnerships can 
help to mobilize resources, share knowledge, and build capacity [29].

• Decentralizing services: Local governments can decentralize services to improve 
access to sanitation facilities for street vendors. This can involve the establish-
ment of decentralized water and sanitation systems that are managed by local 
communities [29]

• Utilizing technology: Local governments can utilize technology to improve 
access to sanitation facilities for street vendors. For example, mobile 
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applications can be developed to provide information on the location of public 
toilets and water points [29].

• Promoting community participation: Local governments can promote community 
participation in the planning and implementation of sanitation facilities for 
street vendors. This can involve the establishment of community-based commit-
tees that are responsible for the management of sanitation.

• Allocate sites/areas and combat crime: Areas should be allocated to ensure that 
informal trading takes place in designated areas or spaces and ensure that those 
designated areas are safe and secured.

Furthermore, effective risk management strategies should be implemented to 
mitigate these risks. This may involve providing appropriate protective equipment, 
improving access to clean water and sanitation facilities, or implementing measures 
to address climate change-related challenges. Occupational safety measures such 
as providing adequate training on handling equipment and implementing proper 
hygiene practices are essential for protecting street vendors from physical injuries and 
illnesses.

5.2 Environmental impact and climate change control

By prioritizing risk management strategies for street vendors in the context of 
climate change, we not only safeguard their health but also support their economic 
sustainability. It is imperative that we work together towards creating a more resil-
ient environment for these hardworking individuals who play a vital role in our 
communities.

• Using alternative energy sources: Street vendors can reduce their reliance on 
fossil fuels by utilizing alternative energy sources such as solar power or biogas, 
which can help mitigate climate change impacts and lower greenhouse gas 
emissions.

• Adopting sustainable practices: Street vendors can promote sustainability by utiliz-
ing biodegradable packaging, minimizing food waste, and conserving water [30]

• Increasing networks and advocating for vendors’ rights in climate change: Street 
vendors can build networks with other vendors and community organizations 
to share knowledge and resources. This can help to build resilience and adapt to 
the impacts of climate change. Street vendors can advocate for their rights and 
demand that local governments take action to address the impacts of climate 
change. This can involve participating in policy-making processes and building 
alliances with other stakeholders.

5.3 Emergency preparedness for street vendors

There is a need to develop an emergency preparedness plan, establish communica-
tion channels, establish emergency response procedures, train street vendors on emer-
gency preparedness, implement and maintain preparedness measures, stock essential 
emergency supplies, establish collaboration with local authorities, and conduct regular 
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emergency drills and exercises. In the event of an emergency, street vendors should 
have a disaster preparedness plan in place. A comprehensive disaster preparedness plan 
should include knowing vendors, assessing facilities’ ability to withstand the storm, 
evaluating utilities, and assessing personnel [31]. In addition to building relationships 
with vendors, street vendors can also take self-help measures to prepare for emergencies. 
For example, they can form cooperatives to pool resources and share knowledge [32].

5.3.1 Importance of emergency preparedness

Emergency preparedness holds significant importance for street vendors as it can 
make a critical difference in effectively responding to and recovering from emergen-
cies. By being prepared, street vendors can minimize the impact of disasters on their 
businesses, reduce potential harm to themselves and their customers, and ensure 
faster recovery. It also demonstrates their commitment to the safety and well-being 
of their communities. Understanding the importance of emergency preparedness is 
crucial for street vendors to safeguard their livelihoods and contribute to the overall 
resilience of the local economy.

5.3.2 Objectives of the emergency response strategy for street trading

The primary objectives of this work are to enhance the emergency preparedness 
of street vendors and empower them to effectively manage potential emergencies. It 
aims to provide a comprehensive understanding of potential emergencies faced by 
street vendors, identify vulnerabilities in their vending locations, and assess risks 
and hazards unique to their circumstances. Additionally, this work seeks to guide the 
development of emergency preparedness plans, including establishing communica-
tion channels, creating emergency response procedures, and training street vendors 
on emergency preparedness. By achieving these objectives, we strive to ensure the 
safety and resilience of street vendors and their communities.

5.4 Healthcare for street vendors

Street vendors should be provided with access to social security benefits such as 
healthcare, pensions, and unemployment insurance [33]. Furthermore, addressing 
personal health concerns is equally important. Offering access to healthcare services 
and promoting healthy lifestyle choices can improve the overall well-being of street 
vendors while reducing the likelihood of long-term health issues. Local government 
can assist by conducting outreach programmes such as mobile healthcare services to 
promote and improve good healthcare practices among street vendors.

To protect themselves from these risks, street vendors can take several measures 
such as maintaining good hygiene practices, using protective equipment, staying 
hydrated, taking regular breaks, diversifying their products, using alternative energy 
sources, adopting sustainable practices, building networks, and advocating for 
their rights. However, street vendors often face challenges in accessing clean water 
and toilets, which can have a significant impact on their health and earnings. Local 
governments can take several measures to improve access to sanitation facilities for 
street vendors, such as developing and implementing policies that promote the provi-
sion of clean water and sanitation facilities, building partnerships with non-profit 
organizations and other stakeholders, decentralizing services, utilizing technology, 
and promoting community participation in the planning and implementation of 
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sanitation facilities. All government spheres need to fast track the formalization of the 
informal sector to ensure that laws and rules will be implemented to better govern all 
activities that are conducted in the informal sector.

5.5 Regulatory framework and compliance

Street vendors are recognized as business individuals under the Businesses 
Act, No 71 of 1991. South Africa’s Street vendors lack legal protections and formal 
labour law rights, resulting in limited legal protections for them [34]. The current 
regulatory measures in street trading do not cover the occupational health and 
safety of this industry. The Businesses Act No. 71 of 1991 established the National 
Framework for Street Vendors, officially recognizing street vendors as business 
owners. However, the non-labour regulation under which they operate is often 
inappropriate to their situation or improperly applied, often leading to harassment 
[33, 34]. More legislative frameworks that should be complied with by street trading 
include the Constitution of the Republic of South Africa, the National Health Act, 
the Environmental Management Act, the National Waste Management Act, Local 
By-Laws, Foodstuffs, Cosmetics and Disinfectant Act, Occupational Health and 
Safety Act, Hazardous Chemical Substances Act, Facilities Regulations and SANS-
Water 241.

The local government in South Africa plays a crucial role in regulating street 
vending. There is a need for improvement in compliance by street vendors with local 
regulations and permits for street trading. There is also a need for government to 
ensure health and safety inspections and enforcement, and compliance with food 
safety standards. To improve the regulatory framework for street vending in South 
Africa, it is recommended to:

• Recognize street vendors as workers: Street vendors should be recognized as work-
ers and be granted the same rights and protections as other workers in South 
Africa [33].

• Provide legal protections: Street vendors should be granted legal protections 
under the labour law system in South Africa. This would ensure that they are not 
exploited and are treated fairly by their employers [33].

• Provide training and support: Street vendors should be provided with training 
and support measures to help them run their businesses effectively and effi-
ciently. This can be done through formal education and awareness campaigns. 
This would include training in business management, marketing, and financial 
management.

• Regular law enforcement: Regulation and enforcement should not be done per 
department but be joint work with all law enforcement stakeholders to avoid 
confusion of requirements for compliance.

• Create partnerships: Street vending in South Africa is a vital part of the informal 
economy, promoting local economic development. Partnerships between street 
vendors, local governments, and stakeholders can provide resources such as 
microloans, training programmes, and marketing support while advocating for 
vendors’ rights and establishing legal frameworks.
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Local economic development is a process where municipal authorities, commu-
nity-based organizations, and local communities stimulate economic activity to create 
employment. It involves building on local resources, including human, capital, and 
institutional resources. South Africa’s constitution mandates municipalities to drive 
local social and economic development, as outlined in the White Paper on Local 
Government and the Municipal Systems Act. A mutual understanding between street 
vendors and local authorities can enhance local economic development. This suc-
cessfully directs municipalities to form partnerships that can assist them enhance the 
livelihoods of local residents. It also authorizes towns to use legal and other tools to 
foster the growth of both official and informal businesses [35].

6. Research limitations

Insufficient research conducted in the informal street trading and street vendor 
 sector focusing on occupational health and safety in South Africa resulted in low science-
based evidence, which in turn can help improve working conditions. Exposure to differ-
ent stressors found in street vendors will vary according to meteorological conditions; 
there it is important to consider weather differences when conducting health and safety 
assessments. Furthermore, there is no police crime and health and safety incident data 
related directly to street trading or available literature documenting South African street 
trading industry crime, which makes it difficult to identify and compare incidents occur-
ring in this trade. Results of the research indicate the need to assess control measures in 
relation to different street trading activities conducted. There are no direct legal frame-
works or regulations to ensure compliance with occupational health and safety require-
ments in the street trading industry, and this gap limited the outcome of this research. 
There is a need for the establishment of street vendors’ health and safety compliance 
standards which will assist in preventing workplace-related incidents and accidents.

7. What gaps does this research fill?

This research provides a thorough risk evaluation of the occupational health and 
safety challenges in street trading. Furthermore, it contributes new management 
strategies that could be adopted for the management of street trading in cities.

8. Conclusions

Street vendors are crucial contributors to the economy, particularly in urban 
areas, as they provide employment and income, meet demand for affordable goods 
and services, and foster entrepreneurship. This helps improve the livelihoods of local 
communities. Street vendors often operate in challenging conditions, facing exposure 
to extreme weather conditions, pollution, and inadequate sanitation facilities. These 
factors can have a detrimental impact on their health and overall well-being. These 
stressors have a great impact on the health of the informal street traders, and they 
affect the quality of the environment. Ensuring clean and safe food handling practices 
reduces the likelihood of foodborne illnesses and the harmful effects of contamina-
tion. By prioritizing risk management strategies for street vendors in the context of 
climate change, we not only safeguard their health but also support their economic 
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sustainability. Addressing physical hazards such as accidents, fires, and unsafe equip-
ment promotes a secure working environment. Additionally, recognizing and manag-
ing occupational health risks such as exposure to harmful substances, musculoskeletal 
disorders, mental health challenges, and fatigue can safeguard the overall well-being 
of street vendors. By acknowledging the importance of health and safety, street 
vendors can enhance the quality of their work while fostering trust and confidence 
among their customers and the community.

Health and safety should be of paramount importance for street vendors due to the 
potential risks and hazards involved in their daily operations. By prioritizing health 
and safety, street vendors can protect themselves, their customers, and the public. 
Interventions in controlling and mitigating stressors in the informal sector need to be 
process-specific and need to be grouped and categorized according to their effects and 
possible health outcomes. Scientific evidence is needed to ensure that appropriate and 
effective interventions are instituted. Health and risk assessments need to be conducted 
by various stakeholders focusing on different aspects that contribute to the exposure of 
the street vendors and implementing interventions that will control stressors.
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Chapter 11

A Novel Approach to Ergonomic
Risk Analyses
Emin Tarakçi and Emine Can

Abstract

The ergonomics and comfort of employee’s health and working conditions are
reflected in the efficiency of the work. For this reason, the analysis and evaluation of
ergonomic risks in the working environment is of great importance. A novel REBA-
FMEA models-based Pythagorean Fuzzy-VIKOR integrated model approach is intro-
duced to assess ergonomic risks. The proposed methodology incorporates PF-VIKOR
methodologies based on integrated REBA-FMEA. The following 10 phases comprise
the suggested method. A production line case study was conducted. An assessment is
conducted on six distinct hazardous occupational positions. The REBA method is used
to compute the risk ratings associated with these hazards. The most optimal outcome
in the assessment of multi decision-makers with uncertainty in the risk analysis of
ergonomic working positions with the novel technique was obtained by computing
Pythagorean fuzzy. The novel model overcomes the limitations of traditional methods
with the integration of reliability engineering approaches and Pythagorean fuzzy
logic. Assessments of ergonomic risks often involve subjective judgments, especially
when considering human factors. Different individuals may perceive risks differently,
and this subjectivity can introduce variability into the assessment process. The novel
method proposed in this study fills the gap in the literature on the subjectivity of
decision makers in evaluations.

Keywords: ergonomics, risk analysis, FMEA, PF-VIKOR, REBA

1. Introduction

The pursuit of occupational health and safety in workplaces has led to a heightened
emphasis on ergonomic risk analysis. The growing recognition of the impact of poor
ergonomics on employee well-being and productivity has prompted researchers to
explore innovative methodologies. Among these, the integration of fuzzy logic into
the Rapid Entire Body Assessment (REBA) method has emerged as a promising
avenue for a nuanced and comprehensive understanding of ergonomic risks. Fuzzy
logic, a mathematical approach that handles uncertainty and imprecision, brings a
unique dimension to the conventional REBAmethod by allowing for more flexible and
context-aware risk assessments.
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In today’s workplace, occupational health and safety are top priorities, with a
growing emphasis on reducing ergonomic hazards to improve employee well-being
and output. A crucial method for determining and resolving risk factors for musculo-
skeletal injuries and diseases is ergonomic risk analysis. The Rapid Entire Body
Assessment (REBA), one of the well-established methods, has become well-known for
being a useful instrument for assessing the ergonomic risks connected to different
employment. The REBA method, which was first presented by Hignett and
McAtamney in 2000, offers a methodical framework for evaluating postural loading
and related hazards in work environments [1].

REBA method categorizes tasks based on predefined postural and force criteria,
assigning a risk score that correlates with potential musculoskeletal stress. The versa-
tility of REBA has led to its widespread application across various industries, including
manufacturing, healthcare, and office environments, underscoring its adaptability to
diverse work contexts [1, 2].

Fuzzy logic systems are a prominent modeling approach because they allow for
more effective processing of uncertain and complex ergonomic data [3–5]. Fuzzy logic
can be used in modeling and analyzing ergonomic factors that involve uncertainty,
helping to achieve results that are closer to real-world conditions.

Ergonomics, as a multidisciplinary science, plays a pivotal role in designing work
environments that promote optimal human performance while minimizing the risk of
musculoskeletal disorders and injuries. The REBA method, a widely utilized tool for
ergonomic risk assessment, traditionally relies on precise categorizations and fixed
parameters. However, the incorporation of fuzzy logic introduces a degree of adapt-
ability, enabling the assessment of ergonomic risks in situations where conventional
methods may fall short.

In the workplace, addressing ergonomic risks is imperative to enhance employee
well-being and productivity. Ergonomics, the science of designing work environments
to optimize human performance and well-being, has become increasingly crucial in
mitigating the adverse effects of repetitive and strenuous tasks [6].

The motivation of this study to contribute valuable insights that can inform both
researchers and practitioners in the field, fostering a safer and healthier work envi-
ronment for diverse industries and occupations.

Conventional ergonomic risk assessment methods frequently concentrate on
certain criteria or aspects. By addressing the shortcoming of considering several
criteria at once, an integrated model such as Pythagorean Fuzzy-VIKOR may seek to
provide a more comprehensive assessment of ergonomic risks. In most
ergonomic assessments, dealing with ambiguous and inaccurate information is a
requirement. The Pythagorean Fuzzy-VIKOR model may close a gap in the handling
of ambiguous data by assisting in the management of uncertainty and vagueness in
ergonomic risk assessments. The decision support gap for ergonomic interventions
may be filled by the integrated model. REBA-FMEA based integration of PF-VIKOR
method has the potential to offer a methodical approach to ergonomic risk manage-
ment decision-making, facilitating the identification and implementation of interven-
tions.

This study aims to provide a comprehensive overview of the strengths, limitations,
and future directions in utilizing REBA for ergonomic risk assessment. The synthesis
of existing knowledge will contribute to the ongoing efforts to create safer and
healthier work environments across various industries.

202

The Future of Risk Management



2. Methodology

2.1 Rapid entire body assessment (REBA)

The body is divided into two main components using the REBA method, which
was first presented by Hignett and McAtamney [1]. The first part is made up of the
neck, trunk, and legs. Table A in the REBA worksheet is used to aggregate their scores
into a single value. The scores from the upper arm, lower arm, and wrist in the second
section are added together using Table B from the REBA worksheet. Table C is used to
combine the scores from these tables once the coupling and force scores have been
added. The score related to the kind of action is added last.

The final REBA score has a range from one to greater than eleven; the higher
the final score is, the greater the hazards of Work-related Musculoskeletal Disorders
will be.

Table 1 displays these scores together with the corresponding action levels.

2.2 Failure mode and effects analysis (FMEA)

FMEA is an effective problem-prevention method that complements a variety of
engineering and reliability approaches. FMEA has a broad impact on identifying
possible product/process failures and planned actions to those failures/hazards, which
enhances effective risk management [7].

Failure mode is defined in FMEA as the way in which a product or process can fail.
Design faults, mistakes made by people, unpredictable processes, and other
unforeseen reasons could be to blame for this. The effects of these failures are related
to the possible repercussions of these failures [8].

Risk priority number (RPN) is calculated by multiplying the three parameters
“Occurrence”, “Severity” and “Detectability” as follows.

RPN ¼ Occurrence½ � ∗ Severity
� � ∗ Detectability

� �
(1)

Decision makers/experts rate these three parameters on a scale of 1 to 10 based
on assessment standards. As it is a measure of the risk of RPN, it can be used to
rank errors/hazards and prioritize actions. Actions are taken by prioritizing the
error/hazard with the highest RPN.

REBA score Risk level Action level

1 Negligible Not necessary

2–3 Low It may be necessary

4–7 Middle Necessary

8–10 High Necessary soon

11–15 Very high Needed immediately

Table 1.
REBA risk and action levels [1].
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2.3 Pythagorean fuzzy sets and VIKOR (PF-VIKOR)

Among the various extensions of fuzzy set theory, Pythagorean Fuzzy Sets
(PFS) have become a powerful tool because they allow for more flexibility and accuracy
in capturing the subjective and imprecise information of decision-makers [9, 10].

PFS, initially put forth by Atanassov and then extended by Yager, provide a more
expansive framework for handling ambiguity and vagueness by permitting a greater
range of membership and non-membership degrees, so easing the limitations imposed
by Intuitionistic Fuzzy Sets (IFS).

Opricovic’s VIKOR [11] technique offers a methodical and quantifiable approach to
multi-criteria decision making, whereas PFS offers a framework for handling ambi-
guity. It arranges options in order of compromise.

2.3.1 Pythagorean fuzzy sets

First definition: X is a set inside a discourse universe. The shape of a Pythagorean
fuzzy set P is as follows [12]:

P ¼ < x,P μP xð Þ, vP xð Þð Þ> jx∈Xf g (2)

where μP(x): X ›! The membership level is indicated by [0, 1], and vP(x):
X ›! The degree of nonmembership of element x ∈ X to P is represented by [0, 1],
and it takes for each x ∈ X.

0≤ μP xð Þ2 þ vP xð Þ2 ≤ 1 (3)

For every PF set P and x ∈ X, πP(x) = =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� μ2 P xð Þ � v2P xð Þp

is the degree of x’s
indeterminacy with respect to P.

Second definition: Considering two fuzzy Pythagorean numbers P1 = P(μp1, vp1) and
P2 = P(μp2, vp2), and > 0, The operations listed below are defined [12]:

P1⊕P2 ¼ P
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
μ2p1 þ μ2p2 � μ2p1μ

2
p2

q
, vp1vp2

� �
(4)

P1⊕P2 ¼ P μp1μp2,
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
v2p1 þ v2p2 � v2p1v

2
p2

q� �
(5)

λ P1 ¼ P

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� 1� μ2p1

� �λr
, vp1
� �λ

 !
, λ>0 (6)

Pλ
1 ¼ P μp1

� �λ
,

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� 1� v2p1

� �λr !
, λ>0 (7)

Third definition: Considering two fuzzy Pythagorean numbers P1 = P(μp1, vp1) and
P2 = P(μp2, vp2) the following is the determination of a natural quasi-ordering on the
Pythagorean fuzzy numbers [12]:

P1 ≥P2 only if μp1 ≥ μp2 and vp1 ≤ vp2 (8)

Ref. [12] provide a scoring mechanism to compare the following two Pythagorean
fuzzy numbers of magnitude:
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s P1ð Þ ¼ μp1

� �2
� vp1
� �2 (9)

Fourth definition: Using the recommended scoring functions, the following laws
[12] are defined for the Pythagorean fuzzy numbers given above in order to compare
two of them:

If s P1ð Þ< s P2ð Þ, then P1≺P2
If s P1ð Þ> s P2ð Þ, then P1≻P2
If s P1ð Þ ¼ s P2ð Þ, then P1 � P2

(10)

2.4 The suggested integrated REBA-FMEA based PF-VIKOR method

Integrated REBA-FMEA based PF-VIKOR approaches are incorporated into the
suggested methodology. The suggested method is broken down into the following ten
steps:

Step 1: Define hazardous working positions and ergonomic risks.
Step 2: Calculate the REBA score of these risks.
Step 3: Matching the REBA score with the severity parameter of FMEA according

to a seven-point Pythagorean fuzzy linguistic scale.
Step 4: Determine weight of occurrence and detectability parameters.
Step 5: Determine weight of decision makers.
Step 6: Evaluate the occurrence and detectability parameters by decision makers

with 7 PF linguistic terms.
Step 7: The VIKOR S and R values should be calculated using VIKOR.
Step 8: Compute VIKOR Q values.
Step 9. Using the S, R, and Q values as a guide, order the risk priority numbers.
Step 10: Based on the risk priority number, decide on control and preventative

measures.

3. Case study

A case study was carried out on the production line considered in the study of
Tarakçı [6]. The study population, hazardous working positions and REBA scores
were expanded with reference to this study [6].

For step 1 and step 2, the data in Tarakçı’s study [6] are taken as reference. Six
different hazardous working positions are assessed. Risk scores of these hazards are
calculated with the REBA method.

For step 3, the matching of the REBA score to the severity parameter of the FMEA
according to the seven-point Pythagorean fuzzy linguistic scale is as shown in Table 2
below.

For Step 4, the weights of the occurrence and detectability parameters are
Wo = 0.3641, Ws = 0,3369, and Wd = 0.2989 obtained in Tarakçı’s PhD thesis [13].

For step 5, teams representing occupational health and safety (DM1), production line
workers (DM2), and managers (DM3) made composed the decision-making committee.

For every decision maker, there were several weights assigned. Assigning decision
makers is done by the computational method outlined in [14]. A weight (wdm > 0 andP

wdm = 1) is assigned to each decision maker. The allocated weights are, in order,
wDM1 = 0.5, wDM2 = 0.3, and wDM3 = 0.2.
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For Step 6, decision makers rated the occurrence and detectability parameters with
seven-point Pythagorean fuzzy logic linguistic terms as shown below (Table 3).

3.1 Case result

S, R, and Q values are found for Steps 7, 8, and 9. The formulation sets were
computed using PyCharm Community program [16].

Table 4 shows the Q values and risk priority numbers for 6 hazardous working
positions. Risk priority numbers are ranked according to Q values. The lowest Q value

REBA score Meaning at PF Fuzzy numbers (u,v)

1 Very Low (VL) (0.15,0.85)

2–3 Low (L) (0.25,0.75)

4–5 Moderately Low (ML) (0.35,0.65)

6–7 Medium (M) (0.50,0.45)

8–9 Moderately High (MH) (0.65,0.35)

10–12 High (H) (0.75,0.25)

13–15 Very High (VH) (0.85,0.15)

Table 2.
Matching table of REBA score and severity parameter according to PF linguistic scale.

Meaning Corresponding Pythagorean fuzzy number (u, v)

Very Low (VL) (0.15,0.85)

Low (L) (0.25,0.75)

Moderately Low (ML) (0.35,0.65)

Medium (M) (0.50,0.45)

Moderately High (MH) (0.65,0.35)

High (H) (0.75,0.25)

Very High (VH) (0.85,0.15)

Table 3.
The seven-point Pythagorean fuzzy linguistic scale [15].

Hazard working position Rank Q value

HWP1 6 0.986

HWP2 1 0.0

HWP3 3 0.804

HWP4 2 0.382

HWP5 4 0.845

HWP6 5 0.959

Table 4.
Q values and ranking orders for hazardous working positions.
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indicates the most important risk. The highest Q value is the risk with the lowest
priority score.

As can be seen from Table 4 and Figure 1, the three most important and prioritized
hazardous working positions are HWP2, HWP4 and HWP3 respectively. In addition,
the least hazardous working positions are HWP1, HWP6 and HWP5 respectively.

4. Conclusion

In conclusion, the integration of Pythagorean fuzzy with the REBA method has
proven to be a powerful approach in the analysis and evaluation of ergonomic risks
within various workplace settings. The amalgamation of these two methodologies
addresses the inherent uncertainties and complexities associated with ergonomic data,
providing a more nuanced and adaptable framework for risk assessment.

The application of fuzzy logic allows for a flexible representation of imprecise and
uncertain ergonomic variables, which are prevalent in real-world occupational envi-
ronments. By incorporating Pythagorean fuzzy into the REBA method, the analysis
gains the capability to handle ambiguous data and account for the vagueness inherent
in human postures and movements.

The findings of this study highlight the significance of utilizing a comprehensive
approach that combines the precision of the REBA method with the adaptability of
Pythagorean fuzzy logic. The integrated model not only facilitates a more accurate
assessment of ergonomic risks but also enhances the ability to prioritize and manage
these risks effectively.

Moreover, the outcomes of the analysis contribute to the broader field of ergo-
nomics by providing insights into the dynamic nature of occupational risk factors. The
adaptability of Pythagorean fuzzy logic-integrated REBA method ensures that it can
be applied across diverse industries and work scenarios, making it a valuable tool
for researchers, practitioners, and organizations seeking to optimize workplace
conditions.

While this study showcases the potential of the integrated approach, it is essential
to acknowledge its limitations. Further research could explore refinements in the
fuzzy logic model and the validation of the integrated method in various industrial
contexts.

Figure 1.
Sequencing on the Q value curve.
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This study demonstrates that the Pythagorean fuzzy-VIKOR-based novel scoring
system was more sensitive to changes in input variables than the conventional
approaches. When assessing MSDs, one might apply this proposed model.

The PF-VIKOR model could help handle ambiguity and vagueness in ergonomic
risk assessments, which could fill a gap in the handling of confusing data. The inte-
grated model may close the gap in decision support for ergonomic interventions.
REBA-FMEA based integration PF-VIKOR method has the potential to provide a
systematic approach to ergonomic risk management decision-making, making the
identification and execution of interventions easier.

In conclusion, Pythagorean fuzzy-integrated REBA method offers a promising
avenue for advancing ergonomic risk analysis. The synergy between the precision of
REBA and the flexibility of fuzzy logic provides a robust foundation for future devel-
opments in optimizing workplace environments, promoting employee well-being, and
fostering sustained productivity.
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