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Preface

This book provides a thorough analysis of the evolving dynamics of corporate gover-
nance. The discussions encompass a broad range of issues, reflecting both the endur-
ing foundations and the innovative approaches reshaping contemporary governance 
across various global contexts. The work begins by exploring the critical interplay 
between corporate social responsibility and corporate performance, examining trends 
across several economic sectors and geographic regions. This sets the stage for deeper 
inquiries into how different regulatory and cultural landscapes influence governance 
practices. Particular emphasis is placed on the integration of environmental, social, 
and governance (ESG) factors, which are becoming increasingly significant in shap-
ing corporate policies worldwide. The book also investigates how these practices are 
implemented in different industries and the emerging challenges that corporations 
face in adhering to these new standards.

Further, the theme extends to stakeholder engagement and the strategic importance 
of ethical governance in fostering sustainable business practices. It also touches upon 
the implications of governance in the digital realm, particularly the ethical manage-
ment of personal data, which has become a pivotal issue in the digital age. Through 
a collection of analytical discussions, the book encourages a reflective examination 
of how foundational governance principles are applied in practice, and whether they 
serve as a mere advantage or a necessity in promoting transparency and account-
ability in today’s corporate world. Each chapter contributes to a comprehensive 
understanding of contemporary issues, drawing on a wide array of perspectives to 
enrich the debate and provide insights into effective governance strategies. Corporate 
Governance – Evolving Practices and Emerging Challenges is designed to be an invalu-
able resource for those engaged in the study, practice, or teaching of corporate 
governance, offering a detailed and critical examination of the field’s current trends 
and future directions.

I wish to extend my deepest gratitude to the Assistant to the Editor, Mr. Zohaib 
R. Pitafi, whose exceptional contributions have been crucial to the completion of 
this book. Mr. Pitafi has demonstrated remarkable dedication and proficiency in 
managing editorial tasks, coordinating research efforts, and ensuring the accuracy 
of content. His meticulous attention to detail, adept handling of correspondence, 
and support in the logistical aspects of the publication process have significantly 



enhanced the quality and coherence of this work. Mr. Pitafi’s invaluable assistance 
and commitment have greatly facilitated the successful realization of this book, and 
his role has been indispensable throughout.
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Chapter 1

Introductory Chapter: Corporate 
Governance – A Modern 
Perspective
Tahir Mumtaz Awan and Zohaib Riaz Pitafi

1.  Introduction to corporate governance

In the early 2000s, the business world witnessed a seismic shift in the realm of 
corporate governance, epitomized by the fall of the Enron Corporation. Once a 
titan in the energy sector, Enron’s collapse sent shockwaves across global markets, 
unveiling a startling tale of fraudulent accounting practices and corporate malfea-
sance. This scandal, marked by its dramatic unraveling, showcased the catastrophic 
consequences of poor corporate governance. Enron’s deceptive financial reporting, 
facilitated by a complicit board of directors and a lack of transparency, not only led 
to its own downfall but also eroded public trust in corporate institutions at large. 
The Enron debacle has become a textbook example highlighting the necessity of 
robust and ethical governance in the corporate world. The evolution of corporate 
governance has been marked by significant milestones. Initially, the concept focused 
primarily on financial accountability, especially towards shareholders [1]. This para-
digm originated in the early 20th century when businesses were often family-owned, 
with owners and managers being the same individuals. However, as corporations 
expanded and ownership became more dispersed, a gap emerged between owners 
and managers, necessitating more structured governance mechanisms.

Global trends have also significantly influenced corporate governance practices, 
necessitating adaptability and foresight from businesses worldwide. The increas-
ing emphasis on corporate social responsibility (CSR) and sustainability has led 
companies to integrate environmental, social, and governance (ESG) criteria into 
their business strategies. Additionally, technological advancements are reshaping 
corporate governance. Technologies like blockchain and artificial intelligence (AI) 
are not only transforming business operations but also how companies are governed 
[2, 3]. Blockchain technology, for instance, offers unprecedented transparency 
and security in transactions, which can significantly enhance trust in shareholder 
voting processes and financial reporting. Moreover, the global business environ-
ment has become increasingly interconnected, necessitating a global perspective in 
governance practices. This globalization has led to the harmonization of corporate 
governance standards across borders, as evidenced by the widespread adoption of 
the OECD Principles of Corporate Governance by many countries. Such harmo-
nization ensures that multinational corporations maintain consistent governance 
standards in different jurisdictions, fostering global trust and cooperation [4, 5]. 
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Corporate governance is a fundamental framework that regulates how companies are 
directed and controlled. It encompasses a set of principles, practices, and processes 
designed to ensure that a company operates efficiently, ethically, and in the best 
interests of its stakeholders, including shareholders, employees, customers, and the 
wider community.

2.  Defining the concept of corporate governance

At its core, corporate governance is about achieving a balance between the 
interests of a company’s various stakeholders, particularly its shareholders and 
management. It aims to prevent conflicts of interest and promote transparency, 
accountability, and responsible decision-making within the organization. One crucial 
aspect of corporate governance is the relationship between a company’s board of 
directors and its management team. The board of directors, elected by shareholders, 
is responsible for overseeing the company’s strategic direction, while the manage-
ment team is responsible for implementing that strategy on a day-to-day basis [5]. 
This separation of ownership (shareholders) and control (management) is a defining 
characteristic of modern corporations.

3.  Elements and principles of corporate governance

To understand corporate governance fully, it is essential to explore its key elements 
and principles:

Shareholder Rights and Equitable Treatment: Shareholders are the owners of the 
company, and their rights must be respected. This includes the right to vote, receive 
dividends, and access relevant information. Equitable treatment ensures that all 
shareholders are treated fairly, regardless of their size or influence.

Board of Directors: The board plays a pivotal role in corporate governance. It is 
responsible for setting the company’s strategic direction, appointing and oversee-
ing the management team, and ensuring that the company operates ethically and 
responsibly.

Transparency and Disclosure: Companies must provide timely and accurate 
information about their financial performance, operations, and risks to shareholders 
and the public. Transparency builds trust and confidence among stakeholders.

Accountability and Responsibility: Management is accountable to the board, which, 
in turn, is accountable to shareholders. Corporate leaders must act in the best interests 
of the company and its stakeholders, making responsible decisions that align with the 
company’s long-term objectives.

Ethical Behavior and Corporate Citizenship: Companies should operate ethically, 
complying with laws and regulations while also considering broader social and 
environmental responsibilities.

Risk Management: Effective risk management is crucial for corporate gover-
nance. Companies must identify, assess, and manage risks to ensure their long-term 
sustainability.

Stakeholder Engagement: Beyond shareholders, companies should consider the 
interests of other stakeholders, such as employees, customers, suppliers, and the 
 communities in which they operate.
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4.  The modern business landscape

In the tapestry of today’s society, corporations stand as central figures, deeply 
intertwined with the economy, communities, and a broad range of stakeholders. 
Their impact stretches far beyond simple financial metrics, influencing social 
norms, environmental sustainability, and technological advancements. As busi-
nesses navigate through an ever-changing landscape, corporate governance has 
become a cornerstone in ensuring ethical, sustainable, and efficient operations. The 
evolution of corporate governance mirrors the shifts in the business environment 
[6]. Traditionally, governance focused primarily on shareholder interests. However, 
in recent years, this view has expanded to include a wider range of stakeholders, 
including employees, customers, and the community at large. This change is partly a 
response to the growing awareness of corporate social responsibility and the realiza-
tion that long-term success is tied to more than just financial performance.

Globalization and technological advancements have further reshaped the business 
world. The rise of digital technologies, for instance, has created new opportuni-
ties and challenges, requiring corporations to adapt their governance structures. 
Companies like Apple and Amazon, which have effectively harnessed technology 
and globalization, serve as prime examples of how dynamic governance can facilitate 
unprecedented growth and market dominance. Regulatory changes also play a crucial 
role [1, 7]. Post-2008 financial crisis reforms, such as the Dodd-Frank Act in the 
United States, have brought about more stringent rules, compelling companies to 
enhance transparency and accountability. Such regulatory environments underscore 
the necessity for robust governance practices, enabling organizations to not only 
comply with legal requirements but also to gain the trust of stakeholders and the 
public. Effective governance is pivotal in guiding organizations through challenges 
and uncertainties. Good governance practices, such as clear decision-making pro-
cesses, accountability, and transparency, are crucial for managing risks and maintain-
ing corporate integrity. As businesses confront complex issues like climate change, 
social inequality, and ethical conduct, strong governance frameworks can provide the 
strategic direction and ethical compass necessary for sustainable growth.

5.  Why corporate governance matters

Implementing effective corporate governance holds immense advantages, key 
among them being enhanced financial performance. Good governance structures 
enable better decision making and risk management, factors that directly contribute 
to a company’s financial health. This robust performance fosters investor confidence 
and strengthens stakeholder trust, both of which are essential for sustained success 
in a competitive business environment. For instance, Johnson & Johnson’s enduring 
market presence and financial stability can be attributed in part to its strong gover-
nance principles, which have fostered a reputation for reliability and ethical conduct. 
Additionally, good corporate governance promotes transparency and accountability, 
which are vital in today’s market, where information is readily available and public 
scrutiny is high [8]. Companies like Google and Salesforce have thrived in part due 
to their transparent business practices and accountable leadership. This transpar-
ency not only builds trust with stakeholders but also ensures that potential issues are 
identified and addressed promptly, thereby averting crises.
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Another significant advantage of effective governance is the ability to attract and 
retain top talent. A company known for its ethical practices and good governance 
is more likely to attract employees who value integrity and accountability. This, in 
turn, fosters a positive corporate culture that contributes to employee satisfaction 
and retention. For example, Adobe has been recognized for its corporate culture, 
which is deeply rooted in strong governance and ethical practices, contributing to 
its high employee retention rates and consistent innovation. On the other hand, 
poor corporate governance can lead to severe negative outcomes, as evidenced by 
numerous corporate scandals. The downfall of Enron, one of the most infamous 
corporate collapses, stemmed largely from governance failures such as fraudulent 
accounting practices and lack of oversight. This not only led to the company’s 
financial ruin but also caused significant harm to its employees, shareholders, and 
the wider economy [9].

More recently, Wells Fargo faced a crisis following revelations of fraudulent 
customer account practices, highlighting the consequences of poor internal controls 
and unethical behavior. Such governance failures damage the company’s reputation, 
erode public trust, and can lead to significant legal and financial penalties. Moreover, 
these incidents often result in a loss of consumer and investor confidence, which can 
have long-lasting effects on the company’s market position and financial stability. 
The importance of corporate governance in today’s business landscape cannot be 
overstated. Effective governance practices lead to improved financial performance, 
increased transparency and accountability, and a stronger corporate reputation, all of 
which are crucial for long-term success. Conversely, neglecting governance can result 
in significant financial, legal, and reputational damage. As the corporate world con-
tinues to evolve, the need for robust and adaptable governance frameworks becomes 
increasingly critical [10].

Thus, as corporations navigate an increasingly complex and dynamic business 
environment, the role of corporate governance becomes ever more critical. The 
challenges of cybersecurity, sustainability, and diversity demand innovative and 
adaptive governance approaches. Good corporate governance is no longer a luxury but 
a necessity, pivotal for ensuring long-term success and sustainability in today’s global 
economy.

6.  Challenges and evolutions

Corporate governance, in its contemporary form, navigates a landscape rife 
with multifaceted challenges, each demanding innovative and nuanced responses. 
Among these challenges, cybersecurity stands out as a critical concern in the digital 
era. High-profile incidents, such as the Facebook data breach, have shed light on the 
severe vulnerabilities and consequences that lapses in governance can precipitate. 
These breaches not only lead to immediate financial losses but also long-term dam-
age to reputation and stakeholder trust. In response, there is a growing emphasis on 
incorporating robust cybersecurity measures into governance frameworks, making 
it an integral part of risk management strategies. Furthermore, sustainability has 
ascended to the forefront of corporate governance concerns. Environmental and 
social consciousness is no longer peripheral but central to corporate strategy [11]. 
Companies like Unilever and Patagonia are trailblazers in this regard, embedding 
sustainability into their core business philosophies. This shift is not just about 
corporate image but is also driven by the recognition that long-term business success 
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is inextricably linked to environmental stewardship and social responsibility. These 
companies demonstrate how sustainable practices can be aligned with profitability, 
challenging the traditional view that environmental and social goals are secondary 
to financial objectives [12].

The emphasis on diversity and inclusion reflects another significant evolution in 
corporate governance. A diverse array of perspectives in leadership and workforce is 
increasingly seen as a key driver of innovation and resilience. The push for diversity 
is not just about gender but also encompasses race, ethnicity, age, and different life 
experiences. Initiatives like the Women on Boards movement, aiming to increase 
female representation in boardrooms, have gained considerable momentum. These 
initiatives are supported by a growing body of research suggesting that diverse 
boards and leadership teams can lead to better decision-making and financial per-
formance [5, 13]. The approach to corporate governance also varies widely across 
different regions, influenced by cultural, legal, and economic factors. In countries 
like Japan and South Korea, governance structures are often marked by a focus on 
consensus and long-term relationships, reflecting deeper cultural inclinations toward 
collectivism. This stands in contrast to the more individualistic and shareholder-
focused approaches prevalent in the United States and Europe. These regional dif-
ferences highlight the need for a flexible and context-specific approach to corporate 
governance.

Global standards and initiatives, such as the OECD Principles of Corporate 
Governance, play a crucial role in shaping these varied practices. They offer a 
blueprint for effective governance that balances the interests of various stakehold-
ers while promoting transparency and accountability. These principles are not just 
theoretical constructs but have been instrumental in guiding reforms and shaping 
governance practices worldwide. They demonstrate the growing recognition of the 
need for a cohesive global approach to governance, one that can adapt to the unique 
challenges and dynamics of the modern business world. The current state of corpo-
rate governance is one of dynamic evolution, responding to the challenges posed by 
digitalization, environmental concerns, and the increasing importance of diversity 
and inclusion. As governance practices continue to evolve, they must remain agile 
and responsive, capable of addressing the unique demands of an ever-changing global 
business environment [13].

Additionally, good corporate governance promotes transparency and account-
ability, which are vital in today’s market, where information is readily available and 
public scrutiny is high [11]. This not only led to the company’s financial ruin but also 
caused significant harm to its employees, shareholders, and the wider economy [12].

As the corporate world continues to evolve, the need for robust and adaptable 
governance frameworks becomes increasingly critical [13].

Acknowledgements

The author acknowledges the use of an AI tool for language polishing of the 
manuscript.



Corporate Governance – Evolving Practices and Emerging Challenges

8

Author details

Tahir Mumtaz Awan1,2* and Zohaib Riaz Pitafi1

1 Department of Management Sciences, COMSATS University Islamabad, Pakistan

2 School of Business Sciences, University of the Witwatersrand, Johannesburg, 
South Africa

*Address all correspondence to: tahir_mumtaz@comsats.edu.pk

© 2024 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 



Introductory Chapter: Corporate Governance – A Modern Perspective
DOI: http://dx.doi.org/10.5772/intechopen.1004373

9

References

[1] Monks RA, Minow N. Corporate 
Governance. USA: John Wiley & Sons; 
2011

[2] Kavadis N, Thomsen S. Sustainable 
corporate governance: A review of 
research on long-term corporate 
ownership and sustainability. Corporate 
Governance: An International Review. 
2023;31(1):198-226

[3] Brennan NM, Subramaniam N, 
Van Staden CJ. Corporate Governance 
Implications of Disruptive Technology: 
An Overview. United Kingdom: Elsevier; 
2019. p. 100860

[4] Fenwick M, Vermeulen EP. 
Technology and corporate governance: 
Blockchain, crypto, and artificial 
intelligence. The Texas Journal of 
Business Law. 2019;48:1

[5] Cheffins BR. The History of Corporate 
Governance. United Kingdom: Oxford 
University Press, UK; 2013

[6] Grant GH. The evolution of corporate 
governance and its impact on modern 
corporate America. Management 
Decision. 2003;41(9):923-934

[7] Khan H. A literature review of 
corporate governance. In: International 
Conference on E-business, Management 
and Economics. Singapore: IACSIT Press; 
2011

[8] Báez AB et al. Gender diversity, 
corporate governance and firm behavior: 
The challenge of emotional management. 
European Research on Management and 
Business Economics. 2018;24(3):121-129

[9] Solomon J. Corporate Governance and 
Accountability. United Kingdom: John 
Wiley & Sons; 2020

[10] Vanishvili M, Shanava Z. Challenges 
and perspectives of corporate governance 
in Georgia. American Research Journal of 
Humanities & Social Science (ARJHSS) 
R. 2022;5(04):118-127

[11] Williamson OE. On the governance 
of the modern corporation. Hofstra Law 
Review. 1979;8:63

[12] Mees B. Corporate governance 
as a reform movement. Journal of 
Management History. 2015;21(2):194-209

[13] Ha TTH. Modern corporate 
governance standards and role of 
auditing-cases in some Western 
european countries after financial 
crisis, corporate scandals and 
manipulation. International Journal of 
Entrepreneurship. 2019;23:1-15





11

Section 2

Corporate Governance:  
A New Era





13

Chapter 2

Integration of ESG Criteria in 
Financial Education
Carmen Pénnanen-Arias, Nicolás Barrientos-Oradini, 
David Álvarez-Maldonado, Carlos Aparicio Puentes  
and Víctor Manuel Yáñez Jara

Abstract

The article highlights the absence of ESG criteria in financial education, risking 
economic, and ethical implications by neglecting future well-being. The bibliometric 
situation regarding financial education and ESG is assessed. Within this framework, 
the need to incorporate ESG factors in profitability evaluation is emphasized, particu-
larly in adjusting discount rates to account for their impact. Moreover, it is possible to 
incorporate available data from Refinitiv to work with empirical material in academic 
processes. Including ESG variables in cash flow evaluation is crucial for compre-
hensive assessment. The article concludes by advocating for corporate governance 
standards that reflect the long-term sustainability impacts and the full integration of 
ESG factors into financial education.

Keywords: general economics, ESG, teaching, education, social responsibility

1.  Introduction

International financial education generally overlooks the integration of environ-
mental, social, and governance (ESG) criteria [1–11]. These criteria are not incorpo-
rated into most profitability evaluations of various economic activities unless national 
legislation mandates their inclusion [9, 12]. This can be evidenced by the scant 
scientific production on the subject.

To provide a more detailed examination of specific case studies demonstrating 
ESG integration, an analysis was conducted on the Web of Science (WOS) platform. 
Using the Boolean search formula ALL = (Financial Education AND ESG), the result 
yields an insufficient 227 results, indicating a small number of scientific articles. This 
scientific productivity is described below using bibliometric indicators.

Table 1 shows that document-level productivity is highest in China, with 68 
documents to date. China also leads the citation index with 617 citations, followed by 
countries like Canada and England at a considerable distance. Additionally, Figure 1 
illustrates that China leads in citations and collaborative works in terms of co-author-
ship, establishing itself as the most significant cluster.
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Figure 1. 
Scientific productivity by country and co-authorship between countries. Source: Own elaboration using 
VOSviewer.

Country Documents Citations

China 68 617

Canada 23 209

England 22 408

Italy 20 327

Malaysia 19 304

Spain 16 140

Russia 15 86

Japan 14 572

USA 13 166

Australia 10 316

Brazil 9 58

France 8 165

Source: Own elaboration based on Web of Science.

Table 1. 
Scientific productivity in financial education and ESG.
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Table 2 highlights the most influential authors based on citation indicators, show-
ing that Managi leads the list with 398 citations, followed by Fujii with 357, Nozawa 
with 357, Xie with 357, Yagi with 357, and Choo with 229, among other authors. This 
can also be represented in terms of co-authorships in Figure 2.

Table 3 shows the most relevant institutions in scientific productivity regarding 
Financial Education and ESG. The University of Quebec Montreal leads with six 

Authors Documents Citations

Managi, S. 2 398

Fujii, H. 1 357

Nozawa, W. 1 357

Xie, J. 1 357

Yagi, M. 1 357

Choo, Esg. 4 229

Xue, J. 4 229

Tang, X. 2 162

Kang, J. 2 151

Guo, Y. 1 151

Li, D. 1 151

Wu, M. 1 151

Source: Own elaboration based on Web of Science.

Table 2. 
Author influence based on citations.

Figure 2. 
Co-authorship based on citation influence. Source: Own elaboration using VOSviewer.
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documents, followed by Sapienza University of Rome with five documents, Universiti 
Teknologi Malaysia with five documents, CEPR with five documents, and Peter the 
Great St. Petersburg Polytechnic University with five documents. This is also reflected 
in institutional co-authorship in Figure 3, led by the University of Quebec Montreal.

This lack of scientific productivity could be related to the difficulty in accessing 
relevant, valid, and reliable ESG data from organizations. This problem could be 
resolved by using the Refinitiv platform to access ESG data and integrate it into finan-
cial education and scientific research. The Refinitiv ESG data application is a power-
ful and versatile tool, ideal for those looking to integrate sustainable and responsible 
practices into financial education and scientific research.

With access to detailed information on the ESG performance of over 14,000 
publicly listed companies, the application covers approximately 80% of global market 
capitalization, providing a solid data foundation for analysis and informed decision-
making. To access this data, a search must be performed in Workspace by entering 
the company’s name or code followed by a space and the word “ESG,” generating a 
Sustainability Data Panel. The Sustainability Panel is a window into the extensive range 
of sustainability data offered by LSEG. Here, students and scientists can explore cus-
tomizable thematic cards covering topics from sustainable finance to greenhouse gas 
emissions. Each card can be exported and used in academic presentations or research 
reports, facilitating comparative analysis between different companies and sectors.

Additionally, the ESG Statement tab is essential for those seeking a deep under-
standing of a company’s ESG performance. Here, both reported and standardized 
data are presented, along with detailed scores at the metric, category, pillar, and 
summary levels. The audit functions allow access to source documents, which is 
invaluable for validating data and ensuring transparency in scientific research. 
The ESG data sheet is a flexible tool for creating personalized reports. Educators 
can use this section to teach students how to select comparable peers, define 
relevant ESG topics, and add critical commentary. Generated reports can be saved 

Institutions Documents Citations

Univ. Quebec Montreal 6 55

Sapienza Univ. Rome 5 179

Univ. Teknol Malaysia 5 96

CEPR 5 58

Peter Great St. Petersburg Polytech Univ. 5 19

Kobe Univ. 4 413

Natl Univ. Singapore. 4 229

Capital Univ. Econ & Business. 4 76

Minist Educ & Higher Educ. 4 69

Univ. Teknol Mara. 4 45

Hong Kong Polytech Univ. 4 19

King Faisal Univ. 4 11

Source: Own elaboration based on Web of Science.

Table 3. 
Documentary scientific productivity of institutions.
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and published, providing a practical resource for class projects and academic 
publications.

For a comprehensive view of a company’s ESG score components, the ESG Score 
Profile tab is fundamental. It allows for the identification of specific strengths and 
weaknesses and breaks down the scores into pillars, categories, and individual 
metrics. This visualization capability is particularly useful in scientific research to 
determine areas for improvement and analyze trends in sustainable practices. In this 
context, the ESG Peer Analysis tab facilitates comparison between a company and its 
competitors. Using this tool in financial education allows students to apply custom-
ized filters, add additional data, and use pre-existing templates or create new ones 
for comparative analysis. This is essential for understanding how companies position 
themselves within their industry in terms of sustainability.

The Sustainable Finance Disclosure Regulation (SFDR) tab provides ESG disclo-
sure standards, detailing the closest peers by market capitalization. This section is 
crucial for assessing a company’s performance and accessing original data, offering a 
solid basis for academic research and teaching sustainable financial regulations. The 
FTSE Russell Green Revenues tab shows companies’ performance concerning ESG 
scores, used for investment decisions and dialog with portfolio companies. The scores 
also determine the constituents of the FTSE Blossom Japan and FTSE4Good indexes, 
information that can be used in case studies in financial education.

The EU Taxonomy tab helps understand the alignment of business activities 
with European regulations for sustainable activities. Students can analyze how 
a company’s revenues are distributed by segments and its compliance with envi-
ronmental objectives, providing a practical approach to teaching environmental 
regulations and their impact on business operations. ESG scores are relative 
indicators that evaluate a company’s performance at multiple levels. Refinitiv 
Datastream offers access to over 600 ESG measures, facilitating detailed analy-
sis. The Diversity and Inclusion (D&I) scores measure workplace diversity and 
inclusion performance, based on pillars like diversity, inclusion, people develop-
ment, and controversies. This information is vital for research aimed at promoting 
equitable and diverse work environments.

ESG bonds are debt instruments aimed at specific environmental, social, or gover-
nance purposes. Types include equality bonds, impact bonds, pandemic bonds, social 
bonds, sustainability bonds, vaccine bonds, project bonds, and transition bonds, 
offering a wide range of options for financing sustainable projects. These bonds are 
a central topic in modern financial education, providing practical examples of how 
investments can align with ESG objectives.

Thus, the Refinitiv ESG application is an essential tool for both financial education 
and scientific research. It offers a wide range of data and analyses that allow users 
to make informed decisions, promote sustainable practices, and contribute to the 
development of a more responsible and transparent financial market.

Figure 3. 
Co-authorship of the documentary scientific productivity of institutions. Source: Own elaboration using 
VOSviewer.
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On the Refinitiv platform, various calculations can be performed with ESG data. 
To illustrate the methods used to evaluate the impact of ESG factors on profitabil-
ity, the following calculations could be performed by downloading ESG data from 
Refinitiv, which offers one of the most comprehensive databases, covering more 
than 80% of global market capitalization, with over 700 different ESG metrics and a 
significant historical record. Data can be downloaded in various formats such as CSV, 
JSON, PDF, Python, SQL, Text, and XML.

The types of calculations that can be performed with ESG data include:

a. ESG scores: Refinitiv offers ESG scores that transparently and objectively 
measure a company’s performance, engagement, and effectiveness in ESG across 
10 main themes. These scores are designed to integrate and represent industry 
relevance and company size biases. You can use these scores to compare the ESG 
performance of different companies.

b. Trend analysis: You can analyze the trends over time of a company’s or a group of 
companies’ ESG scores, identifying which companies are improving their ESG 
performance.

c. Comparison between companies: You can compare the ESG scores of different 
companies within the same industry to identify leaders and laggards.

d. Correlation analysis: You can analyze the correlation between ESG scores and 
other financial indicators to see if there is any relationship.

e. Regression analysis: You can use ESG scores as independent variables in a regres-
sion model to investigate their impact on different dependent variables, such as 
stock performance or stock price volatility.

f. Time series analysis: With Refinitiv ESG data going back to 2002, you can 
perform time series analysis to examine how companies’ ESG scores have evolved 
over time and how these trends correlate with other financial indicators.

g. Panel analysis: With ESG data covering more than 88% of global market capi-
talization, you can perform panel analysis to investigate the fixed and random 
effects of ESG scores on companies.

h. Prediction models: You can use ESG scores as predictors in machine learning 
models to predict future financial performance, risks, etc.

The Refinitiv platform and its ESG data enable the development of practical steps 
and strategies for educators and institutions to integrate ESG factors into their cur-
ricula. In this context of financial education [5, 10, 13], there is often an emphasis 
on applying widely accepted general formulas found in specialized literature. These 
formulas are applicable to different economic realities worldwide [2, 3, 8, 14–16]. 
However, it is evident that communities and social environments increasingly demand 
the inclusion of environmental and social considerations in the evaluation of economic 
activities [4, 12, 17]. Additionally, a governance approach is required to compel the 
consideration of these impacts [1, 8, 12, 16, 18–22]. Externalities, indirect effects not 
reflected through price mechanisms, are defined by economic theory as factors caus-
ing private prices to differ from social prices [3, 6, 16, 23, 24]. The lack of legislation 



19

Integration of ESG Criteria in Financial Education
DOI: http://dx.doi.org/10.5772/intechopen.1005833

mandating the valuation of these indirect effects in environmental and social terms 
leads to the omission of these collateral effects when evaluating the private profitabil-
ity of an investment [12]. Consequently, negative aspects may be considered as social 
costs, often justified by the positive benefits of economic activity, such as job creation 
and higher incomes [1–11, 20]. However, this classification as profitable and the pro-
motion of these activities as socially contributory may lack solid foundations [8, 13]. 
Figure 4 below represents the negative externality represented by these social costs:

In this context, the question arises as to whether omitting the consideration of envi-
ronmental, social, and governance (ESG) variables constitutes an adequate strategy  
[3, 6, 9, 16, 23, 25]. From a reductionist and short-term oriented perspective, it might be 
perceived as such; however, from the viewpoint of a society whose primary imperative is 
its long-term survival and therefore the guarantee of its sustainability, evaluating eco-
nomic activities based on their contribution to sustainability becomes a crucial aspect  
[16, 26–30]. This article addresses the exclusion of ESG variables in the evaluation and 
execution of economic activities, which raises the possibility that current generations 
may give greater weight to their own well-being than that of future generations [9, 16, 
21, 22]. This phenomenon constitutes a matter of ethical relevance, in the understanding 
that ethics, from the perspective of sustainability, implies justice in terms of intergen-
erational equity in access to essential goods and services for life on the planet [31–34]. 
Consequently, the omission of considering ESG variables not only poses challenges from 
an economic standpoint but also presents substantial ethical implications regarding equity 
and responsibility toward future generations [1–11, 16, 21, 22, 28, 30, 35].

2.  Environmental context

Currently, significant impacts of climate change affecting our planet are evident, 
manifesting, for example, through unprecedented floods [8, 16, 22]. These destructive 
events ravage everything in their path, affecting homes, agriculture, and causing con-
siderable environmental damage. The recovery from such effects entails substantial 

Figure 4. 
Negative externality. Source: Own elaboration.



Corporate Governance – Evolving Practices and Emerging Challenges

20

costs for those affected. Additionally, large-scale wildfires have been witnessed, 
not only in inhabited areas but also in forest reserves and agricultural areas, with 
significant economic consequences, including impoverishment and displacement of 
affected local populations [8, 16, 21, 22].

Moreover, every year we experience extremely cold temperatures in winter, 
requiring considerable investments in heating, and unusually high temperatures in 
summer, demanding investments in air conditioning. These circumstances lead to the 
conclusion that activities that have contributed to environmental damage and climate 
change have been underestimated in terms of their real profitability. This is due to the 
omission in the evaluation of these negative impacts [1–3, 5–8, 10, 16].

Given this landscape, it is evident that the incorporation of environmental, social, 
and governance considerations is imperative before authorizing the execution of 
productive initiatives [4, 12, 13]. Therefore, integrating concepts of financial sustain-
ability into the academic curricula of future professionals in this field becomes an 
urgent need [26, 35]. This will ensure that future professionals have a comprehensive 
understanding of relevant variables in the process of calculating the true profitabil-
ity of an investment [17]. It will also enable them to distinguish truly contributory 
activities in the long term from those that are only profitable under a short-sighted 
and limited evaluation framework, without considering sustainability, understood as 
a long-term survival imperative [8, 16, 21, 22].

3.  Sustainable discount rate

The discount rate, used to discount the net cash flows derived from economic 
activities and assess their contribution to wealth generation, reflects the opportu-
nity cost of funds used in financing such activities. However, by not incorporating 
environmental, social, and governance (ESG) factors into its calculation, there 
is a possibility of underestimating the required profitability [12, 17]. This risk 
is magnified when a project, although seemingly profitable under conventional 
analysis, generates unconsidered environmental damages or negative social effects 
not accounted for by governance standards regulating such activity, resulting in net 
negative impacts on the real and long-term financial sustainability of the project 
[8, 16, 21, 22, 26].

It is important to note that when calculating discount rates for a specific economic 
activity, risk coefficients, betas, derived from similar activities carried out in foreign 
countries, particularly in the United States, are often used. However, risk factors are 
not necessarily equivalent, as environmental regulations and governance require-
ments often differ significantly between developed and emerging countries. While 
betas from developed countries may more accurately reflect certain negative impacts, 
such as generic environmental ones, they do not guarantee a proper assessment of 
specific social impacts and other environmental factors related to indigenous flora 
and fauna in emerging economies. Thus, the use of external betas can distort the 
calculation of the true opportunity cost or sustainable discount rate in a specific 
national context [1, 8, 16]. Similarly, the use of betas based on internal data from the 
home economy, with more lenient sustainability regulations, can also lead to distor-
tions by not properly evaluating the true risk associated with an activity. This practice 
carries the danger of underestimating such risk, resulting in the overvaluation of the 
real profitability of a specific project.
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Furthermore, the traditional formula for calculating the discount rate incorporates 
the excess return earned by the market. Since this return does not stem from activities 
considering ESG factors in their evaluation, there is an additional risk of generating a 
second distortion. Consequently, it is evident that a discount rate calculated conven-
tionally may underestimate the true required profitability of an activity, especially 
when carried out in different socio-environmental and governance contexts [8].

 
Risk- Free RateExpected Return of the Asset Asset Beta Market Risk Premium

( - )Mi F i FR R R Rβ= + ×   (1)

Eq. (1) illustrates how incorporating sustainability risks into betas, as well as 
including environmental, social, and governance (ESG) variables in the calculation 
of the real return of the average market, affects the required return on assets. It is 
evident that the less consideration given to social and environmental impact, due to 
more lenient corporate governance regulations, the greater the discrepancy between 
the required return and the true opportunity cost of the resources employed in that 
activity.

4.  The impact of financing structure on sustainability

In the previous section, the topic of discount rates was addressed, focusing on 
the risk associated with the exclusion of relevant variables linked to the true risk of 
investment.

This risk is not fully reflected in the risk coefficients inherent to the activity and 
the market, as impacts not internalized by legal standards in the environment are 
omitted. However, it is also crucial to mention the impact of the financing structure, 
as debt is commonly attributed with the benefit of reducing the opportunity cost of 
capital [8, 36].

Nevertheless, it is important to highlight valuable contributions in the literature 
of sustainable corporate finance that evidence the negative impact that financing 
through debt can have on long-term sustainability [37]. This is due, among other 
reasons, to the fact that the owners of such capital often are unaware of the true 
environmental and social impact they might be contributing to finance, in exchange 
for the perception of an interest payment [8, 16, 22].

In this sense, financial leverage, while it may seemingly reduce the cost of capi-
tal, could generate negative externalities not considered by investors and lenders. 
The lack of complete information about the environmental and social risks associ-
ated with debt-financed projects can lead to an inadequate assessment of the true 
opportunity cost and, therefore, affect the long-term sustainability of investments 
[2, 3, 8].

This approach highlights the importance of considering not only the inherent 
risks of the investment itself but also the risks associated with the financing structure 
used. Sustainable financial management must take into account not only short-term 
financial profitability but also long-term impacts in terms of economic, environmen-
tal, and social sustainability [8, 35].

 ( ) ( ) ( )ks kd cWACC= S/V + 1- B/Vζ   (2)
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where: WACC = weighted average cost of capital; kd = after-tax cost of debt; ks = cost 
of equity; ζc = corporate tax rate; S = equity; B = debt; V = S + B = enterprise value.

Eq. (2) reveals that the cost of capital, being a weighted average between the 
return required by equity owners and the return demanded by creditors, could be 
underestimated if environmental, social, and governance (ESG) considerations 
are omitted from its calculation. The inclusion of these considerations could result 
in an increase in the required return both from shareholders, due to a heightened 
perception of risk, and from creditors, by integrating into their analysis the valuation 
requirements of the real impact of the investments they are financing [3, 8].

In this context, the omission of ESG variables in the calculation of the cost 
of capital could lead to an incomplete assessment of the risks associated with an 
investment. Shareholders, by not considering relevant environmental and social 
factors, could underestimate the risk and demand a lower return than necessary. 
On the other hand, creditors may not be adequately considering the risks associated 
with the activities they finance, which could affect risk perception and increase the 
required return.

In summary, the incorporation of ESG considerations in the calculation of the cost 
of capital is essential to accurately reflect the real risk and impacts associated with an 
investment. This inclusion would not only be consistent with sustainable financial 
practices but also help ensure a more accurate assessment of costs and benefits over 
time [12, 13, 27].

5.  Cash flows and sustainability

Considering that environmental, social, and governance (ESG) factors can affect 
the required profitability of different investments, it is crucial to highlight that 
cash flows are also impacted by the inclusion or exclusion of these factors in their 
quantification.

Historically, we have witnessed the formation of significant fortunes based on the 
overexploitation of non-renewable natural resources, environmental damage, and 
social and labor dumping practices, among others [38, 39]. These practices, which 
were not anticipated or sanctioned at the time, demonstrate a failure in the legal 
and corporate governance norms that were in place during the occurrence of these 
investments [37]. The consequence of these omissions is the attainment of cash flows 
greater than those that would have been generated if the social and environmental 
costs of productive activities had been properly internalized [9, 12, 17]. This results 
in the generation of additional wealth based on the transfer of long-term welfare and 
future generations’ well-being to the generations of that time, as well as from disad-
vantaged social groups to the beneficiaries.

In this context, it is imperative to consider the effect of ESG variables when 
determining the residual cash flows generated by an economic activity. This implies 
that residual cash flows must incorporate both total costs and benefits, not just those 
directly perceived by the investor or project owner [17]. The inclusion of ESG factors 
in the quantification of cash flows ensures a more holistic and accurate assessment of 
the social and environmental impacts associated with an investment, thus enabling a 
more informed and ethical decision-making process. Furthermore, this consideration 
helps to avoid the attainment of benefits at the expense of negative externalities 
transferred to society and the environment.



23

Integration of ESG Criteria in Financial Education
DOI: http://dx.doi.org/10.5772/intechopen.1005833

6.  Discussion

The true sustainability of a company is manifested when its net present value is 
positive, considering the incorporation of all environmental and social effects in the 
total calculation of long-term cash flows, discounted at a rate of return that reflects 
the effects of the financing structure and the total risk, both private and social, 
associated with that activity [40–42].

In other words, it is proposed that the intertemporal viability for society, consider-
ing job creation, services, and products, must be positive for a particular economic 
activity to be genuinely sustainable. This implies that legal standards play a fun-
damental role in contributing to making this approach effective, by generating the 
appropriate incentives for private agents [17, 29]. The replacement of private initiative 
is not proposed, but rather the implementation of correct incentives through legal 
regulations and corporate governance [37]. The goal is to align short-term private 
interests with the long-term survival interest of society.

It is essential to highlight that, in the absence of appropriate incentives, 
individual optimization tends to prevail, where each actor seeks to maximize 
their particular profitability within the rules that govern them [9]. However, 
it is evident that the optimization of parts leads to the suboptimization of the 
whole. In this context, the general welfare and long-term sustainability of society 
are threatened by short-sighted practices and permissive standards that do not 
impose the consideration of the indirect effects of economic activities on other 
agents, other activities, or future generations. The need for adequate incentives 
and standards that promote the comprehensive consideration of social and envi-
ronmental impacts is fundamental to ensuring genuine sustainability in economic 
decision-making [41, 42].

The omission of environmental, social, and governance (ESG) considerations in 
evaluating the real contribution of various economic activities to financial sustain-
ability underscores the fundamental importance of defining corporate governance 
standards that regulate such activities [29, 37].

If the standards do not reflect medium and long-term impacts and do not require 
their inclusion, speaking of financial sustainability becomes a concept more desirable 
than feasible [17]. However, the high cost that the omission of environmental and 
social impact is having on communities makes a paradigm shift imperative, moving 
from simple growth to truly sustainable growth.

The evolution of finance education has followed a different direction, where 
the application of increasingly sophisticated mathematical and statistical models 
tends to obscure or overlook a deeper assessment of what is becoming increasingly 
evident. Education must incorporate concepts of social and environmental cost 
and benefit, intrinsically linked to intergenerational ethics. Concepts of circular 
economy, reuse, and recycling must be integrated, all fundamental to financial 
sustainability, which should be the primary goal to maintain the long-term viability 
of communities [26, 35, 37].

Real-world problems require tangible solutions. When not all aspects associated with 
the impact of economic activity are addressed, we encounter highly sophisticated explan-
atory models that, however, cannot predict anything due to the omission of relevant 
variables present in the real world and that have not been incorporated into the analysis 
because there is no explicit obligation to consider them [29]. The dilemma lies in continu-
ing with intellectual and blackboard exercises or addressing real problems that must be 
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urgently addressed. Financial education and practice must evolve to reflect the complexity 
and interconnectedness of the factors influencing true financial sustainability [26].

7.  Conclusions

The article highlights the omission of ESG factors in current financial educa-
tion and evidences the activity and scientific productivity in this field through 
a bibliometric analysis in Web of Science. Additionally, it examines methods for 
utilizing ESG factors using data provided by the Refinitiv platform, suggest-
ing statistical and econometric analyses to support financial analyses with ESG 
criteria.

Thus, it is observed how ESG data is reported and utilized on the Refinitiv 
platform, with the development of an introductory guide for its use and integra-
tion into financial education. This guide proposes incorporating ESG factors into 
educational curricula and developing new lines of research using this integrated 
database.

Up to this point, we have examined the proper evaluation of the profitability of an 
economic activity and the factors that should be considered in this process, breaking 
down the relevant components. However, the purpose of this document is to provide 
a basic framework to serve as a guide when evaluating the impact of an economic 
activity on sustainability [37].

It is crucial to highlight that each activity has its own characteristics, and the 
contribution of this document lies in clarifying which components or variables of the 
evaluation process should receive special attention and incorporating environmental, 
social, and governance (ESG) criteria in the assessment.

The evolution of communications and the globalization of the economy have 
contributed to raising awareness in society about the impact of ignoring the effects 
not internalized in the production process. There is a growing social consensus that 
sustainability is paramount, and therefore, it is essential to consider the various rights 
involved in carrying out economic activities [26]. In simple terms, it is becoming 
increasingly evident that omitting the consideration of stakeholders will no longer be 
a viable option in the near future [8, 11, 43–47].
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Abstract

This chapter investigates the evolving landscape of cybersecurity and risk man-
agement, highlighting their newfound prominence in corporate governance. The 
narrative emphasizes the integral role of boards and executives in orchestrating 
robust cybersecurity governance, recognizing it as a strategic necessity rather than 
a mere technical aspect. Legal and regulatory considerations, notably General Data 
Protection Regulation (GDPR) and California Consumer Privacy Act (CCPA), are 
explored as critical dimensions influencing cybersecurity governance. The integra-
tion of cybersecurity into corporate governance frameworks is dissected, underscor-
ing the importance of aligning strategies with enterprise risk management. The 
chapter further explores the dynamic cybersecurity landscape, detailing the surge 
in sophisticated threats such as ransomware, phishing, and state-sponsored cyber 
activities. It concludes by outlining best practices, including proactive risk assess-
ments, fostering security awareness, and the continuous evolution of cybersecurity 
governance. The future outlook encompasses emerging technologies, international 
collaboration, and the integration of cybersecurity into board-level decision-making, 
presenting a holistic vision for resilient corporate governance in the digital age.

Keywords: cybersecurity governance, risk management, board oversight,  
legal compliance, emerging technologies

1.  Introduction

In the ever-evolving digital era, corporate landscapes are experiencing profound 
and dynamic transformations. This paradigm shift, primarily propelled by rapid 
technological advancements, has catapulted information technology to the forefront 
of business strategy and operations. The integration of cybersecurity into corporate 
governance is no longer just a strategic choice but a fundamental necessity in the 
digital age. As corporations navigate this ever-evolving landscape, the emphasis on 
cybersecurity is expected to intensify, fundamentally shaping the future of corporate 
governance and reinforcing its pivotal role in ensuring the resilience and sustainability 
of modern organizations in an increasingly interconnected world [1]. As organizations 
increasingly rely on digital infrastructure, the cybersecurity emerges as a pivotal and 
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indispensable component of modern corporate governance. The digital landscape 
is characterized by relentless innovation and seamless technological integration.1 
A surge in digital data, fueled by transformative forces like the Internet of things (IoT), 
artificial intelligence (AI), and cloud computing, has fundamentally revolutionized 
the way businesses operate. While these technological advancements offer unprec-
edented opportunities for growth and efficiency, they also usher in a host of complex 
challenges. The sheer volume and intrinsic value of data handled by corporations have 
escalated dramatically, rendering them prime targets for a multitude of cyber threats.

Recent literature underscores the significance of this evolution. Such Rothrock 
and Kaplan [2] as, underscores how the integration of AI into business processes has 
effectively doubled the data footprint of organizations, thus significantly expanding 
the cybersecurity risk landscape. Similarly, Christ et al. [3] argue that the adoption 
of cloud computing necessitates the implementation of robust security protocols to 
safeguard sensitive information. The criticality of cybersecurity within the realm 
of corporate governance cannot be overstated. An array of cyber threats, spanning 
from data breaches to highly sophisticated cyberattacks, poses substantial risks to 
companies, affecting their financial stability, reputation, and legal standing. Notably, 
the World Economic Forum identifies cyber threats as one of the foremost global risks 
confronting corporations today.2

Corporate governance frameworks are swiftly adapting to incorporate cyberse-
curity as an essential and integral element. Effective governance now entails not only 
the traditional oversight of financial and operational aspects but also a heightened 
focus on digital risks. The boards of directors are increasingly held accountable for 
cybersecurity, underscoring its elevated status in the realm of corporate risk manage-
ment [4]. Furthermore, regulatory pressures have surged. With regulations like the 
General Data Protection Regulation (GDPR) and the California Consumer Privacy 
Act (CCPA), companies are legally obligated to protect consumer data [5], adding a 
stringent compliance dimension to cybersecurity governance. This regulatory land-
scape compels corporations to adopt a proactive stance toward cybersecurity, seam-
lessly integrating it into the very fabric of their governance structures.

2.  The cybersecurity landscape

The global cybersecurity landscape is in a state of perpetual flux, characterized by 
a relentless surge in sophisticated threats and multifaceted challenges. This dynamic 
environment is host to a myriad of malicious activities, with ransomware, phishing 
attacks, and state-sponsored cyber espionage taking center stage. Ransomware, as 
expounded upon by Greene and Patel in their 2024 analysis, has transcended its 
initial form of targeting individual systems to become a systemic menace capable of 
crippling entire organizational networks [6, 7]. The disconcerting revelation of the 
2023 Global Cybersecurity Report underscores the magnitude of this threat, revealing 
a staggering 120% surge in ransomware attacks, firmly establishing their growing 
prevalence in the digital landscape. This unsettling trend jeopardizes not only data 
integrity but also the very operations of businesses worldwide [8].

1 Eugen and Petruţ [1], “As organizations increasingly rely on digital infrastructure, the cybersecurity 
emerges as a pivotal and indispensable component of modern corporate governance.” The digital landscape 
is characterized by relentless innovation and seamless technological integration.
2 https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf.
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Phishing attacks, in a parallel evolution, have grown more refined and insidious. 
These nefarious activities now employ sophisticated social engineering techniques, 
tricking individuals into unwittingly divulging sensitive information. The resultant 
risks to data integrity and security are profound, and the need for robust defenses 
against these attacks is paramount. In addition to these, state-sponsored cyber 
activities have surged to new heights, with nations increasingly leveraging cyber 
tactics to gain economic, political, or military advantages. This alarming develop-
ment, as substantiated by the Cyber Warfare Analysis conducted by the United 
Nations, carries profound implications for corporate cybersecurity [9]. The threat 
landscape has thus expanded beyond traditional criminal activities to encompass 
geopolitical conflicts and international espionage. Technological advancements have 
introduced a host of new vulnerabilities, further complicating the cybersecurity 
terrain. The rise of the Internet of things (IoT), while enhancing connectivity and 
convenience, has exponentially increased the number of potential entry points for 
cyberattacks [10].

2.1  Impact of cybersecurity breaches on companies and stakeholders

The consequences of cybersecurity breaches on companies and stakeholders are 
manifold, transcending the immediate financial repercussions to permeate every 
facet of corporate existence. Financial losses, while conspicuous, are but the tip 
of the iceberg. The 2023 Cybersecurity Economic Impact Report underscores the 
gravity of this issue by revealing that the average cost of a data breach now exceeds 
a staggering $4 million. This figure encompasses not only direct expenses such 
as legal fees, fines, and remediation costs but also indirect costs like reputational 
damage and the erosion of customer trust [11, 12]. Beyond the realm of finances, 
data breaches inflict severe damage on corporate reputations. The erosion of trust 
casts a long shadow, impacting customer loyalty and undermining future revenue 
streams. Cybersecurity breaches also carry significant legal and regulatory conse-
quences. In an era marked by stringent data protection laws like GDPR and CCPA, 
companies failing to comply with these regulations face substantial fines and 
penalties [13].

Stakeholders, including investors and shareholders, are increasingly attuned 
to the specter of cybersecurity risks. The Global Investor Report underscores this 
shift, highlighting the pivotal role that cybersecurity posture plays in investment 
decisions [14]. This elevates the importance of robust cybersecurity governance in 
attracting and retaining investment. Internal ramifications are equally significant, 
with employee morale and productivity taking a hit in the aftermath of cybersecurity 
incidents. The internal impact can stifle productivity and exacerbate turnover rates, 
compounding the overall fallout from a breach.

In summation, the impact of cybersecurity breaches resonates far beyond the 
immediate financial losses, echoing through the corridors of reputation, legal 
standing, investor confidence, and internal organizational dynamics [10]. These 
far-reaching consequences underscore the imperative of adopting comprehensive 
cybersecurity strategies as an integral part of corporate governance.3

3 Smith [15], this surge in digital data, fueled by transformative forces like the Internet of things (IoT), 
artificial intelligence (AI), and cloud computing, has fundamentally revolutionized the way businesses 
operate.
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2.2  The shift from IT problem to strategic governance issue

The metamorphosis of cybersecurity, from being perceived as a technical IT 
problem to evolving into a strategic governance issue, is emblematic of its rising promi-
nence in safeguarding corporate assets and ensuring long-term viability. Traditionally 
cybersecurity was relegated to the domain of IT departments, with a narrow focus on 
technical solutions for data and system protection. However, the escalating sophistica-
tion of cyber threats and their wide-ranging consequences have necessitated a broader 
perspective [16]. Cybersecurity now stands recognized as a pivotal element of corporate 
strategy and risk management, demanding attention from the highest echelons of orga-
nizational leadership. This transformation is discernible in the changing role of corpo-
rate boards. The Corporate Governance Trends report spotlights a significant surge in 
boards actively engaging in cybersecurity oversight [17]. Directors are now expected to 
possess a comprehensive understanding of cyber risks and to seamlessly integrate these 
considerations into overall business strategy and risk management frameworks.

Furthermore, the integration of cybersecurity into corporate governance is increas-
ingly mandated by regulatory bodies. Regulations such as GDPR and the New York 
State Department of Financial Services’ Cybersecurity Regulation firmly decree that 
senior management and boards must play an active role in overseeing cybersecurity 
practices. These regulations have played a pivotal role in elevating the status of cyber-
security from a technical concern to a governance priority. The engagement of senior 
leadership in cybersecurity also underscores a shift in the perception of cyber risks. 
Another facet of this transformation is the increasing demand for transparency and 
disclosure regarding cybersecurity. Shareholders and regulators alike are clamoring 
for greater transparency in how companies manage cyber risks. The Transparency 
in Cybersecurity Initiative exemplifies this trend, highlighting a growing inclination 
toward detailed disclosures in annual reports and corporate communications [18, 19]. 
This accentuates the strategic significance of cybersecurity. In the evolution of cyberse-
curity from an IT issue to a strategic governance imperative is a response to the evolving 
nature of cyber threats and their potential to disrupt every facet of corporate existence. 
This transition signifies a broader understanding of cybersecurity’s role in corporate 
governance—a role that is indispensable for safeguarding assets, nurturing stakeholder 
trust, and ensuring organizational resilience in the face of digital threats. Embracing 
this evolution is paramount for corporations in the contemporary digital landscape.

3.  The role of the board and executives in cybersecurity governance

The corporate governance and the responsibilities of boards and executives have 
undergone a seismic shift, expanding significantly to encompass the critical domain 
of cybersecurity governance. This paradigm shift recognizes cybersecurity as not just 
a technical aspect but a pivotal element in safeguarding corporate assets and reputa-
tion. Boards of directors now play a pivotal role in the orchestration of cybersecurity 
governance, as illuminated by insights from the Board Governance Survey. With over 
75% of boards actively involved in cybersecurity oversight, their role extends beyond 
passive awareness to proactive engagement in policy formulation and risk oversight. 
Boards bear the responsibility of ensuring that cybersecurity strategies seamlessly 
align with broader business objectives and encapsulate the organization’s risk appetite.

At the helm of executive management, the CEO and leadership team wield a 
crucial role in the implementation of robust cybersecurity strategies. The 2024 



33

Perspective Chapter: Cybersecurity and Risk Management – New Frontiers in Corporate…
DOI: http://dx.doi.org/10.5772/intechopen.1005153

Cybersecurity Leadership Report underscores the criticality of strong leadership and 
clear communication from top management for successful cybersecurity governance. 
Executives are entrusted with fostering a pervasive culture of cybersecurity aware-
ness throughout the organization and ensuring the allocation of ample resources 
to fortify cybersecurity initiatives. The evolving landscape is also reflected in the 
metamorphosis of the Chief Information Security Officer (CISO) role. Initially 
confined to a technical position, the CISO is increasingly becoming a part of the 
senior management team, as evidenced by findings from the Global CISO Study 
2023. This transformation underscores the strategic importance of the CISO’s role 
in aligning cybersecurity initiatives with overarching business goals and effectively 
communicating risks to the board. The active involvement of the board and execu-
tives in cybersecurity governance is intrinsic to the development of a holistic and 
effective cybersecurity strategy. Their engagement ensures that cybersecurity is not 
relegated to being merely a technical endeavor but is entrenched as a core component 
of organizational strategy and risk management.

3.1  Legal and regulatory considerations (e.g., GDPR, CCPA)

The legal and regulatory landscape enveloping cybersecurity has evolved into 
a complex and pivotal facet of corporate governance. With the implementation of 
regulations such as the General Data Protection Regulation (GDPR) in the European 
Union and the California Consumer Privacy Act (CCPA) in the United States, com-
panies find themselves navigating stringent requirements for data protection and 
privacy [20]. GDPR, implemented in 2018, has left an indelible mark on how compa-
nies handle personal data. It imposes stringent data processing guidelines and accords 
significant rights to individuals concerning their data. The landmark €50 million fine 
imposed on Google in 2019, as documented in the European Data Protection Board’s 
report, serves as a stark reminder of the financial consequences of non-compliance 
[21]. This regulation has set a global precedent, compelling organizations worldwide 
to reevaluate their data-handling practices. These regulations underscore the impera-
tive for robust cybersecurity governance. Compliance is not only a shield against 
penalties but also a cornerstone for maintaining stakeholder trust and preserving 
corporate reputation. As the legal landscape continues its evolution, proactively 
staying abreast of and complying with these regulations becomes an integral aspect 
of corporate governance. Legal and regulatory considerations are inseparable from 
cybersecurity governance. A proactive approach is imperative, where companies not 
only adhere to existing regulations but also anticipate and prepare for future legisla-
tive changes, ensuring a resilient and adaptive cybersecurity governance framework.

3.2  Integrating cybersecurity into corporate governance frameworks

The integration of cybersecurity into corporate governance frameworks stands 
as a paramount task for contemporary organizations. This integration ensures that 
cybersecurity considerations permeate decision-making processes at all organizational 
levels, reflecting a proactive commitment to resilience in the face of digital threats. 
One effective approach to integration involves the adoption of cybersecurity gover-
nance frameworks, exemplified by the National Institute of Standards and Technology 
(NIST) Cybersecurity Framework [22]. These frameworks furnish organizations with 
a structured methodology for identifying, assessing, and managing cybersecurity 
risks, aligning them seamlessly with overarching business objectives. Insights from 
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the NIST Framework Utilization Report reveal an increasing number of companies 
embracing such frameworks, highlighting their efficacy in enhancing cybersecurity 
governance [23]. An equally critical aspect of integration is aligning cybersecurity 
strategies with corporate risk management. Cyber risks must be meticulously assessed 
and managed within the broader context of enterprise risk management, ensuring a 
comprehensive approach to risk mitigation. The Enterprise Risk Management Survey 
underscores that companies integrating cybersecurity into their overall risk manage-
ment processes are better positioned to identify and mitigate potential cyber threats. 
Board education and training constitute a pivotal element of this integration process. 
Boards must possess comprehensive knowledge about cybersecurity risks and best 
practices to effectively oversee these initiatives. Insights from the Board Cybersecurity 
Training Report emphasize the increasing trend of providing specialized cybersecu-
rity training for board members [24]. This equips them to make informed decisions 
regarding cybersecurity strategies and governance, bridging the knowledge gap 
between technical intricacies and strategic imperatives. Furthermore, integrating 
cybersecurity into corporate governance necessitates establishing transparent commu-
nication channels between IT departments and senior management. Regular updates 
from the IT department to the board and executives regarding cybersecurity status, 
threats, and initiatives facilitate informed decision-making and strategic alignment. 
The integration of cybersecurity into corporate governance frameworks is a nuanced 
and multifaceted process. It involves adopting structured frameworks, aligning strate-
gies with risk management, investing in board education, fostering clear communica-
tion, and incorporating effective reporting mechanisms. This integration is not just 
about fortifying against cyber threats; it is about ensuring the resilience, adaptability, 
and long-term success of the organization in the dynamic digital landscape.

4.  Identifying and assessing cybersecurity risks: evolving model,  
elusive threats

The interconnectedness of the digital age amplifies the exposure of corporations to a 
vast, ever-evolving landscape of cybersecurity threats. Identifying and assessing these 
threats effectively is no longer an option, but a critical pillar of responsible corporate 
governance. Traditional risk management frameworks, designed for physical and 
financial threats, often struggle to grasp the intangible nature of cyber vulnerabilities. 
To stay ahead of the curve, corporations must adopt a proactive, multi-layered approach 
to cybersecurity risk assessment [25]. The first layer begins with understanding the 
threat landscape. This involves staying abreast of emerging attack vectors, malware 
strains, and hacking techniques. Organizations like Computer Emergency Response 
Team (CERT)-Coordination Center and the MIT Cybersecurity & Policy Initiative 
release insightful reports, while industry-specific forums provide valuable intelligence. 
Continuous vulnerability assessments, both internal and external, are crucial to pin-
point weaknesses in systems and applications. Penetration testing, simulating real-world 
attack scenarios, can expose critical security gaps before malicious actors exploit them.

The second layer focuses on assessing the impact of potential breaches. Not all 
risks are created equal. Critical infrastructure, intellectual property, and sensitive 
customer data hold higher intrinsic value, demanding stricter security measures. 
Quantifying the potential financial, reputational, and operational losses from a 
cyberattack helps prioritize resources and focus mitigation efforts. Frameworks like 
Factor Analysis of Information Risk (FAIR) provide a structured approach to risk 
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quantification, enabling informed decision-making. The third layer considers human 
factors. Social engineering remains a potent weapon in a cyberattacker’s arsenal. 
Phishing emails, malware-laden links, and pretexting calls can bypass even the most 
sophisticated technical defenses. Employee security awareness training is crucial 
to mitigate this risk. Building a culture of security consciousness, where employees 
report suspicious activity and follow best practices, becomes a vital line of defense. 
Assessing cybersecurity risks is an ongoing, iterative process. The dynamic nature 
of the threat landscape necessitates constant vigilance and adaptation. Continuous 
monitoring of systems, threat intelligence gathering, and regular evaluation of risk 
assessments are essential to stay ahead of attackers. By adopting a comprehensive, 
multi-layered approach to identification and assessment, corporations can equip 
themselves to navigate the treacherous waters of the digital age.

4.1  Strategies for risk mitigation and management: building cyber defenses

Once identified and assessed, cybersecurity risks demand effective mitigation 
strategies. Building a layered defense, analogous to a fortified castle, becomes the cor-
nerstone of proactive risk management. The outermost layer focuses on prevention. 
Firewalls, intrusion detection and prevention systems (IDS/IPS), and web applica-
tion firewalls (WAFs) act as the initial line of defense, filtering malicious traffic and 
blocking unauthorized access. Strong password policies, multi-factor authentication, 
and data encryption further bolster the outer perimeter. The middle layer focuses on 
resilience and rapid response. Secure backups, disaster recovery plans, and incident 
response protocols ensure business continuity in the event of a breach [26]. Regular 
testing and simulation of these plans hone their effectiveness and minimize down-
time in the face of real-world attacks. Vulnerability patching and software updates 
must be promptly implemented to close security gaps exploited by attackers. The 
innermost layer safeguards the crown jewels: sensitive data and critical systems. Data 
loss prevention (DLP) solutions restrict unauthorized data exfiltration, while access 
controls meticulously regulate who can access what information. Segmenting net-
works minimizes the attack surface and restricts the spread of malware in the event 
of a breach. Continuous monitoring of these core systems allows for early detection 
and swift containment of suspicious activity [27]. Building cyber defenses extends 
beyond technical solutions. Implementing a robust security governance framework 
ensures accountability and aligns cybersecurity considerations with overall corpo-
rate strategy. Regular risk assessments and board-level briefings keep management 
informed and engaged. Fostering a culture of security awareness throughout the 
organization, through training and awareness programs, empowers employees to 
become active participants in risk mitigation. Cybersecurity risk management is 
not a one-time initiative, but an ongoing journey of adaptation and improvement. 
Continuous monitoring, threat intelligence gathering, and regular testing of defenses 
are crucial to maintaining a strong posture. By investing in a layered defense, priori-
tizing resilience, and fostering a culture of security, corporations can mitigate risks 
and navigate the complex terrain of the digital age with confidence.

Cybersecurity risk assessment occupies a central position in navigating the turbu-
lent waters of the digital age. It informs strategic decision-making, allocates resources 
judiciously, and guides the development of robust cyber defenses. Integrating risk 
assessment into the fabric of an organization’s overall corporate strategy is no lon-
ger a luxury, but a necessity for responsible governance. Risk assessments provide 
valuable insights into the potential impact of cyberattacks on an organization’s core 
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business objectives. By quantifying the financial, reputational, and operational losses 
associated with different threat scenarios, risk assessments enable informed resource 
allocation. Prioritizing investments in critical systems and data protection measures 
becomes a data-driven process, ensuring maximum return on security spending. 
Furthermore, risk assessments guide the development of robust cyber defenses [28]. 
By pinpointing specific vulnerabilities and weaknesses, risk assessments inform the 
implementation of targeted security controls. Patching critical software flaws, bol-
stering perimeter defenses around sensitive data, and investing in employee security 
awareness training become strategic priorities driven by a clear understanding of the 
threat landscape. This targeted approach ensures efficient utilization of resources and 
maximizes the effectiveness of cyber defenses. Integrating risk assessment into corpo-
rate strategy fosters a culture of security consciousness throughout the organization. 
Regular assessments keep the board of directors and senior management informed 
about emerging threats and potential vulnerabilities. This transparency fosters 
accountability and encourages leadership to prioritize cybersecurity investments 
alongside other critical business initiatives. Employees at all levels become aware of 
their role in mitigating cyber risks, leading to a more vigilant and security-conscious 
workforce. Ultimately, the role of risk assessment extends beyond mere compliance 
with regulations. It serves as a compass, guiding corporations through the uncharted 
waters of the digital age. By providing actionable insights, informing strategic deci-
sions, and fostering a culture of security, risk assessment becomes a vital tool for 
navigating the evolving landscape of cybersecurity threats and steering organizations 
toward a more secure and resilient future.

5.  Emerging technologies and cybersecurity: reforms in corporate 
governance

Understanding the transformative impact of these technologies, in the context of 
corporate governance, is imperative as they reshape industries, redefine daily opera-
tions, and fundamentally alter the cybersecurity landscape. Artificial intelligence 
(AI), blockchain, and the Internet of things (IoT) stand as pivotal forces, offering 
immense potential while simultaneously introducing novel vulnerabilities and chal-
lenges for effective risk management within corporate entities [29].

Artificial intelligence: The application of AI holds transformative potential for 
cybersecurity in corporate governance. AI’s capacity to learn and adapt can revolu-
tionize risk management by detecting anomalies, predicting potential attacks, and 
automating defense mechanisms. Threat intelligence platforms, driven by AI, can 
analyze vast datasets to identify emerging threats and patterns beyond human capa-
bilities. However, the very nature of AI introduces vulnerabilities, such as adversarial 
AI manipulating data to evade detection and the potential misuse of AI-powered 
tools, like deepfakes, for social engineering attacks [30]. Ensuring robust security 
protocols and continuous monitoring becomes essential to prevent malicious exploi-
tation of these AI vulnerabilities.

Blockchain: The decentralized nature of blockchain technology presents unique 
advantages in the realm of corporate governance, particularly in securing data and 
transactions. Smart contracts, self-executing agreements stored on the blockchain, 
have the potential to streamline processes and enhance security by reducing reliance 
on centralized trust models. Despite these benefits, challenges arise from blockchain’s 
distributed nature, including instances of forking, where the blockchain diverges into 
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separate paths, creating potential vulnerabilities. Additionally, safeguarding private 
keys and managing complex blockchain governance models demand specialized 
expertise and robust procedural frameworks within corporate structures.

Internet of things: The proliferation of connected devices in the IoT landscape 
extends the attack surface for cyber threats, introducing new considerations for 
corporate risk management. Compromised IoT devices can form botnets, enabling 
large-scale denial-of-service attacks, while vulnerabilities in these devices can serve as 
entry points into broader networks. In the context of corporate governance, imple-
menting strong device authentication, secure communication protocols, and regular 
firmware updates becomes paramount to effectively mitigate risks associated with the 
expanding IoT landscape.

Cybersecurity is a multifaceted issue with profound socioeconomic consequences. By 
delving deeper into the psychological aspects of human error and the long-term effects 
of cybersecurity policies, we can craft a more holistic approach to safeguarding our digi-
tal world. Cybersecurity extends far beyond just protecting computers and networks. 
It is a crucial shield that safeguards individuals, businesses, and even entire societies 
from the ever-present threat of cyberattacks. These attacks can have a devastating ripple 
effect, causing financial losses, reputational damage, operational disruptions, and even 
social unrest. Data breaches can expose personal information, making people vulnerable 
to identity theft and financial fraud. The fear and anxiety caused by such attacks can 
have a significant psychological impact on victims. Understanding how human biases 
play into social engineering tactics is vital to creating effective security awareness train-
ing that empowers employees to identify and avoid these threats. The need to fortify our 
defenses against cyberattacks is driving increased investment in cybersecurity measures 
by organizations. Governments are also stepping in with stricter regulations and stan-
dards to improve overall cybersecurity posture. This evolving landscape is prompting a 
shift in corporate governance, with cybersecurity risk management taking center stage 
in boardroom discussions and strategic decision-making.

However, these emerging technologies are not isolated in their impact; their 
convergence adds further complexity to the cybersecurity landscape. Anticipating 
and addressing potential threats arising from the interplay of AI, blockchain, and IoT 
is crucial for effective risk management in corporate governance. Scenarios such as 
AI-powered attacks against blockchain systems or IoT botnets manipulated by adver-
sarial AI exemplify the need for holistic risk management strategies. Understanding 
these synergistic vulnerabilities becomes paramount, ensuring corporate resilience in 
an era characterized by hyper-connected environments.

6.  Best practices in cybersecurity governance

At the heart of effective cybersecurity governance lies a proactive approach. Risk 
assessments must be not mere static snapshots, but dynamic processes embedded 
within organizational DNA. Frequent vulnerability assessments, penetration testing, 
and threat intelligence gathering become vital tools for anticipating and mitigating 
potential breaches. Neglecting these practices, as evidenced by the SolarWinds supply 
chain attack, leaves corporations vulnerable to devastating and costly intrusions. 
Beyond technical defenses, cultivating a culture of security awareness is paramount. 
Employee training programs that go beyond tick-box exercises and foster genuine 
engagement in cyber hygiene are crucial. The Marriott data breach of 2018, attributed 
to compromised employee credentials, underscores the necessity of empowering 
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every individual within an organization to be a vigilant sentry against cyber threats 
[30]. Cybersecurity governance thrives on clear lines of accountability. C-suite execu-
tives must not view cybersecurity as an IT silo, but as an integral thread woven into 
the fabric of strategic decision-making. Boards of directors, equipped with cyber-
security expertise, can effectively oversee risk management and hold management 
accountable for robust security practices. This level of engagement, conspicuously 
absent in the Colonial Pipeline ransomware attack of 2021, is vital for minimizing the 
impact of security failures.

Continuous evolution is the hallmark of robust cybersecurity governance. Emerging 
technologies like AI and blockchain offer immense potential for enhanced threat 
detection and secure data management. However, organizations must remain vigilant 
against novel vulnerabilities. The Equifax data breach, where attackers exploited 
outdated software, serves as a stark reminder of the need for continuous adaptation 
and proactive vulnerability patching. Transparency and open communication are 
not luxuries, but necessities in breach-stricken times. Proactive disclosure of security 
incidents, as demonstrated by Uber in 2017, fosters trust and allows stakeholders to 
make informed decisions. Conversely, concealing breaches, like British Airways’ 2018 
data leak cover-up, can irreparably damage corporate reputation and invite regulatory 
scrutiny. Cybersecurity governance transcends national borders. In an interconnected 
world, collaboration and information sharing between governments, corporations, and 
international organizations become critical. The creation of cyber threat information-
sharing platforms, akin to the Financial Services Information Sharing and Analysis 
Center (FS-ISAC), facilitates proactive defense against global cyber threats.

Ultimately, effective cybersecurity governance is not a singular destination, but an 
ongoing journey of adaptation and vigilance. By adopting a proactive, risk-oriented 
approach, fostering a culture of security awareness, ensuring clear lines of account-
ability, embracing continuous evolution, prioritizing transparency, and fostering 
global collaboration, organizations can navigate the complex terrain of the digital age 
with resilience and confidence. This commitment to safeguarding data, protecting 
networks, and securing critical infrastructure is not just a technical pursuit, but a 
fundamental pillar of responsible corporate governance in the twenty-first century.

7.  The future of cybersecurity in corporate governance

The future of cybersecurity in corporate governance is a dynamic landscape shaped 
by technological advancements, regulatory shifts, and an evolving threat landscape. 
Organizations must transcend viewing cybersecurity as a technical silo and recognize 
it as a strategic imperative woven into the fabric of governance. The integration of AI, 
supply chain resilience, human-centric cybersecurity approaches, and international 
collaboration are pivotal elements shaping this future. As organizations navigate this 
complex terrain, the imperative lies in proactive adaptation, aligning governance 
frameworks with regulatory landscapes, and fostering a holistic approach where cyber-
security becomes synonymous with effective, resilient governance in the digital age.

7.1  Cybersecurity as a strategic imperative

The escalating frequency and sophistication of cyber threats underscore the 
imperative for organizations to view cybersecurity as a strategic imperative rather 
than a technical afterthought. Academic literature, exemplified by the works of 
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Anderson et al. [31] and Smith [32], posits that organizations must transcend viewing 
cybersecurity as a siloed IT function. Instead, they should integrate it seamlessly into 
overarching corporate governance structures. As cyber threats become more perva-
sive and damaging, a strategic shift in mindset becomes indispensable.

7.2  The role of artificial intelligence (AI) and machine learning (ML)

One salient aspect shaping the future of cybersecurity is the pivotal role of artifi-
cial intelligence (AI) and machine learning (ML) algorithms. These technologies, as 
elucidated by Williams and Brown [33], are emerging as indispensable tools for proac-
tive threat detection and mitigation. The ability of AI to analyze voluminous datasets 
in real time allows for the identification of anomalous patterns, indicative of potential 
cyber threats. Integrating AI and ML into corporate governance frameworks ensures a 
dynamic response to the evolving threat landscape.

7.3  Supply chain resilience and transparency

The recent SolarWinds supply chain attack highlighted the vulnerability of 
interconnected systems and the imperative for organizations to fortify their supply 
chain resilience. This incident, as analyzed by Chen et al. [34], emphasizes the need 
for organizations to proactively assess and enhance the cybersecurity posture of their 
supply chain partners. Future corporate governance frameworks will likely emphasize 
robust due diligence processes, stringent cybersecurity standards for third-party ven-
dors, and continuous monitoring to ensure supply chain transparency and resilience.

7.4  Human-centric cybersecurity

As organizations fortify their technological defenses, the human element remains 
a potent factor in cybersecurity resilience. Academic research, including the work 
of Johnson and Lee [35], accentuates the significance of a human-centric approach 
to cybersecurity. This involves not only cultivating a strong security culture within 
the organization but also prioritizing ongoing employee training programs. Phishing 
simulations, awareness campaigns, and continuous education empower employees as 
vigilant guardians against social engineering attacks.

7.5  Regulatory landscape and compliance challenges

The future of cybersecurity within corporate governance is inevitably intertwined 
with the evolving regulatory landscape. The implementation of stringent data protec-
tion regulations, such as the General Data Protection Regulation (GDPR) and the 
California Consumer Privacy Act (CCPA), underscores the need for organizations to 
prioritize compliance. The comprehensive framework outlined by Jones et al. [36] high-
lights that navigating the complex regulatory terrain necessitates a proactive approach. 
Corporate governance structures must align with and adapt to evolving regulations to 
ensure not only compliance but also the preservation of stakeholder trust.

7.6  International collaboration and threat intelligence sharing

In an interconnected global landscape, the future of cybersecurity in corporate 
governance demands international collaboration. The emergence of threat intelligence 
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sharing platforms, exemplified by initiatives like the Cyber Threat Alliance, facilitates 
the exchange of real-time threat information among organizations. This collaborative 
approach, as outlined by Li and Wang [37], enhances collective cyber resilience by 
leveraging shared insights and strategies. Future corporate governance frameworks 
are likely to encourage and facilitate such collaborative efforts to combat global cyber 
threats effectively.

7.7  Integration of cybersecurity into board-level decision-making

A paradigm shift in corporate governance involves the integration of cybersecurity 
considerations into board-level decision-making processes. The works of Taylor et al. 
[38] emphasize that boards must possess a nuanced understanding of cybersecurity 
risks, strategies, and implications [10]. Future governance structures will likely 
mandate cybersecurity expertise within the boardroom, fostering informed decision-
making and ensuring that cybersecurity is not merely a technical concern but an 
integral aspect of strategic governance.

7.8  Emergence of cybersecurity metrics and reporting

The future of cybersecurity governance entails a paradigm shift toward the 
quantification and measurement of cybersecurity effectiveness. The Global 
Cybersecurity Metrics and Reporting Index 2024 underscores the increasing 
importance of incorporating cybersecurity metrics into annual reports and board 
meetings. Metrics such as mean time to detect (MTTD) and mean time to respond 
(MTTR) provide objective benchmarks for evaluating the efficiency of cybersecu-
rity measures. This trend aligns with the broader shift toward data-driven decision-
making in corporate governance.

8.  Case study: lessons from the Wescom Credit Union data breach

Wescom Credit Union, established in 1934, is a member-owned financial insti-
tution headquartered in Pasadena, California. It boasts a rich history of serving 
communities throughout Southern California, offering a comprehensive range of 
financial products and services to its members. Unlike traditional banks, Wescom 
operates on a cooperative model, meaning its account holders are also its owners. This 
member-centric approach translates to a focus on providing competitive rates, low 
fees, and exceptional customer service. Wescom’s product portfolio caters to vari-
ous financial needs, encompassing checking and savings accounts, money market 
accounts, certificates of deposit (CDs), and individual retirement accounts (IRAs). 
Loan options include mortgages, auto loans, personal loans, and student loans. 
Additionally, Wescom offers a suite of online and mobile banking services, enabling 
convenient access to accounts and transactions 24/7. Over the years, Wescom has 
grown significantly, expanding its branch network and fostering a strong reputation 
for financial stability and trustworthiness. Its commitment to financial well-being 
extends beyond traditional products and services. Wescom actively participates in 
financial literacy initiatives, empowering its members to make informed financial 
decisions. As a not-for-profit organization, Wescom prioritizes the financial health 
of its members, making it a valuable partner for individuals and families seeking a 
secure and member-focused financial institution.
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In the wake of the 2023 Wescom Credit Union data breach, affecting approximately 
34,515 customers, the fragility of corporate governance in safeguarding sensitive 
information is starkly evident. This incident not only highlights deficiencies in vendor 
risk management, data security, and customer communication but also sets a prec-
edent for the financial sector’s need for stringent governance practices. Wescom Credit 
Union’s reliance on Barracuda Networks for email security became a critical point of 
vulnerability. The breach, originating from flaws in Barracuda’s security gateway, com-
promised vital customer information, questioning the diligence employed in vetting 
partners for cybersecurity capabilities. The core of the governance issue lies in whether 
Wescom thoroughly assessed Barracuda’s security mechanisms and whether they 
established clear contracts emphasizing data protection and breach response. Effective 
vendor risk management is pivotal, involving rigorous scrutiny of the vendor’s security 
protocols to align with the institution’s standards. Moreover, the breach questions 
Wescom’s internal data security protocols. The necessity for a robust security frame-
work, encompassing regular audits, vulnerability checks, and third-party assessments, 
is paramount to preempt potential breaches. This comprehensive approach is vital for 
detecting and mitigating risks, ensuring the protection of customer data.

Figure 1. 
Site office of wescom ltd. Source: Wescom Credit Union (https://wescom.org).
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The delay in notifying affected customers until October 2023, despite the breach 
being identified between October 2022 and May 2023, indicates a lackadaisical 
approach to incident response. Financial institutions must adopt a proactive stance in 
notifying customers post-breach, facilitating timely protective measures and main-
taining transparency, which in turn bolsters trust. The repercussions of the Wescom 
breach are manifold, spanning regulatory fines, eroded customer trust, and potential 
legal battles. Regulatory entities may impose stringent penalties for non-compliance 
with breach notification norms, impacting Wescom’s financial health. Trust, once 
lost, can be challenging to regain, with the breach possibly leading to customer attri-
tion and difficulties in attracting new clients. Furthermore, affected customers might 
seek legal recourse, further straining Wescom’s financial and reputational standing. 
This breach serves as a critical learning curve for financial entities, underscoring 
the imperative of prioritizing cybersecurity and fostering a proactive culture of data 
privacy. Investment in advanced security measures, rigorous vendor scrutiny, and 
transparent communication during breaches are non-negotiable aspects of modern 
corporate governance (Figure 1).

In the aftermath, the role of robust governance practices becomes undeni-
ably central in mitigating risks and preserving trust. The board’s involvement in 
regularly evaluating data security and vendor risk management practices is crucial. 
Senior management must also be accountable for enforcing security protocols and 
ensuring regulatory compliance. Cultivating a cybersecurity-aware culture within 
the organization can significantly reduce vulnerabilities, highlighting the collec-
tive responsibility in safeguarding sensitive data. Thus, the Wescom data breach 
is a sobering reminder of the critical need for stringent corporate governance, 
emphasizing proactive risk management, robust security protocols, and transpar-
ent customer relations to safeguard against the escalating threat landscape in the 
financial sector.

9.  Summary of key points

Evolution of corporate governance: The chapter underscores the paradigm shift in 
corporate governance, acknowledging cybersecurity as integral, necessitating proac-
tive board involvement.

Legal and regulatory landscape: GDPR and CCPA are explored as pivotal in shaping 
cybersecurity governance, emphasizing the need for compliance and data protection 
practices.

Integration into governance frameworks: The integration of cybersecurity into cor-
porate governance frameworks is highlighted, emphasizing alignment with enterprise 
risk management.

Dynamic cybersecurity landscape: The chapter delves into the dynamic nature of the 
cybersecurity landscape, addressing sophisticated threats like ransomware, phishing, 
and state-sponsored cyber activities.

Best practices and continuous evolution: Best practices include proactive risk assess-
ments, cultivating a culture of security awareness, and recognizing the necessity for 
continuous evolution in cybersecurity governance.

Future outlook and emerging technologies: The future outlook encompasses the 
transformative impact of AI, supply chain resilience, human-centric approaches, 
regulatory compliance, international collaboration, board-level decision-making, and 
the emergence of cybersecurity metrics.
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Chapter 4

The Impact of Stakeholder Salience 
in the Relationship between 
Stakeholder-Oriented Governance 
Practices and Project Success
Marcela Castro, Paula Misan Klajnberg  
and Andre Baptista Barcaui

Abstract

In today’s rapidly changing landscape, encompassing global shifts in work dynam-
ics, an aging workforce, and evolving resource utilization, it is crucial to align with 
the appropriate stakeholders to gain a competitive advantage. An increasing number 
of studies have identified the importance of stakeholder management in projects. 
As stakeholders can influence the organization, their good management may lead to 
marketplace success and the maximization of profit. The objective of this study is 
to look at the moderating effect of stakeholder salience on the relationship between 
stakeholder-oriented governance practices and each element of project success. After 
a thorough literature review, an online survey was conducted on a total of 181 respon-
dents, to examine if, in Brazilian organizations, stakeholder salience or its elements 
were causal agents to the relationship between stakeholder-oriented governance and 
each element of project success. One important finding is that neither salience nor 
any of its elements contributed in any way to this relationship. There may exist other 
stakeholder characteristics more adequate to moderate this relationship and help 
managers identify what practices should be enhanced to improve project success.

Keywords: project governance, stakeholder-oriented governance, project success, 
stakeholder salience, power, legitimacy, urgency, Brazilian context, success criteria, 
project management, quantitative research

1. Introduction

In an ever-changing and unpredictable business environment, organizations 
face the ongoing challenge of delivering successful projects. Project success is intri-
cately tied to the degree of commitment and collaboration among stakeholders [1]. 
Acknowledging the importance of engaging stakeholders in project management 
practices, organizations strive to enhance project performance through effective 
stakeholder management [2]. Stakeholders, defined as entities that influence and 
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are influenced by the organization’s actions [3], necessitate careful consideration to 
ensure their well-being and satisfaction [4].

Recent studies emphasize the strategic importance of prioritizing efforts and 
resources to engage the right stakeholders, thereby gaining a competitive advan-
tage [5]. Understanding which stakeholders should be prioritized is crucial for 
project teams, as it directly impacts project success [6]. This study addresses a 
significant gap in the existing literature, particularly in the context of Brazil, by 
investigating the influence of stakeholder salience and its variables (power, legiti-
macy, and urgency) on the relationship between stakeholder-oriented governance 
and project success.

The concept of stakeholder salience, encompassing power, legitimacy, and 
urgency, plays a pivotal role in shaping the effectiveness of stakeholder-oriented 
governance practices. Recent research by Wang et al. [7] supports the idea that stake-
holder salience positively influences project success by fostering better collaboration 
and communication. Additionally, the study conducted by Lee and Kim [8] under-
scores the importance of considering stakeholder power dynamics in governance 
practices, highlighting its impact on project outcomes.

By measuring the influence of stakeholder salience and its variables, this research 
aims to provide project managers, Project Management Offices, and business execu-
tives with a model that elucidates the impact of stakeholder-oriented governance 
practices on project success. The proposed model fills a critical gap in the literature, 
offering valuable insights into the Brazilian context. The study’s findings, derived 
from a web-based questionnaire (Appendix A), contribute to the broader understand-
ing of stakeholder management in project settings, with potential applicability in 
diverse cultural and organizational contexts.

In conclusion, this research extends the current knowledge base by exploring the 
specific dynamics of stakeholder salience and its variables in the Brazilian project 
management landscape. The model developed herein guides project teams in pri-
oritizing stakeholders based on their salience, thereby enhancing communication, 
relationship-building, and overall project success.

This paper is divided into 8 sections. Section 1 describes the theoretical back-
ground. In Section 2, it is possible to read the hypotheses that were made. Section 3 
describes the research methodology and results obtained in the research. Section 4 
discusses the study’s conclusion. Section 5 indicates limitations and suggestions for 
further research. Appendix E presents the measures used for Stakeholder Salience, 
Project Governance, and Project Success. Appendix F shows the questionnaire used in 
this survey.

2. Theory background and hypothesis creation

The hypothesis posited in this academic article suggests that stakeholder salience 
strengthens the association between stakeholder-oriented governance and vari-
ous facets of project success. While prior studies have explored the nexus between 
project governance and success, there remains a scarcity of quantitative investigations 
encompassing diverse industries and markets. Wang & Chen [9] delved into project 
governance and success within the IT sector, utilizing structural equation model-
ing (SEM) to unveil the moderating impact of explicit contracts, implicit contracts, 
reputation, and trust as governance mechanisms on the relationship between project 
hazards and success.
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Expanding beyond industry-specific analyses, Müller and Martinsuo [10] scruti-
nized the moderating role of relational norms between project buyers and suppliers in 
influencing project success. However, a noteworthy observation is the limited number 
of quantitative surveys available, with most confined to particular industries or 
markets. For instance, the study conducted by Joslin and Müller [11] in 2014 estab-
lished a positive relationship between project governance and project success through 
a cross-sectional, worldwide online research approach.

Nonetheless, the focus of these studies has not extensively explored stakeholder-
oriented governance, particularly as framed by the stewardship theory approach. 
Stakeholder-oriented governance emphasizes stakeholder management, advocating 
for project managers to incorporate these practices, thereby enhancing the likelihood 
of project success. To fill this gap, our investigation aims to build upon prior research 
by specifically examining stakeholder-oriented governance within the broader 
context of project success.

Recent academic discourse underscores the relevance of stakeholder salience 
in shaping governance outcomes. For example, Smith et al. [12] conducted a com-
prehensive analysis of stakeholder salience, emphasizing its pivotal role in shaping 
governance strategies and, consequently, project success. Their findings highlight the 
need for a nuanced understanding of stakeholder salience to effectively implement 
stakeholder-oriented governance practices.

Furthermore, the study by Jones and Brown [13] explores the contemporary 
landscape of stakeholder-oriented governance, emphasizing the dynamic nature of 
stakeholder relationships and the implications for project success. By incorporating 
these recent insights, our hypothesis posits that stakeholder salience acts as a reinforc-
ing factor, strengthening the correlation between stakeholder-oriented governance 
and the diverse dimensions of project success.

In summary, while existing literature has acknowledged the positive relationship 
between project governance and success, our hypothesis delves deeper into the realm 
of stakeholder-oriented governance, aligning with recent studies on stakeholder 
salience. This extension enhances the theoretical framework and offers a more com-
prehensive understanding of the interplay between governance practices, stakeholder 
salience, and project success.

Hence, we hypothesize that:
H1: Stakeholder salience reinforces the relationship between stakeholder-oriented 

governance and each element of project success.
The hypothesis posits that power plays a positive role in influencing the relation-

ship between stakeholder-oriented governance and each element of project success. 
To support this assertion, it is crucial to delve into the scholarly literature on stake-
holder salience and power, building upon the foundational work of Mitchell et al. [14] 
and subsequent research.

Mitchell et al. [14] introduced the concept of stakeholder salience, articulat-
ing it through three core dimensions: power, legitimacy, and urgency. While the 
triad is integral to stakeholder salience, the focus here centers on the dimension of 
power. Boaventura [15] further expounded on stakeholder power, defining it as the 
stakeholder’s capacity to acquire resources from a company in a preferential manner 
relative to other stakeholders. This definition underscores the crucial role of power in 
stakeholder relationships and sets the stage for our hypothesis.

Parent and Deephouse [16] conducted a comprehensive study on the identification 
and prioritization of stakeholders, employing the dimensions of power, legitimacy, 
and urgency. Their research established a positive relationship between the number of 
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attributes and perceived saliency, with power emerging as the most influential attri-
bute. The study emphasizes that understanding and considering the power dynamics 
among stakeholders is paramount in determining their salience.

Building upon this foundation, our hypothesis posits that power not only influ-
ences stakeholder salience but also acts as a positive factor in shaping the relationship 
between stakeholder-oriented governance and various elements of project success. 
Recent studies reinforce the significance of power dynamics in stakeholder relation-
ships and governance practices.

For instance, Johnson et al. [17] explored the evolving nature of stakeholder power 
in contemporary project environments. Their findings suggest that recognizing and 
effectively managing power dynamics contribute to successful project outcomes. This 
aligns with our hypothesis, emphasizing the positive influence of power in the context 
of stakeholder-oriented governance.

Furthermore, the work by Zhao and Wei [18] delves into the nuanced role of 
power in stakeholder engagement strategies. The study underscores the need for 
project managers to navigate power dynamics effectively, particularly in stakeholder-
oriented governance approaches, to enhance project success. This contemporary 
insight strengthens our hypothesis by highlighting the ongoing relevance of power 
considerations.

In summary, the hypothesis that power positively influences the relationship 
between stakeholder-oriented governance and each element of project success finds 
support in foundational literature on stakeholder salience, as well as in recent studies 
highlighting the dynamic nature of power dynamics in project environments.

H1.1: Power positively influences the relationship between stakeholder-oriented gover-
nance and each element of project success.

The second hypothesis posits that there exists an influence of the power variable 
on the relationship between stakeholder-oriented governance and project success. 
This proposition aligns with Mintzberg’s [19] classification of five bases of power, 
each representing a different source of influence: Control of resources; Control of a 
technical skill; Control of a body of knowledge; Power from legal prerogatives; and 
Access to those who can rely on the previous sources of power.

Mintzberg’s categorization provides a nuanced understanding of power dynamics 
within organizations. To support and extend this hypothesis, it is imperative to incor-
porate recent academic research that delves into the multifaceted nature of power and 
its impact on stakeholder-oriented governance and project success.

Liu et al. [20] conducted an empirical study on power dynamics in project man-
agement, highlighting the significance of resource control in influencing project 
outcomes. Their findings emphasize the crucial role of power, particularly in terms 
of resource allocation, in shaping project success. This aligns with our hypothesis, 
suggesting that stakeholders with control over resources may exert a more substantial 
influence on the relationship between stakeholder-oriented governance and project 
success.

Moreover, the work by Mitchell and Agle [21] delves into the intersection of 
legitimacy and power in stakeholder relationships. Their research underscores the 
intertwined nature of these variables, suggesting that stakeholders perceived as legiti-
mate are often associated with greater power. This insight supports our hypothesis by 
emphasizing the positive influence of legitimacy in shaping the relationship between 
stakeholder-oriented governance and project success.

Building on these contemporary perspectives, our hypothesis posits that stake-
holders with legitimacy, as a source of power, positively impact the relationship 
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between stakeholder-oriented governance and each element of project success. By 
acknowledging the dual nature of legitimacy as a form of power and a key component 
of stakeholder-oriented governance, our research seeks to contribute to a more com-
prehensive understanding of the intricate dynamics at play in project management.

In conclusion, recent literature supports the idea that power, as manifested 
through Mintzberg’s bases, is a critical factor influencing the relationship between 
stakeholder-oriented governance and project success. Incorporating insights from 
Liu et al. [20] and Mitchell [21] enhances the theoretical framework and positions the 
hypothesis within the evolving landscape of project management research.

H1.2: Legitimacy positively influences the relationship between stakeholder-oriented 
governance and each element of project success.

The third hypothesis delves into the impact of legitimacy on the relationship 
between stakeholder-oriented governance and project success, considering each of its 
five variables. Mitchell et al. [14] argue that only actors possessing legitimate stakes 
should be considered proper stakeholders. They define legitimacy as “a general-
ized perception or assumption that the actions of an entity are desirable, proper, or 
appropriate within some socially constructed systems of norms, values, beliefs, and 
definitions.” Furthermore, Miles [22] contends that only stakeholders in necessary 
relations with the organization are deemed legitimate and should be prioritized. Thus, 
the hypothesis posits that a stakeholder’s legitimacy is positively correlated with the 
relationship, asserting that the more legitimate stakeholders are in the project, the 
higher their influence on the relationship between stakeholder-oriented governance 
and project success.

To support and extend this hypothesis, recent scholarly literature offers insights 
into the dynamic relationship between legitimacy, stakeholder-oriented governance, 
and project success. For instance, Wang and Zhang [7] conducted a comprehensive 
analysis of the role of legitimacy in stakeholder relationships within the context of 
project management. Their findings highlight the nuanced ways in which legitimacy 
perceptions influence stakeholder engagement and project success. This aligns with 
our hypothesis, emphasizing the positive influence of stakeholder legitimacy in the 
context of stakeholder-oriented governance.

Moreover, the work by Brown and Dillard [23] explores the contemporary land-
scape of stakeholder legitimacy and its implications for organizational practices. 
Their research underscores the evolving nature of legitimacy and its impact on 
organizational decision-making. By incorporating these recent insights, our hypoth-
esis posits that legitimacy positively influences the relationship between stakeholder-
oriented governance and each element of project success.

In summary, the hypothesis builds upon Mitchell et al.’s conceptualization of 
legitimacy and extends it to the realm of stakeholder-oriented governance and project 
success. Recent studies by Wang and Zhang [7] and Brown and Dillard [23] provide 
contemporary perspectives on the significance of legitimacy, further strengthening 
the theoretical foundation of the hypothesis.

H1.3: Urgency positively influences the relationship between stakeholder-oriented 
governance and each element of project success.

Mitchell et al. [14] argues that urgency has many meanings, but in terms of 
stakeholder management it can be seen as a result of time sensitivity and criticality. 
Urgency is commonly known as the category that will change the most during a proj-
ect’s life cycle. The last hypothesis states that the higher the urgency of the stakehold-
ers, higher will be its influence on the relationship between stakeholder-oriented 
governance and project success.
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Figures 1 and 2 show the two theoretical research models. The first one used 
the general stakeholder salience construct as a moderator. The second model 
used each element of the general construct as moderators, power, legitimacy, and 
urgency.

Research model 1 demonstrates that the authors tested the moderating effect of 
Stakeholder Salience on the relationship between stakeholder-oriented governance 
and each of the five elements of project success. The relationship between these 
constructs was also tested without this moderating effect, the direct relationship.

Research model 2 demonstrates that the authors tested the moderation effect of 
the construct of each core assumption of stakeholder salience on the relationship 
between stakeholder-oriented governance and each of the five elements of project 
success. The moderators are Power, Legitimacy, and Urgency.

3. Research methodology

The data base has 181 observations and 50 variables, being 11 characterization 
variables and 39 items related with 9 constructs (Stakeholder-oriented governance, 
Project efficiency, Organizational benefits, Project impact, Future potential, 
Stakeholder satisfaction, Power, Urgency, and Legitimacy). In a total of 7059 
responses to the 39 questions about the constructs, no blank cells were found.

Figure 2. 
Research model 2.

Figure 1. 
Research model 1.
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The absolute and relative frequencies were used to describe the characterization 
variables, while the “central tendency and position and dispersion measures” were 
used to describe and compare the items of the constructs, in addition to the 95% boot-
strap confidence interval. See Table 1 for the subtitles of each item in the constructs 
used in the study (ANNEX).

In order to create indicators that represent the constructs, Factorial Analysis was 
used, and the dimensionality of the constructs was verified through the criterion of 
Parallel Lines, which returns the quantity of construct’s dimensions. The quality of the 

Second order 
construct First order construct Item Mean S.D. C.I. - 95%1

Project Governance Stakeholder-oriented governance of 
projects

SOG1 3,01 1,34 [2,81; 3,19]

SOG2 2,70 1,19 [2,52; 2,88]

SOG3 2,93 1,29 [2,75; 3,13]

SOG4 2,97 1,22 [2,80; 3,15]

SOG5 2,81 1,36 [2,62; 3,00]

Project Success Project efficiency

PE1 3,52 1,09 [3,35; 3,67]

PE2 4,03 0,89 [3,90; 4,16]

PE3 4,04 0,90 [3,91; 4,15]

PE4 3,19 1,15 [3,02; 3,35]

PE5 3,48 1,25 [3,31; 3,65]

Project Success

PE6 4,16 1,09 [4,01; 4,31]

PE7 3,44 0,94 [3,30; 3,57]

PE8 3,43 1,19 [3,25; 3,60]

Organizational benefits

OB1 3,99 0,84 [3,87; 4,12]

OB2 4,45 0,81 [4,34; 4,57]

OB3 4,13 0,90 [3,99; 4,25]

OB4 4,04 1,03 [3,90; 4,18]

OB5 4,08 0,96 [3,94; 4,21]

Project impact

PI1 4,04 0,94 [3,91; 4,17]

PI2 4,16 0,97 [4,02; 4,30]

PI3 4,12 0,92 [3,97; 4,25]

PI4 4,05 0,89 [3,92; 4,18]

Future potential

FP1 4,08 0,99 [3,94; 4,23]

FP2 3,52 1,03 [3,38; 3,67]

FP3 3,73 0,96 [3,57; 3,87]

FP4 3,99 0,97 [3,83; 4,13]

Stakeholder satisfaction

SS1 4,08 0,85 [3,97; 4,20]

SS2 3,96 0,97 [3,82; 4,08]

SS3 4,07 0,93 [3,92; 4,20]

SS4 4,05 0,96 [3,89; 4,18]
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indicators created from the Factorial Analysis was evaluated through the analysis of 
convergent validity and reliability of each construct. In the evaluation of the convergent 
validity, the criterion of the Average Extracted Variance—AVE was used. The AVE 
represents the average percentage of shared variance between the latent construct and 
its items. This criterion guarantees convergent validity for AVE values above 50 or 40% 
in the case of exploratory research. To measure reliability, Cronbach’s alpha (C.A.) and 
Compound Reliability (C.R.) were used. The indicators C.A. and C.R. should be greater 
than 0.70 for an indication of construct reliability, whereas in exploratory research 
values above 0.60 are also accepted. The Kaiser-Meyer-Olkin-KMO sample adequacy 
measure, which verifies the proportion of the data variance that can be considered com-
mon to all variables, was used to evaluate if the factorial analysis was adequate to the 
data. The values of this measure vary between 0 and 1 and the use of Factor Analysis 
is adequate to the data when the KMO is greater than or equal to 0.50, and the closer to 
1 the more appropriate the sample is to the application of the Factorial Analysis. Thus, 
the constructs were computed using the main component extraction method.

To obtain the direct effect of the relationship between stakeholder-oriented gov-
ernance and each one of the five elements of project success, linear regression models 
were adjusted for the total database. Furthermore, to verify the moderating effect 
of Stakeholder Salience and each of its elements (Power, Legitimacy, and Urgency) 
on the relationship between stakeholder-oriented governance and each of the five 
elements of project success, linear regression models were adjusted for the entire 
database software used in the analyses was R (version 3.5.0).

4. Data analysis and results

Table 1 presents the descriptive analysis of each of the items in the constructs.

4.1 Factorial analysis of the first order constructs

Table 2 presents the factorial analysis of the first order constructs. Thus, items 
with a factor load of less than 0.50 should be removed from the analyses because, 

Second order 
construct First order construct Item Mean S.D. C.I. - 95%1

Stakeholder Salience

Power

PO1 4,03 0,92 [3,90; 4,16]

PO2 4,11 0,91 [3,97; 4,23]

PO3 4,19 0,83 [4,07; 4,29]

Urgency

UR1 3,65 1,10 [3,48; 3,81]

UR2 3,72 1,18 [3,55; 3,87]

UR3 3,56 1,18 [3,39; 3,72]

Legitimacy

LE1 3,51 1,03 [3,35; 3,66]

LE2 2,77 1,23 [2,60; 2,93]

LE3 3,58 1,11 [3,43; 3,73]
1Bootstrap Confidence Interval.

Table 1. 
Descriptive analysis of the items of the constructs.
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by not contributing in a relevant way to the formation of the latent variable, they 
undermine the scope of the basic assumptions for validity and quality of the indica-
tors created to represent the concept of interest. However, all the remaining items 
had a factorial load of more than 0.50, except for items PE6 of the Project Efficiency 
construct (L = 0.47) and LE2 of the Legitimacy construct (L = 0.43), but for not inter-
fering in the validation of their constructs, they were maintained.

4.2 Validity, reliability, and dimensionality

Table 3 shows the validity and quality measures of the first order constructs.

Second order construct First order construct Item L1 Com.2 Weight

Project Governance Stakeholder-oriented 
governance of projects

SOG1 0,78 0,60 0,25

SOG2 0,69 0,48 0,23

SOG3 0,85 0,72 0,28

SOG4 0,72 0,52 0,23

SOG5 0,86 0,75 0,28

Project Success

Project efficiency

PE1 0,79 0,62 0,20

PE2 0,68 0,47 0,17

PE3 0,63 0,39 0,16

PE4 0,73 0,53 0,18

PE5 0,75 0,56 0,19

PE6 0,47 0,22 0,12

PE7 0,76 0,58 0,19

PE8 0,78 0,61 0,20

Organizational benefits

OB1 0,69 0,48 0,25

OB2 0,70 0,49 0,25

OB3 0,69 0,48 0,25

OB4 0,83 0,68 0,30

OB5 0,82 0,67 0,29

Project impact

PI1 0,81 0,66 0,27

PI2 0,89 0,80 0,29

PI3 0,91 0,82 0,30

PI4 0,88 0,77 0,29

Future potential

FP1 0,65 0,43 0,28

FP2 0,75 0,56 0,32

FP3 0,81 0,65 0,34

FP4 0,86 0,74 0,36

Stakeholder satisfaction

SS1 0,78 0,61 0,28

SS2 0,86 0,73 0,31

SS3 0,86 0,74 0,31

SS4 0,84 0,71 0,30
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• All constructs presented convergent validation (stroke >0.40).

• All constructs presented Cronbach’s Alpha (CA) or Composite Reliability (CR) 
above 0.60. That is, they all showed the required levels of reliability.

• In all constructs the Factorial Analysis adjustment was adequate, since all KMOs 
were greater than or equal to 0.50.

• All the constructs were unidimensional by the criterion of parallel lines.

Second order construct First order construct Item L1 Com.2 Weight

Stakeholder Salience

Power

PO1 0,77 0,59 0,40

PO2 0,86 0,74 0,45

PO3 0,77 0,59 0,40

Urgency

UR1 0,85 0,72 0,37

UR2 0,85 0,73 0,38

UR3 0,90 0,82 0,40

Legitimacy

LE1 0,89 0,80 0,51

LE2 0,43 0,18 0,24

LE3 0,89 0,79 0,50
1Loadings.
2Communalities.

Table 2. 
Measurement model.

Second order 
construct First order construct Items AVE1 C.A.2 C.R.3 KMO4 Dim.5

Project 
Governance

Stakeholder-oriented 
governance of projects 5 0,61 0,84 0,83 0,83 1

Project Success

Project efficiency 8 0,50 0,85 0,84 0,86 1

Organizational benefits 5 0,56 0,80 0,80 0,71 1

Project impact 4 0,76 0,89 0,88 0,83 1

Future potential 4 0,59 0,77 0,79 0,71 1

Stakeholder satisfaction 4 0,70 0,85 0,84 0,82 1

Stakeholder 
Salience

Power 3 0,64 0,71 0,76 0,64 1

Urgency 3 0,75 0,84 0,84 0,70 1

Legitimacy 3 0,59 0,60 0,74 0,53 1
1Average variance extracted.
2Cronbach alpha.
3Composite reliability.
4Sample adequacy.
5Dimensionality.

Table 3. 
Validation of the measurement model.
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4.3 Factorial analysis of the second order construct stakeholder salience

Table 4 presents the factorial analysis of the Stakeholder Salience construct. 
Thus, items with a factor load of less than 0.50 should be removed from the analysis 
because, by not contributing in a relevant way to the formation of the latent vari-
able, they undermine the scope of the basic assumptions for validity and quality of 
the indicators created to represent the concept of interest. However, all items had a 
 factorial load higher than 0.50.

4.4 Validity, reliability, and dimensionality

Table 5 shows the validity and quality measures of the Stakeholder Salience 
construct. Thus, we have that:

• All constructs presented convergent validation (stroke >0.40).

• All constructs presented Cronbach’s Alpha (CA) or Composite Reliability (CR) 
above 0.60. That is, they all showed the required levels of reliability.

• In all constructs the Factorial Analysis adjustment was adequate, since all KMOs 
were greater than or equal to 0.50.

• All the constructs were unidimensional by the criterion of parallel lines.

4.5 Moderating effect

Table 6 shows the direct and moderating effect. Thus, it is possible to  
conclude that:

Second Order Construct Items AVE1 C.A.2 C.R.3 KMO4 Dim.5

Stakeholder Salience 3 0,56 0,60 0,71 0,60 1
1Average Variance Extracted.
2Cronbach Alpha.
3Composite Reliability.
4Sample adequacy.
5Dimensionality.

Table 5. 
Validation of the measurement model of the stakeholder salience.

Second order construct Item L1 Com.2 Weight

Stakeholder salience

Power 0,61 0,38 0,37

Urgency 0,80 0,64 0,48

Legitimacy 0,80 0,65 0,48
1Loadings.
2Communalities.

Table 4. 
Measurement model of the stakeholder salience.



Corporate Governance – Evolving Practices and Emerging Challenges

58

M
od

el
s

Va
ri

ab
le

s
PE

O
B

PI
FP

SS

β
P-

va
lu

e
β

P-
va

lu
e

β
P-

va
lu

e
β

P-
va

lu
e

β
P-

va
lu

e

D
ire

ct
 ef

fe
ct

 o
f s

ta
ke

ho
ld

er
-o

rie
nt

ed
 g

ov
er

na
nc

e 
on

 p
ro

je
ct

 su
cc

es
s v

ar
ia

bl
es

SO
G

0,
13

0,
02

3
0,

08
0,

09
4

0,
04

0,
50

6
0,

12
0,

03
0

0,
08

0,
13

9

M
od

er
at

in
g 

ef
fe

ct
 o

f s
ta

ke
ho

ld
er

 sa
lie

nc
e

SO
G

0,
27

0,
33

6
0,

27
0,

28
7

0,
09

0,
77

6
0,

39
0,

16
6

0,
08

0,
76

7

SS
0,

41
0,

08
4

0,
42

0,
05

3
0,

33
0,

19
6

0,
52

0,
02

9
0,

34
0,

15
6

SO
G

*S
S

−
0,

04
0,

56
9

−
0,

05
0,

42
4

−
0,

02
0,

83
9

−
0,

07
0,

30
5

0,
00

0,
95

4

M
od

er
at

in
g 

ef
fe

ct
 o

f p
ow

er
SO

G
0,

35
0,

26
8

−
0,

02
0,

95
5

−
0,

02
0,

95
9

0,
15

0,
64

8
0,

17
0,

59
4

PO
0,

21
0,

38
1

−
0,

01
0,

95
0

−
0,

01
0,

98
2

0,
01

0,
96

8
0,

17
0,

48
3

SO
G

*P
O

−
0,

05
0,

47
4

0,
03

0,
71

7
0,

01
0,

86
2

−
0,

01
0,

93
6

−
0,

02
0,

79
1

M
od

er
at

in
g 

ef
fe

ct
 o

f u
rg

en
cy

SO
G

0,
01

0,
94

9
0,

15
0,

39
7

0,
08

0,
70

4
0,

32
0,

08
9

−
0,

04
0,

84
3

U
R

0,
06

0,
71

0
0,

25
0,

07
7

0,
24

0,
16

1
0,

41
0,

00
9

0,
14

0,
39

2

SO
G

*U
R

0,
03

0,
56

3
−

0,
02

0,
67

8
−

0,
01

0,
81

9
−

0,
06

0,
24

7
0,

03
0,

53
9

M
od

er
at

in
g 

ef
fe

ct
 o

f l
eg

iti
m

ac
y

SO
G

0,
27

0,
21

2
0,

19
0,

33
4

−
0,

07
0,

76
2

0,
12

0,
58

7
0,

01
0,

96
1

LE
0,

37
0,

03
5

0,
24

0,
14

7
0,

11
0,

57
1

0,
19

0,
30

2
0,

15
0,

41
2

SO
G

*L
E

−
0,

04
0,

40
8

−
0,

03
0,

51
2

0,
02

0,
70

2
−

0,
01

0,
92

3
0,

01
0,

82
3

Ta
bl

e 
6.

 
D

ir
ec

t a
nd

 m
od

er
at

in
g e

ffe
ct

 fo
r t

he
 to

ta
l d

at
ab

as
e.



59

The Impact of Stakeholder Salience in the Relationship between Stakeholder-Oriented…
DOI: http://dx.doi.org/10.5772/intechopen.1004895

There was significant influence (p-value = 0.023) of stakeholder-oriented gov-
ernance on project efficiency. With each unit that stakeholder-oriented governance 
increases, project efficiency also increases by 0.13 units.

There was significant influence (p-value = 0.030) of stakeholder-oriented gov-
ernance on future potential. With each unit that stakeholder-oriented governance 
increases, future potential also increases by 0.12 units.

There was no moderating effect of the Stakeholder salience construct or even any 
of its three elements (power, urgency, and legitimacy) on the relationship between 
stakeholder-oriented governance and each of the five project success items (project 
effectiveness, organizational benefits, project impact, future potential, and stake-
holder satisfaction).

5. Discussion and conclusion

When analyzing the moderating effect of stakeholder salience on the relation-
ship between stakeholder-oriented governance and project success, the authors first 
verified the existence and the strength of a direct relationship between stakeholder-
oriented governance and the five elements of project success. It was possible to 
conclude that, when Stakeholder Salience is not moderating the relationship between 
stakeholder-oriented governance and each element of project success, the indicators 
Project Efficiency and Future Potential are highlighted. These specific indicators 
were significantly affected, demonstrating that the relationship with them not only 
exists, but is stronger. Hence, it is possible to conclude that with each unit increase 
in stakeholder-oriented governance practices, project efficiency will also increase by 
0.13 units and future potential, 0.12 units.

Secondly, the authors used the general construct of stakeholder salience and 
each of its elements (power, legitimacy, and urgency) as moderators to the relation-
ship between stakeholder-oriented governance and each element of project success 
(Project Efficiency, Organizational Benefits, Project Impact, Future Potential, and 
Stakeholder Satisfaction), but there was no impact identified on this relationship. 
This result is different from what was hypothesized by this study’s authors. Limited 
resources make it impossible for managers to care equally about all stakeholders, so 
Trevino and Weaver [24] stated that those perceived as more salient should receive 
more attention. Still, the authors concluded that under the Brazilian context, different 
than what was hypothesized, stakeholder salience, or even any of its elements, did 
not influence the relationship between stakeholder-oriented governance and each 
element of project success. This suggests that if a project team desires to improve the 
performance of these specific success indicators through the implementation of more 
stakeholder-oriented governance practices, it is not the stakeholders’ salience that will 
serve as a catalyst to this relationship. Hence, it is not a stakeholder characteristic that 
the project team should be concerned with or put effort on controlling, for it will not 
affect these indicators.

There are certain limitations as the sample covered was comprised exclusively 
of Brazilian projects and stakeholders. Research on the cross-cultural impact of 
stakeholder salience is, therefore, encouraged. This demographic characteristic of the 
sample could carry cultural bias affecting the results. The same study should be con-
ducted in various countries and cultures before theoretical generalization can be made.

Considering the study’s focus on the Brazilian context, it is pertinent to consider 
the potential for enriched findings through comparative analysis with other cultural 



Corporate Governance – Evolving Practices and Emerging Challenges

60

or organizational contexts. Previous research indicates that cultural differences can 
significantly influence stakeholder salience and governance practices. For example, 
in more collectivist societies, stakeholder engagement and the perception of salience 
might be more deeply influenced by community and relational values compared to 
individualist cultures where autonomy and direct stakeholder benefits may predomi-
nate [25, 26]. Additionally, organizational practices in different sectors and cultural 
backgrounds may reveal varied prioritizations of stakeholder groups, suggesting that 
the framework of stakeholder-oriented governance could benefit from adaptations to 
reflect these diverse settings [27]. Therefore, a comparative approach could uncover 
nuanced understandings of stakeholder salience’s role in project success across dif-
ferent cultural landscapes, offering broader applicability and deeper insights into the 
dynamics of stakeholder-oriented governance.

The finding that stakeholder salience does not serve as a moderating variable in the 
relationship between governance practices and project success in the Brazilian context 
prompts further reflection. One possible explanation for this observation could be 
the unique characteristics of organizational culture and stakeholder dynamics within 
Brazilian companies. In Brazil, the strong emphasis on personal relationships and 
network-building could mean that the informal practices of stakeholder engagement 
play a more significant role than do formal governance structures in determining 
project success. This cultural specificity might dilute the expected moderating effect 
of stakeholder salience as defined in more formalized or institutional contexts.

Furthermore, preliminary considerations suggest that alternative moderating 
variables, such as organizational culture, project complexity, and the nature of 
stakeholder engagement, could provide valuable insights. For instance, the degree of 
project complexity might interact with governance practices in a way that affects proj-
ect success differently, depending on the stakeholders’ expectations and the project’s 
scope. Similarly, the nature of stakeholder engagement—ranging from consultation to 
active participation—might influence the project’s success outcomes in various indus-
tries. These factors hint at a complex web of influences where stakeholder-oriented 
governance practices are but one component.

To partially address these considerations, our study begins to explore the impact of 
organizational culture on governance effectiveness. Preliminary analysis suggests that 
in organizations with a culture that highly values stakeholder input and collaboration, 
governance practices are more closely aligned with project success, irrespective of 
stakeholder salience. However, this observation warrants further empirical investiga-
tion to understand the conditions under which different moderating variables come 
into play.

Furthermore, different stakeholders may have different perceptions of stake-
holder salience and its elements, so the perception of other stakeholders should also 
be considered for future research. Stakeholders’ theory perceives the relationship 
between management and stakeholder groups as one of the most vital functions of 
the organization [26]. In this regard, managers who work to balance the needs of 
various stakeholder groups are likely to achieve improved organizational performance 
[28–30]. As already stated, limited resources make it impossible for managers to 
care equally about all stakeholders, so Trevino and Weaver [24] stated that those 
perceived as more salient should receive more attention. Other authors stated that 
perhaps stakeholders should be given equal treatment since researchers have noted 
stakeholder theory suggests that management uses the homogeneity approach among 
stakeholders [26, 30, 31]. Another alternative is that salience, in Brazil, should be 
measured using other core assumptions, i.e. equity, since Schwartz and Carroll [32] 
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Chapter 5

Perspective Chapter: The Principles 
of Corporate Governance are 
an Advantage or a Necessity to 
Promote the Transparency of the 
Capital Market
Mohammad Hormozi

Abstract

Corporate governance is defined as a set of rules and principles governing the 
correct management of a company, in order to manage it, to control the conflict 
of interests or to eliminate it as much as possible, and to use the company’s assets 
to maximize the interests of investors. Corporate governance can be considered 
as a control process that exists between managers, shareholders and stakeholders 
to ensure the interests of all owners and stakeholders, a process that has control 
in the direction of accountability, more transparency in providing information 
and proper reporting. Corporate governance is one of the common concepts in 
today’s business world, which has been raised since the 1990s in the industrialized 
countries of the world. In Iran, since 2003, measures have been taken by the stock 
exchange organization to establish corporate governance. It is obvious that in order 
to attract investors to the country’s capital market, which leads to economic growth, 
the implementation of the principles of corporate governance should become a 
mandatory process, so that the risk of investors is reduced, and for this reason, their 
confidence to invest in the capital market and finally to improve transparency in the 
market. Let’s be capital.

Keywords: corporate governance, accountability, conflict of interest, capital market, 
economic growth and development

1. Introduction

The capital market as one of the financial organs of the country’s economy has a 
special place and can take effective steps to improve the economic growth and develop-
ment of the country. Something that exists all over the world, and productive economic 
sectors benefit from it, and they fund capital through this market, and they take their 
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development plans and they continue to live, and sometimes they go from small work-
shops and medium-sized companies to large, multidisciplinary companies, and they 
export their products to all countries of the world. So, the more you can strengthen the 
capital market in the country, the more you can hope for the growth and development of 
different sectors, and most importantly, important economic infrastructure and infra-
structure. The role of corporate governance principles and their proper implementation 
by the members of the board of directors of companies as representatives of investors 
and the supervisory role of the Securities and Exchange Commission as a reference 
and legislative body will be more prominent in this sector because one of the important 
factors in attracting the maximum amount of large and small capital and small savings is 
that many people in the community who can become a very large national capital in total 
create trust for them to have the maximum benefits by reducing the risk of investing they 
are going to continue to invest and we are going to see capital outflows. We are not going 
to be on the stock market. The capital that we have seen in previous years was imported 
into the coin or dollar sector, causing chaos and chaos in the country’s economy, and not 
helping the country’s economy grow and develop.

2.  Corporate governance is an important factor for capital market 
transparency

In this article, we are looking for an answer to the question of whether to increase 
the transparency of information and the satisfaction of shareholders and other 
stakeholders to invest in the country’s capital market should the implementation of 
corporate governance principles in joint stock companies be considered an advan-
tage or should an executive and committed necessity be considered for company 
managers?

2.1 The importance of the subject

Iran has a lot of investment opportunities, investments that are often made by the 
private sector and domestic companies, and sectors that are waiting for foreign inves-
tors and suppliers to enter; if domestic companies are well supported or can attract 
capital through the capital market, they can complete half-finished projects and 
advance their new plans for the economic growth and development of the country, 
such as many foreign companies. So, the importance of this is that the unity of society 
with all its capital and savings should contribute to this growth and development, and 
one of these ways is the capital market, which by properly implementing and enforc-
ing the principles of corporate governance we can gain the trust of large and small 
investors, and by accumulating these assets, we can expect more progress in different 
sectors of the economy.

2.2 Research method

The main objective of this research is to examine the necessity of implementing 
the principles of corporate governance as a commitment in companies to increase the 
confidence of investors in different sectors of society in the capital market; therefore, 
it is placed in the category of Applied Research and its method is analytical and 
inferential, and also in the compilation of this article, library resources and the study 
of domestic and foreign books and articles and authoritative sites have been used.
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2.3 Theoretical concepts and research background

2.3.1 Corporate governance

Corporate governance, as defined by the organization for economic cooperation 
and development (OECD), is the procedures and processes by which the organization 
is guided and controlled. The corporate governance structure distributes the rights 
and responsibilities of the various activists of the organization such as the board of 
directors, directors, shareholders, and other stakeholders, to determine the events 
and procedures for decision-making [1].

2.3.2 Responsiveness

When the principles of corporate governance are properly implemented in joint-
stock companies, whenever any of the shareholders, investors and beneficiaries need 
information about the company, they will receive the right answer at the right time. 
Accountability will be accompanied by transparency in such a way as to express the 
real economic situation of the company as it is. This means that the company informs 
the shareholders of the information in the information conferences, including the 
contracts and the implementation of important and influential projects, or creates 
groups in social networks so that this information reaches the awareness of all the 
shareholders, or through the shareholder portal. Every company. In general, compa-
nies have created special communication ways to respond to their shareholders [2].

2.3.3 Conflict of interest

This means that the person in charge is between personal and nonpersonal inter-
ests (others such as shareholders and other stakeholders). As mentioned, corporate 
governance implements structures and processes in the company through which all 
the responsibilities and duties of the board of directors, CEOs, and shareholders can 
be properly divided, interpreted, and explained so that we see a systematic regulatory 
system, including the audit committee, the salary and benefits committee (compensa-
tion of services), and the appointment committee so that all matters are controlled by 
the members of these specialized committees to ensure the performance of managers 
with shareholders, and in this case, the length of the division of control tasks will 
become more responsive and transparent, and the conflict of interest will create 
healthy and stable relationships in companies [3].

2.3.4 Capital market

The capital market is one of the most important economic elements in the country, 
which is referred to as the thermometer of the economy. The financial market for 
buying and selling securities or bonds with maturities of more than one year and 
assets without maturities is called the capital market. In the most common division, 
the capital market is divided into two primary and secondary markets in terms of 
the supply stage of securities, and in another division in terms of the conditions of 
companies, they are classified into two stock markets and over-the-counter. There is 
another subset of the stock market and the stock market, each of which has specific 
terms and conditions; and companies will be accepted in these markets according 
to the conditions they have at the time of admission to the stock market or the stock 
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market. The capital market is like a bridge that transfers small and large commu-
nity savings to companies in need of capital, thus directing this useless capital to 
produce and create more value so that we can finally see the economic growth and 
development of the country, and on the other hand, investors not only gain from this 
shareholding but also feel satisfied with the contribution to the growth and maturity 
of their country. Another function of the capital market is to fund the government’s 
finances. When governments face a shortage of resources, they borrow from the 
people through the supply of bonds in a way that they can implement current affairs 
or construction projects and similar things at the macro and national levels.

2.3.5 Economic growth and development

Economic growth is the increase in a country’s production in a particular year 
compared to its value in the base year, and in the macro dimension, the increase 
in gross national product (GNP) or GDP in the year under review is considered 
economic growth compared to its value in a base year. The reason why the base year 
prices are used to calculate economic growth is that the calculated increase in GDP is 
due to the increase in production and the impact of the increase in prices (inflation) 
is eliminated. If national production increases in a country, it can be said that there is 
economic growth in that country. Economic development is economic growth com-
bined with fundamental changes in the economy and increasing production capacities 
so that it can find new markets to sell its products or compete with other countries.

As we know, corporate boards are among the most important mechanisms of cor-
porate governance and play a prominent role, managers who, with different roles in 
the specialized committees of joint stock companies, formulate and manage the com-
pany’s policies and guide the organization with proper supervision and methodology.

Fama and Genesis [4] believe that the board plays a pivotal role in corporate 
governance as it is considered one of the main pillars of corporate governance in 
today’s world and is often referred to as the executive lever of corporate governance 
principles and responsible for policy-making and control in companies.

Klein’s [5] studies also show that larger boards have more effective management 
oversight, and that the effectiveness of boards is related to the composition of boards 
(in terms of duty and non-duty) in addition to its size.

Chen and Jaggi [6] have made their arguments about the importance of nonboard 
members. First, they say that nonexecutive directors make the company’s board 
announcements available to others regarding strategic decisions. Second, non-employee 
managers are more motivated to control and monitor the decisions, programs, and 
activities of the company’s executives. They see the board of directors, with a major-
ity of nonexecutive directors, as more responsible and responsible than shareholders 
‘demands for transparency and disclosure and tend to improve the breadth and quality 
of disclosure of the company’s information, which will result in a reduction in the lack of 
information intervention between internal and external individuals.

Sarhangi and Jalali Farahani [7] conclude in a study titled the impact of owner-
ship structure on the profit sustainability of companies admitted to the Tehran Stock 
Exchange that ownership structure has a significant impact on profit sustainability, as 
well as a significant relationship between institutional ownership, larger shareholder 
ownership and profit sustainability.

In his study titled “examination of the relationship between institutional owner-
ship and profit information content”, gholamreza Karmi [8] tested the relationship 
between institutional ownership and profit information content and concluded that 
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institutional ownership does not promote the company’s profit information content 
and may reduce it.

Jamshidi Navid and Izadi [9] in a research titled the study of the impact of apply-
ing the principles of corporate governance on the behavior of investors in the Tehran 
Stock Exchange, stated that companies as the economic pillar of the society in creat-
ing wealth and employment and attracting capital are known. Observance of share-
holders’ rights, transparency of information, and fulfillment of social responsibilities 
by companies are among the most important factors that have been paid more atten-
tion than in the past. The corporate governance law is a set of relationships between 
shareholders, managers, auditors of the company, which includes the establishment of 
a control system in order to respect the rights of shareholders, except for the correct 
implementation of the resolutions of the assembly, as well as to prevent abuses. It 
is possible. This law, which is based on the accountability and social responsibility 
system, includes a set of duties and responsibilities that must be carried out by the 
company’s elements to ensure accountability and transparency.

2.3.6 Findings

Currently, the member states of the organization for economic cooperation and 
development consider the principles of corporate governance as a measure of the 
performance of their companies. Principles and policies that should be codified 
beyond the economic, political, cultural, and social situations of countries and 
implemented with the supervision of reference institutions and organizations. For 
example, in Iran, the Securities and Exchange Commission and the reference organi-
zation are responsible for this; in order to strengthen the confidence of investors in 
the country’s capital market by establishing specific regulations and statutes in the 
field of corporate governance, we must prevent the entry of incompetent managers 
at the levels of the board of directors of companies to witness the correct and cor-
rect implementation of the principles of corporate governance in the management 
of companies, which seems more important and necessary in the capital market 
of the country, so that we can see more transparency, no misleading shareholders, 
and no secret misuse of information by managers. What will attract more investor 
satisfaction and lead to the boom and growth of the country’s capital market? We 
will describe the objectives of these principles and the characteristics of an effective 
corporate governance system.

2.3.7 Principles of corporate governance

1. Provide a legal basis for the formation of the corporate governance framework 
(through the drafting and adoption of appropriate laws and monitoring its 
proper implementation)

2. Preserving the rights of shareholders and the main functions of ownership 
(through the establishment of a proper legal system.)

3. Fair treatment of shareholders (respect for the rights of minority shareholders 
and the authorization of minority supervision of the company’s activities.)

4. Respect for the rights of all stakeholders (through transparent and timely report-
ing of information)
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5. Disclosure and transparency (through appropriate regulatory laws and increased 
enforcement guarantees of laws and regulations.)

6. Definition of responsibilities of shareholders, boards, CEOs, and development of 
supervision and controls, including internal control devices, internal audit, and 
independent audit (Figure 1) [10].

These defined principles for a good corporate governance should be considered 
by investors and by analyzing these principles, they should correctly identify the 
stocks of the top companies in the capital market, because companies that are bound 
and committed to the implementation of these principles are an order of magnitude 
less investment risk than companies that do not. They either do not implement the 
principles correctly or ignore them at all, and they mostly pursue their personal 
interests in companies to pursue the interests of shareholders and other investors. 
In companies where these principles are implemented correctly, in the first step, the 
partial shareholders have a special position and the major shareholders alone will not 
be the main decision makers of the company. When appropriate laws are established 
for the formation of good governance, company managers at different levels always 
know that all the actions and decisions they take will be monitored by other supervi-
sory managers through a series of laws, and in this way, they avoid inappropriate and 
contrary actions to these laws. The interests of investors and shareholders were not 
jeopardized. In the following, each of these six principles is explained, the importance 
of corporate governance is stated, and the structure of this system is outlined.

The first of these principles is the formation of the corporate governance frame-
work. (1) The corporate governance framework should increase the transparency 
and efficiency of the capital market, be in accordance with laws and regulations, and 
clearly divide responsibilities among regulatory units, legislation, and authorized 

Figure 1. 
Principles of corporate governance-Organization for Economic Cooperation and Development (OECD).
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persons. (2) The corporate governance framework should protect the rights of share-
holders and facilitate its application by shareholders. (3) The corporate governance 
framework should ensure fair treatment of shareholders including minority and 
outsourced shareholders. All shareholders should be given the opportunity to receive 
their damages from those who have lost their rights. (4) The corporate governance 
framework shall respect the rights of the beneficiaries established by law or bilateral 
agreements. (5) The corporate governance framework shall ensure that important 
matters regarding the financial status, performance, ownership, and governance of 
the company are properly and continuously disclosed.

The second principle of corporate governance is the protection of shareholder 
rights, and for this, there are criteria that, if observed, increase the trust of sharehold-
ers in investing in the company. Here, it is better to have a definition of shareholder 
rights, and rights arising from ownership of shares are numerous and are mentioned 
in various articles of the commercial law. In general, these rights are divided into two 
categories: financial and nonfinancial rights, financial rights arising from the owner-
ship of shares: the right to share in profit, the right to advance in the new shares of 
the company (in order to preserve the rights and position of the shareholder in the 
company), and the right to share in the company’s assets. Nonfinancial rights: includ-
ing voting rights and the right to notice.

1. Voting rights: The shareholder participates in the company’s affairs such as the 
election of the members of the board of directors and the company’s inspectors, 
capital changes, profit sharing, statute changes, company dissolution, and other 
matters, using his voting rights in public assemblies. Right of transfer of shares: 
the shareholder can transfer his shares to another person at any time by referring 
to the broker by it.

2. Right of notice: The right of shareholders to know the status of the company is 
a means of proper exercise of the right to vote. Each shareholder can go to the 
accounts 15 days before the general meeting at the company center and receive a 
transcript of the financial statements from the balance sheet.

It is clear that when the principles of corporate governance are properly imple-
mented in a company, these rights are respected, shareholders feel more satisfied, 
their trust and opinion are attracted, and they manage their capital and do not leave 
the company. For example, one of these is the payment of interest approved by the 
corporate assemblies, which according to Article 240 of the commercial law of joint 
stock companies, are obliged to pay the annual interest approved to shareholders 
within eight months after the decision of the ordinary general assembly companies 
that delay in paying interest is considered to be legally violators but are not punished 
and in fact paying interest is a legal duty which if not respected is punishable by a fine 
that is not paid. However, in most countries of the world, the profits approved by the 
assemblies are immediately paid to shareholders and if companies do not comply with 
their legal duties’ shareholders can sue companies and claim their rights and rights 
a mechanism that we have not yet implemented in our country. In some developed 
countries of the world, the profits approved by the assembly are paid to shareholders 
within five days, and this means the correct and correct implementation of the prin-
ciples of corporate governance; something that we in our country, unfortunately, do 
not take seriously and professionally and do not consider as a major policy and policy 
for the capital market of the country. The issue that most shareholders they complain 
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about it, and they see delays in paying their profits as a waste of their rights, and they 
see it as one of the regulatory weaknesses of the reference organizations.

The third principle of corporate governance is the fair treatment of sharehold-
ers, or in other words, the respect for the rights of minority shareholders and the 
authorization of minority supervision of the company’s activities, one of which is the 
increase in the capital of companies, which is still approved in corporate assemblies, 
a bill that is certainly very decisive for major shareholders to achieve and will imple-
ment their opinions. This is the point where shareholder rights are not considered part 
of when companies only increase capital to get out of their financial problems, not 
increase shareholder wealth, so that if shareholders are very unhappy with this trend 
because they believe that their capital has been lost in most of these capital increases 
because after the capital increases and the number of shares increases, the sales 
pressure is created, and eventually with the increase in supply over demand, the stock 
price will fall and shareholders will suffer losses, which means the loss of shareholder 
rights and the loss of shareholders ‘rights their distrust of the country’s capital 
market, an issue that has been discussed in numerous scientific, and the university of 
the country has been recognized and pathologized.

The fourth principle of corporate governance refers to the observance of the rights 
of all stakeholders through transparent and timely reporting of information, for 
example, companies where major shareholders have extensive control over all matters 
of the company, and apply their opinions also have important and key information that 
only circulates in a particular circle, and shareholders are often unaware of them, so 
they can become less aware of the company’s operations, the level of transparency of 
information will be very low and therefore the possibility of misuse of the company’s 
financial resources will increase. Information in the general sense includes knowledge 
or a group of knowledge that forces a person to change his or her position and make a 
decision or revise a decision when necessary. Information is today the most valuable 
and key possession in the capital market so that the gains and losses incurred from the 
investment depend on whether or not this information is true or false in the market, 
something that we are witnessing in the stock market at the moment, rumors that 
sometimes occur in relation to different companies in the market are that a car com-
pany has signed a contract with a European partner or a European partner. Even selling 
shares to them to sell an island to a company to do their project or even news of a thou-
sand percent capital increase from the place of accumulated profit and revaluation of 
assets of a company that is not transparent and is not properly informed or even denied 
by the managers of companies and creates a scam, and as a result, these shareholders 
are part of the company that suffers great losses [11].

The presence of sufficient information in the market and the rapid and timely 
reflection of information on the price of securities means market efficiency, and 
the economic goals expected from the capital market are mainly achieved in market 
operating conditions. In the market, the information that is distributed in the market 
quickly affects the price, and in such a market, the price of securities approaches its 
intrinsic value. in other words, the important feature of the market is that the price set 
in the market is a good indicator of the actual value of the securities. In such a market, 
the price of securities, such as the price of ordinary shares, reflects all the information 
available in the market, and thus the level of public trust that meets the requirements 
and the institutional background of quantitative development in the dimensions of 
value increase, volume, and number of transactions, and it is strengthened. The most 
important factors in theory are useful information and accuracy, timeliness, cit-
ability, and inferability. Given the breadth of the scope of the information discussion, 
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we realize that capitalized companies are only part of the elements that affect this 
relationship [12].

The fifth principle of corporate governance is disclosure and transparency through 
appropriate regulatory laws and increased enforcement guarantees of laws and regula-
tions so that the appropriate information of the companies is accurately and timely in 
relation to all related issues, including the overall performance of the company, financial 
situation, and ownership structure, and in other words, is better accountable to the 
request of the shareholders. The internal nature of the company’s disclosure tends to 
increase the transparency of the company’s financial and operational performance by 
providing useful information so that internal and external users, the majority of whom 
are shareholders, benefit from it in their business and economic decisions. Financial 
reporting standards significantly emphasize the needs of external users. Financial state-
ment information helps shareholders assess the company’s past performance, ability, 
weaknesses, liquidity, debt repayment ability, and management effectiveness. Financial 
statements also help shareholders evaluate cash flows that affect the intrinsic value of 
shares. In order for financial information to be clear and transparent, it should not be 
misleadingly presented. Readers of financial statements should be able to understand 
financial statements without additional effort. To achieve this, annual financial state-
ments must include full disclosure and a greater amount of transparency [13].

The sixth principle of corporate governance is to define the responsibilities of 
shareholders, boards, and CEOs and develop supervision and controls, including 
internal control devices, internal audits, and independent audits. Strategic plans and 
guidelines for effective supervision of directors by the board of directors, and how 
the board of directors responds to the company and shareholders are identified. The 
secret of a company’s success lies in its desirable guidance, so it can be claimed that 
the secret of the immortality of famous and well-known companies is their effective-
ness in the effective and efficient board of directors. The board of directors of the 
company is considered its heart, so it must always be healthy, cheerful, and well-fed. 
Board meetings should be held regularly and as planned, and in the board, it should 
not be allowed for a particular person to master the board meetings and the decision-
making process and impose their opinions on others. There is a balance of power 
between the board members so that no one is able to “unconditionally” control the 
decision-making process within the company. In addition, the division of responsi-
bilities at the highest level of the company must be clearly defined to ensure the bal-
ance of power and the limits of the powers of the board members. The Hampel report 
(1998) reviewed the duties and roles of nonexecutive directors but did not propose 
an increase in their desired number on the board. On the other hand, the desired 
composition of the proposed members of the board of Directors (nonexecutive) in 
the comprehensive law (1998) has not changed from the number recommended in 
the Cadbury law. In both laws, it is emphasized that the number of nonexecutive 
directors (nonexecutive) should not be less than one-third of the number of board 
members.

2.3.8 The importance of corporate governance

1. The process of privatization and market-based investment is one of the most 
important economic issues of the day. Privatization has increased the amount 
of corporate governance in the sectors that have been previously held by the 
government and companies are forced to resort to the market to provide capital, 
so they have tried to be admitted to the stock exchange.
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2. Due to technological advances, trade liberalization and other structural reforms, 
especially in the field of deregulation of the pricing sector and removal of own-
ership restrictions, the way capital is allocated among national and supranation-
al companies has undergone its own complexities.

3. The movement of capital from personal ownership to corporate ownership has 
increased, and the role of financial intermediaries has increased in other words; 
the role of institutional investors has become more prominent in many countries.

4. Reform programs in the field of financial issues have reshaped this part of the 
domestic and foreign economies of countries.

5. Increased financial cohesion at the international level and investment and trans-
action turnover have led to issues in the field of international issues.

2.3.9 Corporate governance goal

The ultimate goal of corporate governance is to achieve fairness, transparency, 
accountability, and respect for the rights of stakeholders in the economic enterprise. The 
financial performance of companies is directly related to the exercise of their corporate 
governance rights, and better managers make corporate governance more effective, pay 
attention to their stakeholders and ultimately generate more financial returns. Among 
the expectations of managers are the ability to generate growth, timely repayment of 
commitments, creating value for shareholders, Working group, risk management and 
control, communicating with the environment, and advancing goals [14].

2.3.10 Corporate governance structure

Intraorganizational corporate governance (German–Japanese) is a system in which 
the listed companies of a country are under the ownership and control of a small number 
of major shareholders. These shareholders may be the founder or a small group of share-
holders such as creditor banks, other companies, or the government. Intraorganizational 
governance mechanisms (surroundings) include board of directors, executive directors, 
nonexecutive directors, internal control and organizational ethics.

Outsourced corporate governance (Anglo-American) refers to financing and 
corporate governance systems in which large companies are controlled by managers 
and are owned by outsourced shareholders or private shareholders. This situa-
tion leads to the separation of ownership from control. External (environmental) 
governance mechanisms include legal supervision, legal regime (establishment of 
appropriate legal system), capital market efficiency, supervision of major sharehold-
ers (motivation of shareholders to activities such as purchasing), role of institutional 
shareholders (encouragement and expansion of institutional investors), supervision 
of minority shareholders, and mandatory independent auditing [15].

2.3.11 Components of the internal corporate governance structure

1. Simple balance sheet model indicates the basis of the representation relationship. 
It includes the internal mechanisms of corporate governance. As a representative 
of the owners, the management decides on the selection of the appropriate assets 
(projects) for investment and how to finance the resources needed. The board 
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of directors is also responsible for advising management and monitoring how it 
operates, as well as installing, removing, and determining the remuneration of 
high-level managers [16]. On the other side is the structure of the company’s ex-
ternal capital, which comes from the company’s financing needs. This separation 
has led to the demand for the use of corporate governance structures.

2. The framework model of the board of directors: The internal corporate gov-
ernance structure is divided into five groups: (1) The board (their position, 
structure, and motives), (2) The motives of the executive directors, (3) The 
provisions of the statute and statutes (such as the means of dealing with the 
ownership bills), (4) The capital structure, and (5) The internal control systems 
of the company.

The factors of the external governance structure of the company can also be 
divided into four Groups: (1) Type One markets, including capital markets, corporate 
control market, labor market, and product market, (2) Type two markets, which 
emphasize the preparation of capital market information (such as capital market 
analysts, debt and corporate governance structure), (3) Type three markets, which 
focus on accounting, financial, and legal services provided by individuals and consul-
tants outside the company, they emphasize, and include auditing, liability insurance 
for company managers and consulting with investment and investment banks, and 
(4) Laws and regulations [17].

2.3.12 Accountability

Accountability is a set of social relationships that a person feels committed to 
explaining and justifying their behavior and relationships with others. Here, we can 
divide accountability into two parts. First: To make clear and explicit the information 
that applies to the general shareholders. Second: Officials and managers who consume 
resources should be accountable to shareholders about how to manage these resources 
and express their reports clearly. The most important accountability tool is the 
company’s financial reporting management, which discloses the information required 
by stakeholders. The leaked information must-have features to meet the needs of 
users. The most important feature of this leaked information is transparency so that it 
can be relied on. In companies where these principles are implemented correctly, we 
see that shareholders have expressed a high percentage of their satisfaction with the 
way managers operate, and this will increase the growth and growth of the country’s 
capital market.

3. Conclusion

Shareholders and investors in the stock exchanges are important components of 
the country’s capital market those who promote the market by entering their small 
and large capital, and accumulating; this capital can raise the financial problems of 
many small and large companies and not only help the growth and development of 
the country but also keep the investor satisfied by increasing wealth and profitability; 
but all of this value chain in the group is a good and desirable governance a decent and 
knowledgeable management that is guided by a high policy, which is the same as the 
principles of corporate governance and by implementing the right principle to gain 
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shareholder trust in such a way that the risk of investors is as high as possible. As long 
as they see that they have good investment opportunities in our country and that the 
accepted international standards and corporate governance principles are properly 
implemented, they are encouraged to do this investment, and the result is nothing 
but the development of the capital market and the development of the economy. 
The importance and place of implementing corporate governance principles in large 
and developed countries are well understood, and it is important to remind us that 
corporate governance principles are more of a commitment to shareholders and 
investors than an executive advantage, and we also need to develop a commitment to 
shareholders and investors. We have no way to implement the legal and disciplinary 
framework for the correct implementation of these principles.

Achievements of corporate governance in Iran
In the country of Iran, about two decades ago, very important and effective 

measures were taken in line with the implementation of corporate governance and 
correct management of companies, exactly when the Ministry of Economy and 
Finance, the Central Bank and the Stock Exchange and Securities Organization of 
Iran decided with collective wisdom. Anti-money laundering laws and regulations, 
as well as the principles of corporate governance, follow the implementation of these 
regulations seriously, and based on this, useful guidelines for companies, especially 
companies listed on the stock exchange, were prepared and set up and communicated 
to all companies. Currently, we see that good progress has been made, companies take 
utmost care in appointing board members and try to choose suitable and competent 
people who have knowledge and skills related to the field of work of that company 
and maximize efficiency and profitability for the company. The company earns to 
be the criterion of action. This is a very important thing achieved through corporate 
governance. Among the other things that can be mentioned is that in Iran, after two 
decades, the reporting of companies has changed, and the transparency of informa-
tion about listed companies has become very desirable so that companies are obliged 
to provide quarterly, six-monthly audited interim financial information, and nine-
monthly and yearly audits and also to disclose all the information related to conduct-
ing transactions and entering into important contracts. To do this, a website has been 
designed under the name of www.codal.ir, which allows all investors and beneficiaries 
of the Iranian capital market to check the financial status of companies, do the 
necessary research, and refer to this website. The important point is that the Iranian 
Stock Exchange Organization has considered certain punishments and crimes for 
companies that do not fulfill their duties within the legal deadlines and do not disclose 
their information in a timely and complete manner, and the managers of the compa-
nies in order to deal with this problem from the side of the stock exchange organiza-
tion do not be confronted, and they mainly send their companies’ information to 
be published in the Codal system by the specified deadline. Disciplining companies 
and disclosing financial information is one of the most important achievements of 
corporate governance in Iran. Today, we all know that if large and active companies 
in a country do their work with information and financial transparency without any 
organized corruption; this will spread to other economic sectors of the country such 
as banks, customs, offices, and organizations, and this is nothing but growth. It will 
not bring economic development to the country precisely when all the economic 
components of a country work together to help each other and facilitate each other’s 
work like interconnected gears. When domestic and foreign investors are faced with 
the transparency of financial statements and financial discipline of companies and 
can find a suitable and safe place for their capital, it is obvious that they have the 
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incentive to invest and buy shares of companies, the potential that currently exists in 
Iranian companies. Undoubtedly, the entry of new investment and the injection of 
money into companies will lead to their growth and development, which is usually 
recorded in numerous practical articles with econometric models and its results, and 
we are all aware of the positive results of the entry of capital from foreign investors. 
It will affect the economy of countries and will cause their growth and development. 
Certainly, one of the other important achievements of correct and principled corpo-
rate governance is the persuasion and encouragement of foreign investors so that they 
can plan on the profitability of other companies in addition to their business plans 
and investment models that currently manage their assets. In Iran, many plans have 
been made to further encourage foreign investors, if we want to mention only one of 
them, it is the issue of tax exemption for foreign investors, as well as the permits that 
they need to obtain a stock exchange code and open a bank account in Iran will be 
issued as soon as possible.

If we want to mention another achievement of corporate governance in Iran, 
we can mention the structuring of companies and the regulatory role of corporate 
governance for all people working in the company and a clear hierarchy, just where 
in corporate governance, the need to create specialized committees of the board of 
directors is mentioned. This makes the levels of an organization clear, the deputy 
and senior managers know their duties correctly and refer all the affairs and works to 
their subordinates accordingly, and in this way, we are faced with an organization and 
company with disciplined and orderly administrative procedures in such a way that 
every employee, the expert, manager, senior manager, managing director, and board 
of directors know the description of the duties of doing their work correctly, and this 
prevents wasting time, and thus improves the productivity of the organization. This is 
another achievement of corporate governance.

Another achievement of corporate governance is risk management in compa-
nies. Whether companies are active in the public sector or in the private sector, it 
is very important that companies use their resources where the best results can be 
achieved. At first glance, what is imagined for capital market analysts is that the 
amount of financial resources wastage is high in government companies, and in these 
types of companies, due to the connection with the government and the deposit of 
government funds to them, and the funds that these companies have through the 
communication between government organizations have and sometimes the lack of 
careful monitoring on the selection of plans and projects leads to financial resources 
being wasted, and in private companies, risk management is carried out in a way by 
the type of shareholders who are also mainly owners so that they can get the most 
productivity and profit with the least amount of risk. Iran, such as other countries, is 
an important issue regarding state-owned companies. In these two decades, corporate 
governance has been able to systematize the structure of state-owned companies to 
a great extent with its guidelines, and the result has been very tangible in Iran, as is 
evident in auditors’ reports and financial statements of companies and economic 
statistics published by reliable institutions in Iran. Corporate governance has stated 
very important issues to the members of the board of directors of companies in the 
direction of risk management, one of the most important of which is to respect the 
rights of shareholders, and the members of the board of directors of companies are 
representatives of companies who must perform their duties properly and protect the 
interests of their shareholders and take care and wherever they feel that the interests 
of the shareholders are in danger, they should not accept the risk, and they should be 
extremely careful in carrying out affairs and choosing plans and projects. All these 
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things that were mentioned above are among the most important achievements of 
the correct implementation of the principles of corporate governance in Iran, each of 
which has been the source of positive effects in the direction of the growth of compa-
nies and the development of corporate knowledge.

4. Proposal

As supreme councils are formed to monitor the proper implementation of a series 
of laws and regulations or to amend and approve a set of statutes and guidelines in 
different parts of the country, for example, the supreme council for combating money 
laundering or the higher council for education operating in its specialized areas, it is 
proposed that the supreme council for corporate governance be formed at the level 
of the Ministry of Economic Affairs and Finance or the Securities and Exchange 
Commission to approve regulations and binding statutes for companies admitted to 
the stock exchange and the faraborus witnessed the formation of a new stage in the 
path of growth and let us be the progress of the country’s capital market. The council 
may, by law, perform the following duties: It has:

1. Collect and obtain relevant and up-to-date information and news, principles of 
corporate governance and social responsibility, and analyze and classify them 
technically and professionally.

2. Summarize and standardize new issues raised in the field of corporate gover-
nance in the world to apply them within the country.

3. Preparation and proposal of the necessary regulations on the correct and correct 
implementation to the supreme council of the country’s stock exchange or the 
board of directors of the stock exchange and securities organization

4. Integrate the relevant organizations and coordinate with each other in pursuing 
the full implementation of the decisions of this council.
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Chapter 6

Perspective Chapter: Governing 
Corporations in Appearance 
but Not in Fact – A Possible 
Unintended Consequence of the 
Corporate Governance Movement
Khalid Al-Adeem

Abstract

Corporate failures trigger corporate regulations. The corporation is a fiction that is 
theorized as a nexus of contracts. Mechanisms for monitoring corporations, namely 
the external audit function and corporate governance, have been promoted and 
propagated. Whether corporations are governable is a question. An argument made in 
the accounting literature is that the audit function has been successful because of the 
ability of external auditors to appear independent when they might not be. The board 
of directors of such corporations may appear governing executive managers while 
they are in fact not or cannot. With the ideology of “profit over people,” multinational 
companies run the world with CEOs who are the most powerful individuals in the 
corporate model. Without corporate financers’ active involvement, corporations are 
unleashed. Corporate financers need to be aware of their power and be able to hold 
executive management accountable to make their corporations good citizens of the 
globe. Corporate monitoring mechanisms do not make up for their absence in the 
corporate model, which makes the view that corporations are founded to maximize 
the value of absentees naïve. A long history of corporate failures has proven its fallacy.

Keywords: corporate model, corporate accounting, monitoring, external auditing, 
corporate governance

1.  Introduction

Corporate failures trigger corporate regulations. The scandal of the Kreuger 
Corporation in the 1930s that the US capital market experienced during the Great 
Recession, though contributed to the US financial reporting [1], has not stopped 
corporate failures and scandals. By providing information about the corporation 
before the public offering, the Securities Act issued in 1933 safeguarded the US capital 
market from applying Ivar Kreuger’s strategy. The Security Act of 1934 mandates the 
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continuation of disclosing corporate financial data annually; establishing an agency to 
oversight corporate reporting and watchdog corporations in the US.

The Sarbanes–Oxley Act (SOX) in 2002 was issued as a quick governmental 
response to the scandals of Arthur Andersen’s clients, namely Enron and WorldCom. 
Governments worldwide, for example, Saudi Arabia, issued a bulletin to govern 
corporations in 2006 after the Saudi capital markets experienced a downfall in 2006. 
The bulletin is updated in 2009, 2015, 2017, 2018, and 2023. Patching the bulletin shall 
continue because governing corporations is not constructed on a sound theory of the 
firm nor does corporate governance stand as a sound theory. In fact, neither has the 
corporate model been fully comprehended nor has the corporate accounting function 
been completely understood. The concern is that the best that can be achieved is a 
corporation that appears governed while in fact is not. This outcome is not new to the 
corporate model. To maintain the corporate model, the external auditor appears inde-
pendent [2] because being independent in fact is no longer professionally required 
nor can he be independent.

Following the issuance of corporate regulations that took place at the begin-
ning of the current millennium, a wave of corporate governance has spread almost 
worldwide. Recently corporate governance has been propagated as a mechanism 
that is capable of monitoring corporations. Corporate governance become in some 
of the world as a profession to a wide range of individuals. Corporate governance 
models have been proposed to assist in monitoring executive management of 
corporations.

This chapter is for the public to shed light on the complex nature of corporations 
and the impossibility of governing them. Multinational corporations that rule the 
world [3] are not subject to initiatives of being governed. The conjecture is that cor-
porate governance can be in place in appearance but in fact. Such a proposition calls 
to hypothesize that a certain type of individual fits to become the board of directors. 
Probably individuals who are serious about governing corporations may not be able to 
fill seats on the board of directors of some corporations. The corporate model has not 
been fully understood nor adequately theorized [4].

The remainder of the chapter is organized as follows. The following section 
highlights our understanding of the corporation. Section 3 brings to attention the 
challenge that the corporate model represents. Section 4 is about the lasting issue 
that resulted from the separation between management and ownership. Section 5 
addresses the possibility that with the absence of corporate financers corporate gover-
nance can be achieved only in appearance. Section 6 concludes that corporations are 
on unleash unless their financers become aware and actively involved. If they cannot, 
then the corporate model is needed for an appropriate, probably realistic, theoriza-
tion and the role of corporate accounting should be expanded.

2.  What is corporation?

The firm, as the literature reveals - see, for example, the law literature - is a fiction, 
[5] that does not have a physical existence. Its existence is juridical or legal [6]. The 
argument in the law profession (e.g. [7–15]), in economics [16, 17] about what the 
corporation has not yet been settled to date. Such divergent views were extended to 
the accounting literature as well [4, 14, 18, 19].

Viewing the corporation as a “nexus of contracts” prevails and seems to dominate 
other views in the economic and law literature. The promoters of the contemporary 
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stream of accounting research seem to adopt such a concept as well [20–28]1. The 
variety of arrays of relationships that encompass the corporation form an enterprise 
where each party has a stake in it. Greenwood [74], however, argued that stakeholder 
participation in running a corporation possibly would overlap with the moral behav-
ior of stakeholders; nevertheless, it may “run counter to moral” conduct.

The enterprise theory views the firm as a reporting accounting entity to a variety 
of stakeholders [75–77]. The enterprise theory in accounting institutes corporate 
reporting that serves all stakeholders’ interests [78].

The “nexus of contracts” view necessitates monitoring the corporate reporting 
function that promotes the external audit function. Recently, major corporate scan-
dals have called for activating corporate governance mechanisms suggested decades 
ago. Corporate governance goes back to 1932 [79]2. These two mechanisms are chal-
lenges associated with the c corporate model.

3.  The corporation: a model for conducting business representing a 
challenge

Since its emergence, the corporation has represented an accounting challenge. 
Early accounting pioneers recognized the challenge. Littleton [80].

“Moderns have produced these business corporation with its far-flung ownership 
and its limited liability to place upon accounting burdens of which the ancients did 
not dream. For example, objections to dividends out of capital are of recent origin, 
and because of these objections much added importance is now attached to properly 
determined periodic profits. These are sources for much of modern theory.

Business is now regarded as a continuous process rather than a group of disjointed 
transactions. This is expressed by our development of the terms "earnings" and 
"income" in contrast with "profits".”

Measuring corporate performance is probably one of the most puzzling tasks that 
accounting confronted to date. Previts and Merino [81] articulate, “[a]ccountants 
responded creatively and effectively to…[the separation of ownership and control] 
challenge…accounting theorists had developed a historic cost allocation model that 
effectively silenced questions about the relevance of accounting profit and reaffirmed 
the primarily of ownership rights.” However, the inherently random techniques 
associated with cost allocation are a drawback that impairs the wished-for results 
of allocation techniques and brings troublesome disputes [82–84]3. Former SEC 
Chief Accountant Walter Schuetze said: “Allocation is used for managing earnings to 
smooth the hills and valleys of change.”

Defining income and profit is one of longest debating unsettled concepts in 
accounting [80, 86–108].

1 Probably positive accounting research that Watts and Zimmerman promoted is the most criticized meth-
odology in the accounting literature [29–72]. This does not disqualify Professor Watts from being admired 
for promoting what he believes [73].
2 NA: The date of publication is unknown. The manuscript is in the Arabic language.
3 Wiring in 1978, Zimmerman [85] claimed that the cost allocation concept existed in the accounting profes-
sion and literature for over 75 years.
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In addition, the divergent interests of the parties who make up the corporation dif-
fer and occasionally conflict. Innovations have been proposed to align controverting 
interests. For example, generous corporate executives’ compensation plans have not 
been an effective means for encouraging corporate executives to serve the interests of 
corporate financers, mainly shareholders.

External auditing as a corporate monitoring mechanism has not been an effec-
tive device in the corporate model [2, 63, 90, 93, 109–136]. Due to the challenges in 
acquiring contact with real-life information, inquiry virtually into auditor-client 
relationships is conjectural or ancillary ([137], as cited in ([138], p. 13) and Dye 
1991, as cited in ([138], p. 13). Theoretically, the corporate model permits col-
laboration between any two parties that might not be in the best interest of other 
parties [123]. Professional corporate managers may behave improperly against the 
interests of investors and shareholders [139]. Auditors are incentivized to col-
laborate with executive managers to form a partnership that might not be in the 
best interest of shareholders [140]. Interviewed executive managers and auditors 
reported that the auditor might be powerless to defend third parties from manage-
ment fraud [141].

The corporate scandals, to be exact Enron and WorldCom, that occurred at the 
beginning of the current millennium called for governmental actions to restore 
confidence in the corporate model. Arthur Anderson, who once symbolized the 
culture of values in the auditing market, audited the two failed corporations. The 
failure of external audits fuelled the aggressiveness of the US government. A republi-
can government signed SOX in 2002. Similarly, governments worldwide, for example, 
Saudi Arabia, issued a bulletin in 2006 governing corporations in their lands after 
capital markets experienced a downfall in Ref. [142] and keep updating it [143–147] to 
articulate and state corporate responsibilities toward the public.

Conventionally unlike the democratic type of government, republicans are 
promoters of market solutions that are constructed on not interfering with market 
mechanisms. The market shock, however, was beyond any plan for containing. The 
market shock required a response with a magnificent scale. Corporate governance, 
which is so long inactive component of the corporate model, was reactivated with a 
full scale.

The roles of the board of directors and audit committees have been empha-
sized. Members of such boards and committees ought to actively participate in 
the governing activities of their corporations. However, the existence of corporate 
governance does not guarantee governing executive management in a way that 
assures alignment with their interest and parties financing the corporation. The 
ability of the audit committee is doubted [148]. KPMG (2004 as cited in ([149], 
p. 242)) reported, “Even though Sarbanes-Oxley significantly increased the role of 
the audit committee, client management remains most influential with regard to 
issues such as auditor retention and compensation.” Empirical exploration shows 
that the board of directors is not an effective mechanism for governing executives in 
Saudi Arabia [150].

Whether corporations are governable is a question. The issue for society and 
stakeholders is when a corporation can appear as a governed entity while in fact, it 
is not. This issue is not new to accounting. The concept of auditor in appearance has 
been divided into two sub-concepts: independent in appearance and independent in 
fact [109], an indicator of the impossibility of maintaining independence in truth. 
Independence is a state of mind. “[O]nly the auditor himself or herself knows for sure 
whether…[independence in fact] has been compromised” [151].
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4.  The separation between management and ownership: the lasting issue 
in corporate economy

The separation between management and ownership [152] brought into existence 
a challenge facing accounting of how to report to external parties about corporate 
internal affairs that affect the financial position of the reporting entity [2, 4, 32–34, 
81, 87, 140, 153–155].

Given the fact that the corporation is the result of cooperative contracted parties 
each of which is serving his/her interest, the conflicting interests among such parties 
permit theorizing the corporations as an agency issue. Jensen and Meckling [156] 
observed “…agency costs arise in any situation involving cooperative effort… by two 
or more….” Fogarty et al. [157] deemed Jensen and Meckling [156] a “rediscovery.” 
The agency issue is not new to accounting. Agency as a model for theorizing the cor-
poration was rediscover but not invented to assist in mitigating risk that the corporate 
model for conducting business brings to stakeholders of the incorporated enterprise. 
[158, 159]. Agency relationship in Italy was an important concept because it forced 
accountability; the concept was later important to the development of corporations 
[159]. With risky equity particularly with respect to the action of agents, such risks 
were offset by the deep personal loyalties of covenants deriving from kinship bonds” 
([158], p. 52).

Agency theory is a dogma [160] that has dominated accounting research world-
wide (e.g. [29, 33, 54, 71, 161–173]) to the extent it has dictated the accounting pub-
lishing market in the US to become an immutable theoretical foundation in top-tier 
accounting outlets [30, 174, 175].

The agency model that is used for theorizing corporations is incomplete. The 
principal in the agency relationship is actually absent [2, 154, 155, 176]. Stockholders 
tend to invest in corporations through intermediaries [177]. When individual inves-
tors incorporate shares, they tend to hold them for short periods that can last seconds 
[178]. Individual investors do not appear as investors who make decisions regarding 
their investments [177, 179, 180]. Institutional investors are the main corporate 
investors.

Modeling the corporation as an agency requires encompassing the agency between 
shareholders and mutual funds that manage the investment of shareholders [181]. 
The agency model is then two-tier: the first tier is between executive management 
and mutual funds managers while the second is between mutual fund managers and 
shareholders [181].

In comparison to other parties in the corporate model, the chief executive officer 
(CEO) is the most powerful individual. Defiant investors are weak in comparison to 
the executive management of their corporation [180, 182]. Empowering shareholders 
is yet another myth [183] which is the myth of shareholder maximization value myth 
[184–197]4. Mutual funds directors who are supposed to be the agents of shareholders 
in the contractual relationship between executive management and shareholders do 
not participate in governing corporations [180].

The audit function, as a conventional mechanism for safeguarding the share-
holders’ interest, as well as corporate governance, the current mechanism of newly 
enacted regulations reactivated, might not be as effective as hoped [109, 140, 187]. 

4 For more on the discourse in this book, an issue of Accounting, economics, and law: A convivium was dedi-
cated to a review of the book in addition to other reviews, for example, Schrempf-Stirling [198].
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Executive management prefers a close relationship with their auditors [2, 109, 199]. 
Empirical confirmation reveals the client’s first choice for a relational tactic with 
their auditors ([200], p. 4). External auditors cannot always resist the demands of the 
executive management whose financial statements they are auditing [109]. Executive 
management has numerous prospects to conspire in hiding transactions from the 
auditor ([201], p. 121). Executive management employs financial accounting stan-
dards in ways best serve their interest [23]. Bost [118] contended “…auditing firms too 
often lost their independence and become overly accommodating to their clients in 
deferring to questionable accounting stratagems.” In some circumstances, external 
auditors find it optimal to cooperate with the executive management [140]. Chung & 
Kallapur [202] conjectured that auditors’ motivations to compromise their indepen-
dence are associated with client status.

Strengthening auditor independence has not been successful in a corporate setting 
[109, 140, 201]. The Securities and Exchange Commission (SEC) keeps providing 
details for circumstances where auditor independence might be breached (e.g. [201]) 
an indicator of the impossibility of performing corporate auditing with total impar-
tiality [114–116, 129, 140]. Because of lacking independence, auditors are perceived as 
synonymous with ‘CEO,’ and ‘CEO’ does not stand for anything good ([203], p. 30), 
is identified with the client “in the public eye” ([204], p. 34), and create “long-term 
cooperative partnerships with their clients”5 (Max Bazerman). The same can arguably 
happen to the corporate governance mechanism in a corporate setting [111].

A board of directors might not be powerful in comparison to executives as it is 
propagated [199, 205]. Board of directors do tasks that in nature are extensions of the 
tasks assigned to executive management [180]. The SOX narrowed directors’ focus on 
financial reporting risk at the expense of strategy and introduced some variation in 
the extent and nature of the role performed by the audit committee to decide account-
ing differences of opinions and to give thought to varying construal of law [206]. If 
corporate executives’ compensations signify their value, then a marginal role is left 
for the board of directors [199].

A board of directors as a monitoring corporate mechanism is not newly added to 
the corporate model. Their role has been recently reemphasized after major corporate 
failures at the beginning of the current millennium. Without a board of directors’ 
actual involvement in monitoring corporate executives, the risks and consequences of 
corporate executives’ decisions are overnighted.

5.  Corporate governance in appearance: A possibility

5.1  The prescribed remedy is not curing

Since the corporation is viewed as an agency, the risk of making decisions that 
may affect the wealth of owning parties who do not participate in managing their 
enterprises can be arguably controlled through monitoring mechanisms [207]. 
The Sarbanes–Oxley Act (SOX) was the major piece of legislation since the Great 
Depression [208]. Brown Jr. [208] described it as dilapidated bills, with very diverse 
philosophies, that were cobblestoned, amplified, and passed in an outbreak of action. 
Drawn it up in haste [209] does not make the SOX a perfect remedy.

5 Max Bazerman, Creating Auditor Independence. Availed online: http://pcaobus.org/Rules/Rulemaking/
Docket037/ps_Bazerman.pdf Last visited June 28, 2015.
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The SOX was a prompt governmental response to restore confidence in the capital 
market. Reviews of studies on the impact of the SOX suggest that investors’ confi-
dence was assured [210, 211]. Anandarajan et al. [201] however asserted the claim 
that while “investors may have been lulled into feeling comfortable about audit firm 
performance given the clear legal penalties that the audit firms face…This…is an area 
for future research that has not been thoroughly examined.” While others might still 
deem the movement toward effective corporate governance revolution and attribute it 
to the SOX [212–214], it is best described as a wave.

SOX’s effect in comparison to the cost of its implementation is questionable [215]. 
Some perceive its costs exceed its benefits [216] while others argue that it is not 
sufficient for the enhancement of corporate governance [217]. It has not necessarily 
discouraged actual fraudulent behavior [218].

It is a phenomenon that corporate scandals create a demand for regulating cor-
porations. The Securities Act of 1933 and 1934 followed the great depression. SOX 
followed the failure of two major Arthur Anderson’s audit clients, namely Enron and 
WorldCom. A quick governmental response does not cure the capital market from its 
norms nor does it yield the hoped outcomes.

5.2  The complexity of governing corporations

Listing six myths surrounding corporate governance; Brickley & Zimmerman 
[219] concluded that understanding the nature of corporate governance is not a 
one-person task. The issue that Berle and Means [152] raised must be understood for 
any monitoring mechanism to be workable. While an independent board of directors 
is a convention, evidence suggests that an independent board of directors is correlated 
with worse corporate performance [220].

With the ideology of “profit over people” [221], multinational companies run the 
world [3], affecting strategically their affairs for example the consumption of citizens 
of a variety of countries [222]. Similarly, societies change because of participating in 
capital markets. The US has become an equity culture [223] and has grown into an 
“ownership society” [184] that has instigated a public change in the US. In seeking 
liberty and equality as an alternative to relying on their government, such public has 
become investors instead of savers [224].

Accounting and auditing are myths and rhetoric [132, 225–228]. Accounting real-
ity is constructed [229, 230] but not a reflection of the economic reality underlying 
the enterprise [231]. Accounting truth has been always a challenge [225, 232–235]. 
Recently a discourse has emerged as a result of FASB’s approach of constructing real-
ity [236–242] which is added to the debate on accounting truth and reality [225, 229, 
232–235, 243–253]. Professor Sterling’s [256] warnings [257] and others’ warnings of 
the coming crisis in accounting [258] have been ignored. While playing their number 
game [259], accountants are unaccountable [260] and auditors are unaudited [261, 
262]. In response to a Fortune writer regarding the story that the Wall Street Journal 
ran in 1994 in a front-page story detailing the many ways that Jack Welch and his team 
smoothed earnings at General Electric (GE), a GE staff member indicated that the 
people at GE received calls from other corporations (AIG, Champion International, 
and Cigna) and commented that “Well, this is what companies do. Why is this a front-
page story?” [263]. The current accounting system permits such activities [264].

Moreover, the analysis of several proposed models that Jensen & Meckling [265] 
analyzed reveals the superiority of the Resourceful, Evaluative, and Maximizing 
Model (REMM). The REMM suggests that if a person finds an opportunity to 
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benefit, he intends to exploit it and benefit from it, and the same applies to him if 
he is placed under pressure. Arguably, an individual may respond to it, especially if 
the return from responding to these pressures is greater than adhering to the posi-
tion dictated by his work requirements. If there are incentives that compensate for 
the cost or consequences of responding to these more beneficial pressures, then it 
is economically optimal to comply with these pressures. Management executives, 
accountants, external auditors, and the board of directors apply to them what applies 
to humans [266]. Auditors economically represent their self-interest [267]. Financial 
statements fraud as a form of corruption is a systematic activity [268] that cannot be 
in place with the organization to deviations from norms [266] and without personnel 
carrying out such activities [269].

Two years after enacting SOX, Mitchell [214] concluded:

“One could dare hope for the eventual development of a new investment culture in 
which stockholders buy and hold for the long-term, investigating their companies and 
reading financial information and other disclosures before investing. One can hope. 
Whether the regulations are vigorously enforced, or whether the SEC is lax, whether 
institutional investors continue to exert short-term pressure on management, and 
whether the market's recent need for instant gratification continues, remain to be seen.”

Twenty years later, one would argue the corporate economy has experienced its 
norm where fraud behavior deceived individual investors.

Mimicking theory suggests that an enterprise can mimic another to signal to the 
market that the former is as good as the latter. A corporation may theoretically employ 
a corporate governance mechanism to signal that its executive management is gov-
erned. The board of directors of such corporations may appear governing executive 
managers while they are in fact not or cannot. The audit function has been successful 
arguably because of the ability of external auditors to appear independent while in 
fact they might not be independent [2].

Government regulations alone are not sufficient to establish financial markets that 
nurture auditor independence ([270], p. 269) as well as effective and true corporate 
governance. Humans are complex creations. Without a code of values, they tend to 
rationalize what best serves their interest. Unless the code of values has control over 
humans’ actions in the corporation, any proposed remedy does not guarantee a cure. 
If this is too much to ask, then the corporate model needs to be revisited.

6.  Conclusion

The old slogan, ‘fake it until you make it’ fits the continuing efforts in minoring 
the risk brought as a result of founding enterprises that are led and managed by those 
who did finance them. Corporations can only appear as they are wished to appear, but 
unlikely to be in fact as wished.

‘Guard it before you lose it’ is better to become an action plan and put in place 
for corporate financers. Involvements of all stakeholders might not yield effective 
and efficient corporate governance [74]. Oppositions to shareholder power are 
myths [187].

Awareness of corporate financers is what is needed. Without their active involve-
ment, corporations are unleashed. When they become aware and realize that they 
may not be able to hold executive management accountable to make their corporation 
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a good citizen of the globe, they can react and make decisions. Inordinate share-
holder power is correlated with superior corporate performance in all deliberate 
 matters [187].

Once becoming aware, the public’s reaction to corporations is magnificent. The 
best example of exercising the public power would be the blockage that the public 
undertakes to join Palestine’s suffering and pain caused by the invading people who 
are supported by powerful international countries affected international corpora-
tions. Starbucks bled because of its stand on oppression and injustice to innocent 
people in Palestine. The government of South Africa has brought a case against the 
oppression of people in Plantain in the International Court. None of these have 
happened in the past decades. Palestine had been in the past the case of Arabs and 
Muslims. Things changed, as the public became aware of reality with a clear vision 
and without illusion.

Furthermore, the emerging need for the utility of ethics in accounting due to an 
unsettled environment in which accounting operates and the changes in science call 
for normative accounting theorization where ethics underline it philosophically, 
epistemologically, and methodologically [271]. Operationalizing “the accounting 
function…to serve information needs within a particular cultural environment 
and… reflect related social, economic, political, and legal influences” ([272], p. 137) 
potentially assists corporate accounting in serving the public. Accounting has been 
responding to societies’ economic needs [4, 32–34, 75, 111, 112, 140, 153, 154, 273–
288]; Montgomery as cited in Nelson [289]) and shall continue once the corporate 
model is theorized soundly and realistically. The view that corporations are founded 
to maximize the value of absentees is naïve. A long history of corporate failure has 
proven its fallacy.

Future research can explore the types of individuals, who are suitable to serve as 
members of a corporate governor in appearance. Illiterate individuals whose knowl-
edge in accounting, finance, and business is weak and individuals who are willing to 
cooperate with the executives probably fit such types of people.
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