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Pharmaceutical science focuses on the design, synthesis, formulation, targeting,
distribution, safety, and efficacy of active compounds as potential therapeutics.
It is a large interdisciplinary discipline that aims to integrate the basic principles
of physical and organic chemistry, biochemistry, biology, and engineering to
discover, develop, and characterize active compounds and to optimize the for-
mulation and delivery of drugs in the body for offering new and improved safe
and efficacious therapies against human diseases. The research areas covered by
the pharmaceutical sciences range from medicinal chemistry and pharmaceu-
tical technology to pharmacology and toxicology, which represent the prelimi-
nary phases of drug development. Medicinal chemistry involves the design and
synthesis of pharmaceuticals as well as the isolation of active agents from natural
sources. Computer-aided strategies are increasingly involved in this drug dis-
covery process. Pharmaceutics is a multidisciplinary science that examines the
relationships between drug formulation, delivery, distribution, and clinical out-
comes. Modern clinical approaches are increasingly relying on controlled release
strategies and drug delivery and targeting systems, including nanotechnological
platforms (nanomedicine). Pharmacology is the science of drug action in biolog-
ical systems. Pharmacologists also make drugs as tools to explore aspects of cell
and tissue functions. Toxicology is the study of the adverse effects of active agents
on living organisms and the ecosystem, including the prevention and ameliora-
tion of such adverse effects. This book series includes volumes on Drug Discovery,
Delivery, and Pharmacology. Their overall aim is to present the latest research in
the whole path of drug discovery and development from different points of view
of this multidisciplinary and dynamic field.
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Preface

Medication safety, often known as pharmacovigilance (from the words pharmakon
and vigilare), is a science that deals with the “collection, detection, assessment, moni-
toring, and prevention” of adverse medication effects. Even after a medication or
treatment has been available for a while, it is always crucial to keep an eye out for side
effects because new ones could appear. It is important to remember that an unpleasant
reaction is distinguished from an adverse event by the suspicion of a direct associa-
tion between a medical product and an incident. Additionally, pharmacovigilance has
three stages: pre-clinical, clinical trial, and post-marketing. Every stage has an impact
on guaranteeing the security of medications. Alternatively, the pharmacovigilance
process could include the following steps: stage 1: Detection. Gathering Individual
Case Safety Reports (ICSRs), Phase 2: Evaluation, Phase 3: Comprehending the
pharmacological safety profile, and Phase 4: Avoiding negative consequences.

This book aims to provide pharmaceutical companies with good pharmacovigilance
practices (GVPs) and guidelines to prevent adverse drug reactions (ADRs) from
licensed pharmaceutical medications harming people. Periodic Safety Update Reports
(PSURs), which may give regulatory authorities an update on a drug’s or medicinal
product’s global safety experience at specific time points after authorization, are one
way to achieve these guidelines.

Farid A. Badria, Ph.D, D.Sc.
FAB-Lab,

Faculty of Pharmacy,
Pharmacognosy Department,
Mansoura University,
Mansoura, Egypt
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Chapter1
Optimizing Pharmacovigilance in
an Era of Accelerating Innovation

Farid A. Badria and Abdullah A. Elgazar

Abstract

Pharmacovigilance involves detecting, assessing, understanding, and preventing
adverse drug effects. The field aims to systematically monitor medicines and promote
their safe, effective use. However, pharmacovigilance faces challenges such as frag-
mented systems and passive reporting. As the discipline advances, priorities now include
centralizing data analysis, applying technologies like AI for safety signals, leveraging
real-world data, implementing proactive risk planning, and increasing patient engage-
ment. Recent advancements have emphasized the role of machine learning in identifying
adverse drug reactions (ADRs), predicting drug-drug interactions, and enhancing
personalized care. Big Data and cloud computing also play critical roles in facilitating the
efficient analysis of massive healthcare datasets, contributing to earlier safety signal
detection. Moreover, the emerging application of blockchain technology promises to
revolutionize drug traceability, data security, and real-time reporting, thus improving
drug safety monitoring. The COVID-19 pandemic revealed the need for robust systems
that can enable rapid responses to emerging safety issues around epidemic treatments
and vaccines. The next era of pharmacovigilance seeks to transform monitoring to
improve patient outcomes worldwide. However, thoughtful implementation, focused
on ethics, validity, and equity, is critical. The aim of this chapter is to provide perspec-
tives on optimizing pharmacovigilance practices in an evolving landscape, integrating
cutting-edge technologies to better safeguard patients.

Keywords: adverse drug effects, real-world data, artificial intelligence, big data,
blockchain technology, proactive surveillance, patient engagement

1. Introduction

Pharmacovigilance is the process of monitoring, evaluating, and mitigating the
potential risks associated with medicines and vaccines. Its critical role in ensuring
patient safety cannot be overstated, as the history of drug development is marked by
numerous instances where inadequate safety monitoring led to devastating conse-
quences [1, 2]. One of the most infamous examples is the thalidomide tragedy, where
the use of the drug thalidomide during pregnancy caused severe birth defects in
thousands of children born in the late 195 0s and early 196 0s. This catastrophic event
underscored the dire need for robust pharmacovigilance systems to detect adverse
drug reactions before they cause widespread harm [3, 4].
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The importance of pharmacovigilance extends beyond the initial approval
process, as post-marketing surveillance is crucial for identifying rare or long-term
side effects that may not have been apparent during clinical trials. The withdrawal
of major blockbuster drugs from the market due to safety concerns further
emphasizes the significance of continuous monitoring. For instance, the anti-
inflammatory drug Vioxx (rofecoxib) was withdrawn in 2004 after being linked
to an increased risk of heart attacks and strokes, while the diabetes medication
Avandia (rosiglitazone) was severely restricted in 2010 due to its association with
cardiovascular events [5, 6].

The thalidomide tragedy and the withdrawal of blockbuster drugs like Vioxx and
Avandia serve as sobering reminders of the grave consequences that can arise when
drug safety is compromised. These events have galvanized the pharmaceutical indus-
try, regulatory agencies, and healthcare professionals to prioritize pharmacovigilance
as a critical safeguard against potential harm to patients. The implementation of
rigorous monitoring systems, prompt risk communication, and regulatory oversight
have become paramount in the pursuit of delivering safe and effective medical
treatments.

Furthermore, the COVID-19 pandemic has brought the importance of phar-
macovigilance into sharp focus, as the rapid development and global distribution
of vaccines and therapies necessitated robust safety monitoring mechanisms. The
unprecedented scale of vaccination campaigns and the urgency to identify and miti-
gate potential adverse effects highlighted the indispensable role of pharmacovigilance
in public health emergencies [7].

By exploring the fundamental principles, emerging technologies, global collabora-
tion efforts, and future directions of pharmacovigilance, this chapter explores the
critical role of pharmacovigilance in ensuring patient safety, the evolving technolo-
gies shaping the field, and its application across diverse areas of healthcare. The key
themes covered include the fundamentals of pharmacovigilance, emerging technolo-
gies and data sources, global collaboration and regulatory frameworks, and the future
of pharmacovigilance in precision medicine and specialized therapeutic areas. By
exploring these topics, this chapter aims to underscore the vital function of pharma-
covigilance in protecting public health and highlight the ongoing efforts to enhance
its effectiveness in the face of rapid medical advancements.

2. The fundamentals of pharmacovigilance

Pharmacovigilance is an extremely important factor in ensuring that medicines
are both safe and effective. Aspects such as the identification, evaluation, compre-
hension, and prevention of side effects or any other issues that are associated with
medicines or vaccines are included in this process. So, it is a process that helps identify
potential hazards and take appropriate measures, such as issuing safety alerts and
implementing regulatory changes to safeguard patients. This is accomplished by
monitoring and analyzing data on adverse pharmacological effects brought about by
medications [8].

Pharmacovigilance can greatly benefit from the data that is provided by electronic
health records (EHRs), enabling medical personnel to access comprehensive patient
information, including medication history and adverse events, for more precise safety
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monitoring. Real-time monitoring systems enable continuous drug safety monitor-
ing, facilitating the prompt detection of safety signals and ensuring timely responses
to emerging risks. These systems make use of automated algorithms to analyze data
from a variety of sources, including electronic medical records, social media, and
healthcare databases [9].

After a drug or vaccine is approved for commercial use, pharmacovigilance plays
a crucial role in monitoring its safety and efficacy in real-world settings. This process
involves collecting and analyzing data from various sources, including spontaneous
reports from healthcare professionals, patients, and pharmaceutical companies, as
well as data from clinical studies and observational studies. For instance, the identifi-
cation of rare or long-term adverse effects, such as the increased risk of heart attacks
associated with certain pain medications (e.g., Rofecoxib), or the potential link
between certain antidepressants and suicidal thoughts in adolescents, was facilitated
by pharmacovigilance activities [10, 11].

Moreover, pharmacovigilance employs statistical and data mining techniques
to identify potential safety signals, which are indications of new or previously
unrecognized adverse drug reactions (ADRs). These signals can arise from various
sources, including spontaneous reports, clinical trials, or observational studies.
For example, the WHO Global Individual Case Safety Report (ICSR) database,
VigiBase, contains over 20 million case reports of suspected ADRs from over 130
countries. Automated signal detection algorithms analyze this data to identify
potential safety signals, which are then further investigated and evaluated by
pharmacovigilance experts [9, 12].

Also, pharmacovigilance plays a crucial role in risk management, which involves
identifying, assessing, and mitigating the risks associated with a particular drug
or vaccine. This process involves developing and implementing risk minimization
strategies, such as updating product labeling, issuing safety communications,
or implementing risk evaluation and mitigation strategies (REMS) to ensure the
safe use of the product. This could be applied in the case of immunosuppressant
drugs to include measures to educate healthcare professionals and patients about
the increased risk of infections and malignancies, as well as the need for regular
monitoring [13].

Hence, pharmacovigilance data and findings are essential for regulatory
authorities, such as the U.S. Food and Drug Administration (FDA) and the
European Medicines Agency (EMA), in making informed decisions regarding
drug approval, labeling, and post-marketing surveillance requirements. These
agencies rely on pharmacovigilance data to identify potential safety concerns,
issue safety alerts, and implement regulatory actions, such as product recalls or
restrictions, when necessary [14]. For example, in 2020, the FDA issued a safety
communication warning about the potential increased risk of heart rhythm prob-
lems associated with the use of certain antiarrhythmic drugs, such as amiodarone
and sotalol, based on pharmacovigilance data and analysis [15, 16]. By continu-
ously monitoring and evaluating the safety profile of drugs and vaccines, pharma-
covigilance plays a vital role in safeguarding public health, reducing the burden
of adverse drug reactions, and ensuring that the benefits of medicinal products
outweigh their potential risks.

Table 1 summarize activities that would allow pharmacovigilance to improve drug
safety.
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Activity Impact on drug safety

Early detection of Pharmacovigilance activities enable the early detection of potential safety issues, allowing
safety signals for timely interventions and risk mitigation strategies to protect patient safety.

Continuous Throughout the product lifecycle ensures that any emerging safety concerns are promptly
monitoring identified and addressed, reducing the risk of adverse events and improving patient outcomes.

Risk minimization =~ By implementing risk minimization strategies, such as updating product labeling, issuing
safety communications, or implementing REMS, pharmacovigilance helps mitigate the
risks associated with drug use and promotes safer prescribing and administration practices.

Regulatory Pharmacovigilance data and analysis inform regulatory decisions regarding product

decision-making approval, labeling, and post-marketing surveillance requirements, ensuring that only safe
and effective drugs are available on the market and that appropriate measures are in place to
monitor and address potential safety concerns.

Public trust and Robust pharmacovigilance activities and transparent communication of safety information

confidence help build public trust and confidence in the pharmaceutical industry and regulatory
authorities, promoting adherence to treatment regimens and improving overall public
health outcomes.

Table 1.
Impact of pharmacovigilance activity on improving drug safety.

3. Emerging technologies and data sources in pharmacovigilance

As aresult of the rapid pace of innovation in the healthcare industry, the field
of pharmacovigilance is undergoing rapid change. Artificial intelligence (AI),
machine learning, and real-time monitoring systems are examples of cutting-edge
technologies that are bringing about a revolution in the detection and evaluation
of adverse medication effects. In the field of pharmacovigilance, the application
of artificial intelligence (AI) techniques, such as natural language processing and
machine learning, has the potential to improve indicator detection. With the use
of artificial intelligence algorithms, enormous amounts of data may be analyzed,
and patterns that may suggest potential hazardous pharmacological effects can be
identified [17].

It is possible to utilize algorithms that are based on machine learning to evaluate
the risk associated with particular medications or drug combinations. The identifica-
tion of factors that lead to higher risk can be accomplished using machine learning
models through the analysis of data on adverse events and patient characteristics. In
the field of pharmacovigilance, data mining tools have the ability to unearth previ-
ously concealed patterns and relationships. The use of data mining techniques allows
for the identification of previously undiscovered correlations between medications
and adverse occurrences [18, 19].

The various social media platforms offer a lot of information that can be utilized
for the purpose of pharmacovigilance. Through the use of social media, patients
frequently report adverse occurrences and share their experiences, which provides
vital insights into the safety of medications. Additionally, wearable devices like
smartwatches and fitness trackers play a crucial role in providing real-time monitor-
ing of patient health metrics, enabling early detection of adverse events, and enhanc-
ing patient safety in pharmacovigilance [20-22].

Al can help transform pharmacovigilance from being primarily reactive to
becoming more proactive in identifying and mitigating potential safety issues. In
this context, an Al system could analyze data from preclinical animal studies and

6



Optimiging Pharmacovigilance in an Era of Accelerating Innovation
DOI: http://dx.doi.org/10.5772/intechopen.1007935

early-phase clinical trials to predict the likelihood of specific adverse events occurring
in later-phase trials or post-marketing surveillance. This predictive capability allows
for proactive risk mitigation strategies and targeted monitoring plans [20, 23].

Furthermore, AI can help stratify patient populations based on their risk profiles
for specific adverse events. By identifying high-risk subgroups, pharmacovigilance
efforts can be focused on these populations, enabling proactive monitoring and tar-
geted risk minimization interventions. Additionally, this information could guide the
enrichment of clinical trials with appropriate patient populations and inform tailored
risk management plans [24].

Interestingly, Al systems could continuously monitor and analyze data on a drug’s
efficacy, safety, and real-world usage patterns. If the system detects a shift in the ben-
efit-risk profile, it could alert pharmacovigilance teams to consider proactive actions,
such as updating product labeling, implementing risk minimization measures, or
potentially reevaluating the drug’s approval status. Finally, Al can simulate various
scenarios and model the potential impact of different risk mitigation strategies. This
can help pharmacovigilance teams proactively plan and prepare for potential safety
issues, enabling more effective and timely responses [22].

In this context, a recent systematic review showed that the most common uses of
Al particularly machine learning, in pharmacovigilance included the identification
of adverse drug events (ADEs) and adverse drug reactions (ADRs) (57.6% of studies),
processing safety reports (21.2%), and extracting or predicting drug-drug interac-
tions (7.6%). Other applications included identifying high-risk populations for drug
toxicity and guiding personalized care (7.6%), predicting side effects (3.0%), simu-
lating clinical trials (1.5%), and integrating prediction uncertainties into diagnostic
classifiers to enhance patient safety (1.5%) [25].

Artificial Intelligence (AI) capabilities, when applied to Big Data analysis, enable
more efficient predictions of potential adverse drug effects. This approach has suc-
cessfully revealed new connections between diseases and risk factors. In the phar-
maceutical development lifecycle, Big Data analysis has found critical applications
in genomics, clinical monitoring, and pharmacovigilance. Technologies like Hadoop
facilitate the management of large datasets, allowing researchers to derive insights
from vast amounts of biomedical data. Cloud computing serves as a versatile reposi-
tory for these large datasets, offering scalable and efficient storage and processing.
This makes it feasible to analyze extensive healthcare databases, projected to reach 10
terabytes, containing detailed medical records and clinical data [26].

Furthermore, cloud computing supports advanced statistical algorithms like
MapReduce and Hadoop, enabling real-time analytics on heterogeneous patient data.
Such technological advancements are crucial for initiatives like PCORnet, which
aims to create a comprehensive repository of medical information from millions
of Americans. By integrating these technologies, the pharmaceutical industry can
perform more comprehensive and efficient pharmacovigilance, potentially leading to
earlier detection of drug safety issues and more effective risk management, ultimately
resulting in safer and more effective medications [27].

By leveraging AI’s predictive capabilities, risk stratification, continuous moni-
toring, and scenario planning, pharmacovigilance can transition from a primarily
reactive approach to a more proactive, anticipatory model. This shift allows for earlier
identification of potential safety issues, targeted risk mitigation strategies, and more
efficient allocation of resources, ultimately enhancing patient safety and optimizing
the benefit-risk profiles of pharmaceutical products [28]. Table 2 summarizes the
main application of Al in pharmacovigilance.
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Pharmacovigilance elements

Artificial intelligence application

Predictive signal detection

Identify potential safety signals before actual adverse event reports, enabling
proactive risk mitigation strategies and targeted monitoring plans.

Risk stratification and patient
enrichment

Stratify patient populations based on risk profiles for specific adverse events,
allowing proactive monitoring and targeted interventions for high-risk subgroups.

Continuous benefit-risk
evaluation

Continuously evaluate the benefit-risk profile of drugs by integrating data from
multiple sources, enabling proactive adjustments to risk management strategies,
label updates, or other interventions.

Simulation and scenario
planning

Simulate various scenarios and model the potential impact of different risk
mitigation strategies, allowing for proactive contingency planning and effective
response preparedness.

Clinical data repository and
Big Data bases

Analyze large volumes of data from various sources (reports, literature, social
media, EHRs) to detect patterns and signals, enabling earlier detection and

faster response times using natural language processing (NLP) and machine
learning (ML).

Case prioritization and triage Prioritize and triage incoming adverse event reports based on severity and risk,

streamlining the process and ensuring prompt attention to high-risk cases.

Causality assessment Evaluate the potential causal relationship between a drug and an adverse event,

providing insights into the likelihood of causation for further investigation.

Literature monitoring Continuously monitor and analyze the latest scientific literature, identifying

emerging safety signals or new information relevant to a drug’s safety profile.

Table 2.
Application of artificial intelligence in optimization of pharmacovigilance activities.

4. Global collaboration and regulatory frameworks

In order to make pharmacovigilance more effective, collaboration with regulatory
agencies is absolutely necessary. By exchanging information and knowledge, pharma-
covigilance systems are able to gain access to a more comprehensive perspective and
guarantee that safety requirements are maintained consistently. Networks for global
pharmacovigilance, such as the World Health Organization’s Program for International
Drug Monitoring, are extremely important in the process of fostering pharmaco-
vigilance on a global scale. For pharmacovigilance to be effective, it is necessary for
numerous stakeholders, such as healthcare professionals, researchers, patients, and
representatives from the industry, to work together and share their information [28, 29].

This was best shown in 2010 when a rare but serious adverse event (progressive mul-
tifocal leukoencephalopathy) associated with the multiple sclerosis drug Natalizumab
was first detected in the United States. Through global collaboration and data sharing
via platforms like VigiBase, regulatory authorities and pharmaceutical companies
worldwide were promptly alerted, enabling coordinated monitoring, risk assessment,
and implementation of risk minimization measures globally [29, 30]. Also, in 2017, the
European Medicines Agency (EMA) and the U.S. Food and Drug Administration (FDA)
collaborated closely to investigate and address safety concerns related to gadolinium-
based contrast agents used in MRI scans. This coordinated effort led to simultaneous
label updates and risk communication strategies across multiple regions, ensuring
consistent messaging and risk minimization measures for patients globally [31-33 ].

Global collaboration would allow the experience transfer of Good Pharmacovigilance
Practices (GVP) guidelines to the newly established pharmacovigilance centers. GVPs
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are intended to standardize the collection, analysis, and reporting of adverse medica-
tion reactions, ensuring consistency and regulatory compliance in pharmacovigilance
activities. Audits of pharmacovigilance are absolutely necessary in order to evaluate the
efficiency and conformity of pharmacovigilance systems. Pharmacovigilance systems
must comply with regulatory reporting requirements for adverse events and safety
signals to ensure patient safety and regulatory adherence which would strengthen and
development of global collaboration. Table 3 summarizes GVP.

Because of the rapid improvements in pharmacovigilance technology and meth-
ods, regulatory frameworks need to be able to keep up with these changes. While
preserving the safety of patients and the security of their data, it is essential to modify
legislation so that they can accept developing technologies, such as artificial intel-
ligence and evidence from the real-world. A number of ethical and legal challenges
are brought up by pharmacovigilance, including patient privacy, data protection, and
seeking informed permission. In order to ensure that pharmacovigilance processes
comply with ethical values and legal criteria, it is essential to address these problems
and make sure that regulations are followed [34, 35].

In this context, Blockchain technology offers significant potential to revolution-
ize pharmacovigilance practices, enhancing drug safety monitoring and reporting.
By leveraging its decentralized and tamper-proof nature, blockchain ensures data

Aspect

Description

Scope and applicability

* Applies to marketing authorization holders (MAHs), European Medicines
Agency (EMA), and medicines regulatory authorities in EU Member
States. Covers centrally authorized medicines and those authorized at the
national level

Modules and topics

Divided into modules, each covering a specific aspect of pharmacovigi-
lance. Modules address processes such as risk management, signal detec-
tion, periodic safety update reports, post-authorization safety studies, etc.

Revision and review

Regularly reviewed to ensure they remain up to date and relevant to
revision based on emerging scientific knowledge, regulatory changes,
and stakeholder feedback

Signal detection and
assessment

Provides guidance on safety signal identification and interpretation.
Outlines principles and methodologies for assessing potential risks
associated with medicines based on observational data and other sources

Pharmacovigilance plan
development

Offers guidance on the development of pharmacovigilance plans. Plans
outline strategies and activities MAHs should undertake to monitor
product safety throughout their lifecycle

Compliance and inspections

Compliance with GVP guidelines is essential for MAHs and other stake-
holders. Authorities conduct inspections to assess compliance with GVP
requirements and ensure proper implementation of pharmacovigilance
systems

Pharmacovigilance plan
development

Offers guidance on the development of pharmacovigilance plans. Plans
outline strategies and activities MAHs should undertake to monitor
product safety throughout their lifecycle

Compliance and inspections

Compliance with GVP guidelines is essential for MAHs and other
stakeholders. Regulatory authorities conduct inspections to assess
compliance with GVP requirements and ensure proper implementation of
pharmacovigilance systems

Table 3.

Good pharmacovigilance practices.
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integrity and security for adverse event reports and safety data [36]. It improves drug
traceability throughout the supply chain, enabling precise tracking of origins and
batch-specific adverse reactions [37].

The technology facilitates real-time ADR reporting, empowering healthcare
professionals and patients to contribute directly to a secure network, thus accelerating
safety signal identification. Blockchain also addresses patient privacy concerns by
allowing individuals to control their health data sharing while maintaining anonym-
ity. Furthermore, it promotes collaboration among stakeholders by enabling secure
data sharing, and its smart contract capabilities can automate critical pharmacovigi-
lance processes, such as safety alerts and compensation management. These features
collectively contribute to a more robust, efficient, and transparent system for ensur-
ing pharmaceutical safety [38]. For example, a recent report from Kenya showed
that applying blockchain technology could help the patient to patients to determine
the legitimacy of their purchased drugs, thereby helping to reduce and potentially
eradicate the problem of counterfeit medications in the market [39].

While this field is very promising, the success of its implementation requires care-
ful consideration of several factors, such as the extent of access, interoperability, and
scalability of healthcare blockchains following the implementation of various strate-
gies and frameworks. Additionally, the impact of computational performance and the
costs and benefits of using blockchain systems [40].

5. The COVID-19 pandemic and pharmacovigilance

The COVID-19 pandemic has highlighted the critical importance of pharmaco-
vigilance. It has become more important to have comprehensive pharmacovigilance
systems in place in order to guarantee the safe and effective utilization of COVID-

19 vaccines and therapies, which have been rapidly developed and implemented.
During the pandemic, pharmacovigilance was an extremely important factor in the
early detection and evaluation of probable adverse effects that were connected with
COVID-19 vaccinations and medicines. The vast amount of data that was created
from the global vaccination campaigns was one of the most significant obstacles

that COVID-19 pharmacovigilance needed to overcome. When it came to COVID-19
pharmacovigilance, collaboration and information sharing among stakeholders, such
as regulatory authorities, healthcare practitioners, and pharmaceutical corporations,
were absolutely necessary [41].

For example, The Inserm Safety Department encountered significant hurdles
in managing safety data during a large-scale European clinical trial investigating
repurposed and investigational drugs for COVID-19 treatment. The department
was overwhelmed with a high volume of safety reports, handling 585 initial serious
adverse event (SAE) notifications and 396 follow-up reports. Data quality issues fur-
ther compounded the challenges, as more than 500 queries were sent to investigators
due to missing or incoherent information on the SAE forms, making the evaluation
and assessment of reported SAEs difficult [42].

Moreover, delays in accurately completing SAE forms, coupled with the need for
real-time medical analysis, posed major obstacles in promptly identifying potential
safety signals from the trial data. These challenges underscored the substantial work-
load, data quality concerns, and timing issues faced by the pharmacovigilance team,
potentially impacting their ability to efficiently detect and respond to safety signals
during this critical pandemic-related clinical research [43, 44].
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A study involving hospital pharmacists in France highlighted their crucial role in
enhancing drug management for COVID-19 patients. The pharmacists conducted 575
pharmaceutical interventions across 1483 hospitalized patients, including 444 with
COVID-19, identifying issues such as overdoses, untreated indications, and drug-drug
interactions. Notably, patients with COVID-19 experienced significantly more adverse
medication events, with 73.3% involving disease-specific therapies. Pharmacovigilance
reports were performed for a substantial portion of patients treated with hydroxychlo-
roquine (25%) and lopinavir/ritonavir (33%), underscoring the importance of safety
monitoring for these COVID-19 treatments. The study highlights the invaluable contri-
bution of hospital pharmacists in managing COVID-19 patients’ medication regimens,
particularly in the context of evolving therapies and vaccine implementation, where
their expertise can help optimize drug safety and efficacy [45].

In addition, the COVID-19 pandemic brought to light the significance of actively
involving patients and the general public in pharmacovigilance activities. Digital
technologies and social media platforms were deployed for the purpose of facilitat-
ing adverse event reporting and gathering patient experiences. More importantly,
COVID-19 pharmacovigilance highlighted the importance of having comprehensive
post-marketing monitoring systems to monitor the long-term safety of medicines
and vaccines [46, 47].

6. The role of pharmacovigilance in the integration of traditional medicine
in healthcare systems

Integrating herbal and traditional medicines into mainstream healthcare systems
presents a significant challenge in identifying potential adverse effects that may arise
from their use [48, 49]. A major obstacle is the general perception that traditional
remedies are safe, leading patients not to disclose their use to healthcare professionals.
This lack of communication can increase the risk of adverse drug reactions (ADRs)
or drug-herb interactions when traditional medicines are used concomitantly with
conventional medications [50].

To successfully incorporate traditional medicine into pharmacovigilance systems,
it is crucial for practitioners of traditional medicine and experts in pharmacovigilance
to collaborate and share their knowledge. Patient education by traditional practitio-
ners and their ability to anticipate potential adverse effects require involving them in
pharmacovigilance activities and providing appropriate training [51, 52].

Pharmacovigilance efforts have played a vital role in identifying and mitigating
risks associated with the concomitant use of traditional medicines and conventional
drugs. For instance, post-marketing surveillance and case reports revealed that St.
John’s Wort, a popular herbal supplement, can induce liver enzymes responsible
for metabolizing various medications. This interaction can lead to decreased drug
efficacy or increased risk of adverse events. Consequently, regulatory agencies issued
safety communications and label updates, warning about the potential for reduced
therapeutic effects when St. John’s Wort is taken with medications like oral contracep-
tives, antiretrovirals, or certain cancer therapies [53, 54].

Another example involves the use of Traditional Chinese Medicine (TCM) in
patients undergoing conventional cancer treatments. Pharmacovigilance studies
identified potential interactions between specific TCM herbal formulations and
chemotherapeutic agents, leading to increased toxicity or reduced efficacy of the
cancer treatments. In response, healthcare authorities provided guidance on safe
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concomitant use, recommending that patients consult with their oncologists before
taking any TCM products during cancer therapy to prevent potential ADRs or com-
promised treatment outcomes [55].

In some cases, pharmacovigilance data has prompted regulatory actions to miti-
gate risks. Reports of severe liver injury and other adverse events associated with the
concurrent use of certain dietary supplements and prescription medications led the
United States Food and Drug Administration (FDA) to issue warnings and consider
regulatory actions, such as product recalls or stricter labeling requirements, to
promote safer use and prevent harm to patients [56, 57].

Furthermore, pharmacovigilance efforts have facilitated risk communication and
awareness campaigns. In regions where traditional medicine practices are wide-
spread, pharmacovigilance authorities have collaborated with local communities
and traditional healers to educate patients and healthcare providers about potential
drug-herb interactions and safe practices when combining traditional and conven-
tional therapies [58, 59].

By continuously monitoring, assessing, and communicating the risks associated
with the concurrent use of traditional medicines and conventional drugs, pharmaco-
vigilance plays a vital role in promoting safer and more informed use of these therapies,
ultimately contributing to improved patient safety and better treatment outcomes.

7. The future of pharmacovigilance: Precision medicine
and specialized areas

The application of tailored therapies that are determined by the features of the
individual patient is what is meant by the term “precision medicine.” Identifying
safety profiles that are unique to these targeted medicines ought to be the primary
emphasis of pharmacovigilance in the future. An evaluation of the influence that
pharmacogenomic variability has on the efficacy and safety of drugs should be part of
pharmacovigilance.

Gene and cell therapies have their own distinct set of safety issues, which neces-
sitate the implementation of specialist pharmacovigilance assessments. The mecha-
nisms of action that are involved in these therapies are frequently novel, and they
have the potential to have long-term consequences. In order to ensure that gene and
cell therapies are safe throughout their entire lifecycle, pharmacovigilance needs to
create particular ways to monitor their safety. Hence, a new term called precision
pharmacovigilance emerged [60, 61].

In this approach, advancements in personalized medicine, genomics, and other
molecular technologies enhance the safety monitoring and risk management of
pharmaceutical products. It involves tailoring pharmacovigilance activities to specific
patient subgroups or individuals based on their genetic, clinical, and environmental
characteristics. For instance, patients carrying specific human leukocyte antigen
(HLA) alleles have been found to be at a significantly higher risk for developing severe
cutaneous adverse reactions, such as Stevens-Johnson syndrome or toxic epidermal
necrolysis, when exposed to certain drugs like carbamazepine or abacavir [62, 63].

By identifying these genetic risk factors, precision pharmacovigilance enables
targeted safety monitoring and preemptive risk mitigation strategies, such as genetic
screening or alternative treatment options, for high-risk patient populations. This
personalized approach to safety surveillance can significantly improve the benefit-
risk profile of medications and enhance patient safety outcomes.
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8. Conclusion

In this era of rapid technological advancement, optimizing pharmacovigilance
processes is essential. By embracing modern data-gathering methods, leveraging
emerging technologies, boosting collaboration, and maintaining regulatory compli-
ance, pharmacovigilance can enhance the effectiveness of monitoring adverse drug
effects and improve patient safety. The integration of Al and machine learning enables

faster detection of adverse drug events and adverse drug reactions, helping identify high-
risk populations and predict side effects move accurately. Furthermore, Big Data and cloud
computing facilitate the analysis of vast healthcare datasets, which is crucial for real-time
safety monitoring.

In order to ensure the safety of drugs, it is necessary to provide patients with
information that is both understandable and easily available. Patients ought to have
access to detailed information regarding the advantages and disadvantages of the
medications they take, as well as instructions on how to report anything that goes
wrong with their medications. Effective risk communication strategies ought to be
the top priority for pharmacovigilance, and they should emphasize their develop-
ment and execution. Figure 1 represents how pharmacovigilance could be involved in
health care to achieve better outcomes.

To ensure drug safety, it is necessary to provide patients with understandable and
easily accessible information. Patients should have access to detailed insights into
the risks and benefits of their medications, along with clear instructions on how to
report adverse reactions. Effective risk communication strategies must be a priority,
with a focus on their development and implementation. Blockchain technology, with its
decentralized and tamper-proof nature, promises significant enhancements in drug trace-
ability and data security, helping prevent counterfeit medications and ensuring real-time
ADR reporting.

In the future of pharmacovigilance, proactive and tailored approaches that put the
patient’s well-being first will be the most important components. Pharmacovigilance
has the potential to play a significant role in patient protection if it continues to adapt to
the rapidly evolving technological landscape. By leveraging advanced technologies like Al
Big Data analytics, and blockchain, while also maintaining a focus on patient-centric care
and effective communication, pharmacovigilance can contribute significantly to optimizing
patient outcomes and fostering a culture of medication safety across the healthcare landscape.

Figure 1.
Mind map outlines the core elements of pharmacovigilance, including its definition, purpose, key activities, data
sources, and risk management strategies.
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Chapter 2

Perspective Chapter: Application
of Artificial Intelligence in
Pharmacovigilance Practices
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Abstract

Patient exposure to medication during drug therapy makes the need for pharma-
covigilance an integral part of patient safety. It is also followed by how the medicine
enter into market phases. Pharmacovigilance systems and post-market surveillance
reports ensure that regulatory authorities could monitor and assess adverse drug
reactions in real time. Through the progress and innovations in artificial intelligence,
which is getting its applications widely implemented in several healthcare domains
these days, this has brought systems that could give the results quickly with high-level
accuracy compared to those of humans. These systems are being employed to reduce
adverse drug reactions (ADR), pick up safety signals swiftly, and serve as a direc-
tional tool to enable qualified entities of stakeholders, regulatory authorities, and
pharmaceutical companies for the subsequent informed decision making. Artificial
intelligence (AI) systems are changing healthcare and pharmaceuticals for a variety of
reasons, including the speed at which they can be quickly advanced. Healthcare pro-
viders, regulatory agencies, and drug companies need to employ such systems in their
pharmacovigilance practices. This chapter covers the application of artificial intelli-
gence in pharmacovigilance systems and provides overview on integration of pharma-
covigilance with Al for dummies. This chapter reviews the advantages and drawbacks
of using Al in pharmacovigilance, creating regulatory and safety guidelines for drug
safety, pharmaceutical product development, clinical trial design, estimate of product
costs, and the perspective on future use of Al in pharmacovigilance.

Keywords: artificial intelligence, pharmacovigilance, data mining, predictive analytics,
Al-based evidence generation, data science in pharmacovigilance, machine learning
algorithms in pharmacovigilance, natural language processing in pharmacovigilance,
pharmacovigilance officer

1. Introduction
Drug-induced morbidity and mortality are among one of the most daunting

aspects of pharmacotherapy in daily pharmacy practice; these patients carry the
burden of adverse drug reaction (ADR) that ranges from simple urticaria to fatality.
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Again, safety of patients has an utmost importance in the practice of day-to-day
pharmacotherapy. There should be caution to ensure a balance between risks and
benefits of every treatment protocol. Therefore, collaborative efforts should be car-
ried out to detect, evaluate, document, and mitigate adverse drug effects (ADEs). The
pharmacovigilance (PV) sciences are focused on the efficacy of drugs and detection
of additional adverse events [1, 2].

Pharmacovigilance refers to the practice of monitoring and evaluating medica-
tion-induced adverse events. Thus, it works by monitoring and reporting ADEs to the
national (local governmental pharmacovigilance centers) [3] as well as international
(The Uppsala Monitoring Centre) authorities, thereby identifying it. It is also applied
in vaccine safety surveillance. Specifically, the issue of ADR reporting plays a central
role in pharmacovigilance. Reporting of ADRs to the regulatory authorities is an
important responsibility for healthcare professionals, patients as well as pharmaceuti-
cal companies. This information is applied to continuously evaluate medication safety
post-marketing [1, 2, 4-6].

Pharmacovigilance is not just about monitoring the benefits and risks of medica-
tions throughout their lifecycle. It is about staying ahead of emerging risks. This is
where post-marketing surveillance identifies any previously unrecognized adverse
effects that may arise when a drug is used in larger populations and for extended
periods. Moreover, it is not just about using new technologies such as data mining
and artificial intelligence (AI) in pharmacovigilance. It is about how these tools are
increasingly used to analyze large amounts of data and detect potential safety signals
more efficiently. These advancements help researchers and regulators take appropri-
ate actions to protect public health [4, 5, 7-9].

Early recognition of ADRs by recording and analyzing them systematically may
facilitate health professionals in recognizing potential drug safety issues and signal
detection to make an appropriate intervention to prevent the occurrence of adverse
effects. This proactive stance aims to reduce patient harm and drive overall treatment
outcome [3, 7].

Pharmacovigilance is a key to underpin evidence-based care in clinical practice.
Ensuring healthcare providers have the most accurate information on the safety and
effectiveness of medicines is essential in helping to preserve that confidence in their
decision making with respect to prescribing, dispensing, or administering medica-
tions to patients. These data help to improve the success of treatments and reduce
medication-associated risks [5-8].

Pharmacovigilance, in that sense, quantifies drug-related harm and benefits versus
risks to protect the general population from drug-related adverse events. We owe it to
those that need evidence-based healthcare, because this joint effort not only ensures
the trust from the public in our healthcare systems but also promotes a patient safety
culture (accountability in health industry).

Even in the case of pharmacovigilance, data science has become an indispensable
element. The vast amounts of data generated in clinical trials, patient records, and
post-marketing surveillance can be overwhelming. Data science, by virtue of the
sophisticated analytical techniques and computational technologies on which it relies,
may facilitate a more efficient approach to processing, analyzing, and interpreting
that information in both sectors; extending the reach and effectiveness of regulatory
authorities (who have statutory obligations to ensure that pharmaceuticals are safe)
as well as from perspective of pharmaceutical companies to improve decision-making
capabilities in relation to drug safety [10-12].
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The analysis of ADRs is one of the main applications of data science in pharmaco-
vigilance. Traditional methods involved extensive methods of manual reporting and
analysis that might be time intensive and miscalculated. This system uses data science,
machine learning algorithms, natural language processing (NLP) searching through
enormous datasets such as electronic health records (EHRs), and social media posts
to recognize potential ADRs earlier in time and more accurately. This automated data
extraction and analysis might result in a significantly shorter lead time for identify-
ing, monitoring, and reacting to safety signals.

The comparison of ADR reports from different patients (using artificial intelli-
gence) results in easier utilization of patient-specific risk data, leading to a decrease in
the prevalence of ADRs. At the same time, data science techniques and Al tools can be
used to integrate into pharmacovigilance systems to enhance the ability for analyzing
this abundant patient data and ADR reports, thereby ensuring that high-quality ADR
data are collected [10-12].

The reports of adverse drug reactions can be analyzed regularly by Al from a
variety of sources such as social media, clinical studies, and electronic health records.
Al can identify such patterns and safety signals earlier than traditional methods, and
thus aid in faster updating of safety information and in risk minimization associated
with medication [11, 13 ].

In addition to replicating different ADR reporting mechanisms from various
countries, an Al-based pharmacovigilance will provide a direction to streamline the
global protocol of pharmacovigilance practice. The global focus on these problems
emphasizes the need for Al tools and systems to proactively identify both symptom
detection algorithms, such as machine learning systems designed to forecast adverse
drug events at a population level [14-17].

Through this perspective chapter, we aim to give knowledge and prepare healthcare
professionals on how best they can manage such a scenario with the onset of Al-related
pharmacovigilance by summarizing the latest literature published from 2015 until now
on Al application in pharmacovigilance. We conducted a thorough literature review
and selected articles that allowed us to apply the Critical Appraisal Skills Programme
(CASP) for critically appraising the literature, rendering secondary data collection and
offering new viewpoints on Al in PV following information retrieval [1, 2, 4].

2. Area of application and benefits of Al in pharmacovigilance
2.1 Detection of safety issues and emerging patterns of adverse effects

Adverse medication events (AMEs) or adverse drug reactions (ADRs) are defined
as harmful experiences that a patient may undergo following exposure to a medica-
tion. They are caused by medication errors, adverse drug reactions, allergic reactions,
or overdoses [5-7].

AME signals could be specific indicators for a drug that can cause ADEs in some
patients. In the pharmacovigilance field, they are fundamental signals used to detect,
analyze, and prevent risks linked with drugs. Sources detecting AME signals include
reports from healthcare providers, patient reports, clinical trials, electronic health
records (EHRs), literature and studies, and spontaneous reporting system [5, 8, 9].
Once a signal is detected, it undergoes further evaluation to determine causality,
frequency, and severity. This may involve statistical analysis, expert review, and
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additional research. If a significant risk is confirmed, regulatory agencies may take
actions such as updating labeling, issuing warnings, or even withdrawing the medi-
cation from the market. Identifying AME signals aims to improve patient safety by
mitigating risks associated with medication use [3, 8, 9].

Spontaneous reporting systems are a key tool for the identification of AMEs, and
this involves healthcare professionals including patients and caregivers. They brought
any suspected adverse event to the attention of regulatory bodies, including the U.S.
Food and Drug Administration (FDA) MedWatch program or VigiBase of the World
Health Organization. These reports provide invaluable real-world data on the safety
profile of medications post-marketing. In addition, pharmaceutical companies are
bound to perform stumbling pharmacovigilance on their newly developed medica-
tions. These data, which is the result of their hard work and dedication, is then
collated and analyzed to help identify possible safety signals that could signal wider
public health risks [3, 10].

We can exploit those machine learning algorithms, natural language processing
(NLP) techniques by incorporating AI models in pharmacovigilance. These systems
comprehend vast quantities of unstructured data from sources such as clinical trial
reports, medical literature, spontaneous reporting databases, and social media. They
can discover patterns, connections, and potential triggers of ADRs at a much faster
rate with a higher degree of accuracy than conventional manual modes. Al can, for
example, more rapidly flag signals that need follow-up assessment to speed up the
regulatory and pharma company response in managing risks with consequences on
patient safety [3, 8, 9]. Al has incredible potential to greatly enhance patient safety
by detecting subtle patterns and correlations across data that might be missed by a
human analysis and can potentially identify adverse events earlier.

DeBERTa, short for Decoding-enhanced BERT with disentangled attention, is a
state-of-the-art neural network architecture designed for NLP tasks. This machine
learning model aims to quickly and efficiently process large-scale unstructured
textual data coming from various sources including medical literature, social media,
or adverse events reports. As a result, it can detect drug-associated risks and side
effects much faster and more accurately. The self-attentive layers can disentangle
different context dependencies, which will benefit in extracting the most closely
relative information and relations, and thus lead to an improved means to early detect
ADRs [11, 12], offering more favorable risk management and ensuring patient safety.
We have explored many NLP algorithms. LSTM and CRF methods were, among these
algorithms, the most promising model for detecting adverse medication events [13].
Methods such as NLP allow you to extract useful information from unstructured
text data. Consequently, the prediction of ADR risk and severity utilizing predictive
modeling functions may enable proactive risk management to ensure patient safety
[14, 15]. Figure 1 explains the process of using ML and NLP for ADR signal detection.

With the help of Al prescribed medications can be cross-referenced with patient
histories and highlight possible allergies, interactions, or contraindications that may
result in adverse drug events (ADEs). Utilizing its predictive analytics, a smart, Al
platform can determine those patients at highest risk for medication-related harms
and thereby enable healthcare professionals to intervene where they can best reduce
patient risks. Real-time decision support systems (DSS) can be made to operate based
on artificial intelligence, providing such services in real time with evidence-based
recommendations and reminders or enforcing compliance with clinical guidelines. AI
could help, for example, to recommend better dosing adjustments per renal function
of a patient; reduce the risk of overprescribing opioids by having it integrated with
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ADR signal detection and identification of emerging drug safety using machine learning (ML) and natural
language processing (NLP): decoding—enhanced BERT with disentangled attention (a), conditional random
field (b), and long short-term memory (c).

current clinical data; or even point out situations where alternative therapies are more
effective or safer [16, 17].

2.2 Identifying drug-related harm and communicating drug risks using Al

Using sophisticated algorithms such as neural networks, decision trees, clustering
techniques, each regulatory body and pharma company can unearth more patterns
and correlations that traditional methods may overlook. With such systems, we
can quickly respond to new data, and potentially set up for real-time surveillance
or interventions. Anomaly detection models, for instance, can be employed to flag
unanticipated spikes in the frequency of ADRs, which require further scrutiny. In
conclusion, machine learning improves the general efficiency of pharmacovigilance
systems guaranteeing that efficient and safe therapeutics are available for patients at
the same time reducing the danger of negative health outcomes [14, 15].

Al-powered predictive analytics for drug safety in pharmaceutical is an emerging
and innovative concept. Powered by sophisticated machine learning, such analytics
are capable of quickly and accurately analyzing large amounts of data. By taking this
proactive, data-driven approach, pharmaceutical companies and regulatory agencies
can better predict drug reactions sooner, which can improve patient safety and allow
more informed decisions to be made over the course of new potential drug develop-
ment processes [18, 19]. With the aid of predictive analytics, it helps in the real-time
monitoring of drug safety and automatically detects any emerging safety issues.
Predictive analytics uses advanced algorithms and machine learning methods to
identify the signals of abnormality that would not have been recognized through con-
ventional surveillance approaches [19, 20]. They will greatly increase the efficiency
and effectiveness of safety surveillance efforts. Direct insights from heterogeneous
data enable real-time detection of signals and events related to the safety. The early
discovery of this association can also prompt regulatory action and risk management
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strategies hence ultimately lessening harm to patients and improving public health
outcomes [18, 21].

Al may transform how the potential risks of drugs are communicated in specific
patient populations. Its reach is such that it can combine details of socio-demograph-
ics, genome profiles, medical histories, and patient prescriptions to give a 36 o-degree
picture of how well a population is. The purpose of this integration is to facilitate
the identification of potential sub-populations in which health-related events might
occur more frequently for given patients characteristics. This level of detailed analy-
sis is important for identifying risk factors that would otherwise not be detected,
such as rarer genetic variants or multiple drug interactions in a patient. Al systems
can refresh their predictive models to align with these new real-world data and any
new drugs that were introduced. However, this dynamic adaptation enables timely
identification of emerging drug safety signals, which in turn supports proactive harm
reduction measures to be put in place before issues escalate to the level of widespread
problems. Further, Al can predict drug responses based on patient-specific data
including genetic information and medical history. As a result, Al models can detect
patients with increased risk of adverse reactions to specific drugs and offer individual
warnings or recommendations for drug substitutions [16, 17, 22-24].

The Al tools and systems to quantify drug-related patient harm are outlined in
Table 1.

Patient-centered drug risk communication could be a major stomping ground for
Al This is done by using Al systems and tools to assess patient data for risk factors
(medication allergies), so that this balance of risks versus benefits can be assessed

Al/machine Description Use Reference
learning system
aTarantula NLP tool using context-based machine Detection of safety issues [25]
learning algorithm to extract ADR data and emerging patterns of
from social media adverse effects
TF-IDF NLP algorithm to detect ADR [22]
LGBM ML algorithm to detect ADR [17]
XLM Self-supervised ML model to detect [8]
ADR
FastText Unsupervised ML model to identify [26]
ADR seriousness of ADR
CamemBERT ML model to identify ADR seriousness [25]
of ADR
BERT NLP model to classify ADR [27]
GPT NLP model to classify ADR [28]
BioBERT NLP model to classify ADR [29]
XLNet NLP model to classify ADR [30,31]
BERT NLP model to classify ADR Identifying drug-related [31]
GPT NLP model to classify ADR harm and communicating 32]
drug risks - -
NER NLP identify and classify entities [33]

in text, such as drug names, patient
symptoms, and adverse reactions
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Al/machine Description Use Reference
learning system
RF ML model to generate ICSR reports Used in regulatory decision [34]
automatically making in drug safety
SVM ML model to generate ICSR reports [24]
automatically
GBM ML model to generate ICSR reports [29]
automatically
Neural network ML model to generate ICSR reports [35]
automaticall
Y [23]
RNNs Deep learning model to predict ADR Al'model used in active [36]
CNNs Deep learning model to predict ADR f;i‘zluance of drug safety [37]
Autoencoders Deep learning model to predict ADR [21]
Time-Series Detecting changes in trends that may [37]
Analysis signal a safety issue.
Clinical BERT NLP extracting and analyzing clinical Clinical trial design [38]
trial texts and medical literature
Survival Analysis NLP and ML model for time-to-event [39]
Models data analyses in clinical trail
Cox Proportional
Hazards Model
DNNs Applied broadly for predicting New drug screening and [1]
molecular properties and disease pharmaceutical product
outcomes from large datasets development
DeepChem An open-source toolkit that uses deep [40]
learning for drug discovery, materials
science, and quantum chemistry
AlphaFold Predicts protein structures with [28]

high accuracy, which is crucial for
understanding biological functions and
drug interactions

BERT (Bidirectional Encoder Representations from Transformers), GPT (Generative Pre-trained Transformer), NER
(Named Entity Recognition), TF-IDF (Term Frequency-Inverse Document Frequency), XLM Cross-lingual Language,
LGBM (Light Gradient Boosted Machine), NLP (natural language processing), NER (Named Entity Recognition),
RF (Random Forests), SVM (Support Vector Machines), GBM (Gradient Boosting Machines), DNNs (Deep Neural

Networks).

Table 1.

List of Al tools and systems used in pharmacovigilance practices.

on an individual patient basis. As such, they do not serve to provide clinicians with
definitive answers on patient therapies [17, 22].

2.3 Regulatory decision making in drug safety using Al

Pharmacovigilance, an important area of drug safety, is one such field that ben-
efits significantly from artificial intelligence, a major player in regulatory decision-
making and drug regulatory authorities. AI offers Regulatory Intelligence, utilizing
NLP and machine learning systems for detecting regulatory changes. In addition to
the capability of extracting information from free text, Al can fill in the knowledge
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gaps of drug safety and regulations on a global level for pharmaceutical companies
allowing building successful strategies [23, 34].

Al can also simplify reporting of adverse events and automatically generate/
adapt reports for submission in a standardized and consistent manner, hence reduc-
ing workload from healthcare professionals and resulting on higher data collection
efficiency. The use of Al tools can help regulatory authorities review safety data from
drug companies at a faster and more accurate pace to identify emerging risks that
require mitigation [5, 13].

Post-Market Continuous Al-driven Monitoring: Real-time surveillance post-
market can detect early signals of adverse events and respond timely to protect
public health. In addition, Al can assist with the triage of safety signals for pri-
oritization of signal evaluation due to its relative potential impact and likelihood,
respectively enhancing the signal detection capacity for sponsors highlighting
critical issues [8, 12].

The effects of Al are broader, and one example is personalized patient care where
it helps in identifying individuals who are at risk forms for specific reactions. Al also
improves care quality by recommending individualized interventions or providers to
monitor [6]. Furthermore, Al tools give a helping hand to pharmaceutical companies
in abidance of the legal norms by automatizing the report generation and making sure
that material is submitted into relevant regulatory bodies on time [23].

This Al-led revolution helps in aiding the drug discovery process thereby recog-
nizing high safety profile of drug development candidates. In turn, this approach
allows sponsors to proactively monitor AEs throughout clinical trial execution once a
product is on the market. Al also contributes to decision-making tools for regulatory
agencies and pharmaceutical companies, delivering evidence-based decisions on drug
safety by improving the aggregation and mining of data [10, 17].

Pharmacovigilance regulatory compliance requires detailed and accurate docu-
mentation as well as submission of reports to various regulatory bodies. A significant
component of it can be automated with Al, so the reports are accurate, consistent,
and timely. With automated report generation systems, data can be aggregated, rel-
evant analysis executed, and the results formatted as required by regulatory standards
from various countries. This automation alleviates compliance burdens on pharma
companies, reduces attempts for human error, and guarantees regulators the data they
need to make informed decisions about drug safety.

The generation of Individual Case Safety Reports (ICSRs) involves the precise
extraction of relevant data from various sources, such as EHRs and patient reports. Al
technologies, specifically natural language processing (NLP), play an instrumental
role in automating this process. NLP algorithms can parse through unstructured text,
identifying and extracting crucial information. This automation increases efficiency
and ensures that no critical data are overlooked, providing a comprehensive founda-
tion for ICSR generation [14, 33]. Automated generation of ICSRs reports and report-
ing drug-related safety issues using Al models are described in Figure 2.

2.4 Al-based pharmacovigilance activities in drug therapy

The field of artificial intelligence (AI) has the potential to uncover variations
in how patients respond to drug treatments. This is achieved through the use of
advanced Al algorithms and machine learning methods that can process and analyze
large volumes of biological, genetic, and clinical data. These algorithms identify
patterns that are not detectable through conventional methods. This enables a more
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Generating individual case safety veports (ICSRs) and drug-velated safety management using artificial
intelligence (Al): support vector machines (a), long short-term memory (b), random fovest (c), gradient boosting
machines (d), conditional random fields (e), and convolutional neural networks (f).

nuanced understanding of why different patients respond differently to the same
medication, paving the way for more personalized and effective treatments [1, 2, 4].

Al is a potent use case to predict patient response for specific drugs when coupled
with genomics sciences. Such methods of deep learning can consider thousands
of genetic markers simultaneously and connect them with drug response data to
identify specific genetic signatures associated with efficacy or toxicity [1, 2, 4]. This
real-world implementation of Al based on individual patient data for drug response
prediction is an important breakthrough in personalized medicine.

By mining electronic health records, AI can identify how patients respond to treat-
ments over time while accounting for variables such as age, sex, comorbid conditions,
and concomitant medications. This will guide machine learning algorithms to predict
which patients are going to respond best to which drugs and optimize therapeutic
strategies. This use of real-world data can identify less common but important trends
that may be underpowered by controlled clinical trials, lending additional depth and
iteration to the results [1, 2].

Al can mimic responses of diverse human cell types and genetic backgrounds
to candidate drugs, forecasting distinct population-specific effects and providing
information on the biological and environmental variables that may be driving drug
response. This will be very important for the development of real personalized medi-
cine, where therapies are made considering the peculiarities of each patient [1, 4].

2.5 Application of Alin active surveillance of safety issues

Timely monitoring and signal detection are two significant advantages of Al in
pharmacovigilance for the real-time surveillance of adverse drug reactions. Artificial
intelligence (AI) is one of the advanced technologies that could be incorporated in
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clinical decision support tools to notify healthcare providers about possible ADRs
while prescribing. For example, Al can identify that a newly prescribed drug has high
interaction risk with the patient’s foundation medications and doctor can change
treatment plan before it becomes intuitive to use or find out that the patient does not
respond positively due to an already existing medications. This kind of life-saving
evidence-based alert can significantly reduce the risk associated with ADRs. There is
continuous monitoring of the EHRs using predictive analytics and natural language
processing (NLP) to spot patterns that reflect in poor drug reactions. Examples
include NLP for interpreting physicians’ notes and patients’ comments to identify
ADRs at an early stage that are not detected by traditional methods [41-44].

In this digital age, with all the scientific advancements that are happening around
us and driven by cutting-edge research in data sciences, several regulatory agencies
(FDA, EMA) have started using Al-powered techniques for real-time post-market
surveillance of their drug safety profiles. The use of Al is crucial for promptly iden-
tifying new safety signals so that regulatory decisions (e.g., label changes or drug
withdrawals) are based on the most up-to-date and extensive dataset possible. It will
be essential, as a previous study illustrated [41, 42], that such Al-driven continuous
monitoring occurs to ensure public trust in pharmaceutical interventions.

The strengthening of post-marketing surveillance helps to detect ADRs occurring
after the release of a drug into the market, thereby increasing the participation and
usefulness of Al The scale and scope of surveillance enabled by Al are obviously far
beyond the reach of individuals to carry out with their own efforts in collecting and
analyzing large aspects of data within widespread and heterogeneous populations.
DL uses machine learning models (the tool behind AI) to make predictions about
the likelihood of an ADR based on historical data and trends, information that could
ultimately guide regulatory decision making as well as influence medical practice.
Together with Al this big data approach allows the understanding of how diverse
populations from around the world may experience a medication in their everyday
life [41—44].

By analyzing patient-specific factors, Al helps in the integration of personal-
ized medicine into active surveillance systems for ADRs. This personalized analysis
further aids in predicting who is more likely to develop certain ADRs and affect the
prescription of drug use. The identification of these personalized risk factors allows
healthcare providers to use them as the basis for more informed decisions, increasing
patient safety and treatment efficacy [41, 42].

2.6 Clinical trial design using Al

Advanced artificial intelligence (AI) algorithms along with advanced machine
learning techniques can process thousands of data records, identify complex patterns,
and derive the future predictions more accurately. These abilities turn to designing
more efficient trials, being able to allocate resources in an optimal way as well as all
in all improving the general reliability of the results. AI-powered analytics can assist
patient recruitment and selection by using EHR, genetic data, and other information
to quickly detect the most appropriate candidates. Since machine learning models can
forecast patient eligibility via inclusion and exclusion criteria, this aligns well with a
more focused recruitment strategy [38, 39].

It is through Al that different scenario for a trial can be envisaged and then
optimized by predicting future potentially outcomes along with their probabilities.
Advanced algorithms analyze historical trial data, real-world evidence, and current
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scientific literature to propose optimal trial designs ensuring efficacy, safety, and cost.
By selecting studies that are not too underpowered or whose patient response is very
scattered, Al systems can help ensure the probability of conclusive and reproducible
results [38, 39, 45].

Al can be integrated for clinical trial Design: Al-driven outcomes analysis could
help to improve the results of a clinical trial. Specifically, Al models can predict the
outcomes and safety of new treatments before the trial concludes. This is important
as these predictions assist researchers in determining whether to continue, modify, or
terminate a trial. It can also be used to learn subpopulations of patients who respond
differently to treatment on complex datasets (Al in medicine) and enable personal-
ized medicine paradigms [38, 45].

2.7 New drug screening and pharmaceutical product development using Al

Al-driven approaches are revolutionizing drug discovery and development, offer-
ing unprecedented speed and efficiency. By simulating the interactions of potential
drugs with various human cell types and genetic backgrounds, Al can predict diverse
responses across different populations. Through virtual screening and iz silico trials,
Al swiftly and effectively identifies promising compounds, expediting the pipeline
from discovery to clinical use [40, 46].

Al harnesses the power of machine learning algorithms to accurately predict the
biological activity of compounds. By scrutinizing patterns and relationships within
extensive datasets, Al can swiftly identify promising drug candidates, surpassing the
capabilities of conventional methods. Moreover, Al-driven models enhance the preci-
sion of drug screening by accurately predicting the binding affinity of drug molecules
to their target proteins. Techniques such as deep learning and neural networks,
trained on existing datasets of known drug-target interactions, can predict how new
compounds will interact with specific biological targets [40, 46, 47].

One of the most significant impacts of Al in new drug screening is its potential to
facilitate the discovery of novel drug candidates through generative modeling. Al can
be harnessed to design new molecules with desired pharmacological properties from
the ground up, leveraging techniques such as reinforcement learning and generative
adversarial networks (GANs). These Al-generated compounds can then be evaluated
for their potential efficacy and safety, opening up a new frontier for drug discovery
that transcends the modification of existing molecules [13, 40, 46, 47].

Al can also provide insights into the mechanistic basis of adverse drug reactions.
By integrating various data types, including genomic, proteomic, and metabolic data,
Al systems can uncover underlying biological mechanisms that predispose patients
to specific ADRs. For example, Al can identify genetic variants contributing to drug
hypersensitivity or metabolic pathways resulting in toxic metabolites. Machine
learning models can predict these associations by learning from large-scale datasets,
generating hypotheses for further experimental validation. This understanding allows
for the development of more precise and personalized drug therapy that can avoid
adverse reactions and reduce toxicity. Al’s ability to identify patterns in complex and
high-dimensional data can provide insights into the molecular and cellular pathways
involved in ADRs, thus enhancing our understanding of drug safety and paving the
way for more effective interventions [13, 46—48].

Connectomic analysis, which maps the connections in the brain, can be enhanced
with AI to understand how certain drugs impact neural circuits at a cellular level,
potentially leading to ADRs. For example, neurotoxicity is a common ADR for many
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therapeutic agents. By analyzing large-scale neural network data, Al can help identify
specific neural pathways disrupted by drug interactions, informing safer drug design
and targeted therapies. This capability is compelling in psychopharmacology, where
the intricate interplay between neurotransmitter systems and drug targets often
presents a high risk of adverse effects [13, 46].

Al algorithms can analyze proteomic and metabolomic profiles to identify bio-
markers that predict adverse drug reactions. These biomarkers can provide early
warnings during clinical trials or clinical settings, allowing for timely interventions.
By understanding the changes in protein and metabolic levels, researchers can also
gain valuable insights into the mechanisms driving ADRs, contributing to the devel-
opment of safer drugs [46-48].

Al-driven drug repurposing efforts can benefit from an enhanced understanding
of ADR mechanisms. Using Al to analyze adverse reactions, researchers can predict
potential ADRs for existing drugs tested for new therapeutic purposes. Identifying
such risks early can prevent similar outcomes in new therapeutic contexts. Moreover,
understanding the mechanistic basis of ADRs can reveal off-target effects central
to the repurposing strategy, ensuring a more comprehensive safety profile for the
repurposed drugs [47, 48]. Improving exiting drug safety, screening new drug, and
enhancing personalized drug therapy are described in Figure 3.

2.8 List of Al tools and systems used in pharmacovigilance

Based on the argument detailed in the present perspective chapter, integrating
Al into pharmacovigilance is highly important for healthcare providers, pharmaco-
vigilance experts, and regulatory authorities. Given the importance of drug safety
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Figure 3.

Improving safety of exiting drugs and screening of new drugs using AI models: generative adversarial networks
(a), recurvent neural networks (b), graph neural networks (c), reinforcement learning models (d), and
convolutional neural networks (e).
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to the public and the accelerating progression of developing Al-related sciences, it
would be essential to list the most significant AI models and systems used in pharma-
covigilance. Table 1 lists the Al tools and systems used to improve the capabilities of
pharmacovigilance practices.

3. Challenges and barriers of integrating artificial intelligence into
pharmacovigilance

Integrating artificial intelligence (AI) into pharmacovigilance poses several
significant challenges and barriers that need to be addressed to fully realize its
potential. Firstly, data quality and consistency present a major hurdle. These datasets
are often heterogeneous, incomplete, and unstructured, making it difficult for Al
systems to extract meaningful insights. Ensuring that data are clean, accurate, and
harmonized is crucial but resource-intensive, requiring substantial investments in
data preprocessing and standardization. Another significant challenge is the need for
transparency and interpretability in AI algorithms. Regulatory bodies such as the FDA
and EMA place a high emphasis on the explainability of safety assessment processes.
Al models, particularly complex ones like deep learning networks, often operate as
“black boxes,” making it challenging to understand how they derive their conclusions
[24, 28, 45].

Regulatory and ethical considerations also pose significant challenges. The use of
Al in pharmacovigilance involves processing sensitive health data, raising concerns
about patient privacy and data security. Ensuring compliance with regulations such
as the GDPR in Europe and HIPAA in the United States is essential to protect patient
confidentiality. Moreover, ethical considerations regarding the deployment of Al
in healthcare must be addressed, such as ensuring unbiased algorithms that do not
perpetuate existing health disparities. Developing ethical guidelines and standards
for the use of Al in pharmacovigilance is imperative to address these concerns
[24, 45, 49].

Technical limitations in Al technology itself act as barriers. For instance, current
natural language processing (NLP) algorithms, which are essential for analyzing
unstructured text data like medical reports, still struggle with the complexity and
variability of medical language. These algorithms need to be continuously refined to
accurately capture the nuances of medical terminology and context. Additionally,
integrating Al with existing pharmacovigilance software and IT infrastructure can be
challenging, requiring significant technical expertise and investment. Overcoming
these technical barriers is crucial for the seamless incorporation of Al into pharmaco-
vigilance systems [24, 49, 50].

Moreover, technical challenges in training datasets and validation of artificial
intelligence for pharmacovigilance were implied. Robust validation of Al models
in pharmacovigilance is essential to ensure their reliability and generalizability.
Standard validation methods, such as cross-validation and bootstrapping, may not
fully capture the complexity of real-world scenarios. It is necessary to use a combi-
nation of internal validation (using part of the training data) and external valida-
tion (using independent datasets) to comprehensively assess model performance.
Standardizing terminologies using medical dictionaries (like MedDRA or SNOMED
CT) and developing sophisticated data normalization techniques are essential steps to
overcome this challenge. A majority of the available data pertains to normal, non-
adverse outcomes, while only a small fraction relates to ADRs. Training Al models on
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such imbalanced datasets can result in poor performance, as the models may become
biased toward the majority class and fail to detect ADRs accurately. Text in medical
records often includes domain-specific jargon, abbreviations, and complex sentence
structures, posing significant challenges for standard NLP techniques. Advances in
NLP, such as transformer-based models and contextual embeddings, offer promis-
ing solutions, but their application to specialized domains like pharmacovigilance
requires careful tuning and validation [24, 28, 45, 49, 50].

4. Future perspectives

Al models and systems have implied a significant contribution in improving drug-
related safety through integration with pharmacovigilance. However, to enhance the
performance of Al applications in pharmacovigilance, expert should consider these
strategies:

1. Quality data: Utilize high-quality, diverse datasets to train Al models effectively.
Incorporate structured and unstructured data sources for a comprehensive
understanding.

2. Continuous learning: Implement models that can adapt and learn from new data.
Techniques such as transfer learning and reinforcement learning can enhance
AT’s ability to recognize patterns and trends.

3. Interpretability: Aim for models that provide explanations for their predictions.
This transparency is vital in pharmacovigilance to understand how decisions are
made.

4.Collaboration: Foster collaboration between Al experts, pharmacovigilance spe-
cialists, and domain experts to leverage diverse perspectives. This interdisciplin-
ary approach can lead to more robust Al solutions.

5. Regulatory compliance: Ensure Al applications meet regulatory requirements
and standards in the healthcare industry. Compliance with data privacy laws like
GDPR is crucial.

6. Feedback loops: Establish mechanisms to receive feedback from end users on Al
predictions. These data can be used to fine-tune models and improve accuracy
over time.

5. Conclusions

Incorporating artificial intelligence (AI) into pharmacovigilance practices
represents a major advancement in improving drug safety and public health.
Pharmacovigilance, which involves the continuous monitoring, assessment, and
prevention of adverse effects associated with pharmaceutical products, stands to gain
tremendously from Al’s powerful capabilities in data processing and pattern recogni-
tion. Al algorithms have the ability to efficiently analyze immense volumes of data
originating from diverse sources, including various types of clinical studies, medical
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records, and social media, with unprecedented speed and accuracy. This capability
allows for the early identification of potential adverse drug reactions (ADRs), provid-
ing a proactive approach to drug safety monitoring. By automating routine tasks, Al
not only reduces the time and cost associated with pharmacovigilance but also enables
human experts to focus on more complex analyses, thereby increasing the overall
efficiency and effectiveness of the pharmacovigilance system.

Moreover, AT’s capacity for continuous learning and improvement further under-
scores its value in pharmacovigilance. Advanced machine learning models can adapt over
time, improving their predictive accuracy as new data become available. This dynamic
capability is crucial in the constantly evolving landscape of drug safety, where new ADRs
can emerge as drugs are used by larger and more diverse populations. Additionally,
Al-driven systems can facilitate better regulatory compliance by providing compre-
hensive and timely reports required by health authorities. They can also enhance signal
detection processes, aiding in the rapid identification of safety concerns that might be
missed by traditional methods. As the pharmaceutical industry continues to grapple with
the complexities of monitoring drug safety, the integration of Al into pharmacovigilance
not only promises to safeguard patient health more effectively but also to revolutionize
the way drug safety data is handled and interpreted.

Here are some key aspects of applying Al in pharmacovigilance:

1. Early detection of ADRs: Al algorithms have the capability to process and exam-
ine massive amounts of data gathered from diverse sources such as social media,
electronic health records, and medical literature. This allows them to detect
potential adverse drug reactions (ADRs) at an early stage, enabling prompt
intervention when necessary.

2. Signal detection: Al tools can help in signal detection by analyzing patterns in
data to identify potential safety concerns related to specific drugs or medical
products.

3. Risk assessment: Al can assist in risk assessment by predicting which patients
may be at a higher risk of experiencing certain ADRs, allowing for personalized
monitoring and prevention strategies.

4. Automation of reporting: Al can automate the collection, processing, and
reporting of ADR data, improving the efficiency and accuracy of pharmacovigi-
lance activities.

5. Data mining and analysis: Al techniques such as natural language processing
(NLP) can extract valuable insights from unstructured data such as patient
reports, medical records, and scientific literature, enhancing pharmacovigilance
surveillance.

6. Enhanced pharmacovigilance surveillance: Al systems can continuously monitor
large datasets for safety signals, enabling real-time pharmacovigilance surveil-
lance and rapid response to emerging safety issues.

Overall, the application of Al in pharmacovigilance can lead to more proactive
and effective monitoring of drug safety, ultimately improving patient outcomes and
regulatory decision making.
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Currently, there are challenges and limitations in fully integrating AI models
and systems into pharmacovigilance. These include issues with data quality, as data
sources may be varied and contain errors, missing information, or inconsistencies.
These issues can impact the performance of Al algorithms. Additionally, AI algo-
rithms have the potential to perpetuate biases present in the data they are trained on.
In pharmacovigilance, biased data can lead to skewed results and inaccurate predic-
tions, potentially affecting patient safety, and the use of Al in pharmacovigilance
raises regulatory challenges, as agencies need to establish standards for validating Al
algorithms and ensuring patient safety. Current regulations may not be adequately
equipped to address the unique characteristics of Al technologies.

Conflict of interest

The authors declare no conflict of interest.

Author details
Mohamed Gamaleldin™, Shaimaa Abdelhalim' and Ivo Abraham™3*°

1 Department of Pharmaceutical Sciences (Pharm-D Program), Fakeeh College for
Medical Sciences, Jeddah, Saudi Arabia

2 Department of Pharmacy Practice and Science, R. K. Coit College of Pharmacy,
University of Arizona, Tucson, Arizona, USA

3 Department of Family and Community Medicine, College of Medicine, University
of Arizona, Tucson, Arizona, USA

4 Clinical Translational Sciences, University of Arizona Health Sciences, Arizona, USA
5 Matrix45, Tucson, AZ, USA
*Address all correspondence to: mgamaleldin@fcms.edu.sa

IntechOpen

© 2024 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided

the original work is properly cited.

36



Perspective Chapter: Application of Artificial Intelligence in Pharmacovigilance Practices

DOI: http://dx.doi.org/10.5772/intechopen.1006062

References

[1] Singh S, Kumar R, Payra S, Singh SK.

Artificial intelligence and machine
learning in pharmacological research:
Bridging the gap between data and
drug discovery. Cureus [Internet].
2023;15(8):e44359. Available from:
https://pubmed.ncbi.nlm.nih.
gov/37779744/ [Accessed: June 21,
2024 ]

[2] Ahmad T, Lund LH, Rao P,

Ghosh R, Warier P, Vaccaro B, et al.
Machine learning methods improve
prognostication, identify clinically
distinct phenotypes, and detect
heterogeneity in response to therapy

in a large cohort of heart failure
patients. Journal of the American Heart
Association [Internet]. 2018;7(8).

Available from: https://www.ahajournals.

org/doi/abs/10.1161/JAHA 117.008081
[Accessed: June 21, 2024]

(3] Zhan C, Roughead E, Liu L, Pratt N,
LiJ. Detecting potential signals of
adverse drug events from prescription
data. Artificial Intelligence in Medicine
[Internet]. 2020;104. Available

from: https://pubmed.ncbi.nlm.nih.
gov/32499007/ [Accessed: June 3, 2024]

[4] Senthil Kumar K, Miskovic V,

Blasiak A, Sundar R, Pedrocchi ALG,
Pearson AT, et al. Artificial intelligence
in clinical oncology: From data to digital
pathology and treatment. American
Society of Clinical Oncology Educational
[Internet]. 2023;43:€390084. Available
from: https://ascopubs.org/doi/10.1200/
EDBK_390084 [Accessed: June 21, 2024]

[5] Skelly CL, Cassagnol M, Munakomi S.
Adverse Events [Internet]. Treasure
Island (FL): StatPearls Publishing;

2023. pp. 213-2 21. Available from:
https://www.ncbi.nlm.nih.gov/books/
NBK558963/ [Accessed: June 21, 2024]

37

[6] Laatikainen O, Sneck S, Turpeinen M.
Medication-related adverse events in
health care—What have we learned?

A narrative overview of the current
knowledge. European Journal of Clinical
Pharmacology [Internet]. 2022;78(2):159.
Available from: https://pmc/articles/
PMC8748358/ [Accessed: June 3, 2024]

[71 Montané E, Santesmases J. Adverse
drug reactions. Medicina Clinica
(Barc) [Internet]. 2020;154 (5):178-184.
Available from: https://pubmed.ncbi.
nlm.nih.gov/31771857/ [Accessed: June
3,2024]

(8] Hoang T, Liu J, Roughead E, Pratt N,
LiJ. Supervised signal detection for
adverse drug reactions in medication
dispensing data. Computer Methods and
Programs in Biomedicine [Internet].
2018;161:25-38. Available from: https://
pubmed.ncbi.nlm.nih.gov/29852965/
Accessed: June 3, 2024

[9] Loke YK, Mattishent K,
Navaneetharaja N. New adverse drug
reaction signals from 2017 to 2021—
Genuine alerts or false alarms? Pharmacy
[Internet]. 2024;12(1):33 . Available from:
https://pmc/articles/PMC10892108/
[Accessed: June 3, 2024]

[10] Sartori D, Aronson JK, Onakpoya IJ.
Signals of adverse drug reactions
communicated by pharmacovigilance
stakeholders: Protocol for a scoping
review of the global literature. Systematic
Reviews [Internet]. 2020;9(1). Available
from: https://pmc/articles/PMC7425142/
[Accessed: June 3, 2024]

[11] McMaster C, Chan J, Liew DFL,
Su E, Frauman AG, Chapman WW,
etal. Developing a deep learning
natural language processing algorithm
for automated reporting of adverse



Pharmacovigilance — Facts, Challenges, Limitations and Opportunities

drug reactions. Journal of Biomedical
Informatics [Internet]. 2023:137.
Available from: https://pubmed.ncbi.
nlm.nih.gov/364 64227/ [Accessed: June
3,2024]

[12] Pilipiec P, Liwicki M, Bota A. Using
machine learning for pharmacovigilance:
A systematic review. Pharmaceutics
[Internet]. 2022;14 (2). Available from:
https://pmc/articles/PMC8924891/
[Accessed: June 3, 2024]

[13] Murphy RM, Klopotowska JE,

de Keizer NF, Jager K], Leopold JH,
Dongelmans DA, et al. Adverse drug
event detection using natural language
processing: A scoping review of
supervised learning methods. PLoS One
[Internet]. 2023;18(1). Available from:
https://pmc/articles/PMCg810201/
[Accessed: June 4, 2024]

[14] Woodman RJ, Mangoni AA. A
comprehensive review of machine
learning algorithms and their application
in geriatric medicine: Present and

future. Aging Clinical and Experimental
Research [Internet]. 2023;35(11):2363.
Available from: https://pmc/articles/
PMC10627901/ [Accessed: June 4, 2024]

[15] Sarker IH. Machine learning:
Algorithms, real-world applications
and research directions. SN Computer
Science [Internet]. 2021;2(3):160.
Available from: https://pmc/articles/
PMC7983091/ [Accessed: June 4, 2024]

[16] Harkdanen M, Haatainen K,
Vehvildinen-Julkunen K, Miettinen M.
Artificial intelligence for identifying
the prevention of medication incidents
causing serious or moderate harm: An
analysis using incident reporters’ views.
International Journal of Environmental
Research and Public Health [Internet].
2021;18(17). Available from: https://pmc/
articles/PMC8431329 / [Accessed: June
20, 2024]

38

[17] Choudhury A, Asan O. Role of
artificial intelligence in patient safety
outcomes: Systematic literature review.
JMIR Medical Informatics [Internet].
2020;8(7). Available from: https://pmc/
articles/PMC7414411/ [Accessed: June
20, 2024]

[18] Liu VX, Bates DW, Wiens ],

Shah NH. The number needed to benefit:
Estimating the value of predictive
analytics in healthcare. Journal of

the American Medical Informatics
Association [Internet]. 2019;26 (12):1655.
Available from: https://pmc/articles/
PMC6857505/ [Accessed: June 4, 2024]

[19] Lamy JB. A data science approach to
drug safety: Semantic and visual mining
of adverse drug events from clinical trials
of pain treatments. Artificial Intelligence
in Medicine [Internet]. 2021;115.
Available from: https://pubmed.ncbi.
nlm.nih.gov/34001324/ [Accessed: June
4, 2024]

[20] Smith GF. Artificial intelligence in
drug safety and metabolism. Methods
in Molecular Biology [Internet].
2022;2390:483-501. Available from:
https://pubmed.ncbi.nlm.nih.
gov/34731484/ [Accessed: June 4, 2024]

[21] De Abreu FR, Zhong S, Moureaud C,
Le MT, Rothstein A, Li X, etal. A

pilot, predictive surveillance model

in pharmacovigilance using machine
learning approaches. Advances in
Therapy [Internet]. 2024;41(6):2435.
Available from: https://pmc/articles/
PMC111331 12/ [Accessed: June 4, 2024]

[22] Fisher A, Young MM, Payer D,
Pacheco K, Dubeau C, Mago V.
Automating detection of drug-related
harms on social media: Machine learning
framework. Journal of Medical Internet
Research [Internet]. 2023;25(1).
Available from: https://pmc/articles/
PMC10548323/ [Accessed: June 20, 2024]



Perspective Chapter: Application of Artificial Intelligence in Pharmacovigilance Practices

DOI: http://dx.doi.org/10.5772/intechopen.1006062

[23] LiM, Chen S, Lai Y, Liang Z, Wang ],
ShiJ, et al. Integrating real-world
evidence in the regulatory decision-
making process: A systematic analysis

of experiences in the US, EU, and

China using a logic model. Frontiers

in Medicine [Internet]. 2021;8:669509.
Available from: https://pmc/articles/
PMC8200400/ [Accessed: June 20, 2024]

[24] Desai MK. Artificial intelligence

in pharmacovigilance — Opportunities
and challenges. Perspectives in Clinical
Research [Internet]. 2024;15(3):116-121.
Available from: https://journals.lww.
com/picp/fulltext/9g9oo/artificial
intelligence_in_pharmacovigilance__.18.
aspx [Accessed: June 15, 2024]

[25] Roosan D, Law AV, Roosan MR,

LiY. Artificial intelligent context-aware
machine-learning tool to detect adverse
drug events from social media platforms.
Journal of Medical Toxicology [Internet].
2022;18(4):311. Available from: https://
pmc/articles/PMC9492823/ [Accessed:
June 22, 2024]

[26] Ghosh R, Kempf D, Pufko A,
Barrios Martinez LF, Davis CM,

Sethi S. Automation opportunities in
pharmacovigilance: An industry survey.
Pharmaceutical Medicine [Internet].
2020334 (1):7-18. Available from: https://
pubmed.ncbi.nlm.nih.gov/32036574/
[Accessed: June 21, 2024]

[27] Alsanosi SM, Padmanabhan S.
Potential applications of artificial
intelligence (Al) in managing
polypharmacy in Saudi Arabia: A
narrative review. Healthcare [Internet].
2024;12(7). Available from: https://pmc/
articles/PMC11011812/ [Accessed: June
22,2024]

[28] Crisafulli S, Ciccimarra F, Bellitto C,
Carollo M, Carrara E, Stagi L, etal.
Artificial intelligence for optimizing
benefits and minimizing risks of

39

pharmacological therapies: Challenges
and opportunities. Frontiers in Drug
Safety and Regulation. 2024;4:13564 05

[29] Kara V, Powell G, Mahaux O,
Jayachandra A, Nyako N, Golds C, et al.
Finding needles in the haystack: Clinical
utility score for prioritisation (CUSP),
an automated approach for identifying
spontaneous reports with the highest
clinical utility. Drug Safety [Internet].
2023;46(9):847. Available from: https://
pmc/articles/PMC10442257/ [Accessed:
June 22, 2024]

[30] Aronson JK. Artificial intelligence
in pharmacovigilance: An introduction
to terms, concepts, applications, and
limitations. Drug Safety [Internet].
2022;45(5):407-418. Available from:
https://pubmed.ncbi.nlm.nih.
gov/35579806/ [Accessed: June 3, 2024]

[31] Chalasani SH, Syed ], Ramesh M,
Patil V, Pramod Kumar TM. Artificial
intelligence in the field of pharmacy
practice: A literature review. Exploratory
Research in Clinical and Social Pharmacy
[Internet]. 2023;12. Available from:
https://pmc/articles/PMC10598710/
[Accessed: June 4, 2024]

[32] Noguchi Y, Tachi T, Teramachi H.
Detection algorithms and attentive
points of safety signal using spontaneous
reporting systems as a clinical data
source. Briefings in Bioinformatics
[Internet]. 2021;22(6). Available

from: https://pubmed.ncbi.nlm.nih.
gov/34 453158/ [Accessed: June 4, 2024]

[33] Kim HR, Sung M, Park JA, Jeong K,
Kim HH, Lee S, et al. Analyzing adverse
drug reaction using statistical and
machine learning methods: A systematic
review. Medicine (Baltimore) [Internet].
2022;101(25):E29387. Available from:
https://pmc/articles/PMC9276413/
[Accessed: June 4, 2024]



Pharmacovigilance — Facts, Challenges, Limitations and Opportunities

[34] Ahuja 'V, Alvarez CA, Birge JR,
Syverson C. Enhancing regulatory
decision making for postmarket drug
safety. Management Science [Internet].
2021;67(12):7493-7510. Available from:
https://pubsonline.informs.org/doi/
abs/10.1287/mnsc.2020.3889 [A ccessed:
June 20, 2024]

(351 Lee VC. Big data and
pharmacovigilance: Data mining for
adverse drug events and interactions.
Pharmacology & Therapeutics
[Internet]. 2018;43 (6):34 0. Available
from: https://pmc/articles/PMC5969211/
[Accessed: June 4, 2024]

(36] Igbal MZ, Faiz MFI. Active
surveillance for COVID-19 through
artificial intelligence using real-time
speech-recognition mobile application.
In: 2020 IEEE International Conference
on Consumer Electronics - Taiwan,
ICCE-Taiwan. IEEE; 2020

(371 Nayan M, Salari K, Bozzo A,
Ganglberger W, Lu G, Carvalho F, etal.
A machine learning approach to predict
progression on active surveillance for
prostate cancer. Urologic Oncology
[Internet]. 2022;40(4):161.e1-161.€7.
Available from: https://pubmed.ncbi.
nlm.nih.gov/34 465541/ [Accessed: June
14, 2024]

(38] Harrer S, Shah P, Antony B, Hu J.
Artificial intelligence for clinical trial
design. Trends in Pharmacological
Sciences. 2019;40(8):577-591

[39] Zhang B, Zhang L, Chen Q, Jin Z,
Liu S, Zhang S. Harnessing artificial
intelligence to improve clinical trial
design. Communications Medicine
[Internet]. 2023;3(1):1-3. Available from:
https://www.nature.com/articles/s43856-
023-00425-3 [A ccessed: June 21, 2024]

[40] Singh S, Gupta H, Sharma P, Sahi S.
Advances in artificial intelligence

40

(AI)-assisted approaches in drug
screening. Artificial Intelligence
Chemistry. 2024;2(1):100039

[41] Yang S, Kar S. Application of
artificial intelligence and machine
learning in early detection of adverse
drug reactions (ADRs) and drug-induced
toxicity. Artificial Intelligence Chemistry.
2023;1(2):100011

[42] Ietswaart R, Arat S, Chen AX,
Farahmand S, Kim B, DuMouchel W,

et al. Machine learning guided
association of adverse drug reactions
with in vitro target-based pharmacology.
EBioMedicine [Internet]. 2020;57.
Available from: http://www.thelancet.
com/article/S2352 39642 0302127/fulltext
[Accessed: June 21, 2024]

[43] Litvinova O, Yeung AWK,
Hammerle FP, Mickael ME, Matin M,
Kletecka-Pulker M, et al. Digital
technology applications in the
management of adverse drug reactions:
Bibliometric analysis. Pharmaceuticals
[Internet]. 2024;17:395. Available
from: https://www.mdpi.com/1424-
8247/17/3/395/htm [Accessed: June 21,
2024]

[44] Wu T, Gao CC, Lin JS, Zha JL. Active
monitoring of adverse drug reactions
with neural network technology. Chinese
Medical Journal (Engl) [Internet].
2017;130(12):1498. Available from:
https://pmc/articles/PMC54634 82/
[Accessed: June 21, 2024]

[45] Askin S, Burkhalter D, Calado G,
El Dakrouni S. Artificial intelligence
applied to clinical trials: Opportunities
and challenges. Health and Technology
(Berl) [Internet]. 2023;13 (2):203.
Available from: https://pmc/articles/
PMC9974218/ [Accessed: June 21, 2024]

[46] Yang F, Zhang Q, Ji X, Zhang Y,
Li W, Peng S, et al. Machine learning



Perspective Chapter: Application of Artificial Intelligence in Pharmacovigilance Practices
DOI: http://dx.doi.org/10.5772/intechopen.1006062

applications in drug repurposing.
Interdisciplinary Sciences [Internet].
2022314 (1):15. Available from: https://
pmc/articles/PMC8783773/ [Accessed:
June 21, 2024]

[47] Yan C, Grabowska ME, Dickson AL,
Li B, Wen Z, Roden DM, et al.
Leveraging generative Al to prioritize
drug repurposing candidates for
Alzheimer’s disease with real-world
clinical validation. npj Digital Medicine
[Internet]. 2024;7(1):1-6. Available from:
https://www.nature.com/articles/s41746-
024-01038-3 [A ccessed: June 21, 2024]

[48] Paul D, Sanap G, Shenoy S,

Kalyane D, Kalia K, Tekade RK. Artificial
intelligence in drug discovery and
development. Drug Discovery Today
[Internet]. 2021;26(1):80. Available
from: https://pmc/articles/PMC7577280/
[Accessed: June 21, 2024]

[49] Huang JY, Lee WP, Der LK.
Predicting adverse drug reactions from
social media posts: Data balance, feature
selection and deep learning. Healthcare
[Internet]. 2022;10(4). Available from:
https://pmc/articles/PMC9024774/
[Accessed: June 4, 2024]

[s0] Alowais SA, Alghamdi SS,
Alsuhebany N, Alqahtani T, Alshaya Al,
Almohareb SN, et al. Revolutionizing
healthcare: The role of artificial
intelligence in clinical practice.

BMC Medical Education [Internet].
2023;23(1). Available from: https://pmc/
articles/PMC10517477/ [Accessed: June
4, 2024]

41






Chapter 3

The Impact of Technological
Progress on Pharmacovigilance

Jian Yang and Fan Li

Abstract

The rapid advancement of technology, particularly in Artificial Intelligence (AI),
Machine Learning (ML), and Big Data analytics, has significantly transformed the
field of pharmacovigilance. These technologies have revolutionized how adverse drug
reactions (ADRs) are detected, assessed, and managed, leading to more efficient,
accurate, and proactive pharmacovigilance systems. This chapter provides an analysis
of the impact of Al and ML on pharmacovigilance, highlighting their roles in enhanc-
ing data collection and analysis, improving safety signal identification, and increas-
ing the accuracy and timeliness of adverse event reporting. Additionally, it discusses
the application of generative Al in natural language processing (NLP) for analyzing
large datasets and generating human-like text based on learned patterns. The chapter
also addresses both the benefits and risks associated with these technologies. While
randomized clinical trials are essential for establishing the safety and efficacy of
pharmaceutical products, they do not guarantee complete safety under all circum-
stances. Consequently, biopharmaceutical companies are increasingly adopting these
advanced technologies to systematically detect, assess, understand, and prevent
ADRs. Despite significant advantages—such as automated screening of large datasets
and improved identification of safety issues—challenges related to data quality,
algorithmic transparency, and regulatory compliance remain critical considerations
for the future of pharmacovigilance.

Keywords: pharmacovigilance, artificial intelligence, machine learning,
big data analysis, adverse drug reactions, drug safety, healthcare technology

1. Introduction

Pharmacovigilance, the scientific discipline concerned with the detection, assess-
ment, understanding, and prevention of adverse effects or any other drug-related
problems, is fundamental to ensuring the safety of medications throughout their
lifecycle [1]. Traditional pharmacovigilance methods, which largely depend on
spontaneous reporting systems, have provided essential insights into drug safety [2].
However, these conventional approaches are often limited by the sheer volume and
complexity of data, as well as by delays in signal detection and response times [3].
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These limitations can lead to significant safety risks, especially when emerging
adverse drug reactions (ADRs) are not identified and addressed promptlyent years,
technological advancements, particularly in artificial intelligence (AI) and machine
learning (ML), have introduced new opportunities to enhance pharmacovigilance
practices [4]. Al and ML offer sophisticated tools for analyzing large and complex
datasets, which traditional methods may struggle to handle effectively [5]. By auto-
mating data collection and processing, these technologies can reduce the time and
effort required to identify safety signals, thereby increasing the accuracy and timeli-
ness of adverse event reporting [6].

Al anologies are particularly valuable in improving the identification of safety
signals from diverse data sources, including electronic health records (EHRs), social
media, and patient registries [7]. These technologies can integrate and analyze data
from various formats—structured, semi-structured, and unstructured—offering a
more comprehensive view of drug safety [8]. For instance, natural language process-
ing (NLP), a subset of Al, can extract relevant information from unstructured text
data such as clinical notes and social media posts, significantly expanding the scope
and accuracy of pharmacovigilance activities [9].

Moreover, Al-based predictive analytics in pharmacovigilance, allowing for the
early detection of potential ADRs even before they manifest in the general popula-
tion. By leveraging historical data, these technologies can predict which patient
populations are at higher risk for specific ADRs, facilitating more personalized and
proactive interventions. This predictive capability is particularly valuable during
the post-marketing surveillance phase, where ongoing monitoring of drug safety is
critical [10].

Despite these advancements of Al and ML into pharmacovigilance are not
without challenges [11], issues related to data quality, algorithmic transparency,
and regulatory compliance must be carefully managed to realize the full poten-
tial of these technologies [12]. Ensuring high-quality, consistent data is crucial
for training accurate and reliable Al models, while transparency in algorithmic
decision-making is necessary to maintain trust among healthcare professionals and
regulatory bodies [13].

This chapter delves informative impact of Al and ML on pharmacovigilance,
examining their applications in data integration, signal detection, and predictive
analytics. It also discusses the challenges associated with the adoption of these
technologies and explores future directions for the field. By integrating Al and ML,
pharmacovigilance systems can become more proactive and effective, ultimately
enhancing drug safety and improving patient outcomes in an increasingly complex
healthcare landscape.

1.1 Artificial intelligence and machine learning (ML)
1.1.1 Overview of Al and ML in pharmacovigilance

Artificial Intelligence (AI) and Machine Learning (ML) are advanced computa-
tional techniques designed to replicate tasks that typically require human intelligence,
such as pattern recognition, decision-making, and predictive analytics [14]. In the
context of pharmacovigilance, Al and ML are primarily employed in natural language
processing (NLP) and machine learning applications, enabling the systematic analysis
of large datasets to identify and manage adverse drug reactions (ADRs) [15]. These
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technologies offer a significant advantage in managing and analyzing large volumes of
complex data, which traditional methods often struggle to handle effectively.

The methodology employed in this study integrates multiple facets of Al and
ML to enhance various pharmacovigilance activities. The approach begins with data
collection and preprocessing, utilizing a diverse range of data sources, including
electronic health records (EHRs), social media, clinical trial data, and spontaneous
reporting systems [16]. These data sources are processed using NLP techniques, par-
ticularly generative AI, which is designed to understand and generate human-like text
based on patterns learned from large datasets. This capability allows for the extraction
of relevant information from unstructured data sources such as clinical narratives and
social media posts, significantly broadening the scope of pharmacovigilance activities
and enabling the identification of ADRs from previously underutilized sources [17].

Al and ML algorithms are applied to these heterogeneous data sources, efficiently
processing and integrating them to provide a more comprehensive understanding
of drug safety. The models developed in this study are validated through rigorous
testing procedures, including cross-validation and sensitivity analyses, to ensure
their reliability and generalizability. These models are specifically leveraged for signal
detection, data mining, and predictive analytics, providing a detailed and systematic
approach to enhancing pharmacovigilance practices [18].

Moreover, the study also addresses the ethical and regulatory challenges associ-
ated with the implementation of these technologies. Emphasizing the importance of
transparency, data quality, and compliance with regulatory standards, the chapter
discusses the implications of using Al and ML in a field as sensitive as pharmacovigi-
lance. This holistic approach ensures that the technological advancements not only
improve the efficiency and accuracy of pharmacovigilance but also adhere to the
necessary ethical guidelines and regulatory requirements [19].

By merging advanced Al and ML methodologies with comprehensive data sources
and rigorous validation techniques, this study provides a robust framework for
improving pharmacovigilance practices. This integrated methodology demonstrates
how AT and ML can be effectively harnessed to enhance the detection and manage-
ment of adverse drug reactions, ultimately contributing to safer pharmaceutical
practices and better patient outcomes.

1.1.1.1 Data collection and preprocessing

* Data sources: The study utilized diverse data sources, including electronic
health records (EHRs), social media platforms, clinical trial data, and sponta-
neous reporting systems. Each of these data sources provides unique insights
into drug safety, with EHRs offering structured clinical data, social media
providing unstructured patient-reported outcomes, and clinical trial data
contributing pre-market safety information [20].

* Data preprocessing: Given the variety of data formats, the preprocessing phase
involved cleaning and standardizing the data to ensure consistency and accu-
racy. Structured data, such as that from EHRs, was normalized and encoded,
while unstructured data from social media was processed using natural
language processing (NLP) techniques. NLP was employed to extract relevant
entities such as drug names, symptoms, and adverse events from free-text
data, which was then structured for further analysis.
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1.1.1.2 Signal detection

o Application of ML algorithms: For signal detection, machine learning algorithms
such as Random Forests, Support Vector Machines (SVM), and Gradient
Boosting Machines were implemented. These algorithms were trained on
historical data to identify patterns and correlations that could indicate potential
safety signals. The models were validated using cross-validation techniques to
ensure robustness and generalizability across different datasets [21].

* NLP for unstructured data: In addition to structured data analysis, NLP
techniques were applied to unstructured data sources like social media and
clinical notes. Named entity recognition (NER) and sentiment analysis
were used to detect mentions of adverse events and assess the sentiment
associated with these mentions. The integration of NLP with traditional
ML models enhanced the detection of emerging safety signals from non-
traditional data sources [22].

1.1.1.3 Predictive analytics

* Predictive modeling: The study also focused on predictive analytics, using
ML models to forecast the likelihood of adverse drug reactions (ADRs) in
specific patient populations. Predictive models were developed using histori-
cal ADR data and patient demographics, enabling the identification of high-
risk groups. Techniques such as logistic regression and deep learning were
employed to build these models, with performance metrics like precision,
recall, and the area under the receiver operating characteristic (ROC) curve
used to evaluate their effectiveness [23].

* Real-time data processing: To facilitate timely decision-making, real-time data
processing capabilities were integrated into the pharmacovigilance system.
Streaming data from EHRs and social media was continuously fed into the
ML models, allowing for the real-time detection of potential safety issues.
This proactive approach enabled quicker regulatory responses and improved
patient safety outcomes [24].

1.1.1.4 Model validation and interpretation:

* Validation techniques: Rigorous validation techniques were applied to ensure
the reliability of the Al and ML models. This included splitting the data
into training, validation, and test sets, and using techniques such as k-fold
cross-validation to minimize overfitting. The models were also subjected to
sensitivity analyses to understand the impact of various input features on the
predictions.

* Interpretability of models: To address concerns about the “black box” nature of
Al models, methods such as SHAP (SHapley Additive exPlanations) and LIME
(Local Interpretable Model-agnostic Explanations) were employed to provide
interpretability. These techniques allowed for the identification of key vari-
ables that influenced the model’s predictions, thereby increasing the transpar-
ency and trustworthiness of the Al-driven pharmacovigilance processes [25].
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1.1.1.5 Data integration and reporting

o Integration of data sources: The integration of multiple data sources was critical
for a holistic view of drug safety. Data integration frameworks were developed
to merge structured and unstructured data, ensuring that the output from one
model could be effectively used as input for another. This seamless integration
allowed for comprehensive analysis and reporting [26].

* Automated reporting: The findings from the Al and ML models were used to
generate automated reports, which were then reviewed by pharmacovigilance
professionals for final validation. These reports provided actionable insights,
including the identification of new safety signals, risk predictions, and recom-
mendations for regulatory actions.

This methodology highlights the sophisticated application of Al and ML in
pharmacovigilance, demonstrating how these technologies can enhance data analysis,
signal detection, and predictive capabilities. The systematic approach to data collec-
tion, model development, validation, and integration ensures that the pharmacovigi-
lance process is both rigorous and scalable, ultimately contributing to improved drug
safety and patient outcomes.

By systematically applying these research methods, this chapter provides a robust
analysis of how Al and ML technologies can transform pharmacovigilance practices.
The combination of theoretical insights, practical applications, and ethical consider-
ations offers a comprehensive view of the opportunities and challenges in this evolv-
ing field.

1.1.2 Applications in pharmacovigilance

Al and ML are increasingly being used to enhance various pharmacovigilance
activities. For instance, ML algorithms can analyze EHRs, social media posts, and
other data sources to identify potential ADRs. Deep learning, a subset of ML, has
shown particular promise in improving the accuracy and efficiency of these analyses.
According to Evans HP et al. [27], deep learning models can significantly enhance the
detection of ADRs by analyzing complex datasets more effectively than traditional
statistical methods [27].

One notable application is in signal detection, where AI and ML algorithms can
sift through vast datasets to identify new safety signals. This proactive approach can
lead to earlier identification of potential drug safety issues, enabling quicker regula-
tory actions and mitigating risks to patients. For example, Al-driven signal detection
systems can continuously monitor and analyze data from various sources, providing
real-time updates on potential safety concerns.

Another significant application is in the prediction of ADRs. By leveraging histori-
cal data, ML models can predict the likelihood of ADRs for new drugs or new patient
populations. This predictive capability is particularly valuable during the early stages
of drug development, where understanding the safety profile of a drug is crucial.
Predictive models can also be used to identify patient subgroups at higher risk of
ADRs, enabling more personalized and safer medication regimens [28].

Furthermore, Al and ML can assist in automating routine pharmacovigilance tasks
such as case processing and report generation. Automation can significantly reduce
the workload on pharmacovigilance professionals, allowing them to focus on more
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complex and value-added activities. For instance, NLP algorithms can automatically
extract relevant information from adverse event reports, classify the events, and
generate comprehensive reports, thereby streamlining the entire pharmacovigilance
workflow.

1.1.3 Benefits and challenges

The integration of Al and ML in pharmacovigilance offers numerous benefits, includ-
ing increased efficiency, accuracy, and the ability to handle large and complex datasets.
These technologies can reduce the time required for data analysis, allowing for real-time
monitoring and quicker response to potential safety issues. Moreover, Al and ML can
uncover hidden patterns and correlations, providing deeper insights into drug safety.

Al and ML also have the potential to improve the consistency and standardization
of pharmacovigilance processes. By automating routine tasks and providing consis-
tent analyses, these technologies can reduce human errors and variability, leading
to more reliable and reproducible results. Additionally, Al and ML can facilitate the
integration of pharmacovigilance data with other healthcare data sources, such as
clinical trials and genomics data, enabling a more holistic approach to drug safety
monitoring [29].

However, there are challenges associated with the implementation of ATl and ML
in pharmacovigilance. Data quality and consistency are critical for the accuracy of
Al models. Poor quality or inconsistent data can lead to biased or inaccurate results,
undermining the reliability of Al-driven analyses. Ensuring data quality requires
robust data governance frameworks, including standardized data collection and
processing procedures, as well as ongoing monitoring and validation of data sources.

Additionally, there are concerns regarding the transparency and interpretability of
Al algorithms, often referred to as the “black box” problem. Al models, particularly
deep learning models, can be highly complex and difficult to interpret, making it
challenging to understand how they arrive at their conclusions. This lack of transpar-
ency can hinder the acceptance and trust of Al-driven approaches among regulatory
authorities and healthcare professionals [30].

Regulatory acceptance of Al-driven approaches also remains a significant hurdle.
The regulatory landscape for Al in pharmacovigilance is still evolving, and there
is a need for clear guidelines and validation processes to ensure the reliability and
robustness of these technologies. Regulators must balance the potential benefits of
Al with the need to protect patient safety and maintain public trust in the health-
care system. Collaborative efforts between regulators, industry, and academia are
essential to develop and implement appropriate regulatory frameworks for Al in
pharmacovigilance.

1.2 Big data analysis
1.2.1 Introduction to big data in pharmacovigilance

Big Data refers to large, complex datasets that cannot be easily managed or
analyzed using traditional data processing techniques. In pharmacovigilance, Big
Data encompasses diverse sources, including electronic health records (EHRs),
clinical trial data, social media, patient registries, and spontaneous reporting systems.
The ability to analyze these vast datasets in real-time offers significant advantages in
detecting and managing adverse drug reactions (ADRs) [31].
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Big Data in the context of pharmacovigilance is characterized by its volume, veloc-
ity, variety, and veracity. The volume refers to the enormous amount of data gener-
ated daily from multiple sources. For instance, EHRs alone generate vast amounts
of patient data, including diagnosis, medication, treatment outcomes, and more.
Velocity pertains to the speed at which this data is generated and needs to be pro-
cessed. With real-time health monitoring and reporting systems, data is constantly
being updated, necessitating rapid processing capabilities [32].

Variety highlights the different forms of data—structured data from clini-
cal trials, semi-structured data from EHRs, and unstructured data from social
media and patient forums. Each of these data types requires different methods of
processing and analysis. Veracity refers to the reliability and accuracy of the data.
Ensuring the data’s integrity and consistency is critical for meaningful analysis
and decision-making.

In pharmacovigilance, Big Data’s significance cannot be overstated. Traditional
pharmacovigilance relied heavily on spontaneous reporting systems and clinical
trial data, which, while valuable, often provided limited insights due to the smaller
datasets and reporting biases. Big Data allows for the integration of multiple data
sources, providing a more comprehensive view of drug safety. For example, social
media platforms and patient forums can offer real-time insights into patient experi-
ences and emerging safety concerns that might not be captured through traditional
reporting systems [33].

1.2.2 Utilization of big data in drug safety

Big Data analytics involves the use of advanced data processing tools and tech-
niques to analyze large volumes of data and extract meaningful insights. In phar-
macovigilance, Big Data analytics can significantly improve the detection of ADRs,
enhance risk management, and support regulatory decision-making. By integrating
various data sources, pharmacovigilance systems can achieve a more comprehensive
view of drug safety [34].

One of the primary benefits of Big Data in pharmacovigilance is the enhanced
ability to detect ADRs. Traditional methods of ADR detection often rely on healthcare
professionals to report suspected reactions, which can lead to underreporting and
delays in identifying safety issues. Big Data analytics can process vast amounts of data
from various sources, including EHRs, clinical trial data, and social media, to identify
patterns and trends indicative of ADRs.

For example, machine learning algorithms can be employed to analyze social
media posts and detect signals of potential ADRs based on keywords and sentiment
analysis. By combining data from multiple sources, including patient registries and
EHRs, it is possible to validate these signals and gain a more accurate understanding
of a drug’s safety profile. This holistic approach enables earlier detection of safety
signals and more proactive risk management [35].

Big Data analytics also supports regulatory decision-making by providing compre-
hensive insights into drug safety. Regulatory agencies such as the FDA and EMA can
use Big Data to monitor post-market drug safety and evaluate the risk-benefit profiles
of medications. By integrating data from clinical trials, EHRs, and spontaneous
reporting systems, regulatory bodies can make more informed decisions regarding
drug approvals, labeling changes, and market withdrawals [36].

Moreover, Big Data can facilitate the identification of subpopulations at higher
risk of ADRs. For instance, data from EHRs can be used to analyze the effects of a
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drug in different demographic groups such as age, gender, and comorbidities. This
information can inform targeted risk mitigation strategies and improve patient safety.

1.2.3 Challenges and future directions

Despite the potential benefits, the utilization of Big Data in pharmacovigilance
presents several challenges. Data integration from diverse sources requires standard-
ization and interoperability to ensure consistent and accurate analysis. Privacy and
security concerns also arise with the handling of sensitive health data, necessitating
robust data protection measures.

One of the significant challenges in utilizing Big Data for pharmacovigilance is
data integration. Data from different sources often come in various formats and struc-
tures, making it difficult to combine and analyze them cohesively. For instance, EHRs
from different healthcare providers may use different coding systems and terminolo-
gies, while social media data is unstructured and requires advanced natural language
processing techniques to extract relevant information [37].

Standardization is crucial to address these challenges. Developing common
data standards and protocols can facilitate the integration of diverse data sources
and improve data interoperability. Initiatives such as the Observational Medical
Outcomes Partnership (OMOP) and the Sentinel System are working towards
creating standardized data models and vocabularies to support Big Data analytics
in healthcare.

The handling of sensitive health data raises significant privacy and security
concerns. Big Data analytics in pharmacovigilance involves processing large volumes
of personal health information, which must be protected to ensure patient confiden-
tiality. Ensuring compliance with data protection regulations such as the General Data
Protection Regulation (GDPR) in Europe and the Health Insurance Portability and
Accountability Act (HIPAA) in the United States is essential [38].

Implementing robust data encryption, access controls, and anonymization tech-
niques can help mitigate privacy and security risks. Additionally, developing policies
and frameworks for ethical data use is critical to maintaining public trust and ensur-
ing the responsible use of Big Data in pharmacovigilance.

Looking ahead, the integration of artificial intelligence (AI) and machine learning
(ML) with Big Data analytics holds promise for further advancements in pharmacovigi-
lance. Al and ML can enhance the predictive capabilities of pharmacovigilance systems,
enabling earlier detection of ADRs and more efficient risk management. For example,
predictive models can be developed to identify patients at high risk of experiencing
ADRs based on their medical history, genetic information, and other factors [39].

Furthermore, the development of more sophisticated algorithms and computa-
tional models can improve the accuracy and reliability of Big Data analytics. Advances
in natural language processing and sentiment analysis can enhance the ability to
extract meaningful insights from unstructured data sources such as social media and
patient forums.

In conclusion, while the utilization of Big Data in pharmacovigilance presents
challenges, the potential benefits are significant. By addressing issues related to data
integration, privacy, and security, and leveraging advanced analytics techniques,
pharmacovigilance systems can achieve a more comprehensive and accurate under-
standing of drug safety. The integration of Al and ML with Big Data analytics holds
promise for further advancements, ultimately leading to better patient outcomes and
improved public health.
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2. Case studies and data analysis
2.1 Case study: Al in signal detection
2.1.1 Introduction to Al in signal detection

Artificial Intelligence (AI) has significantly impacted various sectors, includ-
ing healthcare. In the realm of pharmacovigilance, Al is used for signal detection,
particularly in identifying adverse drug reactions (ADRs). This section explores
the application of deep learning models in enhancing pharmacovigilance, illustrat-
ing how large datasets and advanced algorithms can improve the identification and
monitoring of ADRs, thereby enhancing patient safety and regulatory decisions [40].

2.1.2 Deep learning models for signal detection in healthcare
2.1.2.1 Data sources and preparation

The foundation of effective Al in signal detection is a robust dataset. For instance,
a comprehensive dataset might include over one million patient records spanning 5
years. Such a dataset typically comprises patient demographics, medication histories,
clinical notes, and laboratory results. These diverse data types provide a rich source of
information for training deep learning models (Table 1).

2.1.2.2 Model selection and training

Deep learning models like convolutional neural networks (CNNs) and recur-
rent neural networks (RNNs) are particularly effective for this task. CNNs are
adept at handling structured data such as demographics and medication histories,
while RNNs excel with sequential data, including clinical notes and laboratory
results (Table 2).

2.1.2.3 Real-time application

Once trained, these models can be deployed to process new data in real-time, iden-
tifying potential ADRs as they occur. This real-time capability is crucial for prompt
detection and response to emerging drug safety issues.

2.1.3 Results and findings

Deep learning models have demonstrated substantial effectiveness in ADR detec-
tion. For instance, models can identify previously unrecognized ADRs, including rare

Step Description

Data cleaning Removing or imputing missing values to ensure completeness.

Standardization Converting data into a consistent format to facilitate analysis.

Encoding Transforming categorical variables into numerical formats that models can process.
Table 1.

Data preparation steps for deep learning models.
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Process Description

Data splitting Dividing the dataset into training, validation, and test sets to ensure unbiased
evaluation of model performance.

Model training Utilizing historical ADR data to teach the models to recognize patterns and
associations.
Hyperparameter Adjusting model parameters to optimize performance and prevent overfitting.
tuning
Model evaluation Assessing performance using metrics like precision, recall, and F1 score on the test set.
Table 2.

Model selection and training steps for deep learning models.

and severe reactions. An example of this might include discovering a novel association
between a common antihypertensive drug and a rare but serious kidney condition.
Such findings are typically validated through clinical review to ensure accuracy
(Table 3).

2.1.4 Advantages of Al in pharmacovigilance

The integration of Al and Big Data analytics in pharmacovigilance provides
several key benefits:

Enhanced ADR detection: Al models can efficiently and accurately identify ADRs
by recognizing patterns and anomalies that might be missed by traditional methods.
This capability is particularly valuable for detecting rare or delayed ADRs.

Real-time monitoring: Al enables continuous, real-time analysis of incoming data,
allowing for the swift identification of emerging safety signals. This proactive moni-
toring can lead to quicker regulatory actions and improved patient outcomes.

Comprehensive data integration: Al models can integrate diverse data sources such
as EHRs, clinical trials, and social media. This comprehensive approach provides a
more holistic view of drug safety, enhancing the robustness of signal detection.

2.1.5 Challenges and considerations

Despite its potential, the application of Al in pharmacovigilance faces several
challenges:

Data quality and standardization: Ensuring consistent and high-quality data from
various sources is essential. Inconsistent data formats and missing information can
significantly hinder model performance. Effective data cleaning and standardization
are crucial for maximizing the accuracy and reliability of Al models.

Metric Value

Precision 0.92

Recall 0.88

F1 score 0.90

Novel ADRs identified Multiple, including rare conditions
Table 3.

Performance metrics of deep learning models in ADR detection.
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Privacy and security: Handling sensitive health data requires robust privacy and
security measures to protect patient confidentiality. Compliance with regulations
such as GDPR and HIPAA is essential to maintain trust and safeguard against data
breaches.

Model interpretability: Deep learning models often function as “black boxes,” mak-
ing it difficult to interpret their decision-making processes. Developing methods to
explain model predictions is important for gaining trust from healthcare professionals
and regulators. Transparency and accountability are crucial for the widespread adop-
tion of Al in healthcare.

2.1.6 Future divections

The future of Al in pharmacovigilance is promising, with several areas for ongoing
research and development:

Advanced algorithms: Developing more sophisticated algorithms, such as rein-
forcement learning and generative models, can further enhance ADR detection and
prediction capabilities. These advanced techniques hold the potential to improve the
accuracy and efficiency of pharmacovigilance systems.

Interdisciplinary collaboration: Collaboration between data scientists, clinicians,
and regulatory agencies is crucial for the successful implementation of Al in pharma-
covigilance. This interdisciplinary approach ensures that models are clinically relevant
and regulatory compliant, fostering innovation and improving drug safety [41].

Ethical considerations: Addressing ethical concerns related to Al in healthcare, such
as algorithmic bias and fairness, is essential. Ensuring that AI systems are transpar-
ent, equitable, and accountable will be key to their widespread adoption. Developing
guidelines and standards for ethical Al usage in pharmacovigilance can help mitigate
risks and promote responsible innovation [42].

In conclusion, Al has the potential to transform pharmacovigilance by improving
ADR detection through advanced deep learning models and extensive datasets. By
leveraging real-time monitoring and comprehensive data integration, Al can provide
more accurate and timely insights into drug safety. While challenges related to data
quality, privacy, and model interpretability remain, ongoing advancements in Al and
interdisciplinary collaboration hold promise for the future of pharmacovigilance.

2.2 Case study: Big data analytics in ADR management
2.2.1 Overview of big data in pharmacovigilance

Adverse drug reactions (ADRs) are a critical concern in the pharmaceutical indus-
try, particularly when dealing with newly approved drugs. Traditional methods of
monitoring ADRs primarily involve analyzing clinical trial data and post-marketing
surveillance. However, with the advent of Big Data analytics, there has been a para-
digm shift in ADR management. By integrating diverse data sources such as clinical
trial data, electronic health records (EHRs), and social media, researchers can now
create a comprehensive safety profile for new drugs, leading to earlier detection of
adverse reactions and more effective risk management [43].

2.2.2 D ata sources and integration

The dataset for this case study was comprehensive, comprising three main sources:
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Clinical trial data: Structured data from phase I to phase III trials detailing patient
demographics, drug dosages, and recorded side effects.

Electronic health vecords (EHRs): A mix of structured and unstructured data from
multiple healthcare providers, including patient demographics, diagnoses, treatment
regimens, and outcomes.

Social media posts: Unstructured data capturing patient-reported experiences and
symptoms related to the drug, gathered from various social media platforms.

Combining these diverse sources into a unified dataset was essential for a holistic
analysis (Table 4).

2.2.3 Analytical methodologies

The study employed a multi-faceted approach to analyze the integrated dataset.
The methodologies included:

Data integration: Merging structured and unstructured data from various sources
to form a comprehensive dataset.

Natural language processing (NLP): NLP techniques were used to process unstruc-
tured data from social media and clinical notes, extracting relevant information such
as symptoms and patient experiences.

Machine learning classifiers: Algorithms such as support vector machines and neural
networks were used to detect patterns and correlations within the data, classifying
and predicting adverse reactions.

Traditional statistical methods: Applied to the structured data, serving as a com-
parative foundation for validating machine learning results (Table 5).

2.2.4 Key findings

The analysis yielded several critical insights into the drug’s safety profile:

Early detection of adverse reactions: Within weeks of the drug’s market release, an
increase in patient-reported symptoms such as severe headaches and dizziness was
detected on social media. This early warning prompted further investigation.

Data source Type of data Key attributes

Clinical trials Structured Patient demographics, dosages, side effects

EHRs Structured/unstructured Diagnoses, treatment regimens, follow-up results

Social media Unstructured Patient symptoms, experiences, sentiment analysis
Table 4.

Summary of data sources for comprehensive drug safety analysis.

Technique Application

Data integration Merging data from different sources

Natural language processing (NLP) Extracting relevant information from unstructured data

Machine learning classifiers Predicting and classifying adverse reactions

Traditional statistical methods Analyzing structured data from clinical trials and EHRs
Table 5.

Analytical methodologies in pharmacovigilance data analysis.
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Validation through EHRs: The association between the drug and these adverse
effects was confirmed through subsequent analysis of EHRs. This led to regula-
tory notifications, resulting in updated safety warnings and revised prescribing
information.

Enhanced safety profile: Integrating diverse data sources allowed for a more robust
safety profile, facilitating better risk management and improving patient safety
measures (Table 6).

2.2.5 Discussion and implications

The integration of Big Data analytics in ADR management offers significant
advantages. By combining structured and unstructured data, researchers can achieve
a holistic view of a drug’s safety profile. Early detection of adverse reactions through
social media monitoring allows for timely interventions, potentially reducing risks to
patient health. Validation with EHR data ensures that observed trends are corroborated
by clinical evidence, enhancing the credibility and reliability of the findings [44].

However, this approach also presents challenges. Integrating data from disparate
sources can be complex, requiring advanced technical capabilities and significant
resources. Ensuring data privacy and security is paramount, particularly when
handling sensitive patient information from EHRs and social media. Additionally,
regulatory frameworks must evolve to provide clear guidelines on the use of advanced
analytics in pharmacovigilance [45].

2.2.6 Conclusion and future directions

Big Data analytics significantly enhances ADR management by enabling early detec-
tion and validation of adverse reactions. The integration of clinical trial data, EHRs, and
social media creates a comprehensive safety profile for new drugs, ultimately improving
patient safety. Continued advancements in technology and data management practices
will further refine these methods, making them an integral part of pharmacovigilance
efforts. Future research should focus on addressing the technical and regulatory chal-
lenges to fully realize the potential of Big Data analytics in improving drug safety.

2.2.7 Summary table
See (Table7).
2.2.8 Follow-up suggestions

Further case studies: explore additional case studies that demonstrate the applica-
tion of Big Data analytics in pharmacovigilance.

Insight Source Impact
Early detection Social media Prompted further investigation
Validation EHRs Confirmed adverse reactions, leading to regulatory actions
Enhanced safety profile Integrated dataset Improved risk management and patient safety
Table 6.

Key findings from integrated data analysis in drug safety.
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Aspect Description
Data sources Clinical trials, EHRs, social media
Analytical techniques Data integration, NLP, machine learning, statistical methods
Key findings Early detection, validation, enhanced safety profile
Challenges Data integration complexity, privacy and security, regulatory frameworks
Future directions Technological advancements, regulatory evolution
Table 7.

Summary of key aspects in integrated pharmacovigilance analysis.

Regulatory challenges: investigate the evolving regulatory challenges and frame-
works supporting Big Data analytics in healthcare.

Technical innovations: analyze the technical aspects and tools used for integrating
and analyzing diverse data sources for ADR management.

3. Challenges and opportunities
3.1 Data quality and consistency

The efficacy of machine learning (ML) models is intrinsically linked to the quality
of the training data utilized. In the context of pharmacovigilance (PV), ensuring
high-quality, representative training data presents a multifaceted challenge.

Firstly, the issue of data quality encompasses several dimensions: accuracy, com-
pleteness, timeliness, and reliability [46]. Accurate data is paramount; any inaccuracies
can propagate through the model, leading to erroneous conclusions. Completeness is
equally critical, as missing data can skew the model’s understanding and predictions.

In PV, timeliness—ensuring that data is current and reflective of the latest findings and
trends—is crucial, as outdated information can misinform models, particularly in a field
as dynamic as drug safety. Reliability, or the trustworthiness of data sources, ensures that
the data is consistent over time and not subject to random fluctuations or biases.

Data annotation is another critical aspect. For ML models to learn effectively,
data must be accurately labeled—a task often requiring expert knowledge in PV. This
process is labor-intensive and subject to human error, which can introduce inconsis-
tencies and biases. Furthermore, ensuring that datasets are representative of diverse
patient populations is essential to avoid biased predictions that could affect certain
demographic groups disproportionately [47].

One significant challenge in PV is dealing with unstructured data such as clinical
notes, patient records, and adverse event reports. Natural language processing (NLP)
techniques are employed to extract meaningful information from such unstructured
data, but these techniques themselves are highly dependent on the quality and repre-
sentativeness of the training data.

Moreover, bias in training data is a pervasive issue. Bias can arise from various
sources, including sampling methods, data collection processes, and inherent biases
in human annotations. For example, if certain adverse events are underreported in
the data due to socioeconomic factors, the ML model might fail to predict these events
accurately. Addressing these biases requires meticulous data preprocessing, augmen-
tation, and validation strategies [48].
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In summary, ensuring data quality and consistency in PV is a complex task that
requires a comprehensive approach involving accurate, complete, timely, and reliable
data, effective data annotation, and robust strategies to mitigate bias. Overcoming
these challenges is crucial to harnessing the full potential of ML in PV, leading to more
accurate predictions and analyses and ultimately enhancing drug safety.

3.2 Regulatory and compliance issues

The integration of artificial intelligence (AI) and machine learning (ML) into
pharmacovigilance (PV) practices brings forth a myriad of regulatory and compli-
ance challenges. As the regulatory landscape for these technologies is still evolving,
there is a pressing need for clear guidelines and harmonized regulations to ensure
their safe and effective use.

Currently, regulatory bodies such as the FDA, EMA, and other international
organizations are in the process of developing frameworks to address the unique
challenges posed by Al and ML in PV. These frameworks must strike a balance
between encouraging innovation and ensuring patient safety. One of the primary
challenges is the lack of standardized guidelines for the development, validation,
and deployment of ML models in PV. Without such guidelines, there is a risk of
inconsistent practices, which can undermine the reliability and trustworthiness of
ML-driven PV systems [49].

Model validation is a critical aspect of regulatory compliance. Regulatory bod-
ies require that ML models undergo rigorous validation to ensure their accuracy,
robustness, and reliability. This involves extensive testing using diverse datasets
to evaluate the model’s performance across different scenarios. Additionally,
continuous monitoring and post-market surveillance are essential to detect any
deviations in model performance over time. However, the dynamic nature of ML
models, which continuously learn and adapt from new data, poses a challenge
for traditional validation methods. Regulators and industry stakeholders must
collaborate to develop adaptive validation frameworks that can accommodate the
evolving nature of ML models [50].

Risk management is another crucial component of regulatory compliance. The use
of Al and ML in PV introduces new types of risks, including algorithmic bias, data
privacy concerns, and the potential for unintended consequences. To address these
risks, organizations must implement robust risk management strategies, including
thorough risk assessments, regular audits, and transparent reporting mechanisms.
Engaging with regulators early in the development process can help organizations
identify potential regulatory hurdles and develop strategies to mitigate them [51].

Moreover, regulatory compliance extends beyond the development and deploy-
ment of ML models. Organizations must also ensure that their data practices comply
with data protection regulations such as GDPR and HIPAA. This involves implement-
ing stringent data governance policies, obtaining informed consent from patients,
and ensuring the anonymization of patient data.

Engaging with regulators and adopting best practices for model validation and
risk management are crucial for overcoming these regulatory challenges. By fostering
a collaborative relationship with regulatory bodies, organizations can stay abreast of
regulatory developments and ensure that their ML-driven PV practices align with
regulatory expectations. Additionally, participating in industry forums and working
groups can provide valuable insights and contribute to the development of harmo-
nized regulations [52].
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In conclusion, navigating the regulatory and compliance landscape for Al and ML
in PV is a complex but essential endeavor. Clear guidelines, adaptive validation frame-
works, robust risk management strategies, and proactive engagement with regulators
are key to ensuring the safe and effective use of these technologies in enhancing drug
safety and improving patient outcomes.

3.3 Technological integration

Integrating artificial intelligence (AI), machine learning (ML), and Big Data
technologies into existing pharmacovigilance (PV) systems represents a monumental
task, demanding significant investment in both infrastructure and human capital.
The complexity of this integration arises from several factors, including the need for
advanced computational infrastructure, data management systems, and the cultiva-
tion of a workforce proficient in these cutting-edge technologies [53].

To begin with, the existing PV infrastructure often comprises disparate systems
that have evolved over time. These systems may include databases of adverse event
reports, electronic health records (EHRs), clinical trial data, and other sources of
health information. Integrating AI and ML technologies into these systems requires
the development of sophisticated data pipelines that can seamlessly extract, trans-
form, and load (ETL) data from multiple sources into a unified analytical framework.
This process is not trivial, as it involves ensuring data compatibility, resolving dis-
crepancies, and maintaining data integrity across diverse datasets [54].

Investing in modern computational infrastructure is a prerequisite for harness-
ing the power of Al and ML in PV. High-performance computing (HPC) resources,
including powerful servers, data storage solutions, and network capabilities, are
essential to handle the vast amounts of data involved in PV. Organizations must also
consider the scalability of their infrastructure to accommodate future growth in data
volume and computational demands [55].

However, technology alone is not sufficient. The successful integration of Al and
ML into PV systems hinges on the skills and expertise of the workforce. Organizations
must invest in comprehensive training programs to equip their staff with the neces-
sary skills to utilize these technologies effectively. This includes training in data
science, statistical analysis, programming, and the specific applications of Al and ML
in PV. Moreover, fostering a culture of continuous learning and innovation is crucial,
as the field of Al and ML is rapidly evolving [56].

The integration of multiple technologies to create a seamless workflow presents
additional challenges. For instance, combining Al algorithms with Big Data analytics
requires careful orchestration to ensure that the output of one system can be effec-
tively utilized by another. This involves the development of interoperability standards
and protocols that facilitate the smooth exchange of data and insights between
different systems. Additionally, the implementation of Al-driven PV systems must be
accompanied by robust validation and testing processes to ensure their reliability and
accuracy [57].

One significant aspect of technological integration is the implementation of real-
time data processing capabilities. In traditional PV systems, data analysis often occurs
in batch mode, with periodic updates. However, the integration of Al and Big Data
technologies enables real-time monitoring and analysis of adverse events. This shift
towards real-time PV can significantly enhance the responsiveness and effective-
ness of drug safety monitoring, allowing for quicker identification and mitigation of
potential risks.
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Moreover, the integration of Al and ML into PV systems can facilitate predictive
analytics, enabling proactive identification of potential safety issues before they
manifest as adverse events. By analyzing patterns and trends in historical data, Al
algorithms can predict future risks and provide early warnings, allowing for timely
interventions. This proactive approach represents a significant advancement over
traditional reactive PV methods.

Another critical aspect of technological integration is the collaboration between
various stakeholders, including healthcare providers, regulatory agencies, pharma-
ceutical companies, and technology vendors. Effective collaboration is essential to
ensure that Al and ML technologies are implemented in a manner that aligns with
regulatory requirements and industry best practices. Collaborative initiatives, such
as data sharing agreements and joint research projects, can also enhance the quality
and scope of data available for PV, further improving the performance of Al-driven
systems [58].

In conclusion, the integration of AI, ML, and Big Data technologies into PV sys-
tems presents both significant challenges and opportunities. By investing in advanced
infrastructure, fostering a skilled workforce, and facilitating seamless interoperability
between technologies, organizations can harness the full potential of these innova-
tions to enhance drug safety monitoring. As Al and ML continue to evolve, their
integration into PV systems will undoubtedly transform the field, making it more
proactive, efficient, and effective.

3.4 Future directions

The future of pharmacovigilance (PV) is poised for significant transformation,
driven by the continued advancement and integration of artificial intelligence (AI),
machine learning (ML), and Big Data technologies. These innovations promise to
enhance drug safety monitoring, improve patient outcomes, and usher in a new era of
proactive and efficient PV practices.

One of the most exciting future directions in PV is the development of more
sophisticated Al and ML algorithms. These algorithms will be capable of analyzing
vast amounts of data with unprecedented accuracy and speed. For instance, deep
learning models, which mimic the neural networks of the human brain, can iden-
tify complex patterns and relationships within the data that traditional statistical
methods might overlook. These advanced algorithms can improve the detection of
adverse drug reactions (ADRs), predict potential safety issues, and provide actionable
insights for healthcare providers and regulatory agencies [59].

Improving data quality and integration will also play a crucial role in the future of PV.
As AT and ML models are only as good as the data they are trained on, efforts to enhance
data collection, curation, and annotation will be paramount. This includes developing
standardized protocols for data reporting and ensuring that datasets are representative
of diverse patient populations. Enhanced data integration techniques will allow for the
seamless combination of structured and unstructured data from various sources such as
EHRs, clinical trials, social media, and patient registries. This comprehensive approach
to data management will enable more holistic and accurate analyses [60].

The future of PV will also be characterized by increased collaboration between
stakeholders. Pharmaceutical companies, regulatory agencies, healthcare provid-
ers, and technology vendors will need to work together to develop and implement
Al-driven PV systems. Collaborative efforts, such as public-private partnerships
and industry consortia, can facilitate the sharing of data, resources, and expertise,
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ultimately leading to more robust and effective PV practices. Additionally, interna-
tional collaboration will be essential to harmonize regulations and standards, ensur-
ing the safe and consistent use of Al and ML technologies across different regions.

Regulatory frameworks will continue to evolve to keep pace with technological
advancements. Regulators will need to develop adaptive and flexible guidelines that
can accommodate the dynamic nature of Al and ML models. This includes estab-
lishing criteria for model validation, monitoring, and risk management, as well as
addressing ethical considerations related to data privacy, transparency, and account-
ability. Proactive engagement with regulators will be crucial for organizations to
navigate the complex regulatory landscape and ensure compliance [61].

Ethical considerations will also play a pivotal role in shaping the future of PV.

As Al and ML technologies become more prevalent, it is essential to address issues
related to data privacy, algorithmic bias, and transparency. Ensuring that Al-driven
PV systems are fair, unbiased, and transparent will be critical to maintaining public
trust and confidence. This includes implementing rigorous ethical guidelines, con-
ducting regular audits, and fostering a culture of accountability within organizations.

The integration of emerging technologies such as blockchain and the Internet of
Things (IoT) will further enhance PV practices. Blockchain technology can provide
a secure and transparent way to record and share data, ensuring the integrity and
traceability of PV records. IoT devices, such as wearable health monitors, can provide
real-time data on patient health and drug effects, enabling continuous and proactive
monitoring of drug safety [62].

Looking ahead, the role of patient engagement and empowerment will become
increasingly important in PV. Al-driven platforms can facilitate patient involvement
by providing user-friendly interfaces for reporting ADRs, accessing personalized
drug safety information, and participating in post-marketing surveillance studies.
Empowering patients to take an active role in PV can lead to more comprehensive and
accurate data collection, ultimately improving drug safety outcomes [63].

In conclusion, the future of pharmacovigilance lies in the continued advancement
and integration of Al, ML, and Big Data technologies. By developing more sophis-
ticated algorithms, improving data quality and integration, fostering collaboration
between stakeholders, and addressing ethical considerations, the field of PV will
evolve into a more proactive, efficient, and effective discipline. These advancements
will not only enhance drug safety monitoring but also contribute to better patient
outcomes and a more resilient healthcare system.

3.5 Ethical considerations

As artificial intelligence (AI) and machine learning (ML) technologies become
increasingly integrated into pharmacovigilance (PV), ethical considerations have
emerged as a critical focal point. Ensuring that Al-driven PV systems operate in a
manner that is ethical, transparent, and respectful of patient privacy is essential to
maintaining public trust and maximizing the benefits of these technologies. This
section explores the key ethical issues in Al and ML for PV, including data privacy,
algorithmic bias, transparency, and accountability [64].

3.5.1 Data privacy

Data privacy is a paramount concern in the use of Al and ML for PV. These tech-
nologies rely on vast amounts of data, often including sensitive patient information.
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Ensuring the privacy and security of this data is crucial to prevent unauthorized access,
data breaches, and potential misuse. Regulations such as the General Data Protection
Regulation (GDPR) in Europe and the Health Insurance Portability and Accountability
Act (HIPAA) in the United States set stringent requirements for data protection [65].

Organizations must implement robust data governance frameworks that encom-
pass data encryption, anonymization, and access controls. Encryption ensures that
data is secure both in transit and at rest, while anonymization techniques remove per-
sonally identifiable information, reducing the risk of patient re-identification. Access
controls limit data access to authorized personnel only, minimizing the potential for
data breaches.

Moreover, obtaining informed consent from patients is a critical ethical require-
ment. Patients should be fully aware of how their data will be used, the purposes of
the data collection, and their rights regarding data privacy. Transparent communica-
tion and clear consent processes help build trust and ensure compliance with ethical
and legal standards [66].

3.5.2 A lgorithmic bias

Algorithmic bias is another significant ethical concern in Al and ML for PV. Bias
in algorithms can arise from various sources, including biased training data, flawed
model design, and biased decision-making processes. Such biases can lead to unfair
and potentially harmful outcomes, particularly for underrepresented or vulnerable
populations.

To mitigate algorithmic bias, it is essential to ensure that training datasets are rep-
resentative of diverse patient populations. This involves including data from different
demographic groups, geographic regions, and clinical settings. Additionally, rigorous
testing and validation processes should be employed to detect and address biases in Al
models. Techniques such as fairness-aware machine learning and bias correction algo-
rithms can be used to enhance the fairness and equity of Al-driven PV systems [67].

Transparency in model development and deployment is also crucial for addressing
algorithmic bias. Organizations should document and disclose the sources of data, the
methods used for data preprocessing and model training, and the criteria for model
evaluation. This transparency allows for independent audits and assessments, pro-
moting accountability and trust.

3.5.3 Transparency

Transparency extends beyond addressing algorithmic bias; it encompasses the
entire lifecycle of Al and ML systems. Transparent Al systems are those whose
decision-making processes can be understood and scrutinized by stakeholders,
including healthcare providers, regulators, and patients. This is particularly impor-
tant in PV, where Al-driven decisions can have significant implications for drug safety
and patient health [68].

Explainable Al (XAI) techniques are designed to make Al models more transpar-
ent and interpretable. These techniques provide insights into how models make
decisions, the factors influencing those decisions, and the potential limitations of the
models. By making Al systems more transparent, XAI helps ensure that stakeholders
can understand and trust the outputs of Al-driven PV systems [69].

In addition to technical transparency, organizational transparency is also
important. Organizations should establish clear policies and procedures for the
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development, deployment, and monitoring of Al and ML systems. Regular reporting
on Al activities, including performance metrics, risk assessments, and ethical consid-
erations, helps maintain transparency and accountability.

3.5.4 A ccountability

Accountability is a fundamental ethical principle that requires organizations to
take responsibility for the actions and outcomes of their Al and ML systems. In the
context of PV, this means ensuring that Al-driven systems are used in a manner that
prioritizes patient safety and adheres to ethical standards.

To achieve accountability, organizations should implement comprehensive
governance frameworks that define roles and responsibilities for Al activities. These
frameworks should include mechanisms for monitoring and auditing Al systems,
identifying and addressing potential ethical issues, and ensuring compliance with
regulatory requirements [70].

Moreover, organizations should establish clear lines of accountability for decision-
making processes involving Al This includes defining who is responsible for the
development, validation, and deployment of Al models, as well as who is accountable
for the outcomes of Al-driven decisions. By establishing clear accountability struc-
tures, organizations can ensure that ethical considerations are prioritized throughout
the lifecycle of Al systems.

3.5.5 Ethical training and culture

Finally, fostering an ethical culture within organizations is essential for address-
ing the ethical challenges of Al and ML in PV. This involves providing training and
education on ethical principles, data privacy, algorithmic fairness, and transparency.
By raising awareness and promoting ethical practices, organizations can ensure that
their staff are equipped to navigate the complex ethical landscape of Al-driven PV.

Creating a culture of ethics also requires leadership commitment and organiza-
tional support. Leaders should champion ethical principles, establish clear ethical
guidelines, and encourage open dialog on ethical issues. By embedding ethics into
the organizational culture, organizations can ensure that ethical considerations are
integral to their Al and ML initiatives [71].

In conclusion, addressing ethical considerations is crucial for the successful integra-
tion of Al and ML in pharmacovigilance. By prioritizing data privacy, mitigating algo-
rithmic bias, ensuring transparency, establishing accountability, and fostering an ethical
culture, organizations can harness the full potential of Al and ML to enhance drug safety
monitoring while maintaining public trust and adhering to ethical standards.

4. Case studies
4.1 Predictive modeling for adverse drug reactions

A notable case study involves the use of machine learning (ML) algorithms to
predict adverse drug reactions (ADRs) before they occur. A large pharmaceutical
company implemented a predictive modeling system that analyzed historical clinical
trial data, electronic health records (EHRs), and patient demographics to identify
potential ADRs [72].

62



The Impact of Technological Progress on Pharmacovigilance
DOI: http://dx.doi.org/10.5772/intechopen.1006906

4.1.1 Results

The predictive model significantly improved the accuracy of ADR detection
compared to traditional methods. This allowed the company to proactively address
potential safety issues, reducing the incidence of ADRs and enhancing patient safety.
Moreover, the insights gained from the model helped inform the design of future
clinical trials, making them safer and more efficient.

4.1.2 Lessons learned

The importance of high-quality, representative data for training ML models can-
not be overstated. Ensuring that the datasets used are comprehensive and inclusive
of diverse patient populations is critical for the model’s effectiveness. Continuous
monitoring and updating of the model to incorporate new data and adapt to emerging
trends are also essential. Additionally, integrating predictive analytics into existing
pharmacovigilance workflows can significantly enhance drug safety by enabling early
intervention and risk mitigation [73].

4.2 Natural language processing for adverse event reporting

Another successful application of Al in pharmacovigilance is the use of natural
language processing (NLP) to analyze adverse event reports. A regulatory agency
implemented an NLP system to process the vast number of adverse event reports it
receives annually. Traditionally, these reports were manually reviewed by pharmaco-
vigilance experts, a time-consuming and labor-intensive process.

4.2.1 Results

The NLP system was designed to extract relevant information from unstructured
text, such as symptoms, drug names, dosages, and patient demographics [74]. By
automating the initial review process, the system significantly reduced the workload
of pharmacovigilance experts, allowing them to focus on more complex cases. The
NLP system also improved the consistency and accuracy of data extraction, leading to
more reliable adverse event monitoring.

4.2.2 L essons learned

The effectiveness of NLP in handling unstructured data, such as free-text adverse
event reports, demonstrates its potential to streamline pharmacovigilance processes.
However, the accuracy and reliability of NLP algorithms must be rigorously validated.
Organizations should invest in continuous improvement of these systems, incorporat-
ing feedback from pharmacovigilance professionals to enhance their performance.
The potential of NLP to improve efficiency and accuracy in data processing makes it a
valuable tool in the pharmacovigilance toolkit [75].

4.3 Al-driven signal detection

Signal detection is a critical component of pharmacovigilance, involving the
identification of new safety signals from various data sources. A biotech company
implemented an Al-driven signal detection system that analyzed data from clinical
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trials, post-marketing surveillance, social media, and scientific literature. The Al
system used advanced algorithms to detect potential safety signals that might indicate
new or emerging risks associated with their products.

4.3.1 Results

The Al-driven system proved to be highly effective, identifying several safety signals
that had previously gone unnoticed [76]. This enabled the company to take timely
action, such as updating product labels, issuing safety warnings, and conducting further
investigations. The system’s ability to analyze diverse data sources and detect signals in
real-time significantly enhanced the company’s pharmacovigilance capabilities.

4.3.2 L essons learned

Integrating multiple data sources for comprehensive signal detection is crucial for a
robust pharmacovigilance system. Ensuring the Al system is continuously monitored
and validated is essential to maintain its effectiveness. Additionally, the Al-driven
approach enhances the sensitivity and specificity of signal detection, allowing for earlier
identification of potential risks and more proactive management of drug safety [77].

4.4 Patient engagement through Al-enabled platforms

Engaging patients in pharmacovigilance activities is crucial for collecting real-
world data on drug safety. A healthcare organization developed an Al-enabled
platform that allowed patients to report ADRs through a user-friendly mobile app.
The platform used Al to analyze patient-reported data, providing real-time feedback
and recommendations to patients and healthcare providers.

4.4.1 Results

The Al-enabled platform successfully increased patient participation in pharmaco-
vigilance activities, leading to a richer dataset for drug safety analysis. Patients appre-
ciated the convenience and responsiveness of the platform, while healthcare providers
benefited from timely access to ADR information. The platform also facilitated better
communication between patients and providers, improving overall patient care.

4.4.2 Lessons learned

The potential of Al-enabled platforms to enhance patient engagement in pharma-
covigilance is significant. Designing user-friendly interfaces is key to encouraging
patient participation. Real-time data analysis and feedback enhance the value of these
platforms by providing timely insights that can improve drug safety monitoring and
patient outcomes. The integration of patient-reported data adds a valuable dimension
to pharmacovigilance, capturing insights that might otherwise be missed [78].

4.5 Al for post-marketing surveillance

Post-marketing surveillance is essential for monitoring the safety of drugs after
they have been approved for use. A large pharmaceutical company implemented an
Al system to analyze post-marketing data, including EHRs, social media, and adverse
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event reports. The Al system used machine learning algorithms to identify potential
safety issues and trends in real-time.

4.5.1 Results

The implementation of the Al system led to several significant safety discoveries,
prompting the company to take action to mitigate risks. For example, the Al system
detected an increase in adverse events associated with a particular drug in a specific
patient population. This information allowed the company to conduct further investi-
gations and implement measures to ensure patient safety.

4.5.2 L essons learned

Al plays a critical role in enhancing post-marketing surveillance by providing real-
time analysis and early detection of safety issues. Comprehensive data integration and
real-time analysis are necessary to identify emerging safety concerns effectively. Using
Al to complement traditional pharmacovigilance methods enhances overall drug
safety monitoring and provides a more complete picture of a drug’s safety profile.

5. Implementation strategies
5.1 Technology selection

Choosing the right AT and ML technologies is the first step in implementing these
tools in pharmacovigilance. Organizations must assess their specific needs and select
technologies that align with their goals, considering factors such as data type, volume,
and desired outcomes.

5.1.1 Pilot projects

Starting with pilot projects allows organizations to test Al and ML technologies on
a smaller scale before full deployment [79]. These projects can help identify potential
issues, refine algorithms, and demonstrate the value of Al-driven pharmacovigilance
to stakeholders. Successful pilot projects should be designed to evaluate key perfor-
mance metrics such as accuracy, speed, and scalability.

5.1.2 Vendor partnerships

Collaborating with technology vendors and Al experts can provide access to
specialized knowledge and resources. Vendors can offer pre-built solutions tailored to
pharmacovigilance needs, reducing the time and effort required for implementation.
Additionally, vendor partnerships can provide ongoing support and updates, ensur-
ing that Al systems remain cutting-edge.

5.2 Data quality management

Ensuring high-quality data is crucial for the success of Al and ML in pharmaco-
vigilance. Data quality management involves several key activities, including data
collection, cleaning, annotation, and integration.
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5.2.1 Data collection

Effective data collection strategies ensure that the datasets used for training and
analysis are comprehensive and representative. Organizations should establish stan-
dardized protocols for data collection, covering various sources such as clinical trials,
electronic health records (EHRs), social media, and adverse event reports [80].

5.2.2 D ata cleaning and annotation

Data cleaning involves removing errors, inconsistencies, and duplicates from
datasets. This step is critical to prevent garbage-in, garbage-out scenarios where
poor-quality data leads to inaccurate Al predictions. Data annotation, particularly for
unstructured data, requires expert input to label data accurately. Techniques such as
crowdsourcing and machine-assisted annotation can improve efficiency.

5.2.3 D ata integration

Integrating data from multiple sources provides a holistic view of drug safety.
Organizations should implement data integration frameworks that facilitate the
seamless merging of structured and unstructured data. This may involve using data
lakes, ETL (extract, transform, load) processes, and APIs (application programming
interfaces) to ensure data compatibility and accessibility.

5.3 Workforce development

A skilled workforce is essential for the successful implementation of Al and ML in
pharmacovigilance. Organizations must invest in training and development programs
to equip their staff with the necessary skills and knowledge.

5.3.1 Training programs

Comprehensive training programs should cover the fundamentals of Al and
ML, as well as their specific applications in pharmacovigilance. Topics may include
data science, statistical analysis, programming languages (e.g., Python, R), and
the use of Al tools and platforms. Continuous learning opportunities, such as
workshops, webinars, and certifications, can help staff stay updated with the latest
advancements [81].

5.3.2 Cross-disciplinary teams

Forming cross-disciplinary teams that combine expertise in pharmacovigilance,
Al, data science, and regulatory affairs can enhance the implementation process.
These teams can collaborate on developing, validating, and deploying Al models,
ensuring that diverse perspectives and expertise are considered.

5.4 Regulatory compliance

Navigating the regulatory landscape is a critical component of Al and ML implemen-
tation in pharmacovigilance. Organizations must ensure that their Al-driven pharmaco-
vigilance systems comply with regulatory requirements and ethical standards [82].
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5.4.1 Engagement with regulators

Proactive engagement with regulatory bodies, such as the FDA and EMA, is
essential for understanding and adhering to regulatory guidelines. Organizations
should participate in regulatory consultations, provide feedback on draft regulations,
and seek guidance on specific compliance issues.

5.4.2 Validation and monitoring

Regulatory compliance involves rigorous validation and continuous monitoring
of Al systems. Validation ensures that Al models are accurate, reliable, and generaliz-
able across different datasets. Post-deployment monitoring detects any deviations in
model performance, enabling timely interventions and updates.

5.4.3 Ethical considerations

Adhering to ethical principles, such as data privacy, transparency, and fairness,
is crucial for maintaining public trust. Organizations should implement robust data
governance frameworks, conduct ethical audits, and ensure that Al systems are
transparent and explainable.

5.5 Change management

Implementing Al and ML in pharmacovigilance requires effective change manage-
ment to address organizational, cultural, and operational challenges.

5.5.1 Stakeholder engagement

Engaging stakeholders, including employees, regulators, patients, and healthcare
providers, is essential for gaining buy-in and support. Clear communication of the
benefits and implications of Al-driven pharmacovigilance can help address concerns
and foster a positive attitude towards change [83].

5.5.2 Incremental implementation

Adopting an incremental approach to implementation allows organizations to
manage change more effectively. By gradually scaling up AI and ML initiatives,
organizations can minimize disruptions and build confidence in the new systems.

5.5.3 Performance metrics

Establishing clear performance metrics and key performance indicators (KPIs)
helps track the success of Al and ML implementation. Metrics may include improve-
ments in ADR detection rates, processing times, and overall efficiency. Regularly
reviewing these metrics can inform continuous improvement efforts.

5.6 Conclusion

The integration of artificial intelligence (AI), machine learning (ML), and
Big Data technologies into pharmacovigilance (PV) represents a transformative
advancement in drug safety monitoring. As these technologies continue to evolve,
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their potential to enhance PV processes, predict adverse drug reactions (ADRs), and
streamline data analysis becomes increasingly evident. This chapter has explored vari-
ous facets of Al and ML in PV, highlighting their applications, challenges, and future
directions.

5.7 Summary of key findings

Technological advances: Al and ML have revolutionized traditional PV methods,
introducing capabilities such as predictive modeling, natural language processing
(NLP), and real-time signal detection. These technologies enable more efficient and
accurate identification of ADRs, improving the overall safety profile of medications.

Challenges: Despite the numerous benefits, the integration of Al and ML in PV is not
without challenges. Ensuring data quality and consistency, navigating regulatory and
compliance issues, managing technological integration, and addressing ethical consid-
erations are critical hurdles that must be overcome. Organizations must adopt robust
data governance frameworks, engage with regulatory bodies, and implement continuous
monitoring and validation processes to address these challenges effectively.

Case studies: Real-world applications of Al and ML in PV demonstrate their potential
to significantly enhance drug safety monitoring. Case studies on predictive model-
ing, NLP for adverse event reporting, Al-driven signal detection, patient engagement
through Al-enabled platforms, and AI for post-marketing surveillance provide valu-
able insights into the practical implementation and impact of these technologies. For
example, the application of deep learning models in pharmacovigilance has significantly
enhanced the detection of ADRs by analyzing complex datasets more effectively than
traditional statistical methods. These case studies illustrate the transformative potential
of Al in improving drug safety monitoring and patient outcomes.

Implementation strategies: Successful implementation of Al and ML in PV requires
strategic planning and execution. Key strategies include selecting appropriate tech-
nologies, ensuring data quality, fostering a skilled workforce, maintaining regulatory
compliance, and managing organizational change. Pilot projects and vendor partner-
ships can facilitate initial implementation, while comprehensive training programs
and cross-disciplinary teams are essential for long-term success.

5.8 Future directions

The future of PV lies in the continued advancement and integration of Al, ML, and
Big Data technologies. Emerging trends such as advanced algorithms, predictive analytics,
and real-time monitoring will further enhance PV capabilities. Additionally, the incorpo-
ration of ethical considerations, data privacy, and algorithmic fairness will be crucial for
maintaining public trust and ensuring the responsible use of Al in healthcare.

Collaboration between stakeholders, including pharmaceutical companies,
regulatory agencies, healthcare providers, and technology vendors, will be essential
for the successful implementation and adoption of Al-driven PV systems. By work-
ing together, these stakeholders can develop harmonized regulations, share data and
resources, and promote innovation in drug safety monitoring.

6. Conclusion

In conclusion, Al and ML hold immense promise for transforming PV, mak-
ing it more proactive, efficient, and effective. By leveraging these technologies,
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DataSource  Type of Data Key Attributes Examples

Clinical trials ~ Structured Patient demographics, dosages, side Phase I-111 trial data
effects

EHRs Structured/unstructured  Diagnoses, treatment regimens, Hospital records
outcomes

Social media ~ Unstructured Patient symptoms, experiences, Twitter, patient forums
sentiment

Table 8.

Summary of data sources and their chavacteristics.

organizations can enhance their ability to detect and manage ADRs, ultimately
improving patient safety and public health. While challenges remain, the opportu-
nities presented by Al and ML in PV are vast and far-reaching. As we continue to
explore and refine these technologies, their impact on drug safety monitoring will
undoubtedly grow, ushering in a new era of pharmacovigilance (Table 8).

7. Technological advances in pharmacovigilance

See (Figure1).

) et
Figure 1.
Workflow of AI and ML in pharmacovigilance. Description: This figure depicts the end-to-end workflow of
implementing Al and ML in pharmacovigilance. The flowchart includes the following steps: 1. Data collection:
Gathering data from various sources such as clinical trials, electronic health records (EHRs), social media, and
adverse event reports. 2. Data preprocessing: Cleaning, standardizing, and encoding data to ensure quality
and consistency. 3. Model training: Using historical data to train Al and ML models, including techniques like
deep learning and natural language processing (NLP). 4. Model validation: Evaluating model performance
using metrics such as precision, vecall, and F1 score to ensuve accuracy and veliability. 5. Real-time monitoring:
Deploying models to analyze new data in real-time, identifying potential adverse drug reactions (ADRs) and
safety signals. 6. Actionable insights: Generating reports and recommendations based on model outputs for
healthcare providers and regulatory bodies to take necessary actions.
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8. Challenges and opportunities

See (Table9).

Challenge Description Potential solutions
Data quality Inconsistent and inaccurate Implement robust data governance, standardize data
data collection, continuous monitoring, and validation
Regulatory Evolving regulatory landscape ~ Engage proactively with regulators, participate in regulatory
compliance and lack of clear guidelines consultations, develop adaptive validation frameworks
Technological ~ Integration of diverse Invest in high-performance computing infrastructure,
integration data sources and real-time develop interoperability standards, and ensure seamless data
processing integration
Ethical Data privacy, algorithmic Implement data encryption and anonymization, use fairness-
considerations  bias, transparency, and aware ML techniques, adopt explainable Al (XAI) methods,
accountability establish clear accountability frameworks
Tableg.

Challenges and Solutions in Implementing Al in PV,

9. Case studies

See (Figure 2 and Table 10).

Clisiad Sote F L0y &

Trasminsg Dhatn: Freguaring dsts for
[ pa—

Figure 2.

Example of NLP Processing Pipeline. Description: This figure illustrates the natural language processing (NLP)
pipeline used for analyzing adverse event reports in pharmacovigilance. The diagram includes the following steps:
1. Text extraction: Collecting unstructured text data from sources such as clinical notes, patient forums, and
social media. 2. Text cleaning: Removing noise, such as irrelevant information and formatting inconsistencies.

3. Tokenization: Breaking down text into individual words or phrases (tokens) for analysis. 4. Named Entity
Recognition (NER): Identifying and classifying key entities such as drug names, symptoms, and dosages within
the text. 5. Sentiment Analysis: Analyzing the sentiment expressed in the text to identify positive, negative, or
neutral mentions of drugs and their effects. 6. Data Annotation: Labeling extracted information with relevant
tags for further analysis. 7. Model Training: Using annotated data to train NLP models to recognize patterns and
extract meaningful insights from new text data. 8. Output Generation: Producing structured data outputs, such
as adverse event reports and safety signals, for further evaluation (Table 10).
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Model Precision Recall F1score Novel ADRs identified

Deep learning A 0.92 0.88 0.90 Multiple, including rare conditions

NLP model B 0.89 0.85 0.87 Enhanced ADR detection from free-text data
Table 10.

Performance metrics of AI models for ADR detection.

10. Implementation strategies

See (Figure 3).
See (Figure 4).
See (Figure 5).
See (Figure 6).
See (Figure 7).
See (Figure 8).
See (Figure9).

Pilat Project

I e ik
6 {E!uu Preparation
Framewsrk for Al
in
Pharmasovigilance

Figure 3.

Pilot Project Framework for Al in pharmacovigilance. Description: This figure outlines the framework

for conducting pilot projects to implement Al in pharmacovigilance. The framework includes the following
components: Objective setting: Defining the goals and expected outcomes of the pilot project, such as improving
ADR detection or streamlining adverse event reporting. 1. Technology selection: Choosing appropriate Al

and ML technologies based on the project objectives and data vequirements. 2. Data preparation: Collecting
and preprocessing data from velevant sources, ensuring it is suitable for model training and analysis. 3. Model
development: Building and training Al models using the prepared data, focusing on techniques such as deep
learning and NLP. 4. Validation and testing: Evaluating model performance through rigovous testing and
validation processes, using metrics like precision, vecall, and F1 scove. 5. Implementation: Deploying the validated
models in a controlled environment to monitor their performance and gather initial vesults. 6. Evaluation:
Assessing the outcomes of the pilot project against the defined objectives, identifying successes and aveas for
improvement. 7. Scaling: Based on the pilot project’s success, planning the broader implementation of Al models
in pharmacovigilance processes, including necessary adjustments and enhancements.

@ Modded Developurenl
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Applications of Big Data For Drug Designing and Discovery

}
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Figure 4.

Apial;imtions of big data for drug designing and discovery. Note: This graphic illustrates how artificial intelligence
(AI) is transforming drug design and discovery by addressing major challenges such as long development timelines,
high costs, and inefficiencies. It showcases the application of Al algovithms, including machine learning and deep
learning, in critical areas like molecular design, virtual screening, molecular docking, and toxicity prediction.
This highlights AIs vole in enhancing precision, speed, and innovation across the entirve drug development process.
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[The Development, Classification, And Evolution Of Artificial Intelligmu]
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Figures.

The development, classification, and evolution of artificial intelligence. a. History: Al in healthcare began

with the 1950 Turing test, followed by milestones like the 1975 use of computers in medicine, deep learning in the
2000s, and FDA’ approval of the first cloud-based Al in 2017. Key developments include Al in endoscopy (2010)
and gastroenterology trials (2018—2020). b. Classification: Al divides into seven areas: reasoning, knowledge
representation, planning, perception, machine learning, robotics, and NLP. Machine learning includes supervised,
unsupervised, and deep learning; vision and speech cover image recognition and speech-to-text; NLP includes
classification, translation, and question answering. c. Applications in Healthcare: AIs impact spans research,
clinical development, manufacturing, patient monitoring, and post-market surveillance, transforming healthcare.
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L ———

[

Figure 6.

A}/gﬂlications of big data for drug designing and discovery. Note: This figure illustrates how big data supports
drug design and discovery by utilizing key databases like ChemSpider, ChEMBL, ZINC, BindingDB, and
PubChem, which compile pharmacological data to aid compound synthesis and screening. Following initial filters
for drug-likeness, PAINS, ADMET, and toxicity, Al models such as deep learning and random fovest conduct
in-depth compound analysis. The workflow advances with QSAR, pharmacophore modeling, molecular docking,
and dynamics simulations, ultimately identifying candidate compounds for in vitro and in vivo testing. Quantum
mechanics contributes to this process, with its role in drug design continuously evolving.
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Figure 7.

Artificial intelligence in primary and secondary drug screening. Note: This figure illustrates how Al expedites
drug screening by identifying lead compounds from a vast chemical space of over 106 million structures. Machine
learning models help screen these compounds for target binding and structural properties. This Al-driven drug
discovery process, typically spanning 14-18 years, encompasses lead identification, primary and secondary
screening, lead optimization, and clinical development.
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[ Use Of Al In Virtual Screening Of Drugs ]

ﬂ} Structure-based Virtual Screening \

X-ray crystallography

nuclear magnetic

resonamce
B ol 7

Molecule Databases

/I Binding Free Energy
DD Biological Activity
Experiments

u--""""'-#
&Mﬂ“uhr Docking T d.Results Analysis And

a. Determine The Target
Structure

AutoDock
Vina

Evaluation

(B) Ligand-based Virtual Screening

ZINC LN
ChEMBL . L]

b. Constructing a
ligand database

a. Finding known active ligands
(reference ligands)

molecular mass @ '.' LogP

b
molecular biolegy ® . Euclidean distance

¢. molecular descriptor calculation -
. Tanimoto

QSAR
ADME d. Similarity Search

e. Results Analysis And Evaluation

Figure 8.

Use of Al in virtual screening of drugs. Note: This figure highlights two primary virtual screening methods in
drug discovery: a. Structure-based virtual screening: This approach involves preparing the target and chemical
library, analyzing structural features, predicting binding sites, and conducting molecular docking. Screened
compounds are then validated with molecular dynamics simulations and confirmed through experimental
bioassays. b. Ligand-based virtual screening: This method starts with database screening and 3D structural
modeling of targets, followed by pharmacophore modeling and docking-based screening. Screened compounds
undergo toxicity and physicochemical analysis before final validation via in vitro and in vivo bioassays.
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[ The use of QSAR in drug design ]
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Figure 9.

Tl'i use of QSAR in drug design. Note: This figure highlights essential workflows in drug discovery: a. QSAR
workflow: Begins with data compilation and processing, involving descriptor calculation and dataset splitting.
Model construction employs machine learning algorithms, followed by robustness assessment and benchmarking. b.
Drug repurposing workflow: Starts with data collection and model generation using methods like support vector
machines and deep learning. The workflow concludes with model evaluation and validation through clinical trials
and experimental studies.
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Abstract

Pharmacovigilance (PV) is a crucial player in ensuring patient safety. It monitors
and evaluates the safety of medicines, particularly in addressing adverse drug reactions
(ADRs). However, low- and middle-income countries (LMICs) face unique challenges in
establishing robust PV systems. Even in jurisdictions where reporting is mandatory, the
underreporting of ADRs remains significant. The scarcity of professionals with exper-
tise in PV, limited funding, and lack of public engagement further hinder the effective-
ness of PV programmes. Inaccessibility to reporting forms, language barriers, and the
complexity of the healthcare system also contribute to the challenges. Regulation-related
issues, such as insufficient legislation and weak accountability of the pharmaceutical
industry, pose additional obstacles. Healthcare professionals may refrain from reporting
ADRs due to fear of professional dignity attrition and the absence of explicit legal provi-
sions ensuring confidentiality. Clinical trials have limitations in detecting rare events,
and attitudes towards ADR reporting, such as lack of time and incentives, further com-
plicate the situation. Despite these challenges, establishing robust PV systems in LMICs
can generate valuable data to inform crucial healthcare policy and practice decisions,
potentially leading to significant improvements in patient safety and care.

Keywords: pharmacovigilance, adverse drug reactions, low- and middle-income
countries, underreporting, patient safety

1. Introduction

The process of monitoring and evaluating the safety of medicines, known as
pharmacovigilance (PV), is a critical component of healthcare. It focuses on detecting
drug-related adverse reactions (ADRs) and any unintended and harmful effects of
medications to ensure patient safety [1]. Studies indicate that ADRs are the sixth lead-
ing cause of death globally, resulting in nearly 7% of hospitalisations for patients [2]. In
low-resource countries, the complex and fragmented nature of the healthcare system
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presents unique challenges that require immediate attention [3]. The pharmaceutical
supply chain, comprised of entities, individuals, processes, and resources involved in
delivering drugs from manufacturers to patients, is often hindered by weak regulatory
supervision and poor enforcement of laws [4]. This vulnerability allows for the infiltra-
tion of substandard/spurious/falsely labelled/falsified/counterfeit (SSFFC) medicines
and vaccines, leading to ADRs. In this context, PV activities play a crucial role as the
first line of defence in identifying rare but potentially harmful ADRSs, including those
that emerge after prolonged exposure and drug-drug and drug-disease interactions that
may not have been captured in randomised trials conducted before a drug’s licencing [5].
However, the underreporting of ADRs remains a significant issue, even in jurisdictions
where reporting is mandatory. The global data on ADRs, primarily from Western indus-
trialised countries, are essential for assessing drug safety in other nations. However, these
data may not always be applicable or suitable for specific settings or population groups
due to genetic, physiological, cultural, environmental, and socio-behavioural differences
among populations, which can significantly influence a population’s response to certain
medications. This complex and urgent topic is the focus of our discussion [6]. Low- and
middle-income countries (LMICs) face unique challenges in establishing robust phar-
macovigilance systems. However, when in place, these systems can generate data that
inform crucial healthcare policy and practice decisions, potentially leading to significant
improvements in patient safety and care. The potential benefits of overcoming these
challenges are immense and motivate people to continue their efforts in this field [7].

2. Challenges in PV systems in low- and middle-income countries

The integration and reliability of pharmacovigilance systems across LMICs
remain limited despite recent efforts to harmonise PV rules and regulations in several
regional economic communities.

2.1 Underreporting

The detection and prevention of ADRs is a critical aspect of pharmacovigilance,
but significant challenges hinder it. Although spontaneous reporting is the most effec-
tive method for identifying new and rare ADRs, underreporting remains an important
issue. Despite the widespread adoption of reporting systems and their benefits,
ensuring that all ADRs are accurately reported is difficult. Table 1 lists the reporting
system/centre involved in the coordination of the PV activities in a few LMICs.

SL. No Reporting system Country

1 Pharmacovigilance Programme of India (PvPI) India

2 National Pharmacovigilance Centre (NPC) Nigeria

3 South African Health Products Regulatory Authority (SAHPRA) South Africa

4 National Agency of Drug and Food Control (BPOM) Indonesia

5 Brazilian Health Regulatory Agency (ANVISA) Brazil
Table 1.

Showing the reporting system name involved in the coordination of the PV activities, including the name of the
country.
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2.2 Pharmacovigilance training in LMIC

The shortage of professionals with specialised knowledge in PV is primarily due
to the limited accessibility of specialised training programmes in this area. Although
some institutions in selective locations provide PV training, most universities do not
offer courses or educational programmes that cover a wide range of subjects related
to PV. This lack of comprehensive education often results in graduates and employ-
ees having insufficient data collection and analytical skills. For harmonisation, it
is required to adhere to the formatting standards of international or World Health
Organisation (WHO) pharmacovigilance databases.

2.3 Funding constraints

PV activities in numerous LMICs rely mainly on external funds. Hence, they
frequently face funding- and/or grant-related challenges. Salaries (remuneration)
for people working in this sector are generally lower in these resource-constrained
nations than in other sectors and contractual in a few countries like India. Also, ADR
monitoring centres are not being supported financially to carry out any outreach
activity and training programmes.

2.4 Public engagement

Failing to incorporate patients in a reporting strategy, particularly in underdevel-
oped nations where medications are often self-administered without medical supervi-
sion, may lead to underestimating critical data or significant delays in identifying
early warning signs [8].

2.5 Reporting form

The inaccessibility and complexity of reporting forms pose challenges in some
countries. Additionally, language barriers can present a significant obstacle when
patients cannot report in their native language, particularly in countries with multiple
local languages.

2.6 Regulation-related issues

Legislation and regulations related to drug safety in many developing countries, if
they exist, are often perceived as insufficient and weak. This is evidenced by the phar-
maceutical industry’s lack of accountability for pharmacovigilance, as demonstrated
by Moscou’s research on the commitment of six multinational companies to pharma-
covigilance internationally and in India. The study found that pharmacovigilance is
not adequately integrated into the policies of the companies studied, particularly in
their Indian subsidiaries.

2.7 Lack of confidentiality and fear of professional dignity attrition

Healthcare professionals may hesitate to report adverse drug reactions related to
treatments for several reasons, including the fear of being perceived as incompetent
or culpable, the absence of explicit legal provisions guaranteeing the confidentiality
of submitted reports, and a lack of trust in the authorities involved.
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2.8 Clinical trial limitations

Clinical trials are usually conducted for a limited period under strictly controlled
conditions on a few carefully selected individuals who meet specific inclusion and
exclusion criteria. The limited number of subjects in these trials can make detecting
less common or rare events difficult, resulting in a lack of complete safety data for
rational prescription.

2.9 Issues with attitudes towards ADR reporting

Lack of time from routine clinical activities. Physicians usually claim that manag-
ing ADRs is more critical than reporting them, and some people feel there is a lack of
incentives for reporting them [9].

2.10 Complexity of healthcare system

Self-medication frequently constitutes a significant portion of overall medication
usage. This phenomenon is partly attributed to the expenses of seeking professional
medical assistance and the scarcity of trained healthcare providers, particularly in
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Figure 1.
Outlines the challenges for PV systems in LMIC.
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rural and remote regions. As a result, individuals frequently resort to traditional heal-
ers or unlicensed vendors instead of relying on formal healthcare facilities.

2.11 Sentinel sites and active surveillance

In incorporating novel medications into public health programmes for unfamiliar
populations, it is generally suggested to undertake sentinel site monitoring or active sur-
veillance, such as cohort event monitoring. Although a select few countries have docu-
mented the employment of sentinel sites or active surveillance for pharmacovigilance,
these studies are probably not being maximised to their full potential due to the neces-
sity for specialised funding, systematic record-keeping, and expertise in methodology.

2.12 Insufficient national coordination of PV activities

Inadequate collaboration, coordination, and conflict of interest between major
national PV stakeholders hinders PV development.

The challenges in PV systems in LMIC are summarised in Figure 1.
3. Consequences due to challenges in pharmacovigilance in LMIC
3.1 Delayed detection of drug safety issues

Poor PV systems delay detection and response to drug safety problems. Without
timely and accurate reporting, it becomes difficult to identify and address the
harmful effects of medications, which can lead to prolonged exposure of popula-
tions to unsafe drugs. This delay can result in increased morbidity and mortality
among patients.
3.2 Increased risk of substandard and falsified medicines

Weak pharmacovigilance systems struggle to identify and address issues related
to substandard, spurious, falsely labelled, and falsified medicines, posing significant
public health risks [10].
3.3 Insufficient regulatory oversight

Inadequate regulatory oversight means that ADRs may not be systematically
recorded or investigated, and necessary regulatory actions, such as drug recalls or
label changes, may not be implemented promptly.

3.4 Increased mortality and morbidity

Ineffective PV in LMICs will result in increased mortality and morbidity associ-
ated with undetected ADRs and due to the continued use of unsafe medications.

3.5 Economic burden

The costs of managing ADRs, including additional medical treatments, hospitali-
sations, and productivity losses, can strain already limited healthcare budgets.
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* Therapeutic ineffectiveness
* Development of antimicrobial resistance

* Inadequate safety data among the special population (e.g. pregnant women,
children) because they are usually excluded in the clinical trial

4. Possible solutions

The following strategies in Figure 2 are derived from international experiences
and tailored to promote PV practices in LMICs. They have been selected based on
their suitability in these specific contexts.

4.1 Educating HCPs

Strong technical knowledge can be an asset in successfully running a pharmaco-
vigilance programme. HCPs’ training techniques clarify the importance of reporting,
and the procedures must be designed and implemented to stimulate reporting by all
health team members [11]. Lectures, workshops, scientific meetings, conference ses-
sions, printed educational materials, and publications in professional journals could
all contribute to fostering a reporting culture among medical practitioners, ultimately
leading to a notable rise in reporting rates [12]. Since 1993, the Uppsala Monitoring
Centre (UMC) has started conducting an international pharmacovigilance train-
ing course in Uppsala, Sweden, and in recent years, also in Mysore, India. Recently,
E-learning modules using a microlearning approach to allow for distance learning and
to address technological challenges were developed, launched, and evaluated [13].

In addition, regular in-service training opportunities and easy-to-access updates on
pharmacovigilance should be made available.
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Diagram illustrating strategies and approaches to overcome barriers in PV in LMIC (Part of the diagram is
reproduced after permission from Elshafie S).
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4.2 Feedback provided to healthcare workers, policymakers, and consumers in
response to pharmacovigilance reports

Healthcare professionals receive detailed feedback on ADRs they report, which
helps them recognise patterns, understand potential drug risks, and adjust treatment
plans accordingly. Policymakers use aggregated data from these reports to formulate
or modify drug safety regulations and public health policies, ensuring a more robust
pharmacovigilance system. For consumers, feedback often includes information on
the safety of medications, potential side effects, and guidance on reporting ADRs,
empowering them to make informed decisions about their treatments and participate
actively in the healthcare process.

4.3 Collaboration and partnerships

Collaboration between PV centres is essential for sharing information, establish-
ing best practices in ADR monitoring, and enhancing the science of pharmaco-
vigilance. The WHO emphasises the importance of multidisciplinary collaboration
among health ministries, universities, NGOs, pharmaceutical industries, and other
stakeholders to improve ADR monitoring activities. Additionally, partnerships with
practitioner consortia specialising in specific types of ADRs, such as drug-induced
liver injury, can provide detailed adverse event (AE) reports and interactions with
clinicians. Furthermore, collaboration with community pharmacists can yield ADRs,
as they are the first point of contact in the existing healthcare system.

4.4 Engaging the public

As drug safety surveillance systems advance, it is essential for them to continue
prioritising the perspectives and needs of both patients and practitioners by providing
valuable and actionable information about medicine safety and proper usage. However,
many existing reporting methods tend to focus more on input from professionals rather
than consumer self-reporting. Consumer reporting captures the ADRs caused by over-
the-counter (OTC) medications, herbal medications, and medicines prescribed by
unqualified professionals [14]. By incorporating consumer data, there is an opportunity to
enhance the overall understanding of medication safety and detect potential ADRs earlier.

Disseminating information about reporting processes and utilising various media
channels, such as newsletter articles, general media programmes, and sensitisation
campaigns, can be effective strategies for increasing public awareness and engage-
ment in reporting ADRs. This approach can foster a deeper understanding and
recognition of the importance of reporting ADRs among the public.

4.5 Incorporation of informatics

Advances in the availability of data and analytic methods are transforming the
field of pharmacovigilance. The transition from paper-based medical records to
electronic healthcare records has increased interest in mining these data to detect drug
safety signals. However, there are two significant limitations in the current pharma-
covigilance data: minimal data on indications for use and minimal data on product
identifiers. These limitations could be partially addressed by incorporating health
informatics, such as the Hospital Information Management System (HIMS). In addi-
tion, standardised data on product identification would enable a better correlation of
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adverse event data with product quality data, bridging the gap between pharmacovigi-
lance systems and product quality systems, which would be an essential step forward.

4.6 Leveraging modern technology

Online reporting and mobile phone applications, such as Med Safety App and
WhatsApp, can be utilised to improve pharmacovigilance. For instance, the South
African Mom-Connect platform demonstrates how technological advancements
enable patient self-reporting by allowing pregnant women to input information about
medication exposure and potential harm directly. Additionally, these advancements
can support two-way communication between PV centres, patients, and practitio-
ners, especially in regions with no other infrastructure. In this technically advanced,
modernised world, India, under the Pharmacovigilance Programme of India (PvPI),
has launched a mobile application, “ADR-PvPI”, as a tool for ADR reporting [15].

4.7 Integrating PV in the curriculum of HCPs

There is a great need to introduce PV at the undergraduate and graduate levels
in teaching institutions for all health professionals worldwide. Recently, India made
it compulsory for all medical and pharmacy colleges to include PV training in the
undergraduate curriculum [16].

4.8 Adopting a global approach

One component of a global approach is harmonisation, the process of establish-
ing common technical standards across countries and regions with diverse legal and
regulatory bases for drug regulation. From a global perspective, national PV systems
should set up and maintain individual case safety report (ICSR) databases compatible
with the international standard format for ICSR reports, the ICH-E2b. The global
standard allows easy exchange of ICSRs between countries, regulatory authorities,
and marketing authorisation holders (MAHs). Establishing E2b-compatible systems
is expensive, but LMICs can utilise the Vigiflow data management system offered and
maintained at a meagre cost by the UMC as it integrates E2b standards within it.

4.9 Project 3S (smart safety surveillance)

The WHO Safety and Vigilance (SAV) Team has initiated a project to optimise
post-marketing surveillance of priority medicines and vaccines in LMICs. The project
will use a smart safety surveillance (“3S”) approach that initially focuses on selected
priority products to be introduced in LMICs. As safety data will be generated on
specific products in parallel with their first use, national pharmacovigilance systems
and competence will be strengthened to enable safety monitoring of all products
in the long term. Project 3S proposes strengthening, expanding, and streamlining
pharmacovigilance systems in LMICs [17].

4.10 Artificial intelligence (AI)-based pharmacovigilance

Al-based pharmacovigilance detection, improving training and education, and
informing the government of the benefits of Al-based pharmacovigilance help solve
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these challenges in settings with limited resources. However, the quantity and qual-
ity of data directly affect AI performance, and implementing Al in limited-resource
settings presents challenges. Opportunities for improvement include collaborative
research networks, pharmacogenomic research and practices, and advanced machine-
learning algorithms [18].

4.11 Funding and financial sustainability of pharmacovigilance

The primary source of funding in resource-limited African countries is from the gov-
ernment, which provides significant donor funding that is ad hoc and non-sustainable.
To ensure financial sustainability potential sources of funding have been identified,
which include fees from commercialised services like user fees, registration, and licenc-
ing fees etc., PV tax on pharmaceutical sales, community financing, funds from pharma
consortium and donor financing from WHO, United Nations International Children’s
Fund (UNICEF), The United States Agency for International Development (USAID), Bill
and Melinda Gates Foundation (BMGF) can be explored. Enabling a legal framework that
will engender autonomy will provide a sustainable mechanism for PV funding [19].

4.12 Incentives and professional benefits

Incentives in the form of continuing medical education (CME) credit points can
be provided to medical professionals who undergo training in PV modules, and PV is
made mandatory for the recognition of colleges for admitting the students in profes-
sional courses regulated by Pharmacy Council of India (PCI) and National Medical
Council (NMC) in India.

4.13 Develop holistic PV strengthening plans

A holistic plan for pharmacovigilance will be developed in each country covering
(1) policy, law, and regulation; (2) system, structure, and stakeholder coordination; (3)
signal generation and data management; (4) risk assessment and evaluation; and (5)
risk management, communication, and allocation of commensurate resources.

4.14 Targeted pharmacovigilance awareness campaigns in LMIC should leverage
public health programmes (e.g. HIV, malaria, tuberculosis)

WHO has produced PV handbooks addressing the specific needs for PV in
malaria, HIV/AIDS, and tuberculosis, focusing on cohort event monitoring and
targeted spontaneous reporting. Many LMIC countries, for example, Ghana, Nigeria,
Tanzania, Kenya, Uganda, and Zimbabwe, have piloted these methods and have
demonstrated their feasibility.

4.15 Assessing impact

We need to assess the impact of an intervention on PV activities, which will help
PV centres plan and allocate resources effectively. The WHO pharmacovigilance
indicators assess the effectiveness of a country’s PV system [20]. We also have phar-
macovigilance indicators for public health programmes, which involve many people’s
exposure to medicinal products.

95



Pharmacovigilance — Facts, Challenges, Limitations and Opportunities

5. Conclusions

Low- and middle-income countries (LMICs) face unique challenges in establishing
robust pharmacovigilance (PV) systems. Underreporting of adverse drug reactions
(ADRs) remains a significant issue, even in jurisdictions where reporting is manda-
tory. The scarcity of professionals with expertise in PV, limited funding, lack of public
engagement, inaccessibility to reporting forms, language barriers, and the complexity
of the healthcare system contribute to the challenges. Regulation-related issues, such
as insufficient legislation and weak accountability of the pharmaceutical industry,
pose additional obstacles. Healthcare professionals may refrain from reporting ADRs
due to fear of professional dignity attrition and the absence of explicit legal provisions
ensuring confidentiality. Clinical trials have limitations in detecting rare events, and
attitudes towards ADR reporting, such as lack of time and incentives, further compli-
cate the situation. Despite these challenges, establishing robust PV systems in LMICs
can generate valuable data to inform crucial healthcare policy and practice decisions,
potentially leading to significant improvements in patient safety and care.
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Perspective Chapter: Constant
Need for Pharmacovigilance
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Herzegovina

Martin Kondza

Abstract

Bosnia and Herzegovina is a county in South-East Europe with a complicated
political structure. This political division led to a late formation of a national
governing body on medicines and medical devices, as well as pharmacovigilance.
Pharmacovigilance is currently under the jurisdiction of the Agency for Medicines
and Medical Devices and its National Pharmacovigilance Office in Mostar. Looking
at the organized pharmacovigilance systems in neighboring countries, recommenda-
tions for improving the pharmacovigilance system can be found. Such changes will
result in significant improvements in public health and patient safety. When the
pharmacovigilance system is efficient, it enables early identification and assessment
of risks associated with the use of drugs. This leads to faster withdrawal or replace-
ment of harmful drugs from the market, reducing the risk of serious side effects and
potentially fatal outcomes. In addition, an improved system of pharmacovigilance
promotes the confidence of patients and health professionals in the safety of medi-
cines, which is essential for successful treatment. Education and training of health-
care workers on the importance of reporting side effects and the use of advanced
technologies for data collection and analysis also play a key role in strengthening the
system. The implementation of these measures will contribute to the creation of a
safer health environment in Bosnia and Herzegovina.

Keywords: Bosnia and Herzegovina, pharmacovigilance, materiovigilance, medicines,
ALMBIH

1. Introduction

Bosnia and Herzegovina (B&H) has a complex political structure that is the result
of the General Framework Agreement for Peace in Bosnia and Herzegovina, a.k.a.
Dayton Peace Agreement, signed in 1995 [1], which ended the war in B&H. The coun-
try’s political structure is shaped as a decentralized state consisting of two entities:
the Federation of Bosnia and Herzegovina (FB&H) and the Republic of Srpska (RS)
as well as the Br¢ko District, which has a special status [2]. FB&H is further divided
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into 10 counties with their own jurisdiction in different areas. At the state level, B&H
has a three-member Presidency consisting of three members, who should represent
the three constituent nations of B&H [3]. This complex political structure not only
reflects the ethnic and political diversity of B&H, but also creates challenges in terms
of governance efficiency and political stability. Such a political structure further spills
over into the spheres of social and professional life of all its citizens. This is also the
situation with the healthcare system. In most countries of the world, the healthcare
system is divided into several key institutions—the Ministry of Health, the Institute
for Public Health and the Institute for Health Insurance. In B&H, the situation is
significantly more complicated, when it is taken into account that every level of gov-
ernment—from the highest to the lowest has its own institutions of this type. In the
country, there are more than 10 ministries that regulate the field of health, as many
institutes for health insurance and several institutes for public health [2]. Therefore,
the medicine policy is split between different ministries and institutes.

Until 2009, this area was mostly divided between two institutions in B&H. The
regulation of drugs and medical devices in FB&H was under the jurisdiction of the
Institute for Drug Control FB&H and the Institute for Public Health of the RS. May
1st, 2009 marked the establishment of the Agency for Medicines and Medical Devices
of Bosnia and Herzegovina (Croatian Agencija za lijekove i medicinska sredstva Bosne
i Hercegovine, ALMBIH) as the main body for the regulation, control and supervi-
sion of medicines at the state level. ALMBIH was founded on the basis of the Law on
Medicines and Medical Devices of B&H [4] in order to ensure the availability of safe,
high-quality and effective drugs and medical devices on the market of B&H. The juris-
diction of this state institution, which is responsible for its work to the Parliamentary
Assembly of B&H, is limited to medicines, medical devices and vaccines in the terri-
tory of the entire B&H. In this way, ALMBIH took over the roles previously held by
some other state bodies. It is geographically divided into three parts with offices in
Sarajevo, Banja Luka and Mostar. ALMBIH carries out the procedure of registration of
new drugs and medical devices before they can be placed on the market. This includes
the assessment of product quality, safety and efficiency. The inspection control of
medicines, vaccines and medical devices is a key component of the work of this
institution in order to ensure the consistent quality of drugs and medical devices on the
market. ALMBIH issues work permits to Marketing Authorization Holders (MAHs) to
put medicines on the market and regulates this market in B&H and provides informa-
tion to health workers and the public about the proper use of medicines and medical
devices, especially in the form of letters to health workers about new knowledge
about the safety and effectiveness of medicines. Moreover, ALMBIH is responsible for
regulating all clinical trials that take place on the territory of B&H [4].

However, one of the most important roles of ALMBIH is the process of pharma-
covigilance and materiovigilance; monitoring of side effects and safety of drugs,
vaccines and medical devices after they are placed on the market. ALMBIH collects,
analyzes and responds to reported side effects to ensure that the benefits of medicines
outweigh the risks. The National Office for Pharmacovigilance and Materiovigilance
is part of ALMBIH located in Mostar. This office systematically collects, analyzes,
monitors and evaluates side effects collected through spontaneous reports submitted
by health professionals (physicians, pharmacists, dentists, medical technicians and
others), not only reports submitted by MAHs, but also reports received from MAHs
around the world through the so-called CIOMS forms (Council for International
Organizations of Medical Sciences) [5]. The work of the office is also focused on
collecting periodical safety update reports (PSUR), cooperation with the World
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Health Organization (WHO), Collaborative Center of the WHO at Uppsala—the
Uppsala Monitoring Center (UMC), European Medicines Agency (EMA), its
Pharmacovigilance Risk Assessment Committee (PRAC) and various other bodies.
However, the work of this office has not been emphasized enough by the regulatory
authorities for years, and it is clearly undercapacitated for all the necessary tasks that
need to be performed. Therefore, such a situation is clearly reflected in the image of
pharmacovigilance in B&H.

2. Pharmacovigilance and materiovigilance

There is probably no more significant event in the field of drug regulation than
the thalidomide tragedy. The enormous failure of human civilization, the incalcu-
lable losses and destruction of human lives, but also the brave moves of a Canadian
American doctor marked a turning point in the understanding of drug safety. From
those events to the present day, a high standard for medicines has been set and civili-
zational progress has been made towards better, safer and more effective medicines.
Pharmacovigilance (Greek pharmakon—drug and Latin vigilare—to keep watch) is
the science and activities related to the detection, assessment, understanding and pre-
vention of adverse effects or any other drug-related problems [6-9]. It plays a crucial
role in ensuring that medicines are safe and effective for use, contributing signifi-
cantly to public health [10, 11]. The primary goal of pharmacovigilance is to identify
adverse drug reactions (ADRs) as early as possible, assess their significance and take
action to minimize risks to patients [12]. This involves collecting and analyzing data
from various sources, including clinical trials, spontaneous reports from healthcare
professionals and patients, and scientific literature. The process of pharmacovigilance
includes several key activities. Signal detection involves identifying new or previously
unknown adverse effects from various data sources [12]. This is followed by signal
evaluation, where the potential risk is assessed in terms of its frequency, severity
and impact on patients. Risk management plans are then developed to minimize
these risks, which may include updating product labels, issuing warnings or even
withdrawing a drug from the market. Continuous monitoring ensures that any new
information about a drug’s safety profile is promptly acted upon.

Effective pharmacovigilance requires collaboration among regulatory authorities,
pharmaceutical companies, healthcare professionals and patients. Regulatory bodies,
such as the Food and Drug Administration (FDA) in the United States [13] and the
EMA in Europe [14], play a pivotal role in overseeing pharmacovigilance activities.
Pharmaceutical companies are responsible for monitoring the safety of their products and
reporting any adverse events to the regulatory authorities. Healthcare professionals and
patients are encouraged to report any suspected adverse drug reactions, which can pro-
vide valuable real-world data on a drug’s safety. In recent years, advancements in technol-
ogy have significantly enhanced pharmacovigilance practices. The use of electronic health
records [15], big data analytics [16] and artificial intelligence [17] allows for more efficient
detection and analysis of adverse drug reactions. These technologies enable the processing
of vast amounts of data from diverse sources, improving the speed and accuracy of signal
detection. Additionally, social media and online health communities have emerged as new
sources of information on drug safety, providing insights into patient experiences that
might not be captured through traditional reporting systems [18, 19].

A separate emerging trend is the pharmacovigilance of herbal remedies, which
involves the systematic monitoring, evaluation and understanding of adverse effects
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and other safety-related issues associated with the use of herbal medicines. Herbal
remedies, often perceived as natural and safe, can pose significant health risks due
to factors, such as contamination, misidentification of plants, interactions with
conventional medicines and variability in chemical composition. Therefore, robust
pharmacovigilance practices are essential to ensure their safe use [20]. One of the
primary challenges in the pharmacovigilance of herbal remedies is the lack of stan-
dardized regulations and quality control measures across different regions. Unlike
conventional pharmaceuticals, herbal products may not always undergo rigorous
clinical testing before being marketed. This can result in products of varying quality
and efficacy, making it difficult to assess their safety profiles accurately. Establishing
comprehensive regulatory frameworks and quality standards is crucial to address
these issues and ensure the safety of herbal remedies [21].

Pharmacovigilance activities also play a crucial role in supporting patient safety
during clinical trials. These activities ensure the protection of human subjects
through oversight of informed consent processes, Institutional Review Board (IRB)
approvals and data monitoring committees (DMCs). Establishing a drug’s safety
profile is another key function of pharmacovigilance, which involves assessing data
from all phases of development, focusing on dose-limiting toxicities, maximum
tolerated doses and adverse events of special interest [22]. Effective communication
of safety information is crucial in pharmacovigilance. Pharmacovigilance ensures that
key documents, such as the Investigator’s Brochure, Company Core Data Sheet and
regulatory submissions (e.g., US Prescribing Information (PI) and EU Summary of
Product Characteristics), are maintained and updated. Post-marketing surveillance
activities include monitoring for new adverse events and ensuring ongoing assess-
ment of the benefit-risk balance [23].

In addition to monitoring clinical safety, pharmacovigilance oversees the safety of
the manufacturing process. This includes conducting health hazard assessments for
manufacturing deviations and addressing product complaints related to safety issues.
Pharmacovigilance professionals develop and implement RMPs (Risk Management
Plans) and REMS (Risk Evaluation and Mitigation Strategies) to manage identified
risks, involving a comprehensive approach to understanding the product’s risk profile
and developing strategies to minimize these risks [24].

Materiovigilance (Greek materia—material and vigilare as mentioned above) is
the systematic monitoring, evaluation and analysis of adverse incidents and other
safety-related issues involving medical devices [25]. This specialized field of pharmaco-
vigilance focuses on ensuring the safety, efficacy and performance of medical devices,
ranging from simple tools like syringes to complex technologies like pacemakers and
artificial hips [26]. The primary goal of materiovigilance is to identify and mitigate
risks associated with medical devices to protect patient health and ensure that these
products perform as intended [27]. The process of materiovigilance involves several
critical activities, starting with the collection of data on adverse events and incidents
related to medical devices. These data can come from various sources, including health-
care professionals, patients, manufacturers and regulatory bodies. Healthcare providers
(HCPs) and patients play a crucial role in reporting any issues or malfunctions they
encounter with medical devices. Such reporting is essential for identifying potential
safety concerns and understanding the real-world performance of these devices [27].

Once adverse event reports are collected, the next step is to analyze and evalu-
ate the data to identify any patterns or trends that might indicate a safety issue.

This analysis involves assessing the severity, frequency and potential impact of the
reported incidents. If a pattern is identified, it may signal a problem with a specific
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device or category of devices, prompting further investigation. Regulatory authorities
and manufacturers work together to conduct these investigations, which may involve
laboratory testing, clinical studies and consultations with experts. Risk management
is a key component of materiovigilance. When a potential safety issue is identified,
appropriate actions must be taken to mitigate the risks. These actions can include
updating device labeling with new safety information, issuing warnings or recalls,
modifying the design or manufacturing processes or even withdrawing the device
from the market if necessary. The aim is to ensure that the benefits of using the medi-
cal device continue to outweigh any risks associated with its use [28].

Regulatory authorities play a central role in materiovigilance. Similar agencies
as in pharmacovigilance (FDA, EMA) are responsible for overseeing the safety
and effectiveness of medical devices. They establish regulations and guidelines for
materiovigilance, ensuring that manufacturers comply with reporting requirements
and maintain robust post-marketing surveillance systems. These regulatory bodies
also collaborate internationally to share information and enhance global device safety.
Technological advancements have significantly enhanced materiovigilance practices.
The use of digital health technologies, electronic health records and big data analyt-
ics allows for more efficient and comprehensive monitoring of medical devices.
These technologies enable the collection and analysis of large volumes of data from
diverse sources, improving the ability to detect and respond to safety issues promptly.
Additionally, artificial intelligence and machine learning can help identify patterns
and predict potential device-related problems, further enhancing the effectiveness of
materiovigilance [26].

Public awareness and education are also important aspects of materiovigilance.
Informing healthcare professionals and patients about the importance of reporting
adverse events and providing clear instructions on how to do so can improve the qual-
ity and quantity of data available for analysis. Transparent communication about the
risks and benefits of medical devices helps build trust and ensures that users are well
informed about the products they rely on for their health and well-being. Both phar-
macovigilance and materiovigilance are critical aspects of healthcare that ensure the
safety and efficacy of medical devices. Through systematic monitoring, analysis, risk
management and regulatory oversight, materiovigilance helps protect patients from
potential harm and ensures that medical devices deliver their intended benefits. As
technology continues to evolve, materiovigilance practices will continue to improve,
contributing to the ongoing enhancement of patient safety and public health.

2.1 Pharmacovigilance and materiovigilance system in B&H

The pharmacovigilance picture in B&H is not a good one. The National Office
for Pharmacovigilance and Materiovigilance B&H in Mostar since the foundation of
ALMBIH has had two full-time employees who do not have a higher education in the
field of biomedical sciences, but a lower level of education. Due to the complex politi-
cal situation, for a long time the Mostar center lacked pharmacy and medical profes-
sionals with the right skills and training. Add to that the absence of pharmacovigilance
education among healthcare professionals, and one can see why B&H suffered from
low adverse drug reaction (ADR) reporting numbers. Therefore, for years it was
impossible to manage the key projects of this office and develop it to its full capacity.
Certain changes occurred in 2017, when two external experts in the field of pharmaco-
vigilance were hired to meet the needs of the office. The engagement of these experts,
pharmacists by training, led to the implementation of a series of activities in the field
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of vigilance of drugs and medical devices. First of all, it started with the systematic
recording of all received applications and the analysis of such applications by several
categories. Applications were classified according to Table 1 [29]:

After this type of classification, an individual assessment was made for each of
the reported side effects and reviewed on the basis of the above classifications. All
this resulted in a detailed individual report that was sent to each applicant and in
which ALMBIH would, in accordance with legal regulations, provide its own safety
assessment or intervene if necessary [4, 5]. Numerous campaigns were carried out in

Deployment Classification
Medicines
Based on type Vaccines

Medical devices

Registered preparation

Based on status . . L
Preparatlon from intervention import

HCP
* Physician
* Physician-Specialist
¢ Pharmacist
Based on source ¢ Nurse
¢ Dentist

¢ Pharmacy technician

¢ Other HCPs
MAH
Public Health Institute

Serious

¢ Death

* Hospitalization or prolonged hospitalization

. * Permanent or severe disability or incapaci

Based on seriousness Y pacity
* Congenital anomaly

o Life threatening

* Medically serious condition
Non-serious

Drug or food interaction present

Based on interactions ¢ Concomitant medicines, herbal remedies or food

Drug of food interaction excluded

Recovery without repercussions

Recovery with repercussions

Based on outcomes .
Recovery ongoing

Death

Certain
Likely
Possible
Not likely

Cause-and-effect relationship

Table 1.
The deployment of adverse reactions to medicines, vaccines and medical devices and their classifications.
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Healthcare Centers, hospitals, private clinics and other institutions. Initiatives have
also been made for all tertiary-type healthcare institutions in B&H to appoint their
own responsible person for pharmacovigilance affairs, in the same way as prescribed
by law for MAH. The next initiative was related to professional institutions in the
field of healthcare, primarily health chambers at all levels of government. Together
with the leadership of these professional bodies, ALMBIH enabled changes to their
own regulations, so that health workers received additional points for the renewal

of health workers’ licenses. Thus, positive relations were established with the
Medical Chamber of FB&H, Chamber of Doctors of Medicine of RS, Pharmaceutical
Chamber of FB&H, Pharmaceutical Chamber of RS, Dental Chamber of FB&H and
Chamber of Doctors of Dentistry of RS. All these activities resulted in a huge increase
in the number of applications. These activities have produced great results. In 2017,
the center published its first annual ADR report, a collection of safety issues around
medical products and medical devices gathered during the year. The number of ADR
reports received in 2017 was the highest since the ALMBIH founding and represented
an increase of 127% (to 283 total reports) compared to 2016. 2018 saw a 23% increase
(to 349 total reports) compared to 2017, and a second annual report, with detailed
data from 2018 followed. However, there were no public reports after this period, due
to the external experts stopping with their work.

2.2 Reported ADRs

In its work, the National Center in Mostar relied on the decisions of competent
authorities in the field of drug regulation, especially EMA, PRAC, Committee for
Medicinal Products for Human Use (CHMP) and Coordination Group for Mutual
Recognition and Decentralized Procedures—Human (CMDh), that is, the decision of
the European Commission as the supreme authority for making binding decisions in
the European Union (EU). Such decisions were revised and updated within B&H for the
local area, to fully ensure the best possible protection of the population’s health and the
traceability of positive European decisions and regulations. In the regulation of the mar-
ket of medicines and medical devices in B&H, the National Center very often followed
the developments in neighboring countries and competent agencies for medicines, such
as Croatia, Serbia and Montenegro.

In 2018, the National Center received 369 reports of suspected adverse effects of
drugs and medical devices for processing and assessment in the field of drugs and
medical devices. This number represents an increase of more than 30% compared to the
figures from 2017, when the National Center received 283 reports of suspected adverse
effects of drugs and medical devices. Therefore, 2018 represents the year with the largest
number of applications received in B&H. Of the 369 applications received (Figure 1),
292 applications refer to medicines, while 77 applications refer to medical devices.

During 2018, the majority of applications received by the Main Office did not meet
the criteria of seriousness (171), while 94 applications met the criteria of seriousness,
namely in terms of hospital treatment or extension of hospital treatment (51), medi-
cally significant serious condition (31), threat to life (5), death (5) and permanent or
severe disability or incapacity (2) (Figure2).

When looking at the distribution of patients who experienced an ADR by gender,
approximately equal numbers of male and female patients are observed (128 versus
124). For 12 patients, the gender is unknown (Figure 3). Such data are somewhat
consistent with the relevant literature in this field, which talks about how women are
the ones who experience more adverse drug reactions [31].
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Figure 1.
Number of ADRs from 2011 to 2018 [30].

noA-Serious

hospitalization

medically serious condition

life threatening

death

disability

o 20 40 &0 80 100 120 140 180 1BC

Figure 2.
ADR classification based on seriousness.

According to WHO-UMC recommendations and practice, patients can be divided
into the following age groups:

e Premature <1 month

Small child <4 years
¢ Child <11 years

* Adolescent <16 years

Adults <69 years

Elderly >69 years
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Figure 3.
Classification of patients based on sex.

ALMBIH is guided by the same classification according to age groups, and in 2018
it received the following applications, according to age groups: adults (176), elderly
(32), small children (15), children (13) and adolescents (2) (Figure 4). The average
age of the patient was 45 years.

In its daily work, the National Center uses the MedDRA (Medical Dictionary
for Regulatory Activities) dictionary for regulatory affairs, a systematic diction-
ary of standardized medical terminology, created by the International Council for
Harmonization (ICH). The MedDRA dictionary is intended for regulatory bodies,
industry, research organizations, as well as healthcare professionals. Prior to the
development of MedDRA dictionary, there was no internationally recognized, stan-
dardized medical terminology for regulatory affairs. The MedDRA dictionary consists
of several levels of classification, with the highest level being system organ classifica-
tion (SOC). The SOC level consists of 26 parts developed according to etiology, place
of origin and purpose. The above SOC levels are further divided into preferred terms
(PTs), which number over 20,000. Adverse drug effects should be displayed and
grouped into PTs, since they best represent the adverse drug effect. Such PTs are then

200
180
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: ]
. HE =

premature small child child adolescent adults elderly

Figure 4.
Classification of patients based on age.
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divided into lowest level terms (LLTs), of which there are over 70,000 [31]. The data
for some of the most common ADRs at SOC level in 2018 are presented in Table 2.

PTs can give a slightly better picture of the very nature of the ADRs that have
appeared (Table 3).

Most of the drugs that caused certain ADRs can be classified as drugs that are used
for malignant diseases, immunomodulators and contrast agents (Table 4).

The pharmacovigilance system in B&H shows significant progress with an increase
in the number of reports, which is the result of continuous work on raising awareness
among healthcare workers and promoting the importance of reporting unwanted
effects. However, there is still a need for further improvements to meet all WHO criteria.

2.3 HCPs as ADR reporters

In this process, healthcare professionals play a crucial role. Their primary
responsibility includes recognizing and reporting suspected adverse drug reactions.
Healthcare professionals, including doctors, pharmacists and nurses, are often the
first to notice unusual drug reactions in patients. Their ability to accurately identify
and document these side effects allows for rapid response and corrective action. In
addition to recognizing side effects, healthcare professionals also have an educational
role. They inform patients about the possible risks and side effects of prescribed drugs
and the importance of reporting any adverse reactions. This is especially important
for new drugs or those with a high risk of side effects. By informing and educating
patients, healthcare professionals contribute to increasing awareness and coopera-
tion in the pharmacovigilance process. Healthcare professionals also participate in
research and studies that contribute to the understanding of the safety profile of
drugs. Their clinical experience and daily work with patients provide invaluable
insights that help them identify patterns of side effects and potential risks. Through
these activities, healthcare professionals not only advance the science of drug safety,
but also directly contribute to protecting the health of patients.

In B&H, doctors report the highest number of side effects to both drugs and medi-
cal devices. In the next place are pharmacists, then nurses (Figure 5).

The physicians who reported ADRs were mostly clinical pharmacologists, clinical
radiologists, physicians with specialization in family medicine and pediatrics. Among

SOC class Number of reports
Skin and subcutaneous tissue disorders 44
Gastrointestinal disorders 34
Immunological disorders 27
General disorders and administration site conditions 25
Infections and infestations 19
Nervous system disorders 19
Eye disorders 16
Respiratory, thoracic and mediastinal disorders 14
Blood and lymphatic system disorders 14
Table 2.

SOC classification of reported ADRs in 2018.
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PT class Number of reports

Urticaria 29

Anaphylaxis 26

Nausea 11

Abdominal pain

Colitis caused by Clostridium difficile

(oSN IENERN AN

Uveitis

Erythema

Headache

Bleeding

o S I ]

Diarrhea

Table 3.
Reported ADRs at PT levels.

Medicines under suspicion Number of reports

Adalimumab 23

Iopromide 20

Rituximab 9

Pazopanib

[oe]

Nilotinib

Phenoxymethylpenicillin

Etoposide

Iomeprol

Pregabalin

AN ||| NN

Sunitinib

Table 4.
Most common medicines that caused ADRs.

healthcare professionals, physicians are the ones who report the most side effects for
several key reasons. First, they have access to detailed information about patients,
their medical conditions and the treatments they are receiving, enabling them to
identify and report side effects following the administration of drugs or therapies. As
the most responsible for treating patients, physicians are specially trained to recog-
nize and respond to side effects, as their education includes a deep understanding of
pharmacology and possible drug interactions [32]. In addition, doctors often have the
most direct contact with patients and follow them over long periods of time, which
allows them to see changes in health that could be related to side effects. They are

also aware of their legal and ethical responsibility for patient safety, so reporting side
effects is part of their professional obligation [33]. In many healthcare systems, physi-
cians are the primary users of adverse event reporting systems and have access to the
appropriate tools and resources to do so. Patients still often contact their doctors first
when they feel an unusual reaction to a drug, so doctors are the first to learn about
potential side effects and can report them to the authorities [34].
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= physicians = pharmacists = nurses

Figures.
HCPs as spontaneous reporters.

Pharmacists submitted 19% of the total reports in 2018. Pharmacists are often the
first line of defense when it comes to reporting side effects. Because they are eas-
ily accessible and often in direct contact with patients, pharmacists are in a unique
position to quickly identify and report side effects that patients experience. Their
availability and proximity to patients enables a timely reaction to side effects, which is
crucial for the prevention of more serious health problems [35].

In addition, pharmacists have specific knowledge about medicines, their mecha-
nisms of action and possible side effects. This expertise allows pharmacists to recog-
nize side effects that other healthcare professionals may not immediately spot. Their
ability to distinguish between different types of side effects and to assess their signifi-
cance contributes to the accuracy and relevance of reported data. Patient education
is another important aspect of the pharmacist’s role. Pharmacists are often the first
source of information for patients about potential side effects of the medications they
are taking. Through patient education, pharmacists ensure that patients are aware
of the importance of reporting any unexpected or adverse drug reactions. Informed
patients are better prepared to recognize and report side effects, which contributes to
better drug safety monitoring [36].

Pharmacists can help prevent serious adverse drug reactions, which contributes to
overall patient safety. Their role in reporting side effects is essential to protect patients
and ensure that problems are identified and addressed in a timely manner. By report-
ing side effects, pharmacists in B&H help collect data that are necessary to assess the
safety of drugs and make decisions about their further use.

2.4 Future recommendations

Although B&H and neighboring countries used to be part of the same state and the
same drug control system, today in the era of independence there are significant differ-
ences in the number of side effects recorded, as well as the way of managing pharma-
covigilance and the approach to this problem. One of the main reasons is the difference
in the development and capacities of national drug agencies. In B&H, ALMBIH faces a
lack of resources and employees dedicated to pharmacovigilance. The lack of financial
resources and specialized training for healthcare workers further complicates the effec-
tive collection and management of side effects. In contrast, Croatia, which has a long-
standing tradition in pharmacovigilance and significantly better resources, successfully
conducts continuous education and develops advanced reporting systems [37].

An important reason is the different level of awareness and education about the
importance of reporting side effects among healthcare professionals and patients.
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Indicator B&H Croatia Serbia Montenegro
Public ADR reports - + + +
Points for HCP + + + +
Online reporting system - + + +
Mobile app for reporting - + - -
Patient can report ADR - + + +
Membership in WHO-UMC + + + +
WHO standards met - + + +
Tables.

Differences in countries in terms of existing (+) or non-existing (—) pharmacovigilance indicators.

In B&H, a low percentage of applicants was recorded due to lack of education and
somewhat complex application procedures. In Croatia, continuous education and pro-
motion of pharmacovigilance, including innovative ways of reporting such as mobile
applications, have significantly increased the number of reports, in such a way that
Croatia is at the very top of Europe in terms of the number of reported side effects
[38]. Table 5 shows some of the differences in the pharmacovigilance systems of B&H
and neighboring countries with the latest data [39-43].

An additional reason is the regulatory framework and implementation of the
law. Although B&H has similar regulations as neighboring countries, their imple-
mentation and application are not at the same level. Croatia, for example, regularly
publishes annual reports on pharmacovigilance and has a well-developed system for
reporting side effects, including reporting by patients, which is not the case in B&H.
Further differences are in the characteristics of the applicants. In Croatia, the per-
centage of applicants from among patients was significant, with a constant increase
over the years, while patients in B&H cannot be applicants according to the current
laws. Croatia also had a significantly higher percentage of applicants from the ranks
of pharmacists compared to B&H and Montenegro [37].

Recommendations for the improvement of this area in B&H can be clearly read
from the examples made by the neighboring countries. The first thing is the need to
publish publicly available annual reports on the side effects of drugs, vaccines and
medical devices. Publication of annual reports increases transparency and public
trust in the healthcare system. When information about the side effects of drugs
and medical devices is available to the public, patients and healthcare profession-
als can be more confident about the safety of the drugs they use. Transparency in
the reporting and management of side effects also encourages the accountability
of drug manufacturers and regulatory authorities [44]. Publicly available reports
enable better information and education of healthcare workers. Physicians, phar-
macists and other HCPs can use this information to identify and prevent potential
risks associated with drug use. This increases patient safety and treatment effi-
ciency, as informed healthcare professionals can make better decisions based on
current data. In addition, the publication of the report encourages the more active
participation of patients in their own healthcare. When patients are informed
about possible drug side effects, they can more easily recognize and report them,
thus contributing to the improvement of the entire pharmacovigilance system.
Empowered patients can better manage their treatment and make informed deci-
sions in collaboration with their doctors.
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Since the reports for 2017 and 2018 were made and published, ALMBIH has expe-
rienced a halt in the process of publishing public reports on this topic. This approach
is contrary to the valid legal provisions on which the ALMBIH also rests. Although
spontaneous reports are regularly forwarded to the WHO-UMC database, it is necessary
to work more on the transparency of this system, public visibility and raising awareness
of the importance of pharmacovigilance and materiovigilance for this country. After
this period, only one piece of information about adverse reactions to drugs and vaccines
was published on the official website of ALMBIH, without indicating the classification
of such drugs and vaccines. This move was probably the result of the emergence of the
vaccine against the coronavirus disease 2019 (COVID-19) and the public’ interest in the
side effects of such vaccines. As stated on the official website of ALMBIH [45]: “Since
April 2019, the Agency for Medicines and Medical Devices of Bosnia and Herzegovina has
been a full member of the Uppsala Monitoring Center network of national pharmacovigi-
lance centers and is the only institution from Bosnia and Herzegovina that has access to the
WHO-UMC database in which reports of adverse drug reactions from all over the world are

forwarded. By December 31, 2022, a total of 1,680 reports were submitted to the WHO-UMC
database for global monitoring of adverse drug reactions from Bosnia and Herzegovina.
Compared to 2021, in 2022 the number of received reports of unwanted drug effects increased,
while reports of COVID-19 vaccines were veceived in a veduced volume until July 2022. The
sector for pharmacovigilance and materiovigilance of ALMBIH in the period from January 1°
until December 31° 2022 received a total of 311 reports, of which: 284 reports of adverse drug
reactions and 27 veports of veactions to vaccines” (Table 6).

On the official ALMBIH webpage, it is also stated that [45]: “In the WHO-UMC
database for global monitoring of adverse drug veactions from Bosnia and Herzegovina in
2022, a total of 543 reports for drugs and vaccines were reported, which included applications
that were not previously reported in the WHO-UMC database, and were submitted from the
authorization holdey, after it has been established that theve are no globally double-reported
cases by the authorization holder”. Although the publication of any official data related to
pharmacovigilance and materiovigilance is commendable, it must be emphasized that
the publication of such reports is not of great importance for the improvement of this
system in Bosnia and Herzegovina. Therefore, the professional leadership of ALMBIH
in this area is proposed to compile and publish detailed reports that will include the
exact number of drugs, vaccines and medical devices responsible for side effects, the
appropriate classification of these preparations, the exact source of reports, the results
of reports, as well as the sociological profile of patients who were exposed to side effects.

The publication of detailed reports on the side effects of drugs, vaccines and medi-
cal devices has multiple advantages that can significantly improve not only the health
and safety of patients, but also the entire healthcare system in B&H. The first and most

Indicator Number of reports
Total number of reports 311
Reports on medicines 284
Report on vaccines 27
Regular immunization [3
COVID vaccines reports 21
Table 6.

Official ALMBIH pharmacovigilance and materiovigilance reports after 2018 [45].
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important advantage is transparency. When the reports are detailed, including the clas-
sification of drugs, patients and primary sources of side effects, patients and healthcare
professionals get a complete and clear picture of the safety of individual preparations.
This allows patients to make informed decisions about their health and gives doctors the
tools to prescribe therapies more precisely. Furthermore, detailed reports help identify
patterns of side effects. When side effects are systematically monitored and documented,
it is possible to observe certain trends or specific problems related to certain drugs or
vaccines. This is particularly important for public health, as it enables rapid reaction and
adjustment of treatment protocols, as well as withdrawal of dangerous preparations from
the market if necessary. For example, if a particular drug is found to cause serious side
effects in a particular population group, measures can be taken to protect that group.

Detailed reports also increase public confidence in the healthcare system and
regulators such as ALMBIH. Transparency and openness in communication about the
safety of medicines and medical devices increase the confidence of citizens that their
health needs are taken seriously and that it is done in their best interest. Trust in the
health system is critical to the successful implementation of health programs, includ-
ing vaccination campaigns and other public health initiatives.

In order to maximize the benefits of detailed reports, ALMBIH should adopt
several key recommendations. First, continuous and systematic collection of data
on side effects should be ensured. This includes establishing reliable channels for
reporting side effects by healthcare professionals and patients. Also, it is important
to provide adequate training and support for all participants in this process in order
to ensure accuracy and consistency of data. Reports should be published regularly
and be easily accessible to the public. In the digital age, it is important that such
information is available online, with the ability to search and analyze the data. This
not only increases transparency, but also enables researchers, healthcare profession-
als and decision makers to use these data to improve healthcare practices further.
ALMBIH should establish clear standards for classification and presentation of data.
This includes detailed classification of drugs, vaccines and medical devices, as well
as patients and types of side effects. The standardization of these data enables easier
comparison and analysis, both within the country and internationally.

Cati¢ and Begovi¢ [46] also recognize the problem of lack of reporting and poor
pharmacovigilance systems in B&H as a crucial one [46]. Underreporting of adverse
drug reactions by healthcare workers is a major problem in many countries, includ-
ing Bosnia and Herzegovina. In order to determine whether the pharmacovigilance
system can be improved and to identify the reasons for underreporting, a study was
conducted on the role of healthcare workers in reporting adverse drug reactions. The
research showed that 62.9% of healthcare workers would report an adverse event
to ALMBIH, but only 15.4% of respondents actually reported an adverse event. The
majority of respondents have a positive perception about reporting side effects, but
insufficient knowledge and experience in pharmacovigilance. The lack of experience
in filling out the forms for reporting side effects and the inaccessibility of these forms
were cited as the main obstacles to reporting. Reporting side effects is also perceived
as time-consuming and complex. The authors emphasize the need for education and
training of healthcare workers on pharmacovigilance, especially on the objectives of
pharmacovigilance, filling in adverse reaction reporting forms and reporting criteria,
as well as improving the adverse reaction reporting system in B&H [46].

Amrain and Beci¢ [47] found similar data in their research on pharmacists and
family medicine doctors. Although both professional segments recognized the impor-
tance of pharmacovigilance, most of them did not report any side effects in 2014. The
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main barriers to reporting adverse events for pharmacists were the complexity of the
reporting process, uncertainty and fear of misreporting, while physicians cited a lack
of information about who to report an adverse event as the main barrier. Although
healthcare professionals had a positive attitude towards reporting side effects, the
reporting rate in B&H remains low. Various barriers to registration have been identi-
fied, and there is a need to improve traditional education in this area [47].

Regular publication of annual reports enables monitoring and analysis of trends
in adverse drug reactions over time. These data are crucial for identifying new and
rare side effects that may not have been detected during pre-marketing clinical trials.
Also, they enable the evaluation of the effectiveness of existing safety measures and
the adaptation of regulatory policies to improve the safety of medicines. Publicly
available reports facilitate international cooperation and exchange of information
with other countries and global pharmacovigilance authorities. This collaboration is
essential for the rapid identification and resolution of safety issues on a global scale
and contributes to the better protection of patient health worldwide.

Another key step may be to amend the current legislation in B&H to allow patients
to report ADRs. Such legal regulations are currently in force in most European coun-
tries. Involving patients in reporting side effects increases the number and variety of
reports, thereby improving the overall drug safety surveillance. Patients may often
notice side effects that may not be obvious or may not be noted by healthcare profes-
sionals. Their reports add valuable data that help to understand better the effects of
drugs under real conditions of use. Patients who are actively involved in reporting
side effects become better informed about the potential risks and safety measures
associated with the drugs they are using. This increases their awareness and enables
them to be active participants in their own treatment, which can lead to better treat-
ment outcomes and a reduced risk of serious side effects [48].

A system that allows patients to report side effects may reveal new or rare side
effects that were not observed during clinical trials. Clinical trials often involve lim-
ited numbers of participants and specific conditions, while actual drug use may reveal
different or additional side effects. Patient reports can help in the early detection of
these problems and enable a faster response from regulatory authorities. Patients are
given a voice in the drug safety monitoring process, which can increase trust in the
healthcare system. When patients see that their reports have an impact and that steps
are being taken to improve drug safety, they feel valued and are more motivated to
continue participating in pharmacovigilance [49].

The third possibility refers to the online side effect reporting system and the
mobile application for side effects. In order to implement this step, it is necessary
to implement the previous step, that is, to enable wider communities of people to
participate in the process of reporting side effects. A mobile application can make the
process of reporting side effects much easier for patients and healthcare professionals.
Smartphone use is widespread, and the app provides an easy and fast way to report
side effects, anytime, anywhere. This can result in more reports and better drug
safety monitoring. A mobile application can improve the quality of collected data.
The application may include predefined forms and guides that guide users through
the application process, ensuring that all required information is entered correctly.
Also, the application can enable the sending of photographs and other relevant docu-
ments, thereby further enriching the database [50].

The application can provide users with instant feedback and educational content.
After reporting a side effect, users can receive information on next steps or advice
on how to proceed. Also, the application can contain educational modules on the
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recognition of side effects and the importance of reporting them, thereby increasing
user awareness and knowledge. Also, this system enables better analytics and monitoring
of trends in real time. The data collected through the application can be automatically
analyzed and displayed in the form of statistics and graphs, which allows regulatory
authorities to make decisions more quickly and efficiently. These analytics can help
identify patterns and potential security issues faster than traditional methods [51].

3. Conclusion

The pharmacovigilance system in B&H faces numerous challenges due to the
country’s complex political structure and lack of resources. The National Office for
Pharmacovigilance and Materiovigilance, located in Mostar, although it has achieved
certain successes, continues to suffer from a lack of professional staff and financial
resources. Despite these challenges, the increase in the number of adverse event reports
in recent years shows that there is an awareness of the importance of pharmacovigilance
among healthcare professionals. In order to improve the pharmacovigilance system in
B&H, it is necessary to introduce several key measures. First, publishing publicly avail-
able annual reports on side effects of drugs, vaccines and medical devices would increase
transparency and public trust in the healthcare system. Second, legislative changes that
would allow patients to report side effects could significantly increase the number and
variety of reports, thereby improving the overall drug safety monitoring. Third, the
introduction of a system for online reporting of side effects and a mobile application
would facilitate the reporting process for patients and healthcare workers, and enable
faster and more efficient data analysis. The implementation of these measures requires
political will, financial resources and continuous education of health workers and
patients. Also, cooperation with international organizations such as the WHO and EMA
can provide additional support and resources needed to improve the pharmacovigilance
system in BiH. In this way, B&H can achieve a higher standard of drug safety, which will
result in better protection of patients’ health and greater trust in the healthcare system.
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Abstract

Although pharmacovigilance is a concept well acknowledged, the practice of
reporting falls short. A qualitative analysis of the challenges in pharmacovigilance
revealed diverse factors contributing to the lack in reporting. Health care profession-
als (HCP) need to contend with their own myths and fallacies to surmount the pau-
city of ADR reporting. Clinical trials have standard protocols for identifying adverse
events (AEs) and regulatory guidelines mandate timely reporting of ADRs, AEs, and
serious adverse events (SAEs). But, in clinical practice it is trickier to obtain ADR
data. Trials have active monitoring, while clinical practice relies on passive reporting
from healthcare providers and patients who lack knowledge in connecting symptoms
to treatment. This inadvertently leads to under-reporting of AEs and hinders the
motto of patient safety. Effective pharmacovigilance hinges on skilled personnel,
advanced analytical tools, data management systems, and technology. Extracting
meaningful safety signals requires sophisticated data mining techniques and artificial
intelligence. The vast amount of electronic health data is equally an opportunity as
well as a challenge. Inconsistent reporting formats across countries could potentially
lead to inaccurate or misleading interpretations. Embracing new technologies for data
analysis and addressing various challenges can help in upholding patient safety in an
ever-evolving healthcare landscape.

Keywords: pharmacovigilance, challenges, mitigation, reporting, adverse drug reaction
(ADR) reporting, signal detection, pharmacovigilance audit

1. Introduction

Medication is a game-changer in chronic illness. Being aware that there is a drug
for one’s illness bestows one with confidence to live with it. Understanding your
condition, managing your lifestyle, and having a strong support system are key to
survival. Drugs have been the mainstay for treating most illnesses. The role of drugs is
crucial in surgery such as anesthesia to keep a patient comfortable, antibiotics to ward
off infections, and immunosuppressants (for transplants) to prevent graft rejection.
Pre-operative medications manage anxiety, blood pressure, and more. Medications
serve as a powerful tool in disease prevention, treatment, and management. In
addition to the therapeutic benefits, they also pose a potential risk for unintended
consequences.
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Pharmacovigilance (PV) serves as a scientific discipline that embodies a sys-
tematic approach to continuously monitor and assess drug safety profiles. Vigilance
surveillance is prompted to circumvent such problems. The role of vigilance is not
only to look for reactions, but also prevent it. Drugs used wrongly as in medication
errors (ME) could trigger adverse reactions. There has been an increased perception
of the responsibility that rests on every healthcare professional to adequately report
any adverse drug reaction (ADR) that may arise during clinical encounters. When
a new drug is successfully marketed after undergoing clinical trials, the data gener-
ated should conceivably be able to reflect the drug’s safety and efficacy. But clinical
trials are conducted in carefully chosen populations and only the most common and
probable adverse drug reactions are tracked [1]. However, the ADRs that occur after
prolonged periods in certain specific or susceptible individuals remain unexposed.
This could be attributed to an individual’s genotype. When the benefits outweigh the
potential risks, a drug is deemed to be relatively safe.

Monitoring the safety of medications is mandatory as it helps to keep a check
in minimizing the toxicity of medications. Pharmacovigilance encompasses the
complete study of drug-related adverse events. The etymology of the term pharma-
covigilance is Latin and is an amalgamation of “Pharmakon” meaning “Drug” and
“Vigilaire” meaning “To keep watch” [2]. The world has witnessed many disturbing
events due to the administration of drugs, which have altered the course of medica-
tion safety and put into place stringent laws for the ethical conduct of clinical trials
and research.

The conception of pharmacovigilance was a recent event that has evolved rap-
idly over the past 20 years. The WHO Program for International Drug Monitoring
(WHOPIDM) was launched in 1968 with 10 member countries. This WHOPIDM
gradually evolved into the WHO Pharmacovigilance Program in the mid 1970s. Now,
176 countries and territories are a part of this ambitious global initiative as of April
2023 (VIDE Figure 1) [3]. Its progress has given rise to a multitude of other core
disciplines in the field of research and development. The World Health Organization
(WHO) defines pharmacovigilance as the science and activities related to the detec-
tion, assessment, understanding, and prevention of adverse effects or other possible
drug-related problem, particularly long-term and short-term adverse effects of
medicines. The reporting of ADRs is steadily becoming more common and is now a
legal requisite in many countries [1, 4].

Pharmacovigilance serves as a cornerstone in safeguarding medication safety
throughout a drug’ life cycle. The core functions of Pharmacovigilance are com-
prehensive Adverse Event (AE) detection and identification, signal management,
Risk-Benefit profile assessment, proactive Risk Management Strategy implementa-
tion, dissemination of safety information, updating of medication safety knowledge
database, and empowerment of safe and effective medication use. This discipline
encompasses a collaborative effort involving various stakeholders, including pharma-
ceutical companies, regulatory bodies, healthcare professionals, and patients. Each of
them plays a vital role in ensuring the safe and effective use of medications.

Pharmacovigilance aids in providing evidence-based information pertaining to
drug-related problems (DRPs) and safety and efficacy of medications eventually
helping drug regulatory authorities to formulate drug policies and various public
health programs. Of the 195 recognized countries across the world, only 123 were
part of the pharmacovigilance initiative as of 2016 [5]. Only recently have 47 more
countries joined this venture. Lack of knowledge and sensitization regarding the
importance of ADR reporting remains the major challenge in this digital era. Lack
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Figure 1.
Key milestones in the journey of pharmacovigilance.

of human resources and expertise, financial barriers, underreporting of ADRs,
self-medication, existence of counterfeit medicines, dearth of timely documenta-
tions, and wide use of herbal and integrated medications pose further challenges in
strengthening pharmacovigilance [6].

A systematic review pertaining to studies in pharmacovigilance has shed light on
the fact that the disparities in PV systems in developing countries are shaped by local
contextual factors such as healthcare expenditure, disease types, and political climate.
These differences can result in variations in medication use and the profile of adverse
effects suffered by patients, underscoring the necessity for each country to develop its
own PV system [7].

Clinical assessment is crucial for precise diagnosis, necessary interventions,
exploring alternative explanations, and evaluating causality. Medical expertise
categorizes cases and identifies safety signals. International guidelines stress com-
prehensive clinical evaluation, especially for severe adverse events. Uncertainty in
classifying adverse events from non-clinical trial sources hinders reporting decisions.
Standardized tools, training, and technology improve analysis and classification.
Educating professionals on standardized definitions promotes consistency. Signal
detection identifies potential safety concerns using any available data. Standardized
case evaluation protocols and training maximize data quality. Individual Case Safety
Reports should adhere to a standardized format and provide concise information. The
QPPV plays a crucial role in ensuring medication safety post-market release by super-
vising the pharmacovigilance system, establishing reporting mechanisms, analyzing
ADR data, and ensuring regulatory compliance. A worldwide pharmacovigilance
audit is essential for ensuring the quality and effectiveness of medication safety
monitoring systems. This assessment evaluates a company’s system against local and
international regulations [8].

2. Good case management in pharmacovigilance

Clinical evaluation is essential to ensure accurate diagnosis, confirm necessary
interventions are provided, consider alternative explanations for adverse events, and
assess causality. Medical judgment is critical for case categorization and early detec-
tion of safety signals. The International Council for Harmonization (ICH) guidelines
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emphasize thorough clinical evaluation, especially for serious or unlisted adverse
events. This helps understand the nature of events, their potential mechanism, and
significance in patient safety. Effective and quality reporting is the need of the hour,
and it is determined by five key elements [6, 8].

1. Valid Case Reports: Confirmed identities (patient and reporter) strengthen
report reliability.

2. Defining “Seriousness™: Standardized criteria for disability/incapacity ensure
consistent assessment.

3. “Expectedness”: Compare to existing safety information to identify potential
new risks.

4.Rational Follow-up: Seek additional details to refine understanding of the event,
while respecting patient privacy.

5. Clear Case Narratives: Concise, factual reports using a standardized format
facilitate analysis.

There has always been an uncertainty surrounding the categorization (serious/
non-serious, expected/unexpected) of adverse events (AEs) from non-clinical trial
sources. This ambiguity can impede timely and appropriate reporting decisions.
Standardized reporting tools, healthcare professional training, and leveraging tech-
nology can improve analysis and categorization. Enhancing healthcare professional
education on standardized definitions for “seriousness” and “expectedness” fosters
consistency in AE categorization across diverse reporting sources. Distinguishing
between suspected ADRs and incidental events is quintessential.

Spontaneous reporting systems, designed for new safety signal detection, can be
flooded with irrelevant reports. Signal detection is the process of looking for and/or
identifying potential safety concerns associated with medications using data from any
source. To maximize the “signal-to-noise ratio,” standardized case evaluation proto-
cols and reporter training can improve data quality. Individual Case Safety Reports
(ICSRs) serve as the foundation for informed decision-making. ICSRs should follow
a standardized format and must be concise. Emphasis should be placed on factual
reporting of the AE, including relevant medical history, timeline of events, and any
interventions implemented. Additionally, data mining techniques can objectively
identify true safety signals within the reported events. Medical judgment remains
paramount in converting an incidental finding to a suspected ADR [8].

To ensure proper classification and specificity of ADR terms, ideally three condi-
tions should be fulfilled:

* case reports must be sufficiently well documented

* there must be no ambiguity regarding the nature, severity and outcome of the
event

* there must be no ambiguity regarding the section(s) in the Reference Safety
Information (RSI) where the appropriate information is placed.
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2.1 The international council for harmonization (ICH)

The International Council for Harmonization (ICH) and individual regulatory
agencies mandate that any reported case must include:

* Anidentifiable reporter

* Anidentifiable patient

* A description of the reaction/event
* A suspected medicinal product

A universally agreed-upon definition for “identifiable” reporters and patients is
still lacking. This ambiguity can lead to inconsistencies in reporting practices and
hinder efforts in:

o Verifying Case Validity: Without a clear understanding of “identifiable,” it
can be difficult to definitively confirm the involvement of real people in the
reported ADR. This raises concerns about the overall validity and reliability of
the data.

* Preventing Duplicate Reporting: Potential duplicate reports stemming from the
same patient across different sources can occur. This redundancy can dilute the
signal-to-noise ratio, obscuring genuine safety concerns.

2.2 The QPPV: champion for medication safety in pharmacovigilance

The Qualified Person Responsible for Pharmacovigilance (QPPV) is an essential
figure ensuring medication safety after its market release. Within pharmacovigilance,
the science of monitoring drug safety, the QPPV oversees the entire system. This
includes establishing reporting processes, analyzing ADR data, and ensuring regula-
tory compliance. By leading risk management efforts and implementing risk reduc-
tion measures, the QPPV plays a critical role in safeguarding patients and promoting
medication safety [8].

2.3 Global pharmacovigilance audit

In the realm of pharmacovigilance, the science of post-marketing drug safety, a
global pharmacovigilance audit serves as a cornerstone for guaranteeing the qual-
ity and efficacy of medication safety monitoring systems. This comprehensive and
independent evaluation, conducted across all geographical regions where a pharma-
ceutical company operates, meticulously assesses the company’s pharmacovigilance
system against national and international regulations [6, 8].

2.3.1 Objectives of global pharmacovigilance audit

Global pharmacovigilance audits are driven by a set of well-defined objectives:
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* Regulatory Compliance Verification: Audits confirm the company’s compliance to
International Council for Harmonization (ICH) and pharmacovigilance guide-
lines and regional regulations.

* Systemic Gap Identification: Identification of potential gaps in the pharmacovigi-
lance system allows for continuous optimization of safety monitoring practices.

* Enhanced System Effectiveness: Audits contribute to a more robust pharmacovigi-
lance infrastructure in evaluating the system’s effectiveness in detecting and
managing potential drug safety risks.

2.3.2 Components of global pharmacovigilance audit

A global pharmacovigilance audit delves into all aspects of the company’s pharma-
covigilance system, encompassing a meticulous examination of:

* Adverse Drug Reaction (ADR) Management: Scrutiny in identifying, collecting, and
meticulously recording ADRs. Also includes capturing of potential safety signals.

ADR Evaluation: Assessment of severity and causality of reported ADRs
with a comprehensive understanding of the potential risks associated with a
medication.

* Regulatory Reporting: Timely reporting of ADRs to the relevant regulatory
authorities verifies that a company has complied with the established protocols
of ADR reporting.

* Documentation Management: Auditing ensures proper maintenance of all phar-
macovigilance documents and safeguards the integrity of all the data.

* Risk Management Planning (RMP): Risk management ensures that the known
benefits of a drug outweigh the potential risks for patients. This document
outlines the drug’s safety profile, identifying potential risks and uncertainties.
It also details pharmacovigilance activities planned to gather more safety data.
RMPs are required for marketing authorization applications.

2.3.3 Audit conduct: Internal expertise or external scrutiny?

The responsibility of conducting a global pharmacovigilance audit can be assigned
to either internal auditors, who are members of the company’s staff, or external audi-
tors like pharmacovigilance consultants, or inspectors from regulatory agencies, who
are independent and have no connection to the company’s operations.

* Internal Audits: Internal auditors use company-specific knowledge while evaluat-
ing data. A risk of potential bias towards the existing company policies may
influence the auditing process.

* External Audits: External auditors confer an objective perspective. They may
require additional time to gain an in-depth understanding of a company’s
workflow process [8].

128



Mitigating Challenges in Pharmacovigilance
DOI: http://dx.doi.org/10.5772/intechopen.1005978

2.3.4 Benefits and challenges of pharmacovigilance audit: A balancing act

Global pharmacovigilance audits offer a multitude of benefits. Audits promote
early identification and mitigation of potential drug safety risks, thus assuring effi-
cient pharmacovigilance system functioning. It enhances the company’s compliance
with evolving regulations and helps foster a culture of drug safety for both pharma-
ceutical companies and public health.

However, no benefit presents without a challenge. Maintaining consistent audit
practices across diverse geographical regions with varying regulations and infrastruc-
ture can turn out to be complex. Striking a balance between conducting a thorough
audit and minimizing the burden on company resources is crucial.

Striking a balance between the benefits and challenges of conducting a pharmaco-
vigilance audit is vital and demands significant expertise and resources. Ultimately,
global pharmacovigilance audits contribute to a shared commitment—safeguarding
public health through the meticulous monitoring and management of medication
safety on a worldwide scale.

3. The enduring significance of the Erice declaration in pharmacovigilance

A landmark achievement, The Erice Declaration, was promulgated in 1997
following an international conference on pharmacovigilance communication.
It vocalized a comprehensive vision to foster a global culture of meticulous
and ethically responsible reporting of drug safety information thus ensuring
medication safety.

The Declaration emphasizes collective responsibility, compelling all stakeholders
to collaboratively pursue the highest ethical, professional, and scientific standards.
This approach ensures that all parties involved prioritize the safety and well-being
of patients throughout the medication lifecycle, from research and development to
post-marketing surveillance [9]. The stakeholders involved within the pharmaceutical
ecosystem include public health agencies, healthcare professionals, the pharmaceuti-
cal industry, regulatory bodies, the media, and consumers.

A salient feature of the Erice Declaration is its focus on transparent communica-
tion. It asserts the critical role that governments and policymakers play in ensuring
that the information disseminated to the public concerning medications is accurate
and unbiased. This empowers patients to make informed decisions about their treat-
ment options, strengthening trust in the healthcare system and promoting medica-
tion compliance.

The Erice Declaration’s principles remain highly relevant in today’s ever-evolving
pharmaceutical landscape [10]. As new medications are continually developed,
and our understanding of existing drugs is being refined, the need for a resilient
and transparent pharmacovigilance system is of paramount importance. The
Declaration serves as a beacon, reminding us of the shared responsibility we all
hold in safeguarding public health through open communication and collaborative
efforts.

3.1 Challenges to implementing the Erice declaration in pharmacovigilance

Translating the principles of the Erice Declaration into practice necessitates a
nuanced approach to navigate the complexities of information dissemination.
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3.1.1 Challenge 1: Balancing transparency with public anxiety

Balancing transparency and public anxiety are significant hurdles. Disclosing
potentially conflicting data, particularly in connection to vaccines, can jeopardize
public health efforts by triggering a decline in immunization rates. However, with-
holding information regarding adverse events can erode public trust and cripple the
right to informed decision-making [11].

3.1.1.1 Addpressing the challenge: A multi-pronged approach

The remedy lies in communicating clear, concise, and factual data along with
their risk profiles. It simplifies the interpretation of the evaluation process by openly
explaining how data are assessed, and decisions are made.

3.1.2 Challenge 2: Restricted communication within regulatory systems

Fragmented communication and inefficient information exchange between
national drug regulatory authorities and pharmacovigilance centers can impede effec-
tive risk management. A delay in sharing information with global counterparts can
exacerbate public anxiety in the wake of potential safety concerns.

3.1.2.1 Addressing the challenge: Fostering collaboration

The challenge can be combated by the establishment of efficient communication
channels and standardized reporting procedures. Timely dissemination of informa-
tion with potential global implications empowers international regulators to work
towards mitigating unnecessary public panic.

4. Hurdles and challenges

A Risk Management Plan (RMP) is a cornerstone document in pharmacovigi-
lance that serves to safeguard patient safety throughout a drug’s lifecycle [6, 8]. Risk
Management Strategies in pharmacovigilance help in ensuring patient safety by
actively monitoring the safety profile of medications aftermarket authorization. This
process involves the identification, assessment, understanding, and prevention of
adverse drug reactions (ADRs). To effectively manage the inherent risks associated
with medications, pharmacovigilance utilizes a multi-pronged approach:

* Risk Acceptance: This strategy recognizes that no medication is entirely devoid
of risks. However, a well-defined risk-benefit balance is established, where the
therapeutic advantages of the medication outweigh the potential for ADRs. This
is often observed in medications used to treat life-threatening conditions, where
the benefits significantly outweigh the manageable risks.

* Risk Transference: This method involves shifting the financial responsibil-
ity associated with potential ADRs to another entity, such as an insurance
company. Pharmaceutical companies may utilize insurance to mitigate the
expenses related to lawsuits or compensation claims arising from severe adverse
reactions.

130



Mitigating Challenges in Pharmacovigilance
DOI: http://dx.doi.org/10.5772/intechopen.1005978

* Risk Avoidance: It is a strategy employed in pharmacovigilance, involving the
complete withdrawal of a medication from the market if the identified risks,
especially those related to severe or life-threatening ADRs, are deemed unaccept-
able. This option is considered a last resort and is typically implemented after a
thorough risk-benefit analysis reveals a negative balance.

* Risk Reduction: This is the most utilized strategy in pharmacovigilance. It focuses
on actively reducing the likelihood of ADRs. Risk reduction measures encompass
avariety of techniques, including dose optimization, limitations on treatment
duration, refinement of patient selection criteria, and the development and
implementation of new safety measures.

Establishing and maintaining a robust pharmacovigilance program comes with
various obstacles that need to be addressed adequately. These could be related to the
functioning model, infrastructure, and disparities between the financial aid that is
needed and those that are meted out (VIDE Figure 2) [4].

4.1 Workforce hurdle

Pharmacovigilance systems have been in place in developed countries and in most
of the developing countries. However, the efficient reporting and management of the
reported ADRs is far less due to insufficient human resources. Pharmacovigilance is a
meticulous process that requires groundwork activities like data collection, sensitiza-
tion, and timely signal detection [11, 12].

Achieving these goals requires trained individuals capable of handling the above
processes. Hence, optimal training and utilization of the available workforce to skillfully
run the program is essential. To monitor the smooth workflow of the PV system, the
hiring of highly qualified and trained healthcare professionals and staff is required.

4.1.1 Trust issues

Clinicians find it an affront to their ego to report ADRs, as it would be equivalent
to admitting their incompetence. ADR report is not a document of evidence, though
clinicians think otherwise. Such a myth must be broken. Instilling confidence in
the clinicians and nurses is a priority. Reporting is the responsibility of every staff
member and is the need of the hour. A “No Blame, No Shame” attitude should be
employed as an organizational culture. Once this is initiated, the attitude will gain
momentum.

4.1.2 Reporting incentives
The departments and the personnel reporting the most ADRs need to be acknowl-

edged. This will help in changing the perception of others and inspire them to uphold
the cause.

4.2 Financial obstacles

Running of PV systems mandates a huge financial investment. Funding of
such programs is usually backed by national and state governments of a country,
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Figure 2.
Challenges to the efficient implementation of pharmacovigilance.

pharmaceutical industries, non-governmental organizations (NGO), and interna-
tional organizations. Developed countries, being financially robust, can meet their
needs. But investors shy from supporting such projects in developing countries
primarily due to the lack of knowledge about the importance of such programs [3].

4.3 Inadequacy in training healthcare professionals

The concept of pharmacovigilance has been given due importance in health sci-
ences curriculum. This has led to misconceptions about the responsibilities regarding
who should report ADRs, the process of reporting, the appropriate time of notifying
authorities, doubts regarding reporting of ADRs that are already established, and
ADRs following the concomitant use of alternative systems of medications. Training
programs as well as short-term courses in pharmacovigilance can be introduced at
both undergraduate and postgraduate levels.

Capacity Building through eLearning: Online training modules and educational
resources can provide cost-effective training, transcending geographical barriers to
provide opportunities for HCPs in developing countries. Teleconferencing and online
collaboration tools can connect PV program personnel in developing countries with
experts in developed nations. This facilitates knowledge transfer, mentorship, and
real-time support [13, 14].
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4.4 Paucity of ADR sensitization

Emphasis must be laid on the fact that reporting ADRs is a social responsibility.
Most ADRs go unreported because the public is unaware of their implications and
that there is an option for the patient and the public to report ADRs by themselves.
Public commitment can be ensured by sensitizing them through frequent awareness
programs; distributing brochures, pamphlets, and relevant materials; and the use of
social networking sites to promote educational videos [3, 5].

4.4.1 Broader safety concerns

Drug safety is closely linked to the patterns of drug use within society. Problems
arising from irrational drug use, drug overdose, drug interactions due to polyphar-
macy, increasing use of alternative systems of medicine (traditional and herbal
medicines), illegal sale of medicines and drugs of abuse over the internet, self-medi-
cation practices, and medication errors fall within the domain of pharmacovigilance.
Monitoring systems need to become more stringent and need to evolve to address this
broad scope adequately [3, 5, 15].

4.5 Reporting challenges

Suspected ADR reporting, minimizing medication errors, and ensuring medica-
tion safety is the core of PV system. Underreporting of ADRs could be due to the lack
of sufficient knowledge about their implications. The hierarchy in the healthcare sec-
tor could make it difficult for individuals from lower tiers to point and report medica-
tion errors. Ensuring confidentiality of the reporting person and absence of any legal
scrutiny should be emphasized during the sensitization process [3, 15].

4.5.1 Unexpected adverse reactions in pharmacovigilance

The concept of “unexpectedness” plays a crucial role in identifying potential
safety signals associated with medications. Unexpectedness in pharmacovigilance is
defined by regulatory guidelines. An adverse reaction is unexpected if it’s absent from
the drug’s reference safety information (RSI), regardless of being a known medical
occurrence for the treated disease. RSI documents vary depending on the drug’s stage
(clinical trials vs. marketed): Investigator’s Brochure (DCSI section), company’s
core safety information, or official local data sheet (e.g., Package Insert, SPC). This
distinction helps identify potential safety signals for further investigation [8].

4.5.2 Safeguarding privacy and confidentiality of data

The aspects of privacy, anonymity, and confidentiality carry great significance
in pharmacovigilance. It is imperative to effectively address issues pertaining to
stigma, sensitive or personal matters, and information. Anticipating and proactively
dealing with the potential breach of confidentiality and anonymity is of utmost
importance. Furthermore, it is crucial to ensure the preservation of privacy during
the collection of data.

These privacy and confidentiality issues can be addressed by separating collected
data from standard access within the healthcare system by employing alternative data
storage methods. Ensure that if an electronic database is utilized, access is controlled
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using codes and passwords. Restrict the individuals who can access the data and
anonymize the data by delinking any identifying information.

4.6 Responsibility of pharmaceutical industries

Conflicting interests within the pharmaceutical industry when dealing with
drug safety issues is a major public health concern. The industry needs to prioritize
patient safety and be transparent in reporting adverse drug reactions during clini-
cal trials and post-marketing surveillance. Hesitancy to report such ADRs should
be curbed by taking legal action against the offenders. The onus of responsibility
lies with the regulatory authorities to lay down the necessary guidelines and policy
decisions [15, 16].

4.7 Existence of counterfeit medications

Provision of good quality medicines should be ensured to keep a check on the
safety profile of a drug. Unauthorized entry of counterfeit medicines into the market
and the added menace of dispensing over-the-counter medications weighs down on
the regulatory authorities in curbing this issue. Frequent inspections of the pharma-
ceutical manufacturing units and pharmacy outlets should be held with stringent
actions against the offenders. The public should be made aware of the dangers
of using unregistered and counterfeit medications. Healthcare professionals and
pharmacists should be encouraged to report any suspected counterfeit medications

[3, 16, 17].
4.8 Web-based sales and information

Uncontrolled sale of medicines across national borders has become an increasing
global threat with the escalated use of web-based drug sales. Drug information in
all forms and with varying levels of accuracy is made readily available across various
social media platforms. Distribution of unregistered medicines, highly controlled
substances, and traditional and herbal medicines with questionable safety, efficacy,
and quality is rampant. This inadvertently compromises patient health as well as the
purpose of pharmacovigilance [16, 17].

4.9 Lacunae in quality research

Research activities in the arena of pharmacovigilance are rudimentary in compari-
son to other fields of research. This reflects as deficiency in the availability of quality
research outcomes. This hinders further evolution in this discipline [3, 5].

Resource Constraints: Limited funding and infrastructural deficiencies within
research institutions hinder robust PV research programs in developing nations.

Knowledge Gap: Developing countries often lack established research expertise
that is promptly available in developed countries.

4.9.1 Potential solutions

Filling the gaps in quality research involves a collective responsibility of
local governments, pharmaceutical companies, and national and international
organizations.
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4.9.1.1 Role of stakeholders

Governmental Support: Allocation of dedicated budget towards PV research activi-
ties by the respective ministries of health and relevant policymakers can play a pivotal
role in uplifting research interests. They can create favorable policies that incentivize
research activity.

University-Industry Collaboration: Research institutions can actively seek grants
and try establishing associations with pharmaceutical companies. These partnerships
can provide much-needed funding and industry-relevant research focus.

4.9.1.2 International collaboration

Knowledge Transfer: Collaborative research projects involving expertise and
resources from developed countries can aid knowledge transfer and impactful
research.

Funding Opportunities: International funds can be leveraged for joint research
ventures by engaging researchers from developed countries [3, 5].

4.9.1.3 Strategic research focus

Locally Driven Research: Research agendas can be curated depending upon land-
scape-specific pharmacovigilance needs and challenges. This may have a direct impact
and meet the requirements of the indigenous population.

4.9.1.4 Long-term investment

Capacity Building: Investing in training programs is essential for nurturing
sustainable research infrastructure and fostering a tradition of knowledge cre-
ation. This can pave way as a comprehensive strategy in tackling research gaps and
enhancing valuable global contributions in pharmacovigilance. This will address
pressing challenges and enrich the global knowledge base for the benefit of all
stakeholders.

4.10 Bridging the pharmacovigilance gap: a strategic approach for developing
countries

Developing countries often face significant challenges in implementing pharmaco-
vigilance (PV) programs [18-20].

4.10.1 Current landscape

Limited or Absent Systems: Many developing countries do not have established
national PV systems. Hence the systematic monitoring of medication safety is
compromised.

Resource Constraints: Lack of international tie-ups, insufficient staffing, and
limited geographical reach take a toll on the proper functioning of the existing PV
systems.

Scope Inadequacy: Traditional systems of herbal medications, self-medication
practices, and vaccine safety are often overlooked and frequently neglected. This
culminates in a deficient PV reporting system [18, 20].
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4.10.1.1 Proposed solutions

National System Implementation: The World Health Organization (WHO) has
laid down minimum requirements for establishing national PV systems. Developing
countries should strive to adhere to and implement these standards by utilizing
international aid to address resource constraints.

Capacity Building for Existing Systems: Betterment of the existing PV systems can
be achieved through targeted staff training, development of infrastructure, and
improved data collection and analysis processes.

Expanding the Scope of PV: A thorough understanding of medication safety
necessitates herbal medications, self-medication practices, and vaccine safety to be
incorporated into PV monitoring activities.

4.10.2 Promoting medication safety culture

Medication Safety Accreditation: The formulation of a national medication safety
accreditation program can lead to sustained improvement in PV practices. Setting
measurable standards and recognizing excellence can strengthen the culture of
medication safety.

Regulatory Framework Development: The establishment of clear regulations and
stringent guidelines specific to PV and medication safety will ensure effective imple-
mentation [19, 20].

These strategic approaches offer a roadmap for developing countries to bridge the
current pharmacovigilance gap and create a safer medication environment for all.

4.11 Technological impedance

Pharmacovigilance (PV) is undergoing significant transformations driven by the
emergence of novel digital technologies, its applications, and the influence of social
media. This ensures a plethora of opportunities to significantly improve PV practices
globally [3, 21].

4.11.1 Challenges and considerations

Bridging the Digital Divide: Unequal access to digital technology and innovations in
developing countries is a barrier to equitable participation in ADR reporting and data
analysis [3, 20, 21].

Data Privacy and Security: Data security measures to safeguard patient privacy will
help to build trust and encourage more public reporting of ADRs.

4.11.2 Revolutionizing data collection and reporting

Mobile Health (mHealth) Applications: User-friendly mHealth applications can
empower patients and healthcare professionals (HCPs) for convenient ADR reporting
directly into PV systems. This can dramatically increase reporting rates, facilitating
the real-time identification of potential safety concerns [3].

Social Media Listening: Harnessing the power of social media platforms can be
used for passive data collection on medication use and detecting potential ADRs.
Advanced analytics tools, relevant conversations, and emerging trends can be
systematically identified and analyzed. Social media platforms can effectively
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disseminate clear, concise, and up-to-date medication safety information to HCPs
and the public. Interactive features utilizing telemedicine and online platforms
can encourage open dialog and address public concerns in a timely and transparent
manner [5, 11].

Integration with the Internet of Things (IoT): The rapidly flourishing realm of the
Internet of Things (IoT) offers unlimited possibilities. Advent of the revolution-
ary smart pill bottles and wearable medication adherence tracking devices can be
channeled for possible capturing of physiological data to potentially signal adverse
reactions. Integrating these data with PV systems can provide a more holistic view of
medication safety [21].

4.12 Data utility

The CIOMS V Working Group recognized the critical need for clear definitions
regarding “identifiable patients” in pharmacovigilance. Availability of one or more
data elements like age, sex, initials, date of birth, name, or patient number would
automatically qualify a patient as identifiable. Clear identification aids in confirming
case validity and minimizing the risk of duplicate reporting. In the event where clear
identity data are missing, reports mentioning a definite number of patients experi-
encing an AE (e.g., “Two patients experienced...”) would be considered legitimate for
initial reporting. Importance of data utility while safeguarding privacy is of para-
mount importance [8]. This can be achieved by these approaches.

* Individual patient data (age, sex) are preferred for better case evaluation.

* Unidentified cases can be reported as “notification letters” with clear limitations
mentioned.

* Hearsay-based reports are discouraged, with priority given to credible sources.

* For serious or unexpected ADRs, reporting thresholds are lowered to capture
potential safety risks even with limited identifiability.

4.13 Barriers in documentation

Documenting the PV related activities is integral to developing the necessary
interventions and improving the PV practices. Lack of time and ADRs considered
not serious enough by pharmacists to report were barriers to ADR reporting. Further
training and education about the types of ADRs to be reported can help to improve
the reporting of ADRs. The factors deterring adequate ADR reporting were identified
as knowledge gaps, insufficient human resources, limited training of HCPs and PV
personnel, excessive workload, poor supportive supervision, lack of quality super-
visory visit, and weak implementation of Adverse Events Following Immunization
(AEFT) policy guidance. Others pertinent issues included poor funding and logistics,
dearth of dedicated budget provision, socio-economic and infrastructural deficits,
geographical barriers, limited Information and Communication Technology (ICT)
skills, poor feedback, and weak community engagement by the health workers.
Facilitators of ADR reporting were identified as provision of extra time for ADR
reporting, incentives, continuous medical education and training programs, remind-
ers to report, and availability of an online ADR reporting system [5, 6, 8, 17].
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The transition from paper-based to electronic pharmacovigilance (PV) systems
offers significant advantages, but not without its hurdles.

4.14 Digital infrastructure issues

Limited Internet Access: Unavailability, unreliability, and high cost of internet con-
nectivity can significantly hinder the effective use of electronic reporting systems.

4.14.1 System design and implementation challenges

Hybrid Systems: Relying on a mix of paper and electronic reporting tools can create
confusion and inefficiencies. Ideally, a seamless, unified system is more efficient.

System Usability: Complex or user-unfriendly electronic systems can discourage
healthcare professionals (HCPs) from utilizing them [17, 21].

4.14.2 Organigational challenges

Coordination Issues: Inadequate coordination can hamper the smooth operation and
data management of the electronic system. Changes in the healthcare management
structure within a country can disrupt established workflows and create delays in
adapting to a new electronic reporting system [3, 5].

4.14.3 Strategies to overcome these hurdles

Mindful investment in Digital Infrastructure can help expand internet access and
affordability thus enabling a user-friendly, single electronic reporting system. This
can help in streamlining the PV process by eliminating existing disparities. Also,
providing training and technical support to navigate the electronic system effectively
will enable a smooth transition and integration of newer technologies. All these
strategies facilitate clear communication and stronger co-ordination within national
and international PV centers.

5. Novel ways to mitigate problems in pharmacovigilance

The field of PV is progressing, and the coming decade presents a unique conflu-
ence of significant challenges and exciting possibilities that can redefine the ideology
about pharmacovigilance.

Historically, PV has primarily focused on identifying adverse drug reactions
(ADRs). While ADR identification has remained the primary focus of PV, the
future of PV lies in expanding our knowledge of a drug’s safety profile. A compre-
hensive understanding of drug safety profiles interlaced with pharmacogenetics
and pharmacogenomics can lead to the development of targeted interventions,
potentially mitigating unforeseen risks and optimizing medication use [5, 6]. This
multifaceted approach can foster the identification of previously unknown safety
concerns, ultimately accelerating the development of safer medications. The last
two decades have seen the concept of evidence-based medicine (EBM) gaining
momentum. Evidence-based risk benefit assessments and their incorporation in
decision-making has enabled greater transparency, thus improving medication
safety for patients [15, 16].
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A strong scientific foundation will lead to the development of more rigorous and
effective PV methodologies. This can be achieved by ensuring wider accessibility to
training and resources by offering dedicated robust academic programs, and encour-
aging collaboration between diverse disciplines, such as pharmacology, statistics,
epidemiology, and various clinical departments.

The future demands the development and implementation of a standardized audit
process based on established “good pharmacovigilance practice” principles. The lack
of standardized audit processes for PV practices can raise concerns about quality and
consistency. Standardized audits will provide a framework for ensuring the integrity
and reliability of PV data. Effective comparisons and collaboration between PV
programs in different countries can lead to a more unified global approach to medica-
tion safety.

5.1 One size does not fit all: strategic shifts in how to engage with countries

A “one size fits all” approach in PV engagement with different countries is
impractical and ineffective. Various countries have healthcare systems with
diverse levels of development, infrastructure, and reporting mechanisms for
ADRs. A standardized approach might overwhelm resource-limited settings,
while underestimating the needs of more developed ones. Regulations governing
pharmacovigilance practices differ between countries. A one-size-fits-all strategy
would not consider these variations, potentially hindering compliance and data
collection efforts. Cultural attitudes towards medication use, reporting practices,
and communication styles vary significantly. A sensitive and adaptable approach
can overcome this [1, 6].

Risk-Based Stratification: Countries can be categorized based on their resource
availability, healthcare infrastructure, and disease burden, thus allowing for targeted
interventions.

Culturally Appropriate Resources: Developing culturally appropriate resource
materials and training programs that resonate with the local audience would be
beneficial.

Gathering Local Expertise: Partnering with local healthcare professionals and
research institutions builds trust and facilitates data collection that is curated accord-
ing to regional needs.

Technological Innovation: Utilizing innovative technologies like mobile health
platforms and telemedicine can improve ADR reporting in resource-limited settings.

6. Sustaining pharmacovigilance during a pandemic

Historical timelines bear proof to the fact that pandemics pose a significant threat
to global health, causing widespread illness and mortality. However, their impact
extends far beyond the immediate effects of the infectious disease itself. Pandemics
also have a profound ability to disrupt and overburden healthcare systems, hinder-
ing their capacity to deliver essential services. Pandemics lead to a rapid influx of
patients seeking treatment. The healthcare sector is overwhelmingly pushed to its
limits of providing critical care management. This creates staff shortages and burnout
among the existing personnel, further compromising their ability to deliver services.
Prioritizing care of critically ill patients remains the mainstay in dealing with a
pandemic, leading to delays in essential care for other health conditions. Under such
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circumstances, the efficiency of extended services like pharmacovigilance activities
remains questionable [21].

Off-label use of many drugs is experimented both by healthcare professionals as
well as by the public. This can aggravate the incidence of drug-related adverse events
(AE). Off-label use hinders proper reporting of such drug-related AEs.

6.1 Pressing issues

Globalized Landscape: Disparities in healthcare infrastructure and regulatory
frameworks across countries can impede effective collaboration and data sharing.
This fragmentation creates obstacles in establishing a comprehensive understanding
of drug safety during a global health crisis [15].

Surge in Data: Pandemics demand rapid development and deployment of novel
therapeutics, leading to a surge in ADR reporting data. Due to this heavy influx,
timely identification of safety signals is compromised.

Expanding Safety Scope: Traditional PV practices primarily focus on ADRs within
defined parameters. However, pandemics demand a broader perspective encompass-
ing medication errors, self-medication practices, and potential interactions with
traditional medicines [16].

Vaccine Hesitancy: The spread of misleading information and a general distrust can
lead to vaccine hesitancy, hindering efforts to contain the pandemic. Low vaccination
rates can prolong the pandemic and allow for the emergence of new variants, further
straining healthcare systems [21].

6.2 Enhancing pharmacovigilance practices

Real-time Data Management Systems: Implementing real-time data collection and
analysis platforms is essential. This allows for expedited identification of probable
safety concerns and more informed decision-making.

Expanding Data Sources: Diversifying data sources beyond traditional reporting
methods by mobilizing patient registries, social media platforms, and healthcare
provider networks can deliver a more comprehensive picture of drug safety across
global populations [16, 18, 20, 21].

Public Education Initiatives: Empowering the public with accurate and accessible
information about safe medication use is important. This can reduce risks associated
with self-medication practices and wrong information.

Addressing these challenges and implementing the possible solutions, PV can be
significantly strengthened. This will help maintain the continued safety and efficacy
of medications during a pandemic, ultimately safeguarding public health on a global
scale.

7. Pharmacovigilance from a global perspective

Despite the rise in PV development and utilization in developing countries, there
exists a gap in the efforts to evaluate, assess, and monitor the status, growth, and
impact of their systems and activities. The WHO advises that PV systems should
integrate evaluation and assessment mechanisms with defined performance criteria.
Evaluation of existing conditions can aid in outlining the elements of a sustainable PV
strategy and identifying areas for enhancement, laying the groundwork for improved
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public health and medication safety planning. Research studies have identified
constraints associated with the assessment instruments employed in appraising PV
efficacy [7]. Four constraints intrinsic to the Indicator-Based Pharmacovigilance
Assessment Tool [IPAT], such as the absence of established sensitivity and specific-
ity, potential inaccuracies in response quantification during scoring, dependence on
respondents’ self-reports, and the need for customization at the local level due to
limited tool testing and validation were identified in one of the studies.

Few other studies pointed out the limitations of employing the WHO PV indica-
tors. The issues brought to the forefront were shortage of adequately trained person-
nel, substandard documentation practices, and the necessity for more thorough
surveys that emerging systems may struggle to conduct. The studies highlighted the
absence of a scoring system within the WHO PV indicators that hindered the quanti-
fication of indices.

Effective action and long-term planning in PV can only be realized when a sus-
tainable budget is combined with other structural elements of the system. A survey
by WHO has revealed that financial support is crucial for conducting PV activities
within a given context, symbolizing the commitment and political will of the spon-
sors. For the optimal utilization of financial resources, the investment strategies
should focus on diverse country characteristics, such as size, population, and the
expected reporting rate of the system [7].

Underreporting has been identified as a significant obstacle in both develop-
ing as well as developed nations. Studies have identified that all incidents are not
being reported possibly due to passive reporting. This underreporting compromises
collection of comprehensive data on drug safety, quality, and efficacy. This in turn
impinges on the process of data analysis, signal detection, regulatory measures, and
data transmission.

Identifying and rectifying the above-mentioned inconsistencies will pave the
way for a better implementation of the pharmacovigilance program. The current
technological era favors the utilization of artificial intelligence, which is now a key
component in the PV workflow [7].

8. The artificial intelligence wave

Artificial intelligence (AI) is rapidly transforming the field of pharmacovigi-
lance. The explosion of PV data is a goldmine for Al algorithms to analyze the huge
quantum of information by automation [22]. Challenges in resource-limited settings
include the absence of robust databases, inadequate human resources, underdevel-
oped Al technology, and lack of government support. Addressing these challenges
through collaborative efforts, research initiatives, and advanced machine-learning
algorithms can enhance Al-based pharmacovigilance capabilities in settings with
limited resources. A comprehensive PV database is essential to fully utilize AI tech-
nology. Developed and developing nations have extensive established PV databases.
Low- and middle-income countries (LMICs) on the other hand face challenges in
establishing a strong database due to underreporting, inadequate infrastructure,
and limited resources and policies [23]. By integrating essential data like laboratory
results, medical records, and medication orders, electronic health records (EHRs) can
be efficiently used for Al-based PV work process.

Limited training opportunities and financial assistance in LMICs contribute
to a shortage of healthcare professionals and infrastructural development in
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pharmacovigilance. The emergence of Al-based pharmacovigilance poses a chal-
lenge for LMICs with limited access to Al-related training programs. Integrating PV
education into healthcare training curricula and introducing specialized postgraduate
courses in Al-driven PV can address this issue. Investing in education and training can
help LMICs overcome the shortage of healthcare professionals for pharmacovigilance
and improve patient safety. Without a sustainable budget, the long-term effectiveness
of pharmacovigilance systems is at risk. China and India serve as examples where
financial backing has enabled the establishment of sustainable systems [24].

There are two main obstacles that Al-based pharmacovigilance (PV) encounters
in settings with limited resources: data integration and data annotation. The most
significant technological challenge for Al-based PV is term variation. The terms used,
such as drug and disease names, are often informal and highly variable. The descrip-
tion of side effects may lack clarity, and grammar and spelling mistakes may be
common [25]. Furthermore, the diversity of local languages further complicates data
processing, integration, and normalization. Concept normalization is a solution that
helps address this issue by enhancing data quality, reducing dimensions, increasing
retrieval recall, and integrating various data sources. Standardized medical vocabu-
laries (SNOMED CT, LOINC) can turn out to be possible game changers [22]. They
improve data quality, leading to more accurate and complete detection of potential
side effects. This, in turn, strengthens LMIC pharmacovigilance systems and fosters
international collaboration [23, 24].

Enhanced data sharing and validation through multinational collaboration
streamlines data collection and enables the creation of an Al-driven pharmaco-
vigilance platform in resource-limited settings. This allows LMICs to exchange and
verify data, representing diverse regions and populations [23]. Spontaneous reports
from healthcare professionals and consumers may be limited by biases and under-
reporting. Al algorithms have been used to identify pharmacovigilance signals from
multiple data sources, such as biomedical literature, knowledge graphs, and genetic
information. Combining these diverse sources provides a comprehensive view of
drug safety [25].

In resource-limited settings, special populations such as women, children, and
indigenous groups are often underrepresented in existing data sources. This ongoing
challenge of increasing population coverage can be addressed by reactive learning
algorithms that adapt to the changing landscape. Engaging various stakeholders is key
to establishing a sustainable Al-driven pharmacovigilance system nationwide. The
involvement of government bodies, pharmaceutical firms, technology companies,
healthcare institutions, and patient advocacy organizations is crucial for a compre-
hensive approach [22, 25].

9. Conclusions

The field of medicine is constantly evolving with new medications getting
introduced frequently. Continuous monitoring of ADR data helps in fostering a
vigilant environment. By staying attuned to emerging trends, healthcare profession-
als can aptly identify and explore novel safety concerns. This proactive approach
ensures that patient safety remains at the forefront in the healthcare sector. Al is
poised to play a transformative role in the future of pharmacovigilance. Harnessing
the power of Al can facilitate a more comprehensive understanding of drug safety.
In essence, ADR reporting with signal detection empowers healthcare workers to act
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as guardians, uncovering potential threats and implementing preventive measures
before they detrimentally impact patients. ADR reporting with a constant lookout
for signals helps to contribute to medication safety. Preventing ADRs is only one of
the benefits of pharmacovigilance. Premedication, unintended complications, and
known cumulative toxicities can also be identified and prevented, when there is a
constant vigil.
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Abstract

Drugs are potent and capable of modifying homeostatic mechanisms. They do not
create new functions and only modify existing ones. Drugs that appeared in recent
years can increase or decrease organic functions, with greater potency and selectivity
than previous, although, there is no evidence to suggest that they are safer. The desir-
able and undesirable effects of the drugs depend on factors that are regulated by the
host, the drug, and the environment. Mexico (126 million inhabitants) should gener-
ate at least 25,200 useful notifications of Adverse Drug Reactions (ADR) each year.
This goal had not been achieved until recently, due to the bad quality of the reports
and to the lack of feedback to the reporters. Physicians encounter challenges in
reporting: (a) access to an efficient reporting mechanism; (b) knowledge of what and
how to report an ADR: fear of Punitive or Legal Ramifications. (c) Lack of Instruction
During Training; (d) Excessive Paperwork and Time Constraints; (e) Incentive Gap:
The absence of incentives for reporting ADRs contribute to lack of reporting. State
shall record and communicate to the physicians all suspected adverse reaction that
accomplishes the sufficient quality of the information to reduce the underreporting.

Keywords: drugs, adverse drug reactions, reporting, underreporting, Mexico

1. Introduction

The ability to predict the occurrence of an adverse effect depends on part on the fre-
quency of use of the drug. This makes it possible to foretell, in many cases, the presence
of some adverse events that have a high incidence of occurrence, such as nausea that
occurs with the use of some non-steroidal antipyretic analgesics, or vomiting induced
by the administration of opioids. However, there are drugs that can induce adverse
effects that occur very rarely; the observation of such adverse reactions depends on the
size of the user’s population and the frequency of drug use. Adverse effects have had
presentations as low as 1 in 10,000, or 1 in 100,000; there are even reports of extremely
rare events being observed in 1 in 1,000,000 users. However, the fact that they occur
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infrequently does not mean that they are without clinical significance. In fact, many

of these adverse effects can lead to death or serious clinical changes. With the increase
in the development of new drugs, there has been an increase in the possibility of new
adverse effects, and unfortunately, these effects occur more frequently in those patients
for whom the drug that produced it was inappropriately prescribed. Proper knowledge
and interpretation of the adverse effects produced by a medicine, as well as their
incidence, are essential for the rational use of medicines and help clinicians to make
decisions about administering a medicine to a patient and to consider the potential risks
that the patient faces when using the medicine to be prescribed.

The word drug is used to refer to any chemical substance that affects the biological
processes of life [1]. The affected process can lead to a beneficial or harmful effect,
as in the case of poisons or toxins. Drugs can cure diseases, treat symptoms, as aids
in diagnosis, help for disease prevention, and to promote health; if a drug has any of
these uses, it is a medicine. Although most people believe that drugs cure diseases,
there are few drugs that are curative [2]; the most representative examples of cura-
tive drugs are antibiotics. Most medicines help treat the symptoms of diseases. For
example, oral hypoglycemics agents, by increasing the release of insulin—which is a
modification of a physiological parameter of a patient—can decrease glucose concen-
trations and help the patient to control their diabetes. There are also medications such
as antiparkinsonians, which do not cure the patient but do help to reduce the most
important symptoms of this disease, such as tremor. Drugs are aids in diagnosis, can
mention radioactive substances, which facilitate or guide us in the diagnosis of dis-
eases, such as cancer of the thyroid gland. On the other hand, vaccines are the drugs

par excellence, which help us prevent diseases, and of course, there are others that help
us promote good health, such as vitamins, food supplements, and contraceptives.

It should note that drugs only modify functions quantitatively, never qualitatively
[1], and they are not capable of creating new functions. The presentation of adverse
effects, in most cases, are only extensions of the effects produced by the medications.
However, to date very few drugs are highly selective, and therefore, adequate predic-
tion of the type of adverse effects can be difficult. In general, drugs are substances
that have a multiplicity of actions, and they are “promiscuous”; that is, they interact
with different sites of action, and their effect depends on the dose used, since this
causes different responses by activating multiple physiological systems at high doses.

In general, most drugs are produced by the pharmaceutical industries. There are
three types of pharmaceutical companies: research, generic, and high-tech [2]. The
companies that are in the first group are based for their operation on the discovery
and development of new drugs based on innovation, risking substantial amounts of
economic resources in the search for novel products. The second group is engaged in
the manufacture and sale of generic products, discovered by other companies, and
commercialized when the patent for such products has already expired. They compete
on price, and their efforts are aimed at price controls, not the discovery of new drugs.
The third group is made up of high-tech companies, where recent technical advances
are used, especially in the field of biotechnology applied to biological engineering to
produce biologics such as vaccines, antibodies, and insulin [2].

However, the purpose of the industry is to make a profit. Although, the occurrence
of side effects or adverse events when administering a drug cannot be discarded, still
is observed that drugs are highly beneficial. There are important examples in the
literature that illustrate these aspects [2]; some of them—perhaps the most repre-
sentative—are related to the decrease in the number of cases of some diseases that
occurred in 1940 and that were modified in 1982, where there is a difference of more
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than 40 years and mortality has decreased significantly. We can take diphtheria as an
example: in 1940 there were 15,536 cases of diphtheria reported in the USA, and in
1982 only two cases presented, and the percentage reduction was 99.9%. For measles,
in1940 291,162 cases of measles appeared in the USA and in 1982, 1700 cases, the per-
centage reduction was 99.4%. In the case of poliomyelitis, 58,000 cases were observed
in1940, and eight cases were registered in 1982 [ 2]. The above data indicate that the
percentage reduction in morbidity and mortality of diseases has been spectacular in
some cases. This reduction has been the result of the development of useful vaccines
and drugs against these diseases. True, these drugs have adverse effects, but the risk—
benefit ratio has shifted toward the positive. This shows that the use of medications is
and will continue to be critical to reducing morbidity and mortality in individuals.

The therapeutic usefulness of a drug depends mainly on its ability to produce the
desired effects with only a minimum of undesirable effects; thus, one of the most
important characteristics of a drug must be the selectivity of its action [1]. For this
reason, we must consider that the most desired characteristics is efficacy, the ability
to produce a response at therapeutic doses; on the other hand, safety is related to not
producing life-threatening side effects and is that the side effects are not so bother-
some for the patient that they must interrupt treatment.

Most medications are highly effective. However, they do produce adverse effects.
The spectrum of undesirable effects can be broad and ill-defined. In fact, drugs
produce many effects, but only one of them is considered as the main effect, and the
others are considered as undesirable or side effects [3]. But before we go any further,
we should ask what is an adverse reaction?

2. Definition of adverse reaction

The World Health Organization (WHO) defines an adverse reaction as “one that is
harmful, unwanted, and occurs at doses used for prophylaxis, diagnosis, or therapy or
for the modification of a physiological function”. Another definition or an extension
of this definition is “any deleterious response or change in the patient’s condition that
is induced by a drug and that occurs at therapeutic doses and that requires treatment,
decrease, or discontinuation of drug therapy or suggests that future use of the drug by
the patient poses a high risk to the patient.” The latter points out that adverse reactions
can occur in any study of drug administration. Drug abuse and accidental or induced
poisoning are not classified as adverse drug reactions (ADRs), although they are con-
sidered within a large context of risk in the use of drugs [4]. The WHO definition does
not specify whether failure of therapeutic purpose is an adverse reaction—in fact, it is
currently a point of contention at the WHO—but it is referred as therapeutic failure.
The reasons for treatment failure may be related to the medication or the patient.
Drug-related failures can occur due to the wrong choice of drug for the therapeutic
situation, errors in the prescription or administration of the drug, drug interactions,
variations in bioavailability in inappropriate formulation priority, or inadequate
route or route of administration [4]. Patient-related therapeutic failures occur due to
poor patient adherence to the proposed therapeutic scheme, or variations in bioavail-
ability due to transient pathological states of the patient such as diarrhea that affects
absorption. ADRs frequently occur in situations where too many drugs are present,
while therapeutic failures occur in situations where there is little availability of the
drug. Because disease progression is often a confounding factor, treatment failure and
ADRs are often difficult to differentiate. The incidence of therapeutic failure, on the
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other hand, is similar quantitatively to the prevalence of ADRs [3]. Studies in the USA
have identified adverse drug reactions (ADRs) as between the fourth and sixth lead-
ing cause of death (higher than motor vehicle accidents, breast cancer or AIDS), with
an estimated fatality rate of 0.32% among hospitalized patients. A single adverse drug
event (ADE) has been costed at approximately US$2500, and hospitals in the USA
pay approximately US$4 billion per year for drug-induced injuries. In another study
in a nursing home, it was observed that, for every dollar spent on drugs, US$1.33 was
spent on the treatment of drug-related problems [5].

3. Classification of adverse reactions

The presence of an ADR leads the physician to decide on a series of measures that are
related to the type of reaction. At this point it is necessary to ask the following question:
How are adverse drug reactions classified? In general, the classification is as follows [6]:

1. Intrinsic. By other authors [3], called type A reactions, this type of reactions
is considered as an extension of the pharmacological effects of the drug or its
metabolites. Its features are as follows:

* Pharmacologically predictable.
* Dose-dependent.

* High incidence.

* Low mortality.

* Treatment: dose adjustment or temporary discontinuation.

It depends on the chemical properties of the drug and is usually dose dependent.
Intrinsic adverse reactions can constitute 70-80% of the total of these types of events,
they are predictable and therefore can be avoided in some of the cases, and when they
do occur, they can sometimes be considered as iatrogenic [6].

Type A adverse reactions are due to an extension of the pharmacological actions
of the drug. The intensity of the reaction is in relation to the dose of the drug admin-
istered; for this reason, the appropriate treatment for most cases includes the correct
dosage adjustment [3].

An example of this type of adverse reaction is aspirin toxicity, also hypoglycemia
secondary to oral hypoglycemic or drowsiness with antihistamines first generation.

2. Extrinsic. Also called type B reactions. These types of reactions are difficult to
predict, less frequent, and therefore are presented only when many patients
have been treated for the drug in question [6], but when they do occur, they
can be extremely dangerous, as they more often cause mortality. The reactions
of this group are individual-dependent, not dose-related [3], difficult to repro-
duce in animals, and comparatively uncommon; when any of these reactions
appear, in addition to symptomatic measures, the drug should be discontinued
[3]. These reactions are associated with enzyme deficiencies in the patient,
such as glucose-6-phosphate dehydrogenase deficiency, which increases the
vulnerability of red blood cells. Other types of reactions in this group have an
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immunological basis. As hypersensitivity reactions. Drug allergies are extremely
variable in their presentation and remain in the individual throughout their life.
Clinical manifestations may include asthma, anaphylaxis, hemolytic anemia,
hepatitis, lupus, etc. The occurrence of these manifestations may be concurrent
and present at the onset or subsequent use of the drug. Why non-immunogenic
small molecules can trigger allergic reactions is not well known [7].

Under normal conditions, for a molecule as generator of an allergic response, it
must weigh at least 1000 Daltons, which is larger than most drugs. Small non-immu-
nogenic molecules, or haptens, may bind to a macromolecular organic carrier to form
a conjugate. Such conjugates are chemically active, or if they are activated by bio-
transformation or photoactivation in the skin [6]. The conjugate can might convert to
immunogen and produce a specific humoral, cellular (autoantibody) antibody, or both.

Antibody antigen interaction can take place at the site of drug exposure, causing
tissue damage, with an inflammatory reaction as a sign of developing exposure [6-10].
These steps are determined by separate genetic control [11]. A characteristic of this type
of drug reactions is that in both animals and humans they occur with a low frequency.

The classification of Gell and Coombs is used frequently [6]. It can be divided into
four types of hypersensitivity reactions according to the mechanism of production.

Type I reactions are immediate, anaphylactic, or IgE-mediated reactions. The
reaction results from the release of active substances such as: histamine, prosta-
glandins, platelet-activating factor, leukotrienes, eosinophilic chemotactic factor of
IgE-sensitized basophils, and mast cells after contact with the specific antigen. These
types of reactions may include systemic anaphylaxis, reactions to insect stings, extrin-
sic allergic asthma, and some reactions to food.

Type II hypersensitivity reactions represent cytotoxic hypersensitivity, antibody-
mediated cytotoxicity, or complement-dependent cytotoxicity [6]. Examples of such
reactions are Coombs-positive hemolytic anemia, antibody-mediated thrombocy-
topenia, leukopenia, pemphigus, pemphigoid, Goodpasture syndrome, leukoclastic
vasculitis, and pernicious anemia.

Type III reactions result from the deposition of circulating soluble antigen—anti-
body complexes in vessels or tissues such as clinical entities in which it is considered
that a mechanism of this type may be operating those are drug-induced hepatitis,
rheumatoid arthritis, lupus erythematosus, polyarteritis, chronic proliferative
membrane glomerulonephritis, and others such as serum disease. The latter, when
produced by drugs, as well as forms of kidney disease, are mediated by IgE and are
thought to precede type III reactions [6].

Type IV reactions are cell-mediated, with delayed response or tuberculin-type,
and are caused by sensitized T lymphocytes after contact with an antigen. Delayed
hypersensitivity differs from other forms of sensitivity in that it depends not on
antibodies, but on cells. This type of hypersensitivity can be transferred from one
sensitive animal to another or from one human to another by administering periph-
eral blood, its cell extract (transfer factor) but not serum. The clinical entities that are
supposed to be related to this type of reaction are contact dermatitis, allograft rejec-
tion, several forms of drug sensitivity, and thyroiditis.

A third form of reaction that occurs because of the withdrawal of the drug shall be
considered. The most illustrative examples of this type of reaction are the symptoms
of withdrawal from narcotics. A reverse reaction is the “rebound” response of exag-
gerating symptoms that blocked the drug and occurs after abrupt discontinuation of
a drug. This is an uncommon response that occurs in the absence or suppression of
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the drug. Examples of this type of reaction include sympathetic hyperactivity and
arterial hypertension following sudden discontinuation of clonidine, or propranolol
or adrenal insufficiency following discontinuation of corticosteroids [6].

Another way to classify ADRs is according to their severity, it can classify them as
follows [3]:

e Mild; it is one that when it occurs there is no need for therapy or rehabilitation.

* Moderate; it is one that requires a change in pharmacological therapy, although it
does not necessarily presuppose the discontinuation of the drug; in this situa-
tion, the dose is readjusted, or some other medication may be administered.

* Severe; it is one that requires the discontinuation of the drug and that potentially
endangers the life of the subject; it requires specific treatment.

* Lethal; it is one that contributes directly or indirectly to the death of the patient.

According to their prevalence and severity, there are four classes [3, 6]:
1. rare/non-severe, which have little clinical impact...

2. rare/severe, usually identified after the drug is marketed and has administered to
many patients...

3. common non-severe and

4.severe common conditions.

Reactions in the latter two categories are part of the pre-FDA approval clinical
trials or their equivalent, are listed on the label, and are often part of the risk/benefit
ratio in drug choice [12, 13].

ADR can be classified according to the relationship they have with the dose of
the medication applied (Table 1). Thus, there are adverse reactions that are dose-
dependent and others that are not dose-related. The most frequent are the result of
an extension of pharmacological effects and can predicted by studies in animals.
When an adverse reaction is dose-related, there is almost ample documentation of
the effects it produces [12, 13 ].

Variable ADR dose-related ADR no dose-related
Abnormality Quantitative Qualitative
Incidence High Low
Prediction Possible Unpredictable
Presence of liveror ~ Toxicity is increased, depending on the Toxicity is not affected
kidney disease route of elimination of the drug in question
Prevention of ADR  Dose adjustment Avoiding the administration of the drug
Treatment Dose adjustment Interruption of treatment
Mortality Usually low Usually high
Table 1.

Dose-related or not ADR [2, 14].
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Another way to classify adverse reactions is according to the organ system affected:
blood, skin and annexes, cardiovascular, etc. [3, 6].

One way to make it easier for us to classify adverse reactions is to follow the
algorithm in Table 1.

4. Factors that predispose to ADRs

How common are adverse reactions? Adverse drug reactions are the most common
type of adverse events reported in hospitals [15-23].

There are reports that 19% of all adverse reactions in patients admitted to a
hospital were drug-related adverse events [21, 24-28] and are also quite common in
outpatients [14] reports that at least 19% of the patients studied in a tertiary medical
service had some ADR. Other studies indicate that the incidence of adverse effects
varies from 2 to 20%. During a study conducted over an 8-month period, [22] proved
that 20% of hospitalized patients developed one or more episodes of ADR. Moreover,
in 2% of all patients and 5% of hospitalized patients with complications, iatrogenic
disease is considered to contribute to patients’ deaths [6].

Adverse reactions are most seen at the extremes of the population, in children and
the elderly. There are also reports suggesting that women have a higher number of
adverse reactions than men. On the other hand, the existence of a previous adverse
reaction to drugs facilitates the presentation of new adverse effects. The simultane-
ous use of multiple drugs increases the incidence of adverse effects and promotes the
occurrence of potentially lethal effects [3, 5, 6, 14, 27].

Prescription drugs are responsible for 90% of the adverse reactions that occur and
approximately 7% of ADRs are the result of drug interactions [29].

ADRs are a serious clinical problem both from the point of view of human suffer-
ing and from the point of view of costs to the health systems of nations [30]. Bero [31]
establishes, based on various studies, that approximately 75% of adverse reactions can
be prevented. On the other hand, adequate and early identification of ADR, as well as
its reporting or the identification of a therapeutic failure, can easily help to solve the
problems, as well as has relevance to the patient, including a reduction in the cost of
medical care [21, 32, 33 ].

According to the Boston Collaborative Drug Surveillance Project [6], the presenta-
tion of ADR is considered to lead to hospital admission or strongly influences 3-7%
of patients. The same study indicates that in the hospital, the incidence of ADR is 5%;
of those, 10% were considered severe. The percentage of deaths caused by a drug was
0.3% (in raw numbers, 1 in 1000 patients).

In addition to the above considerations, it should be taken into account that
in most of the studies, especially those carried out in outpatients, it is not known
with certainty what other medications the patient was taking; the degree of patient
acceptance, as well as the role of excipients, cannot always be obtained and may play
an important role in the presentation of ADRs [34].

There are many conditions that can ease the emergence of RAM. One of those
factors is age [30, 35, 36]. ADRs are most prevalent at the extremes of life. In the
neonate, the liver and kidney enzymes necessary for the metabolism of drugs are not
at their best functionality, and therefore, their elimination is less than in adults. In
the elderly, degenerative changes in the liver and kidney can hinder the elimination of
substances. Alterations in pharmacokinetics found in both neonates and the elderly
may facilitate the onset of ADRs.
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Another factor is gender. In many studies, it has been established that women have
a higher percentage than men of adverse reactions, approximately on the order of 40
to 60% higher [6]. This is thought to be due to many reasons, one of which may be
that women may receive more frequent medical care and medications than men. On
the other hand, there are periods during a womanss life when there is a physiological
alteration that influences the pharmacokinetics of medications, such as menarche,
pregnancy, breastfeeding, and menopause [6]. Thus, women may have a higher risk
of developing adverse reactions than men.

Patients with an earlier history of ADR may more easily develop adverse reactions
[37]. It has been established that 28% of patients with an adverse reaction previously
had ADR [6]. A history of allergic disease predisposes to the onset of allergic reac-
tions. It is possible that there is a genetic load that leads to the formation of higher
amounts of IgE, increasing the chances of developing anaphylactic-type reactions.

The incidence of ADR increases when multiple drug treatments are being
received. This may partly explain the higher number of ADRs found in the elderly.
One study estimated that the number of medications taken by a sample of elderly
outpatients ranged from 2.8 to 8.3 per day [6]. When multiple medications are taken,
there is an increased chance of drug interactions.

Alternatively, the coexistence of diseases may increase the potential for ADR
development. A disease involving the kidney and liver leads to the accumulation
of the drug in the blood or its toxic metabolites. In a patient with heart disease who
is given a potentially cardiotoxic drug, it can more easily lead to the onset of ADRs
with more severe effects than would occur in a person with a normal cardiovascular
system.

Genetic factors that predominate in some ethnic groups may facilitate predis-
position to the occurrence of ADR by polymorphism in drug metabolism and other
metabolic variants [6]. For example, there are patients who, due to deficiency of
the dehydrogenated glucose-6-phosphate enzyme, have a greater potential to suffer
hemolytic episodes when they are administered drugs that alter the redox potential
and produce oxidative stress in erythrocytes.

Another important factor to consider is the route of administration, as the bio-
availability of substances can be altered; we can cite the poor absorption of drugs
administered intramuscularly in a period of shock, the decrease in the absorption of
intramuscular phenytoin due to its high pH and precipitation at the site, or the poor
response to the hepatitis B vaccine when administered in the gluteal muscle compared
to the deltoid muscle [6]. Frequently, due to ignorance of particularities in the absorp-
tion of a drug, ADR can be suffered: the administration of drugs through the eye can
lead to the systematic absorption of the substance with generalized effects: such is the
case of cholinesterase inhibitors.

4.1 Identification of ADR

Information on adverse reactions is generally incomplete when a new drug is
introduced to the market. Premarket exposure of a drug is generally in a sample of
approximately 1000 to 3000 people (selected, controlled, exclusionary, specific, with
no other drug interactions). For this reason, the probability of finding an adverse
reaction with a frequency of occurrence less than 1:1000 is remote. In addition, patient
inclusion criteria associated with controlled clinical trials generally do not allow for a
good estimate of the frequency of some ADRs in subgroups of patients with accompa-
nying complications or diseases or receiving multiple medications.
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For the above reasons, the full range of ADRs may not be adequately established
until the following conditions are met [4, 23]: (which characterize the general popula-
tion using the drug in question).

1. administration to patients with a diversity of diseases or physiological or patho-
logical conditions.

2. administration to hundreds or thousands of patients, especially for the identifi-
cation of ADRs with an incidence of less than 1:10000 and

3. Administration for extended periods of time.

It should also be noted that ADR can become evident long after the administration
of the drug has ceased, as is the case with cancer developed in the daughters of moth-
ers who ingested diethylstilbestrol during pregnancy.

For the above reasons, the full range of ADRs may not be established until the
drug has been marketed and only with the time.

The previous paragraphs lead us to think that the correct identification of an ADR
can help not only the knowledge of the drug [38], but, more importantly, the allevia-
tion of patients’ suffering [4, 23].

There is no method that ensures the correct identification of a RAM. It is not
always easy to prove the cause-and-effect relationship between the administration
of a drug and the onset of ADR. However, there are some recommendations that
can guide us in this regard. [13, 39] suggest some criteria that may help us find an
adverse event:

1. Ensure that there is a temporal sequence between the administration of the drug
and the onset of the adverse event

2. The adverse event must be related to the pharmacological or adverse effects of
the drug. It should be ensured that the non-drug therapy or the patient’s disease
does not produce such ADR.

Check what happens if the patient, accidentally or intentionally, takes the drug
again.

5. Causality

The establishment of causality is one of the most critical problems faced by a
researcher when trying to evaluate the role of a drug in the development of ADR. This
is due to several situations.

First, the body has a limited range of response to aggression. Therefore, ADR may
be clinically like the clinical expression of other pathologies not caused by drugs.
Therefore, this similarity between ADR and the symptomatology of a disease makes it
difficult to differentiate between a causal association and a pathology.

In clinical trials in large numbers of patients, a large sample size may be sufficient
for causality to be proven with the help of statistics. However, this occurs in the fewest
of cases. When faced with a single event, the “clinical judgment” is responsible for
determining the existing association [3].
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Clinical judgment is usually based on the physician’s experience as well as knowl-
edge; but both factors can be highly variable between doctors and even within the
same doctor at different stages of their life. We often find disagreements regarding
the interpretation of causality among different experts in the field [39, 40].

Due to this variation in the interpretation of the data, some methods have been
established that help decision-making in a structured and standardized way.

In 1981, Naranjo et al. [41, 42], published a method consisting of assigning a series
of scores based on the answer to some questions. The sum of the scores leads to an
overall punctuation that determines the relationship between the drug and ADRs,
differentiating their relationship between certain or definitive, or probable, or pos-
sible or doubtful [3].

The characterization of each of the above categories could be established as
follows [41, 42].

Definitive: A reaction that:

1. Occur in a reasonable time sequence after administration of the drug or in which
levels of the drug have been established in body fluids or tissues.

2. follows a known response pattern for the drug.

3. is confirmed by improvement after discontinuation of the drug or worsening
when readministering the drug, and

4.which cannot be explained by the known characteristics of the patient’s disease.
Probable: A reaction that:

1. It has a reasonable time sequence after administration of the drug.

2. follows a known response pattern.

3. is confirmed by discontinuation of the drug, but not by reinstatement of
treatment, and

4.which cannot be explained by the characteristics of the patient’s disease.

Possible:

1. It has a reasonable time sequence after administration of the drug.

2. may or may not follow a known response pattern, but

3. which can be explained by the characteristics of the patient’s disease.

However, many physicians disagree with the previous method; this is why other
techniques have been developed, such as the Bayesian Adverse Reaction Diagnostic
Instrument (BARDI), which considers the evaluation of the causality of an ADR to

be a special case of conditional probability. The application of this method has been
simplified through the development of analysis by computational methods.
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Adverse drug reactions (ADRs) are responsible around for 10% of outpatient
appointments [43, 44] and 3.5-10% of hospital admissions [43, 44] and are the fifth
leading cause of death in hospitalized patients, in addition to prolonging stays and
presenting a high economic impact [45]. The spontaneous reporting of suspected
ADRs by health professionals allows continuous determination of the benefit-risk
ratio of a given drug and is one of the best methods to generate signals on unexpected
events and rare ADRs [15].

5.1 Adverse drug reactions in Mexico

In 1999, Mexico joined the WHO Program for International Drug Monitoring
Center coordinated by the WHO and, ever since, the National Pharmacovigilance
Center (CNF-Centro Nacional de Farmacovigilancia) is responsible for coordinat-
ing pharmacovigilance activities in the country, supported by an organization in
which the Institutional Pharmacovigilance Centers, the State Pharmacovigilance
Centers, and the Pharmaceutical Industry participate. Mexico has been a member
of the Program for International Drug Monitoring coordinated by World Health
Organization since 1999 [46].

The National program is specifically regulated by the Mexican Official Norm,
NOM-220-SSA1-2012, “Pharmacovigilance Installation and Operation”, which points out
as mandatory the notification of adverse drug reactions and the NOM-240-SSA1-2012,
intended for medical devices, which was launched in October 2012, both involving insti-
tutions of public and private sectors of the National Health System, as well as healthcare
professionals, the owner of marketing registry or their legal representative, establish-
ments dedicated to the sale and supply of medicinal products, and clinical research units.

‘The Pharmacovigilance Guide for Notification of Suspected Adverse Drug
Reactions’ [47] define pharmacovigilance as activities related to the detection, evalu-
ation, understanding and prevention of adverse events, suspected adverse reactions,
adverse reactions, events allegedly attributable to vaccination or immunization, or
any other safety problem related to the use of medicines and vaccines [47].

The NOM-220-SSA1-2012 was updated in 2016 and recently in 2024. According to
Mexican NOM-220, the aims are detection, identification, quantification, evaluation,
and prevention of the possible risks derived from the use of medicines in humans.

To evaluate the safety of the medicines or vaccines that are marketed in the country
and protect the health of the Mexican population, it is necessary to subject them to
continuous monitoring if they are available.

The main report of pharmacovigilance is the spontaneous report of adverse drug
reactions by the physicians and the health professionals [5, 48-50]. In Mexico, any
spontaneous report can be sent directly to the health authority or through entities
that collect and register the reports, known as state-centers, or pharmacovigilance
institutional centers, the pharmaceutical industry, and clinical research units, who,
as well as health professionals and medications users, provide information to the
health authority [48, 51]. One of the major drawbacks of spontaneous reporting of
suspected ADRs is underreporting [6, 44, 45, 52-54]. Indeed, it is estimated that only
6%of all ADRs are reported [55]. Underreporting delays the triggering of signals and,
by extension, the decisions to maintain an appropriate drug benefit-to-harm balance.
Any one of a series of factors may account for underreporting, including knowledge,
attitudes, lack of time, and respondent’s motivation [49]. While e-Reporting Industry
is free to acquire, MedDRA and WHODrug licenses generate an annual update and
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additional cost. This makes it difficult to use this tool to facilitate spontaneous report-
ing by physicians and other health professionals. Therefore, it continues to be sent
directly to the health authority or entities that collect the reports, making inadequate
and timely approval of the notification.

For a population of 126 million inhabitants (INEGI, 2020), Mexico should gener-
ate at least 25,200 useful notifications each year. The fact is that this goal had only
recent achieved due to the bad quality of the reports generated in the past and to the
lack of feedback to the reporters.

As observed in 2009 [46], there were 26,640 notifications reported, but only
11,284 became useful reports. The origin of the reports involved the pharmaceuti-
cal industry (58%), state centers (11%), institutional centers (3%), healthcare
professionals directly to health authority (0.5%), medication consumers (0.5%),
and adverse events coming from clinical research (27%) (not necessarily associated
with drugs). Unfortunately, the quality of information issued by the pharmaceutical
industry was inappropriate in 77% of the cases.

In a high percentage of the notifications, the quality of the information is not
good, and the lack of feedback has not allowed improvement. Despite the tasks per-
formed having evolved, they still do not have an impact on public health. In general,
information in the study samples of the suspected ADR reports sent to the CNFV
during 2007 and 2010 was incomplete and did not fulfill the requirements established
by the NOM guidelines [51]. Among the CEFV, pharmaceutical industry, and CIFV,
the suspected ADR reports were mainly provided by pharmaceutical industries.
According to the information completeness classification categories used, most of
the suspected ADR reports from the pharmaceutical industry were classified as grade
o (provided information was insufficient to generate risk signals). The seriousness
of most of the suspected ADR reports was classified as non-serious; however, about
2% were found to be fatal [51]. It seems necessary to improve the pharmacovigilance
system in Mexico and to promote submission of high completeness of suspected ADR
reports that fully fulfill the Mexican NOM specifications. These measures are neces-
sary to generate risk signals and prevent ADRs [48, 56]. However, since 2023, the
health authorities in Mexico are working together with UMC, to promote adequate
and timely approval notifications.

In general, the physician underestimates adverse reactions to medications,
although there is a group of health professionals who are at the other extreme. Any of
these attitudes can be as dangerous to the patient as the adverse reactions themselves
[3, 6, 7, 24, 52, 57-61]; underreporting is a major limitation of spontaneous notifica-
tion systems, and as mentioned before, it is estimated that only 6-10% of all ADRs are
reported [52]. On the one hand, this high underreporting rate prevents ADRs from
being quantified to calculate their impact in terms of incidence and risk [14], and
on the other hand, it delays the activation of warning signals, with the consequent
repercussions on public health [49, 52, 55, 62].

Low ADR reporting is still associated with a series of attitudes (ignorance, lack
of confidence, or complacency) and excuses that are potentially modifiable through
training or by facilitating the notification process [57]. This suggests that over the last
decade there have been low significant advances in the training of health professionals
on ADR reporting and that it is necessary for health systems and (academy/training
levels, or courses) centers to deepen the training of health professionals about drug
safety [15, 63]. This would provide a greater capacity to activate early warnings to
the pharmacovigilance systems and thus allow the health authorities to react more
quickly to ensure that the least possible number of patients are affected. Also, the
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universities must reinforce in the health professionals the education in pharmaco-
vigilance. Recent observations are in concordance, not only in Mexico but around the
world [56, 64, 65].

The health professional need to improve (a) access to an efficient reporting
mechanism and (b) knowledge of what and how to report an ADR to engage and
promote the reporting of ADRs.

Physicians’ underreporting of adverse drug reactions (ADRs) can be attributed to
several factors: Fear of Punitive or Legal Ramifications:

Physicians may hesitate to report ADRs due to concerns about potential legal
consequences or punitive actions, even when assured of anonymity.

Lack of Instruction During Training: Insufficient training on ADR reporting
processes can hinder physicians from recognizing and reporting adverse events
effectively.

Excessive Paperwork and Time Constraints: The administrative burden associated
with reporting ADRs, including paperwork and time requirements, can discourage
physicians from actively participating in the reporting process.

Incentive Gap: The absence of incentives or rewards for reporting ADRs may
contribute to underreporting. Physicians may prioritize other clinical tasks over
reporting ADRs due to the lack of tangible benefits.

Addressing these barriers and promoting a positive reporting culture can help
improve ADR reporting among healthcare professionals [57]. If you suspect an
adverse reaction to a drug or medical device, it is essential to fulfill your ethical
responsibility by reporting it.

In Mexico, pharmacovigilance activities became compulsory in 2012 after publica-
tion of the Official Mexican Standard NOM-220-SSA1-2012 and its updates in 2016
and 2024; “Establishment and Operation of Pharmacovigilance”, [47] which requires
that all hospitals establish a Pharmacovigilance Unit (PVU), led by the Head of
Pharmacovigilance (HP), who must be a health professional, with the commission of
providing notifications of ADRs to the State Center for Pharmacovigilance (SCPV),
which reports to the Pharmacovigilance National Center [63]. Health professionals
reported suspected ADR by using “The Suspect Adverse Drug Reaction to Medicines
Notice Form” published on the webpage of the Federal Commission for the Protection
Against Sanitary Risks. The HP reviewed the forms to assess whether they fulfilled
the criteria for valid notification, according to “The Pharmacovigilance Guide for
Notification of Suspected Adverse Drug Reactions” [47]. If the information was
incomplete, the HP communicated with the reporting health professional to complete
the report. If the reporter did not complete the information, the PVU did not accept
the notification. Reports were categorized as incomplete if they lacked information
such as medication brand, production batch, or expiration date. As established by the
National Health System of Mexico, notifications shall be submitted in no more than
30 calendar days after their identification, for severe drug reactions (drug reactions
that interfere with the habitual activities of the patient, require suspension of the
medication and the administration of rescue medications), or in no more than 9o cal-
endar days after their identification, for not severe drug reactions. Reporting excludes
intentional or accidental poisoning, drugs abuse, and adverse events due to errors in
drug administration or patient non-compliance of pharmacotherapy. Unfortunately,
health budget cuts and the implementation of effective government programs repre-
sent a challenge for Mexico. These restrictions affect all healthcare levels in Mexico.

Notifications that fulfilled all the requirements were sent through an informat-
ics platform. Overlooking an ADR could result in the provision of inappropriate
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treatment for such reactions. The global prevalence of underreporting of ADEsisa
major cause for concern. Such underreporting can lead to delays in identifying safety
issues associated with drugs and cause harm to patients. Additionally, it can prevent
identification of flaws in the medication delivery process, posing further drug safety
risks. It is worth noting that even in countries with advanced healthcare systems,

the underreporting of ADEs persists, indicating that the issue is not solely related to
inadequate infrastructure or resources. Thus, maintaining vigilance in identifying
and diagnosing ADRs is critical. Such vigilance is achieved through the collaborative
efforts of a multidisciplinary healthcare team and the expedite communication of all
parties involved in the process of pharmacovigilance.
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