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Preface

The transformation of public administration through digital technologies is not 
only a trend but a profound shift reshaping institutional structures, governance 
models, and citizen-state interactions. This edited volume, E-Government Digital 
Frontiers – Transforming Public Administration through Technology, brings together 
a series of scholarly contributions that examine the multifaceted nature of digital 
transformation in the public sector. Through an interdisciplinary lens, it critically 
interrogates how technology is redefining the foundations of governance and public 
value creation.

The volume begins with foundational perspectives on digital governance, offering 
theoretical and conceptual insights that situate e-government within broader socio-
technical and institutional contexts. These contributions are particularly relevant 
to public administration and political science scholars who seek to understand the 
underlying dynamics of administrative change in response to digital disruption.

The book then explores the design and delivery of user-centric digital services. These 
discussions are highly pertinent to researchers in human-computer interaction, ser-
vice design, and information systems, offering practical and analytical insights into 
how inclusive, accessible, and responsive services can be developed through co-design 
and participatory methods.

Further chapters examine the integration of advanced technologies, such as artificial 
intelligence and automation, into public sector operations. These analyses value 
research communities focused on algorithmic governance, ethics in public policy, 
and emerging technologies, providing critical perspectives on institutional readi-
ness, governance capacity, and the normative implications of machine-assisted 
decision-making.

Digital infrastructure and interoperability are addressed through detailed examina-
tions of data governance, technical standards, and cross-sectoral collaboration. These 
chapters offer empirical and conceptual grounding for scholars and practitioners in 
systems integration, digital architecture, and information policy who are concerned 
with enabling scalable, secure, and cohesive public digital ecosystems.

Cybersecurity is another core theme, focusing on institutional risk management strat-
egies and evolving policy frameworks. These chapters contribute to ongoing academic 
discussions within security studies, risk governance, and digital trust while offering 
guidance to practitioners responsible for safeguarding public digital assets.

The book also engages with the transformation of urban governance through innova-
tive city initiatives and platform-based public service models. These contributions 
are directly relevant to scholars in urban studies, innovation management, and civic 
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technology, as they illuminate how local administrations leverage digital infrastruc-
ture to co-create value, enhance sustainability, and improve quality of life.

Digital participation, data disclosure, and civic accountability address key issues 
related to open government and transparency. This content makes a significant 
contribution to democratic governance research, benefiting those studying open data 
ecosystems, civic engagement, and digital ethics.

Digital inclusion and equity are examined with a focus on addressing the structural 
barriers that limit access to digital services. These discussions advance debates in digi-
tal divide research, social policy, and equity-focused public administration, offering 
evidence-based insights into inclusive digital transformation strategies.

The book directs the institutional leadership and organisational capabilities required 
to sustain digital innovation in the public sector. These chapters hold value for schol-
ars of change management, strategic leadership, and public sector innovation, offer-
ing conceptual frameworks and empirical reflections on institutional  adaptability and 
resilience.

Overall, this volume provides a rich and comprehensive resource for a wide range of 
research communities, including—but not limited to—those in digital government, 
public administration, political science, information systems, policy studies, urban 
planning, and technology ethics. It bridges theory and practice, offering empirically 
grounded analyses and conceptual clarity that can inform future research, teach-
ing, and policy development. By engaging critically with both the opportunities 
and limitations of e-government, this volume contributes to advancing an inclusive, 
accountable, and innovative public sector.

The editors sincerely thank all contributing authors for their intellectual thorough-
ness and commitment to scholarly excellence. We also acknowledge the valuable 
input of peer reviewers, whose feedback enhanced the coherence and academic depth 
of this collection. Special thanks go to the co-editor and editorial assistants, whose 
dedicated support helped ensure the timely completion of this volume.

Kyeong Kang
Faculty of Engineering and IT/SPPL,

University of Technology Sydney,
Sydney, Australia

Lifu Li
Faculty of Business,

City University of Macau,
Macau
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Chapter 1

The Role of Government Support in 
Driving Online Entrepreneurship 
Development in the Post-Pandemic 
Era
Lifu Li and Kyeong Kang

Abstract

The integration of live streaming in e-commerce generates a convenient marketing 
environment and provides online entrepreneurs with opportunities to communicate 
with online consumers in real-time. The new online entrepreneurship established 
on live streaming platforms overcomes the shortcomings of the traditional entrepre-
neurial model and breaks the limitations of time and space. However, considering the 
diverse experiences and backgrounds of online entrepreneurs, blind policy support 
and financial assistance are not conducive to the sustainable development of online 
entrepreneurship. Based on the data analysis results, both platform support and 
policy support positively affect individuals’ motivation for online entrepreneurship. 
Still, the relationship between cultural knowledge and online entrepreneurship moti-
vation is insignificant. This requires scholars to understand the different impacts of 
various influencing factors and provide valuable suggestions for the governments and 
official departments. With the steady development of online entrepreneurship on live 
streaming platforms, the economic downturn, unemployment, and other problems 
caused by the epidemic will be solved gradually. Sustainable economic development 
in the post-pandemic era will be achieved gradually.

Keywords: online entrepreneurship, live streaming commerce, government support, 
post-pandemic era, ethnic minority group

1.  Introduction

The online entrepreneurship discussed in the current study refers to new 
entrepreneurship that is promoted on live streaming platforms and based on the 
“e-commerce” + “live” mode [1]. Different from the traditional way of starting a 
business, online entrepreneurship is based on emerging technologies that enable 
real-time interaction between entrepreneurs and customers. With the popular-
ity of video streaming technology, online entrepreneurs can market products and 
communicate with online consumers via live streaming channels, narrowing the 
emotional distance between online entrepreneurs and online consumers [2]. The 
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distinct entrepreneurship mode lowers the threshold for entrepreneurship and 
overcomes problems, such as inconvenient transportation and a shortage of funds. 
Faced with the challenge of the post-pandemic era, the online entrepreneurship mode 
based on live streaming platforms can be a powerful model for economic recovery, 
promoting the live streaming market’s strong potential and vitality [3]. This trend 
(online entrepreneurship based on the live streaming industry) has been expanding 
worldwide, with business companies and famous brands joining the scramble to 
engage online consumers. In China, the sales of live streaming commerce have been 
developing rapidly, with a yearly average growth of more than 150% [4]. For instance, 
during the Singles’ Day shopping festival on the Taobao Live platform, a famous 
entrepreneur, Viya, successfully attracted 13 million online viewers, and related 
products were sold out in merely a few minutes [5]. Meanwhile, benefiting from the 
video streaming technology, the new entrepreneurship model builds an emotional 
connection between entrepreneurs and consumers, bringing a new form of marketing 
to the e-commerce industry [6]. Specifically, online entrepreneurs can recommend 
products via video streaming technology, interact with online consumers through the 
virtual gift-sending system, and display product information through the online store 
function. Hence, online entrepreneurship is the combination of Internet technology 
and real-time interactive practice.

Although existing scholars have identified the significance of online entrepreneur-
ship established on live streaming platforms, few of them have discussed relevant 
challenges in live streaming industries and mentioned the importance of govern-
ments’ support [7, 8]. Compared with traditional offline entrepreneurship, online 
entrepreneurship has no strict requirements for sites, human capital, working time, 
and funds. This is suitable for entrepreneurs who tend to transfer their innovative 
ideas into business but have limited financial resources. However, according to the 
Chinese entrepreneurship report presented by Ding et al., most online entrepre-
neurship cannot survive for more than 3 years [9]. Limited funding support and 
lack of entrepreneurial experience are the main reasons for failure. To resolve these 
challenges and encourage online entrepreneurs to build confidence, some policy 
support and entrepreneurship training are promoted by the government and official 
departments. For example, educational departments in China have designed various 
online training activities and built a new efficient model, named university-industry-
government collaboration, aiming to guide entrepreneurs to avoid uncertain issues 
[10, 11]. Meanwhile, with the improvement of the FinTech ecosystem created by 
financial departments, younger entrepreneurs have more opportunities to receive 
online microloans [12]. In light of this, the first objective of this research is to discuss 
the role of governments’ support in driving online entrepreneurship.

Furthermore, online entrepreneurs’ backgrounds should be analysed while 
designing government support. Online entrepreneurs from different backgrounds, 
that is, age, gender, income level, and educational background, will have specific 
requirements for local governments. Specifically, for online entrepreneurs living in 
rural areas, financial grants and tax breaks can significantly decrease their financial 
pressure and boost their self-confidence [13]. For others from developed regions, the 
training in entrepreneurial capability will exert a more significant influence on their 
online entrepreneurship motivation [13]. In addition to focusing on online entrepre-
neurs’ regional backgrounds, their gender, education, income, and even ethnic back-
grounds could also affect their online entrepreneurship motivation on live streaming 
platforms [14, 15]. This requires local governments to understand their fundamental 
requirements and design suitable policies to support them. Without accurate research 
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results, the effectiveness of government funding will be negatively affected. Thus, the 
second objective of this article is to discover how to design valuable official support.

The study can significantly contribute to the area of online entrepreneurship 
research. Although prior studies have explored the advantages of the combination of 
online entrepreneurship and video streaming technology, few of them have discussed 
its development in the post-pandemic era and mentioned the effect of government 
support. Hence, related findings can help governments and official departments 
understand the new trend of online entrepreneurship and focus on its impact on 
economic growth and social stability.

2.  Literature review and hypotheses

2.1 Online entrepreneurship in post-pandemic era

The unprecedented epidemic of COVID-19 in 2020 resulted in a massive shock to 
the global economy. Facing the impact of the epidemic, entrepreneurship is an impor-
tant measure to solve employment problems, drive economic growth, and promote 
social stability [16]. Influenced by the COVID-19 pandemic, online entrepreneurship 
has begun to change, and some new business modes, like live streaming shopping, 
distance education, and online office on telecommunication platforms, have become 
a trend globally [17]. The development of new entrepreneurial models is inseparable 
from the support of the government. Governmental support, as an essential oppor-
tunity, can significantly affect the online entrepreneurial environment, and it can be 
considered a positive predictor of individuals’ entrepreneurial intentions. Based on 
the Capability-Opportunity-Motivation-Behaviour (COM-B) model, factors from the 
capability unit and the opportunity unit can significantly affect individuals’ motiva-
tion, leading to their final behaviours [18]. This requires the governments to consider 
two aspects, including capability and opportunity, while supporting the development 
of online entrepreneurship. Firstly, specific training courses should be designed to 
improve individuals’ entrepreneurial skills, enhancing their confidence in online 
entrepreneurship. Secondly, suitable policies should be designed by official depart-
ments, providing environmental opportunities for online entrepreneurs. Referring to 
the COM-B model, governments should focus on both macro and micro. An improved 
entrepreneurial ecosystem can not only attract individuals’ entrepreneurial enthusi-
asm but also help societies regain economic vitality. As more and more people engage 
in online entrepreneurship on live streaming platforms, the unemployment problem 
in the post-pandemic era will gradually be resolved, and sustainable economic devel-
opment will be achieved (Figure 1) [18].

2.2 Live streaming commerce

Due to the explosion of COVID-19 since 2020, more and more individuals have 
accepted the online shopping mode, and the number of live streaming commerce 
users has increased dramatically [19]. Because of the integration of live streaming in 
e-commerce, new opportunities are established to offer online customers a comfort-
able shopping environment based on a cyber-physical system [20]. The interactive 
mechanism created by live streaming platforms generates a convenient atmosphere 
for users to communicate with each other [21]. Live streaming commerce has achieved 
significant development worldwide and provided various opportunities to increase 
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communication, boost sales, attract attention, and win customers’ trust. For example, 
Twitch, a popular live streaming platform around the world, has successfully 
attracted more than 9.52 million streamers and 2.95 million viewers [ 22 ]. In China, 
more than 50% of Chinese online users (approximately 617 million) have installed 
live streaming platforms and engaged in live streaming activities [ 22 ]. The rapid 
development of the live streaming industry not only brings social convenience to 
online users but also provides business opportunities for online entrepreneurs. Video 
streaming technology, as an essential tool, can assist online entrepreneurs in market-
ing and advertising, which is helpful in increasing online consumers’ engagement and 
improving their shopping experiences [ 23 ]. Specifically, online entrepreneurs can use 
rich functions, like danmaku, virtual gift-sending, and online store functions, on the 
live streaming platform to promote products, attract customers, and increase sales. 
Online entrepreneurship built on live streaming platforms encompasses social, enter-
taining, and commercial, significantly disrupting the traditional business models. 
Considering its development prospects, governments and official departments tend 
to cooperate with live streaming platforms and provide online entrepreneurs with all 
kinds of assistance. This strategy can be helpful for online entrepreneurs to overcome 
potential challenges and promote online entrepreneurship successfully. In light of 
this, the related hypotheses are proposed as follows:

   Hypothesis 1: Platform support positively affects online entrepreneurship motivation.      

   2.3 Support design based on entrepreneurs’ backgrounds 

 Given the diverse experiences and backgrounds of online entrepreneurs, blind 
policy support and financial assistance are not conducive to the sustainable develop-
ment of online entrepreneurship. To be specific, online entrepreneurs from remote 
areas face many difficulties, such as inconvenient transportation and economic back-
wardness, and they prefer to get fund-related assistance from official departments. 
Others from developed regions enjoy generous policy and economic support, and they 
tend to improve their capabilities and stand out internationally [ 24 ]. Policymakers 
should analyse online entrepreneurs’ backgrounds and design specific policy support 
based on their requirements. In order to demonstrate the importance of adapting to 
local conditions,   Table 1   takes China’s entrepreneurial background as an example 

  Figure 1.
  The COM-B model [ 18 ].          
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and compares the differences in policy setting between developed and less devel-
oped regions [25]. As Table 1 shows, online entrepreneurs from developing regions 
can receive more financial support and mentoring from the local area compared to 
entrepreneurs from less developed regions. In light of this, entrepreneurs in different 
regions have specific advantages and challenges, and local governments should con-
sider them comprehensively, design suitable policy support, and enhance individuals’ 
entrepreneurial enthusiasm. Therefore, based on prior arguments, we propose that:

Hypothesis 2: Policy support positively affects online entrepreneurship 
motivation.

2.4 Ethnic minority group cultural knowledge

Similar to entrepreneurs’ regional backgrounds, their particular gender, educa-
tional experiences, income level, and even ethnic backgrounds could also significantly 
impact their attitude towards online entrepreneurship, which official departments 
should focus on Refs. [26, 27]. In detail, online entrepreneurs from ethnic minority 
groups (EMGs) can not only get some labour and financial support but also receive 
cultural knowledge guidance from local communities [28, 29]. Prior studies have 
paid much attention to the typical entrepreneurs from the majority group, but few of 
them have focused on EMGs’ online entrepreneurship motivation and identified their 
cultural advantages. Hence, the third influencing factor is designed based on EMGs’ 
background, aiming to assist related scholars in understanding EMG entrepreneurs. 
Specifically, compared with the majority group entrepreneurs, online EMG entre-
preneurs with cultural knowledge can transfer their cultural resources, like Thangka 
from the Zang group, food culture from the Hui group, and cheongsam from the 
Man group, to live streaming content and apply them to attract consumers’ watching 
interests [30, 31]. Unique cultural resources can make EMG entrepreneurs stand out 
from their competitors, which existing literature has proved. This means that official 
departments should guide EMG entrepreneurs in taking advantage of their cultural 
resources and providing online consumers with cultural immersion experiences. The 
increasing participation of EMGs in online entrepreneurship not only promotes the 
steady development of the local economy but also plays an important role in preserv-
ing cultural diversity. Hence, EMG entrepreneurship should be supported by both the 
entrepreneurial sector and the cultural sector, and the article claims that:

Hypothesis 3: Cultural knowledge positively affects online entrepreneurship.

Comparison items Developed areas in China Developing areas in China

Younger 
entrepreneurs

Provide technical resources, funds, and 
entrepreneurship training

Share suggestions and 
guidance

Poor entrepreneurs Build a comprehensive employment security 
system

Eliminate agricultural taxes

Ethnic minority 
entrepreneurs

Provide one-to-one vocational guidance Lack of innovative training

Online entrepreneurs Design “Internet Plus” university student 
innovation and entrepreneurship competitions.
Provide venture guarantee loans (up to 2 million 
RMB)

Provide site rental and social 
insurance subsidies

Table 1. 
The policy design comparison in China [25].
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3.  Methodology design

Based on the research objectives, the online questionnaire method can be 
applied to collect data samples and test the hypotheses. Compared with other 
surveying methods, the online questionnaire method has the advantage of focus-
ing on different groups from different regions [32]. This study distributes online 
questionnaires among EMG entrepreneurs and utilises their replies as research 
samples. Because of the rapid development of online entrepreneurship in China, 
many EMGs have had abundant entrepreneurial experiences on live streaming 
platforms, which is helpful for the current study to understand their real opinions 
about online entrepreneurship. Meanwhile, the ethnic group categories in China are 
comprehensive, and 55 EMGs are officially certified by official departments. Unlike 
the EMGs from other countries, most Chinese EMGs have specific languages, writ-
ing systems, food culture, religions, and customs. Based on the improved online 
entrepreneurship environment and the comprehensive ethnic category in China, 
the EMGs’ online entrepreneurship on Chinese live streaming platforms is chosen 
as the research context.

Moreover, all constructions measured in this study are based on previous 
scholars that are much related to the current study. For instance, policy support is 
examined through four questions from the social support research [33–35], and 
platform support is tested based on the technical platform research [36]. Cultural 
knowledge is evaluated based on prior cultural studies [37, 38]. Online entrepre-
neurship motivation is tested through three questions based on the entrepreneurial 
research designed by Lee-Ross [39]. The paper utilises the Likert 7-point scale with 
a range from the lowest score = 1 to the highest score = 7 to measure participants’ 
answers [40].

Furthermore, online questionnaires were distributed among Chinese EMGs. 
To focus on the targeted group, some filtering questions have been added, such as 
participants’ platform using experience, EMG background, and online entrepreneur-
ship experience. One hundred fifty online questionnaires have been received from 
EMG participants. Among these 150 questionnaires, inappropriate responses have 
been deleted, including incomplete answers and mismatched ethnical backgrounds. 
Finally, 132 questionnaires were valid for this study.

4.  Data analysis

4.1 Descriptive statistics

Regarding these 132 online questionnaires, 53.79% (71) of them are from male 
participants, and 46.21% (61) are from females. 40.15% (53) are between 26 and 
40 years old, and 34.09% (45) are less than 26 years old (Table 2).

The variance-based structural equation modelling and partial least squares 
path modelling (PLS-SEM) have been utilised to promote data analysis and test the 
research model. The measurement model and structural model analysis are promoted 
through the SmartPLS 3.0. Applying the PLS-SEM analysis on the SmartPLS can 
explore the path coefficient and provide a deep understanding of the research model, 
which prior studies have identified [41, 42].
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4.2 Measurement model and structural model

To evaluate the measurement model, reliability, convergent validity, and discrimi-
nant validity can be examined in the current study [43]. Firstly, the criteria, includ-
ing AVE, composite reliability (CR), and Cronbach’s Alpha, can be used to check 
the reliability of the research model [43, 44]. Specifically, AVE should be greater 
than 0.50, CR must be greater than 0.70, and Cronbach’s Alpha needs to be greater 
than 0.70 [45]. As Table 3 shows, all data results meet the requirements, indicating 
acceptable reliabilities.

According to the research developed by Chin (1998), convergent validity and dis-
criminant validity can be tested based on confirmatory factor analysis. As the factor 
loadings and cross-loadings are presented in Table 3, the loadings in each construct 
are highly correlated, and each marked construct is higher than other constructs, 
meaning the convergent validity and discriminant validity of this research model 
are acceptable [46, 47]. In detail, according to Table 3, the range of marked items is 

Demographic variables Category Frequency Percentage (%)

Gender Male 71 53.79

Female 61 46.21

Age ≤25 45 34.09

26–40 53 40.15

≥41 34 25.76

Table 2. 
The basic information of respondents (N = 132).

Item Indicator Out 
loading

Cronbach’s 
Alpha

rho_A Composite 
reliability

Average variance 
extracted (AVE)

Cultural 
knowledge

CU1 0.909 0.757 0.915 0.851 0.659

CU2 0.708

CU3 0.805

Online 
entrepreneurship 
motivation

ON1 0.881 0.833 0.834 0.900 0.750

ON2 0.852

ON3 0.865

Platform support PL1 0.880 0.825 0.829 0.896 0.741

PL2 0.868

PL3 0.835

Policy support PO1 0.880 0.825 0.825 0.895 0.741

PO2 0.863

PO3 0.839

Table 3. 
The results of out loading, AVE, CR, and Cronbach’s Alpha.
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from 0.708 to 0.909, which is significantly higher than 0.707, meeting the convergent 
validity requirement [48].

In addition to the convergent validity, the discriminant validity can be tested by 
examining the Fornell-Larcker criterion. The AVEs’ square root on the diagonal can 
assess whether the discriminant validity is acceptable [47, 49]. To be specific, the 
AVEs’ square root on the diagonals in Table 4 is significantly greater than other cor-
relations, meeting the discriminant validity requirements.

According to data analysis results in Table 5, the relationship between platform 
support and online entrepreneurship motivation and the relationship between 
policy support and online entrepreneurship motivation can be supported because 
t-statistics results are notably higher than 1.96 [50]. Specifically, policy support has a 
significant positive effect on online entrepreneurship motivation (β = 0.441, t = 5.535, 
p < 0.001), and platform support also positively affects their online entrepreneurship 
motivation (β = 0.468, t = 5.799, p < 0.001), supporting H1 and H2. Meanwhile, the 
connection between cultural knowledge and online entrepreneurship motivation 
cannot be supported (β = 0.021, t = 0.482).

5.  Discussion

5.1 Key findings and implications

Based on the data analysis results, platform support and policy support are 
two macro factors that positively affect individuals’ motivation to promote online 
entrepreneurship on live streaming platforms. Considering the negative impact 
of the COVID-19 pandemic, the development of online entrepreneurship can 
effectively alleviate employment pressure and promote the steady recovery of the 

Item CU ON PL PO

CU 0.811

ON 0.598 0.866

PL 0.644 0.840 0.861

PO 0.625 0.835 0.813 0.861

Bold: AVEs’ square root.

Table 4. 
Discriminant validity for the measurement model according to the Fornell-Larcker criterion.

Path Original 
sample (O)

Sample 
mean (M)

Standard deviation 
(STDEV)

T-statistics (|O/
STDEV|)

P values

CU - > ON 0.021 0.027 0.043 0.482 0.630

PL - > ON 0.468 0.470 0.081 5.799 0.000

PO - > ON 0.441 0.437 0.080 5.535 0.000

Table 5. 
Hypothesis testing.
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social economy. To drive the successful development of online entrepreneurship, 
related scholars and departments should consider the significant effects of plat-
form support and policy support. Both of them can positively affect individuals’ 
motivation for online entrepreneurship. Specifically, regarding platform support, 
platform managers and designers should improve the platform function design 
and build a more convenient entrepreneurial environment for EMGs. Regarding 
policy support, local governments and departments should clearly know EMG 
entrepreneurs’ requirements and design specific entrepreneurial policies for 
them. Meanwhile, the relationship between cultural knowledge and online 
entrepreneurship motivation is insignificant. This could be because some EMGs 
lack a deep understanding of their cultural advantages and cannot apply cultural 
resources to streaming marketing processes. Related results should be focused on 
by the scholars. In future studies, it would be better if researchers could design an 
invitation letter and assist EMG participants in understanding the research topic 
and background. This method will be beneficial for participants in providing 
more accurate answers and improving the quality of the data analysis.

Regarding the implications of the current study, it aims to explain the effects 
of government support from two aspects. Firstly, it discusses the relationship 
between government support and online entrepreneurship development. Unlike 
traditional entrepreneurship modes, online entrepreneurship established on 
live streaming platforms has technical advantages and a flexible way of operat-
ing. With the help of online entrepreneurship advantages, the government can 
promote social and economic development, solve the employment problem, and 
achieve social stability in the post-epidemic era [51]. Due to some online entre-
preneurs being unfamiliar with this new entrepreneurship model, governments 
should provide policy support and design training courses, assisting them in 
adapting to new business models on live streaming platforms. Various functions 
on live streaming platforms can not only reduce the difficulty of online entrepre-
neurship but also provide new ideas for advertising and marketing. Secondly, the 
government should understand online entrepreneurs’ differences in background 
while designing specific official support. For instance, online entrepreneurs from 
remote areas face a backward economic environment and prefer to receive finan-
cial support and loan services. Others from ethnic and cultural backgrounds can 
apply their cultural advantages and transfer cultural resources to live streaming 
marketing content, making them stand out among competitors on live streaming 
platforms. The implementation of official support needs to consider the actual 
situation of entrepreneurs.

5.2 Limitations and future study

Although this article proposes the importance of the multi-group analysis 
based on entrepreneurs’ gender, educational background, income level, and even 
ethnic backgrounds, future studies should consider the control variable design, 
aiming to provide accurate research results. Meanwhile, entrepreneurs from 
different countries, such as Eastern and Western countries, will also have unique 
opinions about promoting online entrepreneurship on live streaming platforms. 
Based on the Hofstede Cultural model, Eastern individuals pay much attention to 
collectivism and tend to cooperate with team members, and others from Western 
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focus more on individualism [52]. The social and cultural differences require local 
governments to know their backgrounds and requirements while designing policy 
support.

6.  Conclusion

Supporting online entrepreneurship plays a vital role in economic development 
and social stability, especially in the post-pandemic era. Online entrepreneurship 
established on live streaming platforms overcomes the drawbacks of the traditional 
model, such as space constraints, the number of personnel, and financial require-
ments. They provide individuals with new opportunities to promote e-business. 
Based on the data analysis results, both policy support and platform support can 
positively impact individuals’ online entrepreneurship motivation. Considering the 
difficulties and challenges faced by online entrepreneurs, governments need to have 
a comprehensive understanding of their needs and help them build their entrepre-
neurial enthusiasm. With the steady development of online entrepreneurship, the 
economic downturn, unemployment, and other problems caused by the epidemic 
will be solved gradually. The recovery and steady improvement of economic perfor-
mance will be achieved.

© 2025 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Chapter 2

Evaluation of Public Policies 
and Interoperability from the 
Perspective of Digital Public 
Governance
André Afonso Tavares and Caroline Müller Bitencourt

Abstract

The present work is inserted in the field of public policies from an interdisciplinary 
analysis, beyond the exclusively legal one. The general objective was to understand 
the aspects of interoperability that could contribute to the process of evaluating 
public policies, since they optimize decision-making, creating a safer path for public 
action and realization of constitutional commitments through public policies. The 
research hypothesis was that technologies can promote public governance from the 
application of interoperability in order to result in the improvement of the public 
policy evaluation process, allowing greater monitoring, monitoring, rationalization 
of decision-making, and administrative action. The deductive method was used, and 
as a methodological approach, bibliographic research and consultation of legislative 
sources were used. It was found that interoperable action exponentially expands the 
application of techniques in programming and the use of more advanced technologies, 
in order to allow more dynamic, integrated, and timely assessments and thus support 
public managers in the mission of fulfilling constitutional objectives, in addition to 
being possible to apply it in different methods, by improving its techniques, reducing 
its costs, or reducing the time for its conclusion.

Keywords: digital public governance, evaluation of public policies, interoperability, 
public administration, public policy

1.  Introduction

Evaluating the adequacy and sufficiency of the actions and services provided 
by public policy managers remains a challenge in the pursuit of good public admin-
istration. It is not that paradigms, methodological approaches, methods, and their 
instruments have not evolved over time and offered new horizons for evaluation, but 
rather that the isolation of external variables when verifying the results and impacts 
of public interventions still seems to be something that needs to be addressed or 
improved. The availability of information is not enough; it is necessary to organize 
and concatenate the data so that effective public transparency allows for monitoring, 
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oversight, and evaluation of public policies. Evaluation requires parameters, guide-
lines, and planning in terms of the plan, instruments, actions, and execution. More 
than ever, planning is crucial.

The use of technology in the intricacies of public administration and in the way of 
interacting with managers, citizens, and businesses has resulted in what is conven-
tionally referred to as digital government. Similarly, technologies in the context of 
public governance, that is, in the capacity to articulate and execute public interven-
tions, have led to its derivation as digital public governance. However, these digital 
derivatives do not guarantee the modification of realities on their own. Along with 
this digital transformation, a new perspective on how to connect the involved actors 
is needed. Without this new vision, old bureaucracies are merely transferred to the 
digital realm without providing the enhancements that technologies have the poten-
tial to offer. Nonetheless, it must be kept in mind that technology serves a greater 
purpose, which is the realization of the objectives expressed by the Constitution. The 
commitment to fundamental rights, largely realized through public policies, was the 
chosen path for promoting greater social justice. The challenge is immense: advancing 
from the perspective of data and information operationalization, while maintaining 
commitment to the values of good public administration and fundamental rights.

Interoperability is one of the mechanisms that make up this new perspective 
that should accompany digital public governance, alongside other aspects such as 
openness, transparency, participation, and control, to produce a more democratic 
public administration focused on achieving constitutional objectives. In a scenario of 
extreme resource scarcity, the challenge of state efficiency in inclusive public manage-
ment becomes an essential condition in public policies. It is not enough to have state 
action; precision, optimization, and results are necessary.

Thus, this research aims to address the following issue: how can interoperability 
applied in public governance contribute to the process of evaluating public policies, 
thereby optimizing the fulfillment of commitments made to the 1988 Constitution? 
The general objective will be to understand the aspects of interoperability that can 
contribute to the public policy evaluation process, as they optimize decision-making, 
creating a safer path for public action and the realization of constitutional com-
mitments through public policies. The research hypothesis is that technologies can 
promote public governance through the application of interoperability, resulting in 
the improvement of the public policy evaluation process, allowing for better monitor-
ing, oversight, rationalization of decision-making, and administrative action.

1.1 Method design

The deductive method will be used, with a methodological approach involving 
bibliographic research and consultation of legislative sources. The research will adopt 
an emphatically qualitative strategy, with analysis of regulations related to digital 
public governance and the operationalization of interoperability in the Brazilian 
public sector.

1.2 Research implications

The research has relevant theoretical and practical implications. In the theoreti-
cal field, it seeks to demonstrate how the evaluation of public policies, in a more 
advanced way, depends on a better structuring of digital public governance and 
the operationalization of interoperability. In the practical field, it demonstrates the 
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difficulties of the process of evaluating public policies without an interoperability 
structure, as well as discussing practical reasons why, in the Brazilian context, there 
has been no progress in the issue of interoperability of computer systems and their 
databases.

1.3 Research structure

The work will be divided into two main parts. In the first, the use of interoper-
ability in the context of digital public governance will be discussed. This will involve 
presenting the evolution of public governance, some differentiations, and the 
characteristics involving different models already conceived. Subsequently, interoper-
ability, its dimensions, and the current treatment given by Brazilian legislation will 
be explained. In the second part, the previous concepts will be interwoven to reflect 
on the role of interoperability in the public policy evaluation process and understood 
here as a complex of decisions capable of enabling and realizing constitutional com-
mitments. To this end, a review of different paradigms, methodological approaches, 
and methods of public policy evaluation will be conducted to understand their 
techniques, obstacles, and objectives. Finally, the aim is to understand how interoper-
ability can contribute to the improvement of the public policy evaluation process, 
enabling efficient management understood as the ability to realize constitutional 
commitments.

2.  Interoperability in digital public governance

It is understood that the process of evaluating public policies is closely related to 
how public governance is conceived. Just as the evaluation of public policies can vary 
according to the paradigm or underlying theory used, public governance will assume 
different forms and characteristics depending on the theory or approach utilized by 
those involved in performing public functions.

In this context, interoperability will have different conceptions or uses depending 
on the governance model established. Therefore, a review will be conducted on the 
various forms of public governance present in the scientific literature, with a focus on 
the Brazilian reality, as well as an analysis of the doctrinal and legal provisions related 
to interoperability, including recent legislative innovations.

2.1 Public governance in Brazil

To understand how interoperability connects to the theme of public governance, it 
is necessary to review the main concepts of governance in the public sector present in 
the scientific literature, as the differences between them also impact the ability to act 
interoperably.

Before delving into this, it is important to distinguish other terms that commonly 
appear together and, although they relate to and may influence each other, emphasiz-
ing or hindering their own characteristics, do not represent semantic equivalence: 
public administration, public management, governability, and public governance.

This differentiation is necessary because digital transformation in public adminis-
tration, as described by Covas [1], brings significant changes not only in structure but 
also in process and procedure. This transformation involves more than just govern-
ment and governance; the “conventional logic of the state-administration boundary” 
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is less relevant than the discussion about open governability, allied with the emer-
gence of smart cities and collaborative platforms.

In simpler terms, public administration can be understood as a “synonym for state 
organization,” while public management is the “process of managing this organiza-
tion”. Research on public administration aims to study its structure, “the differences 
between its strategic core, its exclusive and non-exclusive activities, its level of 
professionalization, its effectiveness in enforcing laws and public policies,” and the 
relationships between public servants and other actors. Conversely, research on public 
management focuses on “administrative strategies, mainly result-oriented manage-
ment and excellence in competency” [2].

Bresser-Pereira [3] further distinguishes governability from governance. 
According to the author, governability refers to the “capacity to govern derived from 
the legitimacy of the state and its government with civil society,” while governance 
is the “capacity for financial/managerial formulation and implementation of public 
policies.” Governability is the capacity to solve social issues through the creation of 
public policies, associated with the exercise of power. Governance, on the other hand, 
is associated with the state’s ability to act [4]. Additionally, the notion of governability 
may include the notion of environment, i.e., the capacity of the ruler to obtain an 
environment or conditions conducive to the exercise of their government.

In this vein, Húngaro [5] emphasizes that governability can also be understood 
as “the power of the state to govern, given its democratic legitimacy and the support 
it has in civil society,” as well as being related to the “ability to ensure systemic and 
institutional conditions for the organization to fulfill its mission, intermediating 
the balance of interests among various stakeholders.” Public governance can be 
understood as a “system that ensures stakeholders the strategic governance of public 
organizations and effective monitoring of senior management.”

Public governance differs from public management in that the former concerns the 
quality of the decision-making process and its effectiveness, i.e., it directs, evaluates, 
and monitors management, while the latter receives superior direction and focuses on 
the quality of implementing this direction, with effectiveness and efficiency, i.e., it 
plans, executes, and controls [6].

García [7] notes that the concept of governance is subject to influences from 
transformations experienced by societies, driven by economic or political concep-
tions, from a more reductionist view of the state’s role to a more cooperative or 
directive perspective. Thus, more than the concept itself, it is necessary to understand 
the characteristics of public governance to ascertain which elements of each model are 
present and whether a pure format can be found in Brazilian public governance.

Before delving into the analysis of Brazilian public governance, it is important 
to note that García [7] distinguishes three main arrangements of public governance 
when analyzed from the perspective of responsibility and authority and considering 
citizen participation instruments: hierarchical or traditional; corporate or market-
based; and network or interactive. In hierarchical or traditional governance, the state 
plays a fundamental role in social coordination through political and institutional 
authority. Citizen participation mechanisms are primarily electoral or sectoral, 
segmented in some public policies requiring additional legitimacy. In corporate or 
market-based governance, public managers act as mediators or articulators of dif-
ferent interests and social values. This system prioritizes efficiency and economic 
rationality, with the market playing a fundamental role in social coordination through 
voluntary exchange. Citizen participation, therefore, is subordinate to prevailing 
economic interests in the market. Lastly, in network or interactive governance, the 
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aim is to reflect the complexity, diversity, and heterogeneity of actors, their interests, 
rules, and values in contemporary societies. It seeks to combine elements of repre-
sentative liberal democracy with those strengthening community participation and 
deliberation mechanisms. Thus, social coordination involves resolving social prob-
lems through the coordination of interactions among stakeholders.

This differentiation is important because depending on the modulation of public 
governance based on a certain conception, its mechanisms, including interoperability, 
will be affected. Therefore, interoperability can take different forms depending on the 
background conception of public governance.

Once these conceptual and characteristic differentiations are surpassed, the evolu-
tion of the idea of public governance in the Brazilian context is examined. It should be 
noted that the first concepts of governance began in the private sector in 1932, with 
its appearance in the public sector occurring later, in the early 1990s, during a his-
torical context marked by financial crises [8]. During this time, Húngaro [5] details 
that the concept of public governance began to be used in discussions within inter-
national committees, introduced by the United Nations (UN), the United Nations 
Development Programme (UNDP), the Organization for Economic Co-operation and 
Development (OECD), the World Bank, the International Monetary Fund (IMF), and 
European organizations, linking it to deregulation, transparency, and accountability 
of public agents.

In Brazil, with the State Apparatus Reform Plan in 1995 and the promulgation of 
Constitutional Amendment No. 19 in 1998, a managerial reform of public administra-
tion was implemented, introducing the concept of public governance.

It is thus evident that the Brazilian public governance model present until then, 
although there was no explicit concern, was largely associated with the traditional 
and hierarchical governance model due to the established bureaucratic public admin-
istration model, with some elements of participation or deliberation by civil society, 
reflecting network or interactive governance.

It should be noted that the Brazilian Constitution promulgated in 1988 made it 
necessary to adjust the government structure to ensure the range of social rights out-
lined, especially through public policies. However, in the 1990s, when a new political 
and fiscal regime was introduced in Brazilian public administration, the government 
structure was redesigned according to what became known as new public manage-
ment (NPM). This reform of public administration, in turn, also impacted the public 
governance model, seeking to include elements of corporate or market governance. 
However, this market-driven public governance, as with its implementation in other 
countries influenced by this thought, in Brazil, despite some improvements, still 
predominantly reflects the traditional governance conception.

At this point, regarding the Brazilian public administration reform of the 1990s, it 
is important to highlight that there was a mismatch between the objectives established 
by the 1988 Constitution, especially regarding the realization of fundamental and 
social rights. On one hand, the NPM model advocated for a subsidiary state or public 
administration, while the 1988 Constitution envisioned a strong and directly active 
social state fulfilling its commitments.

Finally, regarding the legal evolution of public governance in Brazil, on 
February 23, 2005, Decree No. 5378 was published, establishing the National Public 
Management and Deregulation Program—Gespública, which aimed to “contribute to 
improving the quality of public services provided to citizens and increasing the coun-
try’s competitiveness.” The decree anticipated the participation of individuals and 
organizations, both public and private, in Gespública actions, with express provisions 
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in its steering committee, according to Article 8, item III, for representatives of private 
entities notably engaged in actions related to management quality and deregulation, 
through an act of the Minister of Planning, Budget, and Management [9].

Decree No. 9203, of November 22, 2017, revoked Decree No. 5378/2005 and 
addressed, at the federal level, the public administration governance policy. It also 
brought a legal concept of public governance in Article 2, item I, i.e., the “set of lead-
ership, strategy, and control mechanisms put in place to evaluate, guide, and monitor 
management, with a view to conducting public policies and providing services in the 
interest of society,” and established, in Article 3, principles such as responsiveness, 
integrity, reliability, regulatory improvement, accountability, and transparency [10].

It is noteworthy that although the aforementioned Decree included one of its 
guidelines, in Article 4, for decision-making oriented by support for societal par-
ticipation, it did not create any instruments or details on how participation should 
be considered in public decisions or how society would effectively integrate into 
public governance, limiting participation to the establishment of specific work-
ing groups, according to Article 10-A, where private entities may be invited by the 
Interministerial Governance Committee (CIG).

It is worth noting that, through Constitutional Amendment No. 108, of August 
26, 2020, which added a sole paragraph to Article 193 of the Constitution of the 
Federative Republic of Brazil, addressing the social order, social participation was 
ensured in the stages of formulation, monitoring, control, and evaluation of social 
policies. However, more detailed infraconstitutional provisions regarding how society 
will actually be integrated into this process, beyond mere formalism, were left for 
further regulation.

Finally, it is essential to consider that new information and communication tech-
nologies (NTICs) have brought new perspectives to the concept of public governance, 
leading to the emergence of a new concept called digital public governance, based on 
the model known as digital-era governance (DEG). This new form of public gover-
nance incorporates digital technologies into the public sphere and governance con-
cept, yet with a more integrative and collaborative view. The challenges lie precisely in 
breaking away from traditional hierarchical governance logic to integrate society and 
other actors into the decision-making and discussion structures.

In Brazil, some normative initiatives have sought to bring public governance closer 
to this paradigm, including the National Digital Governance Strategy, established by 
Decree No. 8638, of January 15, 2016, which aimed to: I—generate benefits for society 
through the use of information and communication technology resources in public 
service delivery; II—stimulate societal participation in the formulation, implementa-
tion, monitoring, and evaluation of public policies and services provided digitally; 
and III—ensure that society obtains information, observing legally established 
restrictions. With the revocation of this legal document by Decree No. 10,332, of April 
28, 2020, a new digital government strategy was established, with a greater focus on 
digital transformation (E-Digital), defined by Decree No. 9319, of March 21, 2018.

Lastly, Law No. 14,129, of March 29, 2021, known as the digital government law, 
provided more detailed provisions regarding Brazilian digital public governance. Its 
provisions are no longer subject to changes by Decrees and must be adhered to by pub-
lic managers, containing various incentives for citizen participation and social control.

However, legislative innovations, especially the digital government law, do not 
automatically change reality. Many obstacles and resistances need to be overcome, 
and pathways such as transparency and access to information, participation chan-
nels, data openness, interoperability, and social control mechanisms need to be 
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operationalized to truly achieve digital public governance based on collaboration 
and participation. Without these elements, only the traditional hierarchical model is 
transposed to the digital realm.

2.2 What is meant by interoperability in the public sector?

According to Vernadat [11], interoperability can be defined as the “ability of inter-
action between two or more entities. These entities are defined as communication 
components between parties and can be represented by software modules, processes, 
systems, business units, and others.”

It should be noted that the concept of interoperability should not be confused with 
that of open data or data openness. Although they may be related attributes and, in the 
public sector, are generally promoted, they refer to distinct characteristics. According to 
Tavares and Bitencourt [12], while interoperability allows for interaction of data across 
systems from different agencies, entities, or levels of government, openness allows for 
the availability of public data to be used and processed by both internal and external 
users. Thus, openness does not necessarily imply interoperability, although it is possible 
to store these data in another database later to enable interoperability. However, ideal 
interoperability results from direct interaction with the original data source, to avoid 
the replication of data and unnecessary creation of new databases by users.

As Almeida [13] details, interoperability encompasses four different dimensions:

Technical/Technological: According to the European Commission (2004), this 
involves issues related to the connection of IT systems and services. From the perspec-
tive of the Administrative Modernization Agency (2013), systems and devices must 
be able to exchange data reliably and without additional costs. For this to occur, the 
European Commission (2017b) believes that interoperability aspects should include 
interface specifications, interconnection services, data integration services, data 
exchange presentation, and secure communication protocols.

Semantic: Defined as a guarantee that the precise meaning of exchanged information 
is understandable (European Commission, 2004), including the Administrative 
Modernization Agency (2013), it is a level of informational architecture transversal 
to Public Administration, and according to the European Commission (2017b), it 
ensures that exchanged data and information are preserved and understood through-
out exchanges between parties.

Organizational: Based on defining business objectives, business process modeling 
(European Commission, 2004), so that Public Administrations align their business 
processes, responsibilities, and expectations to achieve commonly accepted and mutu-
ally beneficial goals, and according to the European Commission (2017b), exchange 
relevant information and meet user community requirements by providing easily 
identifiable, accessible, and user-focused services.

Legal: Defined as an aggregation point for national and European legislation, playing 
a relevant role in drafting legislation aimed at promoting and regulating the use of 
artifacts (Administrative Modernization Agency, 2013). The option to implement 
new legislation is also advocated by the European Commission (2017b), to ensure 
that organizations operating under different legal, political, and strategic frameworks 
can work together.
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In Brazil, Oliveira [11] notes that e-Government actions in the 2000s and as early 
as 2004 created the Electronic Government Interoperability Standard (e-PING) to 
specify minimum guidelines for interoperability. Currently, this standard is manda-
tory for federal government agencies and optionally for other government levels 
and can even be used by private institutions. Interoperability is a complex issue, 
and when its guidelines are not applied, problems such as data duplication and loss 
of integrity of digital services arise. Due to the specific characteristics and resource 
constraints, these problems are even more pronounced in developing countries like 
Brazil. Therefore, the general objective of this dissertation is to propose a method for 
applying the e-PING interoperability guidelines in Brazilian e-Government portals.

Within the federal government, interoperability is defined in the document called 
the interoperability standards architecture, or ePing, established by Ordinance No. 
92, on December 24, 2014, by the then Secretariat of Logistics and Information 
Technology of the Ministry of Planning, Budget, and Management, a Federal 
Executive branch agency, which sought to establish a “minimum set of premises, 
policies, and technical specifications regulating the use of information and communi-
cation technology (ICT) in the interoperability of e-Government services,” according 
to its Article 1 [14].

Additionally, according to Article 2 of the same Ordinance, the ePing architecture 
must be observed by agencies and members of the IT Resources Administration 
System (SISP) “in the planning of procurement, acquisition, and updating of ICT 
systems and equipment.” For other federative entities, including their indirect admin-
istration entities, adherence to the ePing standard must be done by their own act, i.e., 
it is not mandatory.

The Reference Document, in terms of interoperability standards (or ePING), had 
its latest version in 2018, produced by the Department of Digital Government, of the 
Secretariat of Information and Communication Technology, linked to the Ministry of 
Planning, Development, and Management, a Federal Executive branch agency. The 
document addresses the dimensions of interoperability but only mentions the fol-
lowing: technical, semantic, and organizational. The legal dimension, therefore, was 
not covered in the document. This is due to the fact that the legal dimension requires 
the issuance of specific normative acts or approval of legislation that determines 
interoperability in the public sector, a situation that, until the publication of the 
digital government law on March 29, 2021, did not exist, at least not in a generalized 
and applicable manner to all. Thus, there is a noticeable partial update need in the 
Reference Document, which should include the legal dimension in its next version.

In Brazil, Law No. 14,129, of March 29, 2021, known as the digital government law, 
introduced, as one of its guidelines, according to Article 3, item XIV, interoperability 
of systems and promotion of open data. It also stipulated, in Article 20, §2, that the 
functionalities of digital government platforms should “observe interoperability 
standards and the need for data integration as ways to simplify and increase efficiency 
in processes and user service” [15].

Moreover, the digital government law, regarding digital public service delivery, 
sought to enshrine, in its Article 24, item IV, a principle known as only-once, which 
aims to avoid, through interoperability, the repetition of “unnecessary demands 
on the user regarding the presentation of information and essential supporting 
documents” [15].

Articles 38 to 41 of this same legal instrument aim to further detail data interop-
erability between public agencies. Article 38 highlights the need for digital tools to 
consider: information and data interoperability under the management of agencies 
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and entities, respecting legal restrictions, information and communication security 
requirements, technological limitations, and the cost-benefit relationship of interop-
erability; optimization of data access costs and, whenever possible, reuse of infra-
structure resources for data access by multiple agencies and entities; and protection 
of personal data, in compliance with current legislation, especially Law No. 13,709 of 
August 14, 2018, known as the General Data Protection Law [15].

Article 39 presents the purposes of the interoperability mechanism, which are: 
improving public policy management; increasing the reliability of citizen registra-
tion in public administration by maintaining data integrity and security in database 
management, making them properly qualified and consistent; enabling the creation 
of unified citizen identification means for public service provision; facilitating data 
interoperability between government agencies; and processing information from 
databases based on the citizen’s CPF number, considering Article 11 of Law 13,444 of 
May 11, 2017, which deals with National Civil Identification (ICN).

Also relevant to consider about interoperability in the federal government con-
text is Decree No. 10,046, of October 9, 2019, which “deals with governance in data 
sharing within the scope of federal public administration and establishes the Citizen 
Base Registry and the Central Data Governance Committee.” The Decree addresses, 
in Article 4, the levels of data sharing between agencies and entities, which are 
three levels based on confidentiality: a) broad sharing: data not subject to any access 
restriction, whose disclosure must be public and guaranteed to any interested party; 
b) restricted sharing: data protected by confidentiality, but access can be granted to 
all agencies and entities for public policy execution; c) specific sharing: data protected 
by confidentiality, where access can only be granted to specific agencies and entities, 
under the conditions and for the purposes specified by law [16].

Interoperability, in the context of public policy management, is fundamental at all 
stages, as it allows different public agencies and entities to share data and information 
across their spheres and sectors of operation, contributing from planning to evalu-
ation of government activity, avoiding data collection repetition, or even producing 
better insights from data exchanges or application of artificial intelligence and/or data 
science technologies.

In practice, one way to enable this shared access to information and data is through 
application programming interfaces (APIs). APIs, in the technological landscape, 
are an increasingly prominent tool, as they allow integration and sharing of informa-
tion between different systems, whether from different origins or not, so that they 
interact and result in specific products according to the need or desired objective. 
For example, regarding access to public information, the use of APIs allows users to 
obtain data from a specific public entity without needing to directly access a tradi-
tional transparency portal, as required by the access to information law, but they can 
use programs that connect directly to the machines of this transparency portal and 
select the desired data for visualization, analysis, or specific sharing.

In the federal government, an API was made available for accessing data from the 
transparency portal, which is freely available according to the terms established by 
Decree No. 8777, of May 11, 2016, which regulated the Federal Executive’s Open Data 
Policy. Access to the API is through authentication by the citizen or interested user 
through the Gov.br account, with a key sent to the registered email for using the tool.

Currently, consultations via the federal government transparency portal API are 
available for the following databases: Bolsa Família, Emergency Aid, Continuous 
Provision Benefit (BPC), Child Labor Eradication Program (Peti), Guarantee Safra, 
Fishing Insurance, Federal Administration Expulsions Registry (CEAF), National 
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Registry of Ineligible and Suspended Companies (CEIS), National Registry of 
Punished Companies (CNEP), Federal Executive Contracts, Federal Executive 
Agreements, Coronavirus, Public Expenditures, Nonprofit Private Entities Impeded 
(CEPIM), Parliamentary Amendments, Payment Card Expenses, Functional 
Properties, Leniency Agreements, Federal Executive Bids, Federal Executive 
Electronic Invoices, Federal Executive Servers, Service Travel, and Agencies.

The National Treasury also provides an API related to the federal government 
cost portal, which includes consultations to the following bases: active personnel, 
depreciation, transfers, inactive personnel, pensioners, and other costs. Unlike the 
transparency portal API, where authentication is required to access the API key, this 
one “does not require user identification or payment for service use; just adhere to the 
usage guidelines to avoid service blocking. The data is delivered in JSON format, and 
by default, queries return 250 items per page” [17].

Various other APIs are listed in the Government APIs Catalog, managed by the 
Conecta gov.br service, which aims to “facilitate the availability and consumption 
of data through APIs, and promote data interoperability between Federal Public 
Administration Agencies” [18]. However, not all available APIs are free for citizen 
use. For instance, the API for National Registry of Legal Entities (CNPJ) allows 
querying for obtaining company registration data. Free use is restricted to federal 
executive agencies that subscribe to the centralized contract of the digital government 
secretariat.

It should be noted that the CNPJ database is public and available for download by 
any interested party on the federal revenue Web site. However, API access provides 
facilities recognized and encouraged by the federal government, ranging from visu-
alization, analysis, to cross-referencing these data with other databases for various 
purposes. Nevertheless, for citizens, CNPJ API use is available only through paid 
consultation via a service provided by the federal public company Serpro - Federal 
Data Processing Service.

This restriction on CNPJ API use by the federal government is considered to 
contradict, among other regulations, the explicit provision of Article 4 of Decree 
No. 10,046/2019, which states that in the case of broad sharing, data is not subject 
to any access restrictions and should be publicly disclosed to any interested party. 
Additionally, there is a legal violation concerning interoperability defined by the 
digital government law, to the evident detriment of public policy evaluation, as it 
hampers potential data cross-referencing with databases such as those related to 
public resources receipt via agreements, public service delegations, bids, and admin-
istrative contracts. This relationship between policy evaluation and interoperability 
will be further explored in the next section.

3.  Evaluation of public policies and interoperability

The evaluation of public policies is an emerging field both in scientific lit-
erature and legislation, particularly in Brazil. Decree No. 5378, dated February 
23, 2005, which established the National Program for Public Management and 
De-bureaucratization—Gespública, provided in its Article 2, Section II, that one of 
the program’s objectives was to promote governance in order to increase the capacity 
for formulating, implementing, and evaluating public policies [9].

The Gespública program was expressly revoked by Decree No. 9094, dated July 
17, 2017, which did not address public policy evaluation but rather focused solely on 
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public services, specifically user satisfaction surveys through ombudsman channels. 
Only later, with Decree No. 9203, dated November 22, 2017, still in effect, which 
established the Governance Policy for the Federal Public Administration, autarchic, 
and foundational, did Article 4 set out, as one of the public governance guidelines, in 
Section III, the monitoring of performance and evaluation of the conception, imple-
mentation, and results of policies and priority actions; and in Section VII, the evalua-
tion of proposals for creating, expanding, or improving public policies [10].

More recently, the evaluation of public policies received constitutional status with 
the promulgation of Constitutional Amendment No. 109, 2021, which introduced §16 
to Article 37 of the Brazilian Constitution, stipulating that “the organs and entities 
of public administration, individually or collectively, must evaluate public policies, 
including disclosing the object to be evaluated and the results achieved, according 
to the law” [19]. It is understood that this provision has limited effectiveness, as it 
depends on the approval of the law, which is still under discussion in the National 
Congress.

3.1 Evaluation of public policies: From paradigms to methodological approaches

Before addressing the purpose of evaluation within the framework of the public 
policy cycle, there is an important element to mention regarding evaluation: it is not 
merely a matter of determining whether the objectives of a public policy have been 
achieved. Evaluation should also be considered within the context of the decision-
making process. The criteria that will be the focus of the evaluation will depend on 
the areas that the evaluation will address. In an evaluative process, the determin-
ing factor is the theoretical conception underlying the methods and techniques of 
social research; thus, it is not merely a descriptive process but also prescriptive. It is 
important to understand public policy evaluation itself as a social research activity, 
and therefore, it is imbued with elements that persist in every debate about defining 
evaluation criteria, particularly regarding the qualitative aspect beyond the quantita-
tive one. It is evident that every evaluation process needs to be connected with public 
policy planning, and this, in turn, must be linked to constitutionally established 
objectives.

The first initiatives in evaluation were observed in the United States, aiming to 
seek legitimacy in the 1960s, and were later used in European countries and Brazil 
starting in the 1980s. However, the literature does not show a consensus on a single 
theory of public policy evaluation. The elements that compose each proposed theory, 
according to different authors, vary in terms of considered variables and/or perspec-
tives, and they change over time [20].

In this context, a detailed and comparative analysis of these different proposed 
theories might not offer significant contributions to this work. Thus, a broader analy-
sis was preferred, in which theories are implicitly found within paradigms, views, 
or conceptions, initially divided into two major categories, which will facilitate the 
understanding of the methodological approaches studied later.

In line with the historical development of different theories, these initial concep-
tions or paradigms of evaluation emerged in the post-war period (1950s), in a context 
of interventionist state policies aligned with Keynesian economics. However, from the 
1980s onwards, due to increased scarcity of public resources and a shift toward a more 
restrained state with greater concern for citizen participation in public decisions, a 
series of discussions arose to question and reflect on alternative evaluation possibili-
ties from different perspectives than those previously established [21].
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Ferrão [21] thus synthesizes two main paradigms: the technical-rationalist 
paradigm (emerged in the 1950s/60s) and the dialogical paradigm (emerging in the 
1980s/90s), with the main elements of each being summarized as follows:

Technical-Rationalist Paradigm: Evaluation is based on neutral (value-free) 
knowledge, in the form of positivist philosophy. It relies on analytical objectivity 
through objective and quantitative measurement, as well as evaluator impartiality, 
rejecting any value judgments. Its assumptions include a radical opposition between 
facts and values, exclusive use of rigorous, reliable, and valid empirical information, 
employing methodologies from the physical and natural sciences, i.e., causal relation-
ships between intervention and effects and generalization of results, and finally, the 
absence of political influence or pressures. Its purpose is to make rational decisions 
on optimal solutions in terms of effectiveness (results) and efficiency (relationship 
between means and results). This paradigm prevails in the formulation and launch of 
new policies, programs, and plans, as well as in evaluating the effectiveness of policies 
and programs.

Dialogical Paradigm: Based on post-positivism or social constructivism, evalu-
ation is based on socially constructed knowledge and processes of dialog and 
interest negotiation (communicative rationality). It values human experience, with 
evaluation having a nature of value judgment or normative judgment, implying that 
any evaluation is inherently normative and political. Its assumptions include the 
impossibility of separating facts and values, the impossibility of fully separating 
science and politics, the competition of interests, which makes evaluations incor-
porate an ethical and political choice dimension, and the consideration of unequal 
power relations among different relevant actors, thereby ensuring a democratiza-
tion dimension during the evaluative process. Its purpose is to reveal the systems 
of meaning through which facts are interpreted by different groups, ensuring that 
the preferences, interests, and priorities of all groups are heard, considering that 
dialog and interest negotiation are essential for establishing consensuses and com-
mitments. This paradigm is prevalent in the scrutiny of new and existing policies, 
programs, and plans.

This framework broadly shows that the evaluative process fundamentally adopts 
a philosophical choice, i.e., a paradigm, and the nature of the methodological 
approaches used, understood as the set of applied methods and instruments, as well 
as the role of the evaluator, are influenced and directed by this choice.

Regarding methodologies for public policy evaluation, Souza [20] identifies three 
major approaches in the literature: black box, theory-based evaluation or theory of 
change, and theory-driven evaluation, which will be detailed further:

Black Box: This methodological approach is attributed to Campbell, notably in 
the work published with Stanley in 1963. It seeks to point out the results but not the 
how and why, describing causal relationships between inputs and expected outputs 
of programs through experimental or quasi-experimental designs based on statistical 
procedures [20]. Based on the discussed paradigms, the Black Box approach is rooted 
in the technical-rationalist paradigm.

Theory-Based Evaluation or Theory of Change: This theory is mainly associated 
with Weiss, who developed its propositions from 1972, and more extensively in the 
1990s. Its goal is to highlight that programs have explicit or implicit theories about 
how and why the program works, and thus, evaluation should seek to identify its 
assumptions and underlying theories through data collection and information, aim-
ing to examine the effect of these theories on the program [20]. This theory shows a 
greater alignment with the dialogical paradigm.
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The theory can be divided into two sub-theories:
Program Theory: Aims to understand how the program’s effects are being real-

ized or not, i.e., the cause-and-effect relationship; and provides information on the 
impacts generated by the program and on the context and intervening factors.

Implementation Theory: Used when seeking feedback from program staff 
about how the intervention is operating, or to clarify the variables governing the 
mechanisms.

The theory emphasizes qualitative methods, although it does not ignore other 
methods. It seeks to provide a logical structure for planning data collection, focusing 
on the actual effects of the program, aiming to separate what actually results from the 
program from what results from external events. Weiss asserts that the theory con-
nects with complex programs where randomization would be impossible, and evalua-
tors need another path to attribute causality between the program and outcomes [20].

Theory-Driven Evaluation: Initially attributed to Rossi and later to Chen, this 
approach seeks a more substantive theory in evaluations to answer how programs 
work, the nature and cause of social problems, or even the concepts and techniques 
involved in social interventions [20]. Like the previous theory, it shows a greater 
alignment with the dialogical paradigm.

Chen apud Souza [20] introduced elements of his theory-driven evaluation to 
program evaluation that were not present in the traditional perspective. He proposed 
a program theory subdivided into two sub-theories, which include six main domains:

Descriptive or Causative Theory: Specifies how the program works and identifies 
conditions related to processes and their consequences based on empirical evidence. 
It represents knowledge about causal relationships between treatment and outcome, 
understanding the program’s effectiveness, and provides information about the 
program’s impacts and context.

Prescriptive or Normative Theory: Provides guidance on objectives or results 
that should be pursued or examined and how treatment needs to be designed and 
implemented.

This sub-theory focuses on:
Treatment: Evaluates connections with desired changes and the fact that planned 

actions are not always implemented.
Implementation Environment: Discusses how implementation can affect program 

processes and consequences.
Results: Addresses the purposes of the provided services or problem resolution, 

the intended objectives, and the relationship with stakeholders.
The program theory thus serves as the conceptual framework for theory-driven 

evaluation, providing a theoretical basis for designing evaluation experiments and 
assuming a discussion among involved parties regarding their viewpoints on out-
comes and program execution [20].

On the other hand, the dichotomy between the technical-rationalist and dialogical 
paradigms led to the emergence of new paradigms or views in the following years, 
aiming to overcome the limitations of both previous paradigms through hybrid 
conceptions, incorporating mixed methodologies (quantitative and qualitative) and 
participation in the evaluative process. These include multicriteria evaluation meth-
odology, realist evaluation, and policy reflexive analysis [21]:

a. Multicriteria Evaluation Methodology: Aims to consider the complexity in 
decision-making processes for policies or programs, given the existence of 
diverse interests, multiple evaluation criteria that may conflict, and the absence 
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of a single best alternative in all evaluated criteria. The central strategy is to break 
a complex problem with multiple criteria into simpler sub-problems, evaluating 
alternatives on one criterion at a time, and aggregating the scores obtained for 
each criterion using an additive model. The final product of this aggregation is a 
global value score for each alternative, which allows for ranking them according 
to their overall attractiveness [22].

b. Realist Evaluation: Shares an approach with the technical-rationalist paradigm, 
related to natural sciences, by understanding that reality exists independently of 
our knowledge of it and seeks to identify causal relationships and propose gener-
alizations. However, it emphasizes the central role of actors in the formulation of 
policies, programs, and plans, aligning more with post-positivist social construc-
tivism. It combines quantitative and qualitative methods without preference, 
considering actors not in isolation but within the structural and institutional 
context they are embedded in [21].

c. Policy Reflexive Analysis: Also considered a revisionist perspective, it seeks to 
overcome the conflict between the technical-rationalist and dialogical paradigms 
through open and plural dialog between advocates of each perspective. This new 
paradigm divides evaluation into two dimensions: programmatic and politi-
cal. The programmatic dimension focuses on the effectiveness, efficiency, and 
resilience of the policies and programs under evaluation, having an essentially 
instrumental view but considering normative and political value judgments. 
The political dimension focuses on how policies or programs and their decision-
makers are perceived and evaluated from a political standpoint, focusing on 
the political perception of the success or failure of the evaluated object through 
media content analysis and other documents, as well as opinion studies on 
political legitimacy. As a result, the two dimensions of reflection can converge or 
diverge to varying degrees.

Souza [20] points out:
“This point is important and deserves further development because managerial 

evaluation, anchored in neoliberal ideology, has adopted an anti-theoretical discourse 
and embraced a vulgar empiricism and a quantitative approach. It ends up, in one way 
or another, negating the epistemological contents of evaluation and its implications for 
public policies. Evaluation as social research, remember, implies theory or theories, and 
these, in one way or another, require discussions about the conception of knowledge.”

According to Amaral [23], one of the main obstacles in evaluating the effects of 
public policies is the difficulty in obtaining a control group identical to the treatment 
group to represent the counterfactual, which characterizes the experimental method. 
As a result, evaluators generally seek to match units between the two groups as closely 
as possible using quasi-experimental or non-experimental methods.

This difficulty highlights perhaps the main challenge in public policy evaluation: 
isolating exogenous causes to the evaluated policy that impact the variable of interest 
(application of the variable law). Mathematical and/or statistical association methods 
are used to find the correlation between evaluated variables, but this should not be 
confused with causation. While correlations have their value, they have limitations 
and can obscure distortions due to spurious relationships, effects of unobserved or 
omitted variables, reverse causation issues, self-selection problems, outliers, missing 
data, and non-probabilistic samples [23].
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3.2  The role of interoperability in public policy evaluation: Toward interoperable 
action in digital public governance

In this final topic, the aim is to connect the previous topics to adequately and 
sufficiently address the problem of this research. The relevance of interoperability 
lies, in general terms, in maximizing access to data and information through shared 
access between databases, especially in the Brazilian public sector, where government 
databases are fed daily by numerous internal and external sources. This allows for a 
multi-variate access to information sources by public policy evaluators, through the 
cross-referencing of databases from various public areas, such as public health, public 
education, social assistance, geographical and statistical data of the population, 
budgetary and financial systems of various public entities, data from legal entities 
and economic activities from revenue agencies, pension information from the body 
that manages workers’ general pension, and so on.

In more specific terms, it has been observed that depending on the underlying par-
adigm and the methodological approach used for public policy evaluation, different 
methods will be chosen. That said, both in quantitative and qualitative analyses, or in 
the combination of these, interoperability can contribute to cost and time reduction, 
as data can be accessed in a widely shared manner, simplifying measurements for the 
treatment group or control group in experimental or quasi-experimental methods, or 
in the application of techniques in non-experimental methods.

In the latter case, within the non-experimental method, the use of the propensity 
score matching technique is highlighted, which is present in the model only with a 
comparison group:

Propensity score matching is a quantitative technique, initially used in natural sci-
ences, that estimates—through similar characteristics—the probability of an individual 
receiving a certain treatment so that this individual, using a propensity score, can be 
paired with another individual who actually received the treatment. In the context of 
public policy evaluation, the reasoning follows the same logic: calculating the propen-
sity score aims to estimate—using socioeconomic or other variables—how this indi-
vidual can be compared (as the “pair”) to someone who actually received the policy. 
Thus, the effects of receiving the policy can be estimated by measuring the differences 
between those who received and those who did not receive the policy. This technique 
is used when there is no randomly selected control group to be used as a comparison 
group to the treatment group (receiving the policy). In this case, the control group is 
constructed from individuals assigned a propensity score, and the information of this 
group is paired and contrasted with that of the treatment group [23].

However, it is observed that interoperability in public policy evaluation may have 
limitations. This mainly stems from the current state of data entry in public systems, 
which is still very much tied to physical and analog models, where some analyses are 
done exclusively based on physical evidence or static verification resources. However, 
this limitation tends to significantly decrease as the data entry method transitions to 
digital, through the advancement of new technologies, i.e., to a more dynamic, auto-
mated model integrated with society itself, without relying, for example, on sporadic 
and periodic evaluations, resulting in what can be synthesized as interoperable action.

For example, the International Student Assessment Program (PISA), currently 
conducted by the Organization for Economic Co-operation and Development 
(OECD) every three years, aims to assess, through a universal exam administered in 
various countries, the knowledge of 15-year-old students in specific areas, such as 
reading, mathematics, natural sciences, or financial education. In Brazil, the National 
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Institute for Educational Studies and Research Anísio Teixeira (INEP) coordinates and 
administers the test, and in 2018, 10,691 students from 638 schools participated [24].

Even though the test has transitioned to being administered via computer, it 
remains a static and time-limited assessment. It is understood that a more dynamic 
and timely assessment could be carried out with the same objective, using and 
analyzing, respecting data anonymization rules when necessary to ensure student 
privacy under the General Data Protection Law (LGPD), grades entered by teachers 
in computerized class diaries/school records, which would allow real-time assessment 
of students’ performance across various ages, educational levels, geographic regions, 
institutional types, and disciplinary content, all in an integrated, anonymized, 
and automated manner over the course of the school year. This could be compared 
with students’ performance, for example, through the National High School Exam 
(ENEM) or other forms of higher education entrance exams.

This digital transformation in data entry and sharing for interoperable action is 
closely tied to the consolidation of the digital public governance model, based on data 
governance, which aims to “promote interoperability of information, means of public 
policy analysis, and more simple and agile digital services for citizens, organizations, 
and businesses” [25].

In this respect, the fundamental role of information systems and the use of indica-
tors in the context of public policy evaluation is highlighted. As Costa (2019, p. 87) 
writes, these systems have been evolving since 1960, when the use of this technology 
was based on the planning–programming–budgeting system (PPBS) technique, focus-
ing on the relationship between objectives and results. With the increase in stored infor-
mation, these information systems began to incorporate greater complexity, with both 
prescriptive and predictive capabilities, aimed at supporting public policy decision-
making. Thus, information systems (IS) evolved into decision support systems (DSS) 
and, later, in the late 1980s, into spatial decision support systems (SDSS), “systems that 
derive from DSS with a strong linkage to geographic information systems (GIS).”

SDSS have some mandatory components, such as a database, information analysis 
tools, and model-building tools, especially those that allow scenario creation, and a 
WebSig viewer that integrates the previous components [26]. Additionally, the system 
should prioritize systemic analysis of results, meaning it should allow for analysis of 
“cause-and-effect relationships between variables influencing results, distinguishing 
information reported at various time points,” as well as integrating various types of 
indicators to “ensure the representativeness of specific, general, and strategic objec-
tives, and the achievement of established goals” [26].

Therefore, the use of indicators in information systems contributes to the public 
policy evaluation process, as it allows for verifying whether a particular public 
action meets the set objectives, and helps to “improve interventions by considering 
their successes and failures, identifying responsibilities, and creating conditions to 
better foster participation in the planning process” [26]. Given the need to collect 
information to build indicators, interoperability is crucial as it allows for the feeding 
of diverse sources that meet the objectives and needs, with all its complexity and 
dynamics, of the evaluated policy.

4.  Conclusions

Brazilian public governance does not adhere to a single, pure conceptual model 
but incorporates various conceptions and mechanisms to guide public administration 
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in achieving constitutional goals. Interoperability, as one of these mechanisms, plays 
a crucial role throughout all stages of state operations, enhancing and supporting 
decision-making processes.

In the public sector, interoperability is increasingly recognized as a key variable 
within the public governance ecosystem, particularly from the perspective of digital 
governance. In Brazil, interoperability has been more clearly defined within its legal 
framework only since the enactment of Law No. 14,129, dated March 29, 2021, known 
as the digital government law. Implementing this interoperability poses several chal-
lenges, such as investing in information and communication technology infrastruc-
ture, staff training, and fostering organizational culture.

In the field of public policy evaluation, interoperable action can exponentially 
expand the application of advanced programming techniques and technologies, such 
as artificial intelligence, artificial neural networks, and data science. This enables 
more dynamic, integrated, and timely evaluations, all aimed at assisting public 
managers in fulfilling constitutional objectives.

Finally, it would be possible to simulate the creation of a control group for the use 
of experimental methods, with the definition of involved variables, thereby address-
ing one of the main criticisms of this method in public policy evaluation—the veri-
fication of the counterfactual. This challenge is often exacerbated by the national or 
universal nature of the evaluated public policy. These intelligent technologies can also 
be combined with other methods, either to enhance their techniques, reduce costs, or 
shorten the time required for these analyses.

This research is limited by the need for a specific focus and exclusively qualitative 
analysis and did not seek to address specific technological issues. The limitations 
provide scope for new research and advancement on the topic in different public 
governances around the world.

Future research can advance the discussion to identify, based on concrete situa-
tions, databases that can be made interoperable in order to test and verify the evalua-
tion of public policies.
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Chapter 3

Public Policy in Digital Economy 
Management
Do Huu Hai

Abstract

The rapid expansion of the global digital economy has brought about profound 
changes to our socioeconomic landscape. Consumers are increasingly presented with 
a plethora of free digital goods and services, facilitated by advancements in technol-
ogy such as artificial intelligence (AI) and Big Data (BD), which offer enhanced 
product recommendations and streamline connections between suppliers and buyers. 
In financial markets, these new technologies contribute to improved prediction 
accuracy and the elimination of information inaccuracies. However, they also raise 
significant concerns regarding privacy and data security. This chapter is structured 
into main sections: delves into positive impacts of the digital economy; examines the 
underlying challenges that accompany these advancements; underscores the impera-
tive for governments to actively engage in the digital economy; proposes specific areas 
where governmental focus should be directed. Finally, concluding remarks are offered 
in the last section.

Keywords: digital economy, public policy, artificial intelligence, E-government, digital 
innovation

1.  Introduction

The aggregation of assets through digital platforms has the potential to confer 
immense market power, particularly to platforms boasting extensive user bases, 
thereby creating opportunities for exploitative and discriminatory practices. These 
market failures underscore the necessity for governmental intervention aimed at 
safeguarding the interests of all stakeholders, curbing the misuse of market power, 
and establishing effective institutional and legal frameworks.

In this era of burgeoning digital advancement, we are presented with a future 
brimming with possibilities. Each year unveils new technologies and services, ranging 
from robotics to autonomous vehicles to 3-D printing, alongside the burgeoning gig 
economy. Within this innovative milieu, the author collaborates with global partners 
to ensure that nations worldwide can harness these digital technologies to bolster 
productivity, foster economic inclusivity, and drive innovation forward with research 
methods as:

Utilizing a quantitative methodology that incorporates statistical analysis, syn-
thesis, interpretation, comparison, and inductive reasoning, the study explores and 
assesses the impact of public policy on digital economy management. In doing so, the 
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present research used data from different reputable institutions, such as the Statista 
(https://www.statista.com/). Statista is a global data and business intelligence plat-
form with an extensive collection of statistics, reports, and insights on over 80,000 
topics from 22,500 sources in 170 industries. Established in Germany in 2007, Statista 
operates in 13 locations worldwide and employs around 1100 professionals. The data 
was classified into different digital economy factors, such as National Security and 
Personal Data Privacy, Labor Market, and Promote Innovation to consider for this 
study to analyze their influence on digital economy of the E-government Digital 
Frontiers—Transforming Public Administration Through Technology. To carry out 
the analysis, MATLAB software (version 2022) was employed, leveraging its capabili-
ties to process the data and articulate the findings, which are meticulously presented 
in Sections 2, 3, 4, and 5 of this research. This robust methodological approach 
ensures a thorough examination of the intricate interplay between digital economy 
and economic dynamics in the regions.

The factors undergo careful calibration to accurately represent the current digital 
economy landscape, and the author has calculated and made accurate forecasts with 
those outlined including externalities and information gaps. Statistical data is amal-
gamated to adapt of large platforms, foster innovation, establish efficient legal and 
institutional frameworks for data asset distribution, and implement effective taxa-
tion systems for the digital economy. It is crucial to note that the simulations are not 
designed to predict unforeseen events, such as black swan occurrences; for instance, 
the global economic slowdown caused by the unexpected COVID-19 pandemic in 
2020 and 2021.

2.  Perspectives on welfare arising from the digital economy

The digital economy offers a diverse array of products and services not found 
in traditional economies. Free goods and services, such as knowledge repositories, 
Gmail’s email service, and Google Maps’ digital mapping, constitute valuable com-
ponents of the modern digital landscape. Yet, these offerings often evade inclusion 
in national accounts such as GDP, which typically assess only the monetary value of 
final goods and services [1, 2]. Consequently, the digital economy has engendered 
a multitude of significant services characterized by near-zero marginal costs that 
remain unaccounted for in conventional economic metrics. This section elucidates 
several ways in which the digital economy has contributed to economic advancement.

2.1  Harnessing digital intangible assets to enhance social welfare

Data, alongside the capacity to derive value from it, has emerged as a pivotal 
production variable in the digital economy. This entails leveraging algorithms or data 
analytics capabilities to extract value across various contexts. However, accurately 
quantifying the value of intangible assets beyond their mere existence poses a formi-
dable challenge. Nonetheless, intangible assets are increasingly integral to valuation 
methodologies, as evidenced by research into mass market appraisals. Although a 
market metric exists for intangible assets, specifically in terms of their net revenue-
generating potential, its ongoing improvement remains uncertain. Moreover, intan-
gible assets transcend conventional notions of intellectual property (IP). In essence, 
the amalgamation of human capital, intellectual property, and data yields a collective 
value greater than the sum of its individual parts.
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The availability of information distinguishes the digital economy, with data serv-
ing as a primary reference variable in investment decision-making within financial 
markets, thereby mitigating information asymmetry. Technological advancements 
have enabled firms to gather precise, real-time fundamental indicators, enhanc-
ing pricing accuracy and reducing information acquisition costs for investors. 
Consequently, reduced information asymmetry facilitates more informed invest-
ment decisions and fosters market efficiency. The advent of big data analytics has 
also contributed to diminishing information asymmetry in sectors like peer-to-peer 
lending, thereby broadening access to financial services, particularly for underserved 
communities.

The digital economy engenders a new externality wherein individuals’ informa-
tion can benefit others, thereby enhancing social welfare. For instance, during the 
pandemic, digital location data has been leveraged to predict infection risk, informing 
public health decisions and mitigating economic burdens associated with contain-
ment strategies. Additionally, digital technologies, such as artificial intelligence-
driven image recognition, hold promise for enhancing inclusivity across various 
domains, including healthcare, education, and economic participation. Notably, 
predictive analytics powered by big data analytics enable governments to assess policy 
impacts in real time, enhancing policymaking efficiency and optimizing social invest-
ment outcomes.

In summary, the productive utilization of data contributes to social welfare by 
narrowing information gaps, fostering market inclusivity, and informing effective 
decision-making across the social sector. Responsibly harnessing data holds the 
potential to foster inclusive economic growth and optimize societal well-being.

2.2  Interconnections between supply and demand in digital economy platforms

The proliferation of significant platforms within the digital economy serves as 
a barometer of market vitality. Notably, both the United States and China boast 
numerous prominent platforms, with Google, Amazon, and Facebook dominating 
in the former, and Tencent, Alibaba, JD.com, and Pinduoduo in the latter. While 
Amazon bears structural similarities to Alibaba, the distinctions between these two 
giants remain substantial. However, it is worth noting that eBay and Alibaba initially 
shared striking similarities, serving as models for major platforms worldwide. eBay, in 
particular, pioneered the concept of overcoming market inefficiencies by facilitating 
direct communication between buyers and sellers.

eBay’s origins can be traced to the realm of collectibles, where its platform brought 
together collectors worldwide, previously fragmented by geographic constraints. 
However, eBay encountered a pivotal obstacle to its growth trajectory: a lack of trust 
between buyers and sellers. To address this, PayPal emerged as a solution, pioneer-
ing the concept of escrow-based payment systems. Similarly, Mercado Pago arose 
within Mercado Libre in Latin America to tackle analogous challenges. These payment 
systems, initially conceived as safeguards for transactional trust, have since evolved 
into integral components of the digital economy.

The underlying digital technologies powering contemporary platforms wield 
significant influence, particularly in bridging knowledge gaps between buyers and 
sellers and resolving trust deficits inherent in online transactions. Mechanisms such 
as two-way review systems, exemplified by platforms like Airbnb, further bolster 
trust by aligning incentives and enhancing market transparency. The proliferation 
of rating systems, coupled with robust payment infrastructures, enables companies 
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to glean insights and make informed decisions, enhancing market efficiency and 
consumer confidence.

Figure 1 illustrates the transformative impact of big data on the digital economy 
and the broader global economy. Over the period from 2021 to 2023, the big data 
industry’s revenue is projected to experience robust growth, reflecting its pivotal role 
in driving economic expansion. Furthermore, e-commerce activities, crucial conduits 
linking supply and demand, have witnessed exponential growth, particularly amid 
the complexities of the COVID-19 pandemic. This surge in e-commerce activity 
underscores its indispensable role in facilitating economic recovery and catalyzing 
digital economic development.

The continued proliferation of massive platforms holds the potential to reshape 
economic paradigms, characterized by their formidable market influence and piv-
otal role in fostering innovation networks. As these platforms continue to evolve, 
they stand poised to revolutionize the global economic landscape, underscoring the 
imperative of comprehensive understanding and strategic engagement with these 
transformative forces.

3.  Challenges arising from the digital economy

3.1  National security and personal data privacy

While data holds the potential to enhance societal welfare and address inefficiencies 
in financial markets, concerns regarding privacy violations and data security breaches 
loom large. Balancing the benefits of data utilization with safeguarding individual pri-
vacy rights presents a complex challenge, compounded by potential conflicts between 
privacy protection and public information dissemination. Effective utilization of data 
hinges upon its aggregation and responsible sharing. However, the rapid advancement 
of information technology has significantly augmented firms’ capabilities to amass 
consumer data, raising concerns about personal privacy infringements. Although con-
sumers benefit from data-driven product recommendations, they also bear the brunt 
of financial costs and negative consequences stemming from privacy breaches.

Figure 1. 
Size of the big data analytics market worldwide from 2021 to 2029 (in billion U.S. dollars). Source: Author’s 
calculations.
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Big data analytics, reliant on high-velocity data types such as clickstream and GPS 
data, facilitates precise short-term forecasting but also poses grave risks to consumer 
privacy and security when mishandled. Instances of businesses engaging in data col-
lection and sharing without consumer consent further exacerbate privacy concerns, 
particularly surrounding tracking technologies like cookies and GPS trackers. Despite 
yielding valuable insights into consumer preferences and behaviors, data analytics 
often operate beyond consumers’ awareness, resulting in potential welfare dispari-
ties, particularly affecting marginalized and less technologically literate individuals.

Moreover, as the digital economy continues to evolve, policymakers grapple with 
reconciling national security imperatives with the benefits of cross-border data flows. 
Striking a balance between fostering information exchange for trade, education, and 
scientific research while curbing spam, piracy, and fraud poses a formidable chal-
lenge. Additionally, the emergence of the Internet of Things (IoT) introduces pro-
found security implications, necessitating robust regulatory frameworks to mitigate 
vulnerabilities and safeguard national security interests.

3.2  Labor market challenges

The digital economy necessitates structural adaptations to the economy and work-
force to cultivate productive employment opportunities amid the burgeoning domi-
nance of digital platforms. However, delineating transition processes, requisite skills, 
and mechanisms to mitigate employment distribution disparities remains an ongoing 
endeavor. Concerns regarding automation-induced job displacement, exacerbated by 
advancements in artificial intelligence and digitally enabled robotics, underscore the 
need for comprehensive social security systems to support individuals and families 
during transitions. Questions surrounding the viability of basic income schemes and 
the redistribution of income in the face of automation-induced labor market shifts 
further complicate the discourse.

As AI and machine learning technologies increasingly automate manufacturing 
operations and decision-making processes, traditional occupations face the prospect of 
obsolescence, potentially exacerbating income inequality and shifting revenue shares 
toward capital. Addressing these challenges necessitates a multifaceted approach 
encompassing skill acquisition, workforce retraining, and robust social safety nets 
to mitigate adverse effects on labor market participants. Moreover, as organizations 
undergo digital transformations, prioritizing upskilling and reskilling initiatives, 
alongside diversity, equity, and inclusion efforts, emerges as imperative strategies to 
foster workforce adaptability and resilience in the face of technological disruptions.

In conclusion, navigating the challenges posed by the digital economy demands a 
concerted effort to balance innovation and privacy concerns, foster workforce adapt-
ability, and safeguard national security interests in an increasingly interconnected 
global landscape. Efforts to address these challenges must encompass regulatory 
interventions, investment in education and skill development, and inclusive policy-
making to ensure equitable distribution of benefits and mitigate adverse impacts on 
vulnerable populations.

4.  Government in the digital economy

As we navigate the transition into the digital era, it is imperative to recognize the 
nuanced distributional dynamics inherent in market-led mechanisms. While market 
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forces often excel at addressing distributional concerns, there are instances where 
these mechanisms fall short, leading to societal discord, erosion of social cohesion, 
and challenges in public sector decision-making. Consequently, relying solely on a 
free-market approach may prove inadequate in addressing the multifaceted challenges 
of the digital economy. Instead, government intervention becomes imperative in pro-
moting justice, equality, and societal well-being, particularly in times of heightened 
distributional disparities and socio-political tensions.

In addition to distributional issues, the digital economy presents a myriad of chal-
lenges that necessitate government intervention, including externalities and infor-
mation gaps. While technology has demonstrated efficacy in mitigating the adverse 
effects of information asymmetry, its effectiveness hinges on access to vast datasets. 
The digitization of information has substantially reduced barriers to accessing and 
utilizing information, underscoring the pivotal role of government in ensuring 
equitable access and utilization of data.

4.1  Balancing social and personal value of private data

The economics of privacy underscore the dual nature of personal data, possess-
ing both private and economic value. While data sharing holds potential to alleviate 
market frictions and facilitate transactions, it also harbors risks of diminishing 
individual utility and societal welfare, manifesting in phenomena like price dis-
crimination, digital quality discrepancies, spam, and identity theft. A key chal-
lenge for governments lies in navigating the delicate balance between harnessing 
the economic benefits of data sharing and safeguarding privacy and data security. 
Collaborative efforts between government and the private sector are essential in 
addressing these challenges, necessitating politically and socially acceptable regula-
tory frameworks. The outcomes of data-sharing initiatives yield both positive and 
negative ramifications, underscoring the imperative of informed policymaking and 
regulatory oversight.

4.2  Balancing digital innovation and national security

In the realm of technology and national security, governments assert their pre-
rogative to intervene in the free flow of information and technology to safeguard 
national interests. Striking a delicate balance between fostering digital innovation 
and preserving national security remains paramount for governments worldwide. 
While governments must incentivize innovation and prevent unregulated market 
chaos, they are increasingly tasked with navigating the complex interplay between 
economic dynamism and national security imperatives. For instance, Chinese 
officials have adopted a nuanced approach, fostering innovation while implement-
ing regulatory measures to address potential risks. However, evolving geopolitical 
dynamics and emerging security threats underscore the imperative for govern-
ments to continually reassess their approaches to balancing digital innovation and 
national security.

In conclusion, effective governance in the digital economy necessitates 
proactive engagement from governments to address distributional disparities, 
safeguard privacy, foster innovation, and preserve national security interests. 
Collaborative efforts between government, industry stakeholders, and civil soci-
ety are essential in navigating the complex challenges and opportunities presented 
by the digital era.



43

Public Policy in Digital Economy Management
DOI: http://dx.doi.org/10.5772/intechopen.1006345

5.  The government’s specific role in the digital economy

The role of government in the digital economy varies across different countries 
and cultures, largely influenced by the level of trust citizens have in their govern-
ments. In the United States, where there is generally lower trust in governmental insti-
tutions, instances such as the FBI’s request for Apple’s assistance in unlocking iPhones 
have sparked public protests. Conversely, in China, where trust in the government is 
higher, there is a prevailing belief that the government is the most reliable entity to 
handle certain data batches and manage cloud computing systems. The acceptance 
of government intervention in data management has created favorable conditions for 
extensive governmental involvement in China’s digital economy. In Vietnam, govern-
ment intervention has been enshrined in law due to concerns over poor control and 
intervention in response to increasing IT crimes and other illicit activities.

5.1  Control market access, strengthen monitoring of market power, and promote 
innovation

Diverse motivations drive large digital platforms, with some emphasizing the 
fostering of innovation within open ecosystems. Chinese tech giants like Alibaba have 
articulated their goal of establishing low-barrier-to-entry ecosystems to promote 
innovation and the emergence of new firms. Consequently, it is erroneous to assume 
that corporations will inevitably abuse their market power solely due to its magni-
tude. Indeed, large platforms have the potential to catalyze economic activity and 
innovation by architecting entire business ecosystems. However, the concentration 
of market power in dominant platforms poses risks of hindering market access for 
startups and perpetuating monopolistic practices. Governments play a vital role in 
regulating market access and ensuring fair competition to prevent exploitative pricing 
practices and promote innovation.

Figure 2 illustrates the steady increase in various components of the digital econ-
omy in the United States from 2005 to 2021, encompassing Infrastructure, Hardware, 
Software, E-commerce, B2B, B2C, Priced Digital Services, Cloud Computing 
Services, Telecom Services, Services Internet and data, as well as All other priced digi-
tal services, and federal non-defense digital services. Specifically, the data indicates 
a year-on-year growth rate of 12.5% in 2021 compared to 2020, and a 5.3% increase 
in 2020 compared to 2019. This trend underscores the progressive expansion of the 
digital economy. During the most recent period of measurement, the digital economy 
contributed significantly to the overall U.S. economy, adding 3.7 trillion U.S. dollars 
to current-dollar gross output. Notably, in 2021, the GDP of the United States stood 
at 22.99 trillion U.S. dollars [3]. These findings underscore the substantial impact of 
digital services, valued at 1592.22 billion USD, followed by Infrastructure valued at 
1167.12 billion USD. Such insights underscore the pivotal role of the digital economy 
in driving economic growth, a fact recognized and valued by the government. Given 
the importance of understanding influencing factors in policymaking, this data serves 
as a valuable tool for informing policy decisions in the digital economy. Additionally, 
the data highlights the minimal impact of the economic recession in 2009 and 2010 
on the digital economy, further emphasizing its resilience and significance in driving 
economic activity.

In the digital economy, a phenomenon akin to what has been described is unfolding. 
There has been a noticeable surge in business activity across various sectors, largely 
attributable to the opportunities and relatively low barriers to entry facilitated by 
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the digital landscape. Central to this phenomenon are digital platforms, which play a 
pivotal role in shaping market dynamics. However, owing to their data-driven nature, 
these platforms possess the capability to operate on an expansive scale and scope.

A prime example is Tencent, a prominent Chinese platform commanding signifi-
cant market dominance. Recently, the Chinese government intervened by levying 
administrative penalties on Tencent for perceived abuses of its market power, par-
ticularly in sectors like online music streaming. China’s vast economy hosts numer-
ous large platforms competing across diverse domains, including mobile payment 
systems. In the realm of innovative financial technology (fintech), companies like 
JD.com and Pinduoduo, while not reaching the same magnitude as Alibaba, maintain 
a presence in the market.

This scenario may not necessarily apply to smaller economies; nevertheless, 
prudent regulatory oversight is warranted. This is because unchecked market access 
can potentially confer undue market power upon certain entities. Notably, not all 
platforms exhibit the same level of motivation and responsibility. The concentra-
tion of IT resources and digital capital in mega-corporations has engendered novel 
forms of monopolistic dominance. Exploitation of this power can lead to detrimental 
outcomes such as predatory pricing and discriminatory practices, stifling innovation 
in the process.

To safeguard consumer welfare and foster innovation, effective governmental 
intervention is imperative. By exercising regulatory control, governments can ensure 
the maintenance of a vibrant marketplace characterized by the presence of multiple 
significant players. This approach mitigates the risks associated with monopolistic 
market power, thereby promoting healthy competition and innovation within the 
digital economy.

5.2  Data in the context of the artificial intelligence (AI) market

The operation of the digital economy generates a vast amount of data, prompt-
ing consideration of applying the Coase principle to delineate personal data rights 

Figure 2. 
Gross output of the digital economy in the United States from 2005 to 2021 (in billion U.S. dollars). Source: 
Statista 2023.
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and enable individuals to trade them, thereby potentially circumventing govern-
ment intervention. Could individuals exchange their data rights to achieve optimal 
outcomes?

Let us consider DNA as an illustrative case study to address this inquiry. We are 
nearing the ability to leverage DNA sequencing to ascertain susceptibility to various 
diseases with a degree of precision. This development poses challenges in the insur-
ance market, as theoretically, individuals with access to this technology would be 
deemed to have pre-existing conditions. This contrasts with the dilemma of adverse 
selection, where customers are grouped regardless of their differences, potentially 
destabilizing the insurance market. In the context of DNA testing and insurance, this 
phenomenon upends the pooling equilibrium fundamental to the insurance sector. 
This scenario is not merely hypothetical; historically, I have encountered entrepre-
neurs who founded an auto insurance company predicated on identifying low-risk 
drivers, thereby tailoring insurance offerings and pricing to this demographic.

Additionally, we must acknowledge that our DNA sequences possess utility not 
only for medical practitioners or those seeking to exploit them but also as valuable data 
for research purposes. Individuals may overlook this aspect when considering the util-
ity of their DNA data, representing a form of knowledge-based positive information. 
From my perspective, while individuals hold rights concerning their data usage, they 
do not possess full ownership of their data to the extent that they must remunerate its 
usage. Envisioning a world where individuals possess absolute ownership of their data, 
necessitating contractual agreements for every instance of data usage presents consid-
erable challenges that neither professionals nor governments have resolved.

On a related note, the question arises as to whether everyone will benefit from the 
substantial value creation resulting from the digitalization of the economy. Presently, 
companies generate vast value from digital and intangible assets with minimal labor 
inputs, exacerbating the disconnect between job creation and wealth distribution. 
Consequently, ownership of high-value assets becomes increasingly concentrated, 
posing significant distributional challenges. While affording individuals ownership 
of their data appears to address some aspects of this issue, it may not represent the 
optimal solution (Figure 3) [4].

Figure 3. 
Market size and revenue comparison for artificial intelligence worldwide from 2018 to 2030 (in billion U.S. 
dollars). Source(s): IDC; Next Move Strategy Consulting; Statista; Tractica.
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Description: Forecasts indicate significant growth in the artificial intelligence 
(AI) market over the next decade. According to Statista, the AI market is projected 
to surge from 241.8 billion U.S. dollars in 2023 to nearly 740 billion U.S. dollars in 
2030, reflecting a compound annual growth rate of 17.3%. Concurrently, Next Move 
Strategy Consulting estimates its value to increase ninefold by 2030, from approxi-
mately 208 billion U.S. dollars in 2023 [5].

Addressing the conflict between personal privacy and the competitive advantages 
of data, alongside the “digital privacy paradox” encountered by consumers—express-
ing privacy concerns yet readily exposing their data—prompt calls for cautious 
approaches to relinquishing data assets to businesses or consumers. Consequently, the 
author advocates for government intervention through privacy law proposals, encom-
passing a definition of “personally identifiable information,” the role of consent, and 
principles of purpose limitation and data minimization. Policymakers are urged to 
evaluate the merits of data usage against potential privacy risks, consider societal 
norms, and establish corresponding default standards, all while ensuring the enforce-
ability of data flow restrictions.

5.3  Designing appropriate tax and incentive systems for the digital economy

Thus far, most digital economies or enterprises, particularly in China, have 
enjoyed tax exemptions. However, in principle, taxation should apply to the digital 
economy. This naturally leads to the question, “What should be taxed?” Should we 
tax financial sector transactions, Tobin transactions, or profits, such as value-added 
tax based on turnover? Taxation within the digital economy poses complexities due 
to cross-border digital transactions. Traditionally, the tax system’s foundation lies in 
determining where a product is produced and consumed, but in the digital realm, 
this delineation becomes ambiguous and challenging to trace. Overall, significant 
tax issues persist in the digital economy, some of which are novel and necessitate 
resolution.

A fundamental lesson from China’s development is the efficacy of government 
authorities in setting precise incentives for economic growth over the past four 
decades. As the economy expands, governments garner increased tax revenue and 
contributions from the private sector in various forms, thereby aligning incen-
tives for both government and businesses [6]. Notably, Chinese officials often 
prioritize business interests, even extending personal gestures such as visiting 
businessmen’s homes during the Lunar New Year break. Another key takeaway 
from China’s experience is the imperative for governments to remain pragmatic 
and adaptable to evolving circumstances. Rigidity of thought and ignorance of the 
dynamic nature of the world must be avoided, with flexibility in thinking proving 
invaluable.

In the United States, personal income taxes currently constitute the majority of 
federal government revenue, supplemented by corporate income taxes. Assuming the 
Internet or digital economy is appropriately taxed and becomes a significant revenue 
source for both state and federal governments, leaders would have heightened motiva-
tion to support the digital economy. The United States is progressing in this direction, 
with platforms subject to state taxes such as sales tax. For instance, when a consumer 
makes a purchase on Amazon, the applicable tax on the invoice is determined by the 
shipping address, varying by state.

This taxation system marks a significant development, considering that initially, 
online purchases were tax-exempt. Initially, platforms lacked awareness of tax rates 
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across all 50 states, let alone the means to implement them. The right tax policy has 
the potential to foster greater alignment between government and the private sector, 
propelling economic growth within the digital sphere.

5.4  Strengthening international cooperation to address new challenges in the 
digital economy

Intergovernmental and cross-border cooperation in the digital economy is as 
crucial, if not more so, than international cooperation in traditional trade. Digital 
commerce offers economies of scale, enabling consumers to benefit from platforms 
originating in other nations without necessitating the emergence of domestic alterna-
tives. Failure to foster cooperation among governments risks entrenching restrictive 
trade regimes that disproportionately impact countries lacking successful domestic 
foundations. While China and the US may weather such barriers relatively lightly, the 
consequences for Europe and numerous emerging and developing economies could 
be severe.

Figure 4 illustrates market revenue for AI processors for cloud and data centers 
from 2019 to 2026, indicating steady growth over the years. For instance, from 2019 to 
2023, revenue witnessed substantial increases, underscoring the significant impact of 
AI processors on the digital economy. Forecasts anticipate continued demand growth 
for AI processors from 2023 to 2026, highlighting their critical role and the govern-
ment’s recognition of their importance. Given the magnitude of investment decisions, 
understanding specific products and services’ influencing factors is imperative. 
Notably, the Covid pandemic significantly impacted digital economy growth in 2020 
and 2021.

For example, expansion into Europe by US and Chinese e-commerce platforms 
mutually benefits both parties. Leveraging economies of scale and fostering com-
petition and innovation underscores the benefits of open access within the digital 
economy. However, reaping these advantages necessitates addressing fundamental 
questions surrounding privacy, location, security, and data usage. While the optimal 
solution remains elusive, consensus on countries’ sovereignty in dictating their data’s 
usage is imperative. Consequently, data would likely need to be physically stored 
domestically, controlled primarily by the organization representing the interests of 
the data’s location. Though potentially costly, this structure presents the most viable 
solution at present.

Figure 4. 
Market revenue for AI processors for cloud and data centers from 2019 to 2026 (in billion U.S. dollars). Source: 
Author’s calculations.
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6.  Conclusion

The transformative advancements in the digital economy have brought significant 
changes to manufacturing processes and everyday life as we approach the digital age. 
Digital intangible assets, serving as a form of capital, have the potential to greatly 
enhance a company’s production efficiency and market value. In financial markets, 
the adoption of big data analysis technology reduces information conflicts and 
enhances prediction accuracy, thereby improving investment efficiency. Moreover, 
the positive externalities of data in the public sector contribute to generating valuable 
public knowledge, aiding in public decision-making, and fostering societal welfare. 
Additionally, large digital platforms leverage integrated user data to enhance the 
efficiency of connecting supply and demand.

However, the digital economy also presents several challenges. While big data 
analytics offer benefits, they may come at the expense of compromising user privacy. 
Furthermore, the unrestricted flow of data, information, and technology poses risks 
to national security. Additionally, the widespread automation characteristic of the 
digital economy can lead to human displacement, creating disruptions in the labor 
market. Moreover, large digital platforms wield significant market power, which they 
may exploit through predatory and discriminatory pricing practices, thereby dimin-
ishing consumer surplus and stifling innovation dynamism.

A laissez-faire approach is inadequate for addressing the complexities of the 
digital economy. Instead, government intervention is essential to uphold principles 
of justice, equality, and social cohesion. Beyond addressing distributional issues, 
governments must also tackle other market failures, including externalities and 
information gaps, which the market alone cannot resolve. It is imperative for gov-
ernments to monitor the market dominance of large platforms, foster innovation, 
establish efficient legal and institutional frameworks for data asset distribution, and 
implement effective taxation systems for the digital economy. Lastly, in the modern 
digital era, governments cannot operate in isolation but must collaborate to tackle the 
new challenges presented by the digital landscape.

© 2024 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Understanding the Essence of 
Digital Government Diffusion:  
A Systematic Literature Review
Lingyun Lan and Ellen Wayenberg

Abstract

Digital government has been diffusing across jurisdictions because of its unique 
advantages in enhancing administration efficiency, improving transparency, and 
providing better public service. Despite growing research, the distinction between 
adoption and diffusion remains unclear, and the influencing factors of digital gov-
ernment diffusion are dispersed. To address the gap, we conduct a comprehensive 
systematic literature review by analyzing 58 peer-reviewed articles from the Web of 
Science. As follows, we point out that digital government diffusion should be viewed 
as the process of communicating ICTs through different channels among govern-
ments, not being simplified as a single decision step of technology adoption. The four 
key attributes identified in the definition reveal the essence of digital government 
diffusion innovation including social system, time, and communication. Following 
this, we synthesize how factors affect it. The results suggest that the innovation 
of technology affects users’ attitude toward using it; the social system is crucial in 
determining and supporting further diffusion; the time length allows early adoption 
to develop into late large extent diffusion; the communication channels shape the way 
of diffusion. The findings offer recommendations to enhance government capabilities 
and advance transformation through digital government diffusion, while also provid-
ing a clearer direction for future research.

Keywords: digital government, policy diffusion, public sector innovation, 
government capability, systematic literature review

1.  Introduction

Digital government refers to the employment of information communication 
technologies for improving government administration, which has been diffusing 
across governments via different paths for different purposes [1, 2]. Digital govern-
ment has unique advantages for enhancing administrative efficiency and delivering 
better services to the public. Hence, it is considered an important tool for building 
government capability and promoting government transformation [3]. Enhancing 
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government capability is particularly important under the context of society transi-
tion and government transformation [3]. In the past decade, digital government 
development has involved more complex influencing factors and challenges. These 
have impacted the progress of diffusion and resulted in less satisfactory outcomes 
in enhancing public sector innovation. Some governments have failed to implement 
digital government due to the limited budgets for potential upgrades. Diffusion in 
some municipalities is still at an early adoption stage, which restrains the objective-
ness of promoting public sector innovation through digital government diffusion 
[4]. The usage of technology initiatives facially meets the leaders’ expectations but 
does not align with the actual requirements [5]. Consequently, some governments 
have yet to embed the underlying systems in their government operations and fail to 
reap the promised benefits of digital government providing more effective services 
and information to the public [3]. Digital government diffusion still confronts 
enormous obstacles.

Despite the growing body of research on digital government diffusion, some 
problems remain unresolved. One problem is that the concepts of adoption and 
diffusion have been employed together without classification, which blurs the 
distinction between these two concepts. Studies often fail to clarify whether they 
are addressing diffusion or adoption, or even regard these as distinct processes 
[6]. The relationship between diffusion and adoption and the interdependencies 
between them were often ignored. Karch suggests that diffusion and adoption 
are two different concepts as diffusion concerns the movement of a policy across 
jurisdictional boundaries [7], while adoption is the decision to establish a policy 
in an individual jurisdiction [8]. Diffusion is a part of the larger process of adop-
tion. The interchangeable usage of diffusion and adoption prevents scholars from 
clearly understanding the logic and process of adoption and diffusion. This results 
in the imprecise exploration of the causes, characteristics, and patterns of diffu-
sion. Another problem is that digital government diffusion involves more complex 
forces. The usage and diffusion of digital government are not only driven by the 
purported benefits of the technology but also affected by citizens and organiza-
tional and institutional arrangements. Examining the impact of various forces on 
digital government diffusion is essential for identifying key elements and under-
standing how they drive the process of diffusion. Therefore, this systematic review 
focuses on answering the questions of what is the definition of digital government 
diffusion and how digital government diffusion has been influenced by different 
factors. By adopting a rigorous systematic review method, this study reviews the 
publications on digital government diffusion in a comprehensive and detailed 
way, synthesizing the definition and factors affecting digital government diffu-
sion and offering suggestions for future research. The results contribute to a better 
understanding of the relations and nuances between adoption and diffusion of 
digital government and reveal the key drivers behind digital government diffusion. 
Furthermore, the review results provide suggestions for policy makers to promote 
digital government diffusion to enhancing government capability and promote 
government transformation.

The structure of the article is organized as follows: Firstly, the method 
is explained; then, the synthesis results are presented; following that, the 
future research suggestion is addressed, and finally, the main conclusions are 
resumed.
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2.  Methodology

Considering the nature, aim, and objectives of this review research, the review 
method proposed by Kitchenham is the desirable method adopted for this literature 
review, which is designed to target the soft engineering area [9]. It provides clear 
and rigorous guidance to ensure the comprehensiveness and rigidity of a systematic 
literature review.

2.1  Data collection

Web of Science is selected as our main search source, as this electronic database 
includes the majority of articles in the field of digital government diffusion with high 
authority. To guarantee comprehensiveness and accuracy, “diffusion” and “adoption” 
are used as the search terms targeted at collecting publications related to diffusion. 
As illustrated in Figure 1, firstly, the search string “(Topic) diffusion OR adoption 
And (Topic) digital government OR e-government” is applied to search articles in the 

Figure 1. 
Process of records collection.
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Web of Science, the initial result is 3114 articles. Secondly, applying inclusion criteria 
to include articles that are peer-reviewed publications; within the domain of digital 
government diffusion; under the area of public administration or information library 
science as digital government is also related to information technology; English writ-
ing; and were published during 2000–2020. Based on these criteria, 652 articles were 
initially included. Thirdly, after reading the abstract, introduction, and main part 
of the article apply exclusion criteria to exclude articles that do not address digital 
government diffusion as the main focus; articles that only refer to digital government 
adoption without talking about digital government diffusion; and articles only focus 
on technology and function of digital government without referring to the diffusion 
of digital government. After removing irrelevant and duplicate articles, 79 articles 
remain. Finally, the entire articles were reviewed to remove those with low relevance 
to diffusion, ensuring that all the remaining articles relate to digital government. 
Fifty-eight articles that meet all criteria are finally collected. The collected articles 
involved digital government diffusion among municipalities, states, and countries.

2.2  Data extraction

The development of coding categories aimed to connect research design with 
research questions and to simplify the coded attributes for validity. Three primary 
coding categories were established to support the integration and synthesis of our 
findings: Firstly, a set of attributes aimed at identifying the current definitional 
state of digital government diffusion by distilling key conceptual dimensions is 
collected. This includes definitions used, problems in definition, and key elements 
in defining digital government diffusion. Meanwhile, a set of attributes relating to 
influencing factors and relevant theoretical lenses used are extracted to answer the 
second question. Additionally, attributes of methodologies and research dimensions 
are also gathered to analyze the research landscape in digital government diffusion. 
The results from these coding categories are synthesized to illustrate the concept and 
empirical landscape of digital government diffusion research. Then, results from 
all coding items and the proposed conceptualization are used to formulate future 
research agendas.

3.  Reviewing results

In this section, we present the synthesis results of conceptual analysis and then 
synthesize how various factors, align with the key attributes identified in the defini-
tion, affect digital government diffusion.

3.1  Concept reviewing

In this section, we synthesize the concept of digital government diffusion by 
showcasing the current definition problems, different definitions employed in the 
existing articles, and key attributes that should be considered. The results of the con-
cepts captured in the collecting articles show that the definition of digital government 
diffusion is unclear and fragmented. Especially in defining diffusion, about 50% of 
the total collected articles do not present a clear definition of digital government dif-
fusion, which impedes the correct and precise understanding of digital government 
diffusion. Furthermore, the nuances between adoption and diffusion are blurred in 
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defining these two concepts. In 22% of the articles, the term adoption has been used 
to describe and examine the diffusion of digital government. Some research combines 
adoption and diffusion as one process, putting more emphasis on exploring what 
influences the adoption of digital government rather than what influences diffusion. 
The unclear definition does not explain the essence of adoption and diffusion result-
ing in the mismatch in the focus of studying digital government diffusion. Although 
the concepts of adoption and diffusion have connections, they refer to different 
emphasis in the usage of digital government [10]. Nevertheless, only 15.5% (nine out 
of 58) articles point out the distinction between diffusion and adoption when refer-
ring to digital government expansion usage. The adoption of an innovation refers to 
the voluntary or coercive process through which first knowledge of an innovation is 
passed and attitudes toward the innovation are formed, adopt or reject the new idea, 
and implement the decision [10]. An innovation can be adopted at different degrees, 
from copying an innovation without making changes to using an innovation as an 
inspiration. In this word, adoption is a decision step, which emphasizes the first-time 
adoption of a new idea, practice, or service, by an organization [8, 11]. Diffusion 
refers to the process where prior adoption of a trait or practice in a population alters 
the probability of adoption for the remaining non-adopters [12]. Individual innova-
tiveness in diffusion can categorized into five categories based on different adoption 
sequences, from innovators, over early adopters, early majorities, and late majorities 
to laggards [11]. This indicates that diffusion is a process whereby potential users are 
communicated about the availability of new technologies and are persuaded to adopt 
and use these technologies [13]. Graham et al. suggest that policy adoption studies 
can be considered a subset of the general policy diffusion literature [14]. Therefore, 
instead of drawing a distinction between adoption and diffusion, we aim to clarify 
the nuances between adoption and diffusion, which is crucial for further advancing 
digital government diffusion.

A clear definition of diffusion is vital. In the existing definition of diffusion, 
the most frequently employed definition of diffusion is from Rogers’ explanation 
of innovation diffusion, with about 31% of research (18 out of 58). According to 
Rogers, diffusion is defined as a process by which an innovation is communicated 
through certain channels over time among the members of a social system [11]. 
Based on this definition, four key elements are highlighted in the innovation diffu-
sion process, including the innovation, social system, communication channels, and 
time. Innovation refers to an idea, practice, or object that is perceived as new by an 
individual or other unit of adoption; a social system refers to a set of interrelated units 
that are engaged in joint problem-solving solving and it constitutes a boundary within 
which an innovation diffuses; time describes the dynamic feature in the diffusion 
process illustrating that innovation decision is a process by which an individual passes 
from first knowledge of innovation through its adoption or rejection; the communica-
tion channels are how messages get from one individual to another, which mainly 
depending upon a subjective evaluation of an innovation that is conveyed to them 
from previous adopters [11]. Hence, diffusion is regarded as an interdependent action 
involving interplays between units. These four key elements also illustrate the nuances 
between digital government adoption and diffusion. From the time perspective, 
adoption is a short-term decision, whereas diffusion spans a longer period, involv-
ing sequential adoption groups. Adoption primarily focuses on the individual level, 
examining how personal attitudes influence the use of digital technology. In contrast, 
diffusion involves the interplay between organizations and jurisdictions, highlighting 
interdependency as a prominent feature in digital government diffusion. Adoption is 
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a crucial component of the innovation diffusion process and serves as a standard for 
evaluating the rate of diffusion. However, diffusion cannot be simplified as adoption, 
as this would oversimplify the key characteristics of digital government diffusion.

To better understand the diffusion of digital government, it is also essential to 
clarify what digital government entails. The definition of digital government is more 
agreeable. About 43% of the collected studies (25 articles out of 58) hold a similar 
opinion to the World Bank’s explanation, indicating that digital government, or e-gov-
ernment refers to the use of information technology to improve the business processes 
and service delivery of government departments and other government entities [15]. 
The advantages of digital government are highlighted in its definition indicating that 
digital government usage could advance the competence, effectiveness, intelligibility, 
and accountability of public government [8, 16]. This supports the notion that digital 
government is a valuable tool for governmental transformation. The key attributes of 
digital government include using ICTs to facilitate public service delivery as well as 
enhancing administration capability. Therefore, digital government can be defined 
as a government’s use of ICTs to deliver public services to businesses and citizens, for 
improving efficiency, effectiveness, and accountability in public government.

Based on the above analysis, considering the key attributes of both diffusion and 
digital government, and clarifying the nuances between adoption and diffusion, 
digital government diffusion can be defined as follows: The innovation of using ICTs 
to improve government administration is communicated among members in the 
social system over time through various channels. So, digital government diffusion is 
a dynamic process where the prior practice of using digital government in a popula-
tion affects the probability of adoption for the remaining non-adopters. This reveals 
the crucial characteristic of digital government is interdependence. It highlights the 
four key attributes including innovation of using ICTs, the social system, channels 
of communication between different units, and time. Defining digital government 
diffusion in such a way implies that it is a two-way communication where participants 
create and share information concerning innovations. Such conception describes 
communication acts of persuading a client to adopt an innovation in the diffusion 
process and clarifies the nuances between adoption and diffusion. It reveals that 
digital government adoption is a result of the diffusion process, where people or orga-
nizations may adopt it when the recognized innovation has been diffused. The digital 
government diffusion process affects adoption decisions, and the widespread adop-
tion of digital government can create a new diffusion process. This definition does not 
aim to distinguish adoption and diffusion as two distant concepts but highlights the 
connections and nuances for clearly understanding the key focus in studying digital 
government diffusion.

From the theoretical perspective, the clear definition contributes to having the 
precise understanding of digital government diffusion with clarifying the nuances 
between adoption and diffusion. This addresses the theoretical gap and reduces 
ambiguity between digital government adoption and diffusion. By identifying the key 
essence of digital government diffusion, it establishes a crucial theoretical foundation 
for further research in the field.

3.2  Influencing factors synthesis

Digital government diffusion is not a straightforward process but a more complex 
procedure comprising a blend of factors. Revealing how these factors affect digital 
government diffusion is essential to unveil the primary drivers behind and obstacles 
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to the digital government diffusion process. The four key attributes outlined in 
defining digital government diffusion-innovation, the social system, time, and com-
munication channels- indicate the essence of digital government diffusion. And they 
also provide key anchors to structure the main factors influencing digital government 
diffusion. In light of these four crucial attributes, we synthesize how forces from 
these four dimensions influence digital government diffusion to comprehend the key 
drivers behind it.

3.2.1  Innovation in digital government diffusion

Firstly, innovation is a key attribute in digital government diffusion. It refers to an 
idea, practice, or object perceived as new by an individual or other unit of adoption 
[11]. The perceived newness of the idea for the individual determines their reaction 
to it. So, newness in innovation encompasses both new knowledge and attitudes 
toward it. Following this, we specify the innovation attribute by synthesizing two 
group factors: the technology development and users’ perception. 12% of the col-
lected articles (seven out of 58) examine how technology influences digital govern-
ment diffusion. They found that the degree of internet penetration provides basic 
support for digital government adoption in municipalities [17, 18], and it requires 
technical capacity to advance digital government [19, 20]. However, the digital divide 
significantly hinders digital government diffusion [19], especially in developing 
regions where it faces many challenges due to lagging technology development. 
Consequently, this divide poses a substantial barrier to expanding digital government 
implementation. Even though advanced technology is essential, it is not the primary 
force driving the extent of diffusion. The more crucial factor is the users’ perception 
of this newness, as it ultimately determines whether users will use it. The synthesis 
results found that about 21% of articles (12 out of 58) explored the influence of users’ 
perceptions and attitudes on accepting and utilizing innovative technology. Among 
these articles, five articles adopted the Technology Acceptance Model (TAM) to test 
users’ perceptions. It claims that perceived usefulness, namely the adoption of new 
technological systems will aid the accomplishment of their work performance; and 
perceived ease of use, explained as the difficulty in using new technology, could 
influence one’s intention to use innovative technology [21]. Results support that 
perceived usefulness and perceived ease of use are significant in influencing the 
intention to adopt e-government services [2, 18, 22]. Another often employed model 
is the Unified Theory of Acceptance and Use of Technology (UTAUT). It claims 
four main determinants of the behavioral intention to use new technology including 
performance expectancy, effort expectancy, social influence, and facilitating condi-
tions [23]. In the collected articles, six out of 58 articles adopted UTAUT and found 
that attitude and performance expectancy have a significant influence. Respondents 
with a positive attitude and a perception of digital government systems as useful are 
more likely to accept and use this innovation [24]. Specifically, trust and perceived 
relative advantage have significant positive relationships with citizens’ intention 
toward using e-government services [25], while perceived complexity has a negative 
relationship with the intention to use e-government services [22]. These findings 
support that as the main users, citizens concern more on what potential benefits they 
can gain from the use of digital government and the difficulties in using such kind 
of innovative technology. The degree of adoption among users will promote further 
new diffusion. To enhance this diffusion, it is crucial to emphasize the advantages 
and utility of digital government, fostering user acceptance and a positive attitude 
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toward innovation. This underscores the individual motivation behind digital gov-
ernment adoption. Therefore, from the perspective of innovation attributes, digital 
government diffusion necessitates a robust technological foundation and positive 
user perception toward this innovation.

3.2.2  Social system in digital government diffusion

Secondly, the social system is another key attribute as diffusion occurs between 
multiple units. A social system refers to a set of interrelated units engaged in joint 
problem-solving to achieve a common objective, and it constitutes a boundary 
within which an innovation diffuses [11]. So, in the social system, it is crucial to 
consider how the social structure, the norms, and the roles of opinion leaders affect 
digital government diffusion. A system structure is the patterned arrangements 
of the units in a system, ensuring stability and regularity to individual behavior in 
a system [11]. Norms are the established behavior patterns for the members of a 
social system. Opinion leaders provide information and advice about innovations 
in the system, and opinion leadership can informally influence others’ attitudes 
or behavior with relative frequency. We examine these components through three 
factors—institutional, organizational, and political—to understand their impact on 
digital government diffusion.

As digital government diffusion is an important strategy for government transfor-
mation, it entails adapting to the organization structure and institutional regulations 
rather than merely spreading innovative technology between governments. The 
synthesis results show that institutional influence attracted much research attention, 
with 12% (seven out of 58) articles exploring how institution capacity, institution 
pressure, institution regulations, strategy, and institutional support affect digital 
government diffusion. It shows that institutional expectations drive public organiza-
tions to adopt new technology practices employed by peer organizations [8]. The 
institutional and administrative capacity could secure the skills and resources to pro-
mote the growth of ICT utilization in the public sector [26]. So, a more sophisticated 
national governance institutional climate positively influences the development and 
diffusion of digital government [3]. Not only do institutional norms but also organi-
zational factors directly affect digital government diffusion. About five articles found 
that the organizations’ size, status, and budget affect the level of digital government 
adoption in municipalities [4, 16, 20]. Larger governments are more proactive and 
strategic in advancing digital government as they have greater financial capability 
to afford new technologies and respond to external pressures compared to smaller 
governments. These larger cities benefit from greater administrative, technical, and 
financial resources, which facilitate the pursuit of alternative managerial innovations 
[4, 17]. Additionally, cities with a larger, higher level of education, and more politi-
cally active population are more likely to adopt and advance digital government than 
others [4, 20]. Not only the slack resources in organizations enable experimentation 
with innovations but also the organization’s needs may facilitate innovation [27, 28]. 
Municipalities with more need for one-stop-government services may have a high 
likelihood of adopting digital government innovation [27]. Therefore, the attributes 
of an organization constitute the foundational conditions and structure that sup-
port digital government diffusion, though they are not easily altered in a short time. 
Institutional arrangements are crucial forces affecting how digital government is 
leveraged for promoting government transformation and the degree of digital govern-
ment diffusion.
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Political factors also have a profound influence, with six articles investigating 
political influence. It confirms that the support of political leadership, political 
pressure, and political appropriateness are significant in affecting digital government 
adoption decisions [10, 29, 30]. In the decision to adopt digital government, political 
support is a crucial factor, compared to the budget and technical capacity, economic 
considerations, and constituency pressure. This reveals that digital government 
adoption is an internally driven process. It is primarily influenced by the views of 
the political leadership [29], rather than motivated by rational economics nor is it 
constrained by technological capacity and fiscal factors. Political leadership makes a 
difference and can be both encouraging and concerning. On a positive note, elected 
officials can promote innovative changes in a bureaucracy in response to environmen-
tal changes and public demands [8, 31]. In contrast, political leadership could also 
impede the process of diffusion innovation for personal political goals. Moreover, 
the political regime would shape the way and result of digital government diffusion. 
For example, under the influence of the centralized decision-making system and the 
“pressure system” of policy implementation, launching digital government projects 
would become a means of showcasing politicians’ ambition and pursuing electoral 
success [32]. Consequently, digital government is hardly been utilized to improve 
government performance. Not only within the state, but in the international context 
political regimes also affect diffusion, the diffusion via international networks is 
contingent on political regime types [33]. Therefore, political attributes are key forces 
in determining the adoption and diffusion of digital government. In assessing influ-
ence from the social system dimension, it is necessary to consider organizational, 
institutional, and political influences. The integrated forces from these perspectives 
could significantly affect digital government diffusion.

3.2.3  Time in digital government diffusion

Thirdly, time is a crucial element describing the dynamic feature in the diffusion 
process, which illustrates that innovation decision is a process by which an individual 
passes from first knowledge of an innovation through its adoption or rejection. The 
innovativeness in diffusion concerns the degree to which an individual or other unit 
is relatively earlier in adopting new ideas than the other members of a system [11]. 
So, system members can be categorized into different adopter groups based on the 
relative time of adoption. These different adopters across time have different motiva-
tions. It implies that early adopters seek opportunity framing and are motivated to 
attain social and economic benefits, whereas later adopter is concerned with threat 
framing and motivated to avoid social and economic loss [34]. The motivation to 
achieve gains, rather than merely avoid losses, drives more extensive implementation 
of digital government [34]. With more adopters joining, it triggers a broader and 
more substantial diffusion. Additionally, later adopters could benefit from learning 
the experience of previous adopters to reduce the complexity of innovation and know 
what organizational changes have to be considered [35], which reduces barriers to 
advancing digital government diffusion. In the international context, later adopt-
ers are also affected by the experiences of earlier adopters. Developing countries 
concerned with their social and economic contexts may not be ready to adopt the 
digital government models that are already adopted by the early adopters in the world 
[34, 35]. This explains why some countries are unwilling to adopt digital government 
initiatives. The time sequence in adopting innovation also relies on social conditions, 
it finds that the states that emerge later as innovators are those that have created 
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facilitating institutions and are more affluent and educated states [1]. States that are 
wealthier and more educated would be more likely to move ahead with digital govern-
ment [28]. Therefore, different motivations drive earlier and later adopters to adopt 
digital government. Earlier adoption over time would influence more later adoptions 
and then trigger further diffusion. Early adopters’ success in using digital government 
would facilitate the motivation of later adopters to join in the usage of innovative 
technology either to seek gains or avoid loss. Thus, the innovativeness across time 
affects the degree of digital government diffusion.

3.2.4  Communication channels in digital government diffusion

Fourthly, diffusion is a special type of two-way communication in which new 
ideas are exchanged [11]. So, the essence of the diffusion process is the information 
exchange by which individual or units communicates new ideas and practices with 
each other. The communication channel, as the means to transfer messages from one 
individual to another, plays a crucial role in connecting two units. Most individuals 
and units depend mainly upon subjective evaluation of the innovation that is com-
municated to them from previous adopters. This dependence on the shared experi-
ences of close peers implies that the diffusion process concerns potential adopters’ 
modeling and copying of their peers who have already adopted innovation. So, we 
synthesize how interaction with peers affects digital government diffusion. Owing 
to their similar political and socioeconomic backgrounds, neighboring units tend 
to influence each other to adopt new innovative strategies. In addition, frequent 
mobility and information exchanges lead to regional comparison and competition 
that also extend to the adoption of digital government technologies. A total of 11 
articles investigated the external network influencing digital government diffusion. 
The communication channels involve both vertical and horizontal channels, with 
coercive pressure from vertical; mimetic, competition, and learning pressure from 
horizontal [36]. All these communication channels play a significant positive influ-
ence on digital government attention [37]. In the international context, countries 
that occupy central positions in global e-government networks are more likely to 
enhance the quality of their digital government systems [33]. Additionally, global 
competition motivates countries to invest in digital government to achieve superior 
e-governance, with leaders influenced by the actions of neighboring countries 
[38]. Therefore, network connection is an important way that shape the progress 
of digital government diffusion. It affects how the innovation is being transferred 
among social members.

In sum, these four attributes constitute the key essence of digital government 
diffusion. Based on the synthesis results, digital government diffusion is affected 
by forces from dimensions of innovation, social system, time, and communication 
channels. Although all these four elements are crucial to digital government diffu-
sion, they play different influencing roles. In evaluating the innovation attributes, 
technology development is the prerequisite for enabling innovative technology 
diffusion, but it is not the primary core element. The lag technology would impede 
digital government diffusion, but more advanced technology cannot ensure further 
and deeper diffusion. It is more important how users perceive innovation with the 
ease of use and perceived advantage of technology, which determines whether the 
innovation technology is accepted. This explains the reasons for accepting technology 
from the individual level. So, the innovation attribute functioned as the “starting 
point” for the diffusion process. The common purpose of using digital government to 
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enhance governance capability determines that the social system is the core element 
in promoting digital government diffusion. Especially, the institution’s capability 
and norms would affect the fitness when the digital government is diffused from one 
unit to other units. Organizational size, budget, and resources determine govern-
ments’ capability to adopt and diffuse digital government initiatives. And the political 
opinion leaders would determine whether the digital government would be used 
and further diffused to improve the government’s administration. Therefore, the 
institution’s norms, organizational structure, and political intention would determine 
to which extent the advantages of digital government would be utilized. The com-
munication channels would affect the process of how digital government is diffused, 
and it implies the interdependence feature of diffusion. The time would impact the 
diffusion degree, but the focus on the time perspective is not much, which presents 
the weakness in the current study of digital government diffusion. Therefore, digital 
government diffusion is a complicated process involving integrated forces in the 
decision-making and dynamic process.

From the practical perspective, the synthesis results contribute to providing 
recommendations for policymakers to promote digital government diffusion. 
Highlighting the benefits of digital tools can improve citizens’ perceptions to 
increase acceptance of digital government. Enhancing the support of political 
leaders is essential, as they directly influence diffusion decisions. Meanwhile, 
strengthening institutional and administrative capacities is necessary for more 
effective implementation of technology and leveraging digital government to drive 
transformation. Additionally, governments should utilize multiple communication 
channels to exchange information with other governments, promoting diffusion in 
optimal ways (Table 1).

4.  Future research agenda

Following the definition clarification and the synthesis of the influencing  
factors on digital government diffusion, we employ our findings to provide two sets 
of recommendations for further research. The first set is inspired by our proposed 
definition of digital government diffusion and synthesis of how digital government 
diffusion is affected by different forces. The second set is spurred by the results of 
the field synthesis to propose suggestions for improving future research regarding 
research methods, and dimensions in digital government diffusion.

Perspectives of influencing factors Sub-categories Article number Percentage

Innovation Technology development 7 12%

Users’ perception 12 21%

Social system Institutional influence 7 12%

Organizational influence 8 13%

Political influence 6 10%

Time 4 6%

Communication channels 9 15%

Table 1. 
Influencing factors summarization.
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Firstly, we leverage our proposed conceptualization of digital government diffu-
sion to propose coherent future research. Our definition of digital government diffu-
sion highlights that although adoption and diffusion have several connections, they 
have different emphases. Future research should pay more attention to the nuances 
between the adoption and diffusion of digital government. While adoption centers 
on acceptance of technology, diffusion involves a dynamic process across multiple 
organizational units. Recognizing these differences can lead to a deeper understand-
ing of the forces driving digital government diffusion, beyond mere technology 
adoption. Meanwhile, theories in current research are more focused on explaining 
individual perceptions of accepting innovation, which cannot further explain the 
logic and essential features of diffusion. So, more comprehensive theories could be 
further developed to explain the innovation diffusion phenomenon. The synthesiz-
ing results show digital government diffusion involves four key elements including 
innovation, social system, time, and communication channel. Our results reveal that 
the attributes of the social system play crucial roles in facilitating or impeding digital 
government usage to improve government administration. So, future research could 
further explore how organizational, institutional, and political forces interreacted 
in affecting digital government diffusion. It could provide insights on how to reduce 
barriers from the social system to achieve the objectives of utilizing digital govern-
ment for government transformation. The focus on examining how innovation diffu-
sion over time is rare, and future research could investigate more concerning how is 
the dynamic process of diffusion. Additionally, with growing research on diffusion, 
measuring how is the result of diffusion is also crucial, we call for future research to 
develop multi-dimensional measurements and scales for diffusion.

Secondly, based on the general field synthesis result, we propose suggestions on 
research methods, and research dimensions for further advancing digital govern-
ment diffusion research. For research methods, the common trend is adopting 
quantitative methods, about 55% of research (32 out of 58), to test the relationship 
between different variables and diffusion. Including employing event history 
analysis (EHA) on a unique longitudinal data set of municipal digital government 
adoptions to examine the factors that lead to the timing of the adoption; and con-
ducting ordinary least squares (OLS) regression models to analyze the determinants 
of digital government usage at different government levels. Although quantitative 
methods can directly test the relationships between influential factors and digital 
government diffusion, they are limited to further explaining why those factors 
affect digital government diffusion. Qualitative research is essential for exploring 
these underlying reasons. However, such methods are underutilized, with only 
20.6% (12 out of 58) of studies employing them. In-depth interviews with stake-
holders provide a comprehensive understanding of the motivations behind digital 
government development and diffusion. Case studies are effective for identifying 
complex processes and key events over time. Combining case studies and interviews 
has the advantage of considering the contextual conditions and can reveal the 
underlying reasons and barriers to digital government diffusion within specific 
contexts. Future research could employ more qualitative methods exploring how 
different forces, especially institutional and organizational forces, affect the dif-
fusion process and results, which would contribute to uncovering the deep reasons 
behind digital government diffusion.

For research dimensions, Digital government diffusion has been studied from 
different levels, with 41.3% (24 out of 58) targeted at the national level, and 22.4% 
(13 out of 58) articles targeted at the international level. In contrast, only 22.4% (13 
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out of 58) articles focus on local government level. This indicates that the research 
attention is more concentrated on macro levels, investigating the overall situation of 
digital government diffusion in nations or across nations. However, local governments 
as the crucial actors in implementing policies whose intention and objectives could 
affect the decision of adoption and diffusion penitently. Existing research on digital 
government adoption in local government failed to look at the various types of rela-
tionships existing, through ICT, between municipalities and their stakeholders [39]. 
There is less evidence of the attributes of municipalities associated with technological 
innovation when it is looked at from a multidimensional perspective. Thus, in the 
future, more research attention could be allocated to local government’s decisions and 
behavior about digital government diffusion. It can contribute to further understand-
ing the motivation and actual actions conducted by local governments to get insights 
on how to better improve digital government diffusion.

Finally, this study is limited by selecting articles from only one database, poten-
tially overlooking relevant articles that met the criteria but were not collected. 
Future research could broaden the data sources by including other databases, thereby 
expanding the scope of articles and enhancing the validity of the synthesis results.

5.  Conclusions

This book chapter presents the results of a systematic literature review of 58 
articles based on the method proposed by Kitchenham. After clarifying the nuances 
between adoption and diffusion, the paper suggested that digital government can be 
defined as: The innovation that using ICTs to improve government administration is 
communicated among members of the social system over time through various chan-
nels. Following this definition, it has four key attributes: innovation of using ICTs, the 
social system, channels of communication between different units, and time. The dig-
ital government diffusion process affects adoption, and the widespread adoption of 
digital government can create a new diffusion process. So, the crucial characteristic of 
digital government diffusion is interdependence. To ensure consistent understanding, 
the paper follows the four key attributes to synthesize how key forces affect digital 
government diffusion. The results show that, in the innovation attribute, technology 
development is not the primary reason for facilitating innovation diffusion but serves 
more as the basic condition for supporting technology diffusion. Users’ attitudes and 
perceptions toward technology are important in determining whether the technol-
ogy will be adopted or not, especially the perceived usefulness and perceived relative 
advantage of the technology. The attribute of the social system plays the core role 
in digital government diffusion, as digital government is a tool to promote govern-
ment transformation. In the social system, the organization’s size and resources 
would determine how much support it can provide for digital government diffusion. 
Institution pressure, regulations, and regimes affect whether the innovation fits into 
the institution’s arrangement. And political leader’s opinion would determine whether 
to adopt and diffuse digital government. The time attribute implies the dynamic 
feature of diffusion. Time length is the parameter for measuring earlier and later 
adoption. The adoption over time would provide experiences for late potential adopt-
ers therefore attracting further effective diffusion. So, time is a necessary attribute for 
the dynamic development of diffusion. The different communication channels create 
ways for information exchange ensuring two-way communications among members, 
shaping the way of digital government diffusion.
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Chapter 5

Prolegomenon on the 
Implementation of Artificial 
Intelligence in Notarial 
Competencies in Ecuador:  
A Legal-Critical Approach
Luis Eduardo Rengifo Aispur and Freddy Patricio Torres Briones

Abstract

The Ecuadorian notarial system, with more than 200 years of history, faces 
challenges in the digital age. The implementation of technologies, such as blockchain 
and artificial intelligence (AI), could revolutionize notarial practices. Although 
blockchain offers immutability and security, it would not completely replace the 
Latin notary, whose functions go beyond mere authentication. AI, through Machine 
Learning and Deep Learning, could assist in tasks, such as document review, verifica-
tion of legal requirements and detection of inconsistencies in contracts. A hybrid 
model with the use of an automated platform with AI, and the functions of the 
notary, would combine human experience with technological efficiency. This would 
require an update of the legal framework, investment in infrastructure and training. 
The digitization of documents and the creation of a decentralized and permissioned 
platform would improve the accessibility and efficiency of notarial services. The 
change faces resistance in a traditionally conservative sector. However, following 
examples such as the SIGNO platform in Spain, Ecuador could gradually modernize 
its notarial system, maintaining the essence of public faith while taking advantage of 
the benefits of new technologies.

Keywords: Legal Tech, Notary Law, Comparative Law, artificial intelligence,  
legal certainty

1.  Introduction

Artificial intelligence (AI), two words that in contemporary times sound in all 
areas of human interaction, sometimes out of curiosity, other times with mystery, 
even with fear of what it encompasses and the potential of this new form of technol-
ogy that has changed this digital era. This new technological development is here to 
stay; and, as Oppenheimer says, it is necessary that, at least in the workplace, profes-
sionals adapt to these new forms of applied sciences, to make the most of them and 
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benefit from their qualities [1]. Of course, with the adequate security that must be 
implemented in order not to incur in a violation of Human Rights.

Now, the subject of Human Rights has been touched, so it is necessary to move 
momentarily to the field of Law, since this essay seeks at least prima facie to give 
certain guidelines on important concepts of AI so that it can be implemented in one 
of the functions of great importance of legal life, that is, Notarial Law. Therefore, this 
study seeks to immerse itself in a fascinating and for the moment little-explored ter-
ritory, such as the implementation of AI in the sphere of the activities of the Notarial 
Service in Ecuador.

There is a fluctuation between what is advanced technology and its implementa-
tion in legal systems, understanding that when referring to legal systems, it does not 
refer to digital systems, rather, it refers to systems, such as the form, organization, 
methodology and technique that the legal systems that govern a State have. There are 
many challenges for the implementation of technology not only in the field of Law, 
but in several fields and disciplines where AI can be used, however, the opportunities 
it offers are truly unimaginable.

As this short research progresses, questions will be answered and very important 
concepts will be discussed, such as: What is the Notarial service? What is public faith? 
What do Blockchain concepts encompass? What are Smart Contracts? What is meant by 
digital identity?, among others. Although it is a prolegomenon, that is, a pre-seminal 
study, the main issue of ethics for the use of AI cannot be left aside, especially because 
when looking for the configuration, and giving certain references for its implementa-
tion in notarial service, it touches on issues, such as the certification of documents 
that must be authentic, verification of identities and competencies that are essential 
in this state function.

This introductory essay on this casuistry also seeks in some way to stimulate and 
encourage the dialog, or necessary debate between experts in the field of technologi-
cal sciences, jurists passionate about the way in which Law should act, in the face of 
these changes in digital paradigms with the advance of AI, and of course with the 
union of these specialists. With an adequate dialectical exercise, continue to promote 
the hermeneutical and epistemic bases, for adequate legal development, which above 
all adapts to these new trends, with precision and caution of course, considering that 
the human factor, human dignity, must always be the center of all progress within the 
different disciplines, including of course the sciences of computer technology.

Well, once the most relevant aspects of all the elements that make up the theme 
of this short study have been collected, it is necessary to briefly and in a general way 
reply to both the questions posed and the concepts previously wielded in the preced-
ing lines; for which, it is necessary to start with one of the main variables of this 
proposal, in this sense.

1.1  What is the notarial service?

This point is of great importance within the introductory development of this 
research work, since it is one of the crucial elements of the topic raised. The notarial sys-
tem in most countries makes a solid reference to determining notaries as those officials 
within the field of public law or public management, whose service and instruction is 
based on receiving the actions and contracts that the people who have entered them wish 
to give them a sense of true authenticity. This, of course, together with the documents 
issued by a public authority and to ensure their date, to preserve them, that is, to keep an 
adequate record of them, to issue copies and certified documentary expeditions [2].
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The standard definition of the notarial service is taken from the famous French 
Law of Ventose, proclaimed in the year XI, exactly on March 16, 1803, the same 
conceptualization that was coined by neighboring countries, such as Belgium 
and Luxembourg. Germany, in the same way, in the Federal Law on Notaries 
(Bundesnotarordnung), established a definition of notary and what it entails with 
the notarial service like those of these European countries already mentioned. It is 
necessary to add something quite curious within the history of this topic, and it is 
since France and Luxembourg replaced the name of fonctionaire with Officer public, 
resulting in a distinction between what is a public official, a public servant and those 
officials of the State who have a public delegation in their name [2]. This final form of 
separation of terms and understanding of the figure of the notary has been expanded 
to most countries in whose legal systems, and this delegation of public power is 
established to provide public attestation of the certainty of the actions with physical 
or digital documentary support, as in the case of Ecuador that handles these compe-
tencies for Notaries.

Now, with these ideas embodied, it is important to propose some definitions by 
country, so that there is a clear understanding of what the notarial service entails. In 
Spain, the definition of notary states: “The notary is the public official authorized to 
attest, in accordance with the laws, to contracts and other extrajudicial acts. There shall be 
in the whole kingdom only one class of these officials” [2]. This information is extracted 
from the Law of Notaries of May 28, 1862.

In Italy, the concept given to notaries lies in the fact that “Notaries are public 
officials instituted to receive documents between the living or of the last will, to attribute 
public faith to them, to keep them in deposit, to issue copies, certificates or extracts” [2]. 
This information is extracted from the Notarial Ordinance.

In Holland, the office of the notary is spoken of as follows: “The office of the 
Notary gives the notary the power to draw up authentic documents in the case in 
which the law obliges or when a party demands them, as well as to perform other tasks 
imposed on him by law” [2]. This information is taken from the Law on the Office of 
Notaries of April 16, 1998.

Information has been taken from the old laws that give rise to the conceptualiza-
tion of the notary and his competencies in the notarial service; to exemplify that from 
those years to the present, the functions of the Notaries’ Offices have not changed to 
a great extent, maintaining these functions and denominations of the activities of the 
notary. In Ecuador, Article 6 of the Notarial Law stipulates that: “Notaries are officials 
invested with public faith to authorize, at the request of a party, the acts, contracts and 
documents determined in the Laws” [3]. This legal regulation has its last reform in 2022, 
so it is evident that, as already mentioned, the functions of Notaries have not changed 
since the times of its state and legal formalization.

1.2  What is public faith?

When referring to public faith, it must be taken into consideration initially that it 
is born from the legitimacy that is granted by the decision of the people and that it is 
enshrined in the Constitution, since, since the will of the sovereign is translated into 
the fundamental political charter of a Nation, the competencies, attributions and 
faculties, given to the Notarial Function, are designs of the population, therefore, from 
there the public faith is born.

Now, specifically to the technical part of what makes up the public faith, it should 
be noted that this is the essential function that a notary has, to authenticate or give as 
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effective and reliable, those actions or contractual relationships that occur between 
people and which to have a legitimate effect are carried out before a notary [4]. In this 
sense, these documents endowed with public faith serve as full proof of being totally 
authentic documents.

Article 7 of the Notarial Law that governs the Republic of Ecuador states: “Each 
Notary shall exercise his function within the canton for which he has been appointed, 
regardless of the domicile of the grantors, the location of the assets subject to the act or con-
tract or the place of fulfillment of the obligations” [3]. Although this article refers to the 
fact that Notaries’ Offices are divided into cantons, of course, depending on the need 
that exists, with emphasis on population demographics. The public faith radiates to the 
entire Ecuadorian territory, so that acts or contracts can be entered into at any notary 
in the country, no matter if the grantors’ domicile is in another city, if it is stated that 
they are in the place where the notarial certification is to be carried out, therefore, as 
can be observed, public faith is throughout the national territory.

1.3  Artificial intelligence and law

The development of technology is undoubtedly unstoppable, it has become a cen-
tral and primordial part of the human being, in all areas. It is often said that the best 
results and opportunities for the future come out of great crises. COVID undoubtedly 
brought an unprecedented human crisis, where barbarities, atrocities and fear took 
over the entire planet. Apart from all these bleak scenarios, in the field of technology, 
it was a deployment of its use and advancement and implementation in all areas at 
least of human interconnectivity.

However, there is the other side of the coin, the one pointed out by Byun Chul-
Han, Noah Yuval Harari or Shoshana Zuboff, as they warn of the dangers and 
dystopias that the excessive use of technology and above all the radical advance of it 
can bring [5]. These authors, whose thoughts are compiled in Rivero Ortega’s work, 
analyze the fact that the dependence that the use of technology has generated is 
worrying, since they could turn humanity into something very different from what 
was normally conceived of in ancient times, generating a dead-end hybrid between 
naturalization and tools.

Every advance entails a risk that is evident, and this has been seen throughout his-
tory, that is why in this contemporary space of application of new forms of technology, 
the role of the law is essential, in order to protect freedom, privacy, prevent and above 
all put a clear limit to the appropriate use of these advances such as AI [5]. For this, 
the role of legislators and the correct advice to them are very important, who in their 
hands have the law-making figure that not only needs the appropriate parliamentary 
technique, but also the essential knowledge of what technology called AI implies.

1.4  Ethics as an essential tool for artificial intelligence (AI)

Ethics, indispensable in all disciplines and why not say, in all forms of human 
activity, its use is necessary more than ever, is the key point of the deontological part of 
the good management of the new technological realities. The duty to be (deontology), 
a fundamental axiom for the way in which digital tools must be used, is essential, as a 
council of experts that adequately guide the abuses and excesses that artificial intel-
ligence can have [5].

“Ethics serves to guide appropriate conduct, but it does not allow obligations to be 
pointed out or sanctions imposed for their compliance. We should not be surprised, then, by 
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the funding received by a growing number of centers and institutes on the ethics of artificial 
intelligence” [5]. Rivero Ortega proposes a clear idea about the capitalization that the 
growing fever of artificial intelligence and its use has had, taking into consideration 
that beyond all centers, institutes, schools, etc., what is necessary is to promote a cul-
ture of clear ethics about how artificial intelligence should be for the proper use and 
exploitation of it, establishing the risks and problems that could lead to its malfunc-
tion and wear and tear for negative objects.

At the present time, within what is the legal doctrine regarding the implementa-
tion of artificial intelligence, it is highlighted that there is really a lack of technical 
criteria regarding the science behind intelligence, to be able to contribute with 
exact methods or, at least, sufficient, in order to achieve an adequate regulation as 
close as possible to the idea of what is really needed in the regulation of artificial 
intelligence.

1.5  The new form of identity? Digital identity?

To concentrate all the necessary components for a correct understanding of 
what is needed to formulate an adequate prolegomenon of ideas and guidelines on 
implementing artificial intelligence (AI) in the Notarial function of Ecuador, since, 
although it is a legal approach, it is necessary to take certain keys as necessary ele-
ments in this fusion of information technologies with this public faith service.

Therefore, it is imperative to highlight certain realities in today’s times, normally 
within the interaction of people, for digital tools, at least in social networks, it is 
necessary to emphasize that information must be provided as a set of data that is 
presented on the screen and that, in the cases of the creation of a truthful or reliable 
profile, these are undoubtedly going to belong to a real person.

With this criterion, it is possible to highlight the fact that in the division of the 
analog with the digital, there is within the figure of the human being, a physical 
identity, but undoubtedly now, a digital identity that represents that person in the 
cybernetic world, for which this representation must be controlled by the person to 
whom it is represented. Of course, in a normal case, however, also in those cases where 
a person uses false information, in one way or another there is information on the 
network that represents an avatar controlled by this person.

Some authors point out that, “beyond digital identity, we must speak of the 
accreditation of the person’s identity by digital or electronic means, because the person 
remains an osla, even if he or she interacts in different communities” [6]. However, 
these terms’ digital identity points to the fact that a person, by handing over their 
information to a digital platform, is somehow forming an identity in the cyberspace 
that represents them.

1.6  Legal Tech and blockchain

Basically, this digital figure of new information technologies is an expression that 
has expanded throughout the world, which is why it has been used in several of the 
new digital operations that exist such as fintech or the implementation of technologi-
cal development and AI in finance. “Blockchain is a distributed database, that is, decen-
tralized or operated from different points of service or nodes of a network, whose technical 
foundations are anchored in the so-called Distributed-Leger Technology (DLT), and which 
is based on these essential configuring notes” [7]. The central effect or central importance 
of this type of technology lies in the existence of data divided into unique blocks by 
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chains of electronic signatures with an algorithm of organization and chronological 
systematization of double keys, this is divided by a first, where it can be operated by 
the public and the other that is in fact operated privately asymmetric cryptography.

Well, an essential component in this system of data chains is undoubtedly the work 
carried out by the nodes, which are basically computers or devices, which essentially 
base their operation on storing partial or complete copies of the blockchain. They are 
responsible for verifying and overvalidating the authenticity of new transactions that 
are made in the data chains. They transmit the essential information they store about 
preexisting transactions and blocks to other nodes. Finally, they help maintain the total 
integrity and security of the network to safeguard the information contained in it.

It is necessary to complement this small introductory section of concepts, to 
refer to what the new expression LegalTech means, since in essence this term refers 
to the area of the Commonwealth, as specifically in the origin of the help that small 
and medium-sized enterprises (SMEs) provide to law firms, providing them with 
specialization in technology, legal resources, as well as technological tools focused on 
making the legal profession more efficient and effective [7]. In other words, with the 
use of the help of digitalization and technological instruments, the work of lawyers 
can be carried out in less time and investing fewer resources.

LegalTech, as an expression, was originally coined in the United States around the 
1990s, as a part of great value and importance of the phenomenon that was recurrent 
at that time in the reality of public and private finance known as fintech. This phe-
nomenon is of great relevance specifically with the development and work activity of 
the large law firms that exist, which require several different services, such as special-
ized financial advice with the implementation of digital systems that guide these 
ways of doing finance [7]. In Europe, in the United Kingdom, fintech and LegalTech 
services are often used as a specific form of financial and legal advice.

Thus, the implementation of LegalTech is characterized by all these processes of 
automation of the organization of judicial cases, projects focused on the legal field, very 
important selection of the legal rules applicable to specific cases and, in addition, on the 
economic level, the processes that are directly related to the forms of payment, invoicing 
to customers, management of documentation and digital archiving of the same.

Linked to the central theme of this research, regarding the implementation of 
artificial intelligence in the legal field, we must in Chinese courts of justice, LegalTech 
tools, such as AI, are already used to resolve real legal cases. AI-related technological 
assistants are used to collate evidence, verify information and even predict sentences; 
they are also essential in the reliability of sources and impartiality in the handling of 
information [8]. The Chinese government is actively supporting industries and invest-
ing in the development of AI, including implementing them in the different branches 
of the central government to improve their activities, competencies and attributions.

1.7  Smart legal contracts

The theoretical computer scientist Nick Szabo, creator of Smart Contracts in 1996, 
gave a great advance to the legal society with the implementation of the electronic 
contract. This contract has some special characteristics, in which the clauses that 
make it up, especially those of the pecuniary issues, obligations and object of the 
contract, are automated by software and hardware elements [9]. However, this type 
of contract faces several types of challenges, related to its practical application in 
some contractual relationships, in which it generates a great problem when it comes to 
its application.
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This problem is involved in the fact that this type of contract often leaves aside 
the essence determined in what is known as the legal business, which is based on the 
agreement of wills to comply with a certain purpose, take into account that for this 
it is necessary to comply with certain elements, such as: the capacity of the parties, 
understood as that form of compliance with the legal requirements, being a person 
of legal age and duly exercising their fundamental rights, another requirement that 
makes the legal transaction is that the contract has a lawful object, that is, the obliga-
tions of the contracting parties are fixed in matters of legality, what is known as the 
Latinism quid pro quo something in exchange for something is also necessary, thus 
perfecting the legal business between the parties.

The transition from the smart contract to the smart legal contract is based on the 
characteristic that it is sought under all criteria to comply with the voluntary legal 
business that is agreed between the parties. Now, it is important to note that it was the 
Canadian jurist Joe Stark who first used the term smart legal contract in 2016. Thus, 
“the smart legal contract refers to those electronic legal transactions in which the program 
that automatically executes all or some of the obligational considerations is inserted in a 
certain blockchain” [9].

2.  Methodology

This academic study is mainly oriented toward a qualitative methodology, with 
the purpose of examining the extensive literature that exists on the central theme and 
relating it to the object of analysis of each element that makes it up.

Due to its scope, the study is largely descriptive, using an empirical-theoretical 
procedure based, as already mentioned, on a rigorous bibliographic review and collec-
tion of information. Likewise, this work adopts an explanatory approach, by analyz-
ing the relationship and components surrounding intelligence for its implementation 
in the Ecuadorian notarial system.

The research has focused on compiling and analyzing various academic works 
carried out by leading experts in the field, as well as describing the applicable regula-
tions, to identify the central problem and direct efforts toward obtaining expected 
results, which are based on forming the prolegomenon with clear ideas on how the 
implementation of artificial intelligence in the notarial system of Ecuador could be.

Now, it is a qualitative approach, since, due to the subject matter of this study, it 
was necessary to carry out an exhaustive analysis of the existing literature-doctrine 
to date, which is known as the state of the art of a research; therefore, a detailed 
understanding of the elements that make up the implementation of AI in the notarial 
system is necessary. To move to its application in the Ecuadorian notarial system, it 
is essential to meet the objectives of the research. Therefore, this type of qualitative 
approach made it possible to examine in detail and adequately relate the factors that 
make up the phenomenon in a more holistic way [10].

Finally, the benefit of descriptive and explanatory methodological scope allows 
for a comprehensive and centralized understanding of the topic addressed [10]. In 
the same way, it facilitates a broad identification of the central problem to achieve the 
fulfillment of the objective of this research, formulating concrete proposals regard-
ing the implementation of intelligent augmentation (IA) in the Ecuadorian notarial 
system. This, as has already been said, using clear factors and components that form 
this study objective, generating clear ideas as a prolegomenon to fulfill the theme of 
this research work.
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3.  Results

3.1  Blockchain and smart legal contracts

Blockchain is a database that has a decentralized systems architecture model, and 
this type of database operates from several servers or nodes of the network which 
will manage and process the information that will be part of that database, so it is 
also important to note that this type of database can even be self-managed to achieve 
decision-making, this without depending on a centralized entity, that is, each of the 
collaborators, servers, nodes, etc., operates on an equal footing (peer-to-peer (P2P)).

This type of database has an unrestricted link with digital financial technology 
(fintech), and both its development and implementation were made at the same time 
as the creation of cryptocurrencies and especially bitcoin, precisely to provide secu-
rity and reliability to this digital financial technology, using a cryptography system 
that allows it to assign a unique identifier to each of the blocks that will be part of the 
chain. This identifier that is generated for each block is part of the next block linking 
them and ensuring their immutability, since the slightest variation of one block causes 
the others to not be authenticated, a situation that allows us to trust the information 
stored in each block.

In addition, this system has another verification system to be able to correctly link 
each of the blocks that are added to the chain, and for this it is necessary to analyze 
two points that were stated above and these are self-management for decision-making 
and peer-to-peer operation between the different nodes, because it is precisely these 
elements that are responsible for this other form of verification called proof of work 
(POW), which basically consists of a series of mathematical problems and algorith-
mic labyrinths that must be solved in a specific time.

In the case of bitcoin blocks, the proof of work lasts 10 minutes, and if the collabo-
rator, server or node solves them, they receive a reward and thus also help to verify 
and add the said block to the chain, a situation that complicates the possibility of a 
hack or violation of one of these blocks, because in order to modify and add that block 
to the chain, a vast amount of resources would be needed to the processing1 of that 
information and equaling the longest chain, a situation that is another determining 
factor in blockchains since the most extensive blockchain is the one that survives.

With this limitation that exists to modify a block of the chain and its subsequent 
validation or verification, this system guarantees the invulnerability and security 
with respect to the information contained in each block, in addition to becoming a 
kind of public records of previous actions, as well as with regard to bitcoins. These 
blocks or records allow us to make visible each of the transactions made, thus not 
being able to depend on a centralized system to corroborate the existence of funds 
of a certain individual, since it would be enough to review the previous records that 
appear in the chain.

As we can see, the system proposed by blockchains seeks to guarantee and sup-
port the information that appears in each of its records, and although it has found 
its development with digital financial technology, it is not exempt from being able 

1 When any modification occurs to a block in the chain, this block will automatically be assigned a new 
identification number, which must necessarily be linked to a subsequent block, a situation that as an effect 
makes the blocks that preceded the one that was modified cannot be linked again because as a requirement 
to link in which they must have the identifier of the block that precedes them, generating a drop of all the 
other blocks in the chain.
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to be incorporated into other areas, such as health, law, commerce and even for the 
democratic electoral processes of each of the states. These systems can be created 
with certain variations, being able to be a public or permissioned blockchain, the first 
alludes to the fact that any natural or legal person from anywhere on the planet can be 
part of the chain, and the clearest example is cryptocurrencies.

As for the permitted systems, these systems basically refer to the fact that their 
access and participation are restricted to a specific group of people or companies, 
and in this sense we can highlight the case of the national network Alastria of Spain, 
which according to Javier Ibáñez [7], “(…) operates on an Ethereum-type network…,” 
in addition to the fact that it uses a concession protocol called Istanbul Byzantine 
Fault Tolerance (IBFT) that helps self-management to take decisions, in addition to 
having a verification system called Proof of Authority (POA) and “(…) that allows 
them to provide crypto services and secure inter-nodal communication…” [11].

Now, it is necessary to treat the Ethereum platform, just as bitcoin also allows you 
to transfer cryptocurrencies globally, but it is also capable of creating blockchain-
based applications, on the Ethereum website, it is mentioned that: “(…) any computer 
program can run on Ethereum…” [12] opening an infinite number of possibilities for 
the use of blockchain in fields other than fintech.

As stated above, blockchains were developed at the same time as the creation of 
cryptocurrencies; however, this is not their only functionality, they have been used to 
create Non-Fungible Tokens or better known by their acronym (NFT or NFTs) and 
these files have a unique digital signature and allow you to trade an endless number of 
digital files, such as images, audios, videos, etc. [13]; there are cases in which pieces of 
digital art have been traded.

Another form of use of blockchain is found in the Smart Contracts; however, 
before conceptualizing and analyzing them in detail, it is important to refer to Legal 
Tech and this concept was used since the “(…) 9s (in) the United States as part of the 
fintech phenomenon with which it has obvious connections to the extent that the 
large firms that require Legal Tech services are providing advisory services in opera-
tions and financing projects that, in turn, they systematically employ resources from 
fintech or advanced financial technology companies…” ([7], p. 117).

In other words, as the world of cryptocurrencies advances, Legal Tech also does so, 
as it also helps to guarantee certain types of transactions, but it is not only limited to 
that, it also seeks to help with advice, consulting, preparation of documents, selection 
of regulations applicable to each legal case and the preparation of financial docu-
ments themselves, among others. In addition, Legal Tech can be used by the justice 
administration system or its auxiliary agencies, such as notaries, registrars and even 
by the prosecutor’s office.

Now, the Smart Contract concept was originally proposed by Nick Szabo [14]: 
“(…) A set of promises, including protocols within which the parties perform on the 
other promises. The protocols are usually implemented with programs on a computer 
network, or in other forms of digital electronics, thus these contracts are ‘smarter’ 
than their paper-based ancestors. No use of artificial intelligence is implied….”

As you may notice in part of its definition, reference is made to the ancestors of 
this type of Smart Contract, which are written contracts, within the doctrine and in a 
large part of the civil codes of the Roman tradition, a contract is defined as an agree-
ment or convention by which one party is obliged to another to give, to do or not to do 
something. A large part of this type of contract is notarized and it is these entities that 
keep a record of these contracts; however, in case of conflicts due to non-compliance, 
it can be appealed to a judicial authority, that is, a judge, to order its compliance, 
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failing which we can resort to alternative methods for the resolution of conflicts, such 
as mediation or arbitration. This is within the Ecuadorian context.

If we realize that they are a series of steps, which take a long time to execute, but 
in the end they seek to guarantee the full fulfillment of a contractual obligation; in 
the case of Smart Contracts, they seek to condense all this information into scripts,2 
or lines of code that allow the contract to be automated, and as they are part of a 
blockchain, a unique identification number is also assigned to each of them. So, its 
manipulation is prevented. At first, this type of contract was aimed at the transmis-
sion of securities in the financial markets of cryptocurrencies.

However, in reality, Smart Contracts have meant, in a way, a series of confusions 
for the legal world, and we will understand it starting from the following premise: 
Ethereum as a platform allows the implementation and execution of programs that 
can be deployed on the Ethereum blockchain, and these programs are created through 
a programming language called Solidity. Any program created with this programming 
language began to be called a Smart Contract, a situation that contradicts the defini-
tion initially proposed and this is why this term has confused the legal community, 
since any type of program that establishes a series of conditions for its operation or 
execution would be considered a Smart Contract, without necessarily there being an 
obligation between two or more parties.

Hence, Tur Faúndez [9] refers to the fact that several of these Smart Contracts do 
not necessarily carry some kind of legal relevance, and as an example of this, the most 
basic of programs is the “HELLO WORLD,” which is in a certain way the first step 
for those who are introduced in a programming language. And on the contrary, there 
are those contracts that are going to have a legal relevance, and they would be those 
programs that aim to automate a benefit obligation, but with certain conditions that 
come from the Ethereum platform, in this case the two parties must have an address 
on the said platform, which implies having an account on this platform. So, if we lease 
a property under this modality, then a script must be programmed to automate the 
payment of that lease.

Although what is achieved is the automation of payment and compliance with it 
due to the security that blockchain entails, in essence this activity is not as such a legal 
business, first starting from the fact that we will never be able to observe the contract, 
these are only lines of code, and second the agreement of wills is dispensed with, of 
the object, of the cause (lawful) and the most relevant aspect of a contract in the field 
of law, consent.

With these appraisals, it is undeniable that the ideal name for a contract that must 
comply with all these characteristics must be considered, and the proposed name is 
that of smart legal contracts (SLCs), which according to Ferrari [15] “(…) are based 
on Smart Contract Code but are specifically designed to comply with legal regulations 
and the needs of the legal system. SLCs rely on blockchain technology and incorpo-
rate traditional legal language, thereby ensuring the legal validity of contracts….”

These contracts in turn are structured to be able to comply with certain require-
ments including the identification of the parties, putting the conditions of the 
contract in writing and above all the consent and acceptance of the conditions by each 
of the parties, another characteristic is that this type of contract will not necessarily 
be part of the blockchain, they can simply be used as a digital tool.

Smart legal contracts are very different from Smart Contracts, and it should be 
noted that the former have their basis or support not only in a programming language, 

2 It is a set of instructions that are executed to automate routine tasks.
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but also in the legal field applicable to the specific case; we can also talk about con-
troversies in the fulfillment of the contract, in the case of smart legal contracts, these 
allow both delaying their execution and modifying the conditions in order to meet the 
needs of the parties, and on the other hand, Smart Contracts do not allow the flexibil-
ity of the conditions, if the condition is not met, the contract is not terminated.

A significant characteristic of smart legal contracts is that in order to interact with 
the real world, they must make use of a mechanism called oracles. This is because 
they lack the ability to access external data, so there are several types of oracles based 
on software, hardware or also humans; software users have a built-in database that 
allows them to collect information from the network and then transmit it to the con-
tract, those that are hardware-based take information from the real world to incorpo-
rate it into the contract, it can be the case of use of sensors, and finally humans who 
basically use cryptography to incorporate information into the contract, being the 
most risky and inaccurate.

We can then end this section by indicating that the blockchain is a database that 
allows us to guarantee the integrity and invulnerability of information that becomes 
part of the chain by assigning identifiers that are very difficult to manipulate. We also 
have smart legal contracts that allow us to have documents that are supported by the 
law, to guarantee the validity of the agreements agreed between two or more people, 
and which can be part of the blockchain.

3.2  Artificial intelligence (AI)

The term artificial intelligence (AI) was first coined by scientist John McCarthy3 
in 1956 during what was called the Dartmouth Conference, defining it as “(…) the sci-
ence and engineering of making intelligent machines, especially intelligent computer 
programs…” [11].

A whole spectrum against and in favor has been developed on this definition, ter-
rifying thousands due to the unfounded fear of a possible rebellion of machines and 
enslavement of humans, an aspect that has been covered too much by science fiction, 
but it has also made us dream of things that we thought impossible. And without 
going too far with expectations, today we are surrounded by artificial intelligence, 
which helps us with our daily tasks, such as voice assistants (Siri, Alexa, Cortana, 
etc.) that allow us to make calls, shopping lists, reminders and more. AI has even been 
developed that understands our language and can answer multiple questions, such 
as the AI models applied by OpenAI through ChatGPT, among a myriad of other AIs 
that currently exist.

Google [16] tells us that artificial intelligence, “(…) is a field of science related to 
the creation of computers and machines that can reason, learn and act in a way that 
would normally require human intelligence or that consume data whose scale exceeds 
what people can analyze….”

As we can see, artificial intelligence has become the central axis of innovation 
in modern computing; however, we cannot understand it without emphasizing two 
concepts that are intimately related to AI, and these are Machine Learning and Deep 
Learning, the first is a concept that is even somewhat older than the ideation of AI 
itself. Because what is sought through Machine Learning is that machines learn, with 
small amounts of information, to do things, in that sense it is considered as a subset of 
artificial intelligence and there are three classes [16]:

3 Pioneer in the field of artificial intelligence (AI).
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i. Supervised learning: It consists of providing structured or labeled data, so that 
the result is what we have specified. So if we want the AI to recognize images of 
cats, we must provide it with images of cats; the drawback with this method is 
that it depends on human intervention to provide such structured data and thus 
correct and make the AI learn.

ii. Unsupervised learning: Here, labeled data are not provided, and what is sought 
is for AI to learn to recognize patterns. Here, the human is not needed for its 
intervention, but AI learns to classify information on its own.

iii. Reinforcement learning: Basically, it is summarized in learning by doing, in this 
case a series of trial-and-error experiments are applied, receiving reinforcement 
or rewards in case of achieving a positive result.

Deep Learning, on the other hand, is a subset of Machine Learning, which uses a 
network of artificial neurons to process and analyze huge amounts of information. It 
is called Deep Learning because it consists of many layers of analysis, and it is these 
layers that are responsible for each of the factors that make up the different decisions 
of the system [17]. This type of learning is present in a large part of the tasks that 
today resemble AI.

Now, it is necessary to talk about the use of IAs in the practice of law, the functions 
of IA are not yet focused as such on the elaboration or structuring of legal arguments, 
but focus on tedious tasks, such as document review, and focus on more common 
activities.

Without a doubt, the documentary review is one of the most complicated and 
time-consuming tasks carried out by a lawyer, from sentences, to an infinity of 
doctrine, a part of IA has been dedicated to facilitating this arduous work that helps 
to perfect arguments and defense strategies. This is how with a supervised learn-
ing model, certain IAs have been trained to recognize legal documents and then 
with the unsupervised model they are taught to recognize specific parts of those 
documents.

In this way, these IAs can extract specific information from a document reviewed 
by them, and in other slightly more complex systems, it has even been possible to 
detect which parts of that document may constitute an argument for or against cer-
tain subjects. Another of the applications and which was only enunciated in previous 
lines is the search for precedents, and in this field the Americans have a clear advan-
tage because they have been able to train AI to answer specific questions with the 
search for precedents, making use of natural language, something like what ChatGPT 
does but which focuses specifically on the judicial system.

Another aspect in which AI has innovated is the implementation of chatbots for 
legal assistance, and that helped solve small doubts about certain issues, and in this 
case again the Americans have an advantage, although little by little we see how these 
methods are beginning to be implemented in other countries.

Something that deserves a lot of importance is that the legal sector is in a certain 
way conservative and has sought to preserve its forms for a long time, and here it 
deserves special emphasis to refer to the situation that both the system of administra-
tion of justice and its auxiliary bodies are going through, such as notaries, registries, 
prosecutor’s office, etc. That it is very difficult for it to implement these tools of the 
new digital era, and they mostly respond to the great economic challenge of creating a 
system to digitize and automate a large part of legal work.
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Although there are platforms that facilitate the consultation of cases, mandatory 
jurisprudential precedents and procedural actions, they are very far different from 
the platforms that are developed based on AI, and as for the specific issue of nota-
ries, this has presented slight changes in the last 20 years; however, all their activity 
continues to be maintained in physical presence, and it is not possible to corroborate 
or consult online, we must physically go to a notary’s office if we want to consult a 
notary regarding a contract or document.

3.3  The notary’s office as a digital platform, with the application of artificial 
intelligence (AI)

Once we have understood what a blockchain, smart legal contracts and artificial 
intelligence (AI) entail, we must talk about the scenario that can allow us to revolu-
tionize the notarial system in Ecuador, as a background we must state that notaries 
have more than 200 years guaranteeing and providing security and certainty to 
contracts, wills, agreements, promises, etc. Notaries are responsible for giving public 
faith to these documents.

Public faith is a legal presumption regarding the veracity made by competent 
and upright officials to whom the law empowers to imbue certain instruments with 
certainty [18]. In other words, it is to certify the authenticity and legitimacy of a 
document, and this act in certain cases constitutes a substantial solemnity for its full 
validity.

With the appearance of blockchain and smart legal contracts, we could under-
stand that in a certain way the figure of the notary could be dispensed with; however, 
this is nothing more than an Ad populum4 fallacy product of the immutability and 
security that blockchain poses, but it is enough to review what has happened in 
the case of notaries in Spain, who have made it clear that this kind of digital notary 
formulated by the blockchain only poses a challenge for the Anglo-Saxon notary 
and not for Latin notaries [6], or in other words, it does not entail a complication for 
notaries of the Roman tradition, and this is basically due to the fact that a large part of 
the notarial codes and laws provide for both the verification of certain requirements 
in contracts and other actions such as the protocolization and physical registration of 
these actions, a task that in the Ecuadorian case is still done physically.

In this sense, we could not talk about the replacement of the figure of the notary or 
even a possible disappearance of the notary, in a strict sense, what would result from 
the implementation of a digital notarial platform would be an update of the functions 
that the notary historically performs, with the support of new technologies, because 
in the future we could see a decentralized notarial system, in which each of the nodes 
of this network are the notaries themselves and other collaborators authorized to 
belong to the said network, that is, to create a decentralized and permissioned digital 
platform.

Although this would be a great leap for notaries, the implementation of these 
technologies would have a greater impact and benefit for the users of the notarial 
system, since the authenticity and legitimacy provided by the notary would be more 
supported by the immutability and security that the blockchain can provide; however, 
it is a gigantic challenge, as it would imply the digitization of hundreds of documents, 
apart from the creation of such a system.

4 A Latin phrase that refers to a type of fallacious argument that purports to make a claim based solely on the 
fact that many people believe it to be so.
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Now, it is necessary to address the issue of artificial intelligence in the notarial 
system, and in that sense, we could start from the smallest, that is, from supervised 
Machine Learning to unsupervised to train AI to recognize legal documents and be 
able to differentiate between the different structures of the clauses, and thus advance 
to Deep Learning that allows handling a vast amount of information. This for the IA 
to learn to establish what type of clauses presents incompatibilities for the full execu-
tion of the contract or that could represent a risk for the parties involved in a legal 
transaction.

This would facilitate the verification of requirements that our own law provides, as 
stated in Articles 27 of the (Ecuadorian) Notarial Law “(…) Before drawing up a public 
deed, the notary must examine: 1 The capacity of the grantors; 2 The freedom with 
which they proceed; 3 The knowledge with which they are bound; and, 4 If the tax and 
municipal rights to which the act or contract is subject have been paid. The omission of 
this duty shall have no other effect than the fine imposed by law on the notary…” [3].

These tasks that can be considered tedious, repetitive and that also take up a large 
part of the time of notaries, which could be addressed by artificial intelligence, being 
necessary to have access to other databases such as those of the different municipali-
ties and tax collecting entities, as we see this does not necessarily mean that the notary 
should cease to exist, rather, it should continue to be present, since there may be cases 
in which the AI algorithm does not filter these parameters well and the notary can 
intervene to even improve the development and learning of the IA, this would mean 
that the notary must have minimum knowledge of the operation of the IA to make 
such corrections.

The future of technology seems to change day by day, and both blockchain and 
AI are undergoing transformations and advances by leaps and bounds, so in the last 
4 years it has been possible to observe how they have had a great impact on daily 
activities, the notary has been an essential part of many states, and it is undoubtedly 
one of the sectors of the legal world, which most likes to maintain its use and forms.

However, that is what is causing a delay in relation to the undeniable technological 
advances that we see today, to show a button, at present in the Ecuadorian judicial 
system, it is no longer necessary to physically go to file a brief, we can do it through 
platforms that facilitate this work. But notaries’ offices are still a space that does not 
have this ease of access, you must go physically to carry out any procedure.

And part of the change could start there, not necessarily implement a digital system 
of decentralized architecture, we could try as Spain did at the time with the SIGNO 
platform5 that interconnected Spanish notaries and created a database that facilitated 
communication and even the acquisition of notarial services. Copying is not always 
bad, and even more so when it involves a radical change for the benefit of society.

3.4  Challenges and limitations of the application of artificial intelligence to the 
Ecuadorian notarial system

At first, it is necessary to state that we should not be scandalized by an apoca-
lyptic future where AI enslaves humanity or condemns us to extinction. This point, 
although irrelevant and perhaps without any purpose, must be addressed because 
there are many people who take this apocalyptic scenario as something inevitable. 
However, it is nothing more than a science fiction myth.

5 Acronym that refers to the Integrated Notarial Management System, a centralized architecture system that 
makes use of a virtual private network (VPN).
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In this regard, it should be noted that the learning process of an IA is limited to 
the type of information provided to it and the purpose for which that IA is developed, 
and in a strict sense, it is somewhat unlikely that a scenario will arise in which the 
IA represents a potential risk to humanity. However, as for the specific object of this 
article, the doubt that would arise would be whether the IA can replace the notarial 
service and the people involved in the process, and the truth is that it cannot.

Although there is talk of the automation of certain functions, the notarial system 
due to its way of being and the relevance it has for society, it will not be able to be 
fully automated, which would mean that there will not be a significant reduction in 
the staff working in a notary’s office. As mentioned in previous lines, AI can perform 
much more complex, systematic and abundant information processing than a human, 
and the objective of the implementation of this technology would be to simplify the 
tasks carried out by a notary’s office.

The biggest challenge that this type of technology has encountered in Ecuador 
is its implementation, since it would be necessary to create this entire system from 
scratch, which implies a large expenditure of economic resources by the State, but 
which, without a doubt, would be done for the benefit of the citizens who are in the 
end the main user and beneficiary of the notary system.

Rivero Ortega ([5], p. 71) refers to the fact that: “(…) The answer to the question 
of whether bots can take over tasks from public employees is unequivocally positive, 
but very different is the question of whether it is lawful to allow them to do so in any 
case…” a comment with which we agree, because those who are called upon to watch 
over this situation are the legislators of each of the different countries, and it is they 
who must seek for the rights of people and in this case prevent humans from being 
replaced in public service.

4.  Discussion of results

This research deepened the understanding of blockchain technology and smart 
legal contracts, indicating how these innovations can be leveraged in the Ecuadorian 
notarial field. Theoretically, we established that smart legal contracts are not simple 
Smart Contracts but must comply with legal requirements to be considered valid 
contracts within the legal framework of any state. This solves the conceptual confusion 
between Smart Contracts and smart legal contracts. Finally, this research analyzed 
how artificial intelligence can be applied in notarial tasks, which opens new concep-
tual perspectives on the interaction between technology and the traditional notarial 
function.

Well, it is imperative to determine that from the practical field the present 
research essay formulates a concentrated idea of a decentralized notarial digital 
platform, based on the study of all the literature on the components that should be 
implemented in this digital platform, such as blockchain technology, smart legal 
contracts and, above all, AI. Therefore, the conceptualizations, uses and benefits of 
these technological components have been addressed throughout this work. These 
ideas, which are the first steps for the digitization of notarial processes, would make it 
possible to speed up and simplify procedures for users of notarial activities, which is 
precisely what technology seeks, to provide benefits to human beings.

Likewise, in summary, this research seeks to offer an important preliminary 
contribution of ideas in a theoretical and practical spectrum, with the clear objective 
that in the future it can be revolutionized in Ecuadorian notarial practice, taking 
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advantage of the benefits and capabilities generated by new information technologies, 
such as: blockchain, smart legal contracts and artificial intelligence, emphasizing, as 
has already been said in the preceding lines, to benefit the life of the human being.

5.  Conclusions

Blockchain, with its ability to ensure the integrity and invulnerability of data 
through unique and difficult-to-manipulate identifiers, offers a robust and reli-
able system for various applications, including smart legal contracts. These Smart 
Contracts not only automate processes, but also incorporate essential legal elements, 
such as party identification and consent, ensuring their validity within the legal 
framework. By combining the inherent security of blockchain with legal compliance, 
smart legal contracts represent a significant evolution in the way contractual agree-
ments are managed and executed, adapting to a digital environment without losing 
sight of the need to comply with the law.

Artificial intelligence (AI), since its conception in 1956, has evolved exponen-
tially, becoming a fundamental component of modern technology. Its influence 
extends from everyday applications, such as voice assistants, to specialized fields 
such as law, where it is transforming complex processes, such as document review 
and the search for judicial precedents. Despite its growing adoption, especially in 
countries such as the United States, the legal sector still faces significant challenges 
in implementing AI, due to its conservative nature and economic barriers to digi-
talization. However, AI continues to advance, and its integration into the judicial 
system promises to revolutionize new possibilities to improve efficiency and accu-
racy in the practice of law.

The digital transformation of notaries’ offices, through the application of tech-
nologies, such as blockchain and artificial intelligence (AI), promises to revolutionize 
the notarial system in Ecuador and in other parts of the world. Although the idea of 
replacing the notary with these technologies is misguided, their integration could 
significantly improve efficiency and security in the management of legal documents. 
The creation of a decentralized digital notarial platform and the implementation of 
AI for tasks, such as the verification of contractual clauses and the authentication of 
documents, are steps toward a future in which notarial work is modernized, main-
taining its relevance in society. However, this change presents enormous challenges, 
especially in the digitization of records and in the need for notaries to acquire basic 
knowledge about the operation of these new technologies. As blockchain and AI 
continue to advance, it is crucial that the notary sector embraces these innovations so 
as not to be left behind in the digital age, ensuring that notaries remain instrumental 
in validating and legitimizing documents, but with improved efficiency and acces-
sibility for users.

Finally, we must be honest as authors of this research work, that artificial intel-
ligence (AI) is a great digital tool that is quite helpful in the various fields of daily life. 
The living example of this is that we come from a Spanish-speaking country, although 
we handle the English language and understand it, in this work we use the benefits of 
AI, so that writing in English is as technical as possible, therefore, this same research 
essay is proof of the advantages that the use of AI entails, it is essential to adapt to the 
new changes that technology brings with it.
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Abstract

The Department of Drug Control & Food Administration (DC & FA), 
Government of Tamil Nadu, in India, established in 1981 is responsible for regulat-
ing the manufacture and sale of drugs and cosmetics in the State of Tamil Nadu. The 
department, until recently, processed all received applications manually, with the 
requirement of license seekers to physically submit the requisite documents at des-
ignated Citizen Service Centres (CSCs)/designated counters within the department 
premises itself. Naturally, this had led to inordinate challenges for the department 
as well as businesses, especially retail pharmaceutical outlets. Given the challenges 
faced by the DC & FA and similar state agencies, beginning in 2020, an end-to-end 
digitization initiative of 200+ services was pioneered by Guidance, the nodal agency 
for investment promotion for the State of Tamil Nadu. This resulted in enhancing 
accessibility, reducing cost, and increasing efficiency of the licensing process. This 
chapter explores the eventful journey that led to the successful implementation of the 
system, by using aggregate quantitative statistics and in-depth qualitative consulta-
tions with the department and licenses. As a result of this initiative, small retailers 
now have access to easy, transparent, entirely digital licensing, which democratizes 
the significantly improve the interface between government and business.

Keywords: digitization, government-to-business, citizen services, 
digital transformation, drug manufacturing license, drug retail license, one stop portal, 
investments, doing business, E-governance, economy, transaction cost, public value

1.  Introduction

The Alma-Ata declaration emphasizes that medicines play a crucial role in 
primary health care [1]. Access to medicines [2] is crucial not just to save lives and 
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promote health but to prevent epidemics and diseases too [3]. This assumes sig-
nificance in India given the size and spread of the population. In India, pharmacies 
(Medicine Stores) complement the public health system in improving the access 
to medicines, given that all drugs sold in India are Over-the-Couter (OTC) unless 
specified otherwise, requiring a prescription. Given the criticality of pharmacies 
on realizing the public health goals of the State and ensuring a healthy populace, as 
well as the need for robust quality control on products, the manufacturing, storing, 
and selling of drugs is comprehensively regulated by the Drug Control Authority 
of the respective States. The Department of Drug Control & Food Administration 
(DC & FA), Government of Tamil Nadu is responsible for regulating the Drugs 
manufacturing and distribution to >70 million people spread across 38 Districts 
(Administrative Divisions followed in India and within the State of Tamil Nadu). The 
Department is involved in the provision of 30–40 related licenses to Drug Retailers 
and Manufacturers such as the grant for manufacturing allopathic/schedule x drugs, 
wholesale/retail license for allopathic drugs, test licenses, grant of WHO-GMP 
certifications to name a few critical licenses. The State is home to >50,000 pharmacies 
and > 60,000 registered pharmacists.

Given the context, the centrality of the DC& FA in regulating, administering, and 
managing the drug and pharmaceutical ecosystem in Tamil Nadu can be noted.

2.  Understanding the challenge

Under the erstwhile practice of licensing, the department had followed two 
methods of granting approvals/licenses. The first method required those requir-
ing approvals/licenses to physically visit the department and submit the required 
documentation along with the application and concerned fees to a dedicated desk 
manned by the concerned officials. The second method involved leveraging a 
hybrid mechanism (comprising online and physical interfaces) run by a third party, 
wherein the applicants had to visit the Common Service Centre for citizens (termed 
as E-Sevai Centre-Sevai being the local word for ‘help’), submit the requisite 
documents to the data entry operator who would fill the application on behalf of 
the applicant, and collect the stipulated fees. To initiate and complete this process, 
the applicants had to often travel great distances to the nearest centre (sometimes 
80–100 KMs). There are 14,000 such E-Sevai Centres spread across the State of 
Tamil Nadu.

Numerous pharmacies and industry associations raised the inordinate challenges 
faced in the course of procuring the requisite licenses including the presence of physi-
cal touchpoints, large manpower costs involved in the process, changing documenta-
tion requirements, technical glitches at the CSCs necessitating multiple visits, among 
others. Furthermore, the data entry operator at the E-Sevai Centre often used his/her 
mobile number at the time of the filing applications, thereby leading to the depen-
dency of applicants on the data entry operator to track the status of their respective 
applications. All these challenges stymied the retail pharmaceutical sector from com-
plying with regulatory requirements, increasing the regional presence, and obtaining 
periodic compliances/renewals in a timely manner, thereby affecting the ease and 
access to over-the-counter drugs and medication for the general public. Recognizing 
the criticality of providing access to medicines [1], the Government of India has also 
pioneered critical initiatives such as launching Jan Aushadhi Stores to enable access to 
quality and affordable medicines with high-quality control measures [4]. In light of 
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the pressing context, there arose an urgent need to democratize the entire licensing 
process and simplify the business interface, while ensuring quality and supply of 
medicines to the population.

3.  Literature review

As pointed out by theorists, digital transformation initiatives empower the citizens / 
businesses to access their rights / services and enable Governments to create new 
capability [5] and improve their performance / efficiency [6]. Increasing efficiency 
of these Government organizations / institutions are expected to improve the service 
delivery as well as provide work relief to the officers within the public institutions 
allowing them to focus on more qualitative aspects of service delivery [7]. Digital 
initiatives do not just impact accessibility and quality of public services but affect the 
way other functions (such as policy making, regulations, enforcement, and admin-
istration) are performed. A key point raised by some authors has been that prior 
studies on digitization have focused on the availability of services, rather than the 
quality, ease, and efficiency aspects of the same [8]. This aspect lends credence to our 
proposed study, as well as future studies on the topic. As pointed out by authors such 
as Douglas North, there is also a perennial need to lower transaction costs in every 
economic interaction to ensure that the general welfare of the target group is never 
undermined in the face of vested interests, bureaucratic or political [9]. Building on 
the findings of the digitization journey of Tamil Nadu [10], the objective of this study 
is to assess the impact of digitization on a particular public sector institution and the 
public value it creates on the specific target group. Underscoring this digital initia-
tive, the role of the same in reducing transaction costs [9] and solving information 
asymmetry is also central to understanding the larger perspective. Experts have also 
pointed to the long-term impact of digitization initiatives, which enable governments 
to ‘govern’ more effectively, while increasing efficiency and reducing wait-time [11].

Using this framework, the study attempts to analyze and measure the impact of 
digitization initiatives on businesses/citizens and administration and identify success 
factors and challenges related to such initiatives, along the parameters of time, cost, 
accessibility, reliability, and transparency.

The findings are expected to inform theoretical and practical considerations in the 
implementation of digitization initiatives by public agencies in other regions of India, 
and extendable to similar economies across the world.

4.  Department transformation exercise

The Department of DC & FA administers its services through a Head Office at 
Chennai (the Capital city), headed by a director, operating through 25 zonal offices 
headed by assistant directors covering the 38 Districts in the State of Tamil Nadu.

In addition to these officers, the Drug Control Inspectors, who are based out of the 
head office and each zonal office, play a pivotal role in conducting on-site inspections 
and issuing inspection reports.

As a part of the larger digitization transformation exercise spearheaded by guid-
ance (the nodal agency for investment promotion and facilitation in the State) under 
the aegis of the State Industries Department, digitization 200+ Government to 
Business (G2B) services spanning across 40+ Government Departments were initiated 
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in the year 2020 [10]. These included 30+ services of the Department of DC & FA. 
Given that the Department accounts for more than 90% of the 40,000 applications 
received [12] on Tamil Nadu Single Window Portal (TNSWP), it was selected for the 
purpose of this study.

As a first step to ensure a governance mechanism for the larger digitization initia-
tive and to provide legislative backing to the larger digitization initiative, amend-
ments to ‘The Tamil Nadu Business Facilitation (Act & Rules) (TNBFAR), 2017-18’ 
were made to mandate accepting and processing of applications for these 200+ 
services (including the services of the DC & FA) in a fully digitized manner. The 
TNBFAR 2017–18 also covered the stipulated timelines for grant of licenses, monitor-
ing mechanisms, punitive measures for non-compliance, and document checklists 
for the respective services. Through this critical step, the various licensing services/
approvals offered by the DC & FA were bolstered.

For the services of the Department of DC & FA, based on the assessment of the 
current level of automation of the processes, complexity of the forms/document 
checklist, fee logic, a ‘To-be’ process flow was developed. This was complemented 
by consultation with the small businesses who accessed these services on a regular 
basis. The final concurrence on the proposed process flows for each service/license 
was obtained from the Department of DC & FA, and the go-ahead was given to the 
technological Partner for software/system development. The timeline for the develop-
ment of each service was estimated to be 45 days.

Following the development of the required services, the User Acceptance Testing 
(UAT) was held with the DC & FA, and following the live deployment, training ses-
sions were held for the process owners (officers) within the Department to familiarize 
them with the new processes. The user credentials for all officials along with user 
manuals and video walkthroughs were developed to guide business owners, familiar-
ize them with the new processes, and help them navigate the new system.

5.  Research methodology and sampling

To assess the overall impact of the digitization initiative, a cross-sectional study 
design was employed for the study covering the license holders and Department offi-
cials. To gauge the impact of the service on the end users, the study covers the users of 
the TNSWP and the earlier hybrid E-Sevai system to understand the differences from 
the end-user perspective. In order to capture the administrative (service provider) 
perspective, officers of the Department of DC & FA were also covered in the study.

Details of the sampling are given in Table 1 and illustrated in the following 
sections.

Key indicator/theme Respondent group Sample size

Impact of the system on Time and Cost variables E-Sevai System Users 77

Single Window Portal Users 70

Administrative perspective Drugs Inspectors 53

Assistant Directors 10

Table 1. 
Sample size.
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Out of a universe of users who had used both the systems, seventy-seven (77) 
users of the erstwhile hybrid system (i.e., E-Sevai system) and seventy (70) users of 
the new system (i.e., TNSWP), for a particular license service, were selected through 
a multi-stage sampling methodology. The sample was spread across the 38 districts 
of Tamil Nadu. From each district, the users were randomly selected for the study. 
To the possible extent, in each district, equal representation of E-Sevai system users 
and TNSWP users was ensured. A semi-structured questionnaire was administered 
to the users through telephonic survey by a third-party agency to capture data from 
the system users. The questionnaire consisted of both open-ended and closed-ended 
questions. The questionnaire was designed to capture the following aspects of the 
users: demographic details, details about the enterprise, application procedure (i.e., 
applied through TNSWP vs. E-Sevai), time taken for applying, the presence of 
manual intervention, cost involved, feedback about the online system, issues faced, 
and overall satisfaction level.

Administratively, the Drug Control & Food Administration (DC & FA) is headed 
by a Director and the Department caters to the entire State through its zonal offices. 
Each of these zonal offices is headed by an Assistant Director (AD) and they are 
assisted by the Drug Inspectors (DIs). All these officers are involved in the licensing 
process. Therefore, to gauge the administrative viewpoint, 53 Drugs Inspectors (DIs) 
and 10 Assistant Directors (ADs) were selected using random sampling technique. A 
semi-structured questionnaire was administered through an online form, and qualita-
tive interviews conducted with three Assistant Directors and the Director to capture 
a more nuanced perspective. There were separate questionnaires for the ADs and the 
DIs. The questions captured the following details: demographic details, views about 
the digitization initiative, the impact of the digitization on their working, effective-
ness of the trainings, adequacy of the infrastructure, and support received from the 
technological partner appointed for the development of the TNSWP.

6.  Results and findings

The results of the study, that is, the impact of the digital transformation initiative 
on both the users, that is, businesses and the administrators have been assessed in this 
section. The findings for each of the group are presented separately.

6.1  User profile

In both the user profile groups, majority of the respondents were male. In E-Sevai 
user group, 86% of the respondents were male, and in TNSWP user group, 84% of the 
respondents were male. The average age of the respondents was 39 in the E-Sevai user 
group, while for TNSWP user group it was 38 (Figure 1).

For the Department respondents, each officer had spent at least year with the 
Department.

6.2  User perspective

From the perspective of a small business, the impact on time and cost was studied 
to assess how the introduction of the new TNSWP system changed the user experi-
ence, as against the erstwhile E-Sevai hybrid system that was primarily leveraged.
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In terms of the time taken to fill up the application, users who leveraged the 
TNSWP system took 82 Minutes (average time) to fill up the application form, 
whereas the users who leveraged the E-Sevai system took 59 minutes (average time) as 
illustrated in Figure 2 to complete the process. However, users leveraging the E-Sevai 
system are required to physically travel to a designated E-Sevai Centre. Sixty-six 
(66%) E-Sevai users said that they had to travel to the E-Sevai Centres/Department 
for completing the application process and the average additional time involved in 
visiting the centres was 257 minutes. The time taken for the users leveraging the 
TNSWP system was higher given that the TNSWP has an additional form that has 
to be filled by the applicants, that is, the Combined Application Form (CAF), which 
acts as a common repository form to auto-populate subsequent applications of 25+ 
Departments with relevant data, if available. However, even though filling the CAF 
increases the time taken for submitting the initial application through the TNSWP 
system, the time taken (over numerous applications) for filling additional forms is 
subsequently reduced. In addition, it may be noted that the TNSWP can be leveraged 
from any location without the need to physically visit the department concerned.

Though from a process perspective, there was difference in the time required 
for applying, no major difference were seen in terms of time taken for granting the 
approval. Seventy-nine percentage of users in each group reported that they had 
received their approval within the defined timeline by the Department (Table 2).

In terms of the cost involved, users who leveraged the E-Sevai system incurred 
an average additional cost of INR 108 (US$ 1.32) toward travel. The E-Sevai users 

Figure 1. 
Gender profile of respondents.

Figure 2. 
Time difference for TNSWP users vis-à-vis E-Sevai users.
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incurred average additional manpower cost of INR 375 (US$ 4.59) as their resources 
were involved in visiting the department premises or E-Sevai Centre for completing 
the application process. There was no such expense for users of the TNSWP system.

In addition, one major difference in the cost involved in the E-Sevai Centre, 76 out 
of 77 E-sevai applicants said that they had paid an average of INR 451 (US$ 5.52) as 
service charge, whereas there was no such fee levied on TNSWP users.

In terms of the overall ratings, 94% of the E-Sevai users and 88% of the TNSWP 
users rated the respective system 4 above on a rating scale of 1–5. This difference (higher 
percentage of E-Sevai users vis-à-vis TNSWP users rating the system 4 and above) can 
be attributed to difference in the overall process in applying for the service. While in 
the erstwhile E-Sevai system, a customer service officer present at the E-Sevai Centre is 
responsible for filling the form and uploading the documents, in the TNSWP system this 
process has to be entirely done by the applicant. For any assistance in filling the form, 
the TNSWP user has to take the support of the helpdesk team that assists them virtually. 
Therefore, continuous efforts are being made by the Department to re-engineer its forms 
in order to simplify it for the users. The objective is to empower investors so that they do 
not have to rely on any third-party agents to apply for the service.

6.3  Administrative perspective

From an administrative standpoint, the impact was analyzed from the perspec-
tive of process, training, and impact on day-to-day operations for the key personnel 
involved in the licensing process. In order to understand the process involved in the 
digitization, we tried to understand the how the leadership drove the new initiative 
across their team. About 90% (n = 9) of the ADs and 87% (n = 48) said that they 
learned about the initiative through an official order, duly communicated in the form 
of a circular from department Head.

6.3.1  Impact of training on officers

As mentioned earlier, frequent trainings/refresher trainings were conducted for 
all personnel, as and when new services were digitized and deployed online. To assess 
the impact of training, officers were asked to rate its role in enhancing their ability to 
leverage the new system, 69% (n = 35) of the DIs and 90% (n = 9) of the ADs rated 
the training 4 and 5 out of rating scale of 1 to 5.

6.3.2  Impact on working

To understand how the digitization has impacted the officers’ work life, specific 
questions were administered to the ADs and DIs (Figure 3).

Cost component E-Sevai system user TNSWP users

Application fees Yes Yes

Service charge Yes No

Travel cost Yes No

Manpower cost (for travel and physical visit) Yes No

Table 2. 
Difference in type of costs involved for applying for service.
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For the DIs, the reduced time taken to process the application (64%, n = 34), 
reduced manpower involved (51%, n = 27), and the work made easier (47%, n = 25) 
were the key impacts highlighted. For the ADs, reduced manpower involved (70%, 
n = 7) and enabling the officer to focus on other activities such as organizational 
initiative and learning and development activities (40%, n = 4) were highlighted as 
the key impacts of this initiative.

However, it is also to be noted that though the system has largely impacted the 
officers positively as pointed out by 90% (n = 47) of the officers (DIs), there are few 
10% (n = 6) who feel that the initiative has not impacted them at all / impacted them 
negatively.

On probing further for the feedback, it was discerned that there is additional 
workload given that the working procedure requires uploading the inspection report 
on the same day, which at times was challenging given the wide geographical cover-
age. The positive reasons highlighted included the greater transparency built into the 
licensing process, less paperwork, traceability of the applications, among other key 
positive outcomes highlighted.

7.  Key takeaways / conclusions

In the course of the survey, certain key inputs and learnings emerged. The key 
takeaways are summarized below:

• ‘Champions’ matter: The identification of 2–3 key personnel at various levels 
of the hierarchy within the department aided in securing the buy-in of criti-
cal stakeholders in the process. Communicating the vision and mission of the 
initiative, coupled with strong champions at every level of the process, aided 
in transforming the outlook of the department from a paper-based office to a 
completely digital office in a time span of 3 years.

• Adoption of intuitive and easy to use on-site technology/tools: Despite adoption of a 
digital process, the hesitancy and periodic non-availability or lack of familiar-
ity with handheld devices resulted in inspectors having to return back to the 
office to upload their inspection reports. Technological adequacy / literacy was 
identified as not being implemented to the fullest capacity possible, in a uniform 
manner across districts, thereby leaving scope for improvement.

Figure 3. 
Impact of digitization on working of DIs.
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• Concurrent gauging of user requirements/inputs: During entire process of develop-
ment of the services, end users were the key to the implementation of the system 
[13]. Numerous entrepreneurs pointed to the urgent need to further simplify the 
online forms by reducing redundant fields and consequently, it was decided to do 
this periodically.

• Staffing, training, and handholding: A key success factor was the periodic training 
and handholding support provided by the technological partner to the depart-
ment officials in parallel with awareness sessions for small businesses. However, 
given the volume of applications and requirements of uploading inspection/field 
reports on the same day, it was seen that a greater regional presence would aid in 
easing the process for the drug inspectors.

• Dynamic technological adoption: The services of the department were hosted on 
the State Single Window Portal on the cloud (Amazon Cloud) using a Java-based 
platform. Leveraging the latest digital platform technology ensured digital 
security and a seamless online experience for users of the portal.

From a theoretical perspective, this study reasonably informs the prevailing 
narrative—that smart digitization and simplification of processes play a critical role 
in reducing the transaction costs of doing business and significantly ensuring a rise 
in ‘general welfare’ of target groups of a particular initiative. This study also provides 
practical considerations for economies/regions at the cusp if undertaking localized as 
well as large-scale digital transformation exercises to address inefficiencies in service-
provisioning systems. Regions at a similar level of digital maturity and with transfer-
able contexts may stand to benefit from the experiences of this initiative.

8.  Limitations and future studies

In conclusion while the administrative and user-centric improvements are evident, 
the long-term impact of the initiative on achieving larger public health outcomes 
would require further research.

Further to this, as pointed out earlier this study to a large extent captures the 
online ‘availability’ of a service as opposed to a greater detailing of the qualitative 
aspects of the service. While the focus of this study has predominantly been limited 
to the impact of digitization on business transformation vis-à-vis erstwhile physical 
interface-driven systems, it would be worthwhile to undertake further studies on the 
impact of process re-engineering and rationalization of forms/fields in applications, 
on the ease of doing business and on economic transactions, from both the adminis-
trative and user-centric perspectives.
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Chapter 7

Balancing Expectations for Digital 
Transformation in the Healthcare: 
Development of the New Cancer 
Registry in Latvia
Aiga Balode and Ieva Bikava

Abstract

The healthcare sector has been slower to embrace digital transformation compared 
to other industries. However, it is evident that digitalization offers significant growth 
and innovation potential, particularly in ensuring patient-centric healthcare. Despite 
this potential, implementing digital solutions often involves a disproportionately 
lengthy and challenging process. As an EU member state, Latvia has achieved con-
siderable progress in digitalization, especially in cancer treatment and related data 
processing. A modern, population-based cancer registry can serve several crucial 
purposes from both the patient’s perspective and in analyzing healthcare quality, cost-
effectiveness, service demand, supply, and policy development. Even though digital 
transformation began over a decade ago, the first phase of national level oncology data 
management was only implemented in 2024. The key takeaway here is that “Digital 
Transformation is not merely an IT project!” In the observed case, critical factors 
influencing success included industry professionals’ readiness for change and the 
active impact of EU initiatives, combining both bottom-up and top-down approaches.

Keywords: digital transformation, healthcare, population-based cancer registry, 
governance, data management

1.  Introduction

Digitalization has been a fundamental cornerstone for transformative changes 
across various sectors, driving new initiatives and enhancing access to information 
and services. The healthcare sector has been lagging regarding patient data gover-
nance in a systematic and interconnected way, while at the same time being at the 
forefront of using different new devices for patient treatment, achieving remarkable 
and even revolutionary progress (one of the remarkable examples—COVID-19 vac-
cine elaborations). To ensure safe, timely and affordable healthcare services, policy-
makers nationally and globally stress the importance of digitalization in healthcare, 
which would foster a swifter transformation of service provision and ensure more 
timely service availability.
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The terms “digitization” and “digitalisation” are interrelated and refer to digital 
transformation. It is “a process that aims to improve an entity by triggering significant 
changes to its properties through combinations of information, computing, com-
munication, and connectivity technologies” [1]. The term itself indicates the need to 
allocate the necessary resources to ensure that envisaged changes take place. As for the 
healthcare digital transformation, it refers to the adoption of new technologies that 
enable the shift toward secure, high-quality care and drive greater business efficiency. 
This definition highlights the expectations that both governments, society, and health 
professionals expect from digital transformation; however, each digital tool only 
provides specific improvements and once it is implemented, a new perspective on 
development is seen.

So, the transformation process is ongoing in the healthcare sector—with the 
implementation of new digital solutions, technologies and artificial intelligence 
(AI) options by providing telemedicine services, remote monitoring and maintain-
ing patient records and electronic health records (EHR). All the elements of digital 
health build a complicated and codependent digital ecosystem where proper gov-
ernance should be in place for the navigation through all the possibilities to become 
more efficient.

The pressure for change derives also from international organizations. World 
Economic Forum (WEF) urges—the healthcare sector needs radical changes to 
ensure “healthcare for all” and address the healthcare inequities. WEF declares 
that “delivering on the promise of digital, data and AI in healthcare for improved 
outcomes will require an ecosystem mentality. No single actor can bring about the 
digital health renaissance” [2]. This notion corresponds to the concept proposed 
by the World Health Organization (WHO) that emphasizes the empowerment of 
citizens (not only patients) and medical staff by involving them more actively and 
consistently within the digital health development processes. The WHO sees digital 
health as a key to ensuring universal health coverage that would allow to minimize 
healthcare inequities, at the same time addressing the urgency to shift toward preven-
tion and personalization of healthcare.

Healthcare systems globally are becoming more expensive and require major 
changes, shifting away the focus from short-term treatment, toward preven-
tion, health promotion and individualized care [3]. The urge for global healthcare 
transformation is driven by an aging population and a rise in chronic disease cases 
when the demand for services continues to grow. Coupled with the slowdown in 
economic growth, international organizations such as the Organization for Economic 
Co-operation and Development (OECD), WEF and WHO are calling on countries to 
standardize data, ensure its exchange and analysis, and develop predictive capabili-
ties for healthcare sector needs and resilience-building scenarios by enlarging and 
diversifying the collaboration partnerships. This approach aims to facilitate public-
private partnerships, making the healthcare sector more adaptable to changes and 
new initiatives. Ultimately, it seeks to ensure healthcare is a human right, with the 
individual at the center of the healthcare ecosystem.

As a member of both the EU and international organizations like the OECD and 
WHO, Latvia has a robust collaboration network and legal framework to implement 
necessary changes in healthcare. A European Health Data Space (EHDS) strongly 
advanced by the European Commission brings forward another major homework or 
shift in the healthcare sector, considering the unequal digital maturity aspects even 
within one healthcare-providing institution. Nevertheless, it underlines the direction 
that the EU is taking toward improved services for its citizens.
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More dynamic development of digital health is facilitated through digital disrup-
tions that are generally applicable to any other sector [4]. The most known impacting 
factors are: (1) the fourth industrial revolution—internet of things, smart devices and 
their interoperability; (2) AI—including automatization of processes, robotization and 
(3) Big data—modeling and prediction, ensuring self-service options for the end user 
(like telemedicine, hospitals at home and others). While providing the opportunities, 
it clearly determines the need for prioritization, systematization and agreed roles and 
rules for the stakeholders involved. The identified research areas provide little evidence 
on the digital transformation process itself and governance ensured for the major 
change management in healthcare. Regarding healthcare, governance applies to infra-
structure, architecture, standards and interoperability, and services and applications. It 
is essential and the main determinant of changes in any sector, often taken for granted 
and self-explanatory just by having responsible institutions in place. The authors 
assume that analysis of governance for digital transformation would help to find out 
the hindering and facilitating factors of healthcare service change and modernization. 
Given the broad scope of this topic, the authors in this section focus on one specific area 
of health and healthcare policy: the establishment of a digital population-based cancer 
register (PBCR). Over the past decade, there has been a dynamic shift from static 
registers and siloed data sets to data flows, information exchange, and analytics, with 
significant advancements anticipated through artificial intelligence solutions.

The cancer-beating issues have been a priority for Latvia for the last decade, often 
escalated on the political agenda by the European Union (EU) and international 
organizations and very zealously and consistently by patient organizations. The 
statistical data still indicate the progress necessary for Latvia to reduce the inequities 
for cancer patients as well as to move toward prevention and early detection. OECD 
states that “cancer is a major public health concern in Europe” [5]. The OECD health 
policy study survey highlights how the lack of cancer patient data has been a signifi-
cant barrier for Latvia, preventing advancements in cancer care. Systematic perfor-
mance monitoring and improvement depend heavily on data availability. Clinicians 
have long advocated for the establishment of PBCR to enhance clinical data flows. 
Additionally, Latvian medical professionals, with their international experience, 
have been eager to apply their knowledge to patient treatment and actively engage in 
research and international exchanges to improve patient care.

Both adult clinical university hospitals in Latvia have shown a proactive approach, 
supported by the Ministry of Health (MoH), by undergoing the accreditation process 
to establish a center of excellence for cancer treatment and research (OECI accredita-
tion). This initiative has received full backing through EU financial tools, which not 
only support ICT development but also provide further education for medical staff 
and aid in the creation of guidelines and algorithms. This effort aligns perfectly with 
Europe’s Beating Cancer Plan, emphasizing its importance on national, international, 
and public agendas, particularly in terms of access to and development of personal-
ized treatment. MoH determined oncology as one of the main priorities, with the pur-
pose of transforming both the institutional setting, the information flow of data with 
the available EU supporting mechanisms, and implementing changes for the more 
effective treatment of patients that would correspond to the WHO and international 
guidelines. Development in such areas as telemedicine and remote monitoring has 
been left up to the private-public partnerships implemented by healthcare institu-
tions. Therefore, the focus of this chapter is on the process of the PBCR elaboration 
as having data in a systematized format is crucial for future developments and thus 
cannot be postponed or leaped over.
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2.  The role of PBCR in health care and as a tool in health policy

PBCR is one of the best-known medical registries that provides information on 
the increase in the life expectancy of a person, as well as the possibilities of rewinding 
diagnosis and treatment, as a result of which the life expectancy of the population 
increases, the incidence rate from oncological diseases also increases. PBCR attempts 
to capture all cases that are related to a specific disease, in this case—cancer, within 
a defined population. This is an important feature that distinguishes PBCR from 
other registries—like clinical or hospital registries. As PBCR includes almost all cases 
within the population, it removes selection bias, which is a usual problem for other 
registries. Therefore, PBCR is instrumental in the planning and evaluation of disease 
control programs and the effectiveness of the healthcare system. The role of medi-
cal registries “have evolved from calculating basic epidemiological data (incidence, 
prevalence, mortality) to diverse applications in disease prevention, early diagnosis 
and screening programs, treatment response, health care planning, decision making 
and disease control programs” [6].

Population-based registries in which specific data about the patients of deter-
mined diseases or conditions are collected and analyzed are the basis for public 
health, as they provide data on surveillance, inform about the prevalence in the 
population, as well as provide data on the impact of the disease to population—sur-
vival and morbidity. Those registries can also be tools used to evaluate the results of 
political initiatives and implemented healthcare plans, to cope with the disease by 
providing appropriate screening, early diagnostics and accessible treatment. One of 
the most widely used approaches for PBCR besides its main function—is to analyze 
and evaluate screening program coverage and effectiveness. Mainly it is used for the 
most widespread cancer types—breast, cervical and colorectal cancers [7]. As con-
cluded by Tucker et al. on analyzing the effectiveness of initiatives “if no substantive 
changes in cancer incidence rates are observed, it is clear that the interventions are 
not having an effect,” but at the same time pointing out, that “when significant 
changes in incidence rates are observed, it is rarely possible to ascribe these changes 
to the implementation of the intervention” [8]. Answering the question: how do 
those registries accomplish such a wide range of functions? Pop et al. point out that 
this is achieved by “using a composition of predefined data collection protocols, 
accessing multiple data sources and collecting the highest possible number of cases 
from a geographically defined population, doubled by explicit efforts to provide 
systematic constant data update” [6]. So in turn, the lack of such registries is often 
mentioned as a hindering factor not only for patient treatment effectiveness but also 
for policy planning.

Developing the registry is a challenging and complex task, and when initiating the 
vision and scope of the new registry, as Pop et al. characterize the task: “one should 
balance the requirements and amount of work required for achieving the objective to 
the available resources” [6]. Usually, a population-based registry contains data from 
several sources, data available in EHR, information available in clinical information 
systems, as well as data from the laboratory tests, such as pathology reports, some-
times genomic tests and gene sequencing reports. As pointed out by Nicholson and 
Perego—PBCR differs from clinical registries, where the focus is on clinical care, as 
PBCR collects fewer variables and at less granular detail. As those two registries serve 
different purposes, it can lead to conflicts “between clinical demands for prognostic 
precision and epidemiological demands for comparability and completeness” [9]. Of 
course, the merger of data and interoperability grows with the development of ICT 
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and new digital solutions that challenge the cancer register owners to be alert and 
have a clear focus on the scope of development, not to be tossed away by the variety of 
options or too different priorities of target groups.

Collecting different data from different sources to provide a complementary and 
comprehensive picture of the patients’ cases, requires building a multidisciplinary 
team approach, involving and managing different stakeholders with different exper-
tise and expectations on the registry. That is a time-consuming and labor-intensive 
process. As pointed out by Nicholson and Perego—“Painstaking commitment is 
required to ensure the quality of the registry’s data” [9]. Weak data quality can be 
related to undiagnosed cases, uncertainty of diagnoses, under-reporting of cases, 
inaccurate coding, as well as poor quality of submitted cases, if there is a lack of suf-
ficient and adequate on-board controls.

For an elaboration of the PBCR, the role of stakeholders is significant—medical 
staff, patients and their representing non-Governmental Organizations (NGOs). 
For any changes to be successfully implemented, the culture of the institutions plays 
an important role by providing additional stimulus for improvements. Garmann-
Johnson et al. refer to “the Nordic Model” for employee involvement, viewing employ-
ees as co-creators in various changes and service implementations. The authors also 
note a scarcity of articles on employee involvement in digital health transformation. 
However, three common conditions emerge when involving employees in new idea 
generation and implementation: access to a broad range of information, full engage-
ment in their work roles, and support from management, which includes allocating 
time for involvement and ensuring rewards [10]. In the future, it is anticipated that 
the role of employees will grow to ensure long-term solutions and adapt to necessary 
changes. The same applies to the involvement of patients.

All that leads to the necessity to build up proper interaction and communication 
among stakeholders and leadership, which has a clear vision of the results that have 
to be achieved. As specified by Pop et al.: “Clearly formulated objectives, inclusion 
criteria, patient outcomes, procedures that cover all the activities of the registry and a 
properly defined core dataset are mandatory requirements that ensure the fulfillment 
of the purpose and objective” [6].

According to a literature review on guidelines and recommendations for develop-
ing registries, provided by Pop et al., there are several quality influencing factors: 
governance, information and ethical issues, security and privacy, and last but not 
least: data quality—that involves two other aspects: data accuracy and completeness. 
When referencing to specific cancer registry, there are four key aspects mentioned—
data quality, comparability, validity, timeliness and completeness [6]. In the authors 
opinion, interoperability and standardized data exchange have become subsets for the 
factor “comparability” and should be highlighted also in research.

Living today, in the age of modern technology and providing such various ways of 
connection through technology and data, another significant factor is to think glob-
ally, not only on the local or national level, but much wider. It has been the approach 
used for clinical research but to ensure the appropriate digital transformation, it has 
become the necessity of governance well. To fit in the networks established in the EU 
and globally to beat cancer, there is a need for data harmonization, to provide bases 
to make data-based decisions. So, when defining the requirements and data sets, to 
provide the possibility to compare data—there is a need for data standardization and 
mapping among different local systems and data coding vocabularies, that are used, 
to provide possibilities to submit national data to international data sets and become 
a full-fledged partner in international organizations. This task creates the necessity 
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of knowledge and expertise on existing guidelines, standards and existing practice 
on registry development. To provide interoperability among different systems 
involved in providing data to PBCR, on national and international levels, according to 
Nicholson and Perego, the use of data standards is necessary for multiple levels related 
to IT solutions and involves “address protocols, message formats, document architec-
ture, management of document sharing process, and healthcare terminology” [9].

When developing registries and information systems in the field of healthcare, 
one should also take into account, that there are some specific rules used for the 
data exchange among the systems, by using specific data standards. In 1987 specific 
organization, Health Level 7 (HL7) was established, to provide a “comprehensive 
framework and standards for the exchange, integration, sharing, and retrieval of 
electronic health information, that supports clinical practice and the management, 
delivery and evaluation of health services” [11]. The organization provides specific 
framework guidelines and standards that are used to exchange information related 
to healthcare. For decades, a specific standard was used to provide interoperability: 
Clinical Document Architecture (CDA), and is still used in many solutions over a 
wide scope. Since May 2012, the new standard “Fast Healthcare Interoperability 
Resources” or FHIR, has been evolved and is recommended for use in developing new 
solutions as a next-generation standard framework created by HL7. The use of the 
new standard contributes, on the one hand, to the creation of modern and sustainable 
solutions, and on the other hand, this presents new challenges in how to connect data 
from different systems created and maintained using versions of the previous stan-
dard—HL7 CDA.

Issues related to the interoperability of data are connected not only with different 
technical standards that are used for data exchange: HL7 CDA and HL7 FHIR, but 
also with the semantic standards—or standards that are used for coding information 
in different systems. The SNOMED-CT standard, which provides the widest pos-
sible glossary of terminology, is increasingly being used in the world. However, its 
implementation is complex and time-consuming, with the result that only in some 
countries it is used, and Latvia is not among these Member States. As indicated by 
Nicholson and Perego: “Given the complex array of healthcare infrastructures and 
health data systems and the need still to interface with legacy systems, it is unlikely 
that any single health data standard will solve all the interoperability issues” [9]. 
Digital literacy and understanding the impact of both technical and substance 
(sector-specific data sets) standards is crucial for staff to implement digital transfor-
mation and have regular improvements possible.

According to the literature review provided by Pop et al. on registry success 
factors, they are the following: appropriate multidisciplinary team; stable funding; 
focused aims, data collection systems and functions supporting design, as well as 
mergeable data, standardized datasets, rules for data collection, experience and 
expertise on the previously used registration principles, as well as knowledge about 
patient outcomes [6]. A frequent difficulty, as pointed out by Posadas-Martinet 
et al., is related to sustainability, to provide “maintenance over time and retaining 
an organized team of professionals who can guarantee quality and continuity of 
the records” [12]. To deal with those challenges, the proposed solution is to provide 
substantial motivation for the main stakeholders, including clinicians and research-
ers, and even patients, to stimulate the development and continuous improvement of 
processes and procedures.

Last but not least influencing factor for the successive development of the registry 
is to provide sustainable and stable funding to develop, and latter—to maintain and 
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expand the registry. The lack of sufficient financial support in the long-term can 
lead to reluctance to invest and promote the development, as well as have a nega-
tive impact on the level of involvement, especially from the clinicians. It leads to an 
ad-hoc or project-based approach that only patches the needs, not building a resilient 
ecosystem and foundation for long-term development. Also, Tucker et al. point out, 
that “Perhaps the greatest limitation that can diminish our ability to realize the full 
potential of PBCR is a lack of funding” [8]. Mery and Bray, more directly and strictly 
indicated, that “for registries to flourish and become indispensable to public health, 
governments must first ensure that surveillance is included as part of their overall 
health plans so that there is a budget for staff and operations” [13]. This statement is 
based on their research and conclusion, that too often registries are developed based 
on ad-hoc funding, that in some cases even comes from research grants, and that 
without a sustained budget, the risks of vulnerable registry are very high. The authors 
indicate the significance of this aspect only increases once taking into account the 
constant battle for adequate financial resources for healthcare, sometimes requiring 
choosing between immediate medical help versus long-term governance improve-
ment and DT as the outcome. Therefore, the global cooperation/partnership options 
are of utmost importance as it is a substantial knowledge transfer tool as well that 
requires new adjustments.

Although traditional usage of PBCR was related to epidemiological data—nowa-
days, the usage options of PBCR for other functions or data processing purposes 
become wider and wider. For example, the development of the approach to use PBCR 
as a basis for treatment evaluation to analyze the survival of patients who received 
different treatments. Thus, an ever-increasing role for PBCR is for the patient 
outcome evaluation, not only using survival data, but also supplementing them 
with the data on clinical outcomes, and patient-reported outcomes [6, 12]. Adding 
additional information from clinical information systems, as well as adding data sets 
from administrative systems, can provide good bases for evaluation of performance 
indicators and quality assurance measurements. The arising involvement of patients 
to provide data on treatment evaluation in healthcare is also related to the approach 
moving toward value-based healthcare. Another use-case for using PBCR registries is 
studies of quality of life (QoL) for cancer survivors. Studies of QoL can inform on the 
long-term effects and risk factors related to cancer survivors, with the aim to design 
interventions to improve QoL for that group of patients, thus improving patients’ 
well-being. For these studies, PBCR is used as a sampling frame and the source of 
patients to enroll in studies of QoL. Those benefits—the database with patients, to 
enroll in the study, as mentioned by Thong et al., can be done only in case the patient 
has been allowed to contact to them in research purposes [14]. Unfortunately, most of 
PBCR built for epidemiological reasons do not collect the information on the possibil-
ity to contact the patient and does not provide the contact information. Here stems 
another need for in-depth research (not covered by this article) on user experience 
and user involvement in ICT and digital solution development.

Another direction, that has been observed in the development of registries, is 
closer cooperation with therapy providers, to supplement existing PBCR data with 
additional information, which can improve and promote data for clinical trials. It 
might also help to lessen the administrative burden and exclude duplication of data 
processing. In those cases, registries can also serve as platforms for patient enroll-
ment and recruitment [6]. The development of precision medicine, which is rapidly 
developing especially in the field of oncology, demands other data sets and informa-
tion—linkage with the biobanks, to improve research possibilities in genomics.



E-Government Digital Frontiers – Transforming Public Administration through Technology

110

As characterized by Tucker et al., PBCR “provide a critical framework that can 
elevate the science of cancer research.” As those registries can provide a population-
based sample frame, that can solve the problems associated with external validity or 
as authors wrote, those registries “make it possible for investigators to obtain a set 
of case records that truly represent the entire underlying population” [8]. One such 
case, is the example of a combination of EHR records and PBCR records. In this case, 
PBCR can be used as a tool to analyze and improve the validity of research by using 
data from EHR, and linking records of those two systems, each of them initially built 
up for a different purpose. As pointed out by Thompson et al., “there is tremendous 
potential to leverage the value gained from integrating EHR and PBCR data for 
research” [15]. As the PBCR provides in-depth data on oncology diagnostics and 
tumor characteristics, as well as basic data about the cancer-related treatment, while 
EHR contains much broader clinical data on the patients. The main gain from those 
complementary database usage for research is to deal with the selection bias that can 
arise if using only EHR records.

There is also a place for critique on PBCR, and one of the most common arguments 
relates to the time delay—the time frame when the data is submitted, analyzed and 
made available from such registries. Usually, the root of the problem is that data are 
submitted to the registry in a separate process, and by manually entering data into 
specific forms. However, new technologies and technical standards, that improve data 
architecture provide more structured data and are coded to the same semantic stan-
dards, thus creating opportunities to automate processes and improve possibilities to 
submit data to registries. One example of automation, provided by Tucker et al., is the 
use of NLP methods and algorithms implemented in clinical pathology laboratories, 
with the aim to obtain cancer patient data for PBCR from pathology reports at the 
time when the cancer patient is diagnosed based on pathology report [8].

Summing up, it is expected that classical PBCR with the data on epidemiology, 
can be developed and expanded for other data processing purposes and use cases 
and functions. However, those additional benefits can become the challenges and 
cause of countless problems, when formulating requirements of the new register. As 
there are so many stakeholders and so many additional functions and use cases that 
demand different data sets and policies, governance and ownership are important for 
implementation. As said by Mery and Bray: “Strong leadership to oversee and nurture 
the development of registry is vital to achieve high quality data” [13]. Leadership is 
considered along with timely communication in all PBCR development and mainte-
nance stages.

3.  The reasons behind the need for the digital transformation of PBCR  
in Latvia

Latvia is a country in the Baltic region of Northern Europe, with a population 
of 1,871,882 people at the beginning of 2024 [16]. The Cancer Registry of Latvia 
was established in 1993 by the Oncology Center of the Riga East Clinical University 
Hospital (RECUH). Later, in 2009, it was relocated to the Center for Disease 
Prevention and Control (CDPC). Since 2018, responsibility for the register has been 
shared between the National Health Service (NHS)—which is responsible for the IT 
solution (according to the GDPR—data processor), and the CPDC—which is respon-
sible for the methodology, data processing, and analysis (according to GDPR—data 
controller). The previous update on the data fields collected in the registry, as well as 
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changes in methodology for the data collection and entry, was in 2016. At that time, 
the data entry form for the registry became a part of the National Unified Health 
Information System, and two updated forms were approved: the Oncology Patient 
Registration Card and the Oncology Patient Treatment Card [17].

Although the general understanding of the role of PBCR is that its data is the 
cornerstone of cancer control, enabling the planning, monitoring and evaluation of 
preventive activities and cancer care, unfortunately, the Cancer Registry of Latvia did 
not succeed in achieving these objectives. Clinicians and healthcare service providers 
were not interested in data entry, as they did not see the additional value of these activ-
ities but rather an administrative burden. Data entry in the registry was done manually 
because there were no solutions for data exchange between the Hospital information 
system (HIS) and the registry. Additionally, the coding standards were outdated. 
Typically, the data in the existing registry were entered by a medical statistician when 
all the necessary documentation was provided, and the specific treatment phase was 
closed. There were also technical problems—at moments when the system was not 
available. This led to unfavorable results—clinicians were not using it because it meant 
in practice entering data in an additional siloes system that was not connected to HIS. 
The data were entered belatedly, were of poor quality, and did not cover all cases. 
Consequently, the data available in the cancer registry were used only by the CDPC 
to fulfill their functions, such as providing official statistics and reporting to inter-
national organizations. The governance and ownership issue of managing the whole 
cancer data processing was challenging as the roles of each institution were imple-
mented according to their functions, not taking a holistic perspective on the issue. The 
recent plan to establish cancer methodological centers and move toward cancer center 
accreditation is the step taken to strengthen the holistic perspective and determine 
more clearly the roles of the involved institutions, including data governance.

Initial efforts to improve the existing cancer registry were outlined as early as 2017, 
immediately after the approval of the new datasets in 2016, with the approval of the 
political document “Plan for the Improvement of Healthcare Services in the Field of 
Oncology for 2017-2020.” This plan served as the basis for significant advancements 
in cancer care, and one of its expressed aims was to establish a comprehensive data 
platform by the end of 2020. The objectives for developing the platform were to facili-
tate interoperability among various registries and data sources, enabling seamless 
exchange of information on cancer patient cases. Furthermore, it aimed to incorpo-
rate additional datasets crucial for assessing the quality of treatments and evaluating 
patient outcomes [18].

Regrettably, in 6 years, there have been sporadic and non-consistent efforts 
and activities, resulting in the development of the new PBCR. Once not having a 
central EHR system, institutions change to develop individual/silos solutions that 
served the needs of the individual institution. One of the main obstacles related to 
the cancer registry was the diverse digital maturity—processes and related data in 
many medical institutions are either paper-based and not digitized, or not digitized 
sufficiently. Therefore, the task of developing the new cancer registry was deferred 
to the subsequent planning period. The funding was not sufficient and was mainly 
based on EU-financed projects as nationwide it has been the backbone for the digital 
transformation of all the sectors. As documented in the “Plan for the Improvement 
of Healthcare Services in the Field of Oncology for 2022-2024,” [19] the main issues 
identified with the existing processes were four as follows: First: Data on the diagnosis 
and treatment of oncological diseases are incomplete and fragmented, and they do 
not contain detailed clinical information about the patient. Therefore, it is necessary 
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to improve the registration of oncological disease cases, including both technical solu-
tions and data quality monitoring. The second is that oncological patient data are not 
readily available and are fragmented. Doctors do not have access to all patient health 
data related to cancer diagnostics or treatment, leaving patients responsible for “car-
rying around” their data. The third: There is no way to evaluate the result of therapy, 
the course of disease development, or the cost and effectiveness of treatment. Fourth: 
The registration of data on the incidence of cancer cases is based on outdated and 
insufficiently descriptive classifications for oncology cases and does not provide 
registration according to European standards in oncology.

Digital transformation and implementation of the new PBCR is not just an IT 
project but involves changes in process management, as well as changes in regulation, 
duties and objectives. To deal with the above-mentioned problems, the Plan foreseen 
two-courses of action: the first—creation of a methodological management center for 
oncology (with the deadline—the second part of 2024), and the second—develop-
ment and implementation of the cancer registry and its functionalities (with the 
starting point in 2022).

Another significant step toward the development of the new cancer registry was 
participation of Latvia in the OECI project “ICCCS (Latvia DG reform): Improving 
cancer care coordination and screening in Latvia and Slovakia” [20]. Within the scope 
of this project several activities were planned: building capacity for population-based 
cancer registration, improving information systems and assisting oncology centers 
in receiving accreditation from the Organization of European Cancer Institute 
[21]. The expertise of the project was divided into three areas: the introduction of 
effective PBCR, improvements in cancer screening, and the establishment of the 
Comprehensive Cancer Center and Comprehensive Cancer Network. Overall, it 
fostered awareness of the needs of oncology, not setting apart the data sets, but 
designing along the pathway and envisaging the data flows for the purposes of service 
provision (treatment). It has given also the opportunity to analyze and realize the 
administrative burden (a process still ongoing), revealing also the silos approach not 
just regarding the data sets but cooperation as well that hinders the search for bet-
ter treatment options for patients at a larger scale. And it finally brought different 
institutions as stakeholders to work together and create together solutions for better 
cancer patient treatment based on the available data.

As was mentioned in one of the project meetings, the new PBCR will provide 
the possibility to calculate and analyze the burden of cancer and will help in making 
decisions for disease control—“to set priorities, resource allocation and evaluate the 
progress of cancer patient care.” As it was pointed out, to allow obtaining indicators 
that are comparable at the international level—international and up-to-date standards 
must be followed, as well as “an essential prerequisite for a well-functioning cancer 
registry is the full involvement of medical institutions and professionals who need to 
enter these data, ensuring full data entry” [22].

4.  Implementation process and influencing factors

Armed with the results and recommendations of previous research on the needs 
and expectations of the national stakeholders for the New Cancer Registry, as well as 
the support from the experts of the International Agency of Cancer Research (IARC), 
the working group for the New Cancer Registry was established in March 2022 
with the main responsible institution (see Figure 1). According to PBCR development 
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guidelines, provided by IARC, all the recommended elements were considered: 
required personnel, the physical location of the registry, financing, legal aspects, as 
well as political will and support, and key stakeholder involvement [23].

The main role in providing political will and legal support, as well as the obligation 
to establish an advisory committee with the responsibility to oversee the activities in 
developing the new registry, was granted to the MoH. As the owner of the registry, 
CPDC was appointed because they were historically responsible for checking the 
quality of data in the cancer registry, as well as transferring data to international 
organizations and creating national statistics on the prevalence of cancer in Latvia. As 
the technical provider for the new registry, NHS was assigned, as they are the respon-
sible authority of the national EHR system. The NHS was also providing technical 
maintenance and support for the old registry. The responsible body to collaborate 
with the clinicians and pathologists—RECUH was appointed, as the RECUH is the 
largest hospital that provides services to Cancer patients, and in the future would 
become the methodology center for oncology, with the aim to become a compre-
hensive cancer center. As the main data providers for PBCR, and also users of the 
information provided by the patient in PBCR, in cases when patients changed institu-
tions where cancer treatment services were received. Cancer patient treatment is 
provided by five main hospitals: RECUH, Pauls Stradins Clinical University Hospital 
(PSCUH), Children’s Clinical University Hospital (CCUH), as well as Oncology 
centers in regions: Daugavpils Regional Hospital (DRH) and Liepaja Regional hospital 
(DRS). Although other healthcare institutions, as well as General Practitioners and 
specialists, like gynecologists, are involved in Cancer patient diagnostic and follow-up 
processes, they were not involved in the development of PBCR. Very little, one can say 
even no involvement, was provided by patient organizations and professional organi-
zations of specialists. This was done deliberately since the expectations of these target 
groups far exceeded the requirements that were planned to be realized in PBCR. The 
time frame for PBCR was also taken into account and required a focused approach.

The first round of activities for identifying the needs for the PBCR was led by the 
RECUH, by carrying out innumerable working groups to identify the needs of the 
registry with different specialists. Those activities led to unclear and confusing 

Figure 1. 
Main stakeholders in the development of PBCR.
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results, as from the one side—the specialists desired to have as much data as pos-
sible, to support their needs and interest for improved patient treatment, but also 
for research needs and treatment outcome analyses. From the other perspective, 
those clinicians—and experts could not define the necessary data sets to meet their 
expectations, and usually came to the point: “why we are constructing bicycle, let’s 
take some existing good registry from abroad and make the local copy!” and by 
mentioning the sample, usually those were clinical registries for the specific kind of 
cancer. In addition to this, all clinicians in different groups came to the same problem 
statement—at the moment, the HIS does not provide those data in a digital and 
structured format, that can be transferred to the PBCR, so there will be additional 
effort necessary to enter data manually and no one was willing to accept this kind of 
administrative burden.

After several rounds of discussions and consultations with the IARC experts, the 
working group came to the decision—we have to answer the main question: what 
kind of registry we are developing? Hospital-based cancer registry, pathology-based 
cancer registry or PBCR? As known from the literature, the roles of those registries 
are different and complementary. The clinical or Hospital-based cancer registry and 
pathology-based cancer registry—both serve important administrative and clinical 
functions, but only PBCR can provide “an unbiased profile of the present cancer bur-
den and how it changes over time” [23]. The IARC expert consultations were essential 
for the focus of further elaboration of the specific registry and also clarify the possible 
benefits when building PBCR. Since cancer patient data availability and interchange-
ability were expected by all the involved participants, the pressure and interest in the 
PBCR elaboration process were high.

There were no necessary data available in the HIS for the clinically expressed 
needs, and most part of the data needed for the research and treatment outcomes 
were only available in individual patient paper cards (folders) or not available at all. 
Therefore, the decision was made that the project would be split into two phases. The 
first—is the elaboration of the PBCR, according to the contemporary technical and 
semantical standards, used for the data gathering and analysis for cancer patients. The 
second phase—is the development of a clinical cancer registry (known as Hospital-
based cancer registry), that will be implemented when the HIS, used in the hospitals 
providing cancer patient care, is changed or upgraded to provide the necessary data 
in a structured form. Although the decision was to focus and ensure PBCR needs, 
nevertheless the trade-off was made, that if there are possibilities to provide some 
additional needs for clinicians by adding some data fields, those additional changes 
will be implemented. Thereby trying to retain the interest to enter and use data, not 
only from the CDPD and NHS, but also from the clinician’s perspective.

As the scope of the project from “One solution that fits all” was transferred to the 
relatively narrow scope of the PBCR, and data set with only some additional fields, 
if there is interest and readiness to enter those data from a practitioner (patholo-
gist, oncologist, chemotherapist and other specialist who treat and manage oncol-
ogy patients), the main stakeholder for the project and the leader became CDPC. 
Referring to the literature on how to perform a successful digital transformation (DT) 
in healthcare, it can be observed, that the case observed was not very successive in 
proving the multi-stakeholder perspective, as Kraus et al. point out, it is: “critical to 
understanding properly how in practice, the various players of a healthcare ecosystem 
(patients, pharmaceutical companies, hospitals, public agencies, and many more) 
exploit DT technologies and means to quality of care, value creation, and many more 
managerial issues” [4]. Another author team, led by Ricciardi, notice, that the results 
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and outcomes of DT will “importantly depend on the quality of the process and the 
involved stakeholders” [24].

With the change of the leading stakeholder, the first objective became the devel-
opment of the requirements and data set to provide all the necessary information 
for statistics on national and international levels. So, the first data set was based on 
the European Network of Cancer Registries Guidelines for the European Cancer 
Information System (ECIS) [25]. The first data set contained all mandatory fields, 
that should be collected for the reporting to ECIS.

After the first draft of the new data set was designed, and taking into account the 
recommendations of the contemporary literature on the subject, the analysis of pos-
sibilities to use EHR was performed. Unfortunately, analysis led to results, that with 
an existing EHR system in Latvia, it is impossible to achieve one of the main aspects 
covered in Navijou et al., point out that “the objective of each patient registry will be 
achieved if the registered data are reliable,” by this focusing on accuracy, complete-
ness, and timeliness, especially in the circumstances when data are submitted to 
“impartial, independent quality control process” [26].

Analysis of the data necessary for the ECIS data set indicated that there is 
no information about the diagnoses available at required semantical standards. 
An in-depth analysis of the Latvian case led to the same findings as in Post et al. 
research: “Inadequate data exchange between providers is largely due to inadequate 
EHR data standardization. Most EHR implementations have site-specific codes 
that are ill documented” [27]. As mentioned by Gosh et al.: “Effective standards 
for data interchange help break down silos in the healthcare systems” [28]. As the 
existing national EHR system was used mostly as an accounting system, except for 
two modules: E-prescriptions and Sick-ness leave certificates, the available clinical 
information was very minimal. Therefore, the only information about the person that 
can be used from the national EHR system—is the demographic characteristics of the 
patient. Therefore, to provide necessary data for PBCR, one of the requirements was 
to develop a data entry form, where clinicians or medical statisticians enter the data 
necessary for the PBCR (or enter data in local HIS and send to the PBCR system using 
API, when the necessary changes will be implemented in HIS).

The next significant decision was to decide on the scope of the cases for which the 
data should be entered. After several discussions, the decision was made that the scope 
will be according to the ECIS guidelines about the diagnoses that will be included, and 
reporting cases—which means all cases that are diagnosed in Latvia. In addition, to 
provide local needs for analyzing the provided services to Cancer patients in Latvia—
to broaden the scope and provide information on all cases, no matter where the 
diagnostic was performed and who is paying for the diagnostic or treatment services: 
state-paid, private insurance or out-of-pocket. The decision to provide a wider scope 
was related to the existing practice, related to person mobility and the war in Ukraine 
when hospitals in Latvia provided further diagnostic and treatment services for 
foreign patients and refugees. By adding the additional field “country of diagnostic,” 
the registry could satisfy two requirements at the same time: for reporting to interna-
tional registries and serving as PBCR—including only the cases diagnosed in Latvia. 
However, to analyze the number of Cancer patients in Latvia and evaluate the need for 
services and other related information, can use information of all patients who have 
received Cancer treatment-related services in Latvia, no matter where the cancer was 
diagnosed.

The next sequential process was to validate and verify data sets with the clinicians, 
as they are the main source of information necessary for the PBCR. During these 
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activities, the main findings were related to the mapping issues—mapping existing 
classifiers that were used in existing cancer registries and the data needed for report-
ing to ECIS. That led to some amendments in the existing classifiers, adding new 
classifiers and data fields, as well as a total change of values used in existing cancer 
registry classifiers. The most significant changes were related to the change of the 
version used for disease coding, from ICD-O-2 to ICD-O-3.2, and from TNM 7th to 
TNM 8th version.

The following task was to analyze and provide additional information that is 
necessary for the clinicians or other parties, has been collected previously, but is not 
a part of ECIS. During this activity, there were data fields that were removed—as the 
analysis of the existing data showed, those data fields usually are not filled and as the 
fill-out range is very small, are not used for the analysis. Other changes were related to 
the outdated coding systems. Some classifications were kept unchanged from the pre-
vious version: for example, ORPHA codes for rare disease cancer cases. A significant 
change was implemented for the pediatric field, as the existing registry and ECIS data 
fields did not provide the necessary data for the pediatricians. Based on the Finnish 
experience [29], CCUH insisted on the implementation of ICCC-3 (International 
Classification of Childhood Cancer version 3).

Information about received treatment and the course of the disease, according 
to ECIS, contains only information about the type of treatment the patient received. 
As the previous cancer registry contained more data fields, a decision was made that 
all the data fields that existed in the old registry would be entered also into the new 
registry. Objectives of this decision were grounded in the will to analyze the outcomes 
of the patient treated with one or another therapy. During this phase, some additional 
fields were added—for example, therapy line, the type of the therapy, information 
about termination and related reasons, etc. Demand from clinicians for adding fields 
characterizing the treatment was much higher, as the data fields were approved for 
inclusion in the registry. Currently there is no possibility to enter this information in 
HIS, which healthcare institutions use, and the risk that data would not be entered is 
too high. Considering this, the implementation of these additional needs was post-
poned to the next phase, when HIS would provide this information in an electroni-
cally available format.

Another desired aspect was related to providing information about the different 
diagnostic tests performed on cancer patients related to molecular and cytogenetic 
examination and results. In those data sets were interested clinicians as well as NHS, 
pharmacy, and also patient NGOs. This interest was related to the treatment possibili-
ties and state-paid medication, which is provided for the patients with specific clinical 
findings. Of course, this is not in the scope of classical PBCR, but as it is related to 
state-paid services for cancer patients, the motivation for such data inclusion is clear. 
However, its implementation was added to the “waiting list” until there would be 
structured data on laboratory and genomic testing findings.

The next phase, which followed data set development, was the technical imple-
mentation of the new registry. Technically PBCR became a part of the national 
E-health ecosystem, thus providing possibilities for the medical professionals work-
ing with cancer patients, to get safe and appropriate access to the data in PBCR and 
through PBCR share data on Cancer patients, who are involved in the treatment of the 
patient. Providing and sharing data among the medical practitioners who provide ser-
vices to the patient, is not a usual function of PBCR, but in Latvia’s case, PBCR carries 
out a function, that should be provided classically by EHR. In these circumstances, 
it is the fundamental benefit and “carrot” for the medical professionals to enter the 



117

Balancing Expectations for Digital Transformation in the Healthcare: Development…
DOI: http://dx.doi.org/10.5772/intechopen.1007352

data of the Cancer patients in PBCR. Of course, at the time, when there will be fully 
implemented and used EHR providing all the data about Cancer patient diagnostics 
and treatment electronically in structured and standardized data format, PBCR will 
give away the role of providing data to clinicians.

While developing the PBCR, local systems used in healthcare facilities did not 
provide the necessary data for the PBCR and at the beginning all the data had to be 
entered manually, using the PBCR system data entry forms. But, looking forward, 
normally those systems also should be adjusted to collect all the necessary data and 
provide the possibility for medical practitioners to enter data only once—in the 
development of PBCR one of the principles was “API first” (Application program-
ming interface—which provide interoperability possibilities to exchange data from 
system to system). So, the API services were designed to ensure that when HIS would 
be adjusted to provide entrance of the necessary data in those local systems practitio-
ners’ daily work—all the necessary data would be submitted automatically from HIS 
to PBCR. In case when Cancer patient comes to visit the doctor, the HIS will request 
data from PBCR and demonstrate all the available information from PBCR into the 
system doctor uses.

The implementation process of the PBCR was executed in three directions: (1) 
technical implementation of the ICT system, (2) changes in legal acts and (3) activi-
ties related to the introduction of the new data standard and data set. The communi-
cation about the PBCR was not indicated as a priority, at the same time it would have 
managed the expectations of different stakeholders better if it had been provided 
regularly on the elaboration process and expected practical outcomes. Technical 
implementation started when the first data set was approved and the content of the 
necessary data sets and classifiers approved with the industry. To provide the possibil-
ity for both: the NHS system as well as HIS to start implementation of new data sets, 
the first technical task was to provide all new classifiers in the national EHR system. 
The following process was the implementation of HL7 FHIR profiles and API services 
to provide the possibility to submit data to PBCR in the system-system approach in 
accordance with the principle “API first.” The following task was to develop data entry 
forms in the scope of the existing national EHR system to provide the possibility for 
those medical practitioners whose HIS does not provide the possibility to submit 
data automatically, to enter the data directly in the PBCR system. The next task was 
acceptance testing made by the CDPC experts and some pilot practitioners. During 
this phase, the need for adding extra controls and checks arise, to improve the quality 
and completeness of the entered data. At this moment, technically the new PBCR was 
ready for piloting.

The next step was related to transferring data from the old registry to the new 
PBCR. As the patient is diagnosed once but receives treatment and follow-up for sev-
eral years, to avoid the necessity to enter old data into the new registry, the decision 
was made to transfer all the cancer patient disease cards from the old registry to the 
new PBCR. As the old registry used other data standards (old versions and additional 
fields, that were not implemented in the new registry) the next challenge was how to 
transfer that data. Analysis showed that the best way would be to transfer the data as 
they are, not even trying to convert old data to new standards. As a result, there were 
additional fields added to the data entry forms. For the user, that means that data 
fields and used classifiers in fields changed depending on the diagnosis date for the 
disease card and depending on the treatment start date for the treatment card.

During the first conversation process, due to data quality control, a significant 
proportion of the data from the old system was not transferred to the new registry. 
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As the aim was to convert as much as possible data from the old registry to the new 
registry, quality controls of the old data were optimized to a minimal level and some 
automatic corrective activities with the incoherent data were done. It took significant 
additional work from the IT development part—to provide all the additional classi-
fiers and different controls used in the old system to use in the new system, but it paid 
off, as the clinicians and CDPC were pleased that all data are available in one system.

The other part of the activities was related to the change in regulations related 
to the PBCR. It involved changes in the Patients’ Rights Law and several Cabinet of 
Ministers Regulations. Despite the identified amendments to those legal acts at the 
start of the project in the first part of 2022, it took much more time than it was envis-
aged for the necessary changes. Due to the long negotiating process on the regulation, 
the new standard and data set, that was planned to become active since July 1, 2023, 
was postponed to January 1, 2024.

The third and even one of the most significant parts of the project implementation 
was to assess and provide readiness for the industry to use the new semantic stan-
dards and data sets. This task was assigned to CDPC and RECUH. One of the time-
consuming parts was the introduction of the ICD-O-3.2 instead of the previously used 
ICD-O-2, done by the CDPC. This activity contained an official translation of the 
ICD-O-3.2 classification in Latvian, as well as review and updates in methodological 
materials about appropriate cancer case coding, as well as several educational activi-
ties providing on-site and online and providing all related information on CDPC and 
NHS online sites for medical professionals.

Although all those activities were performed before the regulation became active, 
and there was the assumption that all the parties would be ready for data entrance and 
further processing—unfortunately, it raised more and more questions from the clini-
cians and pathologists about the appropriate coding and data entry. Just as the experi-
ence of the world on DT in the healthcare sector shows problems arise when there are 
changes in organizational workflows. As described by Iyanna et al. research indicated 
“linked resistance among doctors and clinical staff to these stakeholders concerns 
regarding changes in workflows and organizational issues,” and other influencing fac-
tors indicated by the authors are “additional time these professionals may be required 
to integrate these innovations into their practice.” Authors also pointed out, that 
another key organizational obstacle for successive change implementation is related to 
“lack of training and routines, deficient IT support, and lack of infrastructure” [30]. 
All those problems were observed on the hospital side, during the development and 
implementation of the PBCR.

5.  Conclusion

During the new cancer registry development and implementation process there 
were a lot of tangled puns, moments of lowering the hands, discouragement, as well 
as some real inspirational and empowering moments. However, the main lessons 
learned are summarized in the following TOP five conclusions.

First: To achieve the result—there should be a clear understanding from all the 
parties that are involved, and what goals we want to achieve. Furthermore, commit-
ment is necessary to keep the focus, and not to lose time by desiring new assets and 
delaying development. As the presented experience showed, a lot of time was spent 
on discussions about what kind or registry we are designing, who would be the main 
stakeholders and what are the goals of our project. At the same time, the co-designing 
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experience in Latvia is new, and adjustments to it are necessary in all sectors, not 
exclusively healthcare. Overall, we can be satisfied with the achieved results, as the 
developed registry provides all the necessary tasks, that PBCR should provide and in 
advance, there is additional information that can be used for quality and treatment 
outcome analyze and also can be used for service planning purposes. But the question 
remains—should this be provided in the PBCR or EHR system?

Second: To promote progress—appropriate stakeholders, defined roles and tasks 
must be determined. Our experience showed that we could have possibly escaped 
some needless working groups and discussions if the main stakeholders had been 
appointed for the specific purpose at the beginning. A significant proportion of 
discussions with clinicians and patient NGOs resulted in quite a long wish list that was 
not implemented in the scope of the PBCR. On one side—it is good to have all these 
needs, that we could work on in the future, but on the other side—those stakeholders 
were disappointed that they participated in meetings and devoted their precious time, 
but most of the needs were not implemented. But those problems were directly related 
to the first challenge: we did not know at the beginning what we would develop as the 
wish was “one that fits all!” and as little administrative burden as possible.

Third: To become successful implementers—there is a need for change promoters 
in all related levels: political, methodological and in industry. We were privileged as 
we had those change promoters at all levels: there were individuals who were change 
promoters and came from the Ministry of Health, CDPC, NHS and also some clini-
cians and pathologists who believed in the idea of the new cancer registry. Besides 
those directly involved stakeholders—there was support also from the other directly 
not involved parties: pharmacy NGOs, the committee in Parliament, the state 
president chancellery, academia and AmCham. During the implementation phase, 
the main and most effective change promoter was representative of CDPC who at the 
same time was a practicing oncologist—chemotherapist with an excellent reputation 
among medical professionals, thus strengthening the support for the new registry 
among clinicians.

Fourth: To move fast toward the goals—there is a need for effective decision-mak-
ing and competency. As our experience revealed—it is good to rely on international 
standards and guidelines, as well as to have the possibility to consult experts, but that 
does not guarantee that those obtained knowledge will provide the ideal model of 
the registry. Our case showed, the influencing hindering factor in Latvia case was the 
absence of effective EHR system, which provides all the information on the medical 
services patient receive. So, we could not use the experience from the literature to use 
EHR, but to satisfy the needs for our clinicians and medical statisticians, we signifi-
cantly broadened the scope of classical PBCR. To design the appropriate model—
there is a need for the decision-makers—who are ready to work in circumstances of 
uncertainty and ready to take risks.

Fifth: Developing new registry—is not an ICT project, but digital transformation 
process! Therefore, the main success factors rely on the cooperation and collaboration 
of all involved parties from health policy creators, through health service providers 
and supervisors, to medical practitioners and patients. The available data sets allow us 
to draw conclusions and come up with solutions for the changes in service provision. 
Moreover, the components of success are: a good mix of competencies, dedicated 
leadership and great project management skills, but excellent results are not imagin-
able without change promoters who believe in the success and benefits of this project, 
and keep it moving especially in times of tough decisions when financial and timing 
resources are scarce. Clear communication on the work done is also essential and, 
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in our case, (as mentioned above) still more could have been done if this aspect had 
been more emphasized.

Authors identify that further research is necessary to enhance the understanding 
of data governance in digital transformation process as it has been one of the prob-
lematic issues to insure faster DT in healthcare. Without it, digital health ecosystems 
may not sufficiently respond to the challenging and growing needs and priorities of 
health systems, not ensuring transparency and dynamic development. It has been 
assumed that strong governance determines the roles and responsibilities of each 
involved party very explicitly, including the provision of the necessary resources.
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Chapter 8

ICT Competencies and Citizen 
Participation in Students of a 
Public University in Peru – 2024
Jaime Rodrigo and Salazar Espinoza

Abstract

Digital citizenship, or citizen participation, is defined as the ability of citizens to 
participate in society in an informed and responsible manner through digital technolo-
gies. The objective of this original empirical research is to determine how ICT skills 
are related to citizen participation in students of a public university in Peru in the year 
2024. For this purpose, a self-assessment of their ICT skills and their performance 
in control activities in local management will be carried out. A non-experimental 
cross-sectional design was used, obtaining a convenience sample of students from 
the Faculty of Business Sciences of the National University of Huancavelica, Peru, in 
the year 2024. The techniques and instruments for data collection and analysis were 
structured questionnaires for face-to-face surveys. The results showed contradictory 
findings: students excel in the use of ICTs, but there is little citizen participation in 
public affairs. It is urgent to develop government policies that encourage digital citizen 
participation in the country, improving the implementation of digital channels, both 
external and internal, by municipalities. This will contribute to a digital government 
process that encourages greater citizen participation and the digitization of its services.

Keywords: ICT competencies, digital citizenship, citizen participation,  
digital government, transparency

1.  Introduction

Today, Information and Communication Technologies (ICT) are essential to 
optimize citizen participation in the management of public services at the local level. 
There is a clear relationship between ICT Competencies and actively empowering 
citizens to get involved in public affairs. This connection enables people to become 
active participants in decisions made by authorities that affect their community.

ICT skills refer to the abilities required to use digital tools effectively. These skills 
help citizens access important information, communicate with authorities, and 
participate in discussions on local issues. On the other hand, digital citizenship does 
not only imply the use of technology, but also the ability to participate critically and 
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constructively in the digital world, which promotes transparency, access to informa-
tion and sharing responsibility in public management [1, 2].

By developing ICT Competencies, we foster a more informed and active citizenry, 
capable of influencing local decisions and the quality of public services. This article 
analyses how strengthening these skills can improve citizen participation and, in 
turn, optimize local management, creating a beneficial cycle for both citizens and 
government institutions.

Civic engagement by university students through digital skills presents clear 
symptoms of a lack of political and social involvement. In China, a study found that 
although students have a good level of digital literacy, only 23% actively participate in 
civic activities online, due to a “weak political concern” [3]. In Saudi Arabia, although 
60% of students are comfortable using the Internet, only 20% engage in civic activities 
online, citing a lack of reliable platforms and a perception of political irrelevance [4].

The problem is attributed to causes such as the influence of a lack of incentives, 
distrust in institutions, and a perception of political irrelevance in digital platforms 
[5]. In Russia, students face challenges due to a lack of educational coordination and 
the need to increase digital skills in educational programs, which affects their civic 
participation [6]. In Saudi Arabia, although students have good attitudes toward 
using the Internet, the lack of reliable platforms and the perception of political 
irrelevance limit their participation [7].

This disconnect can be attributed to factors such as a lack of incentives, distrust 
in institutions, and the perceived irrelevance of digital platforms for political par-
ticipation. If these issues are not addressed, the consequence will be a less engaged 
and participatory citizenry, which will weaken democracies and governance at the 
global level. To mitigate this problem, it is recommended to improve the integration 
of digital skills in educational curricula and promote more attractive and trustworthy 
participation platforms.

In Peru, the problem of civic participation among university students is reflected 
in the low adoption of digital skills for civic engagement. Although Peruvian students 
are increasingly familiar with the use of electronic devices and digital platforms, their 
participation in civic and political processes remains limited. This situation is due to 
the lack of adequate infrastructure, few digital literacy programs, and distrust of the 
digital channels offered by local governments [8].

Failure to implement effective and engaging ICT channels for citizen participation 
risks perpetuating a cycle of civic disinterest and digital exclusion. Failure to address 
these issues will also result in a less engaged global citizenry, weakening democracies 
and global governance. These figures reflect a global trend where high digital literacy 
does not translate into effective civic participation, highlighting the need to improve 
digital platforms and incentives for political participation among young people. 
However, possible solutions include investing in technological infrastructure, pro-
moting educational programs focused on digital skills, and strengthening transpar-
ency and trust in e-participation systems.

The use of ICTs has proven to be effective in increasing citizen participation. 
Tools such as the globally used CONSUL application improve transparency and 
accountability [9]. Crowdsourcing allows citizens to contribute ideas to solve local 
problems, encouraging co-production and improving urban services [10]. Tools such 
as e-ILAUD promote participation in urban design, adapting solutions to community 
needs [11]. In smart cities such as Jakarta and Kuala Lumpur, ICTs have increased 
citizen participation and optimized public services [12], and finally, the integration 
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of “blockchain” in e-participation systems has increased transparency and security in 
democratic participation such as the techniques referred to by [13].

In this context, the research asks: ¿How do ICT Competencies and their dimensions 
relate to citizen participation in students at a public university in the Huancavelica region 
of Peru?

Likewise, the objective was to determine the relationship between both variables 
and the dimensions of ICT Competencies.

2.  Theoretical framework

2.1 Previous studies

The international precedents examined in this paper [9, 14, 15] converge in 
their analysis of e-participation, highlighting the fundamental role played by 
information and communication technologies (ICT) in facilitating and improving 
citizen participation in governance processes. Each study underlines the relevance 
of these digital technologies, whether through e-participation platforms, specific 
regulations, or tools developed for this purpose, in expanding the capacity of 
citizens to actively engage in public decision-making. Furthermore, all three stud-
ies agree that the adoption of digital participation mechanisms has a considerable 
impact on governance by promoting greater transparency, accountability, and the 
possibility of more inclusive and effective governance. They also explain a grow-
ing trend toward the digitalization of citizen participation as an instrument to 
strengthen democratic processes and optimize the interaction between citizens and 
government institutions.

However, the methodologies employed in the three studies vary depending 
on their contexts. In Adam and Dzang [14], they use an advanced quantitative 
approach, combining structural equation modeling (PLS-SEM) with necessary 
condition analysis (NCA) to explore causal and mediating relationships in a global 
context. In contrast, in Secinaro et al. [9] they apply a systematic combination 
approach based on an “abductive” process, which integrates different methodolo-
gies to analyze a specific case study and generalize the findings to broader theories. 
Meanwhile, in Santamaria-Philco et al. [15] they employ the Design Science 
Research (DSR) methodology together with the SCRUM method to develop and 
evaluate the effectiveness of a specific technological tool in improving e-partici-
pation. The three studies present significant differences in their research approach 
and context.

There are three other studies carried out [16–18], the first one carried out in 
Nigeria, the second one in the United States, and the last one resulting from online 
surveys, they agree in demonstrating a direct causal relationship between ICT 
Competencies and citizen participation, using surveys as the primary source of 
information to support their findings, from the use of a deductive method. Finally, 
we find the study by Cabero-Almenara and Palacios-Rodríguez [19], whose objective 
was to evaluate how e-government technologies influence voter participation in the 
US, using a deductive methodology based on surveys of local governments and data 
analysis with online electoral information indexes, they find findings such as that the 
use of ICT tools increases electoral participation, showing the direct influence of the 
skills.
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2.2 ICT competencies

2.2.1 Definitions

ICT competence according to the European Framework of Digital Competence for 
Teachers “DigCompEdu” is defined as the ability to effectively and critically use digi-
tal technologies to obtain access, management, integration, evaluation, creation and 
communication of information. The competences involve knowledge of the processes 
that ICTs carry out, the skills to technically manage digital tools and the attitudes that 
are guided by the ethical and responsible use of these tools, whose components will be 
subject to community monitoring, which has an impact on society [19].

These competencies are also observed to understand the levels of complexity and 
specialization; therefore, they require in-depth mastery of technological skills with 
gradual learning that contains criteria of exploring, integrating, and innovating [20].

According to the OECD and UNESCO, ICT Competencies are essential for edu-
cational and professional development in the current context. They synthesize the 
combination of knowledge, skills, and attitudes regarding the use of digital technolo-
gies in various contexts. They are basic aspects for students to interact and learn in 
technological environments as a support for their academic training [21, 22]. The 
OECD summarizes its contributions as follows: The user navigates in a digital envi-
ronment using tools to access and evaluate the information available on the Internet; 
he or she also collaborates and communicates his or her findings and seeks solutions 
to problems based on his or her ability to use and adapt technologies. This approach 
alludes to the fact that users should improve their critical and creative capacities [21].

UNESCO [23] has developed the “ICT Competence Framework for Teachers”, 
which is a set of 18 systematized competencies around six key aspects of the teaching 
professional in his practical life such as: “Understanding the role of ICT in educational 
policies, Curriculum, and evaluation, Pedagogy, Application of digital competences, 
Organization and administration and Professional learning of teachers” (p. 9).

2.2.2 Dimensions

“ICT Competencies” as a support, referring to the set of knowledge, skills and atti-
tudes necessary to assertively use digital technologies. They also include the ability to 
operate technological devices, manage software and applications, search and evaluate 
content on the Internet [24]“on line” or online information, and use these technologies 
in an ethical and safe manner.

In this scenario [24], the first dimension of the variable “ICT Competencies” is 
defined as the “knowledge” of theoretical and practical information that students 
have to use ICT effectively in their daily tasks. This includes knowledge about techno-
logical tools and their application in the educational context. Regarding the theories 
that support it, there are studies by Refs. [25, 26], on “Digital Literacy” or ICT 
knowledge, whose indicators are; use of electronic devices, software and applications, 
understanding of digital concepts and terminology and, access and use of digital 
information whose search deserves a critical evaluation of the quality and reliability 
of digital information, knowledge about the security and privacy of information.

Likewise, the second dimension, known as “skills” (abilities) [24], is known as the 
practical capacities that allow students to apply their knowledge in real situations. 
They imply the ability to use ICT in their daily lives, design learning activities, and 
solve problems that arise in the educational process. Communication and Digital 
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Collaboration. According to the theoretical support [27, 28], they propose the mea-
surement of their indicators from the use of social networks and communication 
platforms for citizen participation, skills to work on online community projects, 
competence in the creation and management of digital communities. Also, the factors 
that affect the adoption of e-Participation through social networks at a local level are 
integrated, which can be measured with indicators from the use of citizen participa-
tion platforms, participation in digital social campaigns and movements, interaction 
with institutions and public organizations, among others.

Finally, in Ref. [24], there is the third dimension: “attitudes”, a component that 
encompasses the application of ethical values, the control of their emotions, inter-
ests, and personality traits that influence teaching practice, adapted to the reality of 
students. Attitudes are crucial for students’ willingness to integrate ICTs into their 
daily lives and continue the process of assimilation to changes in the learning environ-
ment. From Refs. [29, 30], the theoretical supports of the “attitudes” dimension are 
extracted, considering: (a) the critical attitude toward digital information, whose 
indicators can be measured through the critical and ethical evaluation of digital infor-
mation, as well as awareness and responsibility regarding the security and privacy of 
personal and collective information; and (b) digital innovation and creativity, with its 
indicators: development of digital community projects, use of emerging technologies 
to involve citizens, promotion of creative practice and critical thinking. I have made 
adjustments to improve the clarity and fluidity of the text.

In summary, the variable “ICT Competencies” is broken down into three dimen-
sions: knowledge, skills, and attitudes. The first dimension, “knowledge”, covers the 
theoretical and practical information necessary for the effective use of ICTs, includ-
ing digital literacy and critical evaluation of information [18, 19]. The second dimen-
sion, “skills”, refers to the practical application of this knowledge in real situations, 
such as the use of social networks and communication platforms for the practice of 
digital citizenship by collaborating on online community projects [20, 21]. Finally, 
the “attitudes” dimension includes the motivation and ethical values to integrate ICTs 
in daily life, highlighting the critical attitude toward digital information and digital 
innovation and creativity [22, 23].

2.3 Citizen participation

2.3.1 Definitions

“Citizen Participation” refers to the process in which individuals actively engage in 
decision-making related to political, social, and community issues. This can include 
everything from voting in elections to participating in public consultations, online 
discussion forums, and collaborations with government agencies to influence public 
policy and administrative decisions [31].

This concept is reinforced by the opinion of the OECD, which has stressed that 
citizen participation through digital means is crucial for transparency and the 
enhancement of democracy. Countries with high levels of ICT development and 
democracy, such as OECD member nations, are more likely to achieve a high level of 
digital social innovation. This reinforces the relationship between the development of 
ICT Competencies and the practice of citizenship, emphasizing the need to integrate 
these skills into educational systems to strengthen democracy [32].

There are other definitions that accompany the concepts of sustainability and 
governance, and the challenges and proposals that citizen participation deserves. 
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Regarding the first, e-participation is essential for sustainable development, since 
it improves the relationship between citizens and public institutions. ICTs provide 
tools that allow greater participation in decision-making, which is an essential task 
for inclusive governance [29] and the second, referring to the advantages of digital 
citizen participation, its implementation faces significant challenges, such as the lack 
of trust in digital platforms and the disconnection between citizens and governments. 
The lack of incentives and the perception of political irrelevance also hinder the adop-
tion of these technologies [33].

In short, citizen participation implies active involvement in political, social, 
and community decisions, using means such as voting, public consultations, and 
digital platforms. The integration of ICT Competencies is important to strengthen 
democracy and inclusive governance, not only in developed countries but also where 
democracy, institutions, and public management are weak. However, challenges such 
as distrust in digital platforms and the perception of political irrelevance hinder the 
effective implementation of e-participation, which is essential for sustainable devel-
opment and the relationship between citizens and public institutions.

The task of local government remains to provide digital channels, platforms for 
access to information on the Internet, make its management transparent, and seek 
governance between authorities and the community in order to legitimize its actions, 
among other issues. This reflection also leads to a survey of the concepts that [34] 
examine the concepts of governance proposed by the OECD, highlighting its role as 
one of the main entities in global governance that promotes standards of efficiency, 
transparency, and responsibility in public and corporate administration at a global 
level.

2.3.2 Dimensions

Article 31 of the 1993 Peruvian Political Constitution guarantees citizen participa-
tion as a fundamental action. It clearly establishes the rights of citizens in relation 
to their involvement in public affairs. This article guarantees that citizens have the 
right to participate in electoral processes, referendums, legislative initiatives, and 
the removal or revocation of authorities, as well as to demand accountability [35]. 
The importance of this article lies in the fact that it not only recognizes the rights 
of citizens to be elected and to elect their representatives but also establishes active 
participation as a civic duty. In addition, it promotes mechanisms of direct and 
indirect participation in municipal government, which strengthens democracy and 
governance in the country.

Likewise, there is Law No. 26300, known as the Law on the Rights of Participation 
and Citizen Control in Peru, which establishes a legal framework that regulates citi-
zen participation in public management [36]. This law includes various mechanisms 
that allow citizens to get involved in political, social, and civic processes. On the other 
hand, Law 27,972, or the Organic Law of Municipalities, emphasizes the importance 
of citizen participation in public affairs through their municipalities [37]. Both 
guarantees, institutionalize and encourage neighborhood participation in decision-
making in local management, and are essential to strengthening democracy in Peru 
because it promotes the active participation of citizens in decision-making that affects 
their lives.

By establishing a set of mechanisms for political, social, and civic participation, 
the norms aim to promote a more transparent and responsible government, in which 
the voice of citizens is heard and taken into account in public management. These 
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mechanisms served as a theoretical support or basis for defining the dimensions of 
citizen participation, the processes of which must be implemented in local govern-
ments throughout the country.

On the one hand, we have “political participation” as the first dimension, in this 
part the following indicators were considered: “electoral participation” where the 
citizen actively participates in general, regional and municipal elections to elect their 
authorities, elects and is elected as a representative of local coordination organiza-
tions to support management; the “Constitutional Reform Initiative” that empowers 
citizens to present constitutional reform projects, which must be supported by a 
number of signatures equivalent to 0.3% of the electorate; the “Legislative Initiative” 
where citizens can propose bills to Congress, whose analysis is guided by the cost-
benefit and the impact of the norm; likewise, there is the “Referendum” initiative 
where citizens can participate in popular consultation processes to approve or reject 
laws, regional norms or municipal ordinances; likewise, there is the “Removal of 
Authorities” that allows citizens to demand the removal of authorities for failure to 
perform their duties; and finally the “Ordinance Initiative” which is a mechanism 
with regional and local characteristics allowing citizens to propose ordinances that 
regulate specific aspects of their communities.

On the other hand, there is the second dimension, “social participation”, which 
the law provides for participation mechanisms considered as indicators for the study: 
“Participatory Budgets” where the involvement of citizens in the planning and 
execution processes of municipal budgets is contemplated, whose decisions allow the 
allocation of resources in local projects in an efficient manner; in “Accountability” 
citizens demand accountability from the authorities, management transparency in 
the use of resources and budget execution; and, finally, “Citizen Oversight” which 
consists of supervision of public management by citizens to ensure that authorities 
comply with their obligations and act for the benefit of the community.

The study considers that these measures are part of a social rather than a 
political perspective, as a scenario of citizen surveillance, generation of trust, and 
strengthening of democracy through social participation. Citizens engage in these 
acts as a social prerogative because it is understood that they will help the commu-
nity more than a party or democracy. Unfortunately, in Peru, institutions are still 
quite weak, and poor management practices by the authorities would incur social 
and economic costs.

Finally, the variable presents the third dimension, “civic participation,” where we 
find various channels of local participation. Citizens demonstrate their civic spirit 
by participating in civic activities because they must join various committees and 
local coordination organizations to support local management. Here we have: “Open 
town hall meetings,” which are public meetings convened by the local government to 
discuss matters of general interest, so that citizens can express their opinions and pro-
pose solutions to local problems; “management committees,” which are neighborhood 
organizations that work in coordination with municipalities to support the planning 
and execution of development projects in their communities; “Roundtables,” which 
are spaces for dialog and coordination between the municipality, social organizations, 
and the general public, whose purpose is to build consensus on local public policies 
and monitor their implementation.

Civic participation at the local level is essential to strengthen the ties between 
citizens and their authorities. When residents are actively involved in municipal 
management, a sense of belonging and co-responsibility is generated, which results in 
better results for the community.
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Social networks and digital platforms are now a link for communication and con-
tribution between citizens and institutions. Many municipalities have implemented 
communication channels through social networks and web platforms to facilitate 
interaction with citizens. These media allow residents to express their concerns, make 
complaints, and follow up on municipal management.

3.  Methods and materials

The research used the postulates of the positivist paradigm that led to a quantita-
tive approach with a hypothetical deductive method, and a non-experimental cross-
sectional design; the level used was correlational, for a survey with two structured 
questionnaires, one to measure ICT competencies and the other on citizen participa-
tion. The data were validated with a Cronbach’s alpha reliability of 89.2% confidence. 
The tools used to analyze the information were tables, Excel, and SPSS-27 software 
graphics, from which descriptive and inferential data of statistical indicators were 
obtained.

The sample size was calculated considering a finite population of 785 students of 
the Faculty of Business Sciences of the National University of Huancavelica—Peru, 
which is composed of three schools: 256 in Economics, 264 in accounting, and 266 in 
administration. It is important to highlight that the student population is a relevant 
and key group to evaluate ICT competencies, as they are active users of technology 
and are in a formative stage in which they develop critical skills for citizen participa-
tion; which differs substantially from the population of the Huancavelica region 
whose educational condition in ICT is precarious due to their poverty condition 
estimated at 39.5% in 2023 according to Ref. [38].

A confidence level of 95% was established, with a critical value of 1.96, and accep-
tance and non-acceptance values of 0.5 were used, along with a margin of error of 
5%. This resulted in an initial sample size of 254 people. Subsequently, an adjustment 
for finite populations was applied, leading to a final sample size of 195 students, thus 
ensuring the representativeness and validity of the results. Likewise, quota sampling 
was used to select the participants: 64 from Economics, 65 from Management, and 66 
from Accounting. This process ensures that each school is represented in the sample 
according to its proportion within the population.

Finally, to ensure quality in data collection, methods of distributing questionnaires 
anonymously will be implemented to encourage honest responses; data collectors 
were trained for this purpose, ensuring that they fully understand the process and 
properly administer the surveys.

4.  Results and discussion

In Table 1, the analysis of ICT competencies among students reveals significant 
differences in their levels of knowledge, skills, and attitudes. At the low level, only 
1.5% of students show deficiencies in these areas, suggesting that most have access 
to technology and basic training, although individual or contextual barriers persist 
that limit their development. The vast majority (86.7% in knowledge and 73.3% in 
skills) are at the intermediate level, indicating functional competence in the use of 
technological tools for everyday tasks; however, this may imply a lack of depth in 
their critical understanding and confidence to participate in more complex digital 
citizenship initiatives. On the other hand, 11.8% of the students reach a high level of 
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competencies, suggesting that they have had additional opportunities to develop their 
skills, such as extracurricular courses or practical projects.

In that context, applying skills in real-life situations, as well as implementing more 
robust educational programs, can ensure that students are competent in using ICT 
effectively in their academic and professional lives.

Table 2 presents the distribution of citizen participation in four dimensions: 
citizen, political, social, and civic participation, among 195 students. At the low level, 
it is observed that 46.7% of the students qualify in the low category (91 students), 
while there are 45.1% in the political dimension (88 students); in the social dimen-
sion, 29.2% (57 students) and in civic, this percentage is the highest with 56.9% (111 
students). The majority of students are at the medium level, with 48.7% in civic and 
political participation and 63.6% in social, although only 39.5% in civics. Finally, high 
levels are low in all dimensions, highlighting 4.6% in civic participation and 3.6% in 
civics.

Furthermore, the low percentages of high participation indicate that only a small 
group feels truly involved, which highlights the urgent need for more effective edu-
cational strategies and municipal strategies that promote not only theoretical knowl-
edge but also motivation and opportunities to participate in political and social life.

Table 3 presents a descriptive analysis of ICT competencies and citizen participa-
tion among 195 students, showing a wide variability in the ratings. ICT competencies 
have an average of 81.89%, with a range from 38 to 100, indicating a positive overall 
level in the use of technologies. Within the specific dimensions, knowledge (D11) 
averages 23.74% (range 10 to 30), skills (D12) reach an average of 34.32% (range 18 
to 43), and attitudes (D13) average 23.82% (range 10 to 29). As for citizen participa-
tion, the average is 59.56%, with a range that varies between 32 and 94. The political 

Condition ICT competence D11 knowledge D12 ability D13 attitude

F % F % F % F %

Low 3 1.5 5 2.6 2 1.0 3 1.5

Half 169 86.7 143 73.3 170 87.2 138 70.8

High 23 11.8 47 24.1 23 11.8 54 27.7

Total 195 100 195 100 195 100 195 100

Table 1. 
Student perceptions of ICT competencies and dimensions.

Variables and dimensions Citizen 
participation

D21 policy D22 social D23 civic

F % F % F % F %

Low 91 46.7 88 45.1 57 29.2 111 56.9

Half 95 48.7 95 48.7 124 63.6 77 39.5

High 9 4.6 12 6.2 14 7.2 7 3.6

Total 195 100.0 195 100.0 195 100.0 195 100.0

Table 2. 
Student perceptions on citizen participation and dimensions.
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Variables and dimensions N Minimum Maximum Addition Average Desv.

ICT Competencies 195 38 100 15,968 81.89 8.736

D11 knowledge 195 10 30 4630 23.74 3.277

D12 skills 195 18 43 6693 34.32 4.113

D13 attitudes 195 10 29 4645 23.82 3.090

Citizen participation 195 32 94 11,614 59.56 14.464

D21 politics 195 9 33 3994 20.48 5.547

D22 social 195 10 31 3644 18.69 4.641

D23 civic 195 9 38 3976 20.39 6.458

Table 3. 
Descriptive results of the variables and their dimensions.

(D21), social (D22), and civic (D23) dimensions present averages of 20.48, 18.69, and 
20.39 percentage points, respectively. Together, these results allow us to identify areas 
where additional attention is required, as well as opportunities for specific interven-
tions, which are essential for the formulation of future hypotheses or more in-depth 
studies.

To apply inferential statistical processes, the respective normality test was per-
formed for each of the dimensions with the Kolmogorov-Smirnov statistic, which 
refers to the measure of the maximum difference between the empirical distribu-
tion function of the data and the normal distribution function. In this scenario, the 
significance (Sig.) obtained with a “p” value less than 0.05 indicates that the null 
hypothesis that the data come from a normal distribution can be rejected. The tests 
performed indicate that none of the variables follow a normal distribution, which 
suggests using “nonparametric tests” with the Spearman correlation statistic.

Looking at Table 4, regarding the inferential tests, the correlation between Citizen 
Participation and ICT Competence and its dimensions was analyzed, which reveals 
a worrying disconnection between these two fundamental aspects in the forma-
tion of active and committed citizens. Despite the growing importance of digital 
competences in the current context, the correlation coefficients are remarkably low 
and not significant, suggesting that knowledge, skills, and attitudes toward ICT are 
not translating into greater citizen participation. The weak negative correlation with 
skills and minimal positive correlations with knowledge and attitudes indicate that, 
although students may possess some ICT competence, this is not being reflected in 
real civic engagement.

Variables and 
dimensions

Citizen 
participation

ICT 
competencies

D11 
knowledge

D12 
skills

D13 
attitude

Correlation 
coefficient

1 0.014 −0.123 0.091 0.06

Next (bilateral) 0.841 0.086 0.205 0.406

N 195 195 195 195 195

Table 4. 
Spearman’s rho correlations of variables and dimensions.
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This finding is alarming as it raises serious questions about the effectiveness of 
local government educational programmers and strategies to integrate ICT learning 
with the promotion of active citizenship. It is imperative that these educational strate-
gies be re-evaluated and redesigned to ensure that not only technical skills are taught, 
but a sense of social responsibility and active participation in the community is also 
fostered.

Based on this analysis, it was necessary to verify the incidence through a regres-
sion, where the ICT Competencies variable had to be excluded from the model due 
to presenting a high degree of multicollinearity with its dimensions, so Table 5 was 
prepared to deepen the analysis.

The regression model analysis reveals that the constant is 44.290, with a high 
significance (p < 0.001), indicating a solid starting point for the model. The unstan-
dardized coefficient for Knowledge (D11) is −1.378, suggesting that an increase in 
knowledge is associated with a decrease in the dependent variable, which is unex-
pected and could reflect a negative perception related to the acquired knowledge; this 
finding is highly significant (p = 0.001). In contrast, Skills (D12) has a positive coef-
ficient of 1.056, indicating that an increase in skills is related to better performance 
or participation, and this effect is also significant (p = 0.001). On the other hand, the 
coefficient for Attitudes (D13) is 0.492, but with a significance of 0.205, suggesting 
that, although there is a positive effect, it is not statistically significant, raising doubts 
about the relevance of fostering positive attitudes toward ICT in this specific context.

Finally, we can observe that the correlations and the model present contradic-
tory findings: while ICT Competencies are positively associated with the dependent 
variable, knowledge seems to have a significant negative effect, which is disconcerting 
and might require a deeper review of the context in which this knowledge is being 
applied. Furthermore, the lack of statistical significance in attitudes suggests that this 
dimension might need a different approach to be effectively integrated into participa-
tion strategies or training programs.

The analyzed international and national backgrounds agree that ICTs not only facil-
itate access to information but also expand opportunities for citizens to actively engage 
in public decision-making. However, it is essential to recognize that, despite the poten-
tial advantages, there are significant obstacles, such as the digital divide and the lack 
of training in digital skills, which can limit the real impact of these tools. Furthermore, 
although a growing trend toward the digitalization of citizen participation has been 
observed, it is crucial to question whether this digitalization really promotes more 
inclusive and effective governance or whether, on the contrary, it perpetuates existing 
inequalities by excluding those without adequate access to technology.

Model Unstandardized coefficients Standardized coefficients Sig.

B Std. Error Beta t

(Constant) 44.290 9.499 4.663 0.000

D11 knowledge −1.378 0.399 −0.312 −3.451 0.001

D12 skills 1.056 0.326 0.300 3.237 0.001

D13 attitudes 0.492 0.387 0.105 1.272 0.205

Table 5. 
Coefficients of the citizen participation variable and its relationship with the ICT Competencies variable and its 
dimensions.
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In this context, it is vital to consider not only the development of digital platforms 
but also how they fit into a broader framework of civic participation and how they 
can be used to strengthen democratic processes. The importance of this analysis lies 
in its ability to inform public policies and educational strategies that seek not only to 
implement digital technologies but also to ensure that all citizens have the skills and 
opportunities necessary to participate fully in democratic life, even though the results 
are different in the inferential part.

5.  Conclusions

The findings of the study conclude that there is a relationship between ICT 
Competencies and citizen participation among students of a public university in 
Huancavelica, Peru, based on the revelation of important facts that align with inter-
national and national literature on e-participation.

Although the background highlights the fundamental role of ICTs in enhancing civic 
engagement, the results obtained indicate that this relationship is not so direct. In par-
ticular, ICT knowledge is negatively associated with participation, which could indicate 
that greater access to information does not necessarily translate into active engagement. 
On the other hand, ICT Competencies show a positive correlation, suggesting that the 
practical development of these competencies may be a driver for greater participation. 
However, the low significance of attitudes raises questions about whether fostering a 
favorable mindset toward ICTs is enough to boost civic engagement.

This study is valid because it uses robust quantitative methods to analyze the 
relationship between variables, avoiding falling into spurious research that does not 
establish clear connections. Unlike previous studies that emphasize the importance 
of digital platforms as facilitators of participation, this analysis highlights the need 
to address other contextual factors that may influence citizen engagement. The 
research has significant value in offering a more nuanced understanding of how ICT 
Competencies can be integrated into educational strategies that truly foster active 
and effective participation of students in their communities. This is crucial for the 
development of educational policies and programs that seek not only to teach techno-
logical skills but also to empower young people as active and responsible citizens in an 
increasingly relevant digital environment.

The research considered that the results are spurious due to several factors that 
support the validity of its findings and the relationship between ICT Competencies 
and citizen participation. To optimize the use of statistics, clear connections were 
established between the variables analyzed, avoiding unfounded inferences that 
characterize spurious research. In addition, it is observed that ICT Competencies, 
especially in terms of abilities, have a positive correlation with citizen participation, 
which motivates a real and significant relationship. This methodological approach 
and the identification of significant relationships contrast with the phenomenon of 
spurious correlations, where variables appear related without a genuine connection.

The study also addresses a gap in the existing literature by examining how ICT 
Competencies do not help civic engagement, reinforcing the need for improvement 
in the educational field and for public management to implement easily accessible 
digital channels and user-friendly platforms.

In summary, the research is justified both theoretically and methodologically, provid-
ing empirical evidence that supports the relationship between the variables and contrib-
uting to the understanding of how digital competences can foster active citizenship.
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