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Preface 

Multi-agent systems (MAS) have emerged as a fundamental paradigm for modeling, 
analyzing, and implementing complex, distributed, and intelligent systems. With the 
rapid advancement of artificial intelligence, robotics, energy systems, and the Internet 
of Things (IoT), MAS has evolved from foundational theoretical concepts to a key 
enabling technology for real-world, large-scale, and mission-critical applications. This 
book, Multi-Agent Systems – From Basic Concepts to Cutting-Edge Technologies, aims to 
present a structured and comprehensive perspective on this evolution. 

The book begins by addressing one of the most impactful applications of multi-agent 
intelligence in robotics. The first chapter explores deep reinforcement learning for 
robot navigation, discussing fundamental concepts, recent advancements, current 
challenges, and future research directions. This chapter establishes a strong concep-
tual and technical foundation, highlighting how learning-based agents can operate 
autonomously in dynamic and uncertain environments. 

The second chapter broadens the scope by examining the transition from traditional 
agent-based systems toward agentic artificial intelligence, emphasizing autonomy, 
decision-making, collaboration, and adaptability. In addition to technical perspectives, 
this chapter critically discusses the societal implications of agentic AI, including ethical, 
social, and governance considerations, which are increasingly important as intelligent 
agents become integrated into daily life. 

Energy systems form a major application domain for multi-agent systems, particularly 
in decentralized and remote environments. The third chapter focuses on decentralized 
energy management using multi-agent systems for remote hybrid power systems, 
demonstrating how distributed agents can improve efficiency, reliability, and resilience 
in modern energy infrastructures. 

Building on this theme, the fourth chapter presents cutting-edge technologies for 
agent-based architecture in microgrid protection. This chapter highlights advanced 
agent designs and coordination mechanisms that enhance protection, fault detection, 
and decision-making at the microgrid level, showcasing the role of MAS in ensuring 
the stability and security of smart energy systems. 

The final chapter extends the application of multi-agent systems to smart cities and 
urban resilience. It introduces a multi-agent infrastructure-monitoring IoT system 
for an urban geo-resilience framework, illustrating how intelligent agents, combined 
with IoT technologies, can support real-time monitoring, risk assessment, and 
decision-making for sustainable, resilient urban environments. 

This book is intended for graduate students, researchers, academicians, engineers, 
and professionals working in the fields of multi-agent systems, artificial intelligence, 
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robotics, energy systems, and smart infrastructure. By combining foundational 
concepts with advanced applications across multiple domains, this book aims to serve 
as both a reference and a source of inspiration for future research and innovation. 

The editors would like to express their sincere appreciation to all contributing authors 
for their high-quality chapters and valuable insights. Special thanks are also extended 
to the IntechOpen editorial team for their continuous support throughout the publi-
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of multi-agent systems research and to their practical adoption in next-generation 
intelligent systems. 
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Chapter 1

Deep Reinforcement Learning for 
Robot Navigation: Concepts, 
Current Trends, Challenges, and
Future Directions
Nohaidda Sariff, Yahya Muhammad Adam, 
Intan Izafina Idrus, Zool Hilmi Ismail, 
Puteri Nor Aznie Fahsyar, Swee King Phang, Kok Seng Eu,
Md Hasan Molla and Denesh Sooriamoorthy

Abstract 

Deep reinforcement learning (DRL) has emerged as a prominent framework in the 
field of autonomous robot navigation, enabling agents to acquire complex decision-
making capabilities and learn optimal policies through continuous interaction with their 
environment. This chapter provides a comprehensive review of deep reinforcement 
learning (DRL) in recent robot navigation research within real-time dynamic environ-
ments, addressing the gap caused by the limited existing reviews in this area. It begins 
with fundamental concepts, highlights current trends, discusses key challenges, and con-
cludes with insights into future research directions. Current studies emphasize a shift 
from static to dynamic environments, improvements in sample efficiency, integration 
with visual perception, multi-agent systems, multi-objective navigation, and bridging the 
gap between simulation and real-world applications. These trends underscore the impor-
tance of enhancing robot adaptability, learning efficiency, robustness, and scalability, 
enabling robots to reach their targets while avoiding obstacles effectively. Significant 
challenges remain, including handling continuous action spaces, designing effective 
reward functions to balance exploration and exploitation, and addressing learning issues
in both dynamic and real-world settings. These challenges will be examined in detail
within this review. Furthermore, the chapter will explore future research directions, such
as addressing dynamic and actively changing obstacle configurations, integrating DRL
with other artificial intelligence techniques, improving learning efficiency across varying
scales, and developing strategies for cooperative multi-agent systems. Throughout this
review, key limitations and research gaps are identified, with the aim of advancing toward
more autonomous, reliable, and scalable DRL-based navigation systems capable of
operating effectively and efficiently in real-time environments.

Keywords: deep reinforcement learning, robot navigation, path planning, obstacles
avoidance, mobile robot
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1. Introduction 

Deep reinforcement learning (DRL) is a subset of machine learning. Machine 
learning focuses on developing algorithms that learn from data to make predictions, 
make decisions, and detect patterns without explicit programming. Beyond super-
vised and unsupervised learning, reinforcement learning involves an agent learning to
act by interacting with an environment in order to maximize rewards [1]. Deep 
learning, on the other hand, focuses on representing policies, value functions, or 
environment models using deep neural networks. In other words, DRL is a revolu-
tionary area of artificial intelligence that combines reinforcement learning with deep
neural networks. The primary goal of DRL is to maximize cumulative rewards in
complex environments, enabling agents to perform advanced decision-making and
acquire sophisticated strategies.

The main components of deep reinforcement learning (DRL) that ensure successful 
operation include the agent, environment, state st, action at,  reward  rt,  and  policy.  The  
agent interacts with the environment, while the environment provides the context and 
feedback to the agent. The state represents the current situation or condition of the 
environment, based on which the agent selects actions and makes d ecisions. An action is a
signal sent to the actuators, determined by the policy, and the reward serves as feedback
indicating the quality of the agent’s performance. The policy is the strategy, often
represented by a neural network, that maps states to actions, as illustrated in Figure 1. 
Through this structure, DRL can handle high-dimensional, continuous, dynamic, and 
complex inputs by leveraging sophisticated policies and value functions. This is in contrast 
to traditional reinforcement learning, which performs well mainly in small, discrete action 
spaces. Moreover, DRL has the capability to learn directly from raw sensor data and
derive optimal policies without requiring an accurate model of the environment.

In the context of robotics, deep reinforcement learning (DRL) enables robots to 
acquire complex behaviors through interaction with the environment by combining
the decision-making capabilities of reinforcement learning with the perceptual
strengths of deep learning [3, 4]. Applications of DRL in robotics include mobile robot
navigation such as path planning [3] and obstacle avoidance [5, 6] as well as robotic 
manipulation tasks, including arm control [7], assembly and stacking, quadruped
walking [7] and jumping [8], and humanoid balancing [9]. DRL has also been applied 
to multi-robot coordination for swarm behaviors and cooperative tasks [6], as well as

Figure 1. 
General framework of deep reinforcement learning [2]. *Reprinted from Ref. [2], MDPI, CC BY.
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human-robot interaction to develop adaptive and safe behaviors around humans [10]. 
The contribution of DRL to the advancement of robot navigation research is well
documented. For example, Zhang et al. [3] reported an increasing trend in research on 
path planning using DRL, as opposed to conventional algorithms, based on their
review of studies published between 1990 and 2024.

Popular DRL algorithms used for robotic path planning applications include Deep
Q-Network (DQN)) [11], Deep Deterministic Policy Gradient (DDPG) [12], Proximal 
Policy Optimization (PPO) [13], and Soft Actor-Critic (SAC) [14]. Two main factors 
to consider when selecting an algorithm are the type of action space, whether discrete 
or continuous, and the policy type whether on-policy or off-policy. Other consider-
ations include exploration strategy, sample efficiency, training stability and simplic-
ity, as well as computational complexity. Generally, DQN is most suitable for small,
discrete action spaces, DDPG is preferable when deterministic policies are required in
continuous action spaces, PPO is valued for its stability and simplicity in both discrete
and continuous spaces, and SAC is ideal for high-performance exploration in contin-
uous action spaces with strong sample efficiency.

Figure 2 illustrates how DRL operates in a robotic navigation scenario. The agent, 
or robot, observes states by interacting with the environment, selects actions, and 
receives rewards. At each time step, the robot perceives the current state, processes it 
through a policy network to select an action, and obtains a scalar reward from the 
environment based on the outcome. This learning process continues until a termina-
tion condition is met, such as exceeding time limits, encountering an obstacle, or
reaching the goal. To evaluate training duration and policy effectiveness across dif-
ferent navigation scenarios, it is essential to relate the step-by-step actions and feed-
back to the overall performance metrics measured at the end of a complete run or
trial.

Figure 2. 
Framework of deep reinforcement learning in robotics research [4]. *Reprinted from Ref. [4], MDPI, CC BY.
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With the adaptive self-learning capability of DRL (Figures 1 and 2), its use in 
robotic navigation research has significantly increased. Therefore, further contribu-
tions in this area are essential, not only to provide a wider range of DRL algorithms for 
various robot navigation applications but also to explore the recent, unresolved issues 
and challenges in DRL. This will help enhance robot performance in real-time
dynamic environments, leading to more robust and efficient navigation. The data-
bases used to find the articles were Scopus and ScienceDirect. The search keywords
‘Deep Reinforcement Learning’ and ‘Robot Navigation with Deep Reinforcement
Learning’ were used to review related articles for this systematic review.

2. Current research trends in deep reinforcement learning for robotic
navigation

2.1 Transition of path planning from static to dynamic environments

Robot navigation initially focused on static environments before advancing to 
dynamic, real-time scenarios, with various path planning algorithms proposed over
time [15, 16]. In situations without prior knowledge of the environment, a robot can 
determine its local path reactively by relying on sensor information, an approach
known as behavior-based navigation [17, 18] or the artificial potential field method
[19]. These are considered reactive approaches in the early evolution of mobile robot
local path planning [20, 21]. However, such systems have limitations. While they can 
help a robot avoid obstacles in basic dynamic environments within a local domain, 
they are prone to issues such as the local minima problem and cannot guarantee the
optimality of the global path.

By utilizing information about a known or partially known environment where a 
complete or partial map is available to the robot, global path planning can be applied
in static environments [20, 22]. In such cases, appropriate algorithms are used to 
determine the robot’s global path on the given map. Common and well-known classi-
cal and heuristic-based algorithms include A* [23, 24], D*, distance wave transform, 
Dijkstra’s algorithm [25], RRT (rapidly exploring random trees) [26–28], and PRM 
(Probabilistic Roadmap). With the evolution of artificial intelligence, other optimiza-
tion algorithms have been introduced, such as Genetic Algorithm (GA) [29, 30], Ant 
Colony Optimization (ACO) [31, 32], and Bee Colony Optimization [33], among 
others. These algorithms have been shown to produce optimal paths with the shortest 
travel distance. This pre-route computation allows the robot system to rely more on
offline processing rather than online computation. Additionally, various intelligent
controllers can be embedded into the system to enhance performance, including fuzzy
logic [34–36], neural networks [37, 38], model predictive control (MPC) [39], and 
proportional-integral-derivative (PID) control [40], and many others.

Recognizing the advantages of having two separate systems, one for global path 
planning and another for local path planning, many researchers have sought alterna-
tive approaches to combine both into a single hybrid system. Such a system enables 
greater flexibility for robots operating in dynamic environments. In this approach, 
both systems complement each other: the optimal path to the goal is pre-calculated
offline using the global planner before the robot begins moving, while the local
reactive method takes over during execution to handle unexpected dynamic obstacles
within the environment. As a result, various hybrid methods have been applied in
robot navigation, such as improved A* with the Fuzzy Dynamic Window Approach
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(FDWA) [41], Particle Swarm Optimization (PSO) combined with Simulated
Annealing (SA) [42], and Fuzzy Logic integrated with Artificial Potential Field
(APF)) [43]. These methods have demonstrated improvements in optimizing travel 
time and distance through the global planner while ensuring safe obstacle avoidance 
via the local planner. Despite these successes, challenges remain, particularly the high 
computational cost in large-scale dynamic environments, where mapping choices and
algorithm selection significantly affect performance. Furthermore, the local minima
problem may still occur as obstacle complexity increases, especially in real-time
dynamic scenarios.

With the introduction of deep reinforcement learning (DRL), robotics navigation 
has gained significant advantages over conventional path planning and rule-based 
methods. DRL is well-suited for real-world applications as it can handle continuous 
action spaces and does not require complete prior knowledge of the environment. This
adaptability makes it particularly effective in complex and uncertain scenarios. Over
recent years, DRL has been successfully applied to various robot navigation case
studies, demonstrating strong performance in challenging environments [44]. It has 
proven effective in complete navigation systems [45, 46], path planning tasks
[47, 48], and obstacle avoidance [10], ensuring safety-aware navigation that prevents 
collisions and unsafe paths. DRL has also been applied to address specific motion
planning problems [49] and to navigate different terrain types [50]. Several examples 
highlight DRL’s versatility. In a static environment, Geetha Sharma et al. [5] showed 
that autonomous unmanned aerial vehicles (UAVs) using the Soft Actor-Critic (SAC) 
algorithm could efficiently plan paths, avoid obstacles, and optimize trajectories. In 
dynamic environments with varying numbers of obstacles, TurtleBot 3 employed the
Deep Deterministic Policy Gradient (DDPG) algorithm combined with Voronoi dia-
grams, demonstrating high effectiveness [51]. In highly dynamic scenarios, UAVs 
equipped with a layered Deep Q-Network (DQN) achieved faster convergence,
improved time and speed performance, and better generalization capabilities [52]. 

The traditional robot navigation framework is the approach where the robot cre-
ates a map of its surroundings using LIDAR or camera inputs through simultaneous
localization and mapping (SLAM) [53]. Based on the generated local and global maps, 
the path to the goal point is planned while avoiding obstacles in the environment. 
However, deep reinforcement learning (DRL) has emerged as a powerful alternative 
due to its ability to handle high-dimensional problems and process large amounts of
input data through deep neural networks. As a result, DRL has been used to replace or
integrate with traditional navigation frameworks, particularly in navigation tasks.
Figure 3 demonstrates the interaction process between an agent and the environment 
in a typical DRL-based navigation framework. In this setup, the agent assumes roles
traditionally handled by separate modules such as robot localization, map building,
and local path planning.

In summary, the evolution of path planning algorithms has progressed in propor-
tion to the complexity of the environments in which robots operate. The more chal-
lenging and dynamic the environment, especially in real-time scenarios with moving 
objects and dense surroundings, the more advanced and adaptable the algorithms 
need to be. Such algorithms must be flexible enough to adapt to changes over time,
learn from experience, generalize to unseen scenarios, and handle dynamics and
uncertainty without requiring explicit mapping. This contrasts with conventional
algorithms, which rely on predefined maps and world models and perform well only
in known, static environments. Thanks to these capabilities, DRL has made significant
contributions to the field. Krishna Teja et al. [16] presents a graph showing the
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Figure 3. 
Deep reinforcement learning-based navigation architecture [54]. *Reprinted from Ref. [54], IEEE, CC BY license.

number of cases and algorithms applied across different environmental domains. 
According to the reviewed literature, DRL is the most widely applied method for
robot path planning in dynamic and hybrid environments, outperforming many
conventional algorithms in terms of both effectiveness and efficiency [44]. 

2.2 Sample inefficiency

To learn an effective policy, deep reinforcement learning (DRL) requires extensive 
sampling and interaction with the environment. However, sample efficiency is often 
low due to the large number of samples needed. Several strategies can improve sample
efficiency, such as using off-policy algorithms (e.g., DQN, DDPG, SAC) that reuse
past experiences [55]. Compared to on-policy algorithms like PPO, SAC often per-
forms better. Experience replay [56–58] further enhances learning by enabling more 
training per sample. Improving exploration can also prevent sample wastage; for
example, SAC leverages entropy regularization to encourage more effective explora-
tion [57]. 

In addition, imitation learning, model-based reinforcement learning, and
improved reward design [3, 59] can further boost efficiency. Imitation learning and 
model-based DRL allow agents to avoid starting from scratch, reducing the number of 
interactions required. Proper reward design significantly affects the learning process,
as sparse or poorly shaped rewards hinder efficiency. Metaheuristic algorithms can be
integrated with DRL to optimize reward shaping or path parameters [59–61] fine-
tuning reward weights or structures to make them more informative. This accelerates 
convergence, improves generalization, and reduces wasted samples from misleading
rewards—benefits that are particularly valuable in real-world robotics and simulation-
to-real transfer, where sample collection is costly.

To address instability in DRL for continuous control, Gwang Jong Ko et al. [62] 
proposed a two-phase optimization framework, where a swarm intelligence algorithm
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is applied at the end of the learning phase. Experiments demonstrated that this 
approach achieved superior and more stable performance than conventional DRL
methods in robot locomotion tasks. Finally, simulators such as GAZEBO [14, 63] and 
NVIDIA Isaac SIM [9] can significantly improve sample efficiency by allowing exten-
sive pre-training in virtual environments before deployment in the real world. This
enables agents to generalize better with fewer real-world samples.

2.3 Integration with perception and mapping

To improve the robustness and efficiency of deep reinforcement learning (DRL) in 
robotics, tighter integration with core robot subsystems such as perception and map-
ping is essential. For example, snake robots navigating in unknown dynamic environ-
ments can leverage multiple onboard sensors to reach a goal while avoiding obstacles
[64]. A deep Q-Learning-based path planning method combined with simultaneous 
localization and mapping (SLAM) and visual perception from 2D LiDAR and IMU 
enables end-to-end navigation. Results show that active SLAM improves the success
rate and reduces collisions compared with traditional A* and sampling-based RRT*
algorithms.

Rui Wang et al. [65] demonstrated this with an aerial robot exploring an unknown 
environment. SLAM was employed to map the area, while an improved frontier-based 
exploration strategy integrated with DRL and a neural network architecture guided
the robot toward target points. The proposed method consistently explored environ-
ments of varying sizes, requiring shorter travel distances than competing approaches.

Hybrid models also show significant benefits. In a simulated indoor maze with 
moving obstacles, a mobile robot using LiDAR and IMU inputs achieved higher speed 
and goal-reaching success rates than standard DRL. In this case, Proximal Policy 
Optimization (PPO) learned obstacle avoidance strategies, while a Genetic Algorithm
optimized hyperparameters such as discount factors, reward weights, and network
layer sizes before training. This integration not only improved sample efficiency and
robustness but also enhanced dynamic obstacle avoidance.

2.4 Multi-agent robot research

A current research trend focuses on multi-agent systems, where the number of 
robots is increasing. Commonly referred to as swarm or cooperative navigation tasks
as well as collaborative and competitive multi-robot systems [66–69]. When multiple 
agents work cooperatively, tasks can be distributed among them, improving overall
performance performances [70]. To enable agents to learn effectively and adapt to 
various domains, DRL has been applied in multi-agent case studies to enhance scal-
ability as the number of agents increases [45]. 

Multi-robot path finding (MRPF) [47] has been proposed to achieve efficient coor-
dination and collaboration in high-dimensional multi-agent systems. The framework 
is built on DRL using a two-layer concept, and by integrating this with a hierarchical
reward mechanism, the success rate improves by more than 20% compared to existing
algorithms, leading to better generalization and efficiency.

An innovative DRL variant, known as the DRL-MPCGNNs model, integrates DRL 
with model predictive control (MPC) and graph neural networks (GNN) for opti-
mized path planning and task allocation in multi-agent systems. Proposed by ZhiXian
Li et al. [71], this approach significantly improves path planning efficiency, task
allocation effectiveness, and inter-robot collaboration performance.
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2.5 Multi-objective navigation

As robot navigation tasks grow increasingly complex, research focus has shifted 
from achieving single objectives to addressing multiple objectives through advanced
variations of Deep Reinforcement Learning (DRL). For example, Chien-Lun Cheng et
al. [53] proposed a crowd-aware, multi-objective DRL-based navigation system called 
multi-objective dual-selection reinforcement learning (MODSRL), designed to navi-
gate efficiently in crowded environments. By employing an appropriately designed
reward function, MODSRL simultaneously achieves multiple objectives, including
safety, time efficiency, collision avoidance, and smooth trajectory generation, dem-
onstrating strong system robustness.

In the domain of aerial robotics, Jiahao Wu et al. [71] introduced a multi-objective 
navigation reinforcement learning (MONRL) framework for drones to navigate and 
avoid obstacles in unknown environments. Leveraging DRL, the drone learns naviga-
tion policies that optimize path planning while mitigating wind disturbances using
camera input. The method was evaluated in both a virtual environment and a real-
world model of New York City, achieving effective and adaptive navigation perfor-
mance.

2.6 Simulation-to-real transfer

Agents are typically trained in simulation to avoid the high cost, risk, and ineffi-
ciency associated with real-world training. However, generalization often fails when 
transferring policies from simulation to real-world environments due to the simula-
tion-to-reality gap. To address this challenge, several approaches can be adopted,
including domain adaptation, domain randomization, world models, and simulation
fidelity improvement.

For domain adaptation, methods such as feature-level alignment [72], adversarial 
training, or fine-tuning can be applied to map sensor inputs such as camera or LiDAR 
data from simulated to real-world domains. Domain randomization improves robust-
ness and generalization by exposing the robot to randomized simulation conditions
during training, including variations in lighting, obstacle properties, and dynamics.

Using high-fidelity simulators such as NVIDIA Omniverse, Gazebo , MuJoCo, and
Webots [73] which incorporate realistic noise, latency, and sensor inaccuracies helps 
bridge the gap by better matching real-world physics and sensor data. In practice, 
most researchers train all policies in simulation before transferring them to real
robots, and this approach has proven effective in achieving generalization across
quadruped, mobile, and humanoid robot platforms.

3. Challenges in deploying deep reinforcement learning for robotic
navigation

3.1 Challenge working in continuous action spaces

The real environment, which matches continuous action spaces, poses several 
challenges for deep reinforcement learning, such as high computational complexity,
instability of control, exploration difficulties, and low sampling efficiency [3]. A few 
algorithms have been designed to handle continuous actions without discretization,
including Deep Deterministic Policy Gradient (DDPG), Proximal Policy Optimization
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(PPO), and Soft Actor-Critic (SAC). In these methods, the policy is modeled using a 
continuous distribution such as a Gaussian, from which the agent samples an action
and then deterministically outputs that action.

3.1.1 Exploration difficulty and high computational complexity

In continuous action spaces, where the number of possible states is infinite, the 
agent must explore numerous combinations to identify the optimal strategy. This 
significantly prolongs training time, increases the risk of converging to local optima, 
and demands extra effort. As the dimensionality of the action space increases, the
agent must interact more with the environment to learn an effective policy. This
increases data complexity, leading to higher computational requirements, which may
be impractical for real-world robotic tasks.

3.1.2 Slow and unstable learning rate

In continuous domains, the real-valued actions taken by each agent depend on its 
policy, which determines the action to be taken in each state. The policy directly 
affects the gradients and learning process. Poor parameter choices can cause explod-
ing or vanishing gradients, making learning slow and unstable. This instability is
especially problematic when the policy diverges or when updates have negligible
effects. Since policy design often involves neural networks with specific input–output
configurations, researchers have addressed these issues by carefully initializing
weights, applying output normalization, selecting appropriate algorithms, and
employing entropy regularization [74] to improve stability.

3.1.3 Low sampling efficiency

Sampling efficiency is reduced because agents require a large number of samples 
across the infinite action space, which also increases computational demands. To 
ensure sufficient learning, the agent must gather enough interactions with the envi-
ronment. To boost sampling efficiency (learning more from each sample), researchers
have applied techniques such as experience replay and meta-learning [59]. Experience 
replay stores and reuses past samples instead of discarding them, improving stability 
and convergence. Meta-learning, on the other hand, enables the agent to adapt to new 
tasks quickly with only a few samples, rather than exploring the entire space. In this
approach, the agent starts closer to the optimal policy, and with just a few gradient
steps, it can learn parameters that adapt rapidly to a new task.

3.2 Time intensive

Training robots in real-world environments is time-consuming due to the com-
plexity of the process. Transfer learning offers an alternative by enabling models to be 
trained in simulations before fine-tuning in the real world, thereby accelerating
learning and reducing data requirements. This approach also improves the adaptabil-
ity and responsiveness of DRL models to dynamic and changing real-world scenarios.
Consequently, many researchers focus on simulation-based training [10, 48, 75, 76] or 
a combination of simulation and experimental setups [45] to ensure robust generali-
zation. Studies have shown that DRL models trained in simulations can perform
effectively in real-world environments [10, 14], demonstrating that good
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generalization is achievable. To bridge the simulation-to-reality gap, validation must 
be conducted in both domains to ensure effective domain adaptation.

3.3 Transfer from simulation to the real world

Testing in simulation differs significantly from real-world deployment due to 
variations in sensors, noise, dynamics, and environment. These discrepancies can 
cause learned policies to fail when applied to real robots, potentially leading to unsafe 
and unpredictable conditions. Additionally, latency issues in real-time hardware and
controllers may impair DRL policy performance. Policies trained in one environment
often struggle to generalize to new or slightly altered settings, necessitating transfer
learning [77] and domain adaptation, both challenging for DRL.

To address these challenges, several techniques are commonly employed and 
should be continuously refined. These include training robust policies that are less
sensitive to small environmental changes [78], using high-fidelity simulators [73], 
initiating training in simulation followed by fine-tuning with real-world data, and 
applying domain randomization during simulation to improve policy generalization
across diverse robotic settings.

3.4 Exploration vs. exploitation: Complexities in reward design

In reinforcement learning, an agent must balance exploiting known strategies to 
maximize rewards while exploring new actions to discover better ones. Deep rein-
forcement learning (DRL) trains agents by maximizing cumulative rewards received
from the environment, enabling them to learn desired behaviors. However, balancing
exploration and exploitation is challenging, especially in high-dimensional or sparse-
reward environments [58]. Poorly designed rewards can lead to suboptimal learning, 
unintended behaviors, or agents getting stuck in local optima due to inadequate 
exploration. For example, in navigation tasks, rewards may be higher when the agent
is near the goal and penalized when far away [14]. 

In Soft Actor-Critic (SAC), the reward function directly influences exploitation
and indirectly affects exploration [79]. SAC’s trade-off is based on maximum entropy 
reinforcement learning, where the agent maximizes both expected returns and policy 
entropy (encouraging stochastic actions). Fine-tuning techniques such as adaptive
and dynamic entropy adjustment have been developed to optimize SAC’s perfor-
mance. Improper entropy tuning can cause excessive randomness, undermining
learning efficiency.

While entropy encourages exploration, it may also lead to suboptimal actions in 
some applications. A well-shaped reward function accelerates learning by providing 
clear signals for exploitation, driving the agent toward desired behavior. Without
meaningful rewards, the agent relies heavily on entropy-driven exploration, slowing
progress. In summary, designing appropriate reward functions is a complex but cru-
cial aspect of effective DRL training.

3.5 Dynamic environments: Dense and disaster-focused scenarios

Dynamic environments, characterized by changing obstacles, lighting, or terrain 
pose significant challenges for deep reinforcement learning (DRL) [79]. The agent 
must continuously re-explore as the environment evolves, complicating exploration 
and increasing sample requirements. This leads to longer, more expensive training due
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to the greater number of interactions needed to learn effective policies across varying
conditions.

Adapting quickly to such changes is difficult; policies may diverge instead of 
converging, especially for off-policy algorithms like deep Q-networks (DQN), whose
replay buffers can contain outdated experiences that no longer represent the current
dynamics [80]. The increased variance in reward signals caused by environmental 
changes further complicates stable policy learning. Unlike static settings, the same 
state in a dynamic environment may yield different outcomes at different times,
causing the agent to struggle in adapting to new conditions.

This unpredictability increases the risk of outdated or mislearned policies, poten-
tially leading to unsafe robot behaviors such as collisions or damage. Dense environ-
ments such as crowded pedestrian areas [75, 76] and disaster scenarios [46, 80] 
amplify these challenges, requiring robust and adaptive DRL solutions to ensure safe
and effective navigation.

3.6 Scalability 

Scalability refers to a DRL system’s ability to learn efficiently as the number of agents, 
tasks, or environmental complexities increase, while maintaining reasonable time and 
resource requirements—especially in high-dimensional action and complex state spaces.
In swarm robotics, navigation and task allocation become increasingly challenging due to
dynamic environments [81]. Niyazi Furkan Bar et al. [6] proposed a DRL framework 
based on distributed architecture combined with adaptive reward mechanisms, demon-
strating improved navigation success rates as the swarm size grows exponentially.

Martinez et al. [82] evaluated DRL performance in highly dynamic, real-world-like 
environments and confirmed its robustness in crowded and previously unseen sce-
narios. In contrast, Qiang Gao et al. [83] introduced Multi-Agent Deep Deterministic 
Policy Gradient (MADDPG) for multi-unmanned surface vehicle (USV) path plan-
ning, showing enhanced training effectiveness and scalability, yielding more efficient
and practical path planning.

To further improve scalability in algorithms like Soft Actor-Critic, strategies such 
as minimizing communication overhead, employing complex policy optimization,
decentralized learning, graph-based policies, and federated reinforcement learning
have been proposed [84]. These approaches help DRL handle growing system com-
plexity while preserving performance and learning efficiency.

4. Future directions of deep reinforcement learning in robotics research

4.1 Dynamic environment

The ultimate goal of autonomous robotic systems is to navigate unknown and 
dynamic real-world environments. Deep reinforcement learning (DRL) has been 
widely applied in this domain to achieve adaptive and intelligent control. However,
significant gaps remain, particularly in disaster [80] and emergency scenarios [85], 
where unpredictable and continuous changes demand highly adaptive robot control 
systems. To prevent accidents and ensure practical efficiency, these systems must be 
further enhanced to cope with such challenging environments. Approaches like
adversarial training and uncertainty-aware policy learning show promise for improv-
ing robustness in unpredictable settings.
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In disaster environments, where human access is limited, robots are expected to 
navigate complex and hazardous terrain efficiently. Their role includes real-time 
monitoring, hazard identification, and survivor detection, supported by artificial 
intelligence and advanced onboard sensors. Such capabilities contribute to more resil-
ient and responsive disaster management. DRL particularly deep Q-networks has
demonstrated significantly higher rescue success rates across various natural disaster
scenarios compared to traditional methods [80]. 

4.2 Time-varying obstacles environment

Highly dynamic environments are characterized by frequently changing obstacle 
configurations, where both the shape and position of obstacles vary continuously over
time. For instance, pedestrian environments [75] exhibit constantly shifting move-
ments of people [76] while logistics and intelligent transportation settings feature 
dynamic obstacles such as both pedestrians and vehicles. The high level of dynamism 
in these environments demands safe and efficient navigation strategies. The risk of 
failure increases significantly in densely populated dynamic spaces, where obstacle
density is high. Therefore, intensive research efforts should focus on these complex
scenarios rather than on simpler obstacle configurations when applying deep rein-
forcement learning (DRL) [75]. 

4.3 Increasing learning efficiency through sample and data optimization

Learning with deep reinforcement learning (DRL) demands substantial computa-
tional resources due to the vast amounts of data generated from interactions among 
environment, actions, and rewards. In high-dimensional state and action spaces, the 
exponential growth of possible states leads to increased data usage, longer training
times, and higher computational costs. To mitigate this complexity, future strategies
could include improved exploration methods, model-based reinforcement learning,
integration of prior knowledge, and extensive simulation training.

Exploration remains a critical challenge, especially in complex environments 
where extensive exploration is necessary to discover effective strategies, directly 
impacting learning efficiency. For example, exploration in Soft Actor-Critic (SAC)
can be enhanced by increasing target entropy, augmenting reward terms, and incor-
porating model-based approaches for sparse-reward tasks [57]. 

4.4 Advanced robotics application

The application of deep reinforcement learning (DRL) has demonstrated signifi-
cant success in enhancing the adaptability and efficiency of robot navigation in chal-
lenging environments. Integrating DRL within robotic systems improves perception
[3], instruction interpretation, and symbolic reasoning for high-level planning. For
instance, Li BoXin and Wang Zhaokui [86] proposed a two-stage DRL control method 
combining Vision-TD3 and Force-TD3 networks, which leverage hybrid visual and 
force feedback for end-to-end lunar robot assembly operations, enabling autonomous,
intelligent task execution without relying on model-based control.

To accelerate learning and align robot behavior with human intentions, incorpo-
rating human feedback such as reward shaping, demonstrations, and corrections has
proven effective [87]. Chang Chiu Liu et al. [88] introduced a mixed perception-based 
human-robot collaborative maintenance system employing a hierarchical structure,
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where online DRL aids decision-making. Experimental results demonstrated compet-
itive performance compared to state-of-the-art approaches.

Hybridizing Soft Actor-Critic (SAC) with blockchain technology further enhances 
decentralized decision-making, security, and computational efficiency. By integrating 
SAC with distributed cloud frameworks, real-time deployment becomes feasible on
autonomous ground vehicles, drones, and robotic arms, even on low-power proces-
sors [3]. 

As reviewed by Saba Waseem et al. [89], the future of advanced robotic manipu-
lators depends on intelligent processing technologies and expert systems. Emphasis 
should be placed on robust controllers capable of adapting to unforeseen scenarios,
improving human-robot collaboration, and ensuring operational safety and efficiency.
Mohsen Soori et al. [90] highlighted applications of AI, machine learning, and DRL 
across advanced robotics industries, underscoring the need to continually enhance
system robustness and performance.

Beyond navigation, DRL is increasingly applied to collaborative manipulation [91, 
92], warehouse automation [93, 94], and swarm robot exploration [6], with future 
efforts focused on extending DRL to multi-robot cooperative and competitive scenar-
ios to meet complex real-world demands.

4.5 Bridging the gap between simulation and real robot transfer

Bridging the reality gap between simulation and physical robots remains a critical 
challenge in robotics research. Future directions are likely to emphasize strategies
such as learning invariant representations, domain randomization, domain adapta-
tion, and the incorporation of real-world data into simulated training [45] Given the 
high computational cost of DRL algorithms and their limited feasibility on embedded 
robotic platforms, developing efficient DRL methods that can run on constrained
hardware is an important priority.

For example, the COBOT robot using Soft Actor-Critic (SAC) for obstacle avoid-
ance has demonstrated efficiency in both simulation and real-world experiments [10]. 
To further bridge the simulation-to-reality gap, the official Unified Robot Description 
Format (URDF) is employed to enhance simulation fidelity. Physical parameters such 
as maximum joint speeds, accelerations, rotational limits, momentum, and center of
mass are calibrated to match real robotic arm characteristics, significantly improving
the accuracy of the simulation.

In another study, SAC was tested on the TurtleBot3 Waffle Pi, equipped with a 
Raspberry Pi, using the Gazebo emulator within the Robot Operating System (ROS) 
framework. The hardware included an NVIDIA GeForce GTX 1080 GPU and Intel
Core i7 CPU (2.9 GHz). Wen et al. further advanced DRL-based path planning in
unknown environments through Twin Long Short-Term Memory Delayed Deep
(TLSMD) reinforcement learning, validated via numerous 3D simulations [14, 63]. 

5. Conclusion 

Robot navigation remains a prominent research topic focused on achieving efficient 
and effective movement toward a goal while avoiding collisions with obstacles in the 
environment. Numerous algorithms have been proposed over time to generate optimal 
and safe paths based on their evolving capabilities. To address increasingly challenging
scenarios such as dense, dynamic obstacles and unpredictable emergency conditions,
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robot navigation algorithms must enable continuous learning in continuous action 
spaces, making complex decisions and optimizing policies. Deep reinforcement learning 
(DRL), a subset of artificial intelligence and machine learning, offers promising solu-
tions to these demands. This chapter provides a comprehensive review of DRL in robot 
navigation research, beginning with fundamental concepts, followed by current tech-
nological trends. Key challenges in this field are discussed alongside insights and future 
directions drawn from recent studies. With the goal of advancing autonomous systems 
for robots and related applications, this review aims to help researchers understand 
DRL’s capabilities and encourage its adoption in diverse domains. There remains signif-
icant potential to expand DRL applications into more complex environments while 
maintaining robustness, scalability, and efficiency. Furthermore, the learning efficiency 
of DRL algorithms is typically evaluated using metrics such as cumulative reward, 
sample efficiency, convergence time, success rate, learning stability, exploration effi-
ciency, and policy robustness. These metrics should be incorporated to comprehensively 
assess real-time applic ations. To ensure the robustness and effectiveness of learning
algorithms such as Soft Actor-Critic, they can be benchmarked against other DRL
algorithms, including Deep Deterministic Policy Gradient (DDPG), Twin Delayed Deep
Deterministic Policy Gradient (TD3), and Proximal Policy Optimization (PPO).
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Chapter 2

Toward Agentic Artificial 
Intelligence and Its Societal 
Implications
Zool Hilmi Ismail, Nohaidda Sariff 
and Puteri Nor Aznie Fahsyar

Abstract

This chapter presents a conceptual examination of the transition from current 
agentic artificial intelligence or agentic AI system to future AI frameworks. Special 
attention is given to applications that intersect directly with society, such as next gen-
eration of educational tools and the resulting impacts on workforce dynamics, human 
augmentation, and ethical considerations. Central to this analysis is the importance of 
human-centered design, ensuring that agentic AI systems remain transparent, trust-
worthy, and aligned with human values. Identifying key research priorities, this study 
seeks to guide the development of agentic AI that benefits society while mitigating 
risks associated with autonomy and decision-making at scale.

Keywords: autonomous agents, human-centered design, multi-agent systems, 
agentic AI, artificial intelligence

1. �Introduction

Artificial intelligence has evolved from rule-based expert systems and predictive 
algorithms to more complex machine learning models that generate content or assist 
decision-making. The latest frontier is agentic AI—AI systems that exhibit agency, 
autonomously pursuing goals and actions in dynamic environments. Unlike tradi-
tional AI that only responds to explicit inputs or generative AI that produces content 
when prompted, agentic AI can proactively act on its own initiative [1–4]. This 
shift toward autonomy and goal-directed behavior carries transformative potential 
alongside significant societal implications. Researchers and policymakers are closely 
examining how such systems can be designed, governed, and integrated responsibly 
into society [2].

This chapter provides a comprehensive overview of agentic AI and its broader 
impacts. We first define the concept of agentic AI and delineate how it differs from 
earlier AI paradigms. Next, we detail the technological foundations that give rise to 
agency in AI systems, including architectures and frameworks that enable planning, 
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learning, and autonomous execution. With this technical background established, 
we delve into societal dimensions: ethical challenges, legal questions, educational 
impacts, and international policy considerations. Finally, we outline key open 
research challenges and propose policy recommendations to ensure agentic AI devel-
ops in a direction beneficial to humanity. The discussion is grounded in the current 
literature and recent developments, providing an academic but accessible synthesis 
suitable for researchers and informed practitioners.

2. �Defining agentic AI

Agentic AI refers to a class of AI systems endowed with agency: they can indepen-
dently perceive their environment, reason about it, make decisions, and take actions 
to achieve objectives with limited or no ongoing human intervention [3]. In contrast 
to traditional AI (e.g., rule-based systems or narrowly focused predictive models) 
that operates only within predefined tasks or on external commands, agentic AI is 
goal-directed and autonomous. It does not merely react; it initiates behavior based on 
internal goals and contextual understanding [3]. Early examples of agentic AI include 
autonomous vehicles that navigate complex environments and virtual assistants or 
copilots that carry out multi-step tasks proactively [4].

Traditional AI systems (often deterministic rule-based programs or supervised 
models) require explicit human instructions for each operation and do not adapt goals 
on their own. Generative AI (such as large language models like GPT-4) can create 
content in response to prompts, displaying creativity within a reactive paradigm. 
Agentic AI goes a step further by combining content generation with decision-making 
and autonomous execution [5–7]. Table 1 provides a comparison of traditional AI, 
generative AI, and agentic AI along several key dimensions.

Aspect Traditional AI Generative AI Agentic AI

Primary 
capability

Deterministic reasoning 
or classification based on 
explicit rules/models

Generating new content 
(text, images, etc.) from 
learned patterns

Goal-driven decision-making 
and strategic action execution

Decision 
model

Fixed logic or super-vised 
predictions (no self-
directed goals)

Probabilistic model 
responding to user 
prompts (reactive)

Autonomous reasoning with 
internal goals and plans 
(proactive)

Adaptability Low—performs only 
specified tasks; limited 
adaptation

Moderate – can generalize 
within training data 
patterns; adapts outputs 
to prompts

High-dynamically adapts 
to changing context and 
feedback in pursuit of 
objectives

Human 
involvement

High–constant human 
input or oversight 
required (e.g., manually 
triggering actions)

Moderate—requires 
prompt to initiate; 
then outputs content 
autonomously

Low–minimal supervision; 
can initiate and perform tasks 
by itself once goals are set

Examples Expert systems; 
classification models 
(e.g., medical diagnosis 
aid)

ChatGPT-like text 
generators; image 
generators (given 
prompts)

Self-driving cars; automated 
trading agents; autonomous 
robots or software agents 
managing workflows

Table 1. 
Comparison of traditional AI, generative AI, and agentic AI across various dimensions.
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It is interesting to note that there are four properties often define an agentic AI 
system, distinguishing it from earlier AI paradigms:

•	 Autonomy: The system can make decisions and execute actions indepen-
dently, without needing continuous external instructions [7]. For instance, 
an autonomous drone can plan its route and avoid obstacles without human 
micromanagement.

•	 Intentionality: The AI exhibits goal-directed behavior, formulating and pursuing 
objectives that drive its actions. It does not just follow single-step commands but 
can maintain and strive toward a persistent goal (e.g. “reduce energy usage in this 
building by 10%”).

•	 Adaptability: Agentic AI can adjust its strategies in response to environmental 
changes or new information. It learns and improvises—for example, a supply 
chain agent might automatically reroute shipments when a disruption occurs.

•	 Reflectiveness: The system can evaluate the outcomes of its actions, learn from 
experience, and improve over time. This often involves an internal feedback loop 
or memory that enables the agent to refine its behavior (analogous to a human 
reflecting on past decisions).

These properties allow an agentic AI to operate with a degree of self-direction and 
continuous learning that classical AI systems lack. In summary, agentic AI systems are 
proactive, goal-driven, and capable of both low-level task execution and high- level 
strategic reasoning, whereas traditional AI systems are reactive tools confined to 
predefined tasks [7].

3. �Architectures of agentic AI

Creating an AI with agency requires integrating multiple AI techniques and system 
components. Agentic AI architectures are designed to allow an AI system to observe, 
think, act, and learn in a continuous loop [8, 9].

3.1 Core architecture

At a high level, an AI agent’s operation can be viewed as a cycle of sensing the 
environment, reasoning to decide on actions, executing those actions, and learning 
from the outcomes [10–14]. Classical agent models often followed a simple Perceive 
→ Decide → Act → Learn sequence. Modern agentic AI expands this into a more 
modular pipeline—for example: Trigger (input) → Plan → Tool use (action) → Memory 
update → Output/feedback, with the ability to re-plan as needed [14]. In practice, this 
means an agent can incorporate new information or changing conditions on the fly, 
rather than strictly executing a fixed script.

3.1.1 Perception module

Interfaces with the external environment to gather data. This could involve 
computer vision and sensors for physical environments, or API inputs and natural 
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language processing for digital environments. Advanced agents use multimodal 
perception to interpret text, audio, images, or other sensor data, building a real-time 
picture of their context.

3.1.2 Reasoning and decision-making module

Often powered by AI models (e.g., a large language model or other machine learn-
ing models), this component interprets the perceived data, infers context, and selects 
appropriate actions. State-of-the-art large language models (LLMs) have significantly 
enhanced agents’ reasoning abilities, enabling complex logical inferences and con-
textual understanding. The reasoning module might employ techniques like symbolic 
logic or neural networks to weigh options and make decisions aligned with the agent’s 
goals.

3.1.3 Planning module

Formulates multi-step plans or strategies to achieve the agent’s objectives. It 
may decompose high-level goals into subtasks, sequence actions, and adapt plans as 
conditions change. Techniques include classical AI planning algorithms and heuristic 
search, as well as hierarchical reinforcement learning (which plans at multiple levels 
of abstraction). A planning component gives the agent foresight, rather than reacting 
myopically, it anticipates future states and prepares accordingly.

3.1.4 Execution module

This is to allow the agent to carry out actions in the environment. In software 
agents, this might mean calling external tools, APIs, or services; in robotics, it would 
interface with motors or actuators. Modern agent frameworks enable the dynamic 
tool use, where the AI agent can invoke external functions (e.g., database queries, 
web services) as part of its actions. For example, an AI agent might autonomously 
send emails, execute trades, or control a robot arm. Ensuring reliable execution (and 
handling errors or exceptions) is crucial for real-world deployment of agentic AI.

3.1.5 Memory or knowledge base

Maintains state and stores knowledge, enabling the agent to remember context 
and learn from past experience. This includes short-term memory (working memory 
of the current context or conversation) and long-term memory (persistent knowledge 
the agent has learned or been provided). Technically, memory can be implemented 
via vector databases storing embeddings of past interactions (for semantic recall), 
knowledge graphs, or other databases of facts. Memory enables consistency over time 
and reflection—the agent can refer back to previous events when deciding what to 
do next.

3.1.6 Learning and adaptation module

To be truly agentic, an AI should improve over time. Many agents utilize  
rein- forcement learning (RL) as a core mechanism: they receive feedback or rewards 
from the environment and adjust their behavior to maximize long-term success. 
Through trial-and-error, the agent learns which actions lead to desired outcomes. 
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Other learning approaches include supervised fine-tuning (updating the agent’s 
models based on human feedback or new training data) and unsupervised updates to 
its knowledge base. Reflective learning allows the agent to analyze its own past deci-
sions and outcomes to avoid repeating mistakes. This continuous learning capability 
is vital in non-stationary environments where static behavior would quickly become 
suboptimal.

3.2 Enabling technologies in agentic AI systems

Agentic AI systems are built upon advanced technologies that provide key capa-
bilities such as autonomy, adaptability, and inter-agent collaboration. This section 
highlights the primary technologies that serve as the backbone of these intelligent 
systems [11–13].

3.2.1 Natural language processing

Natural language processing (NLP) and speech-to-text technologies enable 
machines to comprehend human language, facilitating communication, reasoning, 
and summarization. Tools like Large Language Models (LLMs), Claude, and Whisper 
are integrated into agentic AI to convert high-level goals into actionable sub-tasks. 
For instance, an LLM-based agent can allocate duties to warehouse robots or drones in 
logistics operations [14].

3.2.2 Reinforcement learning

The convergence of advanced machine learning (LLMs, reinforcement learning) 
with traditional AI planning and knowledge representation is what empowers agentic 
AI. By using models as core reasoning engines but surrounding them with memory, 
planning, and action interfaces, AI agents can function continuously and adaptively 
in real-world workflows [14]. In essence, an AI agent “wraps” a predictive model with 
an agentic architecture that decides what to do, how to do it, and when to do it based 
on the situation [11, 14, 15]. This technical foundation sets the stage for the profound 
societal changes and challenges that agentic AI engenders, which we explore in 
subsequent sections.

3.2.3 Multi-agent systems

To coordinate the multiple agents, technologies from multi-agent systems (MAS) 
and swarm intelligence are employed. These approaches enable agents to either work 
together or compete to enhance overall system performance [16]. Such cooperation is 
essential in domains like swarm robotics or decentralized AI environments. Tools like 
the Java Agent Development Framework (JADF) support MAS, while swarm-based 
methods like Ant Colony Optimization (ACO) and Particle Swarm Optimization 
(PSO) are applied in tasks such as dynamic routing, load distribution, and emergency 
response.

3.2.4 Knowledge graphs

Other pivotal technologies in agentic AI include knowledge graphs and ontologies, 
which organize domain knowledge to support semantic queries, planning, and logical 
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inference. Additionally, computer vision combined with sensor fusion provides envi-
ronmental awareness. Techniques such as convolutional neural networks (CNNs), 
LiDAR data processing, and SLAM (simultaneous localization and mapping) play a 
critical role here.

For high-level reasoning and time-based coordination, autonomous planning 
and scheduling tools are employed. Frameworks like STRIPS and Hierarchical Task 
Networks (HTN) help agents determine and execute sequences of tasks to meet long-
term objectives. Lastly, human-AI collaboration is enhanced through technologies 
like explainable AI (XAI) and augmented reality (AR), which foster transparency and 
shared decision-making between humans and machines.

4. �Implementation of agentic AI in education

One domain poised for significant transformation by agentic AI is education. 
AI-powered agents are being developed to act as intelligent tutors, personalized 
learning companions, teaching assistants, and even as autonomous learners that adapt 
to students’ needs [15]. In this section, we explore how agentic AI can be integrated 
into educational settings, the benefits and challenges of AI tutors, the concept of AI as 
a learning participant, and the potential impacts on pedagogy and cognitive develop-
ment of students [17].

4.1 AI tutors and personalized learning

Educational AI agents promise highly personalized instruction at scale. By 
lever- aging large language models and other AI techniques, these agents can 
understand a student’s query, context, and learning history, which then provide 
guidance tailored to that student [18]. For instance, an agentic AI tutor can 
dynamically adjust lesson plans and explanations in response to a learner’s prog-
ress—offering simpler explanations if the student is struggling or more advanced 
material if they are excelling. Such an AI tutor can be available 24/7 to answer ques-
tions, provide practice problems, or explain difficult concepts, effectively serving 
as a one-on-one tutor for every student. Research indicates that AI tutors can 
indeed provide adaptive support: They continuously assess a student’s knowledge 
state and modify their teaching strategy according to Refs. [12, 18]. This addresses 
the long-standing challenge of personalization in education—human teachers, with 
the best intentions, cannot finely tailor their approach to each of dozens of students 
in a classroom at all times, but an AI agent can individualize interactions for each 
learner in real-time.

Agentic AI tutors can also enhance engagement and motivation by making 
learning more interactive. Through natural language dialog, an AI tutor can carry on 
a Socratic conversation, ask the student prompting questions, and give immediate 
feedback on answers. The interactivity and instant responsiveness help keep students 
engaged. Data analytics in the agent can identify knowledge gaps or misconcep-
tions, alerting the teacher or recommending targeted practice for the student [12]. 
Such continuous formative feedback loops help students remain motivated, since 
they receive timely support and recognition of their progress [12, 19]. A recent 
systematic review of AI in education found that LLM-based agents can transform 
learner experiences by providing context-aware dialog and personalized learning 
pathways [12–20].
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4.2 AI as learners and adaptation

Interestingly, agentic AI in education can be seen not only as a tutor but also as a 
learner. One aspect is that the AI agent continuously learns about the student, their 
strengths, weaknesses, and learning style, and adapts its teaching approach over time. 
Another aspect is using AI agents to simulate student learning for research purposes. 
For example, an AI could be put in the role of a student to see how it navigates learn-
ing tasks, potentially offering insights into different learning strategies or allowing 
testing of educational interventions in a controlled way [15]. There is also the concept 
of meta-learning, where AI tutors improve their instructional strategies by learning 
from many student interactions (effectively, the AI agent “learns how to teach” better 
with experience).

From the student’s perspective, interacting with an AI tutor can help develop 
certain meta-cognitive skills. Some evidence suggests that when students explain 
their reasoning to a tutor (even if the tutor is an AI), it strengthens understanding, a 
well-known educational phenomenon (the” learning-by teaching” effect). Agentic 
AIs can prompt students to articulate their thought process, ask follow- up questions 
that drive reflection, or encourage the student to attempt solutions before receiving 
help, all of which are strategies aligned with good pedagogy [15].

4.3 Cognitive development and critical thinking

A crucial question is how long-term exposure to AI tutors might affect the stu-
dents’ cognitive development. On the positive side, a well-designed AI tutor can foster 
critical thinking. It can push students to justify their answers, consider alternative 
solutions, and explore topics more deeply by personalizing challenges. A report by 
Pearson in 2024 found that students who used AI features in their digital textbooks 
showed improved critical thinking skills, with active engagement in learning quadru-
pling compared to baseline levels [19]. The AI tools in that study likely provided inter-
active prompts and on-the-spot support that encouraged students to think through 
problems rather than passively read, thereby enhancing engagement. AI tutors can 
also help fill gaps where educational resources are scarce—for example, providing 
tutoring in under-served communities or in subjects where qualified teachers are 
few. This democratization of tutoring could help more learners reach their potential, 
arguably a net positive outcome for social equity.

However, there are potential downsides to mitigate. If students become overly reli-
ant on AI guidance, they might struggle to develop independent problem-solving skills. 
There is a risk of AI tutors inadvertently doing the thinking for the student—if not 
carefully designed, a student might lean on an AI assistant to get answers with minimal 
effort, undermining the learning process (essentially the AI becoming a sophisticated 
form of cheating). This raises issues of academic integrity [17]. Educational institu-
tions are already grappling with students using AI to generate essays or answers. Clear 
policies and possibly technical solutions (like AI that can detect AI-generated content) 
are part of the response to ensure AI assistance supplements rather than replacing a 
student’s own work [20].

4.4 Pedagogical integration

For agentic AI to be successfully integrated, educators must be trained to work 
alongside these tools. Curricula may need redesigning to leverage AI capabilities—for 
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instance, allowing more self-paced exploration with AI tutors available, while class 
time is used for discussion and collaborative projects (a flipped-classroom model). 
There is also the matter of digital literacy: Students must learn how to effectively use 
AI tools and critically evaluate AI-provided information (to avoid treating the AI as 
an infallible oracle). Teaching students how to question AI, cross-verify answers, and 
use the AI as a learning support rather than an answer vending machine is important.

Privacy is another consideration—AI tutors will collect data on student perfor-
mance, mistakes, etc. Ensuring compliance with student data privacy laws (like 
FERPA in the US, or GDPR in Europe) is essential. Data should be used ethically, 
anonymized where possible, and kept secure. Similarly, fairness must be monitored: 
AI should not propagate biases (e.g., giving different feedback quality to students of 
different backgrounds). Designing AI tutors with inclusive datasets and testing them 
for unbiased behavior is part of responsible deployment [12, 18].

Finally, it is worth noting that agentic AI is itself becoming a subject of study for 
students. Schools and universities are beginning to include AI literacy in their cur-
ricula, teaching students about AI’s workings and its societal implications—much like 
this chapter. This is crucial so that the next generation can navigate a world filled with 
AI agents knowledgeably and ethically.

5. �Way forward in agentic AI

5.1 Robust alignment and control

Developing reliable methods to align autonomous AI agents with human values 
remains an open challenge. Current alignment techniques (like reward modeling or 
fine-tuning with human feedback) are not guaranteed to cover all scenarios an agent 
might encounter [21]. Research is needed on value alignment frameworks that can 
handle the flexibility of agentic AI, including techniques for real-time constraint 
enforcement and fail-safes if an agent’s behavior deviates. Scalable oversight—
possibly using AI to help monitor AI—is another area to explore, ensuring that even 
complex multi-agent systems remain under meaningful human control or at least 
observation.

5.2 Explainability

As agents use more complex models (deep neural networks with potential 
emergent behaviors), creating human-interpretable explanations of their decisions 
is challenging. Research into explainable AI (XAI) needs to extend to sequential 
decision-making and planning contexts. For instance, tools that can summarize an 
agent’s long-term plan in intuitive terms, or highlight which factors most influenced 
a critical decision, would greatly aid both developers and regulators. Equally, audit 
trails for AI agents (automatic logging of decisions and actions) must be designed 
from the start—research can help determine what logging is sufficient to reconstruct 
and understand an agent’s behavior after the fact [6].

5.3 Safety in adversarial environments

Many agentic AIs will operate in environments that can be adversarial (e.g., 
cybersecurity, finance, or competitive scenarios where other agents or humans might 
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deliberately manipulate inputs). Ensuring that AI agents are robust against adversarial 
attacks—for example, tricking the perception module or feeding malicious data 
into its learning process—is an ongoing challenge. Similarly, emergent behaviors in 
multi-agent systems (where agents interacting in unforeseen ways produce harmful 
dynamics like collusion or conflict) require more theoretical and empirical research. 
Techniques from game theory and control theory may be employed to predict and 
mitigate such outcomes.

5.4 Education and workforce transitions

Research into educational strategies for a world with ubiquitous AI tutors and 
AI assistants in the workplace is needed. Pedagogically, we should study long- term 
outcomes of students who learn with AI assistance: Do they perform better in higher 
education and jobs? Do they have any skills deficits? This ties into workforce develop-
ment—identifying what new skills humans should focus on when AI agents handle 
more routine cognitive tasks. For example, there may be increased emphasis on cre-
ativity, critical thinking, and interpersonal skills—areas where humans complement 
AI. Policies on retraining and continuous education can benefit from such research.

5.5 Scalability

As agentic AI becomes more complex, the computational cost and energy 
footprint could be significant (e.g., running multiple large models continuously). 
Research into more efficient algorithms, sustainable hardware, and methods like fed-
erated or edge AI (to reduce latency and dependency on central servers) will be vital 
to scale these agents widely. This has ethical dimensions too—ensuring that deploying 
helpful AI agents does not come with an untenable environmental cost, and that they 
are accessible beyond just wealthy institutions with massive compute resources.

6. �Conclusions

Agentic AI offers immense promise—from automating complex tasks to enabling 
new educational and scientific breakthroughs—but it must be guided by human-
centric policies and rigorous research. By proactively addressing the challenges of 
alignment, safety, accountability, and equity, we can harness agentic AI as a positive 
force in society. The recommendations above provide a roadmap for a collaborative 
effort among AI scientists, ethicists, lawmakers, educators, and the public to ensure 
these powerful systems are developed responsibly and governed effectively. With 
thoughtful oversight and innovation hand in hand, agentic AI can be steered toward 
augmenting human capabilities and addressing societal needs, rather than amplifying 
risks. We stand at a pivotal moment: The decisions made now in research priorities 
and policy frameworks will shape how this technology integrates into the fabric of 
our lives and institutions in the decades to come.

AI tools disclosure

Artificial intelligence (AI) tools were used as assistive technologies during the 
preparation of this chapter. Specifically, AI-based language support was used to 
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Chapter 3

Decentralized Energy Management 
Using Multi-Agent Systems for 
Remote Hybrid Power Systems
Puteri Nor Aznie Fahsyar, Nohaidda Sariff 
and Zool Hilmi Ismail

Abstract

Hybrid Renewable Energy Systems (HRES) are increasingly adopted to provide 
reliable electricity in rural and remote areas lacking access to centralized grids. This 
chapter explores the development and validation of a Multi-Agent System (MAS) 
framework designed to enhance the control and coordination of off-grid HRES 
integrating solar photovoltaic, wind turbines, battery storage, a diesel generator, 
and an inverter. The decentralized architecture assigns autonomous agents to each 
energy component, overseen by a central Control Agent that ensures optimal energy 
dispatch, fuel minimization, and system stability. The framework was evaluated over 
a 92-day period using real meteorological and load data. The MAS-based control 
strategy demonstrated significant improvements in operational efficiency, achieving 
over 90% reduction in fuel consumption and operating costs compared to conven-
tional diesel-only systems. Solar photovoltaic emerged as the dominant energy source, 
with battery storage playing a key role in mitigating renewable intermittency and 
maintaining reliability. Economic assessment showed a 25% reduction in total system 
cost and a levelized cost of energy of $0.276/kWh, with an investment payback period 
of less than 2 years. These findings highlight the potential of MAS as an intelligent, 
scalable, and cost-effective solution for managing decentralized energy systems in 
underserved regions. The approach supports broader goals of enhancing energy 
access, promoting renewable integration, and advancing sustainable development in 
off-grid contexts.

Keywords: multi-agent system, hybrid renewable energy system, off-grid 
electrification, decentralized energy management, techno-economic analysis

1. �Introduction

Providing reliable, sustainable, and affordable electricity to remote and rural
communities remains a major global challenge. These areas are often not connected to 
the main electricity grid due to high extension costs, difficult terrain, and low popula-
tion density. As a result, many rural communities experience energy poverty, which 
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limits access to education, healthcare, and economic opportunities widening the gap 
between rural and urban areas. With limited grid infrastructure available, off-grid 
electrification solutions have become essential. However, most of these communi-
ties still rely heavily on diesel generators, which pose serious issues such as high and 
unstable fuel prices, costly fuel transportation to remote areas, and overall expensive 
electricity for users. The impact of energy shortages in rural areas is a serious barrier 
to overall human development. Without affordable and reliable electricity, daily life is 
affected, economic activities are limited, and social progress is slowed. For instance, 
lack of electricity reduces study time for children, weakens healthcare services that 
rely on powered equipment or refrigeration, and holds back the growth of small 
businesses. These challenges directly hinder progress on several United Nations 
Sustainable Development Goals (SDGs), not just SDG7 (Affordable and Clean 
Energy), but also goals related to poverty (SDG1), education (SDG4), health (SDG3), 
and economic growth (SDG8) [1].

Traditional energy solutions, especially standalone diesel generators, have been 
widely used for off-grid power in rural areas. However, this method is neither eco-
nomically nor environmentally sustainable. High and unpredictable fuel prices, along 
with the challenges of delivering diesel to remote locations, make electricity costly 
for rural families and small businesses. In addition, burning diesel fuels local air 
pollution and increases greenhouse gas emissions, which goes against global efforts to 
promote sustainability. Even when Hybrid Renewable Energy Systems (HRES) which 
combine renewable sources like solar and wind with conventional backups, tradi-
tional design and control methods come with their own challenges [2]. One major 
issue is the risk of oversizing or undersizing the system. Oversized systems waste 
money on equipment that is not fully used, while undersized systems fail to meet the 
energy needs of the community. In addition, conventional centralized control systems 
often lack the flexibility to manage the changing nature of renewable energy and the 
fluctuating energy demands in real time, especially in remote off-grid settings.

2. �Integrating multi-agent systems into HRES for decentralized 
management

2.1 Overview of HRES

HRES have become a promising solution for providing electricity to off-grid and 
remote areas, offering a practical mix of reliability and sustainability. These systems 
typically combine two or more energy sources such as solar photovoltaic (PV) panels 
and wind turbines along with conventional backup sources like diesel generators. 
Batteries are also included to store excess energy. To manage the flow of electricity 
and maintain power quality, power converters and advanced controllers play an 
essential role.

The common HRES setup that includes solar PV, wind turbines, a diesel generator, 
and a battery energy storage system (BESS) is illustrated in Figure 1. Compared to 
diesel-only systems, HRES offer many advantages. They reduce reliance on imported 
fossil fuels, lower greenhouse gas emissions, and have a smaller environmental 
impact. By using local renewable resources, these systems can improve the reliability 
of electricity supply and reduce long-term costs due to lower fuel use and less main-
tenance for renewable components. HRES offer several advantages over traditional 
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diesel-only power systems, particularly in remote and off-grid regions. One of the 
most prominent benefits is the reduced reliance on imported fossil fuels, which can 
be costly and subject to geopolitical price fluctuations. By incorporating renewable 
energy sources, HRES reduce the operational dependency on diesel fuel, leading to 
more stable and predictable long-term energy costs. This transition not only enhances 
national energy security but also aligns with global goals of reducing greenhouse gas 
emissions and mitigating climate change impacts [4, 5]. Although the initial capital 
investment for HRES can be significantly higher due to the integration of renewable 
generation technologies and energy storage systems, the overall lifecycle cost is typi-
cally lower than that of diesel-only systems. This is because renewable energy incurs 
minimal ongoing fuel costs and demands less frequent maintenance, especially when 
compared to diesel generators with many moving parts and short service intervals.

2.2 Challenges in operating HRES

Despite their numerous advantages, HRES face technical and operational chal-
lenges. One of them is the intermittent and variable nature of renewable energy 
sources such as solar irradiance and wind speed. These fluctuations make it difficult 
to maintain a continuous and stable power supply without effective control and 
forecasting mechanisms. Real-time energy balancing becomes critical, particularly 
in systems where renewable penetration is high and dispatchable backup sources 
are limited [6, 7]. Energy storage systems are essential for absorbing surplus energy 
and supplying power during periods of low generation. However, the optimal sizing 
of these storage units is a complex task. Oversized batteries may lead to excessive 
capital expenditures and inefficient usage, while undersized systems can suffer from 
accelerated degradation and high cycling frequencies. Additionally, the integration 
of heterogeneous components such as solar PV panels, wind turbines, diesel genera-
tors, and batteries requires sophisticated control systems capable of managing their 
interactions dynamically and reliably. These control systems must ensure operational 
efficiency and system stability, particularly during peak demand or low generation 
intervals [8].

Figure 1. 
Hybrid renewable energy system [3].
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2.3 Trends and optimization in HRES

The global interest in HRES has been steadily increasing, particularly in develop-
ing regions such as Southeast Asia, Sub-Saharan Africa, and North Africa, where 
access to reliable electricity remains a challenge. Governments, NGOs, and private 
stakeholders have shown growing interest in hybrid systems as a viable solution 
to bridge the energy access gap. Technological developments have further acceler-
ated the deployment of HRES in these regions. Advances in microcontrollers, 
IoT-enabled sensors, and smart metering technologies have significantly enhanced 
system monitoring, control, and maintenance capabilities, reducing both opera-
tional risk and costs [9]. Moreover, there has been a growing interest in intelligent 
control strategies such as MAS, which enable autonomous coordination of energy 
generation, storage, and consumption. MAS frameworks distribute decision-making 
across system components allowing agents like solar, battery, or load units to act 
independently yet collaboratively, thus improving responsiveness and scalability in 
dynamic environments.

Given the nonlinear, dynamic, and multi-objective nature of HRES, optimiza-
tion plays a crucial role in their design and operation. The integration of renewable 
energy introduces complexity in balancing cost, reliability, and environmental 
impact. Traditional deterministic and gradient-based optimization techniques often 
fall short when dealing with the uncertainties and complexities of renewable energy 
availability and load profiles. Consequently, metaheuristic algorithms such as Particle 
Swarm Optimization (PSO), Genetic Algorithms (GA), and Simulated Annealing 
(SA) have become widely adopted for HRES applications. These techniques are 
capable of navigating large, multidimensional search spaces while simultaneously 
handling multiple conflicting objectives, making them suitable for optimizing system 
configurations under various environmental and economic constraints. Optimization 
in HRES primarily aims to minimize system costs while maintaining a desired level 
of performance and reliability. Typical decision variables in the optimization process 
include the installed capacity of photovoltaic modules, wind turbines, battery banks, 
and diesel generators. These variables are subject to constraints such as power bal-
ance, battery state-of-charge limits, and reliability indices like the Loss of Power 
Supply Probability (LPSP). The objective functions most commonly targeted are the 
minimization of Total Net Present Cost (TNPC) and Cost of Energy (COE), as well as 
maximization of renewable energy penetration and system autonomy [10–12].

3. �System design and architecture for off-grid energy management

3.1 Overview of the proposed off-grid HRES

The system architecture, as illustrated in the Figure 2, integrates several key 
energy components: photovoltaic (PV) panels, a wind turbine, a diesel generator for 
backup power, a battery storage system to manage energy surpluses and deficits, and 
an inverter for necessary power conversions.

In this study, the modeling and simulation of this HRES were conducted using 
MATLAB, which served as the platform for implementing a MAS framework. 
Within this framework, each physical component of the HRES is represented as an 
autonomous agent with its own defined characteristics and behaviors. Furthermore, 
PSO, a metaheuristic optimization technique, was employed to determine the most 
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cost-effective sizing for the renewable energy components (PV panels and wind 
turbine) and the capacity of the battery storage system, ensuring an economically 
optimized configuration.

3.2 Component agents and their specifications

The selection of the components and their specifications is based on commercially 
available products to ensure a degree of realism in the simulation.

•	 Solar Agent: This agent represents the photovoltaic array, which is the primary 
renewable energy source. It comprises 12 Panasonic HIT N340 solar panels, each 
with a rated power output of 340 W and a module efficiency of 20.3%. The total 
installed PV capacity is therefore 12 × 340 W = 4.08 kW. The cost per panel is 
approximately $359.72. The agent calculates power output based on solar irradi-
ance, panel area, efficiency, and the number of panels.

•	 Wind Agent: This agent models a Pikasola 200 W Vertical Axis Wind Turbine 
(VAWT). It has a rated power output of 200 W, with a start-up wind speed of 
1.5 m/s, a rated wind speed of 11.5 m/s, and a cut-out wind speed of 45 m/s. 
The cost of the turbine is approximately $202.50. The agent determines power 
generation based on wind speed and the turbine’s power curve.

•	 Battery (Storage) Agent: An EG Solar 10kWh LiFePO4​ (Lithium Iron Phosphate) 
battery is represented by this agent. It has a nominal capacity of 10.24 kWh, 
with specified charge and discharge efficiencies of 95%. The operational State of 
Charge (SoC) is managed between a minimum of 10% and a maximum of 100% 
to protect battery health and prolong its lifespan. The approximate cost of this 
battery unit is $990.00.

Figure 2. 
System agent diagram.
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•	 Diesel Agent: A Generac XD5000E diesel generator, with a rated power output of 
5 kW, serves as the backup power source. Its fuel consumption is modeled using 
specific coefficients (a = 0.246 L/kWh for load-dependent consumption and 
b = 0.084 L/h for baseline consumption). The fuel price was assumed to be $0.20 
per liter for the simulation. The agent calculates power output, fuel used, and 
operational cost when activated.

•	 Inverter Agent: An SMA Sunny Island 6.0H inverter, with a rated power of 6 kW 
and an efficiency of 95%, is modeled by this agent. Its primary function is to con-
vert DC power from the solar panels and battery into AC power for the load. It 
also handles AC power from the diesel and wind turbine, converting it to DC for 
system compatibility before delivery to the load agent, as indicated by the system 
diagram and control logic.

•	 Load Agent: This agent represents the electricity demand of the off-grid house-
hold or facility. It utilizes a fixed hourly load profile, with a total daily energy 
consumption of 33.5 kWh. This profile includes typical loads such as lighting, 
appliances, and air conditioning, providing a realistic demand pattern for the 
simulation.

3.3 Environmental context and load profile

The performance and realism of the HRES simulation are heavily dependent 
on the environmental data and load characteristics used. The simulations were 
specifically contextualized to the local weather conditions of one of the area in 
Selangor, Malaysia. Real hourly meteorological data, encompassing solar irradiance 
and wind speed, were sourced for a 92-day period. This use of actual, site-specific 
environmental data is crucial because the output of renewable energy components, 
particularly solar PV and wind turbines, is directly governed by these local weather 
patterns. Employing generic or averaged data could lead to significant inaccuracies 
in performance prediction and potentially result in suboptimal system sizing either 
oversizing components, leading to wasted investment, or undersizing them, resulting 
in an unreliable power supply [13]. The demand side of the system was represented 
by a fixed daily load profile, averaging 33.5 kWh per day, characteristic of a typical 
rural household or small facility in the region. This hourly profile accounts for typical 
variations in energy consumption throughout a 24-hour cycle. While a fixed load 
profile is a simplification (as real-world demand can vary daily and seasonally), it 
provides a consistent and repeatable baseline against which the performance of the 
HRES and the effectiveness of the MAS control strategy can be rigorously evaluated. 
This approach ensures that observed variations in system performance are primarily 
attributable to changes in renewable resource availability and the control system’s 
response, rather than fluctuating demand patterns.

4. �The MAS control framework

4.1 The central role of the control agent

The main part of the MAS framework is the Control Agent, which functions 
as the central intelligence of the entire off-grid HRES. Unlike the other agents that 
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represent physical hardware components, the Control Agent is a software-based 
entity, meticulously modeled and implemented within the MATLAB environment. Its 
primary responsibility is to continuously monitor the operational status of all con-
nected agents. By gathering real-time data from these agents, such as current genera-
tion levels, load demand, and the battery’s SoC, the Control Agent makes informed, 
dynamic decisions to ensure a consistent balance between energy supply and demand 
within the system. Its central coordinating position is visually depicted in the System 
presented in the source thesis.

4.2 Decision-making logic and energy source prioritization

The Control Agent employs a clearly defined, priority-based control strategy to 
manage the flow of energy within the HRES. This strategy is designed to maximize 
the utilization of renewable energy sources, minimize reliance on the diesel generator, 
and ensure the longevity of the battery storage system. The decision-making hierar-
chy is as follows:

1.	Maximize renewable energy utilization: The system prioritizes the use of energy 
generated by the Solar Agent first, supplemented by any available energy from 
the Wind Agent. The combined output from these renewable sources is the first 
to be dispatched to meet the load demand.

2.	Battery charging with surplus energy: If the total renewable energy generation 
exceeds the current load demand, the surplus power is directed to the Battery 
Agent for charging. This ensures that excess clean energy is stored for later use 
rather than being curtailed or wasted.

3.	Battery discharging to meet deficits: If the load demand is greater than the avail-
able renewable energy generation, the Control Agent instructs the Battery Agent 
to discharge and supply the deficit. The battery thus acts as a crucial buffer, 
smoothing out the intermittency of renewables.

4.	Diesel generator as last resort: The Diesel Agent is activated only when both renew-
able energy sources and the battery are insufficient to meet the load demand. 
Specifically, the diesel generator engages when the battery’s SoC reaches its pre-
defined minimum threshold (10% in this study) and a power deficit still exists.

To implement this logic, the Control Agent continuously evaluates the total avail-
able power, meticulously accounting for any necessary AC/DC or DC/AC conversions 
managed by the Inverter Agent and compares this available power against the current 
load demand reported by the Load Agent. This ensures an accurate assessment of the 
energy balance at each time step. A detailed flowchart illustrating the MATLAB-based 
decision logic of the Control Agent is provided in the Appendix (Figure A1) to support 
algorithm transparency and reproducibility.

4.3 Real-time data collection and action dispatching

The control process orchestrated by the Control Agent is cyclical, typically operat-
ing on an hourly basis corresponding to the resolution of the input environmental 
data and load profiles. During each simulation step, the Control Agent gathers fresh 
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data from all other agents. Based on this instantaneous snapshot of the system’s state, 
including current solar irradiance, wind speed, load demand, and battery SoC, it 
executes the decision-making logic outlined above. Once a decision has been made, 
the Control Agent dispatches the appropriate commands to the respective agents. 
It then updates the internal state of each agent to reflect the actions taken and the 
resulting energy flows. This continuous loop of data collection, decision-making, and 
action dispatching ensures that the HRES operates in a synchronized and responsive 
manner, capable of adapting to the highly variable nature of renewable energy 
generation and load consumption in real-time. This dynamic adaptation is a funda-
mental advantage over simpler, rule-based control systems that might rely on fixed 
operational thresholds or predetermined schedules. Such static systems often struggle 
to optimize resource utilization or respond effectively to unexpected changes, such as 
a sudden drop in solar irradiance due to cloud cover or an unpredicted spike in load. 
The MAS framework, by contrast, makes decisions based on the actual, immediate 
state of all components and environmental inputs, leading to more efficient energy 
management and improved system resilience [14].

5. �Performance evaluation

5.1 Energy contribution by source

The 92-day simulation provided detailed insights into the energy dynamics of the 
HRES under MAS control. The contributions of each energy source to meeting the 
total load demand of 3082.00 kWh were as follows:

•	 Solar dominance: Solar PV was unequivocally the primary energy contributor. 
The solar array produced 1518.44 kWh of energy over the simulation period. This 
underscores the significant potential of solar energy in the Malaysian context.

•	 Negligible wind contribution: The wind turbine’s contribution was minimal, pro-
ducing only 3.93 kWh of energy. This low output was attributed to generally insuf-
ficient wind speeds in the chosen dataset for the Subang location or potentially a 
suboptimal choice of wind turbine for the prevailing conditions. The combined 
renewable fraction (solar and wind) was 49.4% of the total load served.

•	 Critical battery role: The 10.24 kWh LiFePO4​ battery played an essential role as 
an energy buffer. It absorbed 222.85 kWh of surplus renewable energy during 
periods of high generation and discharged 215.50 kWh to meet load demand 
when renewable output was insufficient. This buffering capability was crucial in 
minimizing the operational hours of the diesel generator and enhancing overall 
system efficiency.

•	 Reduced diesel usage: The diesel generator was activated by the MAS control 
logic only as a last resort. Over the 92 days, it supplied 1344.13 kWh of energy, 
consuming 531.33 liters of fuel at a total cost of $106.27. This represents a sub-
stantial reduction compared to a hypothetical diesel-only scenario, which was 
simulated to require 10273.33 liters of fuel at a cost of $2054.67 to meet the same 
load demand over the same period. This highlights a fuel cost saving of over 90% 
due to the hybrid system and MAS control.
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The energy contributions are summarized in Table 1.

5.2 MAS control effectiveness and system reliability

The system demonstrated a generally high level of reliability in meeting the load 
demand. Over the 92-day period, 3082.00 kWh of load was served. However, an 
unserved load (deficit) of 78.93 kWh was recorded, representing approximately 
2.56% of the total demand. While the system was largely effective, this unserved 
energy indicates periods where the combined capacity of the HRES components, 
even under MAS control, could not fully meet the instantaneous demand. This could 
be attributed to factors such as prolonged periods of low renewable resource avail-
ability leading to battery depletion before the diesel generator could cover the entire 
shortfall, or momentary peak loads exceeding the combined available generation 
[15]. This observation is valuable, as it highlights a potential area for further system 
optimization, such as refining component sizing incorporating demand-side manage-
ment strategies, a point identified for future work. Nevertheless, the presence of the 
diesel generator, even with its minimized usage, proved crucial as a backup to limit 
the extent of unserved load. Although the unserved load remains relatively low, its 
occurrence reflects the inherent challenges associated with renewable energy inter-
mittency in off-grid systems. To further mitigate unserved energy, several strategies 
can be considered, including increasing battery storage capacity, optimizing renew-
able energy sizing, and implementing demand-side management measures such as 
load prioritization or load shifting. In addition, enhancing the MAS control frame-
work with predictive or adaptive decision-making based on short-term renewable and 
load forecasts could enable earlier intervention during critical operating conditions, 
thereby further improving overall system reliability.

6. �Techno-economic viability

6.1 Comparative economic metrics

The HOMER Pro simulations yielded comprehensive economic metrics, allowing 
for a robust assessment of the hybrid system’s financial viability, especially when 
compared against a diesel-only base case scenario.

Source Energy supplied/
managed (kWh)

Percentage of total load 
served (3082.00 kWh)

Remarks

Solar energy 1518.44 49.27% Primary renewable source

Wind energy 3.93 0.13% Negligible contribution

Battery 
discharged

215.50 6.99% Energy supplied from storage

Diesel energy 1344.13 43.61% Backup generation

Battery charged 222.85 N/A Surplus renewable energy stored

Unserved load 78.93 2.56% Load not met by the system

Table 1. 
Energy contribution breakdown.
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•	 Net Present Cost (NPC): The optimized hybrid system exhibited an NPC of 
$43,092 over its 25-year lifetime. This was significantly lower by 24.6% than the 
NPC of the diesel-only base case, which was $57,094. The NPC considers all costs 
incurred throughout the project lifetime, discounted to their present values.

•	 Levelized Cost of Energy (LCOE): The LCOE for the hybrid system was calculated 
to be $0.276/kWh. This is substantially more favorable than the LCOE of $0.377/
kWh for the diesel-only system, indicating that energy produced by the hybrid 
system is cheaper on a per-unit basis over the project’s life.

•	 Initial Capital Cost: The hybrid system required a higher initial capital invest-
ment of $14,978, compared to $4284 for the diesel-only base case (which 
primarily involves the generator cost). This higher upfront cost is typical for 
renewable-based systems.

•	 Operating & Maintenance (O&M) Cost: The annual O&M cost for the hybrid 
system was $2199/year, which is lower than the O&M costs associated with a 
continuously running diesel-only system (primarily driven by fuel costs).

•	 Payback Period: A simple payback period of 5.4 years for the hybrid system 
when compared against the diesel-only base case. This is the time taken for 
the cumulative cost savings from the hybrid system to offset its higher initial 
investment. A separate manual calculation, based on the fuel savings observed 
in the 3-month simulation (annualized fuel cost saving of $9059.56 and an 
upfront MAS component cost of $14,798), yielded a shorter payback period of 
approximately 1.63 years. The discrepancy arises because the calculation is more 
comprehensive, incorporating full lifecycle costs including O&M, component 
replacements and the time value of money, whereas the manual calculation 
focused primarily on direct fuel savings. Both figures, however, suggest a 
reasonable timeframe for recouping the investment.

•	 Internal Rate of Return (IRR): The IRR is 18%.

•	 Return on Investment (ROI): The ROI was calculated at 14%.

These metrics collectively demonstrate that despite the higher initial capital 
outlay, the MAS-controlled hybrid system is economically superior to a diesel-only 
system over the long term, driven by significantly lower fuel and operational  
costs [16].

6.2 Long-term energy contribution

Over the simulated 25-year project lifetime, projected the following energy contri-
butions to meet the annual load of 12,212 kWh:

•	 Solar PV: 8791.82 kWh/year, accounting for 72.0% of the total energy supplied.

•	 Diesel Generator: 3159.85 kWh/year, contributing 25.9%.
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•	 Battery Discharge: 260.75 kWh/year, providing 2.1% of the energy.

•	 Wind Turbine: Contribution remained negligible (effectively 0.0%).

The comparative techno-economic performance is summarized in Table 2.
It should be noted that variations in diesel fuel price and battery degradation can 

affect long-term system cost and performance. Higher fuel prices would increase 
diesel operating costs, further favoring the MAS-HRES configuration, while bat-
tery aging would reduce effective storage capacity and may increase diesel usage. 
Nevertheless, the proposed MAS control strategy inherently minimizes diesel depen-
dency and adaptively manages battery usage, indicating robust techno-economic 
performance under such parameter variations.

7. �Conclusion and future recommendation

The development and evaluation of a MAS-based control framework for man-
aging off-grid HRES revealed promising outcomes in terms of both operational 
performance and economic feasibility. Through agent-based simulations using real 
environmental and load data, the system demonstrated effective energy balancing 
and autonomous coordination among energy components. A notable reduction in 
diesel consumption over 90% approximately 53.6% over a 92-day period highlights 
the capacity of the MAS to prioritize renewable sources and minimize reliance on 
fossil fuels. Complementary techno-economic analysis conducted projected long-
term benefits over a 25-year project lifetime, including a 25% reduction in NPC and 
a favorable LCOE. The estimated payback period, ranging from 1.63 years based 
on short-term fuel savings to 5.4 years via lifecycle modeling, further confirms the 
economic attractiveness of the proposed system.

Building upon the findings and limitations of this study, several recommended to 
further advance the field of intelligent off-grid HRES:

Metric MAS-HRES (25 years) MAS-HRES (92 days) Diesel-only (25 yrs)

Net present cost (NPC) $43,092 $14,792 (Initial Cost 
+3-month fuel)

$57,094

Levelized cost of energy $0.276/kWh N/A $0.377/kWh

Initial capital cost $14,978 $14,798 (Components 
for MAS)

$4284

Annual O&M cost $2199/year N/A (Fuel cost $106.27 
for 92 days)

$4131/year (Primarily 
Fuel)

Payback period 5.4 years 1.63 years (vs. MATLAB 
Diesel-only)

N/A

Renewable fraction 72% 49.4% 0%

Diesel fuel cost (92 days) N/A (Part of O&M) $106.27 $2054.67 (MATLAB 
Diesel-only)

Table 2. 
Comparative techno-economic performance: MAS-HRES vs. Diesel-only.
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•	 Dynamic Load Modeling and DSM: Integrate dynamic load profiles that reflect 
seasonal, daily, and behavioral variations in energy consumption. Incorporate 
Demand-Side Management algorithms within the MAS framework in MATLAB 
to actively manage loads, shift deferrable consumption, and improve overall 
system efficiency and battery health.

•	 Advanced AI and Predictive Control: Enhance the MAS with more sophisticated 
artificial intelligence techniques, such as reinforcement learning for adaptive 
control strategies or predictive optimization algorithms that utilize weather and 
load forecasts to make proactive energy management decisions.

•	 Wind Energy Optimization: Conduct a thorough reassessment of wind turbine 
sizing and selection based on detailed, location-specific wind resource assess-
ments to more accurately evaluate and potentially enhance the contribution of 
wind power to the energy mix.

•	 Enhanced Simulation Coupling: For more robust validation, explore methods for 
closer coupling between dynamic simulation tools like MATLAB and techno-
economic tools like HOMER Pro. This could involve purchasing the full version 
of HOMER to enable the import of hourly dispatch schedules from the MAS 
simulation, allowing for a more accurate economic analysis of the specific 
control strategy.

•	 Hardware Implementation and Pilot Projects: Progress from simulation to physical 
implementation through hardware-in-the-loop (HIL) testing to validate control 
algorithms with real hardware components. Subsequently, develop pilot deploy-
ment projects in target rural communities to test the system in a real-world 
operational environment and gather practical field data. The inherent scalability 
of MAS, potentially using microcontrollers like Arduino or Raspberry Pi for 
agent implementation, supports this transition.

•	 Socio-Economic Impact Assessment: Following potential pilot deployments, 
conduct comprehensive socio-economic impact studies to quantify the benefits 
of the MAS-HRES on the quality of life, economic activities, and overall develop-
ment of the electrified communities.
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Appendix

Figure A1. 
Flowchart of the MATLAB-Based MAS Control Algorithm for the Off-Grid HRES.
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Chapter 4

Cutting-Edge Technologies in 
Agent Architecture for Use at the
Microgrid Protection Level
Andres Mauricio Diaz Caicedo

Abstract 

This chapter discusses cutting-edge technologies in agent architecture for 
microgrid protection, focusing on agent-based hierarchical control. It introduces 
adaptive multi-agent systems (MAS) that enhance protection schemes by assigning 
agents to intelligent electronic devices (IEDs) for tailored solutions in dynamic envi-
ronments. The proposed methodologies aim to improve operational efficiency and
fault tolerance through structured communication, validation mechanisms, and real-
time control, ultimately redefining energy management in microgrids.

Keywords: microgrid, multi-agent system, wavelet indicators, edge computing,
hierarchical protection

1. Introduction

In the evolving landscape of microgrid management, the need for robust and
adaptive protection schemes has become increasingly critical. Traditional methodolo-
gies often fall short in addressing the complexities of dynamic topologies and power 
fluctuations, leading to vulnerabilities in system resilience. This section introduces
agent-based hierarchical control as a transformative approach, leveraging adaptive
multi-agent systems (MAS) to enhance protection strategies by assigning dedicated
agents to intelligent electronic devices (IEDs), thereby facilitating efficient task exe-
cution and localized decision-making in diverse application zones.

2. Agent-based hierarchical control: From white-box dynamics to
management strategies

In the evolving landscape of microgrid management, the need for robust and
adaptive protection schemes has become increasingly critical. Traditional methodolo-
gies often fall short in addressing the complexities of dynamic topologies and power
fluctuations, leading to vulnerabilities in system resilience [1]. This section introduces 
agent-based hierarchical control as a transformative approach, leveraging adaptive
multi-agent systems (MAS) to enhance protection strategies by assigning dedicated
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agents to intelligent electronic devices (IEDs), thereby facilitating efficient task exe-
cution and localized decision-making in diverse application zones.

Multi-Agent Systems – From Basic Concepts to Cutting-Edge Technologies

The purpose of structured protection schemes is to formulate a multistaged solution 
tailored for diverse application zones. Typically found in networks with dynamic topolo-
gies and significant power fluctuations, the methodologies existing in the literature often 
lack adaptive protection features. The proposed method introduces adaptive multi-agent 
systems (MAS), assigning each agent to an IED (zo nes). These agents function as execu-
tory units, conducting specific tasks by means of logical selective mapping in local envi-
ronments. The suggested method unveils two distinctive environments: serialized
branches (localities) [2] and parallelized acquisition, arranging different DER according 
to their internal dynamics and their connection to the bus bar for state extraction [3]. 

The system defines two types of agents: the parametric-selective agent and the 
validation agent. The main goal is to create overlapping zones based on short-circuit 
grouping indices, enabling the parametric agent to gather feedback from a local 
dynamic detector. This detector separates logical outputs based on the fault type and 
conveys these outputs to network equipment, including DER, relays, and loads, to
classify protective functions across multiple levels. The secondary agent verifies fault
clearance, adjusts settings, and maintains protection coordination. This process is
executed through a two-tier hierarchical process. The first tier establishes an
updatable quick-reference table for operational scenarios to load adjustments chosen
within the power system transient analysis program [4, 5]. 

Figure 1 illustrates a hierarchical approach to the integration of communication 
interfaces in power systems, highlighting three key levels: local, parallel, and higher. At 
the local level, emulations/simulations of distributed energy systems (DERs) are 
performed using environments such as MATLAB and IED test devices. The parallel level 
handles concurrent tasks related to su bstation signal data extraction and integration into
frameworks such as ETAP/Power Factory [7]. Finally, the top level optimizes opera-
tional management using Python, applying methods such as Numba for the validation

Figure 1. 
Index of structured programming (start-up simulation multi-stage) [6].
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and analysis of protection signals. This framework ensures the transitivity of the 
dynamics and facilitates efficient command distribution and real-time data mining.
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Incorporating edge computing into these schemes introduces transformative capa-
bilities, allowing real-time decision-making to occur directly at the periphery of the 
network. By enabling intelligent electronic devices (IEDs) and distributed controllers to 
process data locally, edge computing minimizes latency and improves the responsive-
ness of the system under fault conditions. Architecturally, the use of edge computing 
leverages highly distributed processing nodes equipped with advanced hardware accel-
erators, such as ARM-based SoCs, GPUs, and FPGAs, to handle computationally inten-
sive tasks, including fault classification and adaptive relay coordination. These devices 
employ microservice-oriented software designs, where containerized modules encapsu-
late protection algorithms. Technologies such as Kubernetes and lightweight orchestra-
tors like K3s are employed to manage these services dynamically across the edge nodes,
ensuring high availability and scalability even under dynamic system conditions.

The proposed scheme employs distributed intelligence, where each agent embed-
ded in the edge infrastructure processes local signals using pre-trained neural net-
works optimized for on-device inference. These models are compressed via techniques 
like quantization and pruning to minimize computational overhead, enabling their 
deployment on devices with constrained resources. Communication between agents is
facilitated using high-efficiency protocols like MQTT and CoAP, which allow low-
latency data exchange across the protection zones. The distributed nature of this
architecture ensures resilience against single-point failures, as localized decision-
making remains functional even if remote communication links are disrupted.

Furthermore, edge computing strengthens the integration of parallel processing capa-
bilities into structured protection schemes. By segmenting data acquisition and decision-
making tasks across multiple edge devices, the system achieves substantial improvements 
in fault clearance times. For instance, edge clusters responsible for coordinating distrib-
uted energy resources (DERs) employ frameworks such as Dask to parallelize data 
processing workloads. These clusters aggregate measurements from serially connected
DERs, mapping fault impacts dynamically across interconnected zones. Such architec-
tures also utilize decentralized ledger technologies to securely record protection actions,
ensuring traceability and compliance with operational requirements.

A critical aspect of this approach is the synchronization of edge processing nodes 
with centralized SCADA systems. Edge devices periodically validate their operational 
states by querying simulation datasets hosted in SCADA. This synchronization is 
achieved through the establishment of shared memory structures and reference 
models that adapt to changing system conditions. Fault scenarios are simulated in near
real-time at the edge, allowing for rapid adjustments to relay settings and protection
logic. These simulations utilize transient analysis libraries encoded in high-
performance languages, with JIT compilers like Numba optimizing the execution of
computational kernels for dynamic system modeling.

Despite these advancements, structured protection schemes must align with rigor-
ous regulatory frameworks to ensure their safety, interoperability, and cybersecurity
compliance [8]. Standards such as IEC 61850 play a pivotal role in defining the 
communication protocols and data models required for seamless integration of edge-
based agents with traditional protection infrastructure. Additionally, adherence to 
IEEE 1547 ensures that distributed energy resources operate within permissible volt-
age and frequency limits during fault conditions. These standards provide the baseline
for designing interoperable systems that can adapt to both centralized and
decentralized operational paradigms.

3
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2.1 Hierarchical communication and data storage

This protection scheme uses distributed communication for adjacent agents and 
remote links for distant ones. Local devices update via memory, confirming faults 
through mapping tests and relaying event data to the central device for state transi-
tions. All events are logged in the control center for offline analysis [9]. 

The fault detection framework using Kolmogorov–Smirnov chains ensures com-
pleteness and safety for nine-cycle records at up to 50 kHz sampling, focusing on 
impedance transitions in bus couplers for rapid fault classification. Time-sensitive 
networking (TSN) enables deterministic communication with ultralow latency and
bounded jitter, ensuring timely transmission of critical fault data and precise syn-
chronization across local agents, essential for high-speed decision-making in dynamic
networks.

The protection system is designed to address the increasing complexity arising 
from the expansion of sub-areas at a national level, requiring advanced tools for 
distributed data management. Fault logs and operational metrics are distributed across 
multiple nodes to ensure high availability and reliability, even during hardware fail-
ures. The system employs block-level redundancy to efficiently process high-
frequency sampled measured values (SMV), supporting both offline analytics and
real-time historical queries. By integrating parallel computing frameworks, it enables
the analysis of large protection event datasets while maintaining scalability to meet
the demands of a growing network of sub-areas.

The proposed relay agents also encompass prioritization recognition functions, 
operating based on weighted event ordinal functions. In this scheme, overcurrent 
protections take precedence, followed by voltage, frequency, and, finally, internal 
islanding prevention protections. These agents relay information in the form of volt-
age and current block data across various domains, contrasting with the local coordi-
nation map. The hierarchical design allows each agent to act as an independent
decision-making node while remaining synchronized with the system’s overarching
coordination protocols. This multilevel synchronization ensures that local protections
remain effective even during partial network outages, achieving a balance between
resilience and flexibility.

The communication protocol adheres to IEC-61850, with enhancements to support 
dynamic data streaming and advanced configuration of relays through a centralized 
controller. For faster and more reliable coordination, sampled measured values (SMV) 
are transmitted directly to relay agents, which utilize real-time transient data to adjust
their protection settings dynamically. This configuration significantly reduces the
reaction time to transient faults and enhances the system’s capacity to adapt to
changing conditions.

Local agents handle the observability and classification of dynamics for event 
selectivity, subsequently forming a logical chain of triggers. These triggers are passed 
to a decision layer, where the digital twin platform simulates various scenarios to 
validate and optimize the chosen protection strategies. The integration of a digital 
twin with transient simulation capabilities not only improves operational reliability
but also minimizes the risk of unnecessary tripping in complex grid scenarios. The
hierarchical nature of the system ensures that decisions validated at the digital twin
level are implemented seamlessly, with adjustments communicated back to local
agents and controllers via TSN-enabled channels.

Resilience is further enhanced through the implementation of distributed edge 
computing capabilities. Each agent is equipped with sufficient computational power
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to execute critical protection algorithms locally, ensuring that decisions are made even 
in the absence of central controller connectivity. The memory system embedded in 
local devices is designed with modularity in mind, allowing for easy updates and
capacity expansions as the network evolves. These edge nodes also incorporate AI-
based anomaly detection algorithms to proactively identify potential system instabil-
ities and initiate pre-emptive protective actions.

Cutting-Edge Technologies in Agent Architecture for Use at the Microgrid Protection Level
DOI: http://dx.doi.org/10.5772/intechopen.1009974

Figure 2. 
Temporary process in the presence of changes in guidance agents due to measurement failures, non-optimality, and
external insertion of low power quality [6]. 

Flexibility is achieved by enabling agents to dynamically redefine their operational 
zones based on real-time network conditions. For instance, an agent detecting a signif-
icant voltage sag in its area of influence can autonomously expand its protection zone to 
cover adjacent areas, coordinating with nearby agents to ensure comprehensive fault 
coverage. This capability is critical for modern grids with high penetr ation of distributed
energy resources (DER), where traditional fixed-zone protections are insufficient.

As shown in Figure 2, the temporary process outlines the transfer of master 
control across various management stages in response to measurement failures, non-
optimal conditions, and external disturbances such as low power quality. This opera-
tional framework emphasizes the dynamic adaptability of the system, where events
like abrupt changes in distributed energy resources (DERs) or undimensioned failures
trigger protective responses.

A key component of this process involves the validation framework between the 
server and simulation layers. This step ensures that the optimization function is 
recalibrated to accommodate the specific requirements of local stages. Moreover, as 
the system transitions from an impaired state to a stabilized one, mechanisms such as
transitive impedance changes and master coordination are implemented to maintain
system resilience. Such coordinated actions underscore the importance of hierarchical
control and the role of agents in sustaining operational continuity across
interconnected grid zones.

2.2 Hardware and software protection-management agents

Protection agents manifest in two forms: hardware and software. The local aspect 
employs a distributed architecture anchored in single board computers (SBCs), where
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dynamic detection algorithms are hosted. These algorithms facilitate the activation of a 
master switch mechanism during communication or acquisition agent failures. Such 
agents are designed to operate autonomously, leveraging network data and their direct 
coupling with the microgrid to make informed decisions. Communication protocols 
enable robust data exchange through feedback bimodal systems, which u tilize probabilis-
tic operational functions to validate state transitions between hierarchical levels. Effective
communication among agents remains a cornerstone, enabling precise evaluation of the
network’s status and adaptive decision-making under rapidly changing conditions.

Multi-Agent Systems – From Basic Concepts to Cutting-Edge Technologies

In microgrids dominated by inverter-based configurations, the intrinsic observational 
framework tasked with state assessment faces challenges in processing complex wave-
forms. Traditional sensitivity sweeps often fail to extract actionable insights, particularly 
when addressing high-frequency disturbances or irregularities in power quality. To over-
come these limitations, cost-effective embedded cards are deployed on a per-board basis,
acting as dynamic sensing nodes (Figure 3). These embedded devices are instrumental in 
enhancing the granularity of local measurements, enabling precise fault detection and 
state estimation. At the bay level, retaining and integrating adaptive schemes is crucial for 
system validation, especially in topologies where diverse command structures and fluctu-
ating operational scenarios demand resilient and redundant architectures. This redu n-
dancy is achieved through hybrid communication standards that combine staggered
feedback mechanisms with comparative assessments across distinct strategies, thus bol-
stering system reliability and responsiveness during contingencies.

The resolution of coordination phases necessitates rigorous validation processes. 
This begins with analyzing the physical controller’s primary layer via a real-time 
complementary detection stage, ensuring rapid response times in transient simula-
tions. Persistent branch disconnections, for instance, are categorized as operational 
deviations rather than systemic failures. This distinction ensures that the system
maintains operability even amidst communication link disruptions, effectively
preventing cascading failures. All events, including transient anomalies and opera-
tional adjustments, are meticulously logged for post-event analysis, providing opera-
tors with actionable insights to refine system performance further.

Flexibility in managing distributed energy resource (DER) states is another critical 
attribute of the proposed system. By dynamically moderating converter impacts on 
overcurrents and high-frequency voltage fluctuations, the system ensures seamless 
coordination among protection devices. This adaptability mitigates risks associated 
with fluctuating power quality while maintaining the integrity of interconnected
network components. The operational dynamics are complemented by a layered
approach to decision-making, where local agents execute first-level classifications,
while higher-order algorithms validate and refine these decisions based on compre-
hensive system-wide metrics [10]. 

Figure 3. 
Control responses in inverters due to controlled injection during faults.
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A pivotal aspect of the proposed framework is the validation loop established 
between the physical server and simulation environments. This loop not only ensures 
real-time readjustment of optimization functions tailored to local stages but also 
facilitates impedance recalibrations during system recovery from a downed state. For
example, changes in transitive impedance are executed to accommodate dynamic
power flow adjustments and maintain operational stability. Concurrently, ID con-
tainers play an essential role in recalibrating command and control parameters,
ensuring continuity and robustness under varying operational conditions.

The integration of redundancy within the system architecture is underscored by 
the dual-layered protection strategy, wherein hardware agents operate as the primary 
safeguards, and virtual layers provide backup mechanisms. This dual approach sig-
nificantly enhances system resilience against unforeseen events, such as hardware
failures or cyber intrusions. Furthermore, the optimization of resource allocation and
the continuous adaptation of control algorithms directly contribute to mitigating
economic losses by minimizing downtime and ensuring consistent energy delivery.

In conclusion, the orchestration of hardware and software protection-management 
agents within this multi-layered framework exemplifies the forefront of modern grid 
protection technologies. By leveraging real-time data processing, hierarchical commu-
nication, and adaptive optimization techniques, the system achieves unparalleled levels 
of reliability , flexibility, and economic efficiency in microgrid and DER management.

2.3 System identification for insertion (DERs by branch and coupling by
converter)

Certainly, this process holds a pivotal role in the hierarchical protective structure, 
as it is responsible for establishing a sequence for each agent incorporated into the
system in a modular manner [3]. This step is critical in laying down the foundational 
framework for analysis, ensuring adjustments validation and protection coordination. 
Notably, the topological data should be based on a pre-event structure. Synchronizing 
it would not only be resource-intensive but also lead to characterization problems due 
to dynamic overlap. Therefore, a global mapping of the microgrid must be organized 
through a concatenated digital mapping of three main structures. The first delineates 
the insertion ID, specifying the order in which the element enters the microgrid bus.
The second structure focuses on the type of white box block used for the internal
dynamics of serialized branches of DER. Lastly, the last structure details the black box
of the parallelism groupings, highlighting the type of control for coupling to the bus.
These dynamics are loaded onto a shared SIL coupling frame, entered as INT_DYN
and IMP_Models, extracted from the program’s SQL database through the Python
connection interface [9, 11]. 

Given the ongoing changes in the system’s topology, the operational mapping 
remains variable and requires consistent reordering. To accommodate this, a matrix of
sub-indexes and states (Figure 4) is created, automatically adjusting with cycle vari-
ations. It’s crucial not to concatenate registration information in the agent; thus, the 
system merely stores the size of an event frame. A hash table is established, assigning a 
management value to the grouping function based on the type of failure, its location, 
and the respective response in each case. This method facilitates organized searches by
characteristics within the simulation program. To transmit information to a higher
tier, a compartmentalized chain of the phenomenon is dispatched, comprising a 3-
level identification ID (Branch, serial stage, and type of control). This information is
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loaded into the physical environment, forming the basis for real-time verification of
power system variations.

Multi-Agent Systems – From Basic Concepts to Cutting-Edge Technologies

Although this architecture is primarily tailored for decentralized networks, it also 
holds potential for systemic-level formulation. Globally, distributed system operator 
(DSO) models with energy distribution grid edge (EDGE) boundaries are under
development, aiming to integrate decentralized networks into a coordinated infra-
structure capable of dynamically managing distributed resources with high flexibility
[12]. However, in regions like Colombia, regulatory and technical constraints have 
hindered significant progress in DSO implementation. A critical challenge is the lack 
of modern technologies in older inverters, which prevents effective controllability 
during events. This limitation is especially significant in mitigating high-frequency 
oscillations or transient overcurrents that could compromise network stability. As a
temporary solution, some functionalities in initial preset configurations are disabled to
prevent high-frequency oscillations. While this approach mitigates short-term risks, it
restricts the dynamic response capability of the network.

Upgrading existing plants and retrofitting legacy inverters with advanced controls 
are essential to meet modern technical requirements. Countries like Australia and 
Germany have led this transition by enforcing stricter inverter standards and
implementing retrofit programs, providing valuable references for evolving frame-
works in regions like Colombia.

After ensuring stability with transient safety measures, the system is partitioned 
by load significance and power quality needs. Local agents connect only within the 
same tier, requiring distinct classifications. Each DER is managed by a dedicated
master agent that handles requests and regulates power for DERs with the same
matrix code [13]. This reduces communication links and costs while enabling autono-
mous zone management through decentralized master agents.

Agents operate in a matrix array, communicating via rows (agent type), columns 
(location and insertion order), and depth (controller-driven variability). Column-based 
interactions require pre-validation to ensure compliance with coordination IDs and 
power quality under national standards. Optimization focuses on low-power operations, 
minimizing control wear through rapid impedance transitions in b us bar coupling.
Cross-zone communication occurs via the master agent of the requesting zone.

In the feedback stage, mutual ID vectors couple with the ordering matrix to track
transitions per electrical cycle [14]. This creates a hash-based assurance search engine

Figure 4. 
Operation of proposed protection scheme for power restoration (Resilient Int/Ext Failure) (ID) [6].
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for operator traceability. Neighboring master agents share ID tables for DER coupling, 
ensuring updates. New zones announce their connection and share ID tables with
neighboring master agents, maintaining a cohesive system.

Cutting-Edge Technologies in Agent Architecture for Use at the Microgrid Protection Level
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2.4 Fault-tolerant network adaptation

The algorithm alternative route selection in distributed networks is designed to 
dynamically adapt the topology of a distributed network in the event of node failures. 
It identifies the direct neighbors of a failed node, removes the failed node from the 
graph, and evaluates potential replacement nodes based on their load and sensitivity. 
Sensitivity is calculated as an inverse function of node degree, ensuring that less 
congested and structurally optimal nodes are prioritized for re-routing. Parallelized
evaluations by local agents reduce computation time and enable real-time responsive-
ness. The selected node is then integrated into the network by creating a new link with
the neighbors of the failed node, ensuring minimal disruption to the system’s overall
operation. This approach is particularly relevant for power grids and communication
networks, where fault tolerance and dynamic adaptability are critical.

The impact of topology based fault location detection-CV multistage and faulted 
section isolation on fault-tolerant network adaptation is enhanced through their 
implementation in agents within the power system. The first algorithm, topology 
based fault location detection-CV multistage, functions as an accumulator at the bus 
level, collecting and processing data from various field devices, protection relays, and 
system stability monitors. These agents are responsible for detecting faults by analyz-
ing the network’ s topology and its transition states. When a fault is detected, the agent
identifies the location of the faulted section by applying topological methods and
homology persistence, considering the statuses of protection devices, switches, and
other critical components. The agent then adapts the network by following the
demand of the next microgrid in the serial cluster, ensuring that fault detection and
isolation are carried out efficiently, maintaining system stability.

Algorithm 1. Alternative route selection in distributed networks.

Require: Graph G V, E , Failed node Sf
Ensure: Updated graph G
1: Identify the direct neighbors Nf of Sf in the graph
2: Remove Sf from the graph: V V Sf , E E Sf , v v∈Nf

3: Find candidate nodes C: nodes in V that do not belong to Nf and are not Sf
4: Evaluate nodes in C based on load and sensitivity

(1) Compute load load v u ∈ neighbors v w u, v
(2) Compute sensitivity sensitivity v 1

5: Parallelize evaluation for all nodes in C using local agents
6: Select the node Sbest ∈ C with the minimum load load and maximum sensitivity
sensitivity 

7: Create a new link Sbest, Nf 1 , where Nf 1 is the first neighbor of Sf
8: return G

Faulted section isolation is handled locally by agents that manage the isolation of
faulted sections within the microgrid. They monitor circuit breakers and switches,
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issuing open commands to isolate affected areas during faults. These agents adjust the 
power output of distributed energy resources (DERs), ensure proper switch opera-
tion, and prevent fault propagation to maintain system stability. Additionally, they 
validate the operability of isolation systems, addressing failures promptly to stabilize 
the network. These monitoring nodes (signal trains) are integrated through a Pareto
front within the resource optimization framework, considering the number of nodes
(orchestrator and agents) and coordinating the transition during transient periods
(ensuring correct control mode and compliance with inertia zones).

Multi-Agent Systems – From Basic Concepts to Cutting-Edge Technologies

Ultimately, the previous algorithms for transient detection, when integrated with 
system observability, necessitate an architecture grounded in edge computing. This 
approach enhances the responsiveness and efficiency of protection schemes by 
enabling localized processing and decision-making. The subsequent section will illus-
trate the deployment of this architecture within a service-based computing (SBC)
framework, further emphasizing its pivotal role in advancing microgrid management.

The integration of renewable energy sources and their diverse control strategies 
introduces dynamic shifts in the static security regions of power systems, significantly 
impacting protection schemes and reserve configurations. To address these chal-
lenges, advanced algorithms are proposed to ensure optimal PMU transitions during
faults under a hierarchical communication standard. This approach enhances infor-
mation reliability for control centers, aligning with Northern Europe’s sectionalized
system methodology, which emphasizes distributed agent-based management.

Algorithm 2. Topology based fault location detection-CV multistage.

Input: Measurement and statuses of field devices, information from protective 
IEDs, DFIs from switches, state of latent space of energetic Wavelet and system
stability monitoring (Resilient Self-Healing)(SQL)
Output: Location of the faulted section in microgrid (Modular internal fault in the
converter, power filter coupling or external fault in the feeder)
STATUS: Field devices (TWE j,l , TWE Pmax , TWEthr, SWc j, t , SWv j, t , SWst j, t ,
CBc j, tð  Þ, CBv j, tð  Þ, CBst j, tð  Þ, CBdfi j, tð  ÞÞ  ! Nctr,jm; Switching conditions 
manager (p, o ∈ list(DMS,FRT,FCM)) ! Fcon=comprev_state; HIL conditions
(Digpriority,BusLocal_parametric_insertion,OPCcontrollers) Changes_process_container .
N = len(M_ID.row)
m Number of agents
fc ! Forecast of generative NN (follow up ϰ(FCM register, MATLAB event
framework), test (Mutli-CE), optimizer(ADAM), hyperparameters validation
(RandomSearchCV)
Previous_state = M_ID(Class) Zone STATUS p, o , t- ∈ Map of f ault transitions

Pmax 

if IEDtr j, t true then
Calculate topology-based fault location detection, Nctr,j ! 

HomologyPersistent Vietoris:rips , n:ring:follow
N_transitories_training, SWset, CB set

Calculate information failure trip in HIL, FRT_Zone(STATUS-UDM models)
end i f
if CBj ¼ r00 #j_False_External } in Previous_state then ⊳ Contrast (Manager.list,

field)
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For 1: N do
Dpre get(before the event, STATUS( t-))
Dpost get(after the event, STATUS( tþ))

EndFor 
SQL_Ext = SQL manager extraction (Fcon= comprev_state)
Check DFIs (Dpre, D post)
if [DFIs.STATUS(Direct)(Dpre ¼ Dpost) Stability(BusLocal_param_insertion ¼ true )

OPC.Dll= fcgen] then
Fault at the next section of the last DFI
OPCcontrollers tþ ð  Þ.list = Digital map(m, Controlled external harmonic

insertion)
else if DFIs.STATUS(Direct)(Dpre Dpost) OPC.Dll= fcgen then

Fault at the pointing section
execute (SIPS conceptual design)-Class Python

else if OPC.Dll fc gen Stability(BusLocal_param_ insertion false) then
Failure in (IEC 61850 metrics, Tuning-dynamic detector, Internal board

failure) DMS virtualized
Execute (Changes_process_container guidance_agents )

end if 
end if 

end while .

Algorithm 3. Faulted section isolation.

Input: Measurement and statuses of field devices, and status feedback from the
switches and DERs
Output: Isolation of faulted section within microgrid
STATUS: SWc j, t , SWst j, t , CBc j, t , CBst j, t , TMst j , t Nctr,jm,Mj

Check the status of the target CB, switches SW st j, t ,CBst j, t
if SWst j, t =close & CBst j , t =close then

Send open command to SW j and CBj

Change TMst j, t true
For 1:j do
Mj ¼ α ∗ Mj þ 1 - αð  Þ  ∗ Mj - 1, α !

TMst j 1 TM m j ∗ e ∣ VhighF-injection∣
EndFor 
Validation of switchover operability in manager.

end if 
if DER exists within the faulted section ∨ SWst j, t close then

Send open command to SW j
else 

Reduce power order of DER j to min. Set DERpower j, t = minimum
Check API (physical/virtual) (register_movements.sdf = SWc j, tð  Þ  

Switch.oti = CBc j, t )
end if
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3. Kubernetes architecture for energy management: Agent-based
flexibility systems

As the demand for efficient energy management systems grows, the integration of 
advanced technologies becomes essential for optimizing microgrid operations. This 
section delves into the architecture of Kubernetes for energy management, highlight-
ing its role in facilitating agent-based flexibility systems. By leveraging Kubernetes,
the proposed framework aims to enhance scalability, resilience, and real-time respon-
siveness in managing complex energy systems, ultimately driving improvements in
operational efficiency and system stability.

The increasing complexity of modern energy systems necessitates robust and 
scalable architectures to manage flexibility effectively. Kubernetes, as a container 
orchestration platform, provides a powerful foundation for deploying and managing 
agent-based systems within energy management environments. By leveraging a 
cluster-based architecture, energy systems can achieve heightened levels of automa-
tion, adaptability, and fault tolerance. This capability enables the efficient deployment
of agents tasked with critical operations such as demand response, resource optimiza-
tion, and real-time grid balancing, ensuring the system remains flexible and respon-
sive to dynamic conditions.

In the evolving paradigm of flexible power system operations, three core aspects 
demand attention: observability, response speed, and failure or downtime rates. These 
factors are pivotal in designing an optimal architecture tailored to the incremental rate 
of the Independent System Operator (ISO). This incremental rate, alongside the 
corresponding data pools and databases, drives the need for increasingly granular and
scalable architectures. With the progressive proliferation of low-voltage systems, such
as microgrids, the necessity for hybrid managers based on distributed system opera-
tors (DSOs) has become evident. These developments underscore the growing vol-
umes of information and the escalating functionality requirements of Energy
Management Systems (EMS).

Traditional monolithic architectures can no longer meet the low coupling and 
high-reliability demands of modern EMSs. Gartner’s proposed architecture from 1996 
introduced a new operational paradigm by integrating functionalities such as five-
minute forecasting and short-term hourly offers, emphasizing grid security, reliabil-
ity, and resilience. Current control centers predominantly utilize web-based service
applications to manage EMS functionalities. Service-Oriented Architectures (SOA)
offer ease of replacement and high reliability, making them a mainstream choice for
software development. SOA has thus become a standard approach in the implemen-
tation of modern EMSs.

However, SOA-based energy management systems (S-EMS) face several limita-
tions. First, the coarse-grained decoupling in SOA results in a lack of fine-grained fault 
isolation. Service failures within an application can propagate, causing the application 
to fail entirely. This issue complicates fault localization, requiring prolonged system 
downtimes and jeopardizing the safety and stability of the power system. Second, the
absence of robust application isolation increases the risk of cascading failures triggered
by individual application malfunctions. Third, a sudden surge in system access can
lead to performance degradation due to the enterprise service bus (ESB). Failures or
performance bottlenecks in the ESB compromise the robustness of the entire system.

In response to these limitations, Kubernetes offers a microservices-based architec-
ture that addresses the drawbacks of traditional SOA. By employing fine-grained
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decoupling, Kubernetes-based EMS architectures ensure better fault isolation and 
resilience. Each microservice operates independently, allowing the system to remain 
operational even during localized failures. Furthermore, Kubernetes’ ability to 
dynamically scale resources enhances system robustness during high-demand scenar-
ios, ensuring uninterrupted service. This shift towards a Kubernetes-based architec-
ture represents a transformative advancement in the design and deployment of
flexible and resilient EMSs, enabling them to meet the evolving demands of modern
energy systems effectively.

Cutting-Edge Technologies in Agent Architecture for Use at the Microgrid Protection Level
DOI: http://dx.doi.org/10.5772/intechopen.1009974

Complementing Kubernetes, a physical deployment based on intelligent electronic 
devices (IEDs) and single board computers (SBCs) is proposed to establish a founda-
tional layer at the local level. The IEC 61850 standard provides the necessary frame-
work for the physical layer and the implementation of protection and control 
functionalities. This standard ensures interoperability and reliability in the communi-
cation and coordination of devices within the power system. On the other hand, a
RESTful API serves as a lightweight communication method for transmitting global
indicators, enabling efficient data exchange between local and central systems. This
dual-layered approach enhances both localized control and global coordination, offer-
ing a robust and scalable solution for modern EMS architectures.

. Lighter communication method: RESTful realizes the management of and access 
to resources through a URI, which has stronger scalability and a clearer system 
structure. Communication between services is carried out by accessing the
specific API of the target service, which breaks the performance bottleneck of the
ESB and has high reliability.

. Excellent application isolation: The K-EMS decouples EMS applications into 
services and deploys them in containers. Services are effectively isolated, and
cascading failure is avoided.

. Upgraded expansion method: The system expansion method is refined from the 
system to the application, and the system can achieve higher reliability under
limited resources.

To validate the communication system’s reliability and synchronization under real-
world conditions, physical tests were conducted using a Raspberry Pi-based 
setup. These tests focused on offset calibration between local agents and higher-level 
controllers, ensuring precise timing and seamless coordination in distributed tasks.
The results confirmed the system’s ability to dynamically adjust offsets and maintain
synchronization across hierarchical layers, even under variable operating conditions.
Figure 5 illustrates the physical test setup and the offset calibration process, empha-
sizing the accuracy achieved during these trials.

Figure 6 illustrates the information flow dynamics between hierarchical services 
implementing master transition through zonification, with particular emphasis on 
scenarios involving high memory consumption and critical importance cases as zone
masters. The diagram presents three distinct states of the distributed network: the
original configuration with full connectivity (Figure 6a), followed by two post-failure 
scenarios showcasing the implementation of Algorithm 1 Alternative Route Selection 
in Distributed Networks. This algorithm facilitates dynamic master reassignment
based on local network metrics and zonification parameters, ensuring service conti-
nuity through intelligent path recalculation.
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Figure 5. 
Offset detection for minimum trigger level adjustment to local sequences.

Figure 6. 
Information Flow Between Hierarchical Services with Master Transition Through Zonification, focusing on high 
memory consumption and critical importance cases as zone masters: (a) original state of distributed agent
processes, (b) decision-making path after service failure in 7, and (c) decision-making path after service
failure in 10.

When analyzing the transition states after service failures in nodes 7 and 10
(Figure 6b and 6c respectively), we observe how the algorithm orchestrates master 
transitions by evaluating local performance metrics within each zone. The network’s 
adaptive response is evident in the modified connection patterns - represented by red 
paths in the post-node 7 failure state and blue paths in the post-node 10 failure state -
demonstrating how the algorithm optimizes the network topology while maintaining
the hierarchical service structure. This implementation shows particular efficiency in
handling high memory consumption scenarios, where master selection decisions are
critical for maintaining optimal service distribution across the zonified architecture.

3.1 Resource allocation in distributed process management systems

This structure is disruptive compared to conventional methods for identifying 
natural constraints. By integrating the communication topology with the power sys-
tem, uncertainties related to demand variations and topological changes are signifi-
cantly reduced. This approach narrows the analysis framework to short-term events,
shifting the maintenance perspective towards dynamic disconnection management.
Such a shift not only requires regulatory improvements but also facilitates flexibility
markets, effectively eliminating the need to explore incremental pessimistic scenarios.

This technological variation necessitates the subdivision of operational areas into 
smaller compact elements, where DSOs (distribution system operators) are tasked 
with managing system outputs and making critical control decisions. This
subdivision aims to address challenges in grid robustness and stability, ensuring that
localized issues can be managed efficiently while maintaining overall system
performance.
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Figure 7. 
Evaluation of resource depletion sensitivity in relation to function scalability, considering the involvement of
resilient agents (12–24).

This technological variation necessitates the subdivision of operational areas into 
smaller, compact elements, where DSOs (distribution system operators) are tasked 
with managing system outputs and making critical control decisions. This 
subdivision aims to address challenges in grid robustness and stability, ensuring that 
localized issues can be managed efficiently while maintaining overall system perfor-
mance. As demonstrated in Figure 7, the evaluation of resource depletion sensitivity 
in relation to function scalability reveals a significant pattern: every twelve processes 
correspond to a microgrid process that exhibits decremental behavior. This observation 
is particularly evident in the memory and sensitivity curves (12–24), where the resource 
utilization pattern shows distinct cyclical variations, suggesting an inherent rel ationship
between process allocation and system efficiency in managing distributed resources.

Furthermore, under a system-based control (SBC) framework, physical con-
straints inevitably emerge. These include limitations related to memory capacity, 
response times, and communication distances between agents. If this data structure 
were integrated into an optimization problem involving power flow analysis, an 
incremental variant of constraints at the n-gram level would appear. Therefore, it is
recommended that the communication structure be expanded significantly. Such
scaling would allow tasks managed by agents to be progressively subdivided with
greater precision, rendering the Pareto front unnecessary, as system supportability
would be overestimated.

3.2 Structural hierarchy for service functions in intelligent microgrids

Figures 8 and 9 illustrate a hierarchical multi-agent system using hybrid control, 
organized into upper, middle, and lower levels. The upper level handles global 
decision-making with optimization strategies and energy management, supported by
Kubernetes containers for scalable agent deployment and cloud databases for central-
ized knowledge management.

The process bus links the physical layer—comprising sensors, actuators, and field 
devices—to agents deployed in Kubernetes containers. These agents, especially at the
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lower level, perform local control, event recognition, and perception, leveraging 
Kubernetes for low-latency processing and rapid response to environmental changes.

Multi-Agent Systems – From Basic Concepts to Cutting-Edge Technologies

Figure 8. 
SIPS diagram (information system for planning and supervision).

Figure 9. 
Architecture of a hierarchical multi-agent system based on hybrid control [15]. 

At the middle level, agents coordinate strategies between the upper and lower 
levels, ensuring optimized models are validated and adjusted for grid dynamics. 
Kubernetes enables scalable container orchestration for efficient evaluation, learning,
and communication across levels, while cloud databases manage information flow
with redundancy and failover capabilities.

Knowledge management integrates with system infrastructure through a cloud-
hosted repository for control strategies and system integrity protection scheme (SIPS)
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results. Kubernetes facilitates modular agent implementation for protection logic and 
fast grid response, redefining traditional approaches by virtualizing protection and
control layers.
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Integration studies ensure grid stability during transitions using pseudo-random 
generation and operational strategies. Kubernetes dynamically scales agents based on
computational needs, optimizing resources for system demands.

Finally, the process bus ensures robust communication between the physical layer 
and agents, enabling synchronized operation and dynamic real-time control. This
architecture, managed by Kubernetes, provides a scalable, resilient platform for sys-
tematic security studies and efficient grid operation.

4. Conclusions 

The integration of cutting-edge technologies, such as adaptive multi-agent systems 
(MAS), edge computing, and hierarchical control, has significantly advanced 
microgrid protection. These methodologies enhance fault tolerance, operational effi-
ciency, and real-time decision-making by enabling localized control through dedi-
cated agents assigned to intelligent electronic devices (IEDs). Edge computing, in
particular, minimizes latency, improves fault clearance times, and ensures
system resilience by allowing autonomous operation even during communication
disruptions.

4.1 Future recommendations

Future work should focus on finding the Pareto optimal point between the electrical 
proximity model with state estimation and the unit-based resource allocation model. 
This approach will balance the trade-offs between accuracy, computational efficiency, 
and resource utilization, enabling more precise fault detection, load balancing, and grid 
management. By integrating this optimization into edge computing frameworks, 
microgrids can achieve enhanced responsiveness and reliability, reducing dependency
on traditional state estimators and improving real-world operational performance.
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ADAM algorithm for optimization used in neural networks.
AN agent node. 
API application programming interface.
ARM advanced RISC machine (processor architecture).
BAT battery. 
CE control event or efficiency condition.
CIP critical infrastructure protection.
CLUSTER group of interconnected computing nodes.
CV cross-validation. 
DE data event. 
DER distributed energy resources.
DFI distributed fault indicator.
DMS distribution management system.
DSO distribution system operator.
DYN dynamic processes or states.
EMS energy management system.
ESB enterprise service bus.
ETAP electrical transient analyzer program.
FCM fault current management.
FRT fault ride through (grid fault tolerance).
GOOSE generic object-oriented substation event (IEC 61850).
HIL hardware-in-the-loop. 
ICDE international conference on data engineering.
IED intelligent electronic device.
INT interaction model. 
ISO independent system operator.
JIT just-in-time compiler. 
MAS multi-agent systems. 
MCC microgrid central controller.
MQTT message queuing telemetry transport (protocol).
NERC North American electric reliability corporation.
OPC open platform communications (industrial protocol).
PEDG power electronics for distributed generation.
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PV photovoltaic system. 
SBC single board computer.
SCADA supervisory control and data acquisition.
SCL substation configuration language.
SIGPL special interest group on programming languages.
SIL Software-in-the-loop. 
SIPS system integrity protection scheme.
SMV sampled measured values (IEC 61850).
SNR signal-to-noise ratio. 
SOA service-oriented architecture. 
TSN time-sensitive networking. 
UDM universal dynamic models.
URI uniform resource identifier.
VLDB very large data bases.
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Chapter 5

A Multi-Agent Infrastructure 
Monitoring IoT System for Urban 
Geo-Resilience Framework
Hasan Tariq, Farid Touati, Mohammed Abdulla E. Al-Hitmi, 
Damiano Crescini and Adel Ben Mnaouer

Abstract

Multi-agent systems (MAS) have emerged as a cornerstone technology in devel-
oping agile and effective resilience frameworks for geo-distributed ecosystems. 
These systems play a pivotal role in addressing real-time challenges in Structural 
Health Monitoring (SHM), where millions of distributed data-processing tasks must 
be executed swiftly/parrallel to ensure system resilience. Core functionalities in this 
context include resolving complex sustainability conflicts, detecting and character-
izing anomalies in chaotic datasets, and formulating adaptive and unique resilience 
strategies. This work presents a multi-agent SHM system through the development 
of a Geo-Resilience Support System (GRSS) based on an enhanced synthetic DADO 
production machine architecture. The proposed multi-agent system architecture 
optimized the distributed data handling, rule-based decision-making, and conflict 
resolution by combining the advantages of GATOR, LEAPS, TREAT and RETE 
networks. The architecture greatly improved SHM capabilities for regional-scale 
resilience by utilizing agents to effectively manage working memory (WM) and 
apply conflict resolution methods (CRS) in alpha and beta rule networks. The 
system can now dynamically align left-hand-side (LHS) conditions with right-
hand-side (RHS) solution sets thanks to important developments including the 
enrichment of condition-action rule sets and the optimization of solution strategies. 
With a packet throughput of 21 packets/second across geographic structures and a 
round-trip response time of 76.2 seconds for the initial event, the system’s usefulness 
is demonstrated. This work underscores the transformative potential of multi-agent 
SHM systems in delivering robust, scalable, and distributed solutions for geo-
distributed ecosystems, enabling real-time resilience and sustainability in diverse 
infrastructural contexts.

Keywords: multi-agent systems, decision support systems, structural health 
monitoring, IoT, resilience
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1. �Introduction

In the context of multi-agent systems (MAS), global sustainability and regional 
resilience can be approached through a distributed network of intelligent agents 
working collaboratively to address complex challenges [1]. These agents, representing 
various urban actors and systems, can coordinate to optimize trade-offs between devel-
opment and risk, forming a dynamic Urban Resilience System (URS) [2]. Multi-agent 
technologies (MAT) and ontologies can be leveraged to create a framework for resilient 
cities, allowing for adaptive responses to extreme events and changing conditions [3]. 
By integrating artificial intelligence, standardized geospatial sensing capabilities, and 
real-time data analysis, multi-agent systems can enhance urban-scale resilience systems 
(URS) and support the development of resilience maturity models (RMM) [4]. These 
systems can simulate and manage various aspects of urban resilience, including emer-
gency response, infrastructure safety, and environmental sustainability, providing a 
comprehensive approach to urban resilience against natural and human-induced calam-
ities. Thus, MASs offer a promising approach to structural health monitoring (SHM) by 
enabling distributed, collaborative, and adaptive monitoring of complex structures and 
can be implemented to coordinate various sensors, process data in real-time, and make 
decisions based on collective intelligence [5]. This approach allows for more efficient 
data gathering, interpretation, and analysis compared to traditional centralized meth-
ods [6]. Multi-agent SHM systems can integrate diverse technologies such as wireless 
sensor networks, building information modeling (BIM), finite element analysis (FEA), 
and artificial intelligence to create a comprehensive monitoring solution [7]. These 
systems can perform tasks such as damage detection, data compression, alarm genera-
tion, and long-term data storage while adapting to changing structural conditions [8]. 
By leveraging the distributed nature of MASs, SHM can achieve improved scalability, 
robustness, and real-time performance in monitoring large and complex structures.

In the realm of multi-agent systems, recent years have witnessed a diverse array 
of approaches aimed at enhancing sustainability and resilience automation [9]. 
These approaches encompass stochastic methods for risk assessment, vulnerability, 
robustness, and resilience from a decision-theoretic perspective, which require 
improvements in practical implementation constraints. Furthermore, existing 
characterization and dispute resolution techniques and procedures must complement 
resilience methodologies and sustainability trends and visions in key infrastructures 
[10]. Utilizing the SVIDT technique, the robustness of connected human-digital 
environment systems necessitates intelligent architecture and the inclusion of data at 
the urban scale, which is what this work addresses.

The proposed framework emphasizes the need for matching algorithms for event 
classification and handling. According to existing research, TREAT just requires an 
α network, whereas AI matching algorithms like RETE require a hierarchical α and 
β network for solution space and greater working memory [11]. Although it is more 
appropriate, the LEAPS method [12], which combines the advantages of TREAT 
and RETE, introduces gaps at the solution side (RHS) and left-hand-side state-level 
sample spaces (LHS), resulting in sizable conflict sets inside the rules space [13]. 
Moreover, the semantic data processing approach using approximate string matching 
requires enhancements to support resilience models with minimal variables, neces-
sitating a robust parallel computing architecture like DADO [14, 15].

The multi-agent SHM framework scalable infrastructure developed in previous 
works [16, 17] needs integration with heterogeneous sensing mechanisms for safety 
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assessments over urban-scale distances along with optimized data flow from sensors 
to cloud systems. Furthermore, the Resilience Support System (RSS) created using 
dynamic programming (DP) in DADO machines must evolve into a software-defined 
network (SDN) [18, 19] to resolve conflict sets (CS) effectively using the GATOR 
algorithm as the most cost-efficient option [20]. Network function virtualization 
(NFV) has also been incorporated into the proposed RSS for urban-scale sustain-
ability. This work addresses the observed gap in physical and real application-
centered Urban Resilience System (URS) implementations with multi-cluster model 
optimization over sensor data found in earlier studies [21, 22], proposing specific 
improvements within the limitations of the Delta project. Ultimately, this work 
presents a Resilience Support System Architecture (RSSA) implemented using a novel 
multi-agent SHM DADO machine (MA-SDM) system prototype by considering key 
recommendations from the review work [23] and capitalizing the geospatial filtering 
algorithm from our work [24].

The reviewed studies on IoT architectures and urban infrastructure monitor-
ing revealed several research gaps that have limited the effectiveness of existing 
frameworks. These gaps underscored the need for a Multi-Agent Infrastructure 
Monitoring IoT System for Urban Geo-Resilience Framework as a comprehen-
sive solution. One of the key limitations observed was the lack of a unified and 
scalable IoT architecture tailored to urban geo-resilience. While Ray [25] and 
Sethi and Sarangi [26] provided extensive surveys on IoT architectures, their 
works primarily focused on broad classifications without addressing the specific 
requirements of resilient urban infrastructure. Similarly, Domínguez-Bolaño et al. 
[27] reviewed IoT technologies and open-source projects but did not propose 
an integrative framework suited for multi-agent collaboration in geo-resilience. 
Another significant gap was identified in real-time environmental and infra-
structure health monitoring. Tariq et al. [28] developed an IoT-based air quality 
mapping system, but it primarily focused on air pollutants without considering 
the structural and environmental resilience of urban infrastructures. Likewise, 
Tariq et al. [29] proposed a cadastral geospatial IoT network but lacked a multi-
agent framework capable of adaptive decision-making based on real-time data. 
A critical challenge in standardization was also noted. Al-Qaseemi et al. [30] and 
Yaqoob et al. [31] highlighted the lack of interoperability among IoT systems, 
which hindered seamless data exchange between heterogeneous urban infrastruc-
ture monitoring devices. Tariq et al. [32] attempted to address this issue through a 
multi-protocol data network interface, but their work did not implement an agent-
based approach to enhance autonomous system coordination. Moreover, while 
Ganchev et al. [33] proposed a generic IoT architecture for smart cities, their work 
did not incorporate resilience metrics essential for adaptive urban planning. The 
proposed architecture lacked a dynamic response mechanism for environmental 
hazards and structural vulnerabilities.

Given these gaps, the Multi-Agent Infrastructure Monitoring IoT System for 
Urban Geo-Resilience Framework is positioned as the optimal solution. This frame-
work integrates real-time data acquisition, multi-agent collaboration, and adaptive 
analytics to enhance urban resilience. It addresses the limitations of previous studies 
by introducing a comprehensive monitoring system that ensures interoperability, 
real-time infrastructure health assessment, and geo-resilience adaptation. Through 
this approach, urban areas can achieve enhanced sustainability, proactive disaster 
response, and long-term infrastructural integrity.
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2. �Methodology

The proposed multi-agent infrastructure health monitoring IoT system inte-
grates a distributed expert system employing belief-rule (BR) deductive logic to 
enhance urban geo-resilience. The methodology consists of two structured com-
ponents and a synergic workflow of step-wise hierarchical integration of these key 
components:

2.1 Multi-agent decision support system architecture

The system comprises three blocks:

•	 SHM-DSS interaction block (SD-IB): Interfaces with remote Structural Health 
Monitoring (SHM) systems using MySQL and SQLite for data management. 
SHM gateways process sensor data at various scales (structure, zone, city, coun-
try, and global levels). ThingSpeak supports public cloud analytics.

•	 MA-DSS expert system block (MD-ESB): Includes a Query Block (data processing) 
and an Advice Block (decision display). It employs rule-based inference engines 
with RETE, TREAT, LEAPS, and GATOR algorithms for event analysis, matching 
conditions, and optimizing decision-making.

•	 MA-DSS response block (MD-RB): Manages real-time responses via IoT GATOR 
blocks. These function as dynamic buffers, routing event-based decisions for 
population protection.

2.2 Multi-agent SHM synthetic DADO machine (MA-SDM)

MA-SDM extends MA-DSS with a parallel hardware-software system integrating 
AI and machine learning algorithms. It consists of:

2.2.1 Hardware components

•	 Remote block: Uses RPi3 OSB, CANopen sensors (MMA8451Q accelerometer, 
STM32F10RBT6 microcontroller) in grid topologies for seismic monitoring.

•	 Site block: A mesh network (RPi3, Wi-Fi/Bluetooth, Banana Pi R1 gateway) 
handling local and remote configurations.

•	 Cloud block: Hybrid personal and public cloud architecture using MySQL, 
MATLAB, LabView, Kaa, and EmonCMS for advanced analytics.

2.2.2 Software components

•	 IoT blocks: Multi-client, multi-gateway, and multi-server layers processing event 
data with algorithms ensuring real-time anomaly detection.

•	 Processing stack: LabView, MATLAB, SQLite3, and MySQL handle analytics, while 
Python-based RTL blocks manage decision workflows.
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2.3 Integrated decision support and resilience framework

MA-SDM extends MA-DSS and integrates MA-ESB at multiple operational levels 
(site, gateway, and cloud). A Dell Xeon Hex-Core Server coordinates dashboards for 
the Geo-Resilience Support System (GRSS) with an integration chain as:

1.	Data collection: Smart sensors gather real-time geotechnical, and structural data.

2.	Multi-agent framework: Distributed agents analyze and communicate sensor 
data for real-time decision-making.

3.	BR deductive logic: A knowledge-driven system processes uncertain data, im-
proving risk assessment.

4.	Geo-resilience support: Automated alerts and mitigation strategies enhance 
urban resilience.

5.	Cloud processing: Data visualization and reporting enable proactive infrastruc-
ture management.

The final architecture enables scalable, efficient, and autonomous decision-mak-
ing across multi-agent networks, ensuring robust disaster response and structural 
health monitoring.

3. �Multi-agent decision support system architecture

A Multi-Agent Decision Support System (MA-DSS) can be conceptualized as a 
distributed expert system employing Belief-Rule (BR) deductive logic, specifically 
utilizing IF-THEN rules. Within this framework, the degrees of belief are determined 
by the intersection of confidence intervals for multiple events. Consider a multi-agent 
monitoring system with time vector t, a set V of n time-series variables, and a set A 
of anomalies. For each relationship between V and A, within a confidence interval 
I, there is a conflict support C and a resolution support R at time t. This rule model 
serves as the foundation for an isometric monitoring system’s real-time BR expert 
system. Where multiple agents collaboratively process and interpret data, make deci-
sions, and respond to anomalies in a coordinated manner.

	 ( ) ( ) ( ) ( )
( ) ( )

0, 1, 2,.. 0, 1, 2,..
t

0, 1, 2,..
IF V has Ain n t t and a t

Rn
THEN C has R for I in n t t

= ==  = 	 (1)

The equation provides the belief update for R and the degree of confidence in accurate 
event management βk with a referential value i determines the value of I for R.
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Each βk has five severity levels, which are a single condition membership: LL 
stands for Low-Low, HH for High-High, HL for High-Low, M for Medium, and LH for 
Low-High. I(t) > I(t-1) for the new βk(t) will replace the previous degree of trust or a 
greater confidence interval than the prior one. We must create a precise architecture 
based on our mathematical model that can handle large amounts of rule and belief 
data. The main goals of the RSS architecture are to maintain the utility computing 
system operating at peak efficiency while reducing the cost and duration of disaster 
recovery, as stated in Ref. [14]. Three levels make up the suggested RSS, and they 
cooperate to enable it to address event management issues. These layers are as follows:

1.	SHM-DSS Interaction Block (SD-IB)

2.	MA-DSS Expert System Block (MD-ESB)

3.	MA-DSS Response Block (MD-RB)

3.1 SHM-DSS interaction block (SD-IB)

Data sources feed the expert system via SHM systems at remote locations, using 
MySQL clients in gateways and SQLite in nodes. The MA-DSS server processes this 
data using MySQL Server 5.5, while SHM gateways use MySQL Client 5.5. Results are 
stored in MySQL databases as remote site solution files presented in Figure 1. The 
system architecture in Figure 1 has a minimum data rate requirement of 512 kbps and 
an initial input buffer with 36 attributes spread across four entities (Projects, SHM, 
Structures, and Sensors-Grid). This configuration represents a single site or structure 
within a city and forms the Left-Hand Side (LHS) of the system. The database tables 

Figure 1. 
ER diagram of SD-IB.
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are designed to optimize the SHM-DSS operations, allowing clients to perform their 
tasks while reserving the server for critical functions.

Computational tasks are distributed across different levels: structure-level calcula-
tions are performed by the site block (Figure 2), zone-level by the gateway (Figure 3), 
city-level by the RSS private cloud level 1 (PRCL1), and country-level by private cloud 
level 2 (PRCL2). Global-scale information processing and forecasting are handled 
by external organizations like NASA and NOAA. The system also incorporates 
ThingSpeak, Mathworks’ IoT analytics platform, as a public cloud (PBCL) component.

3.2 MA-DSS expert system block (MD-ESB)

The MD-ESB architecture, as illustrated in Figure 4, comprises two key compo-
nents: the “Query Block” and the “Advice Block”.

The Query Block manages sensor data manipulation and storage requests, while 
the Advice Block is responsible for displaying outputs, such as alarms and structural 
health status probabilities. The SHM inference engine operates on a rule-based program, 
containing a set of rules (R0 to Rn) that correspond to various possible relationships 
within the problem database. These rules are linked to a set of actions or commands (S0 
to Sm) that update the existing database for a given βk(t), allowing the multi-agent system 
to process and respond to incoming data collaboratively. Each R is a rule equation that rep-
resents a unit relationship, which may include variables and constants. The SELECT com-
mand evaluates constants directly, while JOIN is used to evaluate variable relationships. 

Figure 2. 
Overall clouds and network block for MA-SDM-CB.
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One R is evaluated at a time by the inference engine (IE), which then performs cyclic 
workflow. Each R is a rule equation that represents a unit relationship, which may include 
variables and constants. The SELECT command evaluates constants directly, while JOIN 
is used to evaluate variable relationships. One R is evaluated at a time by the inference 
engine (IE), which then performs cyclic workflow. Figure 4 (b) introduces a gradient 
function based on the Newton Forward Difference method to track changes in sensor 
values over time. A significant incremental difference suggests a higher probability of 

Figure 4. 
MD-ESB integrated with Local RTL block. (a) MD-ESB block diagram. (b) MD-ESB local RTL block diagram.

Figure 3. 
MA-SDM software block architecture.
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anomaly. The Real-Time Logic (RTL) block’s first segment activates only when an anom-
aly is detected, or the gradient is increasing. If the Condition Monitoring (CM) functions 
lack appropriate rules, the system searches the knowledge base. The Working Memory Set 
(WMS) is dynamically accessed by TREAT and LEAPS algorithms using concurrent-read 
operations. The SHM inference engine, a rule-based system implemented in a high-level 
programming language, executes rules and performs data operations. For event manage-
ment, data analysis, and decision-making, the system employs four AI algorithms: RETE, 
TREAT, LEAPS, and GATOR, all utilizing a rule-based approach. A matching algorithm’s 
state information is evaluated using conditions membership (CM), working memory 
support (WMS), condition relationship (CR), conflict set support (CSS), and resolution 
support (RS). Please refer to the Table 1 from Ref. [12] below for more information.

Table 1 makes it clear that in event management situations, TREAT requires 
less memory, LEAPS is an excellent finisher, and RETE is a strong initiator. Better 
outcomes may be obtained by cascading these three algorithms into a single RETE-
TREAT-LEAPS (RTL) block. The CM capabilities of RETE and the joint WMS block 
can be combined to create an effective RTL block that extracts the best rule and CR 
intersection to determine the optimal CSS set for RS.

3.3 MA-DSS response block (MD-RB)

The MA-RB consists of a shared WMS excess block, IoT GATOR block, and event 
response block all running in parallel as shown in Figure 5. In the multi-agent system 

Figure 5. 
Multi-agent MD-RB inference engine (IoT GATOR block) diagram.

Algorithm CM WMS CR CSS RS

LEAPS

TREAT

RETE

Table 1. 
LHS matching algorithm status information.
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context, Figure 5‘s IoT GATOR block diagram illustrates that each city’s Real-Time 
Logic (RTL) block has its Working Memory Set (WMS) mapped to an IoT RTL pro-
grammable RAM. This RAM acts as a buffer zone for event management, facilitating 
the routing of instructions and countermeasures to protect the population.

4. �Multi-agent SHM synthetic DADO machine (MA-SDM) architecture

DADO is a large-scale parallel machine designed for the efficient execution of 
expert systems, including multiple independent ones. The proposed multi-agent SHM 
DADO machine (MA-SDM) implemented in a Multi-Agent Decision Support System 
(MA-DSS), incorporates both probabilistic and deterministic models. This system 
processes data using AI and machine learning algorithms within its inference engine. 
Real-time rules are managed through a working memory and network hierarchy, with 
rules and definitions sourced from an SHM knowledge base. MA-SDM was structured 
as a system with a hardware block and a software block.

4.1 MA-SDM hardware block

The MA-SDM system hardware has three blocks:

•	 MA-SDM Remote Block (MA-SDM-RB)

•	 MA-SDM Site Block (MA-SDM-SB)

•	 MA-SDM Cloud Block (MA-SDM-CB)

4.1.1 MA-SDM remote block (MD-SDM-RB)

It is composed of two layers of RPi3 OSB and CANopen sensor nodes, which are 
comprised of a 14-bit accelerometer (MMA8451Q ) and a 32-bit microcontroller with 
a CANopen transceiver (STM32F10RBT6) (Figure 6).

Figure 6. 
SHM remote block. (a) Circular grid topology, (b) Linear grid topology.
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Along with configuration options, Figure 2 displays both local and remote 
displays. The nodes were placed in a circular and rectilinear arrangement to track 
primary (P), secondary (S), and Rayleigh (R) seismic waves.

4.1.2 MA-SDM site block (MA-SDM-SB)

It consists of three layers: the application gateway (Banana Pi R1), the mesh 
network layer (built-in RPi3) with Wi-Fi and Bluetooth, and the bridge layer (wired 
and wireless). As illustrated in Figure 7, there are two choices for both local as well as 
remote display and configuration: as Bananian OS on the SHM gateway, and as SSH 
for Raspbian OS on the OSB using VNC.

4.1.3 MA-SDM cloud block (MA-SDM-CB)

The first is a personalized cloud-based on a local workstation serving as a 
server and enhanced with Apache, MySQL, LabView and MATLAB. The second 
is a public cloud built on open-source IoTs that will support Kaa and EmonCMS 
services. At present, it is simply connected to ThingSpeak IoT. Figure 2 illustrates 
this with two clouds as three layers of the MA-SDM-CB system (IoT Edge, IoT 
Gateway, Servers).

4.2 MA-SDM software block

The software block has three parts as displayed in Figure 3:

•	 Multi-Client IoT Block

•	 Multi-Gateway IoT Block

•	 Multi-Server IoT Block

Figure 7. 
SHM-RSS Site block.
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The IoT system is structured with a client, gateway, and server architecture, lever-
aging various software technologies for event management using relevant algorithms, 
while also ensuring self-hardware monitoring. MATLAB and LabView coordinate 
with Visual Studio through wrapper functions, and SQLite3 and MySQL clients oper-
ate at the IoT client level to collect and store data for analytics processors.

Finally, integrating Section 2 and Section 3, the result of multi-agent SHM IoT is 
presented in Figure 8.

The MA-ESB, designed in Python 2.7, utilizes DSS and integrates an RTL block 
at the OSB or SHM site level on Raspberry Pi 3, as well as IoT RTL Level 1 PRAM at 
OSB and RTL Level 2 PRAM at SHM or RSS gateway levels. Meanwhile, a Dell Xeon 
Hex-Core Server Workstation in PRCL0 handles GNC and RSS dashboard server 
functions.

5. �Case study: SHM systems deployed in Qatar university buildings

The SHM system prediction for Qatar University (QU), a possible RSS 
research site, was the selected case study. Three distinct specification and 
configuration systems—MA-SDM-QU-B09 Lab, MA-SDM-QU-CO5-Bridge, 

Figure 8. 
Complete interaction diagram for geo-resilience support system (GRSS).

84



A Multi-Agent Infrastructure Monitoring IoT System for Urban Geo-Resilience Framework
DOI: http://dx.doi.org/10.5772/intechopen.1009973

13

and MA-SDM-QU-H10-Research Complex—were physically placed in QU at 
three distinct sites, each 1 kilometer away. The MA-SDM-QU-B03 Corridor and 
MA-SDM-QU-B01 Higher Administrative Building are two virtual installations that 
are running concurrently. Details of the SHM system for these sites are presented in 
Figure 9 (a) and (b).

Figure 9 shows how the two distinct remote blocks are linked to the SHM-OSB, 
also known as the out-surface board (OSB), via a CANopen network and a Gingko 
CAN-USB adapter. The CANopen addresses on both sides are 1, 2, 3, 4, and 5. Nodes 
at RSS-SHM site A and site B are based on biaxial inclinometers and accelerometers, 
respectively. The two SHM site nodes are linked to the RSS gateway’s I/O multiplexer 
block, which includes a power supply unit (PSU), communication ports, and a 
keyboard-video-multimedia (KVM) switch for multiple displays.
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6. �Results and discussion

The data payload in terms of packets defines the performance of cloud-based 
MA-DSS. The entire MA-DSS for QU was designed and deployed with the system 
configuration given in Table 2.

Figure 9. 
Complete MA-SDM IoT agents deployments at QU, Doha, Qatar. (a) Case study: Deployment details for QU 
SHM Sites: (i) H10 SHM Site with 4 CSNs and 1 SSN; (ii) B09 Lab with 10 CSNs on SHM stand; (iii) B09 
Lab with 5 SSNs on the table; (iv) OSB and an SSN QU Bridge Site; (v) SSN QU Bridge Site; (vi) ODU for QU 
Bridge site mounted on the outside of C05’s boundary wall; (vii) IDU for QU Bridge site mounted on the inside of 
C05’s boundary wall; (viii) Google Maps overview for QU SHM sites. (b) MA-SDM prototype for virtual sites 
(dotted dark blow circles) on map.
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Data processors and data busses, by any definition, are the foundation of any data 
processing system. As data processors, databases’ size and storage technology—which 
includes read/write and access times—have a significant impact on a system’s capacity 
to handle data. Table 3 provides the MA-SDM-ESB data setup for the synthetic DADO 
machine.

Systems Nodes quantity Data-rate Packet size Data-rate Protocols

PBCL 1 128 Mbps 1500 Bytes 128 Mbps IPv4

PRCL-N 2+ 1 Gbps 1500–9000 Bytes 1 Gbps IPv4

MA-SDM-Gateway 2+ 1 Gbps 2312 Bytes 1 Gbps IPv4

SHM Site 3+ 100 Mbps 32-Bit to 251 Bytes 100 Mbps IPv4 & BT4.2

Remote Block 15+ 250 kbps 8 Bytes 250 kbps CANopen

Table 2. 
MA-SDM IoT network configuration.

Figure 10. 
SHM-RSS site to gateway I/O graph.

Systems Role Size on disk Database Technology

PBCL Server 3 TB MySQL 5.5 PCI-E SSD

PRCL-N Server 1 TB MySQL 5.5 m.2 SSD

MA-SDM-Gateway Client 200GB MySQL 5.5 SATA SSD

SHM Site Client 8GB SQLite 3.0 Micro-SD-XC

Remote Block Node 32 KB NIL SPIFFS

Table 3. 
MA-SDM-ESB data configuration.
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Additionally, the data architecture was created so that the number of data process-
ing clusters or the breadth of data blocks increased as the hierarchy rose. Wireshark 
3.0’s packet capture statistics trace utility provides the first CANopen to Wi-Fi 
performance I/O plot.

Figure 10 shows that, according to Table 2, a maximum of less than 21 packets 
per second, or 47,225 bytes per second, or 377.8 kbps, were transmitted from SHM 
Sites to RSS Gateway. The only anomaly data A is passed up in the hierarchy to avoid 
data fusion and collusion instances. With 15 x-axis tilt-angles (θ_x), 15 y-axis tilt-
angles (θ_y), 15 x-axis accelerations (A_x), 15 y-axis accelerations (A_y), and 15 

Figure 11. 
SHM-MA-DSS belief function update round trip.

Figure 12. 
SHM-MA-DSS throughput for first 2 minutes for 75 SHM variables.
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temperatures, this data rate is suitable for 15 CANopen nodes with a total of 75 vari-
ables. The optimal speed is 3550 kbps for CANopen three clusters alone, or 8193.75 
CANopen packets/second at 250 kbps for 15 nodes. However, CANopen data nodes 
are transported as tables that can be queried as queries.

In the worst scenario, Figure 11 illustrates that the maximum round trip 
time for updating the belief function in this MA-DSS-SHM is 46.1 seconds in 
81,005 ms. Figure 9 shows that the first belief function was updated at a timeslot 
of 622 ms in 22.7 seconds. Even a single solar day may be needed to update a single 
belief function.

A maximum throughput of 742,500 bits/second was achieved in 38.2 seconds 
using an MA-DSS gateway with MTU = 1500B and a segment size of 1482 bytes, as 
illustrated in Figure 12. The very competitive benchmark of obtaining event response 
below MTU at such a low data rate has enabled further studies on nationwide cloud-
based MA-DSSs.

The MD-SDM-RB 120,000+ sequence numbers produced for the first event 
response at 29.2 seconds and belief function update for a certain SHM variable are 
shown in Figure 13. The blue dots show that response generation remained constant 
with each subsequent sequence, whereas the horizontal green line shows the moments 
when one belief function data remained constant. The belief function reached matu-
rity after more than 365,000 sequence numbers, as seen by the horizontal line. At 
48 seconds, the 372,000th token was stopped during the creation of the event. Only 
convex problems can cause it.

A thorough system overview is given by the MD-SDM-ESB dashboard, which is 
depicted in Figure 14. According to the green speedometer charts, resilience is not 
necessary. Indicating that the system meets the safety integrity level (SIL) criteria 
and regulations is the dashboard’s lack of color speedometer charts. Only 40 belief 
functional values were modified in a 24-hour period, as shown in the line graph at the 
bottom.

The actual view obtained from Google Earth without the use of MA-DSS-ES 
is shown in Figure 15(a). In Figure 15(b), the applied algorithm for testing was 
the machine learning algorithm MOSPA for urban scale geo-informatics and SHM 
analytics, which was first presented in Ref. [24]. The MOSPA assessment metric is 

Figure 13. 
Sequence numbers generated in the first 2 minutes.
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Figure 15. 
MA-SDM-ESB events response layer using MOSPA in MA-SDM-ESB. (a) Google Earth view. (b) MA-SDM-
ESB layer.

Figure 14. 
QU-MA-DSS dashboard for hybrid cloud.
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the cost of damage. Maximum robustness is required at maximum cost. The term 
“cost” describes the projected and anticipated lifetime harm to human resources and 
structures in real-time.

7. �Conclusions

This study used a structured RSS framework to enable creative real-time arti-
ficial intelligence by investigating the design and implementation possibilities of 
expert systems within multi-agent systems (MAS) for Internet of Things scenarios. 
A synthetic DADO machine with a thorough hierarchy serves as the basis for the 
extremely symmetric design of the suggested RSS hardware, which guarantees 
optimal performance in a variety of scenarios. The SRIB architecture, built on SQL 
RDBMS, improves the adaptability of RSS-based expert systems by enabling smooth 
agent coordination. Using RETE, TREAT, LEAPS, and GATOR to sequentially opti-
mize matching, conflict resolution, and response network building further improves 
system efficiency. A standardized WMS supported the remarkable resilience of 
cloud-based apps. Further demonstrating the architecture’s ability to promote MAS-
driven IoT, the GNC-enabled RSS gateway helped to produce more efficient and rapid 
response sets.
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Edited by Nohaidda Sariff, Zool Hilmi Ismail, 
Denesh Sooriamoorthy and Puteri Nor Aznie Fahsyar

Multi-Agent Systems - From Basic Concepts to Cutting-Edge Technologies presents a rigorous 
and integrated perspective on the theory, design, and deployment of intelligent agent-based 

systems in complex and distributed environments. The book examines core concepts of 
multi-agent systems, including autonomy, cooperation, coordination, negotiation, and 

decentralized decision-making, while highlighting recent advances in agent architectures, 
learning-enabled agents, and agent-based control frameworks. Emphasis is placed on the 

application of artificial intelligence, deep reinforcement learning, distributed optimization, 
and IoT-integrated agent systems to address real-world challenges in robotics, smart 

energy management, microgrid protection, and resilient urban infrastructure. By focusing 
on scalability, robustness, fault tolerance, and adaptability, the book demonstrates the 
technical advantages of multi-agent approaches over centralized solutions in dynamic, 

uncertain, and large-scale systems. This volume serves as a technical reference for 
researchers, postgraduate students, and professionals seeking a systematic understanding 
of state-of-the-art methodologies, implementation considerations, and emerging research 

directions in intelligent distributed systems. Through its balanced coverage of foundational 
principles and advanced technological developments, the book supports interdisciplinary 

research and provides a strong knowledge base for the development of next-generation 
autonomous and agent-oriented systems.

Andries Engelbrecht, Artificial Intelligence Series Editor
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