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Preface

Cryptocurrencies have emerged as transformative forces in the global financial
ecosystem, offering innovative solutions for transactions, investments, and decen-
tralized operations. What began as a cryptographic experiment has gradually
evolved into a serious infrastructure discussion that now engages governments,
regulators, technologists, financial institutions, and scholars worldwide. This book,
Cryptocurrencies — Innovations, Challenges, and Future Prospects, provides a com-
prehensive exploration of the cryptocurrency landscape, combining foundational
concepts with contemporary research and practical applications, while situating
these developments within a broader governance and institutional context.

The rise of cryptocurrencies goes beyond the appearance of new digital assets. It
reflects a structural shift in how value is conceptualised, verified, and exchanged in
digitally interconnected societies. Distributed ledger technologies have introduced
alternative models of trust that do not rely exclusively on centralised intermediaries.
At the same time, these systems raise profound questions concerning regulation,
accountability, compliance, and long-term sustainability. The global financial system
is being reimagined in real time, and cryptocurrencies stand at the centre of that
reconfiguration.

This volume is conceived primarily as a governance and infrastructure-oriented
contribution to the field. While much public discourse focuses on market volatility
or speculative investment, the enduring relevance of cryptocurrencies will depend
on the maturity of their regulatory frameworks, security architectures, institutional
safeguards, and integration with national and transnational financial systems.
Without coherent governance structures, technological innovation alone cannot
sustain long-term legitimacy.

The chapters in this book explore the technological underpinnings of cryptocurren-
cies, including blockchain architectures, cryptographic mechanisms, decentralised
networks, and the emerging integration of artificial intelligence and machine learning
within cryptoeconomic systems. These technological foundations are examined along-
side persistent challenges, including security vulnerabilities, scalability constraints,
interoperability concerns, and regulatory compliance requirements. By placing
innovation and risk within the same analytical frame, the book acknowledges both
the transformative potential and the structural fragilities of contemporary cryptocur-
rency ecosystems.

Beyond foundational technologies, the volume addresses the expanding use cases

of cryptocurrencies in payment systems, tokenisation frameworks, decentralised
finance, and sector-specific applications. The reshaping of energy markets through
blockchain-enabled systems illustrates how distributed infrastructures are beginning
to influence industries beyond traditional finance. Such developments underscore a



central theme of this book: cryptocurrencies are not isolated financial instruments
but components of a broader digital transformation that intersects with economic
governance, sustainability, and global coordination.

Regulation and monetary policy form a critical axis of discussion throughout the
volume. The emergence of Central Bank Digital Currencies introduces new dynamics in
sovereign monetary control, financial crime prevention, and cross-border interopera-
bility. At the same time, regulatory harmonisation remains uneven across jurisdictions,
creating both innovation opportunities and compliance uncertainties. The analysis
presented here recognises that future cryptocurrency ecosystems will operate within
increasingly complex legal and geopolitical environments.

Emphasising forward-looking trends, the book also examines quantum-safe encryp-
tion, interoperability architectures, algorithmic intelligence within blockchain
networks, and the long-term implications of digital currencies for emerging markets.
As computational capabilities advance and artificial intelligence becomes further
embedded within financial systems, the security assumptions underlying current
cryptographic protocols must be reassessed. Questions of resilience, adaptability, and
technological foresight become central to responsible innovation.

Importantly, this volume adopts an interdisciplinary perspective. Cryptocurrencies
cannot be adequately understood through a single disciplinary lens. They involve
technological engineering, behavioural adoption models, regulatory theory, monetary
economics, security architecture, and ethical governance considerations. The con-
tributors to this book approach the subject from diverse academic and professional
backgrounds, collectively reflecting the complexity of a rapidly evolving digital
ecosystem.

As editor, I have intended to curate a collection of chapters that move beyond
surface-level commentary. The objective is neither to promote uncritical enthusiasm
nor to dismiss the transformative capacity of decentralised systems. Rather, this
book seeks to examine how innovation, governance, institutional design, and public
trust must evolve together if cryptocurrencies are to contribute meaningfully to
global digital infrastructure.

Cryptocurrencies remain contested. They generate optimism about financial inclu-
sion, transparency, and decentralisation, while simultaneously raising concerns about
volatility, illicit use, systemic risk, and regulatory arbitrage. However, it is precisely
within this tension that rigorous scholarship becomes necessary. The future of
cryptocurrencies will not be determined solely by technological breakthroughs, but
by the alignment of policy, institutional frameworks, ethical standards, and global
cooperation.

Designed for academics, researchers, industry professionals, regulators, and policy-
makers, this volume aims to bridge theoretical advancement and practical implementa-
tion. It provides structured insight into the evolving governance architecture of digital
currencies while anticipating the next phase of infrastructural transformation. In an
era increasingly defined by digital sovereignty, tokenised assets, and algorithmically
mediated financial systems, thoughtful engagement is essential.

VIII



We are entering a period in which digital currencies, decentralised infrastructures,
and intelligent computational systems will intersect more deeply with questions

of sovereignty, sustainability, and economic resilience. Whether cryptocurrencies
mature into stable components of global financial architecture will depend on how
effectively governance mechanisms, technological safeguards, and interdisciplin-
ary collaboration evolve. I hope that this book contributes, in a considered and
forward-looking manner, to that ongoing conversation.

Sam Goundar
University of Central Asia,
Naryn, Kyrgyzstan
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Chapter 1

Introductory Chapter:
Cryptocurrencies — Innovations,
Challenges, and Future Prospects

Sam Goundar

1. Introduction

Over the past decade, the global financial landscape has undergone an
unprecedented transformation driven by advances in distributed ledger technologies
and the growing appetite for decentralized systems of trust. Cryptocurrencies are
digital assets built on blockchain infrastructures that have evolved from a fringe
innovation into a catalyst for re-imagining money, governance, and data integrity. As
Goundar and Anandan [1] observe, emerging technologies such as blockchain and
artificial intelligence are not merely altering how systems operate but are reshaping
the very logic of digital participation and economic exchange. The accelerating pace
of adoption illustrates what Catalini and Gans [2] describe as a fundamental shift in
the economics of information, where transaction verification and record-keeping are
no longer monopolies of centralized institutions.

The genesis of this movement lies in frustration with traditional finance and its
opacity. Following the 2008 global recession, trust in banks and regulators eroded,
paving the way for a peer-to-peer alternative. Nakamoto’s [3] white paper, Bitcoin: A
Peer-to-Peer Electronic Cash System, proposed a mechanism that used cryptographic
consensus rather than institutional authority to validate transactions. This innovation
established blockchain as a transparent and tamper-evident ledger, inspiring subse-
quent systems built on similar principles. Goundar [4] argues that this development
marked the dawn of a “trust protocol,” one that decentralizes confidence itself rather
than simply digitizing money. In this sense, blockchain is not merely a technical
architecture but a social contract encoded in mathematics, a notion that underpins
every major cryptocurrency today.

The growing acceptance of cryptocurrencies reflects deeper socio-economic tran-
sitions. Baur and Dimpfl [5] note that Bitcoin’s extreme volatility has not prevented
its recognition as both an asset class and a hedge against institutional instability.
Meanwhile, governments and corporations are experimenting with blockchain-based
applications for remittances, supply-chain management, and identity verification [6].
This convergence of private innovation and public experimentation signals a turning
point: digital currencies are no longer a technological curiosity but a legitimate ele-
ment of financial infrastructure. As Tiwari et al. [7] emphasize, the trajectory of such
innovations depends on how well societies balance openness with oversight, creativity
with accountability.
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The global conversation around cryptocurrencies is shaped by this tension
between promise and peril. Scholars, practitioners, and policymakers are increasingly
exploring cryptocurrencies as technological systems, socio-economic phenomena,
and ethical experiments in decentralization. The aim is not only to describe what
cryptocurrencies are but to interrogate what they mean for markets, for governance,
and for the future of human collaboration. A growing body of work now seeks to
bridge the divide between theory and real-world practice [8].

Cryptocurrencies continue to evolve from niche experiments into influential sys-
tems that challenge legacy institutions. Their development reveals a central insight:
cryptocurrencies are not just about code or currency, they are about trust, power, and
the continuous negotiation between innovation and responsibility. Understanding
their trajectory requires examining historical foundations, technological implications,
social impacts, and the controversies that shape them. Taken together, these dimen-
sions underscore why cryptocurrencies are not simply a technological trend, but a
profound catalyst for rethinking how value, governance, and participation function
in the digital age.

2. The evolution of cryptocurrencies

The story of cryptocurrencies is one of continuous experimentation, beginning
decades before Bitcoin’s rise. Early digital-cash systems, such as DigiCash and e-Gold
in the 1990s, sought to create electronic value transfer mechanisms, but their reliance
on central authorities led to regulatory pressure and eventual collapse [9]. These ini-
tial efforts, however, planted the conceptual seeds for decentralized money, systems
that could operate without banks, borders, or intermediaries. As Goundar et al. [10]
note, technological revolutions often begin on the margins, dismissed as impractical
until social and economic crises expose the fragility of existing models.

The turning point came in 2008 when Satoshi Nakamoto introduced Bitcoin, a
peer-to-peer digital currency that merged cryptography, distributed computing,
and game theory into a single trustless framework [3]. Bitcoin’s introduction was not
merely a technical breakthrough but a philosophical one, it challenged the necessity
of centralized oversight in verifying financial transactions. In the years that followed,
open-source communities expanded Bitcoin’s architecture, and mining became
both a security mechanism and an economic incentive [2, 9]. The early adoption
period revealed two key insights: decentralization could scale, and trust could be
programmed.

By 2015, Ethereum extended this foundation by introducing programmable logic
through smart contracts, a self-executing code that enables automated, conditional
transactions [11]. This innovation turned the blockchain from a payment system
into a computational platform capable of supporting entire decentralized applica-
tions (DApps). As Harvey et al. [12] explain, Ethereum’s flexibility gave rise to the
Decentralized Finance (DeFi) movement, allowing borrowing, lending, and trading
to occur without banks or brokers. The emergence of tokens, non-fungible assets
(NFTs), and decentralized autonomous organizations (DAOs) in subsequent years
demonstrated how the blockchain could underpin entirely new economic ecosystems.

Governments and regulatory institutions gradually began to recognize the trans-
formative potential of blockchain-based digital currency systems. Lee et al. [13]
reported that more than 90 central banks worldwide are exploring or piloting Central
Bank Digital Currencies (CBDCs) as secure, regulated alternatives to cryptocurrencies.
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This institutional embrace signals that blockchain is evolving from a countercultural
innovation to a foundational layer of modern finance. Harvey et al. [12] describe this
phase as the “convergence era,” where public institutions and decentralized systems
coexist, influencing one another’s growth.

From the collapse of early digital-cash experiments to the emergence of sovereign
digital currencies, the evolution of cryptocurrencies reveals a continuous pursuit of
trust without centralization. As Goundar [4] emphasizes, each iteration from Bitcoin’s
genesis block to Ethereum’s smart contracts, represents not only technological prog-
ress but also a philosophical redefinition of how societies exchange value, negotiate
power, and envision the future of finance.

3. The transformational role of cryptocurrencies

The transformational power of cryptocurrencies lies in their ability to reconstruct
the foundations of financial trust, governance, and inclusion. Traditional finance
depends on centralized intermediaries such as banks, clearinghouses, and regulators
to authenticate transactions. Cryptocurrencies replace these gatekeepers with code,
consensus, and cryptography, effectively redefining the architecture of trust [14].

As Goundar and Anandan [1] notes, decentralization is not just a technical concept
but an ideological one, shifting control from institutions to individuals. This redis-
tribution of trust has made cryptocurrencies an essential instrument for financial
autonomy in both developed and emerging economies.

Nowhere is this transformation more visible than in the realm of financial inclu-
sion. Billions of people worldwide remain unbanked or underbanked due to limited
access to traditional financial systems. The World Bank Group [15] highlights how
mobile-based wallets and blockchain-enabled payment systems have bridged this gap,
allowing secure participation in digital economies without dependence on physi-
cal banking infrastructure. In sub-Saharan Africa, for example, blockchain-based
remittance solutions have reduced transfer costs and improved transparency [16].
These developments illustrate what Goundar and Anandan [1] calls “technological
inclusion”, that is the use of innovation as a social equalizer in global development
contexts.

The industrial and governmental adoption of blockchain has expanded its influ-
ence beyond payments and remittances. Corporations such as IBM, Maersk, and Visa
now employ blockchain for supply-chain integrity, data verification, and cross-border
settlements [17]. Simultaneously, the emergence of DAOs has introduced new gov-
ernance models that embody collective decision-making without hierarchy. Li and
Chen [18] argue that DAOs demonstrate how financial and organizational power can
be redefined through transparent, algorithmic rules, a concept that aligns with [19]
observation that distributed technologies promote accountability when designed
around ethical principles.

Case studies reveal both promise and complexity. El Salvador’s adoption of Bitcoin
as legal tender in 2021 illustrates an ambitious attempt to integrate decentralized
finance into national economic policy. While the move showcased innovation, it
also exposed volatility and infrastructural fragility [20]. In contrast, smaller-scale
applications such as blockchain-based identity projects in Estonia and Sierra Leone
demonstrate sustainable, citizen-centered innovation. These examples suggest that
cryptocurrencies, when paired with good governance, can strengthen transparency
and inclusivity.
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In essence, the transformative role of cryptocurrencies extends far beyond specu-
lation or technology. It signals a deeper rethinking of what constitutes money, author-
ity, and participation in the digital age. As Goundar and Anandan [1] emphasize, the
movement toward decentralized economies is less about replacing institutions and
more about redefining collaboration, accountability, and trust in a hyperconnected
world.

4. Challenges and controversies

While cryptocurrencies represent one of the most transformative financial
innovations of the twenty-first century, they also embody a paradox; systems built on
transparency often operate in markets clouded by uncertainty, volatility, and mis-
information. As Bajra and Aliu [21] highlight, cryptocurrency prices fluctuate more
violently than traditional assets, reflecting speculative behavior rather than intrinsic
value. Such volatility undermines their use as stable mediums of exchange. Yet, this
instability is characteristic of early technological paradigms, and innovation tends
to precede regulation, and markets mature through cycles of experimentation and
correction.

Security and fraud pose another persistent challenge. The open and pseudony-
mous nature of blockchain transactions have facilitated unprecedented freedom but
have also created fertile ground for cyber-crime. Conti et al. [22] provide a detailed
taxonomy of common vulnerabilities, from exchange hacks and ransomware pay-
ments to rug pulls and phishing attacks. The Mt. Gox collapse and FTX insolvency
serve as cautionary tales of weak governance and inadequate custodial safeguards
[23]. These incidents underscore the urgent need for stronger auditing, transparency,
and the integration of Al-based detection systems to counter digital fraud.

Regulation and compliance remain equally complex. Global policy responses to
cryptocurrencies vary widely from supportive innovation sandboxes in Singapore and
Switzerland to strict prohibitions in China and India. Kandpal et al. [24] argue that
the challenge for regulators lies in achieving balance: protecting investors without
stifling creativity. The European Union’s 2023 Markets in Crypto-Assets (MiCA) regula-
tion represents one of the first comprehensive frameworks addressing these tensions
by introducing consumer protection and transparency obligations. However, in many
developing economies, the absence of clear legal categories for cryptocurrencies leads
to fragmented oversight and inconsistent enforcement [25].

Environmental sustainability has also become a flashpoint in the debate. Proof-
of-Work (PoW) blockchains, particularly Bitcoin, require immense computational
power, raising concerns about carbon emissions and energy consumption. Kohli
etal. [26] argue that this environmental cost could undermine the technology’s social
license to operate. Emerging alternatives such as Proof-of-Stake (PoS) and green-
mining initiatives aim to mitigate this impact. Ethereum’ 2022 transition to PoS
demonstrates that sustainability and innovation can coexist when guided by respon-
sible governance.

Ultimately, these controversies illustrate the maturing of an ecosystem learn-
ing to regulate itself. The collapse of unregulated exchanges, the tightening of
compliance standards, and the global push for green innovation mark a turning
point in crypto’s evolution. The future of digital assets depends not on the absence
of regulation but on designing ethical frameworks that foster innovation while
preserving public trust.
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5. Technological innovations driving cryptocurrencies

The sustainability and scalability of cryptocurrencies depend largely on the
evolution of the technologies that underpin them. As Belchior et al. [27] explain,
blockchain architectures continue to mature through innovations in consensus
mechanisms, interoperability, and computational efficiency. The shift from Proof-
of-Work (PoW) to Proof-of-Stake (PoS) represents a major milestone in addressing
energy consumption and transaction latency. Ethereum’s Merge in 2022 reduced
energy usage by over 99%, demonstrating that distributed systems can evolve without
compromising security. According to Goundar and Anandan [1], this transition illus-
trates a broader pattern within emerging technologies, where iterative refinements
rather than radical replacements define progress.

Scalability has long been one of the central obstacles to mass adoption. Layer-2
protocols such as the Lightning Network for Bitcoin and Polygon for Ethereum have
dramatically increased throughput by processing transactions off-chain while main-
taining main-chain integrity [28]. These solutions showcase the growing modularity
of blockchain ecosystems where separate layers manage settlement, computation,
and privacy independently yet cohesively. Interoperability frameworks like Cosmos
and Polkadot further extend this capability, enabling assets and data to flow securely
across previously isolated blockchains. Belchoir et al. [27] contend that these designs
represent the “Internet of Blockchains,” in which diverse ecosystems communicate
through standardized protocols, much like the early evolution of TCP/IP for the web.

Beyond consensus and scaling, the integration of Artificial Intelligence (AI) and
the Internet of Things (IoT) is reshaping how cryptocurrencies interact with data and
automation. Goundar [29] highlights that blockchain’s immutability offers an ideal
foundation for Al-based analytics and machine-learning models that require verified,
tamper-resistant data streams. In IoT contexts, blockchain enables secure machine-
to-machine micropayments, facilitating autonomous communication among sensors,
drones, or vehicles. Goundar and Anandan [1] observe that this convergence between
Al, blockchain, and cyber security not only enhances technical resilience but also
opens new frontiers in digital trust and predictive intelligence.

Emerging research also anticipates a quantum-resistant era. With advances in
quantum computing threatening current cryptographic standards, post-quantum
algorithms are being explored to ensure blockchain longevity [30]. These include
lattice-based and hash-based signature schemes that could secure distributed
ledgers against future computational attacks. The preparedness of blockchain sys-
tems for quantum disruption will determine their role in next-generation digital
infrastructures.

Collectively, these innovations indicate that cryptocurrencies are far from
static; they are living systems evolving through a global collaboration of engineers,
researchers, and communities. The progress from basic cryptographic consensus to
Al-integrated, quantum-safe, interoperable ecosystems reflects not only technological
ingenuity but also a sustained human pursuit to build systems that are secure, inclu-
sive, and enduring.

6. Ethical, legal, and regulatory perspectives

The rapid ascent of cryptocurrencies has outpaced the development of consistent
legal and ethical frameworks to govern them. As Bodo and De Filippi [31] explain,
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financial regulation traditionally relies on centralized accountability, whereas block-
chain-based systems are designed to operate without intermediaries. This structural
inversion challenges existing legal paradigms around ownership, responsibility, and
jurisdiction. According to Goundar [10], such disruption requires not just policy
adaptation but a rethinking of how digital ethics can be codified into decentralized
systems. The question is no longer whether cryptocurrencies should be regulated, but
how regulation can coexist with innovation.

Around the world, responses to this dilemma vary widely. The European Union’s
Markets in Crypto-Assets (MiCA) framework, introduced in 2023, represents a
significant step toward harmonized governance, providing investor protection,
anti-money-laundering measures, and environmental disclosure requirements [32].
In contrast, the United States still grapples with defining whether cryptocurrencies
constitute securities or commodities, leading to overlapping jurisdiction among
agencies. Meanwhile, countries like Singapore and Switzerland promote regulatory
“sandboxes” that foster innovation within controlled environments [33]. These
divergent models highlight a global experiment in finding equilibrium between risk
mitigation and technological progress.

Beyond compliance, ethical challenges define the moral boundaries of decen-
tralization. As Sangal et al. [34] argue, blockchain’s capacity for anonymity, while
protecting user freedom, also enables illicit behavior and raises questions about
surveillance and privacy. The rise of privacy-enhancing tools, mixers, tumblers,
and zero-knowledge proofs further complicates this ethical landscape. They
note that the same technologies used to preserve digital rights can also obscure
criminal activity, reinforcing the need for ethical design that anticipates dual-use
outcomes.

DAOs add yet another layer of complexity. With decision-making distributed
across code-governed networks, legal accountability becomes diffuse. Cheng [35]
observes that the absence of legal personality in DAOs creates ambiguities around
liability and enforcement. Some jurisdictions have begun experimenting with DAO
registration frameworks to address these concerns, blending corporate law with
algorithmic governance. The broader lesson is that technology and regulation must
evolve symbiotically, neither should dominate the other, for the legitimacy of digital
economies depends on both innovation and integrity.

In sum, the ethical and regulatory questions surrounding cryptocurrencies are not
peripheral, they are central to their sustainability. A future of responsible decentral-
ization will depend on transparent governance models, cross-border legal coopera-
tion, and education systems that embed ethical reasoning into technological design.

7. Future prospects and emerging trends

The evolution of cryptocurrencies now stands at a crossroads, where innovation
intersects with institutional integration. As Ghosh et al. [36] suggest, the next stage
of blockchain’s journey will be defined by Web3, a decentralized internet architecture
that reimagines ownership, identity, and participation. Unlike Web2, which cen-
tralizes data within corporate ecosystems, Web3 empowers users to control digital
assets, manage identity credentials, and even participate in decentralized governance
through tokenized voting. They observe that this emerging paradigm reflects a
societal shift toward participatory technology, one where users are not just consumers
but co-creators of the digital economy.
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Central Bank Digital Currencies (CBDCs) are likely to coexist with decentralized
assets, creating hybrid monetary systems that combine state oversight with block-
chain efficiency. Lee et al. [13] report that more than 90 countries are developing
CBDC prototypes or pilots, each exploring the balance between privacy and trace-
ability. Tsareva and Komarov [16] note that these sovereign digital currencies could
stabilize the financial ecosystem while legitimizing blockchain infrastructures. The
coexistence of centralized and decentralized currencies may also produce new ten-
sions over data sovereignty, surveillance, and monetary control.

Beyond policy evolution, technological convergence will define the next wave
of crypto innovation. The fusion of blockchain, artificial intelligence (AI), and the
Internet of Things (IoT) is paving the way for intelligent, self-regulating networks
capable of automating compliance and optimizing resource allocation [8]. These
integrations can transform finance, logistics, and governance, but they also demand
resilient frameworks for privacy and accountability. As Goundar [8] has emphasized,
the challenge is not merely to connect technologies but to align them ethically so
that machine intelligence and distributed ledgers reinforce transparency rather than
amplify bias.

Sustainability is another defining trend. Environmental scrutiny following
Bitcoin’s energy-intensive mining practices has led to the rise of carbon-neutral and
proof-of-stake protocols. Shin and Rice [37] describe this transition as a “green renais-
sance” for blockchain, where technical efficiency becomes synonymous with moral
legitimacy. Such progress illustrates that ethical innovation guided by global coopera-
tion will determine the long-term credibility of digital economies.

Looking ahead, the future of cryptocurrencies will depend less on technical
breakthroughs and more on collective intent. The interplay between technological
ingenuity, governance maturity, and societal trust will shape whether cryptocurren-
cies become tools of empowerment or instruments of exclusion. The next frontier
will not be measured by the sophistication of algorithms but by our capacity to build
technologies that sustain equity, accountability, and human dignity.

8. Concluding reflections

Cryptocurrencies represent more than a technological breakthrough; they
embody an ongoing transformation in how societies define value, trust, and
participation in an increasingly digitized world. Their evolution has prompted new
intersections between finance, policy, and computer science, while also surfacing
unresolved questions about ethics, regulation, sustainability, and equity. The con-
tinued advancement of decentralized systems will require dialog across disciplines
and institutions to ensure that innovation strengthens rather than undermines
public trust.

Understanding cryptocurrencies therefore requires a holistic perspective.
Blockchain should be seen not only as a technical architecture but also as a socio-
economic experiment in shared governance and digital empowerment. The future
of decentralized technologies will be shaped not only by cryptographic protocols or
scalability breakthroughs but also by the collective choices societies make about trans-
parency, inclusivity, and responsibility in digital economies.

As cryptocurrencies continue to influence global finance, governance models, and
technological infrastructure, the coming era will be defined by how thoughtfully their
potential is integrated with ethical and regulatory foresight. Innovation may drive
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progress, but integrity will determine its legitimacy. This is the central challenge and
promise of decentralized systems: to build technologies that not only disrupt but also
uplift, connect, and sustain. The choices we make today will shape whether these
systems become tools for empowerment or instruments of exclusion in the decades
ahead. Ultimately, the future of cryptocurrencies will reflect not just technical ambi-
tion, but society’s collective values and the human vision guiding their development.
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Chapter 2

Integration of Al and ML in
Cryptoeconomics

Basetty Mallikarjuna, Puspalatha Chittem Setty
and Sam Goundar

Abstract

The integration of three different domains: artificial intelligence (AI) and
machine learning (ML) and advanced deep learning (DL) algorithms with block-
chain and cryptocurrency ecosystems is revolutionizing financial technologies. The
“Cryptoeconomics” word born from the intersection of cryptography, economics,
and decentralized computation. It has its own importance existing in Al and ML to
enhance decision-making, optimize consensus mechanisms, detect fraud, and fore-
cast market trends. This chapter provides the Al and blockchain, highlighting innova-
tions in algorithmic trading, predictive analytics, and security management. This
chapter also provides the research gaps, Al and ML applications in cryptoeconomics,
technical challenges, and future prospects. And overall, this chapter gives the applica-
tions and implementation of ethical concerns, and potential research directions for
establishing the intelligent and sustainable cryptoeconomic systems.

Keywords: artificial intelligence, machine learning, blockchain, cryptoeconomics,
algorithmic trading, smart contracts

1. Introduction

The word “cryptoeconomics” is a new word and not existing, it derived from the
convergence of Al, and blockchain technology has created a new paradigm in digital
economics known as “cryptoeconomics” [1]. It is an interdisciplinary field focuses
on designing economic incentives within decentralized systems. AI and ML and
DL improved the efficiency and intelligence of blockchain-based enhancements,
enabling Al and ML applications in cryptoeconomics, automated governance, and
adaptive security mechanisms. This integration of Figure 1 provides the potential to
transform traditional financial approach to integration of Al and ML in cryptoeco-
nomics capable of learning from market dynamics [2].

Figure 1 illustrates as cryptoeconomics studies how economic incentives,
cryptographic primitives, and distributed consensus interact to produce the desirable
behavior in decentralized systems [3].
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Block chain

Figure 1.
Integration of Al and ML in cryptoeconomics.

1.1 Motivation

In market and risk prediction, to develop cryptoeconomics, ML models (time-
series, reinforcement learning) can improve price forecasting, liquidity manage-
ment, and automated market maker (AMM) parameter tuning to reduce slippage
and impermanent loss with integration of Al and ML in cryptoeconomics [4]. In
smarter oracles and context-aware triggers to cryptoeconomics, Al-augmented
oracles can filter, aggregate, and sanity-check noisy external data before it reaches
smart contracts, improving reliability and reducing costly oracle errors with
integration of Al and ML in cryptoeconomics. Robust tokenomics and governance
to develop cryptoeconomics, data-driven reputation systems, and ML-informed
incentive curves can make DAOs and token economies more resilient to manipula-
tion (Sybil attacks, vote buying) and better aligned with long-term goals with
integration of Al and ML in cryptoeconomics [5]. To implement automated fraud
detection and security to develop cryptoeconomics and Zero Knowledge Machine
Frameworks (ZKML). ML helps detect abnormal transaction patterns, flash-loan
attacks, and rug pulls faster than manual monitoring with integration of Al and
ML in cryptoeconomics [6].

1.2 Challenges

It cryptoeconomics era on data privacy vs. transparency, Blockchains are trans-
parent by design, but ML often needs private or sensitive features. Reconciling
immutable transparency with integration of Al and ML in cryptoeconomics privacy
requirements and regulation is nontrivial. Techniques like federated learning, dif-
ferential privacy, and cryptographic protocols are promising but add complexity
integration of Al and ML in cryptoeconomics [7]. In scalability and computation
costs from On-chain computation is expensive and limited, it off-chain ML needs
reliable validation and trust assumptions (oracle problem). In Explainability and
accountability environment, financial decisions driven by opaque ML models create
regulatory and governance issues which is accountable for a model’s decision that
harms users integration of Al and ML in cryptoeconomics [8]. In adversarial and stra-
tegic manipulation, ML systems can be gamed (poisoning, adversarial examples), it
attackers may manipulate on-chain signals to bias models or exploit learned strategies
integration of Al and ML in cryptoeconomics. Sybil attacks and identity fraud remain
persistent threats. If smart contracts rely on opaque off-chain models, verifying
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model correctness and data provenance becomes a challenge for users and auditors’
integration of Al and ML in cryptoeconomics [9].

1.3 Existing approaches vs. proposed approaches

There huge research work on this domain, cryptoeconomics creates an intelligent
layer that can, the following Table 1 shows the differences on existing vs. proposed
approaches (i) analyze large on-chain and off-chain datasets to inform protocol design
integration of Al and ML in cryptoeconomics, (ii) automate and adapt token-based
incentive mechanisms integration of Al and ML in cryptoeconomics, and (iii) make
smart contracts and oracles context-aware integration of Al and ML in cryptoeconomics.
This combination turns static economic rules into adaptive, data-driven systems capable
of responding to market dynamics, and fraud detection in real-time environment [10].

1.4 Objectives

The main objective to enhance, improved, decision-making and predictive
accuracy in cryptoeconomic systems through Al and ML models capable of analyzing
large-scale blockchain and market data for better forecasting, pricing, and investment
strategies intelligent and sustainable cryptoeconomic systems. Integration of Al and

Existing approaches (state of the art)

Proposed approaches and research directions
(Practical + Novel)

Al-augmented oracles with ML-based systems
that validate, de-noise, and synthesize multi-
source data before feeding smart contracts.
They integrate ZKPs and MPC to maintain
data confidentiality while proving correctness.

Hybrid privacy-preserving ML for cryptoeconomics—
Combines federated learning, differential privacy, and MPC
for secure collaborative model training. Model proofs or
summaries are recorded on-chain to ensure transparency and
auditability integration of Al and ML in cryptoeconomics.

On-chain and off-chain hybrid ML pipelines
architecture that executes heavy ML training
and inference off-chain while posting model
outputs or proofs on-chain, balancing
scalability and trust.

Verifiable Al oracles with ZKP-backed assertions—Oracles
generate not only data outputs but also cryptographic proofs
(ZKPs) verifying the model and dataset integrity used in
off-chain inferences.

Reputation and Sybil-tolerant mechanisms
are utilizing graph-based reputation, decay
functions, and MERITRANK algorithms to
counter Sybil attacks and manipulation in
tokenized ecosystems.

Adaptive tokenomics via reinforcement learning (RL) with
safety constraints are RL agents dynamically tune token
parameters (inflation, staking rewards) under safety limits to
ensure economic stability and adaptability.

Automated trading and risk analytics—
Employs ML models for crypto market
forecasting, algorithmic trading, and
portfolio optimization to minimize volatility
and trading risks.

Sybil-resistant reputation + Economic disincentives—
Integrates ML-based behavioral clustering with
cryptoeconomic penalties (bonding, slashing) and
MERITRANK-style ranking for continuous anomaly
detection and deterrence.

Tokenomics simulation and reinforcement
learning (RL)—Uses RL and agent-based
simulations to study market dynamics

and optimize incentive structures before
deployment.

Explainable ML (XAI) for financial decisions—promotes
interpretable ML models for high-stakes blockchain
applications like credit scoring or liquidation, ensuring
transparency through on-chain metadata and governance
oversight.

Standardized Evaluation Benchmarks and Datasets are the development of open, privacy-preserving benchmark
datasets and standardized metrics to improve reproducibility and comparison of Al-crypto models.

Table 1.
Existing vs. proposed approaches.
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ML in cryptoeconomics develops intelligent and adaptive tokenomics frameworks
that automatically adjust incentive mechanisms, staking rewards, and governance
policies using reinforcement learning and agent-based simulation, the objectives are
as follows [11]:

* To strengthen blockchain security and fraud detection by employing machine
learning algorithms to identify anomalous transactions, intelligent and sustain-
able cryptoeconomic systems provide the Sybil attacks, and malicious network
behaviors in real time [12].

¢ To improve oracle reliability and data integrity using Al-driven validation with
intelligent and sustainable cryptoeconomic systems and Zero-Knowledge Proofs
(ZKPs) for secure and verifiable off-chain data integration into smart contracts [13].

* To ensure privacy-preserving and transparent computation through hybrid fed-
erated learning and secure multi-party computation (MPC), with intelligent and
sustainable cryptoeconomic systems to enabling decentralized model training
without compromising user data confidentiality [14].

* To promote explainability and accountability in Al-driven financial decisions
within cryptoeconomic systems by integrating explainable AI (XAI) techniques
with intelligent and sustainable cryptoeconomic systems for model interpretabil-
ity and regulatory compliance [15].

* To create standardized frameworks with intelligent and sustainable crypto-
economic systems and benchmark datasets for evaluating AI- and ML-based
cryptoeconomic models, ensuring reproducibility, interoperability, and fair
comparison across research and industry applications [16].

* To establish trust and verifiability in Al-assisted cryptoeconomic operations by
integrating cryptographic proofs and transparent governance mechanisms with
intelligent and sustainable cryptoeconomic systems to validate the model outputs
and decisions [17].

* To advance sustainable and scalable Al integration by optimizing computational
resources with intelligent and sustainable cryptoeconomic systems and leveraging
on-chain/off-chain hybrid architectures for efficiency and performance balance [18].

* To foster innovation and collaboration among researchers, developers, and
policymakers toward building secure, adaptive, and intelligent decentralized
economic systems with intelligent and sustainable cryptoeconomic systems for
the future of digital finance [18].

1.5 Structure of the chapter
This chapter Section 2 describes the research gaps and Blockchain-based Federated
Learning (BCFL) /Privacy-Preserving ML and Section 3 describes the Al and ML

applications in cryptoeconomics and Section 4 describes the technical and changes
and future prospects followed by Section 5 defining the conclusion.
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2. Research gaps

From the surveyed literature, the following gaps are described. These are poten-

tial opportunities to evaluate the future work; Recent studies have emphasized the
transformative impact of Al in blockchain ecosystems.
Nakamoto [1] introduced the concept of blockchain, forming the foundation of
intelligent and sustainable cryptoeconomic systems decentralized trust. Explored
Al-driven blockchain optimization for predictive modeling and fraud detection [1].
Discussed hybrid Al-blockchain systems for decentralized financial governance with
intelligent and sustainable cryptoeconomic systems [2]. Proposed RL algorithm
for optimizing crypto trading and resource allocation with intelligent and sustain-
able but not completely give the solution of cryptoeconomic systems. Al augments
cryptoeconomic stability provides the improving scalability, “A Survey of ZKPs based
verifiable ML,” covers work from mid-2017 to late 2024 [3]. It categorizes efforts
into verifiable training, verifiable inference, and verifiable testing, analyzing trade-
offs among efficiency, privacy, and applicability with intelligent and sustainable
cryptoeconomic systems [4]. The survey notes that although many schemes exist for
small- to medium-sized models, scaling to DNN transformer architectures remains
expensive both in proving time and memory. ZKML systems with intelligent and
sustainable cryptoeconomic systems allow proving correctness of inference, that the
model produced the output claimed without showing weights or full data [5]. The
training is harder proving that the training with the development of intelligent A and
ML productions and sustainable cryptoeconomic systems was done correctly with
correct gradients, no cheating, it is often infeasible or requires restrictive settings.
Huge number of commercial applications are beginning to appear, but with narrow
model classes or simpler architectures with integration of Al and ML in cryptoeco-
nomics [6]. ZKML with integration of Al and ML in cryptoeconomics is promising
for cryptoeconomic systems where trust and auditability are essential. The follow-
ing Table 2 provides the overall research gaps with the integration of Al and ML in
cryptoeconomics [7-10].

2.1 Blockchain-based federated learning (BCFL) and ML

There is a sizable literature exploring how Federated Learning (FL) with integra-
tion of Al and ML in cryptoeconomics can be combined with blockchain to enhance

Research gap

Description

Why it matters

How to overcome the gap

Scalability of zkML
for large models

Current ZKML frameworks
integration of Al and

ML in cryptoeconomics
work efficiently only for
small- or medium-sized
models; proving large neural
network computations is
computationally expensive.

Large cryptoeconomic
systems like DeFi or
blockchain governance
require high-complexity
models for fraud
detection, oracle
reliability, and risk
prediction.

Develop optimized proof
systems e.g., zk-SNARK
optimizations, recursive
proofs and hardware
acceleration of GPU/
FPGA-based to reduce
proof generation time and
cost.

Lack of
standardized
datasets and
benchmarks

Research uses proprietary

or small datasets, making it
hard to compare or reproduce
results.

Absence of common
benchmarks slows
scientific progress and
prevents fair evaluation of
Al-blockchain integration
methods.

Create open-access,
blockchain-based datasets
(e.g., DeFi transaction
logs, governance data)
with standardized metrics
for AI/ML evaluation.
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Research gap

Description

Why it matters

How to overcome the gap

Limited real-world
implementation and
evaluation

Most studies are simulation-
based or theoretical, lacking
large-scale deployment under
adversarial conditions.

Real-world systems
exhibit unpredictable
behaviors such as
collusion, manipulation,
or flash-loan attacks that
simulations miss.

Develop pilot projects and
real-world testnets with
multi-agent simulations,
robust auditing, and
adversarial testing
environments.

Trade-off between

Ensuring both model privacy

Financial applications

Combine federated

privacy and (keeping data and parameters  require confidentiality learning, differential
verifiability confidential) and verifiability ~ (for compliance) and privacy, and zk-proofs;
(ensuring correctness) is transparency (for trust). introduce hybrid
difficult. architectures that balance
off-chain privacy with
on-chain proofs.
Incentive Data providers, miners, and Poor incentive alignment Use game-theoretic
misalignment verifiers often have conflicting  causes dishonest models and reinforcement

among stakeholders

goals; existing reward
mechanisms may be gamed or
lead to collusion.

participation, data
poisoning, or economic
instability in decentralized
Al systems.

learning to dynamically
adjust rewards and
punishments for optimal
cooperation.

High latency and
computational cost
in on-chain ML

On-chain execution of ML
tasks introduces delays and
high gas costs.

Real-time cryptoeconomic
applications of price
oracles and fraud alerts
need low latency and
low-cost computation.

Employ off-chain Al
computation with
cryptographic proof
submission, for example,
rollups, zkOracles, and
Layer-2 blockchain

scalability solutions.
Lack of Many Al models are black Regulatory compliance Integrate Explainable
explainability and boxes, making it hard to and user trust require AI (XAI) frameworks
transparency in Al justify predictions or actions transparency, especially and on-chain logging
decisions in decentralized finance for credit scoring or mechanisms for
systems. liquidation decisions. auditability and
accountability.
Weak robustness Existing models are not In decentralized settings, Implement Byzantine

to adversarial and
byzantine attacks

rigorously tested against data
poisoning, Sybil attacks, or
adversarial manipulation.

malicious actors can
exploit vulnerabilities for
financial gain.

Fault-Tolerant consensus,
anomaly detection
systems, and adversarial
training techniques to
enhance model resilience.

Lack of AT frameworks and Without interoperability, Develop standardized

interoperability blockchain networks models cannot exchange APISs, cross-chain

between often operate in silos with knowledge or operate smart contracts, and

Al-blockchain incompatible protocols. across multiple decentralized Al

platforms ecosystems. middleware layers.

Limited regulatory Integration of Al in finance Regulatory non- Establish global

and ethical and blockchain raises compliance can result in governance standards

frameworks legal and ethical concerns misuse of user data or and compliance protocols
of data protection, bias, legal penalties. integrating GDPR, KYC/
accountability. AML, and ethical Al

design principles.
Table 2.

Research gaps and to overcome with description.
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decentralization, privacy, and incentive alignment [11]. A survey on blockchain FL
with data privacy systematically maps existing architectures, threat types, and security
and privacy mechanisms [12]. Securing federated learning a systematic way of simi-
larly reviews approaches that use smart contracts to aggregate model updates, reward
honest participants, guard against free-riders, poisoning attacks, or unreliable clients.
Blockchain FL for Industrial IoT proposes using Intel SGX. FLCoin provides the scal-
able blockchain-enabled FL architecture with resource constraints. These works show
that combining FL and blockchain with integration of Al and ML in cryptoeconomics
is viable, especially for settings where many small participants contribute to data and
computation [13].

3. Aland ML applications in cryptoeconomics

Al and ML are providing the tremendous change in cryptoeconomics by
enabling intelligent, data-driven decision-making across decentralized financial
systems. By weaving Al and ML into the fabric of cryptoeconomics, we are see-
ing improvements in market predictions, risk analysis, and algorithmic trading.
Al-driven blockchain improves the reliability of on-chain data feeds by filtering
and verifying multi-source information before integration into smart contracts.
RL algorithms and agent-based simulations are becoming more popular for fine-
tuning tokenomics and governance structures, allowing for dynamic adjustments
to incentives, staking rewards, and inflation rates to keep the economy stable.
Federated learning and privacy-focused ML techniques enable collaborative model
training without putting sensitive blockchain or user data at risk, striking a bal-
ance between transparency and confidentiality in the integration of Al and ML in
cryptoeconomics (Table 3). XAI enhances accountability in automated financial
decisions, with ZKPs and cryptographic verification ensure trustworthy Al outputs
in decentralized ecosystems. These advancements create a bridge between intelli-
gence and trust in blockchain networks, setting the stage for adaptive, secure, and
transparent cryptoeconomic systems [14].

3.1 Market forecasting

The world of cryptocurrency is buzzing with the integration of Al and machine
learning algorithms, like RL, which are being used to predict price swings. The
historical data of social sentiment, and on-chain metrics, AI and ML models offer
accurate short-term trading signals and long-term investment forecasts. In the realm
of cryptoeconomics, predictive analytics and market forecasting harness Al and
ML techniques to sift through historical blockchain and market data, helping to spot
trends, price shifts, and volatility in the crypto markets. Time-series models, DL
architectures, and graph-based approaches are employed to detect patterns in trading
volumes, transaction flows, and network activity, enabling accurate short-term and
long-term predictions. These valuable insights aid in algorithmic trading, portfolio
optimization, and risk management, empowering investors and decentralized
platforms to make well-informed choices. Plus, predictive models are increasingly
being woven into smart contracts and automated systems, enabling timely actions like
liquidations, dynamic staking adjustments, or rebalancing token incentives, which
boosts efficiency and resilience in the fast-paced market landscape [15].
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Application area.

Description/role of AI & ML

Example techniques/models

Predictive analytics and
market forecasting

Analyzes historical blockchain and market data
to predict price trends, volatility, and trading
opportunities. Supports informed decision-
making and risk management.

Time-series models, LSTM, GRU,
Graph Neural Networks (GNN),
ARIMA

Algorithmic and
automated trading

Executes trading strategies automatically,
adapting to market fluctuations in real-time.
Reduces latency, human error, and enables
high-frequency trading.

Reinforcement Learning (RL),
Deep Q-Networks (DQN), Neural
Networks, Predictive Modeling

Al-augmented oracles

Enhances reliability and trustworthiness of
on-chain data feeds by filtering, validating,
and synthesizing multi-source inputs for smart
contracts.

ML-based data validation, ZK
Proof integration, Ensemble
Models

Reinforcement learning
for tokenomics and
governance

Simulates participants’ behavior to optimize
staking rewards, inflation schedules, and
incentive mechanisms in decentralized
ecosystems.

Multi-agent RL, agent-based
modeling, policy gradient
methods

Fraud detection and
anomaly identification

Detects malicious transactions, Sybil attacks,
flash loans, and other irregularities to enhance
network security and reduce financial risk.

Anomaly detection, autoencoders,
graph neural networks, outlier
analysis

Privacy-preserving
collaborative learning

Enables decentralized training of ML models
without exposing sensitive user or blockchain
data, maintaining transparency and auditability.

FL, Secure MPC

Explainable AI (XAI) for
financial decisions

Provides interpretable insights for automated
decisions like credit scoring, liquidation, and
governance, ensuring accountability and
compliance.

SHAP, LIME, rule-based models,
generalized additive models
(GAM)

Tokenomics simulation
and RL-based economic
modeling

Simulates economic dynamics of token
ecosystems to test and refine incentive
structures before deployment.

Reinforcement learning, agent-
based simulations, Monte Carlo
methods

Risk management and
portfolio optimization

Optimizes portfolio allocation and risk exposure
in crypto markets using predictive and adaptive
Al models.

Markowitz optimization, neural
networks, deep reinforcement
learning

Cross-protocol
and multi-chain Al
integration

Ensures interoperability of Al modelsand
ML-driven insights across multiple blockchain
platforms.

Standardized APIs, middleware
layers, smart contract interfacing

Table 3.
Al and ML applications in cryptoeconomics.

3.2 Automated trading

The world of cryptoeconomics is buzzing with the integration of Al and machine
learning in trading bots, which use deep reinforcement learning to autonomously navi-
gate the unpredictable waters of crypto markets. These smart algorithms are designed
to fine-tune execution timing, cut down on slippage, and keep emotional biases at bay,
all of which can lead to better profitability and smoother liquidity management. Al and
ML algorithmic and automated trading in cryptoeconomics utilizes Al and ML models
to execute trading strategies with minimal human intervention, optimizing for speed,
accuracy, and profitability in highly volatile cryptocurrency markets. ML techniques,
including reinforcement learning, neural networks, and predictive modeling, are applied
to identify trading signals, forecast price trends, and adapt strategies in real time [16].

20



Integration of Al and ML in Cryptoeconomics
DOI: http://dx.doi.org/10.5772/intechopen.1014845

Blockchain

Artificial Intelligence

Cryptoeconomics

Machine
Learning

Figure 2.
The generation of cryptoeconomics from Al and ML with blockchain.

3.3 Fraud detection and security enhancement

Blockchain’s ability to remain unchanged is enhanced by Al-driven anomaly detec-
tion systems that spot fraudulent patterns in transactions. AI and ML models trained
on historical data detect phishing attacks, double-spending attempts [17].

3.4 Smart contract optimization

To generate the cryptoeconomics which is from NLP techniques assist in analyz-
ing smart contract code for vulnerabilities as shown in Figure 2, enabling automatic
verification and semantic error detection. This reduces the risks associated with logic
flaws and contract exploitation with Al and ML. AI facilitates intelligent decision-
making in Decentralized Autonomous Organizations (DAOs) using Al and ML-based
reputation scoring and voting optimization [18].

4. Technical challenges

¢ Data availability and quality: The blockchain data is fragmented and non-struc-
tured, making it difficult to train reliable Al models.

* Computational complexity: The Al algorithms require significant processing
power, which conflicts with blockchain’s resource constraints.

* Transparency vs. privacy: The balancing Al model interpretability with block-
chain’s anonymity remains unresolved.

e Security and trust: The malicious Al and ML models could manipulate consensus
or alter on-chain incentives.

* Interoperability issues: The integrating heterogeneous blockchain networks and
Al frameworks presents standardization challenges.
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5. Future prospects

The next generation of cryptoeconomic systems will incorporate autonomous Al
and ML capable of self-learning and governance within decentralized markets and
health care applications. Emerging paradigms such as FL, and quantum computing, and
integration of Al and ML in cryptoeconomics protocols are expected to enhance scal-
ability and trust. Integration with Web3 and Metaverse economies will further expand
AT’ influence, enabling intelligent asset management as shown in Tables 2 and 4.

Implementation Description Tools used for future
methods for future prospects

Al and ML augmented Integrates Al and ML models to validate, Ensemble models, neural
oracles de-noise, and aggregate off-chain data before networks, ZK-proofs, MPC

delivering it on-chain. Ensures reliability and
correctness of smart contract inputs.

On-chain and off-chain

Heavy ML computations are performed

Federated learning, off-chain

hybrid pipelines off-chain, that only results or proofs are posted model training, proof
on-chain to balance scalability, trust, and cost. aggregation
Federated learning and Supports auditability and privacy. FL and MPC

privacy-preserving ML

Reinforcement learning
and agent-based
simulation

Models participant behavior and dynamically
optimizes tokenomics, staking rewards, and
incentive mechanisms.

Multi-agent RL, policy
gradient, Q-learning, Monte
Carlo simulation

Graph-based reputation
and Sybil-tolerant

Computes trust and reputation scores to
mitigate Sybil attacks and malicious behavior

MeritRank, graph neural
networks (GNN), decay

mechanisms in decentralized communities. functions
Automated trading and Uses AI/ML models to automate trading LSTM, GRU, deep Q-networks
risk analytics strategies, optimize portfolios, and forecast (DQN), autoencoders

volatility.

Explainable AT (XAI)
and auditable models

Provides interpretable predictions for high-
stakes decisions, linking Al outputs to on-chain
metadata and governance processes.

SHAP, LIME, rule-based
models, GAM

Simulation and scenario
testing

Tests economic and market scenarios to
evaluate the impact of RL policies or incentive
designs before deployment.

Agent-based models,
reinforcement learning,
Monte Carlo simulation

Standardized evaluation
and benchmarking

Ensures reproducible comparisons of models
and systems using shared datasets and metrics
for tokenomics and fraud detection.

Synthetic blockchain
datasets, metrics frameworks,
benchmarking tools

Cross-chain/multi-
protocol integration

Ensures Al and ML models and predictions
work across multiple blockchains and protocols
for interoperability and composability.

Standard APIs, Smart
Contract Middleware, Oracles

Table 4.

Implementation methods of Al and ML in cryptoeconomics.

6. Conclusion

The integration of Al and ML in cryptoeconomics represents a major step toward
creating intelligent, autonomous, and secure decentralized systems, and this chap-
ter also provides the research gaps, Al and ML applications in cryptoeconomics,
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technical challenges, and future prospects. As we dive deeper into the integration of
Al and machine learning in the world of cryptoeconomics, it is becoming increasingly
clear that teamwork among data scientists, economists, and blockchain developers is
essential. Together, they will tackle the ethical, computational, and regulatory hurdles
are faced. The evolution of Al and ML blockchain solutions will redefine the future

of digital finance, cryptocurrency, ensuring efficiency, transparency, and adaptive
economic ecosystems.
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Chapter 3

Determinants of Fintech Adoption:
A Systematic Review Integrating
Trust, Security, and User
Perceptions within Technology
Acceptance Frameworks

Nikolaos Papanikolaou, Paraskevi Boufounou
and Nikolaos Eriotis

Abstract

The rapid evolution of financial technology (fintech), including cryptocurrencies
and decentralized finance (DeFi), has transformed how consumers and businesses
engage with financial services. This chapter examines the drivers of fintech adoption by
extending established technology acceptance models, such as technology acceptance
models (TAM), unified theory of acceptance and use of technology (UTAUT), and
theory of planned behavior (TPB). A systematic review of 80 articles (2017-2023)
identifies key factors influencing adoption, including perceived usefulness, ease of
use, social influence, and facilitating conditions. Emerging factors, such as financial
literacy, hedonic motivation, and trust, are especially important during crises, such as
the COVID-19 pandemic. However, gaps remain in understanding how evolving per-
ceptions of security and trust impact sustained adoption, particularly in decentral-
ized environments, such as blockchain networks and crypto assets, where algorithmic
transparency replaces institutional intermediaries. This chapter proposes integrating
trust, security, and user perceptions into existing models to create a cohesive frame-
work applicable across fintech services. The findings provide actionable insights for
researchers and industry stakeholders to enhance user acceptance and guide future
innovation.

Keywords: fintech adoption, technology acceptance models (TAM), trust, security,
user perceptions, behavioral intention

1. Introduction

The COVID-19 pandemic accelerated global fintech adoption, driving both
consumers and institutions toward digital banking and contactless payments [1-3].
Despite this growth, adoption remains uneven across demographics and regions,
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influenced by disparities in technological infrastructure, regulatory environments, and
user perceptions [4, 5]. Recent studies highlight that understanding fintech adoption
requires integrating traditional technology acceptance models with emerging factors,
such as financial literacy, government support, and crisis-driven behavioral shifts
[6, 7]. However, the growing body of research remains fragmented, with inconsistent
frameworks complicating cross-contextual comparisons [8]. Fintech adoption has been
shown to positively impact financial development by enhancing access to financial
services, particularly in emerging markets, where it supports financial-sector growth
[9]. Yet, a cohesive framework explicitly comparing these theories across contexts is
lacking. This chapter addresses this gap by systematically reviewing fintech adoption
literature, focusing on trust, security, and user perceptions within technology accep-
tance models.

The research is guided by the following questions:

1. What are the primary determinants influencing fintech adoption, and how
do trust, security, and user perceptions interact within technology acceptance
models to shape adoption behaviors?

2.How effectively do traditional technology acceptance models (TAM, UTAUT)
capture the influence of trust, security, and user perceptions on fintech adoption
behaviors?

3. Which emerging factors significantly influence fintech adoption, and how
can they be integrated with trust, security, and user perceptions to enhance
technology acceptance models?

2. Methodology
2.1 Database selection

The selection of databases for this study was guided by well-established academic
practices to ensure comprehensive coverage of relevant literature. Scopus was chosen
for its high-quality indexing of peer-reviewed journals and its integration with other
scholarly databases, while Google Scholar was included for its ability to capture a
broader spectrum of publications, including gray literature.

2.2 Search strategy

The search strategy was developed based on established practices for systematic
reviews and refined through iterative testing [10]. In Scopus, the search was conducted
using the TITLE-ABS-KEY field, which searches within article titles, abstracts, and
keywords. This approach ensures a focus on the most relevant publications. In Google
Scholar, the keyword-search functionality was utilized to capture a broader range of
literature, including gray literature. Search terms included those related to fintech
adoption, technology acceptance models, and behavioral intention. Publications focus-
ing solely on specific fintech applications (e.g., cryptocurrencies, blockchain-based
systems) were excluded to ensure findings are generalizable across fintech services.
The specific search strings employed in each database are detailed in Table 1.

28



Determinants of Fintech Adoption: A Systematic Review Integrating Trust, Security, and User...
DOI: http://dx.doi.org/10.5772/intechopen.1011799

Database Search terms

SCOPUS TITLE-ABS-KEY (fintech AND adoption) AND PUBYEAR >2016 AND PUBYEAR <2024 AND
(LIMIT-TO (SUBJAREA, “BUSI”) OR LIMIT-TO (SUBJAREA, “COMP”)) AND (LIMIT-TO
(DOCTYPE, “ar”) OR LIMIT-TO (DOCTYPE, “cp”)) AND (LIMIT-TO (LANGUAGE,
“English”)) AND (LIMIT-TO (SRCTYPE, “5”) OR LIMIT-TO (SRCTYPE, “p”))

Google Fintech AND adoption, “acceptance of technology”, «behavioral intention”
scholar

Source: Authors.

Table 1.
Databases and search scope.

2.3 Inclusion and exclusion criteria

The following inclusion and exclusion criteria were applied to select relevant stud-
ies for this review:

* Year restrictions: 2017-2023
* Language requirement: English
* Publication source: Journals and conference proceedings

* Research area Computer Science, and Business and Management

Excluded: Studies focused exclusively on specific fintech applications
2.4 The PRISMA framework

The PRISMA 2020 Flow Diagram [11] serves as a standardized visual tool in
systematic reviews and meta-analyses for illustrating study-selection processes.
The database search yielded 324 articles from Scopus and 544 from Google Scholar.
Following the removal of 80 duplicate records, 788 records were screened based
on their titles and abstracts. This screening process resulted in the exclusion of 632
records due to irrelevance to the research question and the scope of the study. The
remaining 156 reports were sought, retrieved, and assessed for eligibility. Of these,
40 were excluded due to overlapping content with other studies, and 36 did not meet
the predefined inclusion criteria. This process resulted in a final set of 80 studies that
were included in the systematic review.

3. Theoretical background

Fintech adoption research relies on established technology acceptance frame-
works, though their application requires adaptation to address the sector’s unique
challenges. Below is a synthesis of key theories and their relevance to fintech
adoption.
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3.1 Foundational theories
3.1.1 Theory of reasoned action (TRA)

Proposed by Ajzen and Fishbein [12]TRA indicates that behavioral intentions
are shaped by personal attitudes and the perceived social norms (subjective norms).
As the foundation for later models, TRA provides a crucial historical context for
understanding the evolution of technology acceptance theories. It sets the stage for
understanding the subsequent models [12].

3.1.2 Theory of planned behavior (TPB)

Developed by Ajzen [13], the TPB framework illustrates the essential nature of
attitudes, social norms, and perceived control in determining one’s intentions. TPB
has been used to explore how users’ attitudes toward fintech and their perceptions
of social norms influence their adoption decisions [13]. It is particularly useful in
understanding the social context of fintech adoption.

3.2 Core technology acceptance models
3.2.1 Technology acceptance model (TAM)

TAM, developed by Davis [14] suggests that the perception of a technology’s
perceived usefulness (PU) and its perceived ease of use (PEOU) are essential in influ-
encing its adoption. Within the fintech sector, PU denotes the user’s conviction that
fintech utilization will enhance their financial outcomes, whereas PEOU refers to the
user’s belief that engaging with fintech will require minimal effort. These two factors
are central to understanding technology adoption from a user perspective.

3.2.2 Extended technology acceptance model (TAM?2)

Developed by Venkatesh and Davis [15] TAM2 extends TAM [14] by incorporating
additional constructs, such as subjective norms, image, job relevance, output quality,
and result demonstrability. TAM2 has been used to better capture social influences and
cognitive instrumental processes in technology adoption [15]. This extension allows for
a more nuanced understanding of the factors influencing technology adoption.

3.2.3 Unified theory of acceptance and use of technology (UTAUT)

UTAUT, developed by Venkatesh et al. [16] extends TAM [14] by integrating
additional factors, including performance expectancy, effort expectancy, social influ-
ence, and facilitating conditions. UTAUT has been widely applied in fintech studies,
particularly in emerging markets, where social influence and facilitating conditions
play a significant role in adoption [16]. Its application in emerging markets is particu-
larly relevant due to the strong influence of social and environmental factors.

3.2.4 Extended unified theory of acceptance and use of technology (UTAUT2)

With UTAUT?2, Venkatesh et al. [17] extend the original UTAUT [16] by add-
ing hedonic motivation, price value, and habit as additional determinants to better
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explain consumer behavior in voluntary contexts. UTAUT?2 [17] is particularly rel-
evant for fintech adoption studies examining consumer-oriented financial technolo-
gies. This framework is particularly valuable for understanding voluntary technology
adoption in consumer contexts.

4. Key constructs in fintech adoption theories

To better understand the determinants of fintech adoption, we categorize the
key constructs into two groups: Traditional TAM [14] and UTAUT [16] constructs
(including perceived usefulness, ease of use, performance expectancy, effort expec-
tancy, social influence, and facilitating conditions), and emerging factors (such as
trust, security, and government support, personal innovativeness, financial literacy,
and hedonic motivation. This categorization facilitates a more structured analysis of
the factors influencing fintech adoption.

4.1 Traditional constructs

The literature identifies several key determinants of fintech adoption, which can
be grouped into traditional and emerging determinants.

* Perceived usefulness (PU): Users are more likely to adopt fintech if they believe it
will improve their financial performance [14]. Empirical evidence supports this,
with studies highlighting its consistent positive impact on adoption. This belief is
a fundamental driver of technology adoption [6, 18].

* Perceived ease of use (PEOU): Users demonstrate a tendency to accept financial
technology when they find it to be user-friendly [14]. Studies demonstrate that
ease of use predominantly shows a positive influence on adoption [19, 20].

* Performance expectancy: Indicates the level of belief that employing a system will
lead to better job outcomes [16]. Studies underscore its strong correlation with
adoption. The perception that a technology will improve job performance is a
strong predictor of adoption [21, 22].

* Effort expectancy: The level of convenience and usability that people feel when using
a specific information system [16]. While generally enhancing adoption, studies note
context-dependent variations [23, 24]. The perception of convenience and usability
is a key factor influencing adoption, but can vary depending on the context.

* Social influence: The influence of peers and social networks affects fintech adop-
tion [16]. Many Studies emphasize peer and societal impact [22, 25].

* Facilitating conditions: The degree to which an individual believes that an orga-
nizational and technical infrastructure exists to support the use of the system
[16]. Studies in literature demonstrate their pivotal role [7, 26]. A supportive
infrastructure is crucial for successful technology adoption.

Table 2 provides a summary key determinants of fintech adoption and their
impact.
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Determinant Impact Key supporting studies
Perceived usefulness Strong (+) [6, 18, 27]

Perceived ease of use Moderate (+) [18, 20, 21]

Social influence Contextual (+/-) [23, 25, 28]

Performance expectancy Strong (+) [22,25,29]

Effort expectancy Moderate (+) [23-25]

Facilitating conditions Strong (+) [23, 26, 29]

Source: Authors.

Table 2.
Key determinants of fintech adoption and their impact.

4.2 Emerging determinants
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Trust: Trust refers to loyalty to the services or reputation of a firm [30]. Studies
highlight its positive influence on adoption behavior. Trust in the service pro-
vider is crucial for adoption [18, 31].

Perceived benefit: An individual’s belief that specific positive outcomes will result
from a specific behavior [32]. Economic benefits and convenience are significant
drivers, as noted in the literature [33, 34]. Individuals are more likely to adopt
fintech when they perceive notable benefits.

Perceived risk: Perceived risk is defined as people’s belief about potential nega-
tive consequences when trading online [35]. It can have both positive and nega-
tive effects, depending on the context, with operational risks being a concern
for small and medium-sized enterprises (SMEs) [36, 37]. Perceived risk can
have complex effects on technology adoption, depending on the context and
the user.

Government support: Government support includes the regulatory and legisla-
tive framework established by the government for the development of financial
technology [38]. Its impact can be both positive and negative, depending on user
perceptions, as indicated by the same authors [38]. Government support can
influence technology adoption, but the impact is dependent on user perceptions
of the regulatory environment.

Personal innovativeness: Individuals who are more open to experimenting with
new technologies are more likely to adopt fintech services [39]. A willingness to
experiment with new technologies is a strong predictor of adoption.

Security and privacy: Security and privacy prerequisites were quantitatively
emphasized as critical for technology adoption, while their role in building trust
was highlighted [40, 41]. Barriers to adoption can arise when these concerns
emerge.

Hedonic motivation: Enjoyment and satisfaction derived from technology use
(hedonic motivation) influences adoption behaviors according to research [28].
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Determinant Impact Key supporting studies
Trust Strong (+) [18, 23, 31]

Perceived benefit Moderate (+) [21, 33, 34]

Perceived risk Contextual (+/-) [33, 36, 37]
Government support Contextual (+/-) [6, 38, 44]

Personal innovativeness Strong (+) [21, 28, 38]

Security and privacy Strong (+) [40, 41]

Hedonic motivation Contextual (+/-) [22, 28, 29]

Financial literacy Moderate (+) [38, 43]

Source: Authors.

Table 3.
Emerging determinants of fintech adoption identified in the literature and their impact.

* Financial literacy: Understanding personal finance information (“financial lit-
eracy”) enables better planning and positively impacts fintech adoption through
informed decision-making [42, 43].

Table 3 demonstrates the emerging determinants of fintech adoption, as they
appear in the literature.

Emerging determinants help address research gaps: Trust and perceived risk
directly shape adoption behaviors (Research Question 1). Financial literacy and
personal innovativeness enhance traditional acceptance models by explaining user
assessments of fintech utility and ease (Research Question 2). Government support,
hedonic motivation, and perceived benefits—combined with trust and security—
provide a holistic understanding of acceptance (Research Question 3), as government
mitigates trust barriers, hedonic motivation drives nonutilitarian adoption, and
perceived benefits amplify usefulness. These constructs collectively complement
traditional frameworks.

5. Results and discussion
5.1 Research question 1: Synthesizing determinants of adoption

The review synthesizes evidence addressing what drives fintech adoption and how
trust/security interact within acceptance frameworks.

5.1.1 TAM-velated factors

Perceived Usefulness (PU) remains a cornerstone of the technology acceptance
model (TAM) [14], with empirical studies affirming its pivotal role across diverse
contexts. Its significance is evident among tech-savvy users prioritizing transactional
efficiency in Malaysia and in India, where cost reduction drives adoption [29, 45].
However, exceptions exist where trust surpasses PU in high-risk contexts. Noted
exceptions where trust surpasses PU in high-risk contexts, underscoring its contex-
tual dependency [27]. Simplified interfaces were found to enhance PEOU-driven
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adoption among rural populations in Palestine, while preliminary studies in Malaysia
identified competitive advantage as a key PEOU amplifier [46, 47].

Perceived Ease of Use (PEOU) is critical for non-tech users in Indonesia through
simplified interfaces, but less influential in advanced economies like Germany, where
advanced features take precedence [44, 48]. This dichotomy highlights PEOU’s
diminishing relevance in digitally mature markets but reinforces its necessity in
bridging adoption gaps among underserved populations. PEOU showed stronger
effects among financially literate users in Malaysia, yet proved insignificant in South
Korea despite cultural proximity to high-adoption regions [49, 50]. The impact of
PEOU is also mediated by trust [27].

5.1.2 UTAUT-velated factors

While TAM [14] emphasizes perceived usefulness and ease of use, UTAUT [16]
extends this framework with social influence and facilitating conditions, offering
broader applicability in emerging markets. Age significantly moderated performance
expectancy in Pakistan [51], while system quality showed no effect on adoption in
nonfinancial institutions [52].

Performance Expectancy is particularly notable in professional contexts [16]. For
instance, streamlining small business operations in Saudi Arabia [24] observed its
impact in Saudi Arabia. However, weaker effects occurred in Ghana due to infrastruc-
tural gaps, and COVID-19 accelerated finance app downloads globally [48, 53].

Effort Expectancy aligns with PEOU but extends to cognitive load reduction [16].
Effort Expectancy (reflecting ease of use and reduced cognitive load) significantly
drives FinTech adoption in Malaysia by minimizing transactional complexity [49].
Conversely, in South Korea, Effort Expectancy becomes less relevant, as speed super-
sedes simplicity [37]. These disparities underscore their context-dependent relevance,
particularly in cash-to-digital transitions.

Social Influence emerges as a robust predictor in collective cultures [16]. It drives
rural adoption in Vietnam through community endorsements and tribal networks
in Saudi Arabia, and did not affect attitudes in the Gulf Cooperation Council (GCC)
countries [54-56].

Facilitating Conditions are critical for bridging adoption barriers [16]. They thrive
under Bangladesh’s government-backed infrastructure [7], but falter under Ghana’s
fragmented policies [57]. This determinant’s efficacy hinges on regulatory coherence
and public-private collaboration, particularly in emerging economies, with financial
literacy enhancing conditions in Indonesia [58].

5.1.3 Trust-velated factors

Trust, defined as confidence in fintech providers’ reliability and integrity, medi-
ates traditional adoption factors [30]. Research in India pointed out that trust is a
vital component that influences user decisions, while also considering institutional
credibility against perceived risks [59]. Moreover, trust fully mitigates hesitancy in
Indonesia [60]. During COVID-19 in Jordan, it mediated perceived risks but was
insignificant in Islamic Fintech adoption in Indonesia [61, 62]. These insights position
trust as both a catalyst and vulnerability in adoption ecosystems.

Security perceptions, integral to trust, directly influence long-term fintech
engagement [35]. Stringent data laws drive adoption in Germany, while security
perceptions prioritize encryption in Bangladesh [63, 64]. Technical factors (system
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quality, situational normality) and social factors (herding, subjective norm) built
trust for continuance in China [65], though security risk was insignificant in Malaysia
[36]. Consequently, these findings necessitate adaptive security frameworks cali-
brated to region-specific risk profiles.

5.1.4 Emerging determinants

Financial literacy exhibits significant contextual variability: In Indonesia, it
shows minimal influence on adoption due to intuitive platform designs [38], while in
Malaysia, educated users’ investment activities correlate strongly with fintech adop-
tion [43]. Meta-analytic reviews confirm its role as a supplementary factor in markets
with user-centric platforms, though it significantly shapes attitudes when combined
with trust in Bangladesh [66, 67].

Government Support, through policies and infrastructure, accelerates adoption in
regulated environments [6], with high innovation and economic development driving
country-level adoption [68]. While effective in India’s rural penetration, top-down
approaches neglect grassroots needs in Ghana [57] and traditional infrastructure
moderates household consumption impacts in China [69].

Personal Innovativeness, or openness to new technologies, drives adoption
among early adopters despite risks [5], though infrastructural gaps offset effects in
Bangladesh [7]. Post-COVID, it boosted loyalty in Malaysia, while perceived risks
dominated benefit assessments in similar contexts [70, 71].

Hedonic Motivation retains users in South Korea’s gamified platforms [37], but it is
irrelevant in utilitarian-driven India [72]. In Indonesia, economic benefits and conve-
nience showed stronger effects than enjoyment, while brand trust, mediated through
attitudes, significantly influenced adoption [73, 74]. Consumer-attitude studies in
India highlighted low cost and time-saving as paramount drivers [75].

Overall, these findings confirm that emerging adoption determinants—financial
literacy, government support, personal innovativeness, and hedonic motivation—
vary significantly across contexts instead of operating universally or adhering to fixed
hierarchies.

5.1.5 Demographic factors in fintech adoption

Demographic factors, such as age, gender, income, and education, shape fintech
adoption variably across contexts. Younger generations prioritize perceived usefulness
and trust in India and exhibit higher adaptability to facilitating conditions in Jordan
[1, 21]. In Poland, income and gender gaps persist, while in Bangladesh, age signifi-
cantly moderates effort expectancy and social influence [76, 77]. Studies emphasized
the role of trust and social influence in shaping attitudes toward fintech in Nigeria,
especially among educated urban populations [18]. In Nigeria, studies emphasize
trust and social influence as key drivers of fintech adoption among educated urban
populations, aligning with Palestine’s findings, where Millennials prioritized trust
and Gen-Z emphasized ease of use [18, 46].

Contradictions in findings emerge across regions: In Indonesia, financial literacy
showed minimal influence on adoption, challenging assumptions about education
as a key driver [38]. Meanwhile, income is irrelevant in Germany—contrasting with
developing economies—where age and education significantly moderated perceived
usefulness [48]. Gender differences also varied, with no effect observed in Bangladesh
[7], whereas males are more inclined to adopt fintech in Malaysia [78]. Trust and
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responsiveness mediated adoption intentions in India, while Islamic financial tech-
nology adoption followed distinct behavioral patterns [79, 80].

In summary, demographics are context-dependent: Younger, tech-proficient,
higher-income users drive adoption in advanced markets, whereas accessibility and
usability prevail in developing regions (Figure1).

5.1.6 Trends in fintech adoption across countries

Fintech adoption varies widely across regions, shaped by differences in socio-
economic conditions, regulatory environments, and technological infrastructure.
In advanced economies like Germany and the Netherlands, high adoption rates are
driven by strong digital infrastructure, widespread trust in technology, and perceived
benefits [48, 81]. In contrast, emerging markets, such as Indonesia and Nigeria,
have made progress through government-led initiatives, including financial literacy
programs and the expansion of mobile technology to address challenges like limited
access to traditional banking services [18, 38]. Pakistan significantly advanced
financial inclusion through government-led policies in the last decade, with fintech
innovations serving as a key driver for extending service coverage [82]. Meanwhile,
in emerging markets, such as Indonesia, technostress hinders Gen-Z adoption [83],
while perceived risk, ease of use, and usefulness significantly boosted adoption
attitudes in Jakarta [84]. In Hungary, COVID-19 risk emerged as a predominant deter-
minant of mobile payment adoption [85]. Comparative analysis of China and Korea
identified price value as the primary driver in China, contrasting with credibility in
Korea, while systematic reviews highlight firm-user communication as critical for
adoption alignment [86, 87].

Regional differences highlight the diverse factors influencing fintech adoption.
In Sub-Saharan Africa, for instance, practical considerations, such as ease of use and
established habits, drive adoption among specific user groups, such as port work-
ers in Ghana [57]. Meanwhile, East Asian countries, like China and South Korea,
lead in adoption by seamlessly integrating fintech into e-commerce platforms and
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Demographic patterns in fintech adoption concerning age, income, education, and gender. Source: Authors.
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broader digital ecosystems [37]. Challenges persist in regions such as Pakistan and
Bangladesh, where fragmented regulations and low financial literacy hinder progress
despite rising mobile penetration [26, 82].

Most studies agree that regulatory clarity, government support, and cultural
acceptance are critical drivers of fintech adoption. Emerging economies prioritize
accessibility for underserved populations, while advanced economies focus on
innovation and technological refinement, underscoring the need for context-specific
strategies to address distinct regional challenges and opportunities (Figure 2).

5.1.7 Cryptocurvency adoption: Trust, security, and decentralized frameworks

The rise of cryptocurrencies introduces unique determinants of adoption that
extend beyond traditional technology acceptance frameworks. Unlike centralized
financial technologies, cryptocurrencies operate in decentralized ecosystems where
trust shifts from institutional intermediaries, such as banks, to blockchain protocols,
and cryptographic security mechanisms.

Empirical studies emphasize that perceived security—such as resistance to hack-
ing, fraud, and unauthorized access in wallets and exchanges—is critical for adoption
[88]. For instance, trust in decentralized exchanges (DEXs) hinges on transparent
smart contract audits by third parties, as vulnerabilities in code can lead to irrevers-
ible financial losses [89].

Regulatory ambiguity remains a significant barrier, with users fearing legal reper-
cussions due to inconsistent global frameworks [90]. Security breaches in centralized
exchanges (CEXs) further underscore the need for robust cybersecurity measures,

s 3 s \
Rapid mobile penetration
SOUTH ASIA growth
Low Financial Literacy
hindering adoption
' A '\ A
4 N 4 ™\
Rapid mobile penetration
SUB-SAHARAN AFRIICA growth
Habit - driven adoption
in specific user groups
\ A L A
's p s '
Deep e-commerce
REGIONAL FINTECH EAST ASIA platform integration
ADOPTION FACTORS Advances ecosystem
maturity
. J ‘. J
f 3\ { ™\
Strong digital
EUROPE infrastucture
High institutional trust
. A ‘. A
's ™ 's ~
Youth - driven adoption
patterns
MIDDLE EAST Educational level as key
moderator
. A L vy

Figure 2.
Regional fintech adoption factors. Source: Authors.

37



Cryptocurrencies — Innovations, Challenges, and Future Prospects

driving users toward noncustodial wallets despite usability challenges (e.g., complex
private key management) and risks of human error [91].

Trust in cryptocurrencies is also tied to technological transparency. Blockchain’s
immutable ledger fosters trust through algorithmic consensus, yet DeFi platforms face
unique risks like oracle manipulation or flash loan attacks, which exploit decentral-
ized governance gaps [92].

These findings underscore the need to redefine trust in decentralized contexts.
Unlike traditional models where trust is institutionally anchored, cryptocurrency
adoption requires frameworks that prioritize algorithmic transparency, regulatory
clarity, and user education on security practices.

5.1.8 Synthesizing the findings of primary determinants of adoption

This synthesis integrates evidence from Sections 5.1.1-5.1.7 to address RQ1.
Synthesizing the findings derived from the reviewed literature, the primary determi-
nants influencing the adoption of fintech are intricate and interrelated. Perceived use-
fulness (PU) and perceived ease of use (PEOU) consistently surface as fundamental
catalysts [14]. PU emerges as the strongest catalyst in distinct socioeconomic settings
[93]. Further analysis reveals that trust operates three interdependent dimensions:
Institutional, technological, and interpersonal trust distinctly shape risk governance
and continuance intention [94]. Nonetheless, its impact is significantly mediated by
perceptions of confidence and safety [95]. This aligns with findings that trust miti-
gates perceived risk, as evidenced in Malaysia and India, while users balance fintech
benefits against privacy concerns [45, 96].

Notably, risk perceptions dominate adoption barriers in culturally distinct contexts
like Pakistan [97]. Further reinforcing these dynamics, TPB [13] studies in Spain verify
that attitudes, control beliefs, and social norms—combined with trust-risk assess-
ments—jointly guide adoption decisions within context-sensitive frameworks [98].

In conclusion, while PU and PEOU establish initial acceptance, trust and security
perceptions ultimately dictate adoption. Addressing these concerns is critical for
designing effective fintech strategies across diverse contexts.

These complex interrelationships are visually synthesized in Figure 3, which
conceptualizes adoption as requiring three interconnected domains: (1) Traditional
factors (PU, PEOU, social influence, facilitating conditions) form essential inputs; (2)
Trust and security mediate these inputs; and (3) Emerging factors (financial literacy,
government support, etc.) serve as dual enhancers that simultaneously strengthen
traditional factors and build trust.

5.2 Research question 2: Critical evaluation of traditional models

This section critically evaluates the capacity of TAM and UTAUT frameworks to
model trust and security dynamics in fintech adoption contexts.

5.2.1 Dominant theoretical networks velated to technology acceptance indexed in the
literature

The review of fintech adoption literature shows that the technology acceptance
model (TAM) [14] and Unified Theory of Acceptance and Use of Technology
(UTAUT) [16] dominate the field. TAM primarily emphasizes perceived useful-
ness and ease of use [14], while UTAUT extends this foundation by incorporating
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Figure 3.
Intervelationships among traditional factors, trust-security, and emerging factors in fintech adoption. Source:
Authors.

social influence, facilitating conditions, and demographic moderators [16],
enhancing its applicability in diverse contexts—particularly emerging markets.
Though less prevalent, complementary theories like the Theory of Reasoned
Action (TRA) [12] and the theory of planned behavior (TPB) [13] contribute
valuable insights on attitudinal and normative influences. Worth highlighting,
extended models (e.g., like TAM?2 [15], UTAUT2 [17]) address complex drivers but
remain less prevalent in the literature, suggesting underexplored opportunities.
Despite their theoretical dominance, TAM and UTAUT suffer from significant
constraints: They oversimplify human behavior and completely overlook trust and
security (see Section 5.2.2) [14, 16].

Table 4 describes the frequency of theories used in fintech adoption based on the
literature review.

5.2.2 Limitations in capturing trust and security dynamics

While TAM [14] and UTAUT [16] provide foundational insights, their simplified
view of human behavior requires extensions to fully account for trust and security
dynamics. Research demonstrates that trust and perceived ease of use significantly
shape adoption attitudes in extended frameworks, though perceived usefulness lacks
consistent influence [14, 27].

Similarly, trust’s critical role in adoption decisions is emphasized, with perceived
risk and ease of use showing negligible effects [99]. Contrasting perspectives
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Theory Unique citations Variables Key studies
TAM 35 44% [20, 21, 27]
UTAUT 23 29% [7,24,26]
TRA 6 8% [33, 34, 96]
Other Theories' 16 19% [1,23,29]
Total 80 100%

Source: Authors."Includes studies applying TPB, UTAUT2, TAM2, and unclassified frameworks.

Table 4.
Dominant theories related to technology acceptance are indexed in the litevature.

highlight model refinement needs: Trust links to perceived usefulness in some studies,
while others associate it with transparency [19, 48]. Crucially, TAM/UTAUT inad-
equately addresses trust and security as mediators of risk and adoption intent [14, 16].
For instance, in Indonesia, trust dominates traditional UTAUT variables like effort
expectancy, while UTAUT extensions incorporating trust reaffirm the influence of
performance expectancy, effort expectancy, and social influence on FinTech Market
Aggregator adoption [60]. Thus, while valuable for utility/usability assessment,
these models’ inherent oversimplification of behavior means their predictive power
remains limited without explicit trust-security integration [14, 16].

5.3 Research question 3: Integrating emerging factors into acceptance frameworks

Building on determinants identified in Section 5.1.4, this section examines how
emerging factors integrate with trust/security to enhance technology acceptance
models, addressing RQ3. These factors serve as valuable complements to traditional
models by addressing contextual dynamics.

Financial Literacy emerges as a significant driver in developing economies, linked to
informed decision-making and higher adoption rates in Jordan and Malaysia [21, 43].
Contradictorily, it was identified as the least influential variable in Indonesia, suggesting
cultural or contextual disparities [38]. Government Support proves pivotal, fostering
trust and reducing perceived risks in India and China [6, 44]. In contrast, facilitating
conditions proved insignificant in Ghana, indicating that top-down interventions must
be adapted locally to be effective [57].

Hedonic motivation exhibits mixed outcomes: Insignificant in India and Ghana
[23, 56, 72], but proved critical for sustaining user engagement in South Korea [37].
Personal Innovativeness consistently functions as a key determinant in Pakistan and
Malaysia, aligning with findings from China, where technological adeptness increases
trust and adoption [5, 45, 99]. However, in Bangladesh, personal innovativeness
exhibited no significant effect, attributed to infrastructural barriers that limit user
experimentation [7].

While core constructs (PU, PEOU, trust) remain consistent drivers, regional and
demographic disparities underscore the need for adaptive frameworks. Financial lit-
eracy and government support dominate in emerging markets but fade in mature eco-
systems, whereas personal innovativeness varies with user risk tolerance. Integrating
these factors with trust and security into context-sensitive models is critical for global
fintech adoption.
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6. Conclusion

In conclusion, this study synthesizes key drivers of fintech adoption, demonstrat-
ing the enduring relevance of established acceptance frameworks while underscoring
the critical need to integrate trust, security dynamics, and user perceptions with
traditional models to fully explain behavioral patterns. While TAM [14] and UTAUT
[16] provide foundational utility, their limitations in capturing decentralized ecosys-
tems (e.g., cryptocurrencies) and crisis-induced behavioral shifts motivate adaptive
refinements. Crucially, trust mediates risk perceptions in high-stakes contexts, while
government support and financial literacy emerge as pivotal adoption bridges in
emerging economies.

Moving forward, research should prioritize developing hybrid models incor-
porating decentralized trust mechanisms, such as blockchain; cross-regional
validations of frameworks accounting for heterogeneity; and temporal analyses of
crisis-driven adoption. For practitioners, advancing financial inclusion requires
user-centric security design and collaborative policymaking. Addressing these
gaps will enable technology-acceptance models to better reflect fintech’s evolving
landscape.
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Notes

Impact definitions (Tables 3 and 4):
* Strong (+): Supported by >70% of studies.
* Moderate (+): Supported by 50-70% of studies.

* Contextual (+/—): Impact varies by region/culture.

Abbreviations for the appendix table

Theory frameworks

TAM technology acceptance model

UTAUT unified theory of acceptance and use of technology
TPB theory of planned behavior

TRA theory of reasoned action

TTM trust theoretic model

ServPerf service performance

WebQual web site quality measure

PRT perceived risk theory
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Methodology abbreviations

SEM structural equation modeling
PLS partial least squares
EFA exploratory factor analysis
CFA confirmatory factor analysis
PCA principal component analysis
TCA thematic content analysis
MASEM meta-analysis using structural equation modeling
AHP analytic hierarchy process
FAHP fuzzy analytic hierarchy process
TOPSIS technique for order of preference by similarity to ideal solution
SLR systematic literature review
Other
Self-developed Studies without established theoretical frameworks proposed
context-specific models.
Appendix
(See Table Al).
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Nr. Author/s Title Source Year Theory examined Methodology used
[1] Aggarwal et al. Examining the factors influencing fintech Cogent Economics and Finance 2023 TPB SEM-PLS
adoption behavior of GenY in India
2] Rahim etal. Measurement and structural modeling on Journal of Islamic Marketing 2023 UTAUT SEM
factors of Islamic fintech adoption among
Millennials in Malaysia
[4] Kansal and The intention of fintech adoption in TAM Journal of Statistics and 2023 TAM SEM
Saha perspective: A SEM approach Management Systems
[5] Shaikh and Consumers’ innovativeness and acceptance Information Discovery and 2023 Extended UTAUT SEM
Amin toward use of financial technology in Delivery
Pakistan: Extension of the UTAUT model
[6] Das and Das Adoption of fintech services amidst the Managerial Finance 2023 Extended TAM Empirical research
COVID-19 pandemic: empirical evidence
from Assam
[7] Sultana et al. Gravitating toward fintech: A study on Heliyon 2023 ExtendedUTAUT SEM
undergraduates using the extended UTAUT
model
[10] Firmansyah Factors affecting fintech adoption: A Fintech, 2022 TAM-Related SLR
etal. systematic literature review Determinants, UTAUT
-Related Determinants
[18] Akinwale and Factors influencing attitudes and intention Journal of Science, Technology, 2022 Extended TAM SEM
Kyari to adopt financial technology services among Innovation and Development
the end-users in Lagos State, Nigeria
[19] Meyliana and The influence of perceived risk and trust on CommlIT (Communication and 2019 Extended TAM SEM
Fernando the adoption of fintech services in Indonesia Information Technology) Journal
[20] Singh etal. What drives fintech adoption? A multi- Management Decision 2020 TAM, TAM 2, UTAUT, SEM and multigroup
method evaluation using an adapted ServPerf and WebQual analysis
technology acceptance model 4.0
[21] Alkhwaldi et al. Toward an understanding of fintech Sustainability 2022 TAM and UTAUT SEM-PLS

users’ adoption: Intention and e-loyalty
post-COVID-19 from a developing country
perspective
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Nr. Author/s Title Source Year Theory examined Methodology used \g
=
[22] Khan et al. Determinants of behavioral intentions to use Risks 2022 UTAUT SEM-PLS §
Islamic financial technology: An empirical §
assessment g
S
[23] Amnas et al. Understanding the determinants of fintech Journal of Risk and Financial 2023 UTAUT2TTM PLS 5]
adoption: Integrating UTAUT2 with the trust Management L
theoretic model §
<
[24] Bajunaied etal. Behavioral intention to adopt fintech services: Journal of Open Innovation: 2023 Extended UTAUT SEM-PLS 2
An extension of the unified theory of Technology, Market, and )
acceptance and use of technology Complexity ?}
[25] Yohanes et al. The Unified Theory of Acceptance and Use International Conference on 2020 Extended UTAUT PLS §
of Technology (UTAUT) model perspective Information Management and §
to enhance user acceptance of fintech Technology (ICIMTech) °§
application 'S
S
[26] Hassan et al. Drivers influencing the adoption intention Information 2022 Extended UTAUT SEM-PLS i}
toward mobile fintech services: A study on the §
emerging Bangladesh market N
T
[31] Fernando et al. Development and validation of instruments International conference 2018 Extended TAM SEM-PLS N
S
adoption of fintech services in Indonesia on sustainable information N
(Perspective of trust and risk) engineering and technology S
(SIET)
[33] Alietal. How perceived risk, benefit, and trust Foresight 2021 TPR SEM - PLS
determine user fintech adoption: A new
dimension for Islamic finance
[34] Gerlach and Evidence on usage behavior and future The International Journal of 2019 TRA, UTAUT2 Empirical analysis
Lutz adoption intention of Fintechs and digital Business and Finance Research
finance solutions
[36] Keong etal. Perceived risk factors affect intention to use Journal of Accounting and 2020 TRA, PRT SEM-PLS
FinTech Finance in Emerging Economies
[37] Ryu What makes users willing or hesitant to use Industrial Management and Data 2018 Not available PLS
fintech?: The moderating effect of user type Systems (self-developed)
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Nr. Author/s Title Source Year Theory examined Methodology used
[38] Setiawan et al. User innovativeness and fintech adoption in Journal of Open Innovation: 2021 TAM SEM - PLS
Indonesia Technology, Market, and
Complexity
[41] Bouteraa etal. Understanding consumers’ barriers to using Sustainability 2023 Extended UTAUT TCA, SEM-PLS
fintech services in the United Arab Emirates:
Mixed-Methods research approach
[28] Almashhadani Exploring the determinants of fintech Cogent Social Sciences 2023 TAM, UTAUT SEM
etal. adoption and intention to use in Jordan: The
impact of COVID-19
[43] Taufiq et al. Does financial literacy or digital literacy International Conference on 2022 Extended TAM SEM
determine a consumer's use of fintech? Business and Technology (pp.
289-298). Cham: Springer
International
[45] Samarasekara Unlocking the key drivers of fintech adoption: Migration Letters 2023 TAM SEM
etal. The mediating role of trust among Malaysians
[29] Jangir etal. The moderating effect of perceived risk Journal of Risk and Financial 2022 UTAUT2 SEM-PLS
on users’ continuance intention for fintech Management
services
[27] Shahzad et al. COVID-19’s impact on fintech adoption: Journal of Risk and Financial 2022 Extended TAM PLS
Behavioral intention to use the financial Management
portal
[46] Daqar etal. Fintech in the eyes of Millennials and Banks and Bank Systems 2020 Modified TAM Descriptive Research
Generation Z (the financial behavior and
fintech perception)
[47] Huei et al. Preliminary study on consumer attitude International Journal of 2018 Extended TAM SEM
toward fintech products and services in Engineering and Technology
Malaysia
[44] Nangin et al. The effects of perceived ease of use, security, Journal of Consumer Sciences 2020 Not available SEM-PLS
and promotion on trust and its implications (self-developed)

on fintech adoption
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Nr. Author/s Title Source Year Theory examined Methodology used
[48] Jinger and Banking goes digital: The adoption of fintech Finance Research Letters 2020 TAM Principal
Mietzner services by German households Component Analysis
[49] Jinetal. Factors affecting the consumer acceptance of International Journal of Asian 2019 TAM Literature review
fintech products and services in Malaysia Social Science
[50] Joo Understanding acceptance of fintech service Journal of Digital Convergence 2017 TAM, TPB PLS
in Korea: Focused on decomposed TPB into
TAM
[51] Ashraf etal. Factors affecting the adoption of fintech in Journal of Financial Technologies 2022 UTAUT SEM-PLS
Pakistan based on the Unified Theory of (Fintech), Inclusion and
Acceptance and Use of Technology Model: Sustainability
An empirical study on financial inclusion in
Pakistan
[52] Tohang etal. Financial Technology 3.0 adoption in Conference on International 2021 Modified UTAUT PLS
financial and nonfinancial institutions from Issues in Business and Economics
the Modified UTAUT perspective Research (CIIBER 2019)
[53] Fu and Mishra Fintech in the time of COVID-19: Journal of Financial 2022 Not available Preliminary analysis
Technological adoption during crises Intermediation (self-developed)
[54] Linh and Tuyen Factors affecting the intention to use fintech Economics, Management, and 2020 Modified TAM Panel data regression
services in Vietnam Business
[55] Alamoodi and Determinants of fintech products and Journal of International Business, 2021 Extended TAM Reliability Analysis
Selamat aervices adoption in Kingdom of Saudi Arabia Economics and Entrepreneurship
(KSA)
[56] Shehata et al. Factors affecting customers’ adoption of Asian Economic and Financial 2023 TAM, UTAUT SEM-PLS
fintech in the Gulf Cooperation Council Review
countries
[57] Antwi- Factors affecting port users’ behavioral Fintech 2022 UTAUT2 PCA, CFA, SEM
Boampong et al. intentions to adopt financial technology

(fintech) in ports in Sub-Saharan Africa: A
case of ports in Ghana
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Nr. Author/s Title Source Year Theory examined Methodology used
[58] Pertiwi and Analysis of adopting Millennial Generation International Journal of Business 2021 Not available SEM-PLS
Purwanto financial technology (fintech) Services Management and Economic (self-developed)
Review
[59] Nayak et al. Data security and trust affect the users of International Journal of 2021 Extended TAM EFA
fintech? Management
[60] Kurniasari et al. Determinant factors of fintech adoption Journal of Business and 2023 Extended UTAUT SEM
in organizations using the UTAUT theory Management Review
approach
[61] Al Nawayseh Fintech in COVID-19 and beyond: What Journal of Open Innovation: 2020 Modified UTAUT SEM
MK factors are affecting customers’ choice of Technology, Market, and
fintech applications? Complexity
[62] Widiatmo Technology acceptance model analysis of TIJARI International Journal of 2021 Extended TAM SEM-PLS
adoption intention to use Indonesian Islamic Islamic Economics, Business and
fintech Apps Amid the COVID-19 pandemic Entrepreneurship, 1(3), 80-107
[63] Stewart and Data security and consumer trust in fintech Information and Computer 2018 Extended TAM CFA, SEM
Jiirjens innovation in Germany Security,
[64] Yanetal. Factors influencing the adoption intention Environmental Science and 2021 Extended UTAUT SEM
of using mobile financial service during the Pollution Research volume
COVID-19 pandemic: The role of fintech
[65] Wang What determines customers’ continuance Industrial Management and Data 2019 Not available SEM-PLS
intention of fintech? Evidence from YuEbao Systems (self-developed)
[36] Tang etal. Perceived risk factors affect intention to use Journal of Accounting and 2020 TRA SEM
fintech Finance in Emerging Economies
[66] Feng etal. Determinants of technology acceptance: Two Journalism and Mass 2021 Extended TAM MASEM
model-based meta-analytic reviews Communication Quarterly
[67] Ayoungman User attitude and intentions toward fintech in International Journal of Asian 2021 TAM and TPB PLS
etal. Bangladesh Business and Information

Management
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Nr. Author/s Title Source Year Theory examined Methodology used
[68] Huarng and Yu Causal complexity analysis for fintech Journal of Business Research 2022 Not available Fuzzy set/Qualitative
adoption at the country level (self-developed) Comparative
Analysis
[69] Yang and Fintech adoption and financial inclusion: Journal of Banking and Finance, 2022 Not available Heterogeneity
Zhang Evidence from household consumption in (self-developed) analysis
China
[70] Le Examining factors that boost intention Heliyon, 2021 TRA and TAM SEM-PLS
and loyalty to use fintech post-COVID-19
lockdown as a new normal behavior
[71] Jain and Raman A partial least squares approach to digital Journal of Financial Services 2022 Not available SEM-PLS
finance adoption Marketing (self-developed)
[72] Sakhare et al. What drives fintech adoption? A study on European Economic Letters 2023 Not available EFA, CFA
perception, adoption, and constraints of (self-developed)
fintech services
[73] Haqqiand Exploring risk and benefit factors affecting Proceedings of the 3rd Asia 2020 Not available SEM-PLS
Suzianti user adoption intention of fintech in Pacific Conference on Research (self-developed)
Indonesia in Industrial and Systems
Engineering
[74] Sadiyah Analysis of factors affecting adoption of Sentralisasi 2021 TAM PLS
financial technology application
[75] Lachhwani and A study on consumer attitude toward fintech Skips Anveshan 2021 Not available Descriptive Research
Jain services (self-developed)
[76] Swacha-Lech Determinants of the adoption of innovative E and M Ekonomie a Management 2021 Not available Logistic regression
and Solarz fintech services by Millennials (self-developed)
[77] Khatun and Factors affecting the adoption of fintech: A Copernican Journal of Finance 2020 Modified UTAUT SEM with the
Tamanna study based on the financial institutions in and Accounting Generalized Least
Bangladesh Squares method
[78] Tun-Pinetal. An adoption of fintech services in Malaysia South East Asia Journal of 2019 TAM, UTAUT Regression Analysis

Contemporary Business
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Nr. Author/s Title Source Year Theory examined Methodology used
[79] Singh etal. Exploring trust and responsiveness as International Journal of 2021 Extended TAM ESM-EFA
antecedents for intention to use fintech Economics and Business Research
services
[80] Darmansyah Factors determining behavioral intentions Journal of Islamic Marketing 2020 TAM SEM-PLS
etal. to use Islamic financial technology: Three
competing models
[81] Hasan and al. Evaluating drivers of fintech adoption in the Global Business Review 2021 TAM and VAM Correlation analysis
Netherlands and frequency
analysis
[82] Noreen et al. Role of government policies in fintech Universal Journal of Accounting 2022 Not available Literature review
adoption and financial inclusion: A study in and Finance (self-developed)
Pakistan
[83] Nurjaman et al. Assessing the adoption of fintech acceptance International Conference on 2023 UTAUT SEM
among Indonesian Gen-Z using the UTAUT Advancement in Data Science,
model and SEM analysis E-learning and Information
System (ICADEIS)
[84] Natsir et al. The implementation of the technology International Journal of 2023 Extended TAM SEM-PLS
acceptance model in analyzing attitudes Application on Economics and
toward the adoption of fintech Business
[85] Daragmeh et al. FinTech payments in the era of COVID-19: Behavioral and Experimental 2021 Extended TAM 2 SEM
Factors influencing behavioral intentions of Finance
“Generation X” in Hungary to use mobile
payment
[86] Mu and Lee An application of fuzzy AHP and TOPSIS Journal of Service Research and 2017 UTAUT2 FAHP
methodology for ranking the factors Studies
influencing fintech adoption intention: A
comparative study of China and Korea
[87] Utami et al. Adoption of fintech products: A systematic Journal of Creative 2021 Not available SLR

literature review

Communications

(self-developed)
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Nr. Author/s Title Source Year Theory examined Methodology used
[93] Fernando Analysis of the influence of consumer International conference on 2019 TAM SEM
behavior using fintech services with SEM and information management and
TOPSIS technology (ICIMTech)
[94] Xieetal. Understanding fintech platform adoption: Journal of Theoretical and Applied 2021 Extended UTAUT SEM
Impacts of perceived value and perceived risk Electronic Commerce
[95] Xiaetal. Trust in fintech: Risk, governance, and Journal of Computer Information 2022 Not available SEM-PLS
continuance intention Systems (self-developed)
[96] Guptaetal. Determinants of continuous intention to Journal of Financial Services 2023 TAM, TRA EFA, SEM
use fintech services: the moderating role of Marketing
COVID-19
[97] Saleem Fintech revolution, perceived risks, and International Journal of 2021 Not available Multi-method
fintech adoption: Evidence from the financial Multidisciplinary and Current (self-developed) quantitative analysis
industry of Pakistan Educational Research
[98] Irimia-Diéguez Predicting fintech innovation adoption: the Finance Innovation 2023 TPB, TRA SEM-PLS
mediator role of social norms and attitudes
[99] Huetal. Adoption intention of fintech services for Symmetry 2021 Extented TAM SEM

bank users: An empirical examination with an
extended technology acceptance model

Table A1.
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Chapter 4

Regulating the Future: Global
Infrastructure, Compliance, and
the Role of Digital Currencies

Andrea Romaoli Garcia

Abstract

This paper explores the intersection of cryptocurrency regulation and Global
Infrastructure Initiative (GII), analyzing how emerging regulatory frameworks
and transnational cooperation are reshaping the future of ethical digital finance. It
examines the evolution of regulatory responses to decentralized technology, including
priority topics such as anti-money laundering (AML), know-your-customer (KYC)
compliance, and jurisdictional fragmentation. Drawing on connections to GII, the
chapter underlines the appeal for interoperable standards, digital sovereignty, and
ethical governance in order to facilitate robust financial infrastructures in emerging
and developing economies. Focusing particularly on how international PPPs, multi-
lateral institutions, and regulatory sandboxes can merge innovation with security, the
chapter issues a new paradigm of regulation under the Sixth Dimension of Human
Rights and the Principle of Sovereignty of Life. This paradigm embraces cross-border
collaboration, technology neutrality, and human rights protection in the digital
economy. The discussion also takes into consideration the environment of Central
Bank Digital Currencies (CBDCs), digital identity systems, and the ethical basis of
algorithmic decision-making in global financial infrastructure design.

Keywords: cryptocurrency regulation and digital sovereignty, Global Infrastructure
Initiative, financial inclusion, supranational coordination, ethical fintech and digital
economy

1. Introduction

Nowadays, one of the biggest concerns that causes severe consequences for finan-
cial institutions relates to organized crime acting through cybersecurity and money
laundering. On the one hand, it can lead to economic instability, corruption, and
erosion of public trust in institutions from a societal perspective. On the other hand,
financial institutions can be impacted by reputational damage, robust fines, and even
criminal charges. A moral decline can be raised as a general result when financial
crime is unchecked because it would encourage more people to engage in similar
activities, leading to a societal breakdown.
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Those are consequences from criminal organizations using change of value to
perform crimes, or related to cybercrime when they use technological resources to
perform these crimes. It means that dollars, euros, yen, reals, any other coin, and also
cryptocurrency can be used by organized crime as instruments to perform crimes.
While coins are designed to deliver value to society and increase human dignity,
organized organizations will also use them regardless of the species of coin.

The emergence of cryptocurrencies brought complexity in global finance and
stressed conventional regulatory regimes and raising existential concerns about the
nature of monetary sovereignty, compliance, and systemic stability. On one hand,
decentralized technologies facilitate new modes of value transmission beyond the
control of established financial intermediaries; on the other hand, they also expose
fundamental regulatory blind spots, particularly in the areas of anti-money launder-
ing (AML), know-your-customer (KYC) practices, and cross-border enforcement.
These disruptions go beyond physical territories as well, and they point to the impera-
tive of an internationally coordinated task force to ensure that digital finance innova-
tion proceeds by ensuring legal, ethical, or economic safeguards.

The disruption led to the sensitive demand for strong, inclusive, and interoper-
able digital financial infrastructure due to current regulatory approaches remaining
largely reactive and jurisdictionally fragmented, frustrating the development of con-
sistent policies that could underpin both innovation and systemic stability. In these
conditions, the definition of a shared global infrastructure capable of mapping new
financial technologies onto shared principles of governance has become an urgent
priority. This is particularly applicable in a world where digital finance is ever more
intersecting with development goals, cybersecurity concerns, and evolving concepts
of digital sovereignty.

This chapter approaches the Global Infrastructure Initiative (GII) as a crucial
framework for examining the intersection of digital currency regulation and transna-
tional financial infrastructure. Also considering the critical engagement with the role
of public-private partnerships, multilateral institutions, and regulatory sandboxes,
it is expected that the discussion may be able to identify pathways toward a regula-
tory paradigm that embraces cross-border coherence, technological neutrality, and
fundamental rights protections. In doing so, this chapter contributes to advocating for
regulatory designs that are anticipatory rather than reactive and that align with the
ethical and operational demands of a digitized global economy.

The Global Infrastructure Initiative (GII) is a community of senior leaders focused
on promoting sustainable, inclusive, and future-ready infrastructure in which the
United Nations (UN) plays a significant role. The GII acts primarily through the UN
Sustainable Development Goals (SDG) and different strategic initiatives aimed at
bridging the global infrastructure gap and scaling innovation, facilitating relation-
ships, and mobilizing change to advance infrastructure as a catalyst for growth.

Furthermore, senior leaders and UN leaders emphasize that financial institutions
and financial instruments are crucial to promote financing for development that will
increase infrastructure investment to achieve the SDG.

Thus, while there is no assertive crypto regulation with the power to build a strong
and direct relationship with the Global Infrastructure Initiative, it cannot be denied
that synergy is a realistic possibility. The purpose and relevance of exploring the con-
nection are in the shared goal of encouraging innovation to meet global infrastructure
needs within a more effective and inclusive path toward to development of infrastruc-
ture and a better citizenship relationship. However, filling the gaps in risk, regula-
tion, and basic philosophy will require a joint effort by policymakers, banks, and the
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technological sector for building a regulatory infrastructure with the potential to
support both the physical world’s solid foundations and the digital infrastructure of
the new financial frontier.

The notion of connecting the Global Infrastructure Initiative (GII) with the turbu-
lent world of cryptocurrency regulation presents an interesting and complex frontier
in the creation of innovative sources of infrastructure financing, in which underlying
blockchain technology alongside cryptocurrencies remains in the initial stage as a help
to bridge the multi-trillion-dollar global infrastructure gap.

The critical point lies in significant discrepancies in their core philosophies and
operational realities that prevent a seamless integration.

This chapter aims to discuss crucial issues and opportunities in blockchain and cryp-
tocurrency integration in the financing of the Global Infrastructure Initiative (GII).

2. The evolving landscape of cryptocurrency regulation

As cryptocurrencies transition from the edge of financial creativity toward the
heart of global financial systems, different regulatory responses have come up by
jurisdiction and reflect a broad array of philosophical, political, and economic agen-
das. What has been noted is that while some countries have embraced digital asset
innovation, others have responded with tough restrictions and even prohibitions. This
has resulted in a mosaic of regulations that reflects both the geopolitical agendas and
technological ambitions of the twenty-first century.

These are policy gaps identified:

Lack of universal legal definitions, such as the Decentralized Autonomous
Organization (DAO), stablecoin, and tokenized assets.

Absence of a binding international convention or regulatory treaty.

Minimal ethical and sustainability integration in existing frameworks.

Inconsistent treatment of cross-border crypto activity, such as taxation and
consumer protection.

Regarding the international scenario, despite there being multilateral efforts and
forums seeking to solve this regulatory mosaic that aim to coordinate regulatory
approaches and address cross-border risks, at present, no single binding international
convention or global council has authority over the regulation of cryptocurrencies.

In this regard, in 2023, the International Organization of Securities Commissions
(IOSCO), which acts in the securities regulations and guidance, including crypto-
asset markets, released a comprehensive policy recommendation framework for
crypto-asset service providers. However, there are non-binding guidelines, and
enforcement depends on domestic regulators.

Also, the Bank for International Settlements (BIS), which leads the Innovation
Hub and the Basel Committee on Bank Supervision on policy frameworks for Central
Bank Digital Currencies (CBDCs), seeks to establish financial stability and banking
exposure to crypto with less focus on retail or decentralized finance (DEFT).

In 2023, the G20 and Financial Stability Board (FSB) emerged as a strong leader in
crypto regulation by endorsing the FSB’s recommendations to create a global regula-
tory baseline that is in progress by 2025 (the year that this book is published) and is
still non-binding with no enforcement mechanism.

Some specialized UN bodies are discussing ethical frameworks and sustain-
able development considerations, and the United Nations Office on Drugs and
Crime (UNODC) and the United Nations Interregional Crime and Justice Research
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Institute (UNICRI) are focused on the use of crypto in crime and digital justice
frameworks and are discussing ethical frameworks and sustainable development
considerations. However, UNODC and UNICRI are not yet a coordinated financial
regulation authority.

Given the current fragmented scenario, it would make sense to fill all gaps through
harmonization or at least to align global crypto regulation. I would suggest establishing
a UN-led International Convention on Digital Assets that could follow the same model
adopted by the United Nations Commission on International Trade Law (UNCITRAL)
by creating baseline legal definitions, such as digital asset and stablecoin, as well as
harmonizing principles of consumer protection, compliance, and jurisdiction.

With global consensus, establishing a UN-led International Convention on Digital
Assets would define the UN’s inclusive representation and legitimacy with a function
to serve as a soft-law governance forum and to develop a “Global Crypto Taxonomy
Classification System” with working groups. Also, as proposed solution, to accelerate
adoption, would be created a “Multilateral Crypto Governance Body” as a council
that could follow similar model adopted by the Intergovernmental Panel on Climate
Change (IPCC) or Internet Governance Forum (IGF) with benefits for tokenization
assets, cross-border taxation and privacy and security through a strong community
of experts and interested beneficiaries: Governments, private sector, academia, civil
society and technologists.

This proposition would prevent regulatory arbitrage by ensuring that what is
recognized as a security in one jurisdiction is recognized consistently such as already
happens with Carbon Credits.

This model that I suggest here would be covered with trust, integrity and
accountability if embed Ethical and Sustainable Principles that combines the Sixth
Dimension of Human Rights with blockchain protocols which the Principle of
Sovereignty of Life would be a foundation to establish a binding regulation within
national regulatory actions as a solid wall to protect all form of life in the planet of the
use of cryptocurrency to perpetrate crimes even using authorized or registered titles.
The Sixth Dimension of Human Rights through the Principle of Sovereignty of Life
will align regulation with human rights, ethics, and sustainability that will appeal to
both governments and public-interest stakeholders.

2.1 Major regulatory approaches

Regarding current regulatory validation, in 2025, a new Markets in Crypto-Assets
(MICA) regulation came into force to provide resources to develop digital markets
throughout the 27-nation bloc. After that, the European Union (EU) was hit by con-
cerns about the potential to undermine MICA’ goals regarding the speed with which
licenses are being granted by member states [1].

In the same line, the United States has adopted a fragmented, sector-based
regulatory model alongside the Securities and Exchange Commission (SEC), the
Commodity Futures Trading Commission (CFTC), and the Financial Crimes
Enforcement Network (FinCEN), expecting to bring more integrity and transparency
to digital asset markets that resulted in legal uncertainty to the ecosystem.

China accelerates its pilot testing of CBDC began in 2021, and it is expected to
expand digital yuan globally and create a Shanghai operations center, given that the
People’s Bank of China (PBOC), led by Governor Pan Gongsheng, called for a multi-
polar global currency system and financial regulators have been collaborating with
the pledge to establish a stable yuan [2].
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Conversely, in September 2021, El Salvador became the first country in the world
to adopt Bitcoin as a legal tender to increase financial inclusion, remittance effective-
ness, and private investments using emerging technologies. The global community
acted, however, with macroeconomic stability issues within the international finan-
cial institutions, consumer protection concerns, and compliance with global AML
standards. Thus, in retaliation, the International Monetary Fund (IMF) insisted, asa
condition of approving, the implementation of a new $1.4 billion aid program given
by El Salvador. In brief, in January 2025, El Salvador changed its mind, and it ended:
legal tender status was abandoned.

Canada recognizes cryptocurrency through platforms as money services busi-
nesses (MSBs) with a tough regulatory framework to prevent money laundering and
financing terrorism under the laws: Proceeds of Crime (money laundering), Terrorist
Financing Act (PCMLTFA) and a sandbox on blockchain infrastructure (FINTRAC).
The FINTRAC is Canada’s financial intelligence unit (FIU) that plans a variety of new
and changing obligations for businesses against money laundering and anti-terrorist
financing, with tough sanctions by the end of 2025 [3].

The presented regulatory approach demonstrates that even though it hasa
fragmented regulatory scenario that provokes uncertainty in the digital identity
integration with cryptocurrencies, the development is gradual and fragile, converging
toward a safety for interoperability, common definitions, and market operation.

Enforcing cryptocurrency regulation poses unique challenges and cross-border
collaboration, yet it remains struggling against heavy penalties resulting from the
lack of adequate tax classification and increasing risk from the lack of certainty in the
market operation with cryptocurrency.

In this sense, into my book-chapter published in 2019, I discussed about risk
coming from jurisdictional uncertainty and patchwork in the cryptocurrency
regulatory framework as much as I proposed an end-to-end legal foundation to
form a proper scheme of taxation in digital markets with cryptocurrency that
would avoid this patchwork also I detailed about impossibility of harness legal
framework that is applied to traditional financial institutions only with changes or
additions to address complex topics on crypto-assets and its conflicts with securi-
ties, commodities, institutional jurisdictions and conducts toward decentralized
finance (DeFi).

2.2 Fragmentation vs. convergence: The global regulatory patchwork

The presented regulatory approach demonstrates that even though it hasa
fragmented regulatory scenario that provokes uncertainty in the digital identity
integration with cryptocurrencies, the development is gradual and fragile, converging
toward a safety for interoperability, common definitions and market operation.

Geopolitics affects the enforcement of cryptocurrency regulation due to some
jurisdictions having a strong presence of criminal activities that force authorities to
keep eagle eyes on financial transactions in order to avoid feeding terrorism through
laundering money. The future will show a balance between cybersecurity, reliable
algorithms, and digital sovereignty over blockchain anonymity. This future depends
on a peaceful world as a perfect ecosystem to promote diplomacy among global lead-
ers that should seek true solutions that will separate trustful citizens and criminals
without bringing poverty to citizens.

The current diplomacy solves cybersecurity risks by imposing tough rules on
trustful citizens, which is one of the causes of poverty. It is a lazy diplomacy that
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makes profitable work non-affordable due to high costs with taxation that is imposed
as a solution to establish national security.

In this sense, into my book-chapter published in 2019, I discussed about risk
coming from jurisdictional uncertainty and patchwork in the cryptocurrency regula-
tory framework as much as I proposed an end-to-end legal foundation to form a
proper scheme of taxation in digital markets with cryptocurrency that would avoid
this patchwork also I detailed about impossibility of harness legal framework that is
applied to traditional financial institutions only with changes or additions to address
complex topics on crypto-assets and its conflicts with securities, commodities, insti-
tutional jurisdictions and conducts toward decentralized finance (DeFi) [4].

In sum, the conclusion in that book revolves around gray zones and just affirms
that it remains up to the present, given the lazy activity of regulatory bodies. In fact,
in digital finance, using cryptocurrency is complex and harnessing the existing legal
framework causes a “Juridical Frankenstein,” that is to say, a clumsy creature tripping
that scares us.

3. Ethics, compliance, and digital trust in a borderless economy

As global financial systems increasingly integrate decentralized technologies, the
sense extracted from existing fragmentation and the necessity of convergence that
forms a current global regulatory patchwork brings confirmation of compliance and
fosters digital trust that has become a critical priority that remains fraught with legal,
technical, and ethical complexity. Legitimacy, enforceability, and inclusion imply
values circulation as a match for geography issues at a paradox for a borderless digital
economy in which demands for transparency coexist with risks of exceeding limits,
and it is expected that compliance frameworks may strengthen market integrity but
also deepen global inequalities.

Thus, it is a question that would arise from this paradox:

Why do compliance frameworks in cryptocurrency strengthen and deepen global
inequalities?

While compliance frameworks for cryptocurrency are often introduced with
the aim of consumer protection, financial stability, and combating illicit activities,
there are strong arguments and emerging concerns that they could inadvertently
strengthen and deepen global inequalities.

Among reasons, is the increased barriers to entry and financial exclusion caused
by know-your-customer (KYC) and anti-money laundering (AML) that prevents
financial crime and financing terrorism but can be significant hurdles for individuals
in developing countries or marginalized communities due to many people in these
regions may lack official identification documents, proof of address, or access to
traditional banking services that are often required for KYC/AML compliance. As
a consequence, these individuals will be excluded from participating in regulated
crypto markets and their financial inclusion opportunities.

Alongside KYC and AML barriers are joined technological and infrastructural
gaps, whose advanced devices and digital literacy may not be available for every
person, and adding to network coverage with slow speeds and less access to technol-
ogy will increase the digital divide.

Also, implementing and maintaining compliance measures can be expensive for
smaller crypto businesses as well as repress innovation, resulting in a centraliza-
tion and concentration of wealth and power because it favors larger, well-funded
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cryptocurrency companies and institutional investors who have resources to hire legal
teams, develop sophisticated compliance systems, and success complex regulations.

3.1Risks of overregulation and financial exclusion for GII in the cryptocurrency
terrain

Regulatory arbitrage can arise from inconsistent regulatory environments globally,
where crypto international operations can be relocated to jurisdictions with less rigor-
ous rules as a solution to avoid stricter oversight. The paradox is expanded because
those without such options are left where they will be limited and more heavily
regulated choices.

As an example of this ecosystem, the Global North nations are predominantly
leading discussions and shaping international crypto regulations, while the Global
South nations are developing nations that can be placed at a disadvantage insofar as
being in limited representation in policy-making.

In this perspective, this instability of regulation assumes particular significance
when framed within the context of the Global Infrastructure Initiative (GII). Asa
regime that seeks to catalyze cross-border collaboration and long-term infrastructure
investment, the GII can be an essential facilitator of inclusive digitalization. Yet when
decisions regarding financial and technological infrastructure are made in a man-
ner that fails to adequately take into account divergences in regulatory power and
access, the result may be a bifunctional digital economy. Those nations in the Global
South, with minimal institutional capacity to build adaptive regulatory systems or
to negotiate on equal terms in multilateral negotiations, may be locked out of the
cycles of financial innovation fueled by blockchain and cryptocurrency systems. This
regulatory gap, if not bridged, can make the promise of digital inclusion into a tool of
additional exclusion.

As supposed, the overregulation of virtual currencies in the infrastructure frame-
works promoted by the GII can, by default, debase one of its very fundamental goals:
economic development through stable, open systems rendering economic benefits
available to offer human security. In case of a thorough imposition of regulatory
guidelines modeled primarily on Global North priorities, such as strict mechanisms
of identity authentication, without localization to diverse national contexts, the GII
would be perpetuating system barriers rather than eliminating them. For instance,
strict AML/KYC conditions linked to infrastructure financing or fintech evolution
can disproportionately weigh on the unregistered, disqualifying millions in Latin
America’s informal economies, Sub-Saharan Africa, or Southeast Asia.

In this regard, decentralized financial technologies and cryptocurrency have the
possibility to both be a challenge and an opportunity for the GII. In case of suitable
integration into global infrastructure schemes, and with regulatory climates propor-
tional to, interoperable with, and reactive to local contexts, these technologies would
enable financial autonomy, invite trust through decentralized identity platforms,
and enable cross-border economic interaction. But if these innovations are met with
blanket bans or plastered institutions, they risk becoming just another fault line in the
geography of global development. An open GII to digital finance could also be open to
pluralism of regulation, so that financial infrastructure is not only linked internation-
ally, but also ethically and justly governed.

Although cryptocurrency and blockchain are often mentioned in the context of
infrastructure, it is stressed that they are not directly integrated into the GII frame-
work since the G7-led initiative adopted traditional infrastructure development
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through established financial mechanisms in reason of transparency and efficiency,
showing that public and private investments within the cryptocurrency ecosystem are
not ready or adequate for massive adoption.

However, an important path has been trilled through BRICS nations: Brazil,
Russia, India, China, and South Africa to develop a blockchain for crypto-payments
to facilitate international transactions using digital versions of national currencies,
although adoption will yet depend on a robust and supportive innovation ecosystem,
a factor directly measured by the GII [5].

3.2 Concerns on digital identity frameworks into decentralized compliance
systems

The fragmentation of democratic nations would benefit authoritarian interests
due to geopolitics having relevant consequences for the decision-making process
in the data governance models. In general, norms and national sovereignty are not
obstacles to trade and transferring data, but this landscape is changing once the Sixth
Dimension of Human Rights considers data as political and meaningful instruments to
states as a matter of security, accountability, and transparency for reaching inclusive
and equal societies [6].

It remains an evolutive scenario as much as it could lead to the development of
robust digital identity standards whose goal is to define how individuals and entities
would be authenticated and authorized in the digital scope, also seeking to ensure
security, privacy, and ethical and trustworthy interactions. These frameworks are
essential to achieving data sovereignty and citizen empowerment.

Moreover, only with an alliance of democratic states would there be a constructive
impact for digital governance in law and the judiciary system for prioritizing privacy,
security, and ethics in digital governance without creating islands of national rules
that would not cooperate with international field demands.

In order to harness technological benefits as well as strengthen democratic and ethical
digital governance, democratic governments should examine its multilateral institutions
and their capacity in building consensus as well as to support each other to build a consen-
sus capable to achieve Principle of Sovereignty of Life toward to materialize human-centric
values such as inclusive societies, participative engagement, transparency and innovation
through harmony with people into fairly and equally policies and practices.

This necessitates the collaborative development of interoperable digital identity
frameworks that prioritize individual control and privacy, rather than top-down,
nationally siloed systems.

The question that remains in the Sixth Dimension of Human Rights regarding
digital sovereignty and life’s sovereignty is: Would vulnerable people and companies be
disadvantaged by national ambitions to impose rules as international standards, especially
when these rules dictate centralized and exclusionary digital identity mechanisms?

This question fits the social and ethical concerns because there is a trendiness on
building USA-EU blocks in terms of managing technology and digital economy that
could become a conflicting and discriminatory rules as well as it would not solve
conflicts of regulation notably when technology converge societal establishing new
challenges related to security versus protection of life by considering “to live” and
“human security” as sovereignty right of all citizens.

It brings us a new question: Which would be the most important right to sovereignty:
the right to sovereignty to protect intevests of rulers or the right to sovereignty to protect the
lives of citizens?
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From a macro-perspective, all war events across the world in 2024-2025 show
that the leader’ interests are more in sovereignty than citizens’ lives as sovereignty
rights. This would be observed in the armed conflict between Israel and Hamas-led
Palestinian militant groups that has been taking place chiefly in the Gaza Strip since 7
October 2023, where among the hostages were babies, and leaders from all countries
were discussing war strategies while hostages were waiting for rescue.

Antagonistically, the scope that was sought by the leaders is different from those
scopes intended by the Principle of Sovereignty, which aims to protect territorial integ-
rity as a second goal, while protecting life dignity and security is a primary goal because
territorial integrity is an instrument to matevialize life dignity and security. The Principle
of Sovereignty surpasses physical geography in ovder to achieve the Principle of Sovereignty
of Life in a Sixth Dimension of Human Rights approach, wheve the responsibility to
protect comes as an estate’s duty toward control over territory, in order to allow a state to
manage its vesources for the benefit of its population.

Obviously, this conceptual paper does not intend to exhaust this discussion, but
it intends to put a spotlight on current gray zones that are an obstacle to an adequate
approach in order to eliminate discrepancies and fill gaps in the regulatory field.
Crucially, these gaps often arise from outdated approaches to digital identity and
compliance. Our vision proposes leveraging cryptocurrency grounded in principles of
privacy, portability, and user agency, to embed more options for societal converging
economic and employment into tangible UN Sustainable Development Goals.

In this sense, this will force us to create principles that give protection to all forms
of life through a sustainable, strong, and healthy planet, together with machines and
technology.

A truly powerful vision unites the cryptocurrency under principles of privacy,
portability, and user agency in accordance with the Principle of Sovereignty, Principle

Sixth Dimension of

Human Rights
. (Guiding Principle:
Sovereignty of Life)
GLOBAL INFRASTRUCTURE »>>>>>>>> Ethical Direction & Influence
Networks, data centers, Payments, Decision-makers
1 >>>2>>>»3>>> Enables & Constraints
ETHICAL DIGITAL IDENTITY
DIGITAL CURRENCY Privacy, User Contral,
REGULATIONS Inclusivity, Verifiable Blockchain
AML/CFT, Stability, Credentials Improvment:
Consumer Protection, Dispute of Resolution
Data Privacy

»>>222>»>»> Enables Secure & Ethical Interactions

HUMAN SECURITY & DIGNITY
Expected Outcome & Continuous Improvement

Figure 1.
Global Regulation and Ethical Standavds—Infrastructure and Cryptocurrency.
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of Sovereignty of Life, and democratic rights because it adds a new scope to digital
governance that sees cryptocurrency not merely as a digital asset, but more as a foun-
dation technology that bears privacy, portability, and user agency. Thus, when it is
combined with novel digital identity frameworks will deliver a powerful mechanism
in which users will be allowed to keep more control over their own information and
how it will be used for checks.

Also, it creates a philosophy to reshape democratic regimes that provide access to more
opportunities through an economic activity free of censorship. In this sense, it is expected
that individuals with open access to their transactions and assets without intermediaries
or centralized and private digital currencies will live in a more level and robust world,
shifting power dynamics and enhancing individual freedoms in deep ways (Figure1).

Case study—India’s Aadhaar project

India’s Aadhaar project, with over 1.3 billion people using it in India, represents one of the world’s sophis-
ticated and largest biometric ID systems, where 99.9% of adult Indian residents possess Aadhaar IDs (2023).

Overview

By 2010, 40% of India’s population did not have a birth certificate, and 60% did not have access to bank
accounts.

The Aadhaar project was launched in 2012 as an initiative to benefit government programs and welfare
assistance, which the UIDAI provides each Indian resident with a unique identification number, and to
eliminate duplicate, fake, or stolen IDs (irrespective of age and gender).

Each Indian resident provides the Aadhaar system with basic demographic information such as name,
date of birth, age, address, and gender. Also collected biometric information in person with fingerprints, two
eyeball scans, and facial photographs.

After UIDAI makes checks, the concluded applications are encrypted.

Achievements

The system reduced duplicate enrollments in social welfare programs and opened more economic
opportunities to Indian residents.

Concerns

The Aadhaar system allows private and public entities to access individual data stored in the Aadhaar files,
such as telecom companies, banks, schools, and hospitals. Thus, it is easier to link up the behavior of Aadhaar
users with communications, finance, education, health, and everything else.

Also, the system showed security concerns. One newspaper in the city of Jalandhar reported that for 500
rupees, a reporter accessed the Aadhaar database through an anonymous seller on WhatsApp.

Also, a government official posted his Aadhaar number on Twitter, challenging hackers to “do any harm.”
Hackers back with his cell numbers, address, and date of birth. They also claimed to have deposited a single
symbolic rupee in the official’s bank account, according to the Times of India.

Clearly, the system has issues with security and privacy.

These events opened international discussions around the following questions.

¢ Whois the owner of the data collected from Indian residents by the Aadhaar system? Government or user?

e Would the Aadhaar system have violated privacy, considering the simple fact that someone who was
born and exists would have an obligation to provide a full digital profile?

¢ Would the Aadhaar system be secure from hacking?
¢ Would public or private entities be abusive in collecting a full digital profile?

Key-challenges

India’s government must find a balance between recording full digital profiles of people with democracy,
the benefits of Aadhaar, as well as its limits on privacy and security.

Source

https://www.forbes.com/sites/tylerroush/2023/11/02/what-is-aadhaar-indias-id-system-sam-altman-is-
reportedly-modeling-his-eye-scanning-crypto-project-worldcoin-after/

https://insights.som yale.edu/insights/what-happens-when-billion-identities-are-digitized
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The current implementation of anti-money laundering (AML) and know-your-cus-
tomer (KYC) policies, while aimed at stopping illicit finance, has the unintended effect
of being a significant cause of economic censorship. This mechanism involves high costs
with compliance that unbalances small businesses and individuals’ budget management.

In consequence, these tough criteria tend to expel legitimate players, not because
of criminality, but because they have socioeconomic drawbacks or are missing filling
bureaucratic requirements of documentation. Obviously, this exclusion is particularly
harmful in the case of debtors because it is a censor on users seeking to communicate
with policies that open financial tools needed to manage and repay their debt, locking
them in a cycle of marginalization.

Regarding Aadhaar case, at the heart of the legal challenge was the concern that
the 12 digit unique identity number related to linked to individuals biometric and
demographic data would bring forefront critical questions surrounding data privacy
and sovereignty and it could lead to pervasive surveillance and infringe upon the fun-
damental right to privacy as recognized by the Indian Supreme Court in Puttaswamy
v. union of India (2017).

The Court upheld the constitutional validity of Aadhaar in 2018 but imposed
restrictions to safeguard against data misuse, emphasizing that the data collection
must respect individual autonomy and ensure that the sovereignty of citizens over
their personal information is not compromised by the state’s technological reach.

This case highlights the tension between national governance objectives and the
ethical imperative of protecting individuals’ rights.

This regime, coincidentally, is also less efficient against sophisticated criminal
groups, who often will be able to find means of circumventing such hurdles anyway,
and prejudice the neediest thereby. Blockchain tech and cryptocurrencies offer
the hope of a solution in terms of cheaper, more accessible money conduits for the
unbanked and underbanked. The existing AML/KYC regime is therefore in need of
intensive re-examination. Its unintended consequence of keeping wide groups of the
public out of economic participation violates fundamental human rights and moral
standards of online regulation, turning what should be a safeguard into an impedi-
ment to inclusion and opportunity.

4. Global Infrastructure Initiative into perspective of digital assets

The growing population raises the need to expand the infrastructure, requiring
urgent government funding to open opportunities, promote economic growth, and
improvements in the livelihoods of people. Climate change, geopolitical issues, and
national interests versus international interests are issues that push countries’ invest-
ments to build smart infrastructure that supports inclusive and sustainable growth.

To understand how infrastructure is deployed on a global scale Global
Infrastructure Initiative (GII) is necessary to have an overview of the Transnational
Infrastructure Projects (TIP) [7].

Regarding definition, the Transnational Infrastructure Projects are large-scale
development initiatives that encompass multiple countries working through regional
collaboration in order to design a strategic project in order to enhance connectivity,
trade, transportation, sustainability, economic integration/growth across borders,
and strengthen diplomatic ties and political relations.

In brief, The Transnational Infrastructure Projects are multidisciplinary
approach that aims to support the Sustainable Development Goals within various
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goals, particularly those related to infrastructure, such as “Industry, Innovation and
Infrastructure” (Goal 9); “Sustainable Cities; Communities” (Goal 11) and “Climate
Action” (Goal 13), and through an infrastructure development at smart, sustainable,
inclusive and resilient initiative by covering:

e Social impact: it seeks to enhance living conditions, promote economic growth,
and ensure access to basic services.

* Strategic planning: through a collaborative and strategic planning that embraces
environmental, social, and economic aspects for the benefit population.

* Global partnerships: Transnational Infrastructure Projects aims to create partner-
ships with governments, the private sector, civil society, and international orga-
nizations to mobilize resources and expertise for infrastructure development.

Considering high costs to deploy infrastructure, it is beyond what governments
could fund on their own; once they were to spend 4.5% of GDP, that means $1.5
trillion annually. At that point, by joint efforts, this mission can be fostered. In terms
of global advancement, countries are working through Transnational Infrastructure
Projects due to their expanding capacities and gathering stakeholders, local commu-
nities, international organizations, and the private sector [8].

While TIP regards specific cross-border projects among multiple countries, GII
are broader initiatives toward improving infrastructure on a global scale. Its origins
rely on the G20, particularly following the 2014 Brisbane Summit, where leaders
recognized the critical need for increased and improved infrastructure investment
worldwide.

On one hand, TIP considers regional needs that require international cooperation
to expand capacity on human and financial resources for transportation, energy
systems, water management, etc. On the other hand, GII includes policy frameworks
and funding strategic planning, as well as relating to different transnational projects
working through collaborative strategies among countries, international organiza-
tions, and the private sector to maximize infrastructure development worldwide.

In short, GII goes beyond TIP due to a global infrastructure that responds to a wider
set of green, resilient, inclusive development through partnerships by global elder leaders.

The core aims of the GII are multifaceted:

* Mobilization of private capital: One core aim is to mobilize more private sector
capital into infrastructure projects, as public funding cannot meet global needs
alone. This has been the consistent view of the infrastructure trends observed.

* Strengthening project preparation: The GII will improve the bankability and qual-
ity of infrastructure projects by promoting best practices in planning, design,
and feasibility studies.

* Knowledge sharing and capacity building: It will share knowledge and build capac-
ity at the country level to develop and execute high-quality infrastructure.

* Policy and regulatory reform: The initiative urges governments to establish
reforms that create a more attractive and more predictable investment environ-
ment for infrastructure.
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* Promoting sustainable infrastructure: Increasingly, the GII claims attention to
the development of infrastructure that is environmentally sustainable, socially
responsible, and economically sound in the long term.

4.1 Blockchain, tokenization, and cryptocurrency for infrastructure
transparency, anti-corruption, and public procurement tracking

Blockchain technology has huge potential to revolutionize the infrastructure
sector by combating corruption, lack of transparency, and inefficient public procure-
ment processes. Blockchain’s immutable, decentralized, and open ledger system gives
it unique strengths: greater transparency, anti-corruption, efficient public procure-
ment monitoring, and supply chain integrity.

Transparency will be enhanced by each deal and decision recorded to a block-
chain, being rich in details such as tagging available to all authorized players. In
infrastructure projects, this can mean an open book of fund sources, contracts
awarded, material purchases, and project milestones and making it difficult to
conceal irregularities.

Also, blockchain ensures compliance with the AML, Due Diligence, and KYC for
anti-corruption because blockchain transactions are irrevocable, and it confers barri-
ers against corruption and erasing data entered that contributes to reducing channels
for bribes, kickbacks, and fake claims throughout the life cycle of the project. In addi-
tion, automatic payments performed by smart contracts as self-executing contracts
encoded on the blockchain will result in verifiable delivery completion, minimizing
human intervention and corruption further.

In this manner, a reduction in conflicts that would require mediation or legal
intervention. The audits could enjoy an increase in efficiency as records of public
procurement can be traced back, which ensures secure data related to the capacity of
blockchain generates an audit trail for the entire procurement process: from initial
release on the tender toward bid submission, assessment, and awarding of contracts.
It will result in an unquestionable record for all participants involved, as well as
reducing events surrounding conflict resolutions, or at least, settling disputes more
easily by providing unequivocal, verifiable proof.

Public-private partnerships (PPPs) are a significant means of funding and deliver-
ing large-scale infrastructure projects such as GII, combining the public sector’s need
for infrastructure with the private sector’s efficiency and funds. Tokenization of
infrastructure assets is an efficient digital asset innovation with the potential to reveal
new sources of funding and management of PPPs [9].

The PPP model helps to diffuse risk, access private sector expertise, and often
produces projects ahead of schedule. However, PPPs might be complicated, illiq-
uid investments, and access to capital can become a problem, particularly for indi-
vidual investors.

In this regard, tokenization appears among solutions as it involves representing
real-world assets, such as a share in an infrastructure project’s revenue stream or
equity, as digital tokens on a blockchain. These tokens are fractionalized, meaning an
asset can be divided into many smaller, tradable units.

It results in enhanced liquidity and enhanced capacity for fundraising.
Tokenization transforms illiquid infrastructure investments into liquid tradable digi-
tal tokens. Investors can buy and sell fractional ownership of projects in secondary
markets, bringing these opportunities to more investors, including retail investors,
who might have otherwise been excluded because they might not have been able to
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satisfy high entry barriers. By lowering the minimum level of investment and inject-
ing more liquidity, tokenization can potentially increase the investor base for PPPs

a great deal. This can attract more private capital, potentially reducing reliance on
conventional debt and offering more flexible funding terms.

In addition, the smaller costs of documentation promote democratization of
investment as tokenization enables smaller investors to participate in large-scale
infrastructure projects, fostering greater public engagement and potential shared
benefits from these critical assets.

There is also wider access to funds globally as digital tokens are freely tradable
across borders, and infrastructure projects can get access to a global pool of funds
more effectively, without geographical limitations typically associated with tradi-
tional investment tools.

Therefore, in a conceptual manner, the alignment of PPPs and tokenization is a
potential path to more efficient, open, and accessible investment in GII, obliterating
the perennial funding gap and catalyzing sustainable development.

Besides, the use of cryptocurrency in the framework of blockchain systems brings
about a traceable, efficient, and programmable system of value transfer. Stable cryp-
tocurrencies or tokenized national currencies can be used to make payments, thereby
enabling real-time settlement as well as preventing delays or leakages associated with
traditional financial systems. It also leads to transparency for every unit of value
transferred through the procurement and project delivery phases.

Also, tokenized infrastructure assets can be programmed to pay dividends or
returns in cryptocurrency, ensuring efficient, borderless, and near-instant pay-
ments to investors. This is yet another attraction for foreign investors and adds to the
financial inclusiveness of PPP programs. In nations with limited banking facilities or
capital controls, cryptocurrency can also ensure smooth participation in infrastruc-
ture financing.

In this manner, cryptocurrency wallets can be linked directly to tokenized infra-
structure platforms, allowing micro-investors from around the world to contribute
using digital currencies. This lowers participation barriers, bypasses traditional
intermediaries, and fosters greater global engagement in infrastructure development.

The risk of criminal activities are managed because compliance requirements are
also addressed, at consideration that sophisticated cryptocurrency environments are
able to encode robust identity validation to allow KY, AML and Due Diligence aligned
with forensic features to ensure that every cryptocurrency transaction in infrastruc-
ture environments satisfies worldwide regulatory standards, and also complemented
by blockchain analytics and chain-tracing resources to establish integrity and audit-
ability of funds.

Global Infrastructure Initiative (GII) has demonstrated great efforts in the deploy-
ment of transport, clean energy, health, sanitation, clean water, education, housing,
safe food, and economic gains to all countries at vulnerabilities to deliver a dignified
and safe life to people. Among these efforts, GII has designed PPP models through
DeFi to accelerate development.

For instance, MCB Ventures Holding joined forces with CHN Xinkong Investment
Development Co., a subsidiary of China Energy, to deploy a DeFi fund (a blockchain-
based system) for the green energy and carbon sector globally (October 2023). This part-
nership marks an important stride toward clean power. The pioneering projectis a
pilot solar PV farm in Kinshasa, Democratic Republic of Congo, with an initial capac-
ity of 500 MW and a distributed infrastructure network of 54 GW. CHN Energy is
responsible for investment and management by providing substantial investment
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capital (up to $7 billion) to RWA projects. MCB is responsible for the construction of the
Decentralized Physical Infrastructure Networks (DePIN) and technical iPPA models.
DePIN relates to networks that leverage blockchain technology and cryptocurrency to build
and maintain physical infrastructure in a decentralized design [10].

This model of DeFi into PPP represents a unified DAO focused on democratizing
the responsibilities of real-world assets. This project will leverage cutting-edge IoT and
chipset technology to ensure comprehensive traceability governance, aiming to maximize
financial returns through strategic location and innovative EPC implementation.

When cryptocurvencies are combined with blockchain, smart contracts, and tokeniza-
tion, they serve not only as a model of exchange but as programmable, transparent, and
auditable tools with the potential to enhance GII finance mechanisms, governance, and
execution. Thus, it makes sense to expect profound innovations in how infrastructure is
built, monitored, and financed in the digital age.

5. Expression of Al algorithm in financial mechanism with
cryptocurrency

Currently, artificial intelligence (AI) has changed the mechanism dynamics of
traditional financial systems with algorithm oversight, and is also making decision-
making autonomous in fraud detection, risk analysis, and compliance reporting,
which also allows banks to use Al for real-time tracking transactions with KYC poli-
cies and preventing systemic risks.

However, the transparency of Al decisions and the data concentration give rise
to ethical concerns of bias, discrimination, and unrestrained surveillance, all in an
environment of regulation too often poorly timed after advances in technology.

In 2019, Apple was investigated by US regulators as a sexist program when its
Al-driven credit card system, managed by Goldman Sachs, offered significantly
lower credit limits to women compared to men with the same financial profiles. This
investigation exposed the risk of gender bias in Al systems [11].

Conversely, cryptocurrency environments introduce decentralized finance (DeFi)
platforms that employ Al in a more distributed mechanism. Algorithmic trading bots
and smart contracts operate independently of traditional intermediaries, so clients
can access financial services by receiving an independent code. While this reduces
friction and makes access available to everyone, it also increases the possibility of
market manipulation, organized crime attacks, and regulatory ambiguity since such
systems often lie beyond traditional compliance frameworks.

Use of Al on DeFi poses a threat to traditional compliance, particularly where
machine-learning-driven algorithms interact with pseudonymous transactions.

In banks, where regulatory mandates and hierarchical control are the top priority,
decentralized community-governed Al-enabled crypto platforms rely on open-source
auditing and community governance, so enforcement of shared standards is harder
but potentially more reactive.

Traditional financial institutions are supported by developed legal frameworks
and institutional governance that are capable of enforcing responsibility on Al
systems. However, community consensus-based cryptocurrency networks that are
fueled by autonomous algorithms defy central control, with issues of the application
of global standards reconciling compliance with innovation. The outcome is regula-
tory divergence, whereby traditional systems are held to tight oversight while DeFi is
a sandbox of free experimentation.
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Thus, the marriage of Al and cryptocurrency presents a tough complexity related
to the possibility of open, transparent finance participation or the danger of rogue
automation. Finding balance demands reassessing governance models and creating
interoperable standards respecting individual autonomy and systemic integrity.

5.1 Ethical deployment of tech in emerging markets and vulnerable
communities under the sixth dimension of human rights and the principle
of sovereignty of life

Vulnerable populations and emerging economies are guinea pigs for experimental
or unregulated technology, including Al-based financial systems. The Sixth Dimension
of Human Rights, which extends Rousseau’s call for liberty to ecological and techno-
logical justice, repositions governance under the Principle of Sovereignty of Life. This
principle insulates the dignity of all life forms and mandates that only ethically defen-
sible, sustainable, and equitable technologies are utilized, especially where people are
under systemic injustice.

Thus, it is expected that deployment will follow ethical standards of Al in finan-
cial systems as much as it must go beyond risk management, and must also provide
digital dignity. Crypto-finance algorithms must be auditable, design-inclusive, and
capable of functioning without increasing digital divides. In the Sixth Dimension,
both public and private sector stakeholders are subject to legal and ethical duty to
make the forces of Al and cryptocurrency serve to empower and not exploit, preserv-
ing life in its human, social, and ecological extent as secured and prioritized over
profit or data harvesting.

Ethical standards arising from the Sixth Dimension of Human Rights serve as
an immediate antidote to the slow speed of regulatory adoption. By embedding the
Principle of Sovereignty of Life into Al technologies and blockchain technologies,
the stakeholders are able to use a sound foundation to advocate for pre-empt harm,
establish trust, and catalyze policy harmonization between jurisdictions. Ethics here
is neither a brake nor a limitation but a strategic winner and the gift that is position-
ing ethical tech on a trajectory to becoming the legitimacy and scalability standard in
the digital economy.

6. Conclusions

This chapter highlights the complex landscape of cryptocurrency regulation
within the broader framework of the Global Infrastructure Initiative (GII), requir-
ing immediate, collective, and multilateral approaches transcending nation-state
boundaries.

While current proposals such as the EU’s MICA regulation and the United States’
sectoral models have encouraged standardization, substantive divergences and regu-
latory gaps persist, too frequently arrested by jurisdictional uncertainties. Notably,
flagship projects like the MCB Ventures Holding cooperation with CHN Xinkong
Investment Development Co., a subsidiary of China Energy, demonstrate how DeFi,
DePIN, IoT, cryptocurrency, and blockchain technologies can be integrated within
the GII under PPP models.

These projects demonstrate the potential of decentralized physical infrastructure
networks in promoting sustainable energy development, financial inclusion, and
open governance in accordance with ethical values.
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The proposed establishment of a UN-governed International Convention on
Digital Assets and a Multilateral Crypto Governance Body aims to foster interoper-
ability, ethical regulation, and digital sovereignty to ensure that cryptocurrency
innovations serve the cause of the values of human rights, sustainability, and social
inclusion. Emphasizing the need for regulation under the Sixth Dimension of Human
Rights and the Principle of Sovereignty of Life, this chapter favors a paradigm shift to
align technological development with ethical governance to build strong, inclusive,
and human-centered financial infrastructures that are able to meet the challenges and
opportunities of the digital economy.
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Chapter 5

Perspective Chapter: Central Bank
Digital Currency and Financial
Crime Regulations

Charles Chan

Abstract

This paper provides a comprehensive global analysis of how Central Bank Digital
Currencies (CBDCs) influence financial crime, focusing on areas such as money laun-
dering, terrorist financing, fraud, and tax evasion. As countries roll out CBDCs—both
retail and wholesale—their technical designs and regulatory frameworks significantly
impact their potential to either mitigate or exacerbate financial crime. The paper
explores how features like traceability, programmability, privacy levels, and iden-
tity verification tiers shape financial integrity outcomes. Case studies from China,
Nigeria, the EU, and The Bahamas illustrate diverse approaches to balancing transpar-
ency and user privacy. Retail CBDCs, if well-regulated, can limit illicit cash use and
enhance monitoring, while wholesale CBDCs reinforce institutional compliance but
introduce systemic risks. Risks of cybercrime, identity fraud, and abuse of program-
mability are discussed, alongside mitigation strategies. The essay also highlights how
CBDCs may reduce tax evasion by digitizing transactions and improving auditability.
Cross-border interoperability and international regulatory coordination emerge as
critical factors for global AML/CFT success. The paper concludes that while CBDCs
are not a panacea, they present an unprecedented opportunity to embed financial
crime safeguards into the digital infrastructure of money. However, the success of
CBDCs in this regard depends on thoughtful design, public trust, robust legal frame-
works, and continuous international collaboration.

Keywords: central bank digital currency (CBDC), financial crime, anti-money
laundering (AML), counter-terrorist financing (CFT), fraud, tax evasion, cybercrime

1. Introduction

Central Bank Digital Currencies (CBDCs) are digital forms of a nation’s sovereign
currency, issued and regulated by central banks. As countries pilot or launch CBDCs,
questions arise about how they might reshape the landscape of financial crime. Key
financial crime areas — anti-money laundering (AML), countering the financing of
terrorism (CFT), fraud, and tax evasion — could be mitigated by CBDCs’ enhanced
transparency or potentially exacerbated by new digital vulnerabilities. This report
provides a comprehensive analysis of these issues for both retail and wholesale
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CBDCs, examining technical design choices (such as programmability, privacy levels,
traceability, and interoperability) and their regulatory implications. A global per-
spective is included, with examples from leading CBDC initiatives — China’s e-CNY
(digital yuan), Nigeria’s eNaira, the prospective Digital Euro, The Bahamas’ Sand
Dollar, and others — to illustrate how different designs impact financial crime risks.
The aim is to highlight how CBDCs, if carefully designed and governed, can bolster
financial integrity while addressing privacy and security concerns [1].

2. Methodology

This chapter employs a qualitative, conceptual approach grounded in thematic
analysis. It draws on publicly available policy documents, central bank discussion
papers, international standards (e.g., FATF, BIS, and IMF), and academic literature
to explore the impact of Central Bank Digital Currencies (CBDCs) on financial
crime. A comparative lens is applied through selected case studies—including China’s
e-CNY, Nigeria’s eNaira, the EU’s Digital Euro, The Bahamas’ Sand Dollar, and
Sweden’s e-krona—to examine how different jurisdictions design and regulate CBDCs
in relation to anti-money laundering (AML), counter-terrorist financing (CFT),
proliferation financing (PF), fraud, and tax evasion. These cases were chosen for their
geographic diversity, varying policy objectives, and maturity in CBDC implementa-
tion or piloting.

2.1 CBDC:s: Retail vs. wholesale and crime implications

Retail CBDCs are intended for broad public use (individuals and businesses) as
digital cash, while wholesale CBDCs are restricted to financial institutions for inter-
bank settlement. This distinction matters for financial crime: retail CBDCs introduce
anew digital cash-like instrument that could either reduce illicit cash usage or create
novel channels for abuse, whereas wholesale CBDCs largely operate within existing
bank networks under known compliance regimes.

By offering a digital alternative to physical cash, retail CBDCs can make transac-
tions more traceable and transparent to authorities. In principle, this should enhance
AML/CFT monitoring and deter crimes like tax evasion (since fewer transactions go
“off the books”). For example, China’s e-CNY is explicitly designed to improve trace-
ability for law enforcement while still allowing some user privacy for small transac-
tions [2]. However, retail CBDCs also raise concerns about surveillance and data
misuse if every consumer payment is monitored. Striking the right balance between
user privacy and financial integrity is a core challenge. Additionally, new cybercrime
risks emerge — criminals may target CBDC wallets or exploit users unfamiliar with the
technology in phishing and fraud schemes.

Since wholesale CBDCs are used among regulated banks and payment provid-
ers, they inherit the robust AML/CFT controls already in place at those institutions.
Transactions in a wholesale CBDC would be recorded on a ledger accessible to the
central bank and participating institutions, making illicit transfers difficult to
conceal. In cross-border wholesale CBDC projects, there is potential to streamline
compliance - for instance, shared platforms could embed sanctions screening and
transaction monitoring by design. That said, wholesale CBDC:s still require coordina-
tion between jurisdictions on regulatory standards. They also concentrate operational
risk: any compromise of a wholesale CBDC platform (though unlikely with proper
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security) could have systemic effects [1]. Overall, wholesale CBDCs are expected to
reinforce existing financial crime controls rather than radically change them, given
their limited access and high oversight.

Both types of CBDCs must be designed with financial crime prevention in mind.
The Financial Action Task Force (FATF) affirms that CBDCs are subject to the same
international AML/CFT standards as other forms of fiat money, even though their
risk profile may differ due to digitization [3]. Importantly, regulators note that
specific money laundering or terrorist financing risks could be higher or lower with
CBDCs depending on design choices — continuous risk assessment and adaptation of
regulations will be needed as CBDCs roll out.

2.2 Design features of CBDCs and regulatory implications
2.2.1 Privacy vs. traceability

One of the thorniest design issues is how to balance user privacy with traceability
for law enforcement. Physical cash offers anonymity, which criminals exploit, but also
provides privacy for law-abiding citizens. CBDC designs range from fully traceable
(where every transaction is linked to an identity) to partially anonymous models for
small payments.

China’s digital yuan (e-CNY) illustrates an approach termed “controllable ano-
nymity.” It provides a degree of anonymity for small-value transactions, akin to
cash, but ensures larger or suspicious transactions are traceable by authorities [2]. In
practice, users can make low-value payments without revealing personal data, but as
transaction amounts grow, the system requires identity verification. This tiered model
aims to satisfy the public’s desire for some privacy while equipping regulators to
detect illicit activity. According to the People’s Bank of China (PBoC), this approach
is intended to curb money laundering and even petty tax evasion by making large
flows visible if needed [2]. Essentially, users remain anonymous to other users and
merchants, but the central bank can “peel back” anonymity when law enforcement
investigations demand it. The trade-off is clear: controllable anonymity can improve
the overall integrity of the financial system, but it concentrates a lot of power (and
data) in the hands of the central authority, raising civil liberty concerns.

At one extreme, a CBDC could be fully traceable — every transaction linked to a
verified identity and visible to authorities. This would maximize the ability to track
illicit money flows. The Bahamas’ Sand Dollar, for instance, requires user identifica-
tion for anything beyond the smallest transactions, and it maintains a “fully auditable
non-anonymous transaction trail” by design [4]. Such transparency helps ensure
that money cannot easily disappear into untraceable channels, thereby strengthening
AML efforts. However, a fully traceable system effectively eliminates cash-like pri-
vacy; every purchase or transfer could be monitored. In democratic societies, there is
strong pressure to incorporate privacy safeguards. The European Central Bank (ECB)
has emphasized that the Digital Euro will prioritize data protection and privacy - in
fact, the ECB reports that the offline version of the digital euro is being designed to
be “cash-like” in privacy, meaning those transactions would not be routinely visible
to intermediaries or authorities [5, 6]. As described by the EU Commission, small
offline peer-to-peer payments in digital euro would work without disclosing transac-
tion details, just as physical cash transactions are private [7]. To prevent abuse of
this privacy, however, the amount that can be stored or spent offline will be capped.
In summary, most CBDC projects seek a compromise: some level of anonymity for
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low-risk, low-value use, combined with robust identification and traceability for
large or suspicious transactions. Policymakers acknowledge that protecting user data
and countering crime are both important public interests, and not mutually exclusive
goals, if balanced with the right legal frameworks [8].

Traceability is only useful if the right authorities can access the data when needed.
Legal frameworks for CBDCs often delineate who can see transaction information and
under what circumstances. For example, many retail CBDC designs are “two-tier”
(or hybrid) - the central bank runs the core ledger, but private intermediaries (banks
or regulated payment providers) handle customer-facing services and maintain KYC
(Know-Your-Customer) information. In such models, the central bank might see
transaction amounts and wallet IDs, but only intermediaries know the identity of
the user, unless regulators request it. This mirrors the status quo in traditional digital
payments, and can leverage existing AML/CFT data-sharing rules. Jurisdictions will
likely extend current practices (e.g. suspicious activity reports, information-sharing
with Financial Intelligence Units) to CBDC systems [9]. The legal consensus is that
CBDC implementations must “draw an appropriate balance” between user privacy
rights and the needs of AML/CFT enforcement, possibly by building on the rules
already used in conventional banking [9]. In any case, maintaining strong cybersecu-
rity and access control is critical — sensitive personal and financial data from CBDC
transactions must be protected from breaches, or else both privacy and investigative
effectiveness could be compromised.

2.2.2 Programmability and smart contracts

CBDCs can be designed with programmability features — the ability to embed rules
or conditions that execute automatically with transactions (similar to smart contracts
in cryptocurrencies). This opens both promising use-cases and potential risks for
financial crime:

Programmability could allow certain compliance rules to be automated. For
instance, a CBDC could theoretically be coded to only be spent at certain merchants
(useful for government benefits payments or restricted-purpose vouchers), or to
require additional authorization for very large transfers. Such features could prevent
some illicit transactions by design — for example, preventing CBDC from being sent to
blacklisted addresses or abroad without proper clearance. Some have even suggested
that “smart money” could be programmed to flag or freeze itself if it passes through a
suspicious pattern of transactions. In practice, most central banks are cautious about
overly restrictive rules at the base layer of the currency, but they are exploring con-
ditional payments. The Digital Euro proposals include conditional payments (a form
of programmability where a payment only executes if certain conditions are met)
which could, for example, enable automated escrow or tax payments on transactions.
If implemented carefully, these features could reduce fraud (by eliminating manual
processing gaps) and improve tax compliance (e.g., sales tax could be deducted and
sent to the treasury at the moment of purchase).

On the flip side, a programmable CBDC could be exploited by criminals. Security
experts warn that if CBDCs enable smart contracts or similar scripts, malicious actors
could deploy buggy or rogue contracts to facilitate fraud or money laundering. A
CBDC that supports complex transactions might be leveraged to obfuscate illicit flows
— for example, chaining a series of automated transfers through many wallets to hide
the origin of funds. This is analogous to how criminals today use layering techniques
and mixers in the cryptocurrency world to launder money. The RAND Corporation’s
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research on CBDC design notes that while programmability offers innovative finan-
cial services, it also introduces new vectors for crime that will require advanced
analytical tools and expertise to tackle [10]. Law enforcement agencies might need
to monitor and analyze smart contract code just as they trace transactions, develop-
ing the capability to audit code execution to understand whether it facilitated illegal
activity. In essence, adding programmability turns money into a sort of software,
which means financial crime fighting also needs to adopt some approaches from
software security (code audits, vulnerability management, etc.). Central banks
like the ECB have indicated that initial versions of retail CBDCs will likely have
limited programmability (focusing on basic payment functionality) exactly to avoid
unintended consequences and keep the system robust and simple — more complex
programmability might be layered via banking apps on top of the CBDC, where it can
be more easily managed and regulated.

An oft-cited benefit of a digital currency fully controlled by a central authority
is the ability to react swiftly to crime — for example, stolen funds could be frozen or
even reverted to the victim. In theory, if a fraudster scams someone and takes CBDC,
the central bank (or an authorized intermediary) might have the technical means to
flag those specific tokens or wallet balances and render them unusable, or credit back
the victim. This is far harder with cash (irreversible loss) and somewhat hard with
cryptocurrencies without the private keys. However, implementing this ina CBDC
raises legal and trust issues. It essentially requires the central bank to have a backdoor
to alter ledger entries, which if abused (or hacked) could undermine confidence in
the currency’s immutability. Some jurisdictions may empower courts or central banks
to intervene in extraordinary cases (similar to how banks can sometimes reverse
fraudulent wire transfers), but this would likely be done with strict legal oversight.
Participants in a U.S. Federal Reserve study suggested that enabling swift recovery of
funds in a CBDC might be desirable, but the bigger challenges are legal, requiring new
frameworks for when and how authorities could step in to reverse transactions [10]. If
implemented, it could significantly reduce losses from fraud, but it must be balanced
against the need for a stable, tamper-resistant currency.

2.2.3 Interoperability and cross-border challenges

Interoperability refers to how a CBDC interacts with other payment systems and
other countries’ currencies. It has big implications for financial crime because crimi-
nals often move money across borders to hide its origin.

A CBDC must integrate with the existing financial system — bank accounts,
payment apps, etc. Most designs achieve this by allowing conversions between CBDC
and bank deposits or cash seamlessly. From an AML perspective, integration means
consistent oversight: the same AML/CFT checks that banks apply to deposit transfers
should also apply when someone converts large amounts of CBDC to traditional
money or vice versa. Central banks are generally planning CBDCs as complements to,
not replacements for, private bank money [4], so interoperability within the domestic
system is high. This also implies that financial institutions remain crucial gatekeepers
for AML/CFT. For example, Nigeria’s eNaira is integrated into the banking system
with a tiered wallet model — users can load or unload eNaira through their bank or
mobile money accounts, and each tier has strict limits unless full KYC is provided
[11]. This interlinking ensures that existing AML infrastructure (like Nigeria’s bank
verification number system and transaction monitoring) extends into the CBDC
realm. Similarly, The Bahamas’ Sand Dollar is distributed through Authorized
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Financial Institutions (AFIs) like banks and fintechs, which must undergo rigorous
security assessments and comply with AML rules before they can issue wallets. The
Sand Dollar is also restricted to domestic use only (it cannot be legally transferred
outside the country), which helps limit illicit outflows and simplify oversight [4].

One touted benefit of CBDCs is more efficient cross-border payments. Projects
like mBridge (a multi-CBDC platform by BIS and several central banks) are experi-
menting with using wholesale CBDCs to streamline international transfers [12]. If
successful, these could reduce reliance on correspondent banks and make it easier
to trace funds across jurisdictions. However, a major challenge is aligning regulatory
frameworks. Each country has its own AML/CFT rules and thresholds; when CBDCs
interoperate, whose rules apply to a cross-border transaction? International bodies
recognize this issue. The FATF has highlighted the need for data-sharing and collab-
orative analytics across borders to fight money laundering in an interconnected CBDC
world [8]. One example is the use of the “travel rule” (which requires that identify-
ing information travel with transfers above a certain amount) — this would need to
apply to CBDC transactions that cross borders just as it does for bank wires or crypto
exchanges. The EU’s approach for the digital euro anticipates such challenges: the pro-
posed law would set rules for use outside the euro area and likely impose conditions to
prevent the digital euro from being used to bypass other countries’ laws [7]. In sum-
mary, interoperability without cooperation could open cracks for criminals - e.g., if
one CBDC has weaker ID requirements, it might become a conduit to launder money
into another jurisdiction. Thus, countries moving forward with CBDCs are actively
engaging in forums (BIS, IMF, G20) to harmonize standards. A positive aspect is that
CBDCs being new allows authorities to bake in compliance requirements from the
ground up in a coordinated way, perhaps even more consistently than the patchwork
of correspondent banking today.

An interesting development in cross-border financial crime prevention is the use
of privacy-preserving technology to share data. Project Aurora by the BIS Innovation
Hub demonstrated how multiple institutions across jurisdictions could run joint
money laundering detection on transaction data without exposing personal details. By
using privacy-enhancing technologies (PETs) and machine learning, Aurora’s proof-
of-concept could detect complex laundering patterns that single institutions would
miss, all while keeping individual customer data encrypted or anonymized during
analysis. Such collaborative analytics are particularly relevant if CBDCs increase data
availability — central banks and commercial banks could pool relevant transaction
information to spot cross-border illicit networks, something that today’s siloed AML
systems struggle with [8]. The takeaway is that interoperability paired with collabora-
tion can actually strengthen crime fighting: CBDCs could create a more connected
financial surveillance (with appropriate legal safeguards) that makes it harder for
criminals to exploit jurisdictional gaps. But this will require strong governance, data
protection, and political will to share intelligence.

2.2.4 Implications for AML/CFT (anti-money laundering and counter-terrorist
financing)

CBDCs stand to significantly influence AML/CFT efforts globally. By design, a
CBDC can either be a boon for financial transparency or, if mis-designed, a loop-
hole that criminals exploit. Here we evaluate how CBDCs could help detect and
deter money laundering and terrorist financing, as well as what new challenges they
might pose.
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A well-implemented retail CBDC would produce a comprehensive ledger of trans-
actions accessible (under defined conditions) to authorities. This could dramatically
improve the ability to follow the money in investigations. Suspicious patterns that
span multiple banks or payment providers might be easier to see if those transactions
all settle on a common CBDC ledger or a unified data format. Law enforcement could
get a more holistic network view of financial flows, closing the gaps that launder-
ers currently exploit by moving funds between siloed systems [8]. For example, a
drug trafficking network often funnels illicit proceeds through many accounts at
different banks; with a CBDC, if those transfers ultimately all use the central bank’s
ledger, an analytics system might spot the interconnected transactions more readily.
Additionally, real-time monitoring could be possible. Instead of relying on after-the-
fact bank reports, authorities could (with proper authorization) query certain flows
in near real-time if triggers are met (e.g. unusually large rapid transfers between
pseudonymous wallets could prompt an automated flag).

CBDCs can reduce reliance on physical cash, which remains a primary vehicle for
money laundering (especially at placement stage) and for terrorist financing in many
regions. Large cash transactions and cash smuggling become less necessary when
more commerce is digital. If payers and payees adopt CBDC for convenience, crimi-
nals face pressure to also transact in CBDC or other digital means, which are more
traceable than cash. Some governments explicitly link CBDCs to the fight against
cash-based illicit activity. China, for instance, views the e-CNY as a tool to “prevent
and combat” crimes by replacing untraceable cash exchanges with monitored digital
payments [2]. Over time, a successful retail CBDC could shrink the “shadow econ-
omy” by bringing more transactions onto official, monitorable platforms. Likewise,
tax authorities could benefit (as discussed later) — when business revenues are mostly
digital and recorded, they cannot be as easily hidden.

Many CBDCs incorporate a tiered KYC approach, which actually aligns well with
FATEF’s risk-based principles. Lower-risk, low-value users can get access with minimal
friction (promoting inclusion), while higher-risk activity demands more verification.
Nigeria’s eNaira is a prime example: it establishes tiers of wallets — from a basic tier
needing only a phone number, up to fully verified wallets linked to bank accounts and
formal ID [4, 11]. Each tier has strict transaction and balance limits. A user with just
a phone number can only transact a small amount per day ($20,000, roughly $50). To
move larger sums, they must upgrade to higher tiers with appropriate KYC (providing
ID, BVN, etc.). This limits the utility of the eNaira for laundering: a criminal cannot,
for example, accumulate millions in unverified wallets — the system’s design simply
will not permit volume beyond certain thresholds. The Bahamas’ Sand Dollar simi-
larly uses tiered accounts: the lowest tier (no formal KYC) is capped at B$500 holding
and B$1500 monthly transactions, whereas fully KYCd business wallets can hold
much more. These caps dramatically reduce the risk that anonymous wallets could be
used to launder large sums. In effect, they force serious money launderers to reveal
themselves by undergoing checks (or else stick to traditional methods).

Data generated by CBDC systems can be a goldmine for financial intelligence
units (FIUs). Unlike cash that leaves no trail, every CBDC transaction could carry
rich information (timestamps, participant identifiers, maybe even purpose codes)
that analysts can mine for connections. Modern techniques like network analysis and
Al can sift through this data to find clusters of suspicious activity that humans might
miss. As noted with BIS’s Project Aurora, combining payment data with machine
learning greatly improves detection of complex laundering schemes [8]. AML investi-
gators could, for example, rapidly trace the flow of funds through dozens of hopson a
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CBDC ledger that would have taken much longer via bank statements and subpoenas
in the current system. Quicker detection means quicker freezing of assets before they
vanish. Moreover, traceable data is a boon for prosecutors - digital evidence of trans-
actions is easier to present in court than trying to prove a cash exchange took place. In
counter-terrorism finance, being able to map out a network of small payments that
collectively indicate terrorist support (which often involves many low-value transac-
tions) can be invaluable.

Ironically, having too much data can be a problem. If everyone starts using a
CBDC, the volume of transactions to monitor might overwhelm existing AML sys-
tems. Authorities could be swamped with reports or flags. As the U.S. Treasury noted
in its 2023 illicit finance strategy, modernization is needed so that the AML regime
can handle new digital payment ecosystems efficiently [13]. Without advanced
analytics, a CBDC might trigger many alerts that turn out innocuous (false positives),
potentially wasting investigative resources. Law enforcement agencies will need train-
ing and tools to filter signal from noise. The DHS in the U.S. has been advised to pre-
pare support for local law enforcement, as an influx of CBDC data “could overwhelm
investigators, especially during early implementation” [10]. In short, the capability to
track everything exists, but making sense of it in a timely manner is the real task.

If the public perceives a CBDC as a mass surveillance tool, they might resist using
it, or worse, move to less regulated alternatives (like decentralized cryptocurrencies
or cash hoarding) in response. This is a paradox: a CBDC too heavy-handed on AML
could drive illicit activity into harder-to-monitor channels, undermining its purpose.
For example, if a digital euro did not sufficiently protect privacy, individuals engaged
in even minor tax evasion or unreported work might avoid it entirely and continue
using cash or crypto, maintaining the shadow economy. Thus, over-centralized
control might push criminals further underground, using methods outside the
CBDC’s reach. Designers recognize this, which is why many emphasize privacy for
law-abiding users. The ECB has even stated that the digital euro’s privacy level would
be “unprecedented for electronic payments” - likely an effort to reassure users that it
will not broadcast their every spending habit to the government [7]. Striking the right
balance is crucial: enough transparency to deter criminals, enough privacy to retain
public trust.

Criminals are adaptive. They will surely probe CBDC systems for weaknesses. One
worry is “smurfing” on a new scale - i.e., breaking up illicit funds into many small
transactions across many wallets to stay below detection thresholds. If a CBDC allows
easy creation of new wallets (even if limited), a launderer might try to distribute, say,
$1 million into thousands of anonymous tier-0 wallets, each staying under limits, and
then gradually consolidate them. To counter this, authorities will need sophisticated
algorithms to identify such structuring across the whole network (much like banks
manually try to spot structuring across accounts today). Another risk is cross-
border arbitrage: if one country’s CBDC has stricter controls, criminals might route
funds through another country’s CBDC or crypto and then into the target country.
International cooperation (and ideally, interoperability of compliance data) will be
needed to close that avenue.

Nation-state adversaries or sanctioned entities could seek to use CBDCs of coun-
tries that are outside the dominant dollar-based system. For instance, sanctioned
actors might favor a CBDC that does not implement the same level of screening.
However, most major CBDC initiatives (China, EU, etc.) are being developed by juris-
dictions that actively enforce sanctions and CFT. Indeed, CBDCs could strengthen
sanctions enforcement by giving governments direct oversight of currency flows.
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A notable consideration is how CFT (terrorism financing) might benefit: terrorist
networks often rely on cash couriers or informal value transfer. If CBDCs reach areas
with high unbanked populations, they could reduce reliance on opaque informal
networks like hawala - but only if paired with outreach and incentives for those
communities to use the official channels. Conversely, terrorist financiers, like other
criminals, might use more privacy-oriented cryptocurrencies if they suspect CBDCs
are heavily monitored. Governments will likely continue a multi-pronged approach:
promoting CBDC adoption for the transparency benefits, while also tightening
regulation on crypto and other alternatives to prevent displacement of illicit funds.

In summary, CBDCs present a unique opportunity to modernize AML/CFT frame-
works for the digital age. If implemented with robust identity controls, data analytics,
and international cooperation, they can significantly raise the cost and difficulty of
money laundering and terrorist financing. Studies suggest that carefully designed
CBDCs can indeed improve AML effectiveness — one recent analysis concludes that
the focus should be on leveraging CBDC within strong AML frameworks rather than,
say, banning cryptocurrencies outright [14]. However, success will depend on adap-
tive regulation and addressing the challenges above. Policymakers must update AML/
CFT laws (e.g. adjusting reporting thresholds, allowing digital identity verification,
etc.) to fit the CBDC context. As the IMF cautions, continuous risk assessment and
adjustments will be needed as criminals respond to the new system [1].

2.2.5 Implications for fraud and cybercrime

While AML/CFT deals with illicit use of funds by criminals, fraud concerns the
wrongful deception of individuals or institutions to steal assets — and CBDCs intro-
duce new angles to this age-old problem. We consider how CBDCs might help reduce
certain types of fraud and what new fraud risks they could usher in, including digital
scams, theft, and counterfeit issues.

A digital currency cannot be counterfeited in the traditional sense. You cannot
print a fake digital dollar. Each CBDC unit is a cryptographically secured token or
account entry validated by the central bank. This means that a major category of
fraud - counterfeiting of banknotes — would effectively vanish for the CBDC por-
tion of money in circulation. For example, eNaira transactions are cryptographically
signed and recorded on the ledger (built on Hyperledger Fabric), making it impos-
sible to falsify eNaira “notes” [11]. This shifts the focus to securing the system rather
than policing physical counterfeit rings. Central banks also will not have to worry
about advanced forgery of banknotes, which costs governments and deceives citizens.

If CBDC wallets require strong user authentication (e.g., biometrics or multi-fac-
tor login) and perhaps even secure hardware, it can reduce certain fraud like payment
instrument theft. For instance, the Sand Dollar wallets mandate multi-factor authen-
tication for transactions [4]. If someone steals your phone, they still could not send
your CBDC without, say, your fingerprint or a PIN. This is similar to mobile banking
security but could be made universal for all CBDC users. Also, because the central
system can have rules, unusual transactions (like a sudden transfer of your entire bal-
ance to an unknown party) might be flagged or delayed for verification. In contrast, if
someone gets access to your physical cash or even your debit card PIN, they can often
quickly drain funds. A CBDC system could incorporate circuit breakers — for example,
if a typically inactive wallet suddenly tries to transfer a very large amount, the system
might pause it for a manual check. Such measures, while potentially annoying to users
occasionally, could catch certain fraud scenarios (like elder financial abuse, where a
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fraudster convinces an elderly person to send money — an automated rule might catch
that as out-of-character).

In cases of fraud or error, CBDCs might allow more direct and swift resolution.
Today, if you are scammed into a bank transfer, recovery is hard unless law enforce-
ment quickly intervenes and the receiving bank cooperates. With CBDC, especially if
there are known intermediaries or even direct central control, there might be a win-
dow to freeze and reverse fraudulent transactions (subject to legal processes). Some
commentators suggest implementing “reversible transactions” for a brief period or
for certain fraud scenarios [10]. While full reversal capability has downsides (moral
hazard, complexity), limited mechanisms (like an escrow period for unfamiliar new
payees, or flagged recall for suspected fraud) could reduce losses. Over the long run,
public confidence in using CBDC will depend on whether people feel protected from
scams — so user protections similar to those on credit cards (dispute a charge) might
emerge, backed by the technology of CBDCs.

The traceability we discussed in AML also helps after-the-fact in fraud cases. If a
hacker steals funds, tracing where they go is easier on a transparent ledger than if they
stole cash or untraceable crypto. This could deter some fraudsters if they know any
stolen CBDC is likely to be tracked and possibly frozen when they try to off-ramp it.
Moreover, because each wallet is known to the operator, law enforcement can quickly
identify the beneficiary of fraud proceeds (provided they are in the CBDC system).
In comparison, a thief today might route money through multiple banks or crypto
exchanges under false names; a unified CBDC ledger could shorten that trail.

The most prevalent risk with retail CBDCs is not high-tech hacking but old-
fashioned scams repurposed for a new medium. Fraudsters may exploit people’s
unfamiliarity with how CBDCs work. For example, scammers could pose as central
bank officials or tech support, telling users there’s an “issue” with their digital wal-
let and tricking them into revealing credentials — much like phishing emails today,
but targeting the CBDC app. In countries where CBDCs are novel, people might be
more susceptible to false promises (e.g., “upgrade to premium wallet, just send me
your login”). If CBDC accounts become as common as bank accounts, fraudsters
will simply shift tactics to target them. We might see an increase in “authorized push
payment” fraud, where victims are conned into voluntarily sending money to the
fraudster’s wallet (thinking it’s a legitimate payee). The UK and others have struggled
with this in online banking, and it could carry over to CBDCs. Indeed, research
warns that a CBDC could “offer an attractive new medium for criminals” to conduct
small-scale frauds, especially targeting vulnerable populations like the elderly [10].
For example, a scam targeting seniors might encourage them to move their savings
into “digital cash” for safety, but actually redirect them to a fraudster’s wallet. Public
education and anti-fraud measures will need to accompany CBDC deployment, just as
governments now frequently warn about phone and email scams.

As with any digital system, a CBDC ecosystem will be targeted by hackers. The
central infrastructure itself will be high-value: a successful breach could, in theory,
create counterfeit balances or redirect funds (though central banks will invest heavily
in security to prevent this). More likely, attackers will go after endpoints - individual
users’ devices or the third-party wallet providers. Malware that infects a user’s phone
could sniff out credentials or manipulate the CBDC app. There is also risk of SIM-
swapping attacks (stealing a phone number to intercept one-time passwords) to get
into wallets. If criminals manage to compromise many accounts, they could siphon
off lots of small amounts (to avoid detection) in an automated way. This kind of
cyber-fraud might increase with CBDCs simply because there will be a new target
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and presumably a large user base. We’ve seen similar trends with online banking and
mobile payment apps — as usage rises, so do efforts to break in. Central banks and wal-
let providers will need top-notch cybersecurity, continuous monitoring for unusual
activity, and perhaps even Al-driven fraud detection. Another aspect is endpoint
hardware: some CBDC trials include hardware wallets or smartcards for offline use
(like prepaid cards for the digital currency). These could be physically stolen or
cloned if not properly secured. Ensuring that stolen devices can be quickly deacti-
vated is important.

If the CBDC supports programmability, fraudsters may exploit it. For instance,
imagine a malicious merchant programming a payment link that overcharges a user’s
wallet via a complex contract the user did not understand. Or bugs in a smart contract
could be manipulated to divert funds (this has happened in DeFi crypto platforms
repeatedly). The RAND report points out that smart contracts in a CBDC could be
vulnerable to exploitation for fraud and theft, necessitating new forensic and investiga-
tive techniques [10]. Even if the CBDC itself is not fully programmable, integration with
other systems might be. For example, if a CBDC connects with an e-commerce API, a
hacker might try to manipulate payment requests to their advantage. This is a more tech-
nical threat and might be mitigated by limiting CBDC programmability in early stages.

KYC is a pillar of AML, but criminals may attempt to fool it. In a CBDC context,
that could mean using stolen identities or synthetic IDs to open wallets, especially in a
tiered system. If tier 3 wallets (high limit) require full ID, we might see more docu-
ment forgery or corrupt insiders enrolling false identities, to bypass limits. Nigeria’s
eNaira rollout, for instance, identified “poor compliance culture” and insider fraud
as potential weaknesses that could undermine the AML controls if not checked [15].
This applies to fraud generally - if bank or fintech employees who serve as interme-
diaries are compromised, they might help criminals open wallets or approve transac-
tions illicitly. Ensuring strict oversight of any intermediating entities (through audits,
etc.) is necessary. Also, implementing strong digital ID systems linked to CBDC can
reduce identity fraud (e.g., biometric verification for wallet creation could prevent
one person from impersonating another).

In many countries, bank deposits are insured and there are clear procedures if
fraud occurs (customers often get reimbursed for unauthorized transactions above
certain amounts). It’s yet unclear how consumer protections will apply to CBDCs -
will central banks or governments compensate victims of CBDC fraud? If not, fraud
losses could fall directly on individuals, potentially making CBDCs riskier for the
average person than a bank account (from a consumer standpoint). Policymakers will
need to decide on frameworks for liability. A lack of clarity or protections might be
exploited by fraudsters (knowing the user has little recourse). This is more of a policy
gap than a technological one, but it affects the incentive for fraud. We may see, for
confidence’s sake, governments extending deposit insurance or similar guarantees to
CBDC holdings, which indirectly covers certain fraud situations too.

In essence, fraud is likely to persist in new forms with CBDCs. The nature of scams
will adapt to digital wallets, and cyber threats will loom large. However, there is hope
that many frauds can be curbed through robust security and some of the program-
mability of CBDCs. A crucial part of mitigating fraud will be educating users: just
as people have learned to be cautious of phishing emails from “banks,” they will
need to be savvy about schemes involving “CBDC support” or fake wallet apps. Law
enforcement will also need to update their skills - tracking stolen digital currency,
working with the central bank to freeze suspect funds quickly, and understanding
the nuances of CBDC technology. The silver lining is that with a centralized system,
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it may be easier to coordinate responses (contrast with the challenge of coordinating
across hundreds of private banks in a fraud scheme today). As a preventative stance,
central banks are building security from day one: for example, The Bahamas vetted
all technology partners for Sand Dollar and required strong encryption and security
audits at every layer [4]. Those efforts must continue post-launch, as a CBDC will
likely become part of national critical infrastructure that requires constant defense
against fraud and cybercrime.

2.2.6 Implications for tax evasion and financial transparency

Tax evasion - the illegal underpayment or non-payment of taxes — often relies
on opaque transactions and unreported cash income. CBDCs have the potential to
significantly alter the equation by pushing more economic activity into traceable
digital form.

When transactions happen through a CBDC, they leave a digital record. If a
substantial portion of business sales and individual transactions flow through CBDC
wallets, it becomes much harder for businesses or individuals to hide that activity
from tax authorities. For instance, a shop that currently might under-report cash sales
to avoid VAT would, if most customers pay via CBDC, generate an indelible transac-
tion log visible (at least to the intermediary or via audit) to authorities. Even if the
tax authority does not see every transaction in real-time (and they likely would not,
to preserve privacy), audits could be conducted by analyzing a business’s declared
revenue against aggregate data from the CBDC system. The result is a shrinkage of the
“cash economy” where under-the-table deals happen. China explicitly touts the anti-
tax-evasion benefits of its e-CNY; by using traceable digital yuan, authorities aim
to detect unreported income more easily. In one noted statement, Chinese officials
linked the controllable anonymity of e-CNY with curbing illicit financial activities
including tax evasion. This implies that if large payments (say for property or luxury
goods) are done in e-CNY, the authorities can follow up on whether appropriate taxes
(like property tax, sales tax, etc.) were paid [2].

A government could integrate CBDC data with tax enforcement. For example,
smart contracts could be used for tax collection — imagine that whenever a business
receives a payment above a certain amount, a portion is automatically flagged or set
aside for tax. While not many jurisdictions have suggested automating tax at the
currency level, the concept is technologically feasible. At the very least, information
sharing can be improved. Tax authorities often have to request banking data during
audits, which takes time. With CBDC, they might have faster or more direct access to
verified transaction histories (with legal process). In some visions, for small peer-
to-peer offline transactions, privacy is preserved; but for larger online transactions,

a trail exists that could be shared under proper agreements. This can also tie into the
fight against illicit financial flows: money laundering and tax evasion are sometimes
linked (laundered money often escapes taxation). A cleaner financial system through
CBDCs means both less crime and more captured tax revenue.

Wages paid off the books (to avoid income tax or payroll taxes) could decline if
economies move to CBDC for disbursements. Governments might encourage or even
require that certain payments (like salaries, government contractor payments, etc.) be
made via traceable digital means. For example, a government could pay all its employ-
ees in CBDC - this guarantees those salaries are on the record (which they already
are, but it sets an example). If businesses pay workers in CBDC, those payments are
clearly income that should be taxed. In developing countries, a significant portion of
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employment is informal and paid in cash; if CBDC use spreads to even small vendors
(perhaps through convenient mobile phone wallets), the scope for completely hidden
cash-in-hand jobs narrows. Some emerging market central banks consider financial
inclusion and formalization as goals of CBDC - drawing people into the formal
economy typically increases the tax base over time.

CBDCs might also help combat international tax evasion. Initiatives like the
Automatic Exchange of Information (AEOI) already allow countries to swap data on
bank accounts for tax purposes. If foreign individuals hold or use a country’s CBDC
(possible in future cross-border scenarios), those transactions might be easier to
track and report to the relevant country. For example, if a European uses digital euros
outside the EU, those could be monitored for reporting thresholds. Or if offshore tax
evaders try to park money in a CBDC under someone else’s identity, the strong KYC
requirements of CBDCs might foil that, or the transparent ledger might reveal pat-
terns that lead investigators to the source. Essentially, the more transparent the global
financial system, the less the room for hiding taxable assets. CBDCs, being new, could
adopt AEOI and other reporting standards from the start, which banks took years to
implement.

Most CBDC proposals do allow a degree of anonymity for small transactions (to
mirror cash). This means minor tax evasion could still persist — e.g., a handyman
could do a small home repair and be paid in offline CBDC that both parties know will
not be reported. If offline functionality allows, say, a few hundred euros to exchange
hands unrecorded, then petty tax underreporting at small scale may continue. The
key is that large-scale evasion (which contributes the bulk of lost tax revenue) would
be harder. A building contractor will not easily hide a $100,000 job by splitting
it into 200 offline micro-transactions without raising suspicion. In the EU’s plan,
offline digital euro payments would be “mainly for small payments” and subject to
strict limits specifically to mitigate AML/CFT and by extension tax evasion risks [7].
Policymakers accept some de minimis anonymity as a trade-off for privacy; they just
want to ensure it’s truly limited to low values.

If CBDCs make domestic evasion difficult, some evaders might turn to cryptocur-
rencies or other assets (gold, foreign cash) to hide wealth. We could see a shift in how
tax evasion is done rather than elimination. For example, an individual might convert
ill-gotten or untaxed money into Bitcoin instead of keeping it in the CBDC where
it could be noticed. Governments are concurrently tightening crypto regulations to
prevent this arbitrage. Also, crypto volatility and complexity make it a less accessible
avenue for the average small evader compared to just using cash. Over time, if CBDCs
and accompanying policies significantly reduce cash usage, the hope is that all digital
forms of value transfer will be regulated in a way that leaves few dark corners (crypto
included, through exchanges and on/off ramps oversight). Nonetheless, one cannot
assume CBDC alone fixes tax evasion; it must be part of a broader move towards
transparency in all payment methods.

Using financial data for tax enforcement walks a fine line regarding privacy.
Citizens may accept that obvious evasion should be caught, but they might bristle at
tax authorities potentially having too much insight into their finances. Legal safe-
guards will be needed to ensure that only relevant data is used in audits, and perhaps
that automated tax scrutiny does not overreach (e.g., not every person’s spending
habits are combed through without cause). The ideal scenario is that honest taxpayers
have nothing to fear — maybe they even benefit if CBDCs allow simplified tax filing
(imagine your digital wallet providing you a statement of income and deductible
expenses). However, governments will need to communicate clearly that CBDCs are
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not a voyeuristic tool but a means to ensure everyone pays their fair share. Successful

examples could persuade the public: if a country can show that CBDC adoption led to
a measurable increase in tax compliance, reducing the burden on honest taxpayers or
funding better public services, it strengthens the case.

Tax systems are complex. Simply having data does not automatically translate to
capturing more taxes — authorities must have the capacity to analyze and act on it.
Developing countries with weaker tax administration might not immediately gain
from CBDC data unless they invest in their revenue services. Also, legal changes may
be required to allow tax authorities to directly obtain CBDC transaction information,
as it might currently be protected under banking secrecy or data protection laws.
These changes need careful debate and checks and balances.

In conclusion, CBDCs have a generally positive outlook for tax compliance. By illu-
minating transactions, they constrain the avenues for hiding income. They effectively
push the economy towards electronic payments where transparency is the default. This
could lead to higher reported incomes, better VAT collection, and fewer opportunities
to launder untaxed money into usable form. Countries like China explicitly see digital
currency as a way to “improve the overall integrity of China’s financial system”, which
includes ensuring people pay taxes owed [2]. The exact impact will vary by jurisdiction
— those with already high compliance may see marginal gains, whereas those with large
informal sectors could see more substantial improvements. However, it will not abolish
tax evasion overnight; rather, it narrows the scope and raises the effort required to
cheat the system. Paired with continued international cooperation (so evaders cannot
just move offshore), CBDCs can be a powerful tool to bolster financial transparency.

3. Different jurisdiction approaches to regulations

Jurisdictions across the globe have adopted distinct regulatory approaches to
CBDCs, each shaped by national priorities, institutional capacity, legal traditions,
and risk tolerance. China, for example, has taken a state-centric and security-driven
regulatory path with its e-CNY. The People’s Bank of China (PBoC) enforces a tiered
wallet system that balances “controllable anonymity” for low-risk transactions with
full traceability for higher-value or suspicious activity. The e-CNY is tightly inte-
grated with the country’s social credit system and national ID infrastructure, allow-
ing regulators to embed real-time oversight, enforce capital controls, and support
financial surveillance objectives such as anti-corruption and AML enforcement. This
approach reflects China’s broader emphasis on state control, national security, and
monetary sovereignty.

In contrast, the European Union, through the European Central Bank (ECB),
has emphasized privacy-by-design and strong data protection as central pillars of
its Digital Euro proposal. The ECB envisions offline payment functionality for small
transactions that mimics the anonymity of cash, combined with robust AML/CFT
safeguards for online transactions. Compliance responsibilities would be delegated
to supervised intermediaries, with the central bank having limited access to personal
transaction data. This structure is heavily influenced by the EU’s General Data
Protection Regulation (GDPR), which places strict limitations on data collection and
usage. The ECB’ stance demonstrates a regulatory preference for safeguarding civil
liberties, trust, and democratic accountability in digital currency systems.

Nigeria has taken a more compliance-focused and inclusion-oriented approach
with its eNaira. The Central Bank of Nigeria (CBN) designed the eNaira with a
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tiered KYC system linked to the country’s national ID framework (NIN), allow-

ing unbanked or underbanked individuals to access digital financial services while
enforcing transaction and balance limits for less-verified users. This model is aimed
at reducing the size of the informal economy, curbing illicit cash transactions, and
improving tax compliance. Regulatory oversight is centralized at the CBN, with com-
mercial banks and fintech providers serving as distribution and onboarding channels.
Nigeria’s approach also includes a public education campaign and merchant incentives
to boost adoption, reflecting broader developmental goals beyond financial crime
prevention.

The Bahamas, as the first country to fully deploy a retail CBDC, has taken a
domestically focused and risk-contained approach with its Sand Dollar. Issued by the
Central Bank of The Bahamas, the Sand Dollar is subject to strict identity verification
requirements and is confined to domestic use. Wallet types are differentiated by user
category—individuals, businesses, and government—each with specific transac-
tion and balance caps. Regulatory objectives center on improving access to financial
services in remote islands, reducing the circulation of physical cash, and enhancing
transparency to prevent fraud and illicit capital outflows. The central bank maintains
a high degree of operational control, including the ability to freeze wallets or trace
suspicious activity when necessary.

These regulatory variations underscore how CBDC design and oversight are
not one-size-fits-all. Some countries, like China, prioritize centralized control and
traceability to support national security and enforcement capacity. Others, like the
EU, stress user rights, privacy, and institutional trust. Emerging economies, such as
Nigeria and The Bahamas, view CBDCs as tools for inclusion and macroeconomic
resilience, while still embedding safeguards against financial crime. The divergence in
regulatory models reflects the tension between technological innovation, sovereignty,
financial stability, and civil liberties—and highlights the need for international coop-
eration to address regulatory arbitrage, especially as cross-border CBDC use becomes
more feasible.

4, Conclusions

The introduction of CBDCs globally represents a double-edged sword for financial
crime. On one side, CBDCs offer unprecedented visibility into financial transac-
tions, presenting a powerful tool to combat money laundering, terrorist financing,
fraud, and tax evasion. By embedding compliance features (identity verification tiers,
transaction monitoring, traceability) into the very architecture of money, CBDCs
could significantly harden the financial system against illicit use. Early evidence and
expert analyses suggest that if carefully designed, CBDCs can indeed improve AML/
CFT effectiveness and enhance overall financial integrity. The ability to program
money, enforce rules automatically, and analyze a unified ledger of transactions can
give regulators and law enforcement new advantages in the “cats and mice” game of
financial crime [14].

On the other side, new technology always comes with new vulnerabilities. CBDCs
could create novel avenues for fraud (from phishing scams to malware attacks on digi-
tal wallets) and raise complex questions about data privacy. If poorly designed — for
example, if they allowed too much anonymity or had weak cyber protections - CBDCs
might inadvertently facilitate certain crimes or simply displace illicit activity into other
channels. The key is governance and design: finding the sweet spot where the currency
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is secure and transparent enough to catch criminals, but not so draconian or invasive
that it drives users (legitimate or illegitimate) away or violates rights. Technical choices
like the level of privacy, limits on holdings, degree of programmability, and interoper-
ability protocols must be calibrated with inputs from financial regulators, privacy
commissioners, and technologists alike.

From a global perspective, coordination will be vital. Money launderers and fraud-
sters are adept at exploiting any weakest link. If major economies roll out CBDCs with
strong controls, criminals may target jurisdictions with lagging standards or try to
bridge into less monitored assets. International standards (via BIS, FATF, IMF guid-
ance) will help ensure a consistent front. FATF already clarifies that CBDCs should be
treated as fiat under its standards and urges proactive risk assessment for any higher
risks arising from digitization [3]. As CBDCs launch, these standards may need
updates - for instance, guidance on sharing CBDC transaction data across borders
for AML, or new typologies of misuse to watch for. Encouragingly, experiments like
BIS’s Project Aurora show that through collaboration and technology, we can counter
financial crime while respecting privacy [8]. Privacy-enhancing tech and Al may
become staples of CBDC oversight, allowing detection of illicit networks without
exposing honest users’ data unnecessarily.

In sum, the advent of CBDCs could herald a future where illicit finance has fewer
places to hide. Retail CBDC:s, in particular, could drastically reduce the anonym-
ity that cash and certain crypto-assets grant to criminals, thereby tightening the
loopholes in AML/CFT regimes. Tax evasion could become more difficult as digital
transactions dominate. Wholesale CBDCs can improve transparency and efficiency
in interbank flows, aiding in sanctions compliance and reducing opportunities for
large-scale money laundering through shell institutions. Yet, the fight against finan-
cial crime will not be “solved” by technology alone - it will remain a continuous effort
of regulation, enforcement, and adaptation. CBDCs will equip authorities with better
tools, but also demand that those authorities upskill and remain vigilant for new
criminal tactics. As one IMF report noted, each design choice comes with different
financial integrity implications, and ongoing evaluation is needed [1].

For policymakers, the recommendation is clear: integrate financial crime safe-
guards from the ground up in CBDC designs, but do so in a balanced, transparent
manner. For law enforcement and regulators: prepare to leverage CBDC data and
technology, invest in analytical capabilities, and update legal frameworks to enable
effective action in a CBDC-driven world. For the public: engage in the dialog about
how much privacy and oversight a digital currency should entail, since societal
values must shape these technical systems. If we get it right, CBDCs could signifi-
cantly tilt the advantage away from criminals and towards those protecting the
integrity of our financial systems, all while fostering innovation and inclusion in
the digital economy.
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Chapter 6

Perspective Chapter: The Future of
Wholesale CBDCs in a Tokenizing
and Trumpian World

Michael Lloyd

Abstract

Globally, the private sector is moving towards expanding the growth of tokenized
assets trading, using private money channels (stablecoins) as payment systems. At
the same time, the public sector, often central banks in alliance with private sector
partners, is engaged in ambitious projects, exploring the feasibility of public payment
systems using wholesale CBDCs to facilitate the cross-border use of fiat currencies
and to ensure universal public trust in global cross-border payments. The advent of
the use of distributed ledger technology over the past decade is enabling these activi-
ties to take place. This paper outlines these developments and their impacts and the
future emergence of a global assets trading and payments ecosystem. The emergence
of this system is also considered in the context of the gradual restructuring of global
trade and monetary patterns, via private and public sector initiatives, and the poten-
tial significant impact of a Trumpian world order. The future seems to imply a more
protectionist and, effectively, isolationist US—in monetary as well as trading terms.

Keywords: wCBDCs, tCBRs, United States, Trump, distributed ledger technology,
tokenization, regional digital payment systems, stablecoins, unified ledgers

1. Introduction

The chapter is divided into seven main sections: Introduction; Digital Payments,
Tokenization, and Distributed Ledger Technology; Stablecoins in Cross-border
Trading and their Regulation; Prerequisites for Successful Tokenisation of Assets
Trading; A Potential Global Digital Assets Trading and Payments Ecosystem;
Geopolitical Trends; Conclusion. Specific topics covered will include digitised and
tokenized payments, the permission of blockchains, unified ledgers, regulatory
issues, technological interoperability, central banks’ global and regional CBDC proj-
ects, shifting global trade impacts, and the impact of changing US stablecoin policies
on global assets trading and payments.

Central bank money is the core of the fiat money system within monetary
jurisdictions, in terms of establishing the universal trust of citizens in fiat money
within monetary jurisdictions. Moreover, central banks ensure both clearance and,
crucially, final settlement of all financial transactions [1]. Central bank money, either
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as cash, state-guaranteed commercial bank money, or central bank reserves in the
form of wholesale CBDCs (wCBDCs), is unique and stands as a form of social and
legal validation for the conduct of monetary policy and the provision of liquidity
insurance, as during the aftermath of the Global Financial Crisis (GFC). A key issue
in the putative establishment of a functional and financially stable global ecosystem
to support digitised assets trading and payments, providing liquidity, security, and
universal clearance and final settlements is likely to be the involvement of wholesale
CBDCs. Progress in the US of the Genius Act, ensuring the regulation of stablecoins is
an important step in this global development.

The United States has hitherto been slow to engage with CBDCs, abjuring retail
CBDCs, now prohibited by President Trump [2] and only reluctantly involved with
the research of wCBDCs. This unenthusiastic engagement with wCBDCs appears to
be because of a general US view of the equivalence of private (and now cryptographic
money channels, such as Bitcoin and stablecoins) [3] with public channels. The future
position of the US on both stablecoins as settlement currencies and crypto-assets as
investments vehicles, in a global context, is currently uncertain. However, given the
widespread use of the US dollar in global assets’ trading, for instance, 80% of bond
trading is done in dollars.

Notwithstanding the US scepticism, a digitised range of globally traded financial
assets, including moneyj, is being explored, involving the Bank for International
Settlements (BIS) in various projects with central banks, commercial banks, and
large financial companies, see Agora [4] and Nexus [5]. The advent of “tokenization”
(digital representation of any asset) is accelerating the general development of digi-
tised global ecosystems, potentially underpinned by wCBDCs to provide final pay-
ment settlement. These systems could involve tokenized commercial bank deposits
and stablecoins in trading a plurality of tokenized financial assets on programmable
distributed unified ledger platforms, with an undergirding of wCBDCs to provide
universally validated payment.

At the same time, the private sector is exploring and developing tokenized assets
trading. Tokenization may best be defined as the digital representation of assets,
including money, established on a programmable digital network platform [6]. Any
assets, financial or physical may be represented in this manner and are then poten-
tially tradable across the world. Trading in assets may be processed across a variety of
private asset-trading platforms. Currently, the relatively modest level of such trading,
principally financial assets is conducted via proprietary platforms such as Ripple, using
stablecoins such as, USDC or Tether, the two largest stablecoins by market capitalisa-
tion. Other companies involved are Blackrock, Fidelity, and Morgan. Assets trading is
set to expand significantly from the current amount of 0.6 billion USD in 2025 to 9.4 bil-
lion USDC in 2030 and doubling in the next 3 years thereafter, see Ripple and BCG [7].

Our assessment highlights a continuing need for future vesearch to understand the
dynamics of global crypto flows. Our analysis indicates that policy measures de- signed to
dampen traditional financial flows may have limited impact on constvaining cvoss-
border crypto activity. Yet, as crypto assets become more integrated with main-stream
finance, understanding the systemic risks and potential contagion effects between these
markets will be essential for policymakers and market participants alike. At the same
time, the socio-economic implications of increased crypto adoption, particularly in
emerging market and developing countries, warrant a deeper examination. This includes
assessing the impact on financial inclusion and economic stability and the potential for
crypto-assets to serve as a hedge against local currency volatility and weakness [7].
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There is little doubt that progress on the digitization of financial payments has
been made in the last decade, both nationally, and increasingly in terms of cross-bor-
der transfers. Financial markets have benefitted in relation to lowered costs and risk
reduction. One example is the enabling of algorithmic trading on foreign exchange
platforms. As indicated above, tokenized assets trading being set to expand substan-
tially in this decade should perhaps lead to the need for clearance and settlement to
be provided on public platforms using wCBDCs. This would ensure the provision of
essential universal trust and global financial stability. Currently, there is no guarantee
that this will happen, though the BIS has been lobbying for such an approach, see BIS
citation below, page 4.

One thorny issue is the position of the US and the attitude of the Trump adminis-
tration, especially towards CBDCs. The advent of the re-election of Trump, and his
strong enthusiasm and personal involvement with crypto assets [8] seems likely to
reinforce the rejection of the role of CBDCs as a topic to be pursued. However, given
the hegemonic, ubiquitous role of the US dollar, and the role of stablecoins in the
development of a global assets trading and payments ecosystem, the active participa-
tion of the US in such a global system is almost inevitable. The key issue is whether
this is viewed as being served via stablecoins as a private money channel of whether
central bank wholesale CBDCs will also be involved. Hence, the chapter will also
explore three potential scenarios.

First, a scenario based on the continuation of the innovative work being done—
much of it involving the BIS, central banks, and commercial banks, together with
other private sector financial organisations—in linking the development of assets
trading with validated fiat currency payment systems. It will be argued that these
technological developments could facilitate a neutral but effective multi-fiat-currency
alternative to over-reliance of the US dollar, specifically in relation to trade invoicing,
as suggested by Mayer in his 2024 article [9].

Second, a scenario taking into account the changing global economic and trading
structure, involving significant substantial shifts to East Asia, and its implications for
developments in relation to digitised fiat currency payments, especially those geared
to trade invoicing. One example here is the evolving BRICS payments initiative (see
page 20), also using a digital ledger technology payments platform.

Third, a scenario exploring how the developing global monetary structure appar-
ently envisaged in a new Trumpian world and its potential impacts that a preference
for the use of lightly stablecoins (in comparison with the regulation of commercial
banks) as private money channels, perhaps eschewing the integrated use of wholesale
CBDC, (wCBDCs)—these are effectively tokenized central bank reserves (tCBRs),
see BIS definition [10]—as undergirding fiat currency (including the US dollar) final
settlement of payments at global level, as they do within monetary jurisdictions.

2. Digital payments, tokenization, and distributed ledger technology
2.1 Digital payments

There is little doubt that progress on the digitization of financial payments has
been made in the last decade, both nationally, and increasingly in terms of cross-
border transfers. Financial markets have benefitted in relation to lowered costs
and risk reduction. One example is the enabling of algorithmic trading on foreign
exchange platforms. However, much remains to be achieved, especially in relation
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overall trading efficiency, including overcoming access to securities trading and the
inevitable legacy system barriers. With continuing reductions in the number of “cor-
respondent banks” available internationally.

Hence, cross-border payments are still cumbersome, often slow, and, above all,
costly, especially compared with the far speedier payments now made within mon-
etary jurisdictions. Inadequate cross-border payments hamper the efficiency of global
trading and international capital flows and hence impose cost constraints on global
economic growth, facilitated by low-cost cross-border transfers. See high cost of
cross-border financial transfers in Morgan [11].

Indeed, one of the G20’s primary objectives for this decade, set in 2020, is to
substantially improve cross-border payment systems. The aim is to have retail cross-
border transfers settle within a day and cost no more than 1% of the transaction value,
see G20 roadmap in 2020 [12]. A key enhanced role for the Society for Worldwide
Interbank Financial Telecommunications (SWIFT) messaging service is envisaged
in this endeavour, see SWIFT progress and innovation announced in 2024 [13].
However, the domination and manipulation of SWIFT by the US for geopolitical ends
[14] has concerned other countries, especially to those countries allied to the BRICS
group. Nonetheless, the Chinese CIPS system, sometimes advertised and used as an
alternative to SWIFT, for the time being is still reliant on SWIFT for outside interna-
tional transactions.

A number of projects have been initiated by the Bank of International Settlements
(BIS), involving central banks, commercial banks, and other relevant major finan-
cial players. Some of these are briefly discussed in following sections and in the
penultimate section (Page 16 ff) ledgers and are also referenced. Two others are not
discussed, but are also referenced (Project Helvetia [15] and Project Jura [16]).

2.2 Tokenization

Further progress on digitization, especially the opportunities presented by
tokenization. In combination with DLT, offers a new way forward for global assets
trading and payments. Tokenization, in digital terms, may best be defined as the
digital representation of assets, including money, established for operational pur-
poses on programmable distributed ledger technology platforms [6]. (A bank note is
also a token, a physical representation of a fiat currency.) Stablecoins are another form
of tokenized currency/assets. Another form of currency/asset, tested in projects,
are tokenized commercial bank deposits. The advent of a more substantial use of
stablecoins, and the prospects of unified ledgers, see below Page 9, may accelerate this
tokenization development.

2.2.1 Tokenized commercial bank deposits

From a private sector standpoint, a recent article by Marcy Dumitrescu, Senior
Product Manager, R3, indicates the potential for tokenized commercial bank deposits
in a global context [17].

Tokenized deposits are the next evolution of digital money in financial markets,
enabling banks and other institutions to optimise liquidity and treasury management,
enhancing their capital efficiency to unlock significant value. Tokenized deposits are
digital vepresentations of bank deposits recorded on a DLT or Blockchain, issued and
maintained by depository institutions. Tokenized deposits support banks in provid-
ing their clients with:
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* Faster and move efficient transactions—Tokenized deposits enable real-time, pro-
grammable settlement, reducing delays and enhancing liquidity management.

* Reduced counterparty risk—By minimising reliance on traditional payment rails,
tokenized deposits mitigate counterparty and settlement risks.

* Enhanced security and transparency—Built on secure, permissioned DLT infra-
structure, tokenized deposits provide improved auditability and regulatory
compliance while ensuring privacy and control.

o Greater security and trust—Improved transparency helps protect customers from
fraud and financial crime, ensuring safer and more reliable transactions.

Tokenized deposits also have the potential to significantly advance the repo
market, enabling banks to bypass traditional payment rails, delay final settlement,
and facilitate atomic transactions on their preferred schedule. In the traditional
repo market, every transaction must be settled before the next one can take place,
meaning that liquidity is locked up until payment processing is completed. Delaying

final settlement with tokenized deposits allows banks to optimise liquidity and
execute repo transactions more flexibly throughout the day. This flexibility and
optimization support both internal and client trading activity, with reconciliation
over traditional rails consolidated into a single transaction at the end of the day,
reducing counterparty and settlement risk, as well as generating potential cost
savings [17].

Tokenization of payments structures, including tokenized commercial bank
deposits, is important to facilitate the burgeoning development of trading with
tokenized financial assets. The application of these technological innovations to
cross-border trading, coupled with the use of wCBDCs/tCBRs offers an effective
means—independent of SWIFT—of automating cross-border transactions, including
cross-border payments.

In 2024, the BIS announced Project Agora. This project not only brings together
seven central banks—Bank of France (representing the Eurosystem), Bank of Japan,
Bank of Korea, Bank of Mexico, Swiss National Bank, Bank of England and the
Federal Reserve Bank of New York—but also seeks to work in partnership with a wider
and large group of private financial firms, convened by the Institute of International
Finance.

The announcement came on the heels in 2024 of the findings of SWIFT (The
Banker 2024), from the second phase of its industry-wide sandbox testing on its
central bank digital currency interlinking solution for cross-border payments.

In a press conference held on April 3, 2024, Cecilia Skingsley, head of the BIS
Innovation Hub, described the initiative as “an exciting new project which will
experiment with how tokenisation can improve the global monetary system.” She
went on to say that the BIS is starting with a use case that is “near and dear to the BIS”
on cross-border payments [18].

“We believe that tokenisation is the next frontier in terms of the digitalisation of
money and payments. Agord is the most ambitious project launched by the BIS
Innovation Hub so far,” said Skingsley. “We will not just test the technology, we will
test it within the specific operational, regulatory and legal conditions of the partici-
pating currencies, together with financial companies operating in them” [18].
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The project builds on the unified ledger concept proposed by the BIS and will
investigate how tokenised commercial bank deposits can be seamlessly integrated
with tokenised wholesale central bank money in a public-private programmable core
financial platform.

Speaking at the same press conference, Hyun Song Shin, BIS economic adviser and
head of research said an important guiding principle for the BIS is the singleness of
money, the idea that a payment should go through at the point of transaction irrespec-
tive of the means of payment used, whether as cash, by an electronic transfer from a
bank, or from a payment app on a phone.

“A dollar is a dollar, a euro is a euro, a pound is a pound, and so on,” he added.
“We’re so used to the singleness of money that we take it for granted, but it’s worth
reminding ourselves that it holds because of the settlement function of the central
bank” [18].

Shin went on to say that in the context of Agora, tokenisation is not merely the
digital representation of claims, it is a digital representation which also incorporates
the rules and logic governing transfers.

“Tokenisation of deposits and wholesale central bank money means that both the
primary means of payment, as well as the settlement function of central bank money,
can be integrated seamlessly on the same programmable platform,” he added [18].

2.3 Distributed ledger technology (DLT)

The advent of distributed ledger technology (DLT) has facilitated a number
of initiatives as it has been applied to both private and public development in the
financial and monetary spheres, especially in cross-border payments and, increas-
ingly, cross-border assets trading. Progress on digitization, including crypto-
assets, stablecoins, and CBDCs has been facilitated by the use of this technology,
sometimes referred to blockchains, though blockchains are, in fact, a subset of
DLT. For a detailed discussion of distributed ledger technology and blockchains in
Lloyd [19]. A comprehensive technical discussion is to be found in Kannengiebr
and Lins [20].

The definition of DLT has been provided by the Committee on Payments and
Market Infrastructures (CPMI) in 2017.

“DLT refers to the technological infrastructure and protocols that allow simultaneous
access, validation and immutable recovd updating to a synchronised ledger that is
used by a network of participants that may spread across multiple entities and/or
locations. In the context of payment, clearing and settlement, DLT enables entities, to
carry out transactions without necessavily relying on a central authority to maintain a
single ‘golden copy’ of the ledger” [21].

Blockchain, a specific type of DLT, was developed in 2009, it establishes a group of
stakeholders, who may or may not be unrelated, but who might all have a valid reason
to alter their shared data held on the data network. The validated network partici-
pants—validated by “proof of work,” in the case of Bitcoin, and by “proof of stake”
in the case of Ethereum and other crypto-assets—will agree and maintain a single
dataset across an entire network. (see Lloyd [19]).
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The other key characteristic in the case of a blockchain is that the data are grouped
into sets called “blocks.” Once validated, each data block is linked or “chained” to
the previous blocks to form a historical record or “blockchain,” giving this type of
distributed ledger its name. The validation of each dataset/block is made crypto-
graphically, enabling all registered stakeholders to confirm acceptance. It is important
to recognise that blockchains, unless modified, are self-contained and sealed to any
participant other than those validated by “proof of work,” Bitcoin or “proof of stake,”
later versions of Ethereum. Trust in these systems is embedded and sealed within the
blockchain.

Trust is hence provided as an internal feature for the validated participants. Trust
is not a feature present in any outside interaction with outside actors. There are
attempts to use algorithmic approaches, utilising past externally-generated data, to
provide trust for blockchains where, necessarily, interaction with real world organisa-
tions occurs. Solutions to the so-called “oracle” problem, providing a trusted interac-
tion, have not achieved sufficient viability. Given the need for CBDC interaction with
outside entities, trust for central banks and other participants such as commercial
banks needs to be provided elsewhere other than within the DLT database.

From a CBDC perspective, the DLT consensus mechanism also needs to provide

finality in the execution of transactions. After total finality, that is, non-reversibility/
immutability, has been reached across the validating network nodes, committed
transactions cannot be retroactively changed. One issue is that such finality is prob-
lematic, except with a comparatively small set of validating nodes. Here, with the
tCBR data provided by a modest number of already trusted, regulated commercial
banks, as in the contemporary monetary systems, this is not a problem. The network
of nodes is relatively small, and scalability is not therefore an issue. Bitcoin, on the
other hand, has unlimited, though in practice not infinite, number of validated
participants (by “proof of work”).

In the case of a financial payments network, including cross-border payments, each
payment, once transferred and validated as a correct payment between verified pay-
ers and payees across the network, is vecovded and a linked/chained historical dataset
is formed and vetained on the ledger. In most cases, the involvement of regulated
commercial banks together with central bank means that trust is verified outside the
system, whichever database platform is used [19].

In the monetary architecture established in fiat monetary jurisdictions, central
banks, in combination with regulated commercial banks, ensure for all finan-
cial transactions both clearance and, crucially, final settlement of all financial
transactions.

2.4 Permissioned and permissionless blockchains

Permissioning refers to the rules governing who can participate in running
the network platform. Despite the terminology such DLT networks are still open,
transparent, and distributed. Permissioned (private) DLT networks are preferred
by central banks. The aim is to ensure that the validated participants, usually central
banks, commercial banks, and other regulated financial organisations are linked in a
peer-to-peer nodal structure in a decentralised (or partly decentralised) environment.
Permissionless (public) environments, by contrast, open themselves up to broader
resources, a large pool of participants, continuous innovation and considerable cost
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savings. Most stablecoins are established on this type of network. The challenge for
such DLT networks will need to ensure that the digital tokens involved are secure to use
for transaction purposes and will provide final, immutable settlement within the net-
work. It is whether the requirement for final, immutable settlement is met by many of
the permissionless DLT platforms that concerns central banks, given the need to ensure
global financial stability. It has been suggested that there are design mechanisms that
may provide similar validation as is achieved by permissioned networks. The validation
would involve, as is done on the XRPL blockchain created by Ripple [22]. The meth-
odology is to operate an internal/external validation process via the complete range
of network nodes, validating the potential members via a past performance referenc-
ing system. However, the problem of ensuring immutability of settlement remains
a problem, to which it is not clear there is a technical solution. It is possible that this
uncertainty on decentralised blockchain ledgers may not be seen as a legal problem in
some monetary jurisdictions. The position of the US on this issue is currently unclear.

The global use of such open DLT networks offers the ability to develop a develop-
ing ecosystem of tokenized trading and payments, eventually linking the use of
private settlement currencies, that is regulated stablecoins and tokenized commercial
bank deposits, and public (state) tokenized central bank reserves, connected across
unified ledgers. This structure of an ecosystem—with open, transnational, and
decentralised programmable DLT platforms—would present a secure future for the
next generation of global assets trading and payments systems, providing global
financial stability.

Different DLT platforms are likely to coexist and, ideally, should be interoperable.
A useful article on the various issues involved with permissioning and interoperabil-
ity is provided by Rubin and Arredondo [23].

2.5 Unified ledgers

A DLT unified ledger may be defined as one that combines multiple ledgers into a
single, shared ledger, achieving interoperable transactions across different financial
platforms. For a full accounting definition and comparison with traditional modular
ledgers, see Aqilla [24].

Various central banks, encouraged by BIS, are exploring the development of
DLT-based “unified ledgers” that bring together tokenised assets and money. The
argument is that a single infrastructure is needed to ensure financial market integrity
and maximise the technical advantages of one platform.

In the past, the US has been wary of engaging in the variety of BIS and central
bank-led global CBDC projects examining the potential for translating the use of
fiat currencies in the context of cross-border trade and payments, utilising wholesale
CBDCs across unified ledgers as indicated by the BIS [25] and also by Morgan [26].
Whether this involvement will continue seems unlikely, given the position of the
Trump administration.

US financial corporates, notwithstanding US political scepticism, are involved
in private sector innovation in the areas of tokenized assets trading and DLT-based
payments infrastructures, including unified ledgers. The programmability of DLT
platforms, within regionally and internationally based trading and payment environ-
ments, using stablecoins, is already operational.

Interestingly, the official reluctance to adopt multi-jurisdiction unified ledgers
may lead, in some cases, to avoiding, at this stage, decentralised DLT, in favour of a
centralised approach. The Buna project (Buna.Co) [27] is a Middle Easts’ cross-border

108



Perspective Chapter: The Future of Wholesale CBDCs in a Tokenizing and Trumpian World
DOI: http://dx.doi.org/10.5772/intechopen.1012063

payments initiative that has eschewed DLT and set up regional network based on a cen-
tral bank “standard” closed, centralised system. In this manner, it establishes a centralised
unified ledger, built on existing real-time gross settlement platforms, across the partici-
pating central banks. The project is owned by the Arab Monetary Fund and supported
by the regional Arab central banks and involves commercial banks in the area.

3. Stablecoins in cross-border trading and their regulation

Stablecoins are established on permissionless (public) blockchains, on program-
mable platforms and are backed by reserves, including cash and other safe assets, such
as Treasuries, to ensure that they remain “pegged” to the selected fiat currency, in
almost all cases the US dollar. Trust in this context is essentially embedded within the
blockchain and validated by the adequacy of the reserves held. The use of DLT and
blockchains by central banks tend to employ permissioned (private) DLT structures
where trust is granted external to the DLT structure, such as to tightly regulated com-
mercial banks. In a global trading and payments context, trust is of crucial impor-
tance. Although trust can be provided via private money channels, such as stablecoin
platform networks, the still unresolved issue is whether global financial stability can
be achieved, except via the “undergirding” of private money systems by tCBRs as
argued in the previous subsection.

There is increasing evidence, see BIS below [28], of the use of stablecoins in cross
border trading, including by large international companies, see the article by Liao and
Caramichael in 2022 [29]. Of itself, contained within these firms using DLT program-
mable platforms, it is not necessarily a major problem However, it appears that if its
rate of growth is very high then it may pose a threat to global financial stability.

A recent investigation by BIS of the use of Ether, Bitcoin, and other stablecoins
(such as USDC [30] in cross border transaction flows indicated the need to find new
regulatory approaches to ensuring global financial stability in the new cross border
monetary environment [28].

Our analysis indicates that policy measures designed to dampen traditional financial
flows may have limited impact on constraining cross-border crypto activity. Yet, as
crypto assets become more integrated with mainstream finance, understanding the
systemic visks and potential contagion effects between these markets will be essential
for policymakers and market participants alike. At the same time, the socio-economic
implications of increased crypto adoption, particularly in emerging market and
developing countries, warrant a deeper examination. This includes assessing the
impact on financial inclusion and economic stability and the potential for crypto
assets to serve as a hedge against local curvency volatility and weakness [28].

The EU has already regulated stablecoins, together with other crypto-assets in the
Markets in Crypto-Assets Regulation (MiCA) see ESMA [31], though not distinguish-
ing stablecoins as potential alternative settlement currencies, by effectively subjecting
them to strict bank regulation, aiming to avoid competition from US dollar-linked
stablecoins from competing with a digital euro if and when established. However,
despite concerns expressed by the ECB about stablecoins, the European Commission
has recently eased the application of the MiCA rules [32].

The UK position is not yet clear but is moving closer to the EU position than the US
approach. Andrew Bailey, Governor of the Bank of England, recently raised concerns
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about the domestic issuance of stablecoins. However, unlike the EU, he cast the doubt
of whether the UK should adopt a retail CBDC, suggesting instead that a better
defence against stablecoins n might be tokenized commercial bank deposits [33].

The US, somewhat belatedly, is preparing legislation on the stablecoins, treat-
ing them differently from crypto-assets. The Genius Act is currently going through
Congress. The Act passed it final Senate vote on June 14 by a substantial majority,
before being passed back to the House of Representatives. In effect, the US approach
is to make regulated stablecoins the alternative to CBDCs in the US. However, the use
of stablecoins in global assets trading and payments means that this will have implica-
tions for both innovation and the development of the role of tCBRs in this arena.

Bloomberg’s recent 2025 comments [34] on the proposed US legislation are correct
to suggest that how Tether—as an issuer of USDT coins, having by far the largest
share of the stablecoin market—is treated may be a good test of the strength of the
legislation. As they suggest, the legislation, properly, requires stablecoins:

to be fully backed by cash and safe assets (such as shovt-dated Treasuries or govern-
ment money-market funds). That will help ensure holders can always redeem tokens.
The bills also make issuers subject to the Bank Secrecy Act and to anti-money-
laundering regulations.

So far so good. But legislators surely know that Tether accounts for more than 60% of
the stablecoin market and has had multiple run-ins with state and federal authori-
ties, and has never been audited. Its reserves more Treasuries than Germany’s. It

is USDT coins have been seized and forfeited in cases involving fraud, terrorist
financing, sanctions violations and other criminal activity. (The company denies any
wrongdoing.)

One might argue that such risks are part of the innovative process. But the more
intertwined Tether and its competitors become with the broader financial system the
greater the risk that a crypto crisis may spread.

With that in mind, Congress should clarify exactly how these proposals will deal with
Tether. Although both bills would allow regulators to sign off on foreign issuers if they
are subject to “comparable” rules overseas, the big question is how strictly the law will
deal with those that do not comply [34].

It may be that Bloomberg is, at this stage, being too alarmist. However, the market
dominance of Tether as the issuer of USDT is extremely concerning. The positive atti-
tude of US authorities to stablecoins, and crypto generally, should not lead to weak
legislation in regulating stablecoins as potentially major private money channels.

As importantly, the regulation applied to stablecoins should be less restrictive
than that applied to banks. The quid pro quo is that stablecoin issuers should not be
permitted to become involved in credit creation, as are commercial banks together
with the direct link with the central bank to provide clearance and final settlement.

However, the discussion in the US, has intensified under Trump:. His January 23rd
executive order, the potential implications of the Genius Act, and Trump’s unnerving
over-enthusiastic endorsement of all things crypto is concerning.

Apparently, according to Bloomberg, a key official whose job is to consider the
digitalisation of money at a developed world central bank returned from the Spring
International Monetary Fund-World Bank meetings with a deep sense of unease.
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While unperturbed by the customary condescension from crypto-native’ digital
assets disruptors at closed-door meetings, this person instead came away profoundly
unsettled from similar gatherings of central bankers discussing the potentially radical
implications of the forthcoming Genius Act — the US stablecoin bill expected to
become law in 2025 [34].

Another key issue for financial stability and the preservation of universal trust in
fiat currencies rests on whether or not stablecoins have access to central bank reserves
and the conditions applied to their issuers. Currently, the tight regulation applied to
commercial banks not only allows access to central bank reserves but also limits to regu-
lated banks the ability to create credit. Given the lighter regulation applied to stablecoin
issuers, they should not be able to create credit. In other words, they would become
“narrow banks,” allowed to lend, but only to the extent of their deposit base [29].

The current trajectory of Trumpian-led US policy in this complex and sensitive
area of the fiat monetary system is explored further under the penultimate section
below (Page 16 ff) examining three global scenarios, including one considering how
Trumpian policies on the issues of stablecoins and of crypto-assets may impact on the
global monetary system.

The unresolved issue of the differing US and EU regulatory approaches, as argued
in the next section, is that, for global progress on assets trading and payments, there is
aneed for significant international regulatory conformity.

4. Prerequisites for successful tokenisation of assets trading

Noting the above comments on stablecoins, a key prerequisite is to ensure that
there is an appropriate international regulatory framework both to foster innovation
and to ensure financial stability. Without it, innovation can lead to a reduction in
the security, efficiency, and stability of the developing global monetary ecosystem.

It is worth taking into account the positioning of central banks on the issue of
tokenization in relation to asset trading payments. The European Union and the UK
are adopting approaches on the matter that are diverse in form yet similar in sub-
stance with their pilot tCBR regime and digital securities “sandboxes,” respectively.
Unfortunately, at present, the US position on this issue appears to be more concerned
about encouraging private money channels with perhaps less concern about global
financial and monetary stability or cooperative internation regulation, especially
given the pivotal monetary guarantor of the US and the Federal Reserve as indicated
by Merhling in 2015 [35].

It is important to recognise that regulatory interoperability as well a technologi-
cal interoperability is required. Moreover, global financial stability is probably best
achieved by proving access to validated clearance and final, immutable financial
settlement of the asset trades involved. The aim should be to achieve a combined
and trusted digital ecosystem for tokenized trade and payments, involving both the
private sector and the public sector in the form of state regulation and central banks.

Currently, regulation and legal compatibility appears to be moving only slowly
at international level. Attempts to achieve international standards via existing inter-
national standards bodies are likely to be a time-consuming and probably fruitless
exercise. An approach based on mutual recognition of national or preferably regional
permissive standards may be the most efficient path to achieving the desired interna-
tional regulation.
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Pursuing such a path to mutually accepted standards while also establishing,
at the same time, a public payments platform, using tCBRs, would provide a glob-
ally stable network structure and framework, also involving stablecoins, tokenized
commercial bank deposits. Such an approach would provide the essential universal
trust and clearance and final, immutable settlement to enable a variety of private
players to establish their DLT asset-trading superstructures, on top of tCBR payments
platform(s) and unified ledgers.

4.1 Regulatory compliance and interoperability

Without international public co-operation, the development of new private
market infrastructures, is likely to lead to an unregulated fragmentation of the global
ecosystem, dominated by a few major private players, and a potential threat to global
financial stability.

Currently, regulation and legal compatibility appears to be moving only slowly.
Attempts to achieve international standards via existing international standard bodies
is likely to be a time-consuming and probably fruitless exercise. An approach based
on mutual recognition of national or regional permissive standards may be the most
efficient path to achieving the desired international regulation.

Pursuing such a path to mutually accepted standards while also establishing, at the
same time, a public payments platform, using tCBRs, would provide a globally stable
network structure and framework, also involving stablecoins, tokenized commercial
bank deposits. Such an approach would provide the essential universal trust and
clearance and final settlement to enable a variety of private players to establish their
DLT asset-trading superstructures, on top of a tCBR payments platform(s). The next
major section of the article explores how this structure might be developed.

4.2 Technological interoperability

Regulatory interoperability is a necessary condition for stability and integrity
of trading. However, notwithstanding the ability and desirability of private sector
innovation in this rapidly emerging environment, it is also the case that technologi-
cal interoperability is also required for development of efficient systems. This is
especially the case at the international level, with a variety of proprietary private
programmable platforms needing to be able to work with each other. These DLT data
networks can be permissioned or permissionless. Generally, decentralised permis-
sion networks are preferred, especially by central banks as they provide trusted
governance, security, and risk management. In practice, the issue of choice is about
governance.

There will be a requirement, at this stage, in the development of a coherent system
for private and public cooperation to encourage the technological compatibility of
innovative systems to evolve. Competition between systems and platforms will be
important, but this stage should probably be followed by a limited number of opti-
mum interoperability solutions emerging.

5. A potential global digital assets trading and payments ecosystem

Already there are a considerable number of cross-border tokenized projects involv-
ing tCBRs. Three of these projects, mBridge [36], Nexus, and Agora (see References),
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are briefly described below to provide a useful picture of the likely future of
tokenized cross-border financial transfers and assets trading, and how this prepara-
tory work is helping to usher in a digitised and tokenized global trading and payments
ecosystem.

These projects involve the BIS, central banks, commercial banks, and large finan-
cial companies. The projects demonstrate how the advent of tokenization is accelerat-
ing the development of a global ecosystem, underpinned by tCBRs to provide final,
immutable payments settlement, potentially involving commercial bank deposits
and stablecoins in trading a plurality of tokenized financial assets on programmable
distributed ledger platforms.

There is also the progressive development of the ubiquitous SWIFT network,
reported in 2024 [13], indicate the rapid progress that is being made to establish
integrated public cross-border payment channels involving central banks, com-
mercial banks, and other financial organisations. Although not yet fully operational
globally, the beginnings of such an empirical international development are already
evident and will emerge over the next few years, spurred on by private sector tokeni-
zation development and trading. A third on-going project, Agora, is indicative of the
potential global reach of the technological, operational, and legal experimentation
taking place.

There is already private sector trading of tokenized financial assets taking place,
using stablecoins (such as USDC) and intermediary trading and payment private DLT
platforms, such as those developed by Stellar, Ripple, and R3. These trading activi-
ties are processed across these networks facilitated by a shared synchronised ledger,
distributed via the network’s nodes, other platforms may be based on permissionless
blockchains.

Extensive global coverage of tokenized assets trading and tokenized payments and
acceptance is likely also to require the involvement of tCBRs, to provide the requisite
clearance and final settlement of payments, and universal trust. Joint development
of a global ecosystem, involving both public sector and private sector participation,
stablecoins, and CBDCs, is a desideratum. See Zelmer and Kronick [37].

6. Geopolitical trends

The development of a widespread digital geoeconomic asset trading and financial
payments system has considerable implications for the wider geopolitical environ-
ment that this chapter now addresses.

There are three principal areas of concern and contention. First, the increasing
number of private money channels, providing not only digital ledger technology
and tokenized trading platforms but also clearance and internalised final settlement
facilities within blockchains. The issue here is the potential impacts of global financial
stability. It is for this reason that the private innovative development is accompanied
by a number of important BIS and central bank projects involving the use of tCBRs.
These projects, involving the participation by commercial banks and other financial
players such as investment banks, point the way to a public/private global partner-
ship approach to the development and secure expansion of tokenized financial assets
trading and payments ecosystem.

Second, the developing division of the world into four major geoeconomic trading
blocs: East Asia, Europe, the US, and the Global South, represented to an extent by
the BRICS Plus group. Albeit with some divisions within these four blocs, this division
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is leading to the gradual development of trade invoicing and settlement in various

fiat currencies, rather than the US dollar. Indeed, beyond even these four broad goods
trading blocs, bilateral trade invoicing in many individual fiat currencies has become
prevalent as indicated in an article by Arslanalp and Eichengreen et al. in 2021 [38].
Hence, agradual erosion of trade-invoice settlement using the US dollar. Nonetheless,
the dollar currently still represents the main trading and settlement currency—not-
withstanding the 20% plus share of the euro. Given its extensive use and liquidity, and
its relative global overall dominance is not likely to be threatened any time soon.

Third, the short-term uncertainty and potential longer-term instability of global
trading and monetary relationships created by the unpredictable policies of the
Trump administration, especially, in the context of the global trading and payments
area that is the subject of this chapter. The final shape of the expansion of the use of
soon-to-be regulated stablecoins into the global trading and payments arena is not
yet known. However, the preference of the US—already exhibited prior to Trump’s
second term see speech by Fed. Governor Waller in 2021 [3]—for the suggested
equivalence of private and public, fiat currency channels and the netting, clearance
and final settlement structure is concerning in a global context.

In relation to the substantive trust issue, although private money systems may be
sufficient to provide an adequate level of trust for the network participants as far as
payment clearance and settlement is concerned, they cannot provide the universal
level of trust provided by advanced fiat currency systems within monetary jurisdic-
tions. The role of strongly regulated commercial banks, as private money channels,
together with central banks, within the existing fiat monetary systems is crucial. A
situation leading to the development of independent private money payment silos
across the world, though there may be limited interoperability with lightly regu-
lated stablecoins, is likely to lead to global financial instability. Such an ecosystem
is unlikely to provide the requisite universal trust across the complex international
trading and financial system.

The main trends involved may now be explored via three potential global develop-
ment scenarios. Each of the scenarios are based on existing developments that all have
some momentum and where major promoters—central banks supporting tCBRs;
BRICS payment system commitment; Trump administration support for US private
stablecoin—are committed to moving forward. It is important to recognise that the
three scenarios are not alternatives. Rather is the issue as to how and to what extent
they will interact and hence influence the development path of the global ecosystem
over the next 5 years.

6.1 Supporting existing trends of central bank orthodoxy: Scenario 1
6.1.1 Action at international level

Currently, a global unified payments ledger does not yet exist. However, one
international project, supported by the BIS and a group of important central banks
is exploring how such a global unified ledger might be developed, in the context of a
broader global trading and payments ecosystem.

At an international level, further development of cross-border payments is being
pursued with Project Agord, based on a DLT approach. This project, launched in April
2024 by the BIS, brings together seven central banks, including Banque de France,
representing the Eurosystem, and the Bank of England, among other public and
private financial institutions.
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The project incorporates central banks, including the Federal Reserve Bank of
New York, Bank of England, Bank of France, Bank of Japan, Bank of Korea, Bank
of Mexico and the Swiss National Bank.

These banks will engage with private sector banks like Citi, HSBC, Deutsche Bank,
Standard Chartered, Lloyds Bank and global infrastructure providers such as
SWIFT, Euroclear, SDX, Visa and Mastercard, all brought together by the Institute of
International Finance (IIF).

The project will explore further enhancements of the monetary system and
provide new solutions potentially using smart contracts and programmability, while
maintaining the two-tier structure of the monetary system—central bank money and
commercial bank money. The testing of a possible global unified ledger is at the core
of this BIS-led project, with the design phase having started in 2024.

The project is ambitious. Even if the technological and operational conceptualiza-
tion proves feasibility and robustness, especially in relation to global interoperability,
there will also be legal and political challenges for any implementation of such an
international structure. The participation of the US dollar in any developed system
will be important if a global focus is to be comprehensive. Political attitudes in
the US, even prior to the current Trump presidency, have been relatively negative.
Nonetheless, Agora’s successful prosecution, at a minimum, may be to demonstrate
the technological and financial feasibility of a truly global system and to produce
draft standards of regulatory interoperability.

Another interesting major regional project is Project Nexus. The five central
bank partners in Project Nexus—Indonesia, Malaysia, the Philippines, Singapore
and Thailand—have agreed to establish a managing entity, the Nexus Scheme
Organisation (NSO), which will manage the project in its live implementation stages,
in Singapore.

Since 2022, the BISIH Singapore Centre has worked with the central banks and IPS
operators of the five central banks to evaluate the model against the reality of their
IPS. The project team also consulted with central banks, standard-setting bodies, IPS
operators, and commercial banks from around the world to validate that Nexus is
scalable and interoperable with IPS beyond those five countries.

In over 70 countries, today, domestic payments reach their destination in seconds
at near-zero cost to the sender or recipient, thanks to the growing availability of
instant payment systems (IPS). Connecting these IPS to each other can enable cross-
border payments from Sender to Recipient within 60 seconds (in most cases).

Rather than a payment system operator building custom connections for every
new country that it connects to, the operator can make one connection to the Project
Nexus platform. This single connection allows a fast payments system to reach all
other countries on the network. Nexus could significantly accelerate the growth of
instant cross-border payments. The project team also consulted with central banks,
standard-setting bodies, IPS operators and commercial banks from around the
world to validate that Nexus is scalable and interoperable with IPS beyond those five
countries.

6.1.2 Action at European level

At the European level, the potential of a DLT-based European unified ledger that
would include tokenised assets while retaining a two-tier monetary system is being
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explored. A further project is pursuing a similar approach to a potential European
unified ledger. Led by the Banque de France. This two-pronged approach to unified
ledgers, indicates that the evolution towards a unified global may be approached by
initially creating an inter-connected multi-fiat currency layer, given the absence of a
widely-accepted global unit of account, save for the limited issuance of International
Monetary Fund (IMF) Special Drawing Rights (SDRs).

The European Central Bank is running a twin-track approach through projects
at Deutsche Bundesbank and Banque de France, and Banca d’Italia with the former
creating a bridge between the existing Target 2 RTGS arrangement and DLT-based
tokens; the latter creating a DLT-native setting for DLT-based tokens to be settled
atomically in tokenised wholesale CBDC/tCBRs.

Various solutions for the settlement of tokenised assets in central bank money
are being tested. The Eurosystem banks’ partners Banca d’ITtalia and Deutsche
Bundesbank have put forward different proposals regarding the settlement of
tokenised assets in ECB central bank money.

It will build on the Eurosystem’s exploratory work on new technologies for wholesale
central bank money settlement, conducted between May and November 2024. This
work gave 64 participants — comprising central banks, financial market participants
and DLT platform operators —the opportunity to conduct over 50 trials and experi-
ments. Trials included actual settlement in central bank money, while experiments
were tests with mock settlement [39].

The approach is cautious, as Banque de France indicates.

Of course, none of these projects intends to abruptly veplace the curvent infrastructures
that have been meticulously developed and already provide state-of-the-art services for
most use cases in payments and securities settlement. However, we need to plan forward
and ensure that our infrastructuves ave not only up to date but future-proof [40].

Some of these European regional projects are aimed at piloting a global trading
and payments platforms, establishing regional DLT network platforms that utilise a
number of connected payments platforms, utilising a limited number of fiat curren-
cies to provide clearance and final settlement.

There are also other regional pockets of progress, one eschewing DLT, as already
indicated above (page 9), the Buna project [27]. This project is a Middle Eastern
cross-border payments initiative, setting up regional network based on a central
bank “standard” closed and centralised system. Hence, fiat currencies of the member
countries are linked across a centralised unified ledger, built on existing real-time
gross settlement platforms, involving the participating central banks. The project is
owned by the Arab Monetary Fund, supported by the regional Arab central banks and
involving commercial banks in the area.

6.2 Implications of a changing trading world and BRICS+: Scenario 2

Partly linked to the trade vision of the Trump administration and its actions, but
also because of secular trends in global economic development and trading relation-
ships, we appear to be moving towards a quadripartite global trading structure
(the US, the EU, Asean, and the BRICS), with a similar structure of evolving sup-
ply networks. The size of the South-East Asian economy is impressive, ASEAN+3
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(China, Japan, and South Korea) account for 30% of global GDP, 28% of global trade,
and 20% of inward FDI [41]. The BRICS grouping is expanding via new members
(BRICS+ has 11 members) and associate countries and includes some key countries in
the Global South.

It may also be argued that Russia and the Eurasian bloc suggests a further global trade
grouping. However, in relation to trade finance invoicing, it is not unreasonable to suggest
that this Russian-led grouping may be subsumed under the BRICS plus umbrella.

China has now taken over from the BIS as the leader of the mBridge project,
involving the central banks of China, Thailand, the UAE, and the Hong Kong MA,
has been running since 2021 (and since 2024 the Saudi central bank).

The project is a cross-border, decentralised, multiple CBDC DLT platform that
seeks to support real-time, peer-to-peer, cross-border payments and foreign exchange
transactions. The aim is to provide a multipolar global financial system, where indi-
vidual countries’ digital currencies can play a much larger role in international trade,
thus also avoiding use of the US dollar.

In 2024, at the BRICS annual meeting, such a cross-border payments network,
even the limited to the adherents to BRICS would be transformative in shifting some
significant trade finance from the US dollar, within this grouping.

The potential for using the latest DLT is relevant to the recent activity and mon-
etary instruments development within the BRICS plus grouping as Michael Lloyd’s
BRICS 2024 annual meeting report indicates:

Given the collective scope of BRICS Plus, there ave clearly divergent interests.
Achieving consensus on any major geopolitical issue is going to be difficult as the
issue of UN security council membership reform indicates. For this veason, it is the
development of technical monetary and trade initiatives where one should look for
BRICS progress [42].

For some BRICS states, such a digital payments system would offer a path to new
markets. For others, it would permit the circumvention of US sanctions. The BRICS
Pay initiative from 2018 first proposed linking the credit or debit cards of BRICS citi-
zens to online wallets, accessible 24/7 for payment via a mobile application installed
on their smartphones. The pilot project started in South Africa in early April 2019
and has intensified. The commitment is demonstrable. In 2020, the Russian BRICS
Presidency proposed the idea of a commercial “BRICS Pay” for “BRICS” countries for
the consideration of the BRICS Business Council as reported by Lloyd in 2023 [43].

There is no substantial direct challenge from the BRICS to the US dollar in the
form of a supplanting of the hierarchical monetary structural position of the dol-
lar at its apex. Nonetheless, there are various initiatives that are being pursued by
the BRICS that are likely to attempt to partially supplant the role of the US dollar in
both bilateral trade finance between BRICS countries and in supplanting the role of
the US-dominated SWIFT global financial payments system. The earlier launched
BRICSPay initiative is utilising the results of mBridge to develop the system for wider
trade invoicing among the BRICS+ members.

As Lloyd suggests:

The biggest advantage of BRICS Pay is in developing an integrated network payment
system, using distributed ledger technology (DLT). Such a structure would make
possible the use of BRICS members’ national digitised currencies used for external
payments, over the DLT network, and thus avoiding the use of the US dollar for trade

117



Cryptocurrencies — Innovations, Challenges, and Future Prospects

payments. Currently, external settlements between BRICS members still require a
conversion into US dollars, which requires the engagement of US banks. The BRICS
Pay system would thus allow the members to reduce their dependence on Western-
dominated international systems [42].

Two aspects of this technological initiative are worth noting. First, that develop-
ment of tCBRs in payments systems is likely to be regional in terms of digital currency
areas. Second, given the key role of China in the BRICS digital payments system, and
their long-standing support for a global unit of account, independent of any single
country, it is highly unlikely to support any suggested attempt to establish BRICS +
reserve currency. What this putative development suggests is that this BRICS+ evolv-
ing payments initiative is paving the way for using the technological opportunities
discussed in this chapter to reduce significantly reliance on the US dollar, and initially
on the use of the SWIFT network. This task involves, however, a difficult, long-term
commitment and is not an imminent development.

6.3 A geopolitical payments future in a Trumpian world: Scenario 3

The Trumpian global trading vision—which may become more entrenched than
some observers are assuming—will have implications for its impacts of the above
scenarios. In 2023, the Biden Administration initiated a foreign policy process that
it termed the New Washington Consensus (NWC), for definition see Lloyd article
published in 2025 [44]. The aim was to establish a US-led alliance of Western liberal
democracies, to set against a supposed autocratic alliance led by China, including inter
alia Russia, Iran, North Korea and other autocratic countries. Trump may agree with
some elements of the NWC, but not the idea of any quasi-formal alliance with other
Western nations, the US under Trump is likely to become more isolationist, demand-
ing “tribute” from its allies for protection [44].

The advent of the Trump presidency, including Trump’s own involvement with
crypto-assets, only strengthens the US preference for private money channels and
reinforces doubts on US participation in international government fora on issues of
global regulation of private money channels.

It is also important to recognise that even regulated US stablecoins will still
represent private money channels. They will not be equivalent to the issued fiat cur-
rencies of regulated commercial banks whose issued currencies become fiat currencies
as aresult of the banks’ access to central bank reserves, so providing full clearance
and final settlement. It is this fiat currency system within monetary jurisdictions that
provides the universal trust that enables a functioning monetary economy and society
to function. This position was only arrived at over a period of the past 200 years, leav-
ing behind earlier unregulated and uncoordinated independent private banks.

It would, however, be possible for stablecoins, or at least the dominant issuers, to
be given access to central bank reserves, this may happen in the US. It may be argued
that such access would simply increase the number of “banks.” The problem would
be that, unless the stablecoin issuer’s regulation was as tight as that of the current
commercial banks, then there would be direct competition between stablecoins and
commercial bank deposits, echoing the concern that has been expressed by some
commentators have expressed about retail CBDCs. Moreover, it is not clear in the US
whether stablecoin issuers would be permitted to create loans, beyond their deposit
base, despite being less strongly regulated than commercial banks, for a discussion
see Lloyd [19].
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At a global level, there is a need for any putative global ecosystem to establish the
same level of universal trust between monetary jurisdictions as within those jurisdic-
tions. Such an ecosystem may only be credibly established with the participation of
tCBRs, providing the underpinning payments platforms.

There is a serious danger that the current US position may prevent such a desired
outcome. Attempts to trade in financial assets may then lead to emerging global
financial uncertainty and instability. Trump has already ruled out any idea of the US
establishing a US retail digital central bank currency and he may also rule out whole-
sale US digital central bank currency participation in global payments. In practice
such participation, via supporting US-regulated stablecoins would further strengthen
the role of the US dollar in assets-trading, so he may not.

As ever in the Trumpian world, we are left with a high degree of unpredictability.
It might be argued that the above potential problems can be ignored. Such an insouci-
ant argument ignores the crucial fact of the pivotal role of the US dollar in monetary
and trading terms and the role of the US central bank (the Fed.) as, effectively, a
global central bank, in addition to its internal US monetary jurisdiction role.

Trump issued an early executive order [45] that challenged the view of its previ-
ous chair, Gary Gensler—that crypto-assets, including some stablecoins—were to be
regarded unequivocally as securities. Gensler resigned immediately. Under the new
chair, Paul Atkins, appointed by Trump, the SEC US regulatory role as far as crypto-
assets are concerned is currently under review as indicated by Ralhi, Georgetown Law
School [46]. It appears likely that any new SEC regulatory regime will be less severe
than that under Gensler. However, though the regulatory balance may shift to being
in favour of innovation, risks to investors will still have to be assessed and investors
protected. The risks were clearly demonstrated in the Terraform stablecoin case.

The TerraUSD (UST) stablecoin protected its peg to the US dollar by an algorithmic
system link with its governance token LUNA, which promised high returns, but the
system collapsed, losing $40 billion of its market value, resulting in a legal judgement
against the company [47].

On the positive side, though somewhat belatedly, the US Genius Act—aimed
at regulating stablecoins and stablecoin issuers such as Tether—is going through
Congress. How far and well this legislation will ensure financial and monetary stabil-
ity will depend on the final legal text of the act and how this will be interpreted by
US regulators and US courts. It does appear that the Act, appropriately, separates the
regulation of stablecoins as settlement currencies, from the plethora of speculative
investment crypto-assets more widely.

If any potential concerns about adequate regulation in the crypto area could be
restricted to the US, then it might not be a global problem. The difficulty is that
despite Trump’s apparent desire to isolate the US in some respects, it cannot be quar-
antined or isolated in the international trading or monetary terms. US policies and
actions in the area of global monetary policy and the global monetary system affect all
countries, given the omni-present role of the US dollar. Despite some movement away
from the use of the US dollar in relation to trade invoicing and settlement, the US
dollar remains at the apex of the global monetary system.

7. Conclusion

There are clear challenges, both to the private sector and the public sector in the
developing global context of tokenized assets-trading and payments. For the private

119



Cryptocurrencies — Innovations, Challenges, and Future Prospects

sector, there are issues of technological interoperability for the many digital ledger
technology databases and networks. Clearly, it will be important to preserve innova-
tion, though it is likely that, over time, there are likely to be only a handful of major
players, and here, there will be a need for compatibility. It is already the case that
there are perhaps four dominant US stablecoins, with perhaps some question of the
USDT issued by Tether being preponderant. This issue may be addressed by US legal
regulation.

For the public/state sector the challenges appear to be considerable, especially
given the need to ensure global financial stability. The main international organisa-
tions involved—the BIS, the IMF, and the World Bank—and perhaps notably the
BIS, have all discussed the issue of the impact of private money payment channels
in the context of global financial stability. There is a potential for the development
of regional assets-trading networks underpinned by tCBR fiat currency unified
ledger systems. Such regional network systems may likely involve both stablecoins
and tokenized commercial bank deposits, combining both private and public sectors
technologies.

There are also strong challenges for any attempt, for instance, by the BRIBS, to
establish an alternative, widespread multi-currency platform cross-border payments
platform to compete with an innovating SWIFT, given the liquidity and dominance of
the use of the US dollar. The BRICSPay cross-border initiative is a potential, long-term
challenger, though there are substantial geopolitical barriers to be overcome.

The future situation would perhaps be clearer were it not for the current uncertain
global trading and monetary environments. The more likely evolution would appear
to be towards the creation of a network of regional multi-fiat currency platforms with
a foreign exchange conversion and central banks’ payments layer, as suggested above.

This approach which is argued could provide a significant step forward towards a
multipolar structure with regionalized operational systems. Such a regional DLT plat-
form structure development would still leave the US dollar, including US stablecoins,
as the dominant trading and reserve currency, but with a more balanced utilisation of
other digitised fiat currencies, such as the euro, the yuan, and the yen.

Author details

Michael Lloyd
Global Policy Institute, London, United Kingdom

*Address all correspondence to: Icaeurope@btinternet.com

IntechOpen

© 2025 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided

the original work is properly cited.
120


http://creativecommons.org/licenses/by/4.0
lcaeurope@btinternet.com

Perspective Chapter: The Future of Wholesale CBDCs in a Tokenizing and Trumpian World

DOI: http://dx.doi.org/10.5772/intechopen.1012063

References

(1] Kregel J. The economic problem:

From barter to commodity money to
electronic money. In: Levy Institute
Working Paper 982. 2021. Available from:
www.levyinstitute.org/wp-content/
uploads/2024/02/wp_982.pdf

[2] Trump D. Executive Order on

Digital Assets. 2025. Available from:
https://www.reedsmith.com/en/
perspectives/2025/02/trump-signs-
executive-order-digital-assets-american-
financial-technology

[3] Waller F. Federal Reserve Speech
by Governor Waller. Reflections on
Stablecoins and Payments Innovations.
2021. Available from: https://www.bis.
org/review/r211119e.htm

[4] Project Agora. Top Commercial
Lenders Join G7 Central Bank-Dominated
Digital Currency Trial. 2024. Available
from: https://uk.finance.yahoo.
com/news/top-commercial-banks-
join-g7-161916215.html

[5] Project Nexus. Connecting Instant
Payment Systems. 2025. Available from:
https://www.bis.org/about/bisih/topics/
fmis/nexus.htm

(6] BIS. Tokenization May Create New
Risks for Central Banks. 2024. Available
from: https://www.pymnts.com/
blockchain/2024/bis-tokenization-may-
create-new-risks-central-banks/

[7] Ripple and BCG. Future Expansion
of Assets Trading. 2025. Available from:
https://ripple.com/ripple-press/global-
financial-infrastructure-entering-a-new-
era/

(8] Trump. Trumpy Launches His Own
Crypto Currency. 2025. Available from:
https://www.bbc.co.uk/news/articles/
c9vmym2jvy9o

121

[9] Mayer J. De-dollarization: The global
payment infrastructure and wholesale
central bank digital currencies. In:

FMM Working Paper 102-2024. IMK

at the Hans Boeckler Foundation,
Macroeconomic Policy Institute; 2024.
Available from: https://ideas.repec.org/f/
pmal008.html

[10] BIS. Central Bank Digital
Currencies—Executive Summary. 2023.
Available from: https://www.bis.org/fsi/
fsisummaries/cbdcs.htm

[11] Morgan JP, Wyman O. Unlocking $20
Billion Value in Cross-Border Payments.
2020. Available from: https://www.
jpmorgan.com/kinexys/documents/
mCBDCs-Unlocking-120-billion-value-
in-cross-border-payments.pdf

[12] G20. G20 Roadmap for Enhancing
Cross-border Payments. FSB; 2020.
Available from: https://www.fsb.org/
uploads/P131021-1.pdf

[13] SWIFT. New Collaborative
Experiments Explore more Complex
CBDC Use Cases. 2024. Available from:
https://www.swift.com/news-events/
news/new-collaborative-experiments-
explore-more-complex-cbdc-use

[14] Russia Ban from Using SWIFT—
Australian Parliament Explainer.
Available from: https://www.aph.gov.
au/About_Parliament/Parliamentary_
departments/Parliamentary_Library/
Research/FlagPost/2022/March/
Exclusion_of Russia_from_SWIFT

[15] Project Helvetia. 2022. Available
from: https://www.bis.org/about/bisih/
topics/cbdc/helvetia.htm

[16] Project Jura. 2021. Available from:
https://www.bis.org/about/bisih/topics/
cbdc/jura.htm


http://www.levyinstitute.org/wp-content/uploads/2024/02/wp_982.pdf
http://www.levyinstitute.org/wp-content/uploads/2024/02/wp_982.pdf
https://www.reedsmith.com/en/perspectives/2025/02/trump-signs-executive-order-digital-assets-american-financial-technology
https://www.reedsmith.com/en/perspectives/2025/02/trump-signs-executive-order-digital-assets-american-financial-technology
https://www.reedsmith.com/en/perspectives/2025/02/trump-signs-executive-order-digital-assets-american-financial-technology
https://www.reedsmith.com/en/perspectives/2025/02/trump-signs-executive-order-digital-assets-american-financial-technology
https://www.bis.org/review/r211119e.htm
https://www.bis.org/review/r211119e.htm
https://uk.finance.yahoo.com/news/top-commercial-banks-join-g7-161916215.html
https://uk.finance.yahoo.com/news/top-commercial-banks-join-g7-161916215.html
https://uk.finance.yahoo.com/news/top-commercial-banks-join-g7-161916215.html
https://www.bis.org/about/bisih/topics/fmis/nexus.htm
https://www.bis.org/about/bisih/topics/fmis/nexus.htm
https://www.pymnts.com/blockchain/2024/bis-tokenization-may-create-new-risks-central-banks/
https://www.pymnts.com/blockchain/2024/bis-tokenization-may-create-new-risks-central-banks/
https://www.pymnts.com/blockchain/2024/bis-tokenization-may-create-new-risks-central-banks/
https://ripple.com/ripple-press/global-financial-infrastructure-entering-a-new-era/
https://ripple.com/ripple-press/global-financial-infrastructure-entering-a-new-era/
https://ripple.com/ripple-press/global-financial-infrastructure-entering-a-new-era/
https://www.bbc.co.uk/news/articles/c9vmym2jvy9o
https://www.bbc.co.uk/news/articles/c9vmym2jvy9o
https://ideas.repec.org/f/pma1008.html
https://ideas.repec.org/f/pma1008.html
https://www.bis.org/fsi/fsisummaries/cbdcs.htm
https://www.bis.org/fsi/fsisummaries/cbdcs.htm
https://www.jpmorgan.com/kinexys/documents/mCBDCs-Unlocking-120-billion-value-in-cross-border-payments.pdf
https://www.jpmorgan.com/kinexys/documents/mCBDCs-Unlocking-120-billion-value-in-cross-border-payments.pdf
https://www.jpmorgan.com/kinexys/documents/mCBDCs-Unlocking-120-billion-value-in-cross-border-payments.pdf
https://www.jpmorgan.com/kinexys/documents/mCBDCs-Unlocking-120-billion-value-in-cross-border-payments.pdf
https://www.fsb.org/uploads/P131021-1.pdf
https://www.fsb.org/uploads/P131021-1.pdf
https://www.swift.com/news-events/news/new-collaborative-experiments-explore-more-complex-cbdc-use
https://www.swift.com/news-events/news/new-collaborative-experiments-explore-more-complex-cbdc-use
https://www.swift.com/news-events/news/new-collaborative-experiments-explore-more-complex-cbdc-use
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/March/Exclusion_of_Russia_from_SWIFT
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/March/Exclusion_of_Russia_from_SWIFT
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/March/Exclusion_of_Russia_from_SWIFT
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/March/Exclusion_of_Russia_from_SWIFT
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/March/Exclusion_of_Russia_from_SWIFT
https://www.bis.org/about/bisih/topics/cbdc/helvetia.htm
https://www.bis.org/about/bisih/topics/cbdc/helvetia.htm
https://www.bis.org/about/bisih/topics/cbdc/jura.htm
https://www.bis.org/about/bisih/topics/cbdc/jura.htm

Cryptocurrencies — Innovations, Challenges, and Future Prospects

[17] Dumitrescu M. Tokenized Deposits:
The Future of Banking. 2025. Available
from: https://r3.com/tokenized-deposits-
unlocking-the-future-of-banking/

(18] Skingsley C, Shin H, BIS. Project
Agora Press Conference. 2024. Available
from: https://wwwyoutube.com/
watch?v=7EQKwB_DDmk

[19] Lloyd M. Central Bank Digital
Currencies: The Future of Money.
Agenda Publishing; 2023. Available
from: https://agendapub.com/
page/detail/central-bank-digital-
currencies/?k=9781788216326

[20] Kannengiebr N, Lins S. Trade-offs
between distributed ledger technology
characteristics. ACM Computing
Surveys. 2020;53(2):42, 37 pages.

DOI: 10.1145/3379463

[21] CPMLI. 2017. Available from: https://
www.bis.org/cpmi/info_pfmi.htm

[22] Ripple X. Available from: https://
xrpl.org/

[23] Rubin, Arredondo. Decentalized
Finance is Not All Block and White.
2025. Available from: https://www.omfif.
org/2025/05/decentralised-finance-is-
not-all-block-and-white/

[24] Aqilla. Unified Ledgers vs Modular
Ledgers. 2025. Available from: https://
www.aqilla.com/resources/do-you-wish-
your-finance-system-was-always-in-
balance-unified-ledger/

[25] BIS. Speech by A Carstens in May
6th, 2024. 2024. Available from: https://
www.bis.org/speeches/sp240506.htm

[26] Morgan JP. Speech by U. Farooq,
May7th, 2024. 2024. Available from:
https://www.ledgerinsights.com/

jp-morgan-explains-why-it-prefers-

122

unified-ledger-over-public-blockchain-
for-tokenization/

[27]1 BUNA Middle-East Unified Ledger.
2025. Available from: https://buna.co/

[28] Stablecoins Pose Risks and Fall Short
of Monetary Standards, Warns BIS.
Available from: https://www.thebanker.
com/content/44a3906d-18b0-4843-
9d00-0b70225c2873

[29] Liao, Caramichael. 2022. Available
from: https://www.federalreserve.gov/
econres/ifdp/files/ifdp1334.pdf

[30] USDC. Regulated Stablecoin. 2025.
Available from: https://www.circle.com/
usdc

[31] ESMA. Markets in Crypto-Assets
Regulation. 2025. Available from: https://
Www.esma.europa.eu/esmas-activities/
digital-finance-and-innovation/
markets-crypto-assets-regulation-mica

[32] European Commission Eases
Stablecoin Rules Despite ECB Concerns.
Available from: https://www.ainvest.
com/news/european-commission-eases-
stablecoin-rules-ecb-concerns2506/

[33] BOE Governor Bailey Warns Banks
Against Issuing Own Stablecoins.
Available from: https://www.bloomberg.
com/news/articles/2025-07-13/boe-
governor-bailey-warns-banks-against-
issuing-own-stablecoins

[34] Bloomberg UK. Potential Problems
with the Genius Act. 2025. Available
from: https://www.bloomberg.com/
news/articles/2025-06-10/stablecoins-
bring-crypto-closer-to-the-mainstream-
what-could-go-wrong

[35] Mehrling. Elasticity and Discipline
in the Global Swap Network. 2015.
Available from: https://www.


https://r3.com/tokenized-deposits-unlocking-the-future-of-banking/
https://r3.com/tokenized-deposits-unlocking-the-future-of-banking/
https://www.youtube.com/watch?v=7EQKwB_DDmk
https://www.youtube.com/watch?v=7EQKwB_DDmk
https://agendapub.com/page/detail/central-bank-digital-currencies/?k=9781788216326
https://agendapub.com/page/detail/central-bank-digital-currencies/?k=9781788216326
https://agendapub.com/page/detail/central-bank-digital-currencies/?k=9781788216326
https://www.bis.org/cpmi/info_pfmi.htm
https://www.bis.org/cpmi/info_pfmi.htm
https://xrpl.org/
https://xrpl.org/
https://www.omfif.org/2025/05/decentralised-finance-is-not-all-block-and-white/
https://www.omfif.org/2025/05/decentralised-finance-is-not-all-block-and-white/
https://www.omfif.org/2025/05/decentralised-finance-is-not-all-block-and-white/
https://www.aqilla.com/resources/do-you-wish-your-finance-system-was-always-in-balance-unified-ledger/
https://www.aqilla.com/resources/do-you-wish-your-finance-system-was-always-in-balance-unified-ledger/
https://www.aqilla.com/resources/do-you-wish-your-finance-system-was-always-in-balance-unified-ledger/
https://www.aqilla.com/resources/do-you-wish-your-finance-system-was-always-in-balance-unified-ledger/
https://www.bis.org/speeches/sp240506.htm
https://www.bis.org/speeches/sp240506.htm
https://www.ledgerinsights.com/jp-morgan-explains-why-it-prefers-unified-ledger-over-public-blockchain-for-tokenization/
https://www.ledgerinsights.com/jp-morgan-explains-why-it-prefers-unified-ledger-over-public-blockchain-for-tokenization/
https://www.ledgerinsights.com/jp-morgan-explains-why-it-prefers-unified-ledger-over-public-blockchain-for-tokenization/
https://www.ledgerinsights.com/jp-morgan-explains-why-it-prefers-unified-ledger-over-public-blockchain-for-tokenization/
https://buna.co/
https://www.thebanker.com/content/44a3906d-18b0-4843-9d00-0b70225c2873
https://www.thebanker.com/content/44a3906d-18b0-4843-9d00-0b70225c2873
https://www.thebanker.com/content/44a3906d-18b0-4843-9d00-0b70225c2873
https://www.federalreserve.gov/econres/ifdp/files/ifdp1334.pdf
https://www.federalreserve.gov/econres/ifdp/files/ifdp1334.pdf
https://www.circle.com/usdc
https://www.circle.com/usdc
https://www.esma.europa.eu/esmas-activities/digital-finance-and-innovation/markets-crypto-assets-regulation-mica
https://www.esma.europa.eu/esmas-activities/digital-finance-and-innovation/markets-crypto-assets-regulation-mica
https://www.esma.europa.eu/esmas-activities/digital-finance-and-innovation/markets-crypto-assets-regulation-mica
https://www.esma.europa.eu/esmas-activities/digital-finance-and-innovation/markets-crypto-assets-regulation-mica
https://www.ainvest.com/news/european-commission-eases-stablecoin-rules-ecb-concerns2506/
https://www.ainvest.com/news/european-commission-eases-stablecoin-rules-ecb-concerns2506/
https://www.ainvest.com/news/european-commission-eases-stablecoin-rules-ecb-concerns2506/
https://www.bloomberg.com/news/articles/2025-07-13/boe-governor-bailey-warns-banks-against-issuing-own-stablecoins
https://www.bloomberg.com/news/articles/2025-07-13/boe-governor-bailey-warns-banks-against-issuing-own-stablecoins
https://www.bloomberg.com/news/articles/2025-07-13/boe-governor-bailey-warns-banks-against-issuing-own-stablecoins
https://www.bloomberg.com/news/articles/2025-07-13/boe-governor-bailey-warns-banks-against-issuing-own-stablecoins
https://www.bloomberg.com/news/articles/2025-06-10/stablecoins-bring-crypto-closer-to-the-mainstream-what-could-go-wrong
https://www.bloomberg.com/news/articles/2025-06-10/stablecoins-bring-crypto-closer-to-the-mainstream-what-could-go-wrong
https://www.bloomberg.com/news/articles/2025-06-10/stablecoins-bring-crypto-closer-to-the-mainstream-what-could-go-wrong
https://www.bloomberg.com/news/articles/2025-06-10/stablecoins-bring-crypto-closer-to-the-mainstream-what-could-go-wrong
https://www.ineteconomics.org/uploads/papers/WP27-Mehrling.pdf

Perspective Chapter: The Future of Wholesale CBDCs in a Tokenizing and Trumpian World

DOI: http://dx.doi.org/10.5772/intechopen.1012063

ineteconomics.org/uploads/papers/
WP27-Mehrling.pdf

[36] mBridge. Connecting Economies
Through CBDC. Available from: https://
www.bis.org/publ/othp59.htm

[37] Zelmer, Kronick. Stablecoin and
CBDCs Together. 2021. Available from:
https://cdhowe.org/publication/two-
sides-same-coin-why-stablecoins-and-
central-bank-digital-currency-have/

[38] Arslanalp S, Eichengreen B,
Simpson-Bell C. The Stealth Erosion of
Dollar Dominance: Active Diversifiers
and the Rise of Nontraditional Reserve
Currencies. IMF WP/22/58. Washington,
DC, USA: IMF; 2022

[39] ECB Unified Ledger Eurosytem

Project. Available from: https://www.ecb.

europa.eu/press/pr/date/2025/html/ecb.
pr250220_1~ce3286f97b.en.html

[40] Banque de France wCBDCs

Project. Available from: https://www.
banque-france.fr/en/financial-stability/
financial-stability-mandate/supporting-
digital-transformation-financial-sector/
wholesale-mnbc

[41] AMRO Asia. Asean+3ina
Fragmenting World. 2025. Available
from: https://amro-asia.org/
asean3-in-a-fragmenting-world

[42] Lloyd M. BRICS Plus 2024 Annual
Meeting. GPI; 2024. Available from:
https://gpilondon.com/publications/
brics-annual-meeting-2024

[43] Lloyd M. BRICS Plus 2023 Annual
Meeting. GPI; 2023. Available from:
https://gpilondon.com/publications/
brics-annual-meeting-2023

[44] Lloyd M. Biden’s new Washington
consensus in a Trumpian world. Atlantic
Economic Journal. 2025. p. 3. Available

123

from: https://uk.search.yahoo.com/
yhs/search?hspart=sz&hsimp=yhs-
002&p=Lloyd%2C+M+%282025%2
9+Biden%E2%80%99s+New + Washi
ngton+Consensus+in+a+Trumpian+
World%?2C+ Atlantic+Economic+Jour
nal&type=type80260-4258542761&gdpr
=1&param1=475798463

[45] Strengthening American Leadership
in Digital Financial Technology.
Available from: https://wwwwhitehouse.
gov/presidential-actions/2025/01/
strengthening-american-leadership-in-
digital-financial-technology/

[46] Ralhi AS. Beyond Enforcement the
SEC’s Playbook on Crypto Regulation.
2025. Available from: https://www.law.
georgetown.edu/ctbl/blog/beyond-
enforcement-the-secs-shifting-playbook-
on-crypto-regulation/

[47] SEC. Judgement on Terraform. 2023.
Available from: https://www.sec.gov/
newsroom/press-releases/2023-32


https://www.ineteconomics.org/uploads/papers/WP27-Mehrling.pdf
https://www.ineteconomics.org/uploads/papers/WP27-Mehrling.pdf
https://www.bis.org/publ/othp59.htm
https://www.bis.org/publ/othp59.htm
https://cdhowe.org/publication/two-sides-same-coin-why-stablecoins-and-central-bank-digital-currency-have/
https://cdhowe.org/publication/two-sides-same-coin-why-stablecoins-and-central-bank-digital-currency-have/
https://cdhowe.org/publication/two-sides-same-coin-why-stablecoins-and-central-bank-digital-currency-have/
https://www.ecb.europa.eu/press/pr/date/2025/html/ecb.pr250220_1~ce3286f97b.en.html
https://www.ecb.europa.eu/press/pr/date/2025/html/ecb.pr250220_1~ce3286f97b.en.html
https://www.ecb.europa.eu/press/pr/date/2025/html/ecb.pr250220_1~ce3286f97b.en.html
https://www.banque-france.fr/en/financial-stability/financial-stability-mandate/supporting-digital-transformation-financial-sector/wholesale-mnbc
https://www.banque-france.fr/en/financial-stability/financial-stability-mandate/supporting-digital-transformation-financial-sector/wholesale-mnbc
https://www.banque-france.fr/en/financial-stability/financial-stability-mandate/supporting-digital-transformation-financial-sector/wholesale-mnbc
https://www.banque-france.fr/en/financial-stability/financial-stability-mandate/supporting-digital-transformation-financial-sector/wholesale-mnbc
https://www.banque-france.fr/en/financial-stability/financial-stability-mandate/supporting-digital-transformation-financial-sector/wholesale-mnbc
https://amro-asia.org/asean3-in-a-fragmenting-world
https://amro-asia.org/asean3-in-a-fragmenting-world
https://gpilondon.com/publications/brics-annual-meeting-2024
https://gpilondon.com/publications/brics-annual-meeting-2024
https://gpilondon.com/publications/brics-annual-meeting-2023
https://gpilondon.com/publications/brics-annual-meeting-2023
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://uk.search.yahoo.com/yhs/search?hspart=sz&hsimp=yhs-002&p=Lloyd%2C+M+%282025%29+Biden%E2%80%99s+New+Washington+Consensus+in+a+Trumpian+World%2C+Atlantic+Economic+Journal&type=type80260-4258542761&gdpr=1&param1=475798463
https://www.whitehouse.gov/presidential-actions/2025/01/strengthening-american-leadership-in-digital-financial-technology/
https://www.whitehouse.gov/presidential-actions/2025/01/strengthening-american-leadership-in-digital-financial-technology/
https://www.whitehouse.gov/presidential-actions/2025/01/strengthening-american-leadership-in-digital-financial-technology/
https://www.whitehouse.gov/presidential-actions/2025/01/strengthening-american-leadership-in-digital-financial-technology/
https://www.law.georgetown.edu/ctbl/blog/beyond-enforcement-the-secs-shifting-playbook-on-crypto-regulation/
https://www.law.georgetown.edu/ctbl/blog/beyond-enforcement-the-secs-shifting-playbook-on-crypto-regulation/
https://www.law.georgetown.edu/ctbl/blog/beyond-enforcement-the-secs-shifting-playbook-on-crypto-regulation/
https://www.law.georgetown.edu/ctbl/blog/beyond-enforcement-the-secs-shifting-playbook-on-crypto-regulation/
https://www.sec.gov/newsroom/press-releases/2023-32
https://www.sec.gov/newsroom/press-releases/2023-32




Chapter 7

Blockchain Reshaping Energy
Markets: Regulatory Frameworks for
Sustainability-Driven Energy Tokens

Kavisma Karvisma and Sam Goundar

Abstract

This chapter examines how blockchain is revolutionising energy production,
distribution, consumption, and trading, with a particular focus on sustainability-driven
energy tokenisation that aims to decarbonise the grid, incentivise renewable energy
generation, and democratise energy access. Projects such as WePower and Power
Ledger are not just examples but beacons of hope, showcasing the potential of block-
chain in realigning traditional energy systems toward climate-conscious paradigms.
Nevertheless, these innovations confront unresolved legal and regulatory challenges.
The chapter’s central contribution is a comparative legal analysis of how jurisdictions are
grappling with the classification and regulation of utility tokens and smart contracts in
energy markets. In Malaysia, the Capital Markets & Services (Prescription of Securities)
Order 2019 excluded utility tokens from the definition of securities, reflecting their
functional character. However, the ongoing reforms to the Guidelines on Recognised
Markets are significant, as they suggest a potential policy shift that could bring such
tokens within the regulatory perimeter of Digital Asset Exchanges, potentially reshap-
ing the regulatory landscape for blockchain in energy markets. In contrast, Australia,
despite recognising the heterogeneity of crypto-assets, continues to rely on securities
and financial services law in ways ill-suited to the hybrid nature of utility tokens,
leaving issuers and consumers vulnerable to gaps in disclosure and protection. Going
beyond token classification, this chapter explores the complex challenges presented by
smart contracts in energy markets. These issues underscore the critical need for tailored,
forward-looking regulation that can effectively balance investor protection, technologi-
cal neutrality, and the decentralising ethos of blockchain-based energy systems.

Keywords: Blockchain, tokenisation, energy trading, smart contracts, legal and
regulatory frameworks
1. Introduction

Blockchain found its origins in advancements across ledgers, cryptography, eco-
nomics, and computer science, ultimately bringing forth Bitcoin in 2009. However,
the conceptual seeds were sown much earlier. Dating back to 1991, 34 years ago,

Haber and Stornetta built a cryptographically secured chain of blocks to establish a
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digital record that is append-only and tamper-resistant [1]. Their work formed the
basis for what became blockchain. In 2008, amid the global financial crisis, Satoshi
Nakamoto authored a breakthrough whitepaper “Bitcoin: A Peer-to-Peer Electronic
Cash System,” proposing a decentralised digital currency that relied on a type of
distributed ledger which we now refer to as blockchain [2]. Bitcoin’s innovation was
in solving the double-spending problem without needing a trusted central author-
ity, using a combination of proof-of-work consensus and cryptographic hashing.
Therefore, the primary impetus for such innovation was circumventing the trust gap
embedded in trade and business processes between participating entities. Bitcoin
essentially allows participants to engage in peer-to-peer digital transactions with-
out having to rely on intermediaries. In 2013, Vitalik Buterin proposed the use of
Ethereum to circumvent the limitations of Bitcoin, which led to a breakthrough shift
in 2015 with its launch, raising $18 million worth of ether [3]. Ethereum introduced a
programmable blockchain with enhanced functionality, allowing developers to write
decentralised applications (dApps) through smart contracts which are self-executing
codes. The underlying technology, blockchain, began to receive attention beyond

the context of cryptocurrencies. The blockchain space has diversified significantly.
Today, blockchain is recognised as a “general-purpose technology” with the potential
to transform not only financial systems but also sectors like supply chain, energy,
healthcare, governance, and education [4]. With its continuous evolution, blockchain
is increasingly intertwined with other emerging technologies, such as Artificial
Intelligence and Internet of Things, amplifying its role in shaping disruptive business
landscapes.

The idea of disruptive innovation, first introduced by Clayton Christensen,
explains how such innovations transform the dominant industry logic, altering value
creation, delivery, and capture simultaneously [5]. Blockchain technology exemplifies
the disruptive innovation phenomenon by redefining the value chain. It has evolved
into a foundational technology, disrupting conventional systems and centralised
infrastructures across finance, energy, and supply chain, radically altering how
individuals and organisations conduct transactions [6]. It is reshaping core industries
with the prominent features of decentralisation, transparency, and immutability [7].

More importantly, blockchain technology enables systems in which authority is
distributed, decision-making is transparent, and trust is embedded in code rather
than centralised institutions and intermediaries [8]. In economies of scale and scope,
decentralisation as a key feature of blockchain presents a disruptive force capable of
flattening hierarchies, reducing transaction costs, and increasing system resilience
[9]. Furthermore, it provides a range of benefits that enable the development of
diverse use cases with real-time integration between stakeholders, automated opera-
tions, and data sharing, thus accelerating the viability and efficiency of various
sectors. The intersection of blockchain technology and energy markets presents a
transformative opportunity for advancing global sustainability goals through decen-
tralised, transparent, and secure systems. However, these potentials are not without
undue friction. The decentralised architecture often clashes with regulatory frame-
works, dominant and centralised business models, and institutional inertia.

2. Research objective and methodology

This chapter examines how blockchain is revolutionising the landscape
of energy production, consumption, and trading, with a particular focus on
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sustainability-driven energy token initiatives that aim to decarbonise the grid, incen-
tivise renewable energy generation, and democratise energy access. Projects such as
WePower and Power Ledger are not just examples but beacons of hope, showcasing
the potential of blockchain in realigning traditional energy systems toward climate-
conscious paradigms, offering mechanisms for peer-to-peer energy trading, energy
tokenisation, and regenerative ecological finance. Despite the promise of these inno-
vations, their integration within existing legal and regulatory frameworks remains a
pressing challenge.

This chapter briefly introduces the key features, elements, and characteristics
of blockchain to better comprehend the technology’s transformative potential as a
multi-dimensional force. While the technological promise of blockchain is widely
acknowledged, grounded in decentralisation, transparency, and automation, the
legal, technological, and societal dimensions remain contested and complex. Many
jurisdictions are still grappling with whether and how to regulate decentralised
systems, often applying outdated legal doctrines to a technology that challenges
traditional notions of authority and control. Further, public understanding remains
limited, and resistance often emerges from institutional or behavioural inertia.
Without broader awareness and stakeholder engagement, even the most innovative
use cases risk remaining at the margins rather than achieving transformative scale.

As regulatory instruments become more formalised and comprehensive, an
important normative and practical question surfaces in this chapter:

Do legal frameworks in Malaysia and Australia inadvertently constrain the decentral-
ising potential of blockchain in energy markets?

In other words, could increase regulatory intervention function as a deterrent to
decentralised innovation, undermining the core premise of disintermediation that
underpins blockchain-based energy tokenisation? Here, we examine the tension
between regulatory certainty and technological autonomy. While regulation is neces-
sary to safeguard public interests, it must be calibrated in a manner that preserves
the integrity and transformative promise of decentralised energy infrastructures.
Striking this balance is not just a challenge but a strategic imperative.

To answer the research objectives, the authors utilised desk research and doctrinal
legal research methods. The authors employed deep desk research that provided
distinctive insights into this multidisciplinary area. In an emerging field with the
adoption of cutting-edge technology such as blockchain, desk research proves helpful
in obtaining detailed and impartial information. The desk research involved sys-
tematic collection and analysis of primary and secondary documents on blockchain-
based use cases and business models, including but not limited to policy documents,
government reports, energy industry reports, academic work, journal articles,
commentaries, working papers, scientific web-based literature, technical reports, and
other relevant publications. Besides deriving valuable data from desk research, the
authors adopted doctrinal legal research methodology and textual analysis to discern
and critically analyse the legal challenges, with particular reference to the legal and
regulatory frameworks of Malaysia and Australia.

3. Blockchain fundamentals

The unique features and characteristics of blockchain interact coherently and
add value to the sanctity of its architecture. Traditional business processes adopt
centralised systems which rely on multiple intermediaries and central governing
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bodies to verify transactions and streamline operations. Blockchain has attracted
growing interest in recent years, largely because of its core feature of decentralisation.
By dispelling the need for central authorities or intermediaries, blockchain networks
simplify peer-to-peer interactions and reduce costs and complexity generally present
in centralised systems [10]. Blockchain can be seen as a technological move toward

a more distributed and inclusive landscape, as it challenges dominant and well-
entrenched systems and embraces alternative forms of business governance [11, 12].

Transparency is a defining feature of blockchain technology. Network peers can
equally assess and trace transaction data aggregated and recorded on the blockchain
ledger [13]. All nodes on the network go through consensus protocols before a new
block is added [14]. It ensures that no party has individual control over the verifica-
tion process and that blockchain enhances transparency and data integrity, reducing
the threat of falsification and malicious tampering of data [15]. Ultimately, a public
blockchain is built on an open-source framework, which allows the usage and modi-
fication of open-source blockchain protocols, which are, in numerous instances,
available for public viewing [11]. A public blockchain has high transparency with its
fully decentralised system. However, a private blockchain may lack transparency. This
is because participation is restricted to a defined group of users and participants, typi-
cally managed and maintained by a single entity [16].

Autonomy is blockchain’s critical trait because of its self-governing infrastructure,
in that the network operates independently of centralised oversight [17]. Functionality
and consensus are upheld by distributed nodes rather than a single authority. However,
the degree of autonomy is dependent on the architectural framework of blockchain.
Public blockchains are permissionless systems that enable open participation. It allows
any user to contribute to validate, verify, and record transactions on the ledger [18]. In
contrast, private blockchains restrict these functions to selected actors, thereby rein-
forcing centralised governance within a distributed framework. Only predetermined
nodes can participate in the blockchain network [19]. Generally, blockchain disrupts
monopolies by reducing dependence on centralised operators or authorities, offering a
model of autonomous, transparent, and user-driven energy markets.

The transaction data or information on the ledger cannot be modified or deleted
without altering all subsequent blocks in the chain. Each block is timestamped,
hashed, and cryptographically linked to the others, establishing a permanent record
on the ledger [20]. Any attempt to modify data on the blockchain ledger necessitates
the recalculation of new hash values for all subsequent blocks [15]. This is because
even a minor change alters the original block’s hash, thereby breaking the crypto-
graphic link to the next block and invalidating the chain unless recomputed. The
recomputation involves high cost and complexity, sufficient to deter any blockchain
modification or deletion [21]. The immutability feature enhances data integrity and
trustworthiness of blockchain transactions.

Furthermore, the blockchain’s cryptographic feature preserves the anonymity and
security of shared data, making it difficult for adversaries to gain unauthorised access
or tamper with the data. Cryptography mechanisms like asymmetric cryptography
involve public and private keys [22]. The public key serves as a unique address that
remains untethered to the participant’s real-world identity [23]. The private key com-
prises a unique cryptographic passcode that grants the user control over their digital
assets and authorises transactions [24]. It serves as the user’ digital identity, where
only those with access to the private key can initiate, approve, or sign transactions on
the network.
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4. Peer-to-peer energy trading

Historically, centralised monopolies and utility companies controlled the
generation of energy, its distribution, and transmission, with a push toward
decarbonising and decentralising energy systems. This position promoted greater
ownership and autonomy over renewable energy sources and distributed energy
resources (DERs). The application of blockchain in the energy realm centres
around facilitating distributed energy systems, charging electric vehicles, produc-
ing green certificates, facilitating grid management, integrating Internet of Things
(IoT) devices, and easing the functions of peer-to-peer energy trading platforms
[25]. Utilising blockchain can eliminate third-party intermediaries for the direct
performance of peer-to-peer energy transactions between energy producers and
consumers. Prosumers and consumers who utilise blockchain can trade energy
without being exposed to high intermediary costs [26]. This position is facilitated
by integrating technology with distributed energy infrastructures such as energy
conversion devices and storage units, which can create new energy “production-
supply-consumption systems”.

With the prominent application of distributed and decentralised energy systems
grounded on blockchain technology, users can trade surplus energy in real-time [27],
negating the monopoly of power industries and reducing energy loss in the transmis-
sion and distribution of energy over long distances.

The term ‘zero-sum activities’ connotes the absence of active demand-side
and supply-side RE processes and operations, yielding no net RE production or
consumption. Instead, zero-sum activities are proactive catalysts to employ DERs
efficiently [28]. With increasing digitalisation, a large amount of data is collected
and analysed. “Energy Data-as-a-service” constitutes innovative prosumer-driven
business models in which prosumers can actively engage to provide data-related
services that market actors require [29]. Blockchain technology can facilitate real-
time information sharing and exchange between prosumers, consumers, network
providers, and system operators to ensure information accessibility and efficacy in
energy sharing and trading.

Malaysia, as a developing economy, is still in the nascent stages of integrating
renewable energy into its national grid. In contrast, Australia, a developed coun-
try, possesses a comparatively mature and diversified renewable energy sector.
Historically characterised by centralised monopolistic control, Malaysia’s energy
market has progressively moved toward liberalisation and decentralisation, par-
ticularly through the engagement of independent power producers (IPPs) [30].

The country now aims to foster a more horizontally structured, bottom-up energy
ecosystem. However, key challenges persist, including the need for infrastructure
enhancements, the formulation of dynamic and cost-reflective pricing mechanisms,
and the development of policy instruments that can accommodate technological
and market shifts [26]. Australia, by contrast, grapples with the complexities of
incorporating a growing number of prosumers into an already liberalised market.
Its regulatory focus has shifted toward grid stability, addressing network-related
externalities such as thermal overloading, reverse power flows, and safety concerns
arising from the proliferation of distributed energy resources (DERs) [26]. This
contrast highlights the differentiated industry-specific regulatory priorities and
market conditions shaping the deployment of blockchain-based energy innovations
in both jurisdictions.
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5. Energy tokens

At the cutting edge of blockchain innovation lies tokenisation, a process that
transforms units of energy, often measured in kilowatt-hours, into digital tokens
recorded on the blockchain. This revolutionary process goes beyond mere digitisation
of metering data; it creates a versatile asset that can be traded, stored, or combined
with other digital assets. Unlike simple data entries, tokens are programmable and
self-enforceable through smart contracts, enabling energy to be transacted like any
other commodity within a digital marketplace.

Tokenisation’s potential is particularly transformative in P2P energy markets. In these
systems, households, or ‘prosumers’ with surplus renewable electricity (typically from
rooftop solar) can sell directly to neighbours, local businesses, or energy communi-
ties. The blockchain ledger ensures that each unit of electricity produced is uniquely
represented and cannot be double spent, addressing a significant challenge of digital
exchange. Tokens also provide liquidity in otherwise fragmented local markets, prevent-
ing the waste or sale of surplus electricity at unfavourable tariffs. Instead, tokenisation
allows it to be packaged and resold dynamically, ushering in a new era of energy trading.

The broader implications of tokenisation are significant. First, it allows energy to be
treated as a tradable, portable digital asset, bridging the gap between physical flows of
electricity and the financial instruments that govern energy markets. Second, it enables
new business models that go beyond the sale of electricity itself. Tokens can represent
not only consumption rights but also environmental attributes such as renewable energy
certificates or carbon offsets, thereby embedding sustainability incentives directly
into the architecture of trading systems. Third, the immutability and transparency of
blockchain records play a crucial role in reducing disputes and verification costs, which
are exceptionally high in decentralised energy contexts. This scenario reassures us of
the reliability and efficiency of blockchain technology in the energy sector, a practical
benefit that cannot be overstated. Further, prosumers use these applications for real-
time representation of energy assets in the form of tokens, which they subsequently
trade on blockchain platforms, facilitating considerable changes in energy processes and
landscapes. While asset tracking, management, and optimisation applications facilitate
improvements to energy infrastructures, they constitute zero-sum activities.

However, the introduction of tokenisation also brings about regulatory and
conceptual challenges. Suppose energy tokens can be traded on secondary markets.
In that case, they may start to resemble investment instruments, raising questions
about their legal classification as securities or financial products (as seen in the next
section). Moreover, tokenisation does not eliminate the technical complexities of grid
balancing or the volatility of renewable generation; instead, it overlays these issues
with inherent financial and legal uncertainties. Yet, blockchain-enabled tokenisa-
tion fundamentally transforms P2P energy trading by making electricity tradable as
a secure and programmable asset, leading to greater efficiency, transparency, and
inclusivity. Still, it also compels regulators and policymakers to rethink the legal and
economic frameworks within which electricity markets have historically operated.

6. Token creation in P2P trading systems

The creation and circulation of energy tokens are foundational to the function-
ing of blockchain-enabled peer-to-peer (P2P) energy markets. Without a robust
mechanism for token creation, P2P systems would struggle to match energy supply
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with demand or incentivise participation. Token creation, therefore, plays a dual role:
it represents real-world electricity production while simultaneously underpinning
the financial and operational structure of decentralised energy markets. Each token is
typically pegged to a measurable quantity of electricity, usually 1 kilowatt-hour [31].
The minting process, executed by a smart contract, issues new tokens to prosumers
when they generate renewable electricity [32]. These tokens serve as both proof of
production and instruments of exchange, effectively digitising electricity in a form
that can circulate among peers. This process ensures that every kilowatt-hour pro-
duced is recorded and accounted for in real time, eliminating duplication or fraud.
The importance of token creation extends beyond mere representation. By issuing
tokens to prosumers, platforms provide an immediate economic incentive for renew-
able generation. Rather than waiting for monthly feed-in tariffs or relying on sub-
sidies, households can receive tokens in near real time, which they can use to offset
their own consumption, exchange with neighbours, or resell. This mechanism lowers
entry barriers for small-scale producers, fostering greater participation and accelerat-
ing the transition to distributed renewable energy.

Equally significant is the role of token supply management in ensuring the stabil-
ity of P2P markets. Token economies must balance the creation and destruction of
tokens to reflect actual energy flows. The mint function increases supply by reward-
ing generation [32]. In contrast, the burn function reduces it by removing tokens from
circulating in the decentralised energy market once they are redeemed for electricity
consumed [32]. These mechanisms prevent inflation of token supply and maintain
parity between digital assets and physical energy. Supply control is not only a techni-
cal necessity but also a governance tool, ensuring that token markets remain credible
and stable. Token creation also underpins the liquidity of P2P markets, transform-
ing electricity into a tradable asset [31]. In conventional grids, energy surpluses are
difficult to monetise and often wasted. In tokenised systems, surplus energy is minted
into tokens that can be stored or traded later, effectively transforming electricity into
a storable financial asset. This liquidity is what makes P2P markets viable, allowing
energy to flow seamlessly between multiple small producers and consumers.

Nevertheless, token creation raises significant challenges. If tokens are readily
tradable on secondary markets, they may be purchased not for consumption but for
speculation, blurring the line between utility and investment. Regulatory systems are
often ill-equipped to distinguish between these functions, leaving token economies
vulnerable to either under-regulation (exposing consumers to risks) or over-regu-
lation (stifling innovation). In essence, token creation is the linchpin of blockchain-
based P2P energy trading. It transforms electricity into a fungible, tradable, and
incentivising asset, enabling decentralisation and efficiency while simultaneously
creating new regulatory and economic complexities.

6.1 Case study 1: WePower

WePower, a blockchain-based energy trading platform established in 2017, exem-
plifies the application of decentralised and distributed ledger technology to RE pro-
curement and trading. Its most prominent pilot took place in Estonia in collaboration
with the national transmission system operator, Elering [33]. Leveraging the country’s
complete smart-metre coverage, WePower uploaded 24 terawatt-hours of historical
consumption and production data, amounting to 26,000 hours, onto a blockchain
infrastructure. This dataset was converted into approximately 39 billion Smart
Energy Tokens, with each token constituting 1 kilowatt-hour of electricity [34]. Each
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utility token functions as a self-executing smart contract, stipulating the energy type,
production and delivery time, and price, thereby serving as a digitised analogue to a
conventional power purchase agreement (PPA) [35]. Further, these tokens represent
fractional ownership of energy assets /projects under the PPA, meaning that the
token holders have a share in the revenue generated by the energy project. The tokens
can be traded or exchanged through auctions [36]. By disintermediating traditional
utilities and retailers, the platform enables renewable energy producers to sell directly
to corporate and individual buyers. This democratisation of access lowers transaction
costs and provides smaller actors with entry into energy markets previously domi-
nated by incumbent suppliers.

From a financing perspective, tokenisation allows energy developers to pre-sell
future production, diversifying counterparties and potentially enhancing project
bankability. The 2018 initial coin offering, which raised $40 million, further under-
scored the appetite for blockchain-enabled energy solutions, though subsequent
token volatility highlighted investor risks [37]. Beyond Estonia, WePower expanded
its model through “Elemental,” a white-label marketplace deployed with Mojo Power
in Australia [38]. This model allows other energy companies to use WePower's plat-
form under their own brand, thereby expanding the reach and impact of WePower’s
technology. In Australia, Elemental tokenised energy is generated from the Robinvale
Solar Farm [38]. Despite these advances, critical challenges remain regulatory uncer-
tainty regarding tokenised contracts, volatility of utility tokens such as WPR, and the
limited integration of blockchain-based assets into broader clean energy investment
flows. Scholars have observed that WePower exhibits unusually high “self-connected-
ness”, suggesting speculative investor behaviour and limited spillover into traditional
energy markets [39]. Overall, WePower demonstrates both the promise and the fragil-
ity of blockchain-mediated energy markets: while capable of enhancing transparency
and democratising access, such initiatives remain contingent upon legal recognition,
regulatory harmonisation, and investor confidence.

For producers, they enable upfront financing by selling fractional units of future
energy, lowering project risk, and enhancing bankability. For buyers, including
corporations, SMEs, and households, they provide transparent and flexible access to
clean energy without needing large-scale and long-term energy contracts. Investors
benefit by gaining a new class of tradable green assets, while RE communities can
pool resources to purchase or resell local renewable power. Finally, policymakers gain
from the transparency and traceability of tokenised energy, which supports climate
accountability and ESG reporting.

6.2 Case study 2: Power ledger

Power Ledger, a trailblazer in the energy industry, was founded in Australia
in 2016 [40]. It stands out as one of the most innovative blockchain-based energy
trading platforms, with a core ambition to revolutionise energy markets by enabling
peer-to-peer (P2P) trading of renewable electricity. This groundbreaking approach
reduces dependence on incumbent utilities and opens new possibilities for the energy
sector. The system relies on a dual-token model: POWR, a publicly tradable token that
provides access to the platform and functions as a staking mechanism, and Sparkz,
a stable, internal unit of account pegged to local currency and used exclusively for
transacting energy [41]. This structure separates speculative investment in POWR
from the day-to-day energy settlement function of Sparkz, a design intended to
mitigate volatility and support regulatory acceptance.
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Technically, Power Ledger operates on both public and consortium blockchain
layers. POWR is hosted on Ethereum, while Sparkz transactions are recorded on a pri-
vate EcoChain ledger using Proof of Stake consensus protocols, with interoperability
ensured through escrow arrangements [42]. Smart metres, which collect consumption
and generation data in intervals of one to 30 minutes, play a crucial role in the system.
They record the data, which is then registered on-chain. The platform’s applica-
tions include xGrid for residential P2P trading, uGrid for microgrid and embedded
network management, and PowerPort for electric vehicle charging markets [43, 44].
In addition, Power Ledger has piloted solutions for wholesale market settlements,
renewable energy certificates, and carbon credit trading.

The company has undertaken trials in Australia, New Zealand, India, Thailand,
and the United States, reflecting its ambition to position blockchain as an enabling
infrastructure for distributed energy resources [45]. With a market capitalisation
exceeding $100 million, Power Ledger is also one of the most visible energy tokens
in global digital asset markets [46]. Nevertheless, challenges remain. These include
the platform’s reliance on favourable regulation, its limited penetration beyond solar
and wind, uncertainties around taxation of P2P energy transactions, and the need for
further research to maximise the platform’s efficiency [41]. These challenges under-
score the fragility of blockchain-based energy solutions and the need for continuous
innovation and adaptation.

Power Ledger’s suggestion that P2P tokenised trading can replace subsidies is a
beacon of hope for the renewable energy sector [46]. By making excess solar energy
self-sustaining through direct market exchange, Power Ledger is paving the way for
a more sustainable and efficient energy market. However, it is crucial to note that
the pricing mechanics of energy tokens need to be studied carefully, as their success
(and risks) will significantly influence climate policy, energy regulation, and green
finance (Table1).

Dimension WePower Power Ledger

Year & Origin

2017, Lithuania

2016, Australia

Core Purpose

Tokenisation of renewable energy production
& direct trading between renewable energy
producers and corporate and individual
buyers.

Peer-to-peer (P2P) renewable
energy trading & environmental
commodities trading.

Token Types and
Features

Smart Energy Tokens (SETs): 1 kWh per
token, functioning as self-executing PPAs and
fractional ownership of projects.

WPR utility tokens are tradable.

Dual token system:

POWR, a publicly tradable token that
provides access to the platform and
functions as a staking mechanism.
Sparkz, a stable, internal unit of
account pegged to local currency

and used exclusively for transacting
energy

Key Technical
Features

WePower uploaded 24 terawatt-hours of
historical consumption and production data,
amounting to 26,000 hours, onto a blockchain
infrastructure.

Operates across public (Ethereum)
and private (EcoChain using Proof
of Stake consensus protocols)
blockchains.

Smart metres feed consumption/
generation data on-chain.
Applications: xGrid (residential
P2P), uGrid (microgrids), PowerPort
(EV charging).
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Dimension WePower Power Ledger
Market Pre-financing renewable projects. P2P trading in residential and
Applications Fractional energy ownership. microgrid contexts.

Direct and flexible access for corporations, EV charging markets.

SMEs, and households. Solutions in wholesale markets, RE

certificates, and carbon credits.

Geographic Estonia (pilot with Elering). Pilots in Australia, New Zealand,
Reach Australia (Elemental marketplace with Mojo India, Thailand, and the United

Power).

States.

Financing &

ICO raised $40 m (2018).

Market capitalisation exceeding

Investment Tokenisation enables pre-selling future $100 m.
production, diversifying counterparties. POWR tokens are active in global
digital asset markets.
Regulatory Legal uncertainty over tokenised PPAs. Regulatory acceptance enhanced by
Outcomes & Volatility of WPR token. dual-token model.
Challenges Limited integration with mainstream energy Reliant on favourable policies.
finance Limited penetration beyond solar/
wind.
Uncertainty around P2P taxation and
scalability.
Stakeholder Value Producers: Upfront financing, risk reduction, Producers/Prosumers: Monetise
improved bankability. excess renewable generation.
Buyers: Flexible and transparent renewable Consumers: Access to local and
energy access. decentralised clean energy.
Investors: New class of tradable green assets. Regulators: Sandbox for decentralised
Policymakers: Transparency, climate market design.
accountability and ESG reporting. Policy impact: P2P trading could
substitute subsidies.
Table 1.
Authors’ own.

7. Regulation of utility tokens in Malaysia

Under the Capital Markets & Services (Prescription of Securities) (Digital
Currency and Digital Token) Order 2019, utility tokens have conventionally been
regarded as outside the definition of a “security” This exclusion reflected the func-
tional view that utility tokens are primarily designed to provide access to a product or
service, rather than to generate investment returns [47]. As such, they have histori-
cally been spared the full weight of securities regulation. However, the Securities
Commission Malaysia (SC) is now revisiting this position as part of its proposed
reforms to the Guidelines on Recognised Markets (RMO Guidelines). The consulta-
tion raises the possibility that utility tokens, such as those used for access to digital
platforms or services, may be brought within the regulatory perimeter of Digital
Asset Exchanges (DAXs) [48]. Such a move would mark a significant policy shift,
effectively reclassifying these utility tokens alongside securities and subjecting them
to SC oversight.

The implications would be substantial. For issuers, listing and offering processes
require prior SC consent, as well as compliance with disclosure and governance
requirements, thereby raising costs and barriers to entry. For exchanges, additional
compliance responsibilities would reshape market operations and potentially restrict
the variety of tokens available for trading, which could mean that certain types of
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utility tokens, which were previously not subject to securities regulation, may no
longer be available for trading on DAXs. More broadly, the reclassification of tokens
would blur the traditional distinction between “utility” tokens and “security” tokens.
This boundary has long guided both innovation and regulation in digital asset mar-
kets. Ultimately, the SC’s deliberation reflects a broader regulatory dilemma. While
utility tokens facilitate innovation and new business models, their speculative trading
in secondary markets increasingly resembles investment activity. Whether Malaysia
continues to exempt them or opts to regulate them as securities will have far-reaching
consequences for the growth and competitiveness of its digital asset ecosystem,
potentially affecting its global standing.

As an example, Malaysia’s proposed reclassification of utility tokens as securities
would significantly affect the application of the WePower model. Its Smart Energy
Tokens, representing fractional ownership and revenue rights, would likely fall
within the securities perimeter, requiring prior approval, disclosure, and compliance
with Securities Commission rules. This raises costs for issuers and restricts token trad-
ing to licenced DAXs, undermining WePower’s vision of democratised energy access.
While stricter oversight may enhance legitimacy and investor protection, it would
reduce liquidity and limit participation by smaller buyers. Ultimately, WePower’s
tokenisation model could shift from enabling broad market access to serving more
institutional, compliance-driven energy finance architecture.

8. Regulation of utility tokens in Australia

The Australian regulatory environment has long struggled to situate utility tokens
within the framework of financial services law. By design, utility tokens provide
access to a platform or service rather than conferring ownership rights or entitle-
ments to profit. In theory, they are closer to software licences than to investment
instruments. Yet, as the case law and regulatory commentary suggest, the boundary
between consumptive use and investment purpose is far from clear. Even “closed-
loop” tokens can fall within the ambit of financial regulation if they are broadly
marketed or actively traded on secondary exchanges [49]. This creates persistent
uncertainty for token issuers and exchange operators, especially in the context of
initial coin offerings (ICOs). Such regulatory deterrence and ambiguity has discour-
aged innovators from launching projects domestically, with many choosing friendlier
jurisdictions. This shows that a binary choice between classifying tokens as securities
or leaving them unregulated is unworkable.

The ICO of Power Ledger (POWR) in 2017 illustrates both the potential and the
ambiguity. The project raised approximately AUD $34 million to support a block-
chain-enabled peer-to-peer energy trading platform [50]. POWR tokens, character-
ised as utility tokens, are necessary to access the platform’s functions, while a second
token, Sparkz, is used to settle actual energy transactions [51]. Power Ledger’s white
paper (describing the project and configuration of its token model) expressly denied
any investment rights or dividends, ownership claims, or guarantees of profitability.
Instead, POWR tokens were framed as functional access keys, essential to operate
the platform [50]. Nonetheless, their listing on cryptocurrency exchanges through
secondary markets opened the possibility of speculative trading, raising questions as
to whether they should be captured under Australian financial services laws.

ASIC has acknowledged that crypto-assets are heterogeneous, but its current
framework remains ill-suited to capture the hybrid nature of utility tokens [52, 53].
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Regulatory design must resist the urge to retrofit utility tokens into existing frame-
works, as such an approach is akin to forcing a new form into an ill-suited legal
mould. Scholars contend that while current legal frameworks may not be entirely
suitable, the parallels with concerns over consumer protection and market oversight
suggest that relying solely on general consumer law provisions against deception

and misrepresentation is insufficient [50]. The absence of tailored safeguards leaves
consumers exposed to risks similar to those associated with non-cash payment
facilities such as the issuer’ ability to alter the terms and conditions unilaterally and
information asymmetry. A similar vulnerability exists with utility tokens, as platform
operators often retain the discretion to modify the rights or functionalities attached to
them [50].

Yet, because utility tokens were not automatically treated as financial products,
issuers operated in a grey zone where disclosure obligations are generally weaker
and unregulated. However, this concern is less acute for community-driven energy
projects, where participants and platform operators are within the same community
with benevolent intentions. In such contexts, the incentive structure is cooperative
rather than speculative, and the primary objective is the circulation of locally gener-
ated renewable energy rather than secondary-market profit-making. The communal
governance model and shared interest in sustaining the project mitigate some of
the asymmetries and unilateral risks that plague more commercially driven token
ecosystems.

Globally, under the EU’s Markets in Crypto-Assets Regulation (MiCA), utility
tokens are formally recognised as a distinct category, separate from asset-referenced
and electronic money tokens. Defined as tokens providing “access to goods and
services that do not yet exist or are not yet in operation,” they avoid classification as
securities unless they embed investment features. Issuers must publish a compliant
crypto-asset white paper disclosing rights, risks, and obligations, with limited exemp-
tions for small or closed offerings [54]. MiCA’s role in increasing transparency and
legal certainty is a reassuring factor, strengthening investor confidence while impos-
ing higher compliance costs.

There is a strong case that when a token’s defining function is not to generate
speculative returns but to facilitate the operation of a digital ecosystem, it cannot be
meaningfully regulated under the same principles as securities. Applying securities
law in such cases would misconstrue the token’s economic role. What is required,
therefore, is a regulatory model that recognises the distinction between tokens as
instruments of consumption and tokens as vehicles of investment, ensuring that
oversight is proportionate to the risks actually posed. For example, treating POWR as
aregulated financial product would risk assimilating the token (intentionally created
to access specific products and services) into securities law, an outcome that would
extend regulation beyond its natural purview. The regulatory challenge, therefore,
lies in developing a framework that balances innovation and consumer protection
without collapsing the distinction between functional access tokens and genuine
investment products.

9. Smart contracts and token governance

If token creation provides the foundation of blockchain-enabled energy markets,
smart contracts constitute the architecture that sustains them. Nick Szabo intro-
duced smart contracts through his seminal work “The Idea of Smart Contracts,”
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defining smart contracts as “A set of promises, including protocols within which
the parties perform on the other’s promise. The protocols are usually implemented
with programs on a computer network, [...] these contracts are ‘smarter’ than their
paper-based ancestors [55].” The definition embodies the elements of trustless-
ness, automation, self-execution, and self-enforcement. Smart contracts that run
on a Distributed Ledger Technology, such as blockchain, automate agreements by
executing predefined conditions and specific actions once triggered, removing the
need for human intervention or intermediaries. In the context of peer-to-peer (P2P)
energy trading, smart contracts do far more than record transactions: they provide
governance, enforcement, and economic stability. Further, blockchain-based smart
contracts leverage key attributes, such as immutability, decentralisation, transpar-
ency, and security.

At their core, smart contracts allow for the automation of energy transactions.
When a prosumer generates surplus electricity and offers it for sale, the smart
contract can automatically calculate the corresponding number of tokens, set a price,
and transfer ownership once a buyer agrees [32]. Similarly, when a consumer pur-
chases energy, the contract automatically deducts tokens from the buyer’s account and
credits them to the sellers. This level of automation not only reduces administrative
overhead but also guarantees fairness, since all participants operate under the same
transparent rules encoded in the blockchain.

Smart contracts also perform governance functions critical to the viability of
tokenised markets. For example, they can enforce escrow and lock-up mechanisms,
ensuring that tokens are held until energy delivery is confirmed [56]. This protocol
addresses a fundamental challenge in energy trading: synchronising financial
settlement with physical delivery. By requiring tokens to be locked until consump-
tion is verified, smart contracts align incentives and reduce the scope for fraud or
default. Nevertheless, the scope and utility of the smart contract depend on how
accurately the programming language expresses the contractual terms agreed upon
by the parties.

Beyond governance, smart contracts provide market adaptability. Contracts can
include dynamic pricing algorithms that adjust token values in response to real-time
supply and demand conditions, a feature essential in markets dependent on intermit-
tent renewable generation [32]. They can also encode demand response mechanisms,
rewarding consumers for shifting loads to periods of peak renewable supply. In doing
so0, smart contracts embed not only economic rules but also environmental objectives
directly into market structures.

However, the use of smart contracts in the energy sector is not without difficul-
ties. Unlike traditional contracts, they are written in programming languages such as
Solidity, which are inaccessible to most legal practitioners and consumers. This lack of
comprehensibility raises concerns about accountability and the scope of shared inten-
tion (consensus ad idem), especially when disputes arise. Moreover, the immutability
of blockchain makes correcting errors or adapting terms challenging. These issues
highlight the need for legal innovation alongside technical innovation, as regulators
and courts must grapple with contracts that are simultaneously legal instruments and
executable code.

While smart contracts reduce energy transaction costs, enforce energy delivery,
and embed complex market rules into automated protocols, they raise new legal and
regulatory questions about interpretation, liability, and consumer protection. By
transforming electricity into a programmable digital asset, smart contracts extend the
reach of law into code—an evolution that energy regulators cannot afford to ignore. In
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Malaysia, the legal enforceability of a contract rests on the classical common law ele-
ments: an offer, its acceptance, valid consideration, and the parties’ intention to create
legal relations [57]. The contract must also be free from vitiating factors such as fraud,
misrepresentation, coercion, duress, or illegality, as these may render the agree-

ment void. Questions of contractual capacity and genuine consent remain equally
applicable in this context. Where these conditions are satisfied, a smart contract can
amount to a valid and enforceable agreement under Malaysian law in the literal sense.
But where purposively interpreted, the question arises whether these traditional
doctrines, formulated for human interactions, can be applied without modification to
agreements generated, executed, or even concluded by autonomous code.

Section 10 of the Contracts Act 1950 (CA 1950) encapsulates the principle by
stating that: “All agreements are contracts if they are made by the free consent of
parties competent to contract, for a lawful consideration and with a lawful object,
and are not hereby expressly declared to be void.” The statutory definitions of offer
and acceptance under Section 2(a) and (b) mirror the common law position: a
“proposal” arises where one person indicates willingness to perform or refrain from
an act to secure another’s assent; once that assent is given, the proposal becomes a
promise [57]. This functional equivalence suggests that, in theory, smart contracts
can fit within the existing legal mould as it clearly indicates contractual elements
and terms.

The Electronic Commerce Act 2006 (ECA 2006) extends this framework into the
digital sphere by conferring legal recognition on electronic communications. Section
6 expressly provides that information is not to be denied legal validity merely because
it exists in electronic form, or because the referenced data is stored outside the elec-
tronic message itself, provided it remains accessible to the counterparty [58]. The Act
also defines “electronic signature” broadly, covering any symbol, character, or digital
identifier adopted as a signature, thereby accommodating the automated nature
of blockchain-based transactions [58]. While the ECA was designed with email,
electronic records, and digital signatures in mind, the provision can be interpreted
purposively to include self-executing blockchain scripts.

However, any practical enforceability of the contract also hinges on evidentiary
requirements. The issue arises where the admissibility of contracts in judicial pro-
ceedings in Malaysia further depends on compliance with the Stamp Act 1949 (SA
1949). Section 52 [1](a) SA 1949 prohibits the admission of unstamped instruments
into evidence [59]. Stamping thus remains a precondition for enforceability, provid-
ing fiscal compliance as well as evidentiary admissibility, which raises a concern: cana
self-executing smart contract, existing only as lines of code on a distributed ledger, be
“stamped” in the conventional sense?

Similarly, in Australia, the common law principles of a valid and enforceable
contract, namely offer, acceptance, consideration, and intention to create legal
relations, would equally apply to smart contracts. The Electronic Transactions Act
1999 addresses electronic transactions in Australia, ensuring that they are legally
enforceable and facilitating their use in business transactions. According to the Act,
“a transaction is not invalid because it took place by means of one or more electronic
communication,” which is a key provision when recognising smart contracts in the
legal sphere [60]. Signatures, information, and documents provided, produced,
recorded, or retained in an electronic form have legal status. Further, “a contract
formed automatically is not invalid, void, or unenforceable because there was no
human review or intervention,” embodying the validity of blockchain transactions
and smart contracts despite the lack of intermediaries.
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However, the lack of legal frameworks in the event of disputes from coding errors
or unforeseen circumstances exposes participants to significant risks and limited
avenues for redress. A central right for energy prosumers is to receive transparent
and accessible contractual information, covering tariffs, billing methods, allocation
rules, and platform fees [61]. Yet the process of transcribing legal rights, obligations,
and remedies into code (and decoding them back into human-readable language)
is fraught with complexity [62]. Contractual drafting relies on nuanced phrasing
and interpretive flexibility, which are rarely replicable in rigid programming codes.
The absence of detailed specifications in code can produce significant downstream
consequences.

Even with the advancement of programming languages, the task of mastering
them remains a domain of specialist knowledge. The scarcity of reliable translation
tools that can convert legal language into executable code (and vice versa) under-
scores the complexity of the process. This complexity often leads to hesitation among
businesses and individuals to adopt smart contracts. The absence of such tools not
only raises costs but also increases the likelihood of errors, which can escalate into
disputes. While some obligations, when expressed with sufficient precision, can
be readily coded, not all contractual clauses are amenable to automation [63]. The
heterogeneous nature of contracts makes it nearly impossible to foresee every contin-
gency [63]. For instance, force majeure clauses are notoriously resistant to codifica-
tion due to their dependence on unforeseeable external events. Similarly, vague legal
standards such as ‘good faith’ or ‘reasonableness’ cannot be meaningfully represented
in code, highlighting the limitations of smart contracts [64].

Flaws in the code and programming errors can undermine smart contract opera-
tions, eroding any advantages they promise in executing energy contracts or power
purchasing agreements (PPAs). Smart contract attributes, such as immutability
and irreversibility, which are typically seen as safeguards, may exacerbate problems
by preventing the alteration or deletion of faulty records. Smart contracts also face
vulnerabilities to bugs, malware, and intentional exploitation by malicious actors.
Such threats may compromise contractual performance, with no recourse to correc-
tive measures, leaving parties vulnerable to significant financial harm [64]. When
defects or malfunctions occur, automated execution continues regardless of whether
outcomes align with the parties’ intentions [65]. Drafting and coding mistakes often
manifest as billing inaccuracies or transactional disruptions. Since the performance of
such agreements depends on the technical competence of programmers, the persis-
tent question remains: who bears liability when errors cause losses? Parties, therefore,
need a clear understanding of the risks associated with blockchain-based automation
before committing to its use.

Using smart contracts as legal instruments presents challenges for parties
unfamiliar with programming. Legal enforceability depends on a clear and mutual
expression of intent but coding that intent into executable form often requires
reliance on programmers. Linguistic ambiguities and limited technical knowledge
may prevent contracting parties from verifying whether the code faithfully repre-
sents their agreement. To mitigate this, some scholars propose developing a “term
sheet” that provides programmers with explicit specifications [64]. Parties may also
consider contractual arrangements with developers themselves, either by requiring
arepresentation that the code mirrors the parties’ intent or by embedding explicit
obligations on the programmer within a separate agreement [64]. These strategies
aim to reduce interpretive disputes and ensure that the coded agreement reflects the
underlying consensus.
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The enforceability of judgements concerning smart contracts is likewise uncertain,
raising questions about the adequacy of legal protection. In decentralised peer-to-peer
or community energy settings, these concerns become particularly acute, as traditional
enforcement mechanisms are bypassed. Traditionally, parties agree on enforcement
and dispute resolution mechanisms. Smart contracts, however, assume away the need
for such provisions by embedding self-enforcement into their design. Yet disputes still
arise, and enforcement presupposes identification of the parties—something that is
often obscured on public blockchains where only pseudonymous addresses are visible.
By design, smart contracts are immutable. Once deployed, halting performance or
altering terms is virtually impossible without predefined mechanisms in place. This
forces parties to rely on technical infrastructure and programmer-devised features to
allow for termination or modification. Coding language itself can become a source of
disagreement. If contractual terms are expressed with insufficient clarity, disputes
emerge over whether the programmed instructions capture the parties’ true intent. The
opacity of code for non-experts only compounds these interpretive challenges.

10. Conclusion

This chapter has shown that blockchain-enabled tokenisation and smart contracts
represent both an innovation and a regulatory disruption in the energy sector. While
projects such as WePower and Power Ledger demonstrate how tokens and decen-
tralised platforms can democratise energy access, facilitate renewable financing,
and embed sustainability into market design, they also expose gaps in existing legal
and institutional frameworks. The comparative analysis of Malaysia and Australia
reveals contrasting regulatory approaches: Malaysia is shifting from exclusion to
potential regulation of utility tokens under Digital Asset Exchange rules, while
Australia, though recognising the heterogeneity of crypto-assets, has yet to establish a
framework suited to the hybrid nature of utility tokens. In both contexts, the absence
of tailored safeguards leaves consumers vulnerable to risks such as weak disclosure
obligations and unilateral changes by issuers. Smart contracts, meanwhile, promise
efficiency and automation but introduce risks of coding flaws, immutability, and
interpretive opacity that challenge enforceability and accountability. Without tailored
safeguards, these tools risk undermining the very trust they seek to replace.

The lesson is clear: effective governance of blockchain-based energy systems
requires regulatory frameworks that move beyond reactive compliance and instead
anticipate and adapt to technological change. Striking the right balance between con-
sumer protection, technological neutrality, and the decentralising ethos of blockchain
will determine whether tokenisation becomes a catalyst for equitable energy transi-
tions or another layer of risk. Ultimately, the success of these innovations depends less
on technical capacity than on institutional willingness to create adaptive, forward-
looking regulation that aligns blockchain’s potential with the urgent demands of
climate and energy governance.
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