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Preface

Artificial Neural Networks (ANNs) are often referred to as a branch of artificial
intelligence and have been a central topic in a broad range of scientific fields for the
last two decades. Understanding of ANNs is expected to provide a systematic under-
standing of adaptive behaviors, including simple classical and operant conditioning
in animals, as well as complex social and economic human behaviors designed to
maximize benefits, and is also useful in machine learning and robotics. ANNs aim to
find an appropriate mapping from situations to actions. It can be defined as a class
of problem-solving approaches closely related to various scientific domains, such

as Optimization, Vision, Finance, Neurobiology, Automatic Control, Theoretical
Computer Science, and Supply Chain.

This book brings together many aspects of current research across several fields
associated with ANNS. It covers a wide range of topics in ANN and their applications
in autonomous systems. A set of chapters in this book provides a general overview of
ANNSs, while other chapters focus mostly on the applications of ANNs paradigms.

Chapter 1 provides a comprehensive review of ANN models, ranging from their theo-
retical foundations, such as neuron models, activation functions, and backpropagation,
to application-specific models such as conventional neural networks (CNNs), recurrent
neural networks (RNNs), long short-term memories (LSTMs), Gated Recurrent Units
(GRUs), and attention models. From a mathematical description of their dynamics and
learning paradigms to their behavior, the chapter builds a rigorous framework of ANN
behavior. Special focus is given to cross-industry applications across manufacturing,
cybersecurity, healthcare, finance, retail, transportation, agriculture, and smart cities.

Chapter 2 examines the computational mechanics underlying artificial neural
network training and inference, analysing the fundamental algorithms, optimization
strategies, and resource allocation patterns that govern these two distinct phases of
neural network operation. We explore the evolution from basic stochastic gradient
descent to modern optimizers like AdamW, investigating how hyperparameters

such as learning rates, batch sizes, and scheduling strategies influence convergence
behavior and computational efficiency. The discussion covers the transition from
training’s memory-intensive backpropagation, which requires simultaneous storage
of activations and gradients, to inference’s streamlined forward-pass computation,
highlighting how this shift fundamentally alters optimization objectives from loss
minimization to throughput and latency optimization. The chapter analyses the
unique challenges posed by large language models, where autoregressive generation
transforms inference from fixed-cost operations into iterative, variable-cost processes
that scale without imposing length constraints and introduces complex memory
bandwidth constraints through attention mechanisms and key-value caching.

Chapter 3 provides neurobiology-inspired design principles and practical guidance
for developing next-generation visual technologies. It explores the visual systems of



insects and their transformative potential for advanced visual sensors. Specifically, it
focuses on the neural mechanisms of insect vision, particularly the adaptive signal pro-
cessing by graded neurons and direction-selective circuits. The chapter examines how
these biological systems achieve unparalleled efficiency in motion detection, object
tracking, and optic flow analysis, and bridges biological principles with engineering
applications, detailing the design and implementation of bioinspired vision sensors
that replicate these capabilities. The discussion extends to industrial applications such
as high-speed defect detection and unmanned aerial vehicle obstacle avoidance, and
concludes with the future directions and challenges in this interdisciplinary field.

Chapter 4 analyses ethical and transparency issues in EEG-based BClIs, examining
their implications for privacy, autonomy, equity, and human dignity across three
dimensions: technological foundations, emerging ethical risks, and practical solu-
tions. Key challenges include “neuro-privacy” concerns, threats to mental autonomy,
algorithmic bias, informed consent complexities, and security vulnerabilities. Neural
data’s inferential potential through AI creates new categories of personal informa-
tion exposure. We propose a framework integrating explainable Al, ethics-by-design
principles, adaptive governance, and legal recognition of “neuro-rights”. Technical
transparency and ethical integration are the essential conditions for responsible BCI
development. While EEG-BCIs offer therapeutic potential, preserving human dignity
requires ethics-centred innovation. This work provides theoretical frameworks and
practical guidelines for navigating the ethics of brain-machine interfaces.

Chapter 5 focuses on recent advances in hardware-friendly Artificial Neural Networks
(ANNSs) designs for intensity-modulated direct-detection (IM/DD) equalization,
highlighting effective complexity-reduction strategies such as network pruning,
low-precision quantization, and multi-task learning. We examine a range of ANN
architectures and evaluate their adaptability to low-power, low-latency implementa-
tions. Furthermore, this chapter discusses practical trade-offs between accuracy and
computational cost, with insights into deployment in real-time systems. It outlines
future directions for scalable, resource-efficient NN equalization, paving the way for
intelligent digital signal processing in next-generation optical communication links.

Chapter 6 examines the groundbreaking fusion of artificial intelligence and robotic
process automation (RPA), emphasizing the vital role of neural networks in develop-
ing advanced automation systems. The implementation of neural network models
enables the creation of automated systems that exhibit greater adaptability and intel-
ligence. Conventional RPA systems faced constraints in managing unstructured data
and in situations that require adaptive decision-making. The chapter aims to explore
how deep learning architectures can enhance process cognition, natural language
interpretation, and predictive decision-making. It examines the latest advancements
in robotic process automation driven by artificial intelligence.

Chapter 7 examines the applications of ANNs in three key areas: warehouse manage-
ment, demand forecasting, and supply chain route optimization. In warehouses,
ANNSs support inventory control, space utilization, and automation. For demand
forecasting, it analyzes historical data and market trends to accurately predict
fluctuations, minimizing stock-related risks. In route optimization, ANNs dynami-
cally adjust transportation paths using real-time data such as traffic and weather
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conditions. Compared to traditional methods, ANNs deliver greater adaptability and
predictive accuracy. Despite challenges such as data complexity, ongoing Al advance-
ments are continually improving the role of ANNS in logistics, driving smarter, more
efficient operations.

The last chapter delves into watermark-based methods for Al-generated text, includ-
ing statistical and cryptographic approaches, outlining their underlying principles,
technical architectures, existing challenges, and potential future directions. It aims

to serve as a foundational guide for newcomers and a useful reference for researchers
exploring this rapidly evolving field. In fact, artificial intelligence (AI)-generated text
has advanced to the point where it is nearly indistinguishable from human-written
content, bringing significant gains in efficiency and productivity. However, this
progress has also caused a range of ethical concerns, including the spread of misin-
formation and the risk of content plagiarism. As a result, distinguishing Al-generated
text from human-authored content has become a pressing issue for ensuring the
responsible use and regulation of generative AI technologies. While one solution is

to train detection models to identify Al-generated text, existing approaches often
lack accuracy and are prone to false positives, leading to confusion and unintended
consequences.

This book shows that ANNs are a dynamic field in both theory and application. The
field of ANNs has been growing rapidly, producing a wide variety of learning algo-
rithms for different applications.

There is also a very extensive literature on ANNs, and providing a complete bibliog-
raphy and a historical account of the research that led to the present form would have
been impossible. It is thus inevitable that some topics have been treated in less detail
than others.

I would like to thank all contributors to this book for their research and effort. I hope
you enjoy reading this book and get many helpful ideas and overviews for your own
study.

Abdelhamid Mellouk

IT4Health Department, EPISEN,

Network and Telecom Department, IUT CV,
TincNET Research Team (CIR.LISSI.UPEC),
University Paris-Est Creteil (UPEC),

Créteil, France
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Chapter 1

Artificial Neural Networks for
Decision-Making Industry-Wide
Applications and Innovations

Niyas Ahamed Sivajudeen, C.S. Sree Thayanandeswari and
Abdul Malik Maheen

Abstract

Artificial Neural Networks (ANNSs) are now indispensable tools for intelligent
decision-making in most industries. Inspired by the topology of biological neurons, ANNs
are especially well suited to handle high-dimensional, nonlinear data and are the building
blocks of modern Deep Learning Architectures. The chapter provides a comprehensive
review of ANN models, ranging from their theoretical foundations such as neuron
models, activation functions, and backpropagation to application-specific models such as
conventional neural networks (CNNs), recurrent neural networks (RNNs), long short-
term memories (LSTMs), Gated Recurrent Units (GRUs), and attention models. From a
mathematical description of their dynamics and learning paradigms to their behavior, the
chapter builds a rigorous framework of ANN behavior. Special focus is given to cross-
industry applications across manufacturing, cybersecurity, healthcare, finance, retail,
transportation, agriculture, and smart cities. A special section is devoted to real-world case
studies at Siemens, DeepMind, JPMorgan, and Tesla, showcasing the scalability and
robustness of ANN-based solutions in predictive maintenance, medical diagnosis, fraud
detection, and autonomous systems. Apart from that, the chapter critically assesses tech-
nical as well as ethical concerns, such as interpretability, dataset bias, privacy, energy
efficiency, and regulatory accountability. New frontiers, such as federated learning, light-
weight models for edge computing, Spiking Neural Networks (SNNs), and Green Artifi-
cial Intelligence (AI), are identified as leading future directions. By integrating deep
technical insights with practical examples and visions to the future, the chapter is an
invaluable guide for scholars, engineers, and policymakers charting the transformative
potential of ANNS in industrial and societal decision-making systems.

Keywords: artificial neural networks, deep learning, decision-making systems,
industry 4.0, convolutional neural networks, LSTM, predictive analytics, intelligent
automation, cross-industry Al applications, machine learning models

1. Introduction

The development of Al in recent decades has been characterized by an extraordi-
nary paradigm shift, one driven by the emergence of ANNs. ANNs were initially
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motivated by the neurobiology of the human brain and have since evolved into robust
computational tools that can solve hard, nonlinear, and high-dimensional problems
that conventional algorithms find difficult to tackle. Their adaptive learning capacity,
scalability, and data-driven modeling capabilities have allowed them to revolutionize
decision-making operations in a broad range of industries from real-time financial
predictions and medical diagnosis to automated quality control and cyberattack
defense [1, 2]. Fundamental to contemporary ANN architectures is their capability of
learning hierarchical representation from raw input data, thus allowing machines to
make sensible decisions, discover faint patterns, and generalize for unseen settings.
Recent breakthroughs in deep learning, especially CNNs for spatial data and RNNs for
sequential data, have further strengthened the capacity of ANNs to interpret sophis-
ticated datasets autonomously and carry out real-time intelligent decisions [3, 4].
These breakthroughs have accelerated the rollout of ANN-driven systems in fields
where accuracy, dependability, and expediency are crucial.

In the industrial setting, ANN-based decision-making is no longer in the experi-
mental stage but in use. In production, ANNs maximize predictive maintenance and
improve the quality of production [5]. In finance, they evaluate credit risk and iden-
tify fraud with remarkable accuracy [6]. In medicine, they provide decision support in
disease prediction and patient surveillance through medical imaging and time-series
clinical data [7]. In cybersecurity, deep neural architectures constantly monitor for
anomalies to protect systems from advanced attacks. These applications not only
highlight the adaptability of ANN models but also illustrate their pivotal role in data-
driven automation, risk management, and strategic operations. Despite increasing
ubiquity, several core challenges remain. Challenges like interpretability of the model,
ethical implications of biased results, computational expense, and requiring enormous
annotated datasets are still at the forefront of ANN research [8]. In addition, incorpo-
rating ANN systems into real-time decision-making environments brings into ques-
tion responsibility, credibility, and the performance versus transparency trade-off.
These challenges need to be continually addressed through academic and industrial
collaboration to bring about responsible innovation.

This chapter delivers a comprehensive analysis of Artificial Neural Networks for
decision-making, emphasizing theoretical foundations, deep learning developments,
and industry-oriented applications. It includes modern case studies that emphasize
ANN-driven innovation and scrutinizes contemporary research challenges, such as
interpretability, scalability, and ethical concerns. In this step-by-step breakdown, the
chapter not only exposes how ANNs are reshaping decision-making in key sectors but
also outlines future trajectories for sustainable and intelligent ANN progress. Table 1
illustrates the overview of ANN applications across major industries, highlighting
commonly used models, target use cases, and representative systems or organizations.

2. Theoretical foundations of artificial neural networks

ANN s constitute a category of computational models based on the structure and
function of the human brain. ANNs have the ability to map complex functions, learn
from examples, and make decisions. ANNs constitute the basic backbone of several
deep learning systems and are extensively used in areas ranging from image recogni-
tion, financial prediction, industrial automation, to natural language processing. This
part offers the basic theoretical components of ANNs, such as their elements, designs,
training algorithms, learning paradigms, and mathematical expressions.
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Industry ANN models used Application areas Example organization /
system
Manufacturing CNN, LSTM Fault detection, predictive Siemens — Turbine
maintenance, quality control monitoring
Healthcare CNN, RNN, 3D- Disease diagnosis, medical DeepMind - Retinal disease
CNN imaging, patient risk analysis detection
Finance DNN, Fraud detection, credit scoring, JPMorgan — Real-time fraud
Autoencoder, portfolio optimization detection
MLP-RNN
Transportation Multi-stream Object detection, scene Tesla — Autopilot vision
CNNs, LSTM understanding, navigation system
Cybersecurity DNN, Intrusion detection, malware Various IDS frameworks
Autoencoder, GRU classification (e.g., KDD99 datasets)
Retail / CNN, DNN Customer behavior prediction, Amazon, Alibaba —
e-commerce recommendation systems Recommender systems
Agriculture CNN, LSTM Crop disease detection, yield SmartFarm platforms
forecasting
Table 1.

Summary of ANN applications across industries.

2.1 The artificial neuron model

At the core of an ANN is the artificial neuron, a reduced abstraction of a biological
neuron. Every neuron takes input signals, performs a transformation through related
weights and a bias, and generates an output based on an activation function. Algebra-
ically, the output of one neuron can be represented as,

z=f Zv,yi—&-a =f(V'Y +a)
i-1

(1)

Where Y = [)’1’3’2’ . ym] T is the input vector, V = [v1,02, . ... vm]T is the weight

vector, the bias term is denoted as a, the activation function is denoted as f(-), and the
neuron output is denoted as z. This mapping allows the neuron to make decisions as a
function of a weighted sum of inputs.

2.2 Activation functions

Activation functions introduce nonlinearity into neural networks to enable them to
represent complex relationships between inputs and outputs. Some typical activation
functions are:

Sigmoid function: Smooth and bounded between 0 and 1; historically used in
binary classification.

1

“Tres @

fx)

ReLU (Rectified Linear Unit): Widely used in deep networks for its computational
simplicity and ability to mitigate the vanishing gradient problem
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f(x) = max(0,x) 3)

Softmax function: Converts logits into a probability distribution; typically used in
multi-class classification problems.

e*a
fq(x) = W 4)

Each activation function has its pros based on the task and network architecture.
For example, ReLU is utilized in convolutional layers, whereas softmax is applied in
output layers for classification [9].

2.3 Feed-forward neural networks (FNNs) and multi-layer perceptrons (MLPs)

Feed-Forward Neural Networks (FNNs) are the simplest types of ANNs. In an FNN,
data move from the input layer to the output layer without any loops or cycles via one or
more hidden layers. A MLP is an FNN where one neuron in a given layer connects with
every neuron in the next layer. Each layer applies the following operation:

2 = f(vmg(r—l) T a(’)) (5)

Where g") denotes the activation vector of layer r, V") denotes the weight matrix,
a") denotes the bias vector, and the activation function is denoted as f.MLPs are
universal function approximators and can learn to represent any continuous function
provided enough neurons and layers. Figure 1 illustrates the structure of a MLP
showing fully connected layers. Inputs X, X,, X3, and X, are processed through

Input layer

Output layer

Input

data <

> Output

Hidden layers

Figure 1.
Structure of a MLP showing fully connected layers between inputs, hidden neurons, and output.
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hidden neurons using weighted connections and activation functions to produce the
output Yy, Y.

2.4 Learning via backpropagation and gradient descent

Training a neural network involves adjusting weights and biases to minimize a
predefined loss function R(6), which quantifies the difference between the predicted
and actual outputs. This is done using gradient descent and the backpropagation
algorithm. The flowchart of gradient descent training cycle illustrating initialization,
forward pass, loss computation, gradient backpropagation, and parameter update
until convergence. Gradient Descent Update Rule:

0“1 = 6% — yv,R(6) (6)

Where, 6 represents network parameters (weights and biases), the learning rate
is denoted as 7, and the gradient of the loss with respect to the parameters is denoted
as VyR.

Backpropagation is an efficient method to compute gradients using the chain rule
of calculus. The weight update for a specific layer / in the network can be written as,

AVO) = _ps® (gw—n) r )

50 = (V(r+1>>T5<r+1>@f/ (xw) )

Where, 87 is the error term for layerr, f " is the deviation of activation function, and
O denotes elementwise multiplication. These updates continue until the network con-
verges to an optimal set of parameters minimizing the loss function (Figure 2) [10].

2.5 Learning paradigms in neural networks

There are various learning paradigms by which neural networks can be trained
based on the availability and nature of data:

2.5.1 Supervised learning

Supervised learning involves learning from labeled data. The network is trained on
input-output pairs to learn the mapping f : x — y. This is the most common paradigm
used in classification, regression, and forecasting tasks.
2.5.2 Unsupervised learning

There are no labeled outputs. The network finds patterns or structure in the input
information. Typical applications include clustering, dimensionality reduction (e.g.,
principal component analysis (PCA), autoencoders), and anomaly detection.

2.5.3 Reinforcement learning

Reinforcement learning involves learning through exploration of an environment.
The agent is rewarded or punished based on the action taken and try to maximize the
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Start

v

Initialize weights and biases (w,b)

v

Forward pass: Compute predicted output §  «——

v

Compute loss L (v, )

'L : No
Backpropagation: Compute gradients V

Update weights w « w =1 x V,

v

Convergence check

Converged
?

Yes
Stop

Figure 2.
Flowchart of gradient descent optimization in neural network training.

sum of reward over time. Deep neural networks (DNNs) are used as approximators of
value or policy functions in algorithms like Q-learning and Policy Gradients [11].

2.6 Loss functions
Loss functions quantify difference between predicted output and actual output.

Popular loss functions are:
Mean Squared Error (MSE): Utilized in regression problems.

1M "2
R=— g ( i— i)
ML \ETE ©)
Cross-Entropy Loss: Utilized in classification problems with softmax outputs.

R = —Zzi log(z/\,-) (10)

Selecting an adequate loss function is important for successful learning and is
based on the type of problem and output type. The present section has described the
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fundamental theoretical principles that constitute the building blocks of Artificial
Neural Networks. By knowing the neuron model, activation functions, architectures
such as MLPs, training algorithms including backpropagation, and learning para-
digms, researchers and practitioners are more capable of designing and building
neural networks for intricate decision-making problems. These concepts are also
further elucidated in the following sections, which discuss their industrial applications
and breakthroughs.

3. Deep neural architectures and decision-making

The rising sophistication of real-world data and decision-making contexts has
given rise to deeper and more specialized neural architectures. These models improve
decision-support systems by learning high-level features automatically, capturing
temporal dependencies, and learning sequential or spatial patterns. This section
explores key deep neural architectures such as CNNs, RNNs, LSTM networks, Gated
Recurrent Units (GRUs), and hybrid architectures and examines their suitability and
performance in diverse decision-making contexts.

3.1 CNN for visual decision support

CNNs are well known to learn spatial hierarchies in data and are commonly
deployed in visual decision-making problems, including medical imaging, industrial
defect inspection, and satellite observation. They consist of convolutional layers for
feature extraction, pooling layers for reducing dimensions, and fully connected layers
for classification or regression applications. CNNs have reported encouraging out-
comes in industrial visual inspection systems, as reviewed by Patra et al. [12], where
they were employed for identifying flaws in surface textures at high precision. Tayal
et al. [13] also employed CNNs in the healthcare context for classifying retinal disease.
CNNss are strongly adept at teaching spatial hierarchies, providing translation invari-
ance and a scalable, module architecture that is conducive to deep architecture devel-
opment. These capabilities render them extremely efficient in recognition of patterns
and images. Nevertheless, CNNs are not appropriate for time-dependent or sequential
data, and they also need large quantities of labeled training data to function best.

3.2 Recurrent neural networks (RNNs), LSTMs, and GRUs for time-series
decisions

RNNs and their sophisticated counterparts such as LSTMs and Gated Recurrent
Units (GRUs) are excellent at modeling sequential data and find extensive applica-
tions in time-series forecasting, speech recognition, and natural language processing.
The classical RNNs are plagued by the vanishing gradient issue, which prevents them
from learning long-term dependencies. LSTM networks address this limitation by
having memory cells and gate mechanisms that allow the preservation of information
for more sequences, for which reason they are well suited for predictive maintenance,
finance modeling, and weather forecasting. Another breakthrough by Kong et al. [14]
presented the Patch-Shift LSTM (P-sLSTM), which improves long-term forecast pre-
cision by combining patching and shifting methods in cutting time-series data. GRUs,
however, provide a simplified version of LSTMs by merging forget and input gates
into an update gate. The performance remains similar but with reduced parameters,
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hence ideal for real-time processing where resources are constrained. Xu and Wang
[15] introduced the Extreme Event Adaptive GRU (eGRU), which is highly effective
in complicated hybrid forecasting where both standard and extreme events are pres-
ent. While these architectures are strong in encoding temporal dynamics and pre-
serving memory over time, they may suffer from overfitting and need to be carefully
tuned and regularized to work best on a wide range of tasks.

3.3 Hybrid neural architectures: CNN-LSTM and attention-based models

Hybrid neural architectures like CNN-LSTM and attention-based models have
proved to be strong contenders in dealing with multimodal data and improving learn-
ing efficiency in decision-making systems. CNN-LSTM architectures combine the
benefits of CNNs for spatial feature learning with LSTM networks for modeling
temporal sequences, making them very effective in applications, such as video ana-
lytics, human activity recognition, and emotion detection. In a recent work by
Geethanjali and Valarmathi [16], a real-time CNN-LSTM framework was proposed
for emotion detection in video streams with great accuracy in dynamic real-world
settings. Concurrently, transformers and attention-based models have emerged as
popular alternatives because they can pay close attention to the most pertinent aspects
of the input data, thus enhancing model performance for applications like natural
language translation, anomaly detection, and time-series prediction. In contrast to
RNNs, transformers rely on self-attention mechanisms that allow for parallel
processing and are effective in capturing long-range dependencies. Sakib et al. [17]
showed that transformer models surpass LSTMs in multi-step forecasting tasks, pro-
viding better scalability and explainability via attention weight visualization.
Although they have strengths, attention-based models consume large amounts of
computational resources and are hyperparameter-sensitive, making them difficult to
tune and deploy, particularly in low-resource settings. Figure 3 shows the hybrid
CNN-LSTM architecture for sequential data modeling. CNN extracts spatial features,
while LSTM captures temporal dependencies.

3.4 Deep Q-networks and reinforcement learning

Deep Q-Networks (DQNs) combine Q-learning and deep neural networks to allow
agents to make decisions that are optimal in nature through interaction with uncertain
and dynamic environments. DQNs have played a significant role in further develop-
ment of reinforcement learning (RL) and are widely applied in areas, including
robotics, self-driving vehicles, smart grid control, and adaptive control systems. First

Ity

Output
layer

Laput Convalutional I, LSIM |,

Tayer >

Poolmg
~—  layer

>

Drepout
Dense layver

Flaten laver

—

Rel L activaton
Sequence structurin,

Figure 3.
CNN-LSTM hybrid model architecture.
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Architecture  Best use case Strengths Limitations

CNN Image-based decision ~ Excellent spatial feature Cannot model sequences
systems extraction

RNN Basic sequential tasks Simple, good for short Vanishing gradient, short

sequences memory span

LSTM Long-sequence Retains long-term memory High complexity,
forecasting computationally expensive

GRU Lightweight sequential ~ Faster than LSTM, fewer Less flexible for very long
modeling parameters dependencies

CNN-LSTM Spatiotemporal decision Integrates image and High training cost
tasks sequence learning

Attention/ Language, finance, time Long-range dependencies, Demands large data and

transformer series scalable compute power

DQN Reinforcement learning Learns optimal policy in Unstable and data-inefficient
applications dynamic systems without enhancements

Table 2.

Comparative analysis of Deep Learning Avchitectures for decision-making applications.

introduced by Mnih et al. [18] as a means of learning control policies in Atari game
environments, DQNs proved the value of deep learning to represent action-value
functions in high-dimensional state spaces. From here, the advances came in the form
of Double DQN and Dueling DQN, which tackled the limitations of overestimation
and value function decomposition, respectively. Later, Igl et al. [19] introduced a
Noisy DQN variant that adds stochastic noise to the network weights to enhance

exploration and prevent overestimation in sparse-reward or complex environments.
This helps greatly in enhancing learning stability and decision quality for real-world
problems where exploration-exploitation balance is paramount. DQNs have a number
of benefits: they do not need to be trained on labeled data because they learn from
rewards in the environment, can work with sparse and delayed rewards, and learn
well in dynamic environments. They do come with limitations like sample inefficiency
that demands a lot of interaction data and training instability that requires the use of
methods, such as experience replay and target networks for stabilization. It is despite
these difficulties that DQNs are still a foundation of Deep Reinforcement Learning
and continue to find new innovations in decision-making systems. Table 2 shows
the comparative analysis of Deep Learning Architectures for decision-making
applications.

This Figure 4 compares the computational efficiency of different deep learning
models by plotting training time against achieved accuracy, highlighting the trade-
offs between complexity and performance.

4. Cross-industry applications of ANNs

ANNs have shown revolutionary potential in a variety of domains. Their potential
to learn intricate patterns from structured and unstructured data, extract features,
and facilitate autonomous decision-making has made them essential components in
contemporary intelligent systems. This section is an extensive overview of ANN
applications in manufacturing, cybersecurity, healthcare, finance, and other new
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Training time versus accuracy for ANN architectures.
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Figure 5.
Accuracy of ANN models across industry sectors.

areas. Figure 5 flowchart compares the performance of ANN architectures used in
different domains, illustrating model selection trends based on application-specific
accuracy.

4.1 Manufacturing

With the Industry 4.0 era, the incorporation of ANN into production systems has
brought about substantial improvements in automation, predictive maintenance, and
quality control.

10
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4.1.1 Quality control using image classification

Visual inspection driven by CNNs is revolutionizing quality control in production
lines through real-time detection of abnormalities like cracks, scratches, or discolor-
ation. CNNs are generally trained on thousands of labeled images with both defect and
non-defect samples so that these flaws can be correctly recognized. For instance,
Zhang et al. [20] introduced a state-of-the-art CNN-based algorithm integrating
residual networks and attention mechanisms, greatly improving the efficiency and
accuracy of surface defect detection for industrial production systems. Technically,
CNN s pull multi-scale spatial features via several convolutional layers, and softmax
classifiers provide probabilities that differentiate defect and non-defect classes.
Moreover, transfer learning methods, based on pre-trained models such as Residual
Network (ResNet) or Visual Geometry Group (VGG), enable a quick deployment of
these systems, even in the absence of large training datasets.

4.1.2 Fault detection using time-sevies sensor data

Time-series sensor readings from machines like consecutive readings of vibration,
temperature, or pressure are tracked with the help of RNNs or LSTM networks to
identify initial symptoms of machine degradation. These models are usually made up
of two or three stacked LSTM layers, followed by a dense layer for binary classifica-
tion that gives the probability of a fault developing within a specified time window.
Wang et al. [21] proposed a hybrid CNN-LSTM model, Bidirectional Principal
Component Analysis-Selective Multimodal Long Short-Term Memory (BDPCA-
SMLSTM), for motor drive control system fault diagnosis, which showed high detec-
tion efficiency and capability to deal with complicated industrial procedures.

4.2 Cybersecurity

As threats in cyberspace become more complex, ANN-based systems offer adap-
tive, real-time defense through the detection of threats within network traffic, system
logs, and malware binaries.

4.2.1 Intrusion detection systems (IDS)

Deep learning-based Intrusion Detection Systems (IDS) leverage Feed-Forward
Neural Networks and Deep Belief Networks (DBNs) to detect anomalies in network
activity. The models are trained to perform both binary classification, identifying
normal traffic and attacks, and multi-class classification, classifying different attack
types including Denial of Service (DoS), Probe, Remote to Local (R2L), and User to
Root (U2R) attacks. Javaid et al. [22] provided a thorough review of the application of
deep learning methods to network intrusion detection, emphasizing their better per-
formance on high-dimensional cybersecurity data when compared to conventional
machine learning approaches.

4.2.2 Malwarve classification using autoencoders

Deep autoencoders are utilized in malware classification by compressing high-
dimensional binary features, i.e., opcode sequences and byte strings, into a low-
dimensional latent space. The method entails training the autoencoder on clean
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software samples in such a way that it learns to reconstruct benign data accurately. At
detection, samples with a high reconstruction error are identified as anomalies,
pointing toward possible malware. The technique provides the benefit of strongly
detecting obfuscated malware variants by successfully encoding intricate nonlinear
relationships within high-dimensional feature spaces.

4.3 Healthcare systems

Healthcare systems are in the midst of a paradigm shift, with deep
learning models being used to augment diagnostics, prognosis, and patient risk pre-
diction.

4.3.1 Cancer classification from radiology scans

CNN s have been shown to outperform radiologists in processes like skin cancer
classification, detection of breast cancer, and segmentation of tumors. The conven-
tional processing pipeline is to feed preprocessed and augmented image slices into a
CNN with 3 to 10 layers for feature abstraction, followed by a softmax or sigmoid
classifier for binary or multi-class classification. Nawaz et al. [23] presented a dedi-
cated deep CNN architecture named Fully Connected Dense Sampling Convolutional
Neural Network (FCDS-CNN), specifically designed to deal with class-imbalanced
skin lesion datasets, and dramatically improved detection accuracy in skin cancer
classification problems.

4.3.2 Patient risk prediction using RNNs

RNNs and LSTM networks find extensive applications in analyzing
longitudinal patient histories for predicting essential outcomes like hospital
readmission risk, intensive care unit (ICU) mortality, and chronic disease
aggravation. These models deal with time-stamped data such as laboratory values,
diagnoses, and medication history and cope with missing values by masking or
imputing using data imputation techniques. Hama et al. [24] presented the improved
predictive ability of deep RNN models on electronic health records, exhibiting
higher accuracy than conventional logistic regression methods in patient risk
prediction tasks.

4.4 Finance

In finance technology (FinTech), ANNs improve fraud detection, credit scoring,
and dynamic investment strategies.

4.4.1 Fraud detection and credit scoring

ANN s are very effective in identifying fraudulent transactions by detecting intri-
cate, nonlinear patterns within financial data. The primary input features are transac-
tion value, timestamp, merchant location, device ID, and user behavior metrics.
Different model architectures are used based on the data type: Multi-layer Perceptrons
(MLPs) process tabular transaction data, CNNs process spatial relationships like card
usage locations, and RNNs process sequential patterns of transactions. Nama et al. [25]
introduced a framework for fraud detection based on deep learning in mobile
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payment systems with impressive accuracy of 99.87% and F1-Score of 0.99, empha-
sizing the reliability and efficacy of ANN models in detecting financial frauds.

4.4.2 Deep reinforcement learning for portfolio optimization

Deep Reinforcement Learning methods like Deep Q-Networks (DQNs) and Actor-
Critic models are used more and more for portfolio optimization by acquiring
dynamic trading approaches that update themselves according to market states. Here,
the state is constituted by the market indicators and asset prices, and the available
actions are buying, selling, or holding assets. The reward function is normally derived
from performance measures like the portfolio Sharpe ratio or log returns to steer the
learning process toward optimizing risk-adjusted returns. Such reinforcement learn-
ing models have reported better performance than static investment rules in
backtested simulations through constantly optimizing asset allocation over time.

4.5 Other sectors

Deep learning has penetrated deeply into other industries by powering intelligent
automation and predictive power. In consumer retail, RNNs are applied extensively in
recommendation systems for personalized recommendation to improve customer
interaction, and LSTM networks aid in precise demand forecasting. In the transporta-
tion sector, hybrid CNN-LSTM models enhance traffic flow prediction and CNNs are
responsible for object detection and path planning in autonomous vehicles. Smart
cities owe a lot to ANNs for predicting energy demand and optimizing resources, such
as waste management and intelligent grid operations. In farming, CNNs are used to
identify plant diseases from leaf images, while deep regression models use satellite
images to estimate actual crop yield for precision farming and food safety. Artificial
Neural Networks have evolved into domain-specific decision-making tools. The
advent of deep learning has seen these models migrate across different modalities of
data and patterns in time, facilitating some of the most important breakthroughs in
automation, diagnostics, risk analysis, and prediction. Challenges still persist in inter-
pretability, quality of data, and generalizability, but their value, crossing industries as
it does, is exponentially increasing.

5. Case studies

To add to the real-world applicability and usefulness of ANNS, this section
describes four actual implementations by Siemens, DeepMind, JPMorgan Chase, and
Tesla. These case studies cover manufacturing, healthcare, finance, and autonomous
systems industries, providing detailed information about how ANN architectures are
used for sophisticated decision-making and automation.

5.1 Siemens: Predictive maintenance in gas turbines

Siemens solved the problem of untimely equipment breakdowns in gas turbines
prevalent in heavy industry operations using a predictive maintenance solution driven
by LSTM networks. These state-of-the-art RNNs are specifically well suited to model
time-series data and long-term temporal relationships, ideal for fault prediction using
multivariate sensor inputs. Siemens gathered telemetry information from more than
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100 industrial gas turbines, including key sensor measurements like vibration, tem-
perature, and pressure. The model architecture used had two LSTM layers of 128 units
each, regularized by dropout layers to prevent overfitting, and topped with a sigmoid-
activated dense output layer to categorize the presence or absence of faults. Integrated
within Siemens’ MindSphere Internet of Things (IoT) platform, the model recorded a
staggering 92.5% prediction accuracy and F1-Score of 0.91. The model effectively
produced failure alarms more than 20 hours, prior to a real event. Not only did this
deployment minimize unplanned downtime but it also enhanced operational reliabil-
ity and provided a reference standard for Al-based asset maintenance approaches in
Industry 4.0 environments [26, 27].

5.2 DeepMind and moorfields eye hospital: Retinal disease diagnosis

As part of a groundbreaking partnership, DeepMind and Moorfields Eye Hospital
created an advanced Al system to enable the automated diagnosis of retinal conditions
from Optical Coherence Tomography (OCT) scans. These conditions, such as diabetic
retinopathy and age-related macular degeneration, are leading causes of blindness and
traditionally need to be carefully reviewed in detail by specialist ophthalmologists.
The original solution employed a Three-dimensional Convolutional Neural Network
(3D-CNN) for handling volumetric scan data. The model was trained using more
than 15,000 anonymized OCT scans that had been labeled by expert clinicians.

It had five 3D convolutional layers, followed by global average pooling and dense
layers to provide disease classification and referral advice. The system recorded an
area under the curve (AUC) of over 0.99, with a sensitivity of 94.5% and a
specificity of 93.7%, comparable to an expert performance. Recently, DeepMind
introduced RETFound, a transformer vision foundation model pre-trained on more
than 1.6 million unlabeled retinal images employing self-supervised learning.
RETFound showcased good generalization to several ocular diseases while substan-
tially minimizing the requirement for labeled data. These developments are a bench-
mark in clinical Al, offering scalable and clinically relevant solutions for worldwide
eye care [28, 29].

5.3 JPMorgan chase: Real-time fraud detection system

JPMorgan Chase improved its fraud prevention feature by adopting an Artificial
Neural Network-based system to identify fraud in real time. Conventional fraud
detection models did not respond quickly enough to dynamic fraud patterns and
tended to produce high false positives, which created customer discontent. In order to
overcome these shortfalls, JPMorgan Chase developed a hybrid architecture that
merged Multi-Layer Perceptrons (MLPs) with RNNs. The MLP module operated on
static transaction attributes like merchant ID, transaction value, and card type, while
RNN captured sequential behavior patterns like frequency of purchases and timing.
The training data comprised millions of fraudulent and genuine transactions with
labels. The produced model had an accuracy level of 98.3%, AUC = 0.989, and
decreased false positives by 40%, thus minimizing unwanted alerts and
enhancing user experience. Critically, the system was able to alert suspicious trans-
actions in milliseconds, allowing real-time intervention. Such implementation not
only bolstered JPMorgan’s cybersecurity framework but also touched other areas of
the FinTech industry, where ANN-based fraud detection is now a commonplace
practice [30, 31].
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5.4 Tesla: Autopilot vision system

Tesla’s Autopilot vision system is a prime example of the application of complex
neural networks in the high-risk arena of autonomous driving. In order to allow cars to
drive through intricate real-world settings safely, Tesla designed a multi-stream CNN
architecture with added temporal modules based on transformers. The data for training
consisted of millions of labeled video frames obtained from on-board cameras under
different conditions of environment, such as fog, rain, and night-time illumination.
Every stream within the architecture was allocated for object detection from one par-
ticular camera viewpoint, and outputs were combined with other data from radar and
ultrasonic sensors. In order to make the system temporally consistent in understanding
the scene, Tesla included recurrent layers and transformer-based attention mechanisms
that enabled the system to model object and environment changes over time. The
framework had an Intersection-over-Union (IoU) of more than 0.75 on object detection
and held the inference latency below 50 milliseconds per frame as required for real-time
processing in autonomous driving. Tesla’s vision architecture is a foundation of self-
driving technology and has motivated deep research into edge-deployable real-time
neural networks for robotics and intelligent mobility [32].

6. Challenges, interpretability, and ethical considerations

Despite their impressive predictive capabilities, ANNSs face significant challenges,
particularly when deployed in high-stakes domains, such as healthcare, finance, and
public policy. These challenges include interpretability, fairness, data privacy, envi-
ronmental sustainability, and ethical accountability. Interpretability remains a central
concern, as most deep learning models function as opaque “black boxes,” making it
difficult to understand how inputs are transformed into outputs. This is especially
problematic in healthcare and finance, where decisions can have life-altering
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Interpretability versus performance of common ANN models.
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consequences. Tools such as SHAP (SHapley Additive exPlanations) and LIME (Local
Interpretable Model-Agnostic Explanations) have been developed to improve model
transparency, yet they often lack consistency across datasets and models [33, 34]. This
Figure 6 scatterplot illustrates the trade-off between interpretability and model per-
formance, showing that more complex models often offer higher accuracy at the cost
of reduced transparency.

Bias and fairness in ANN systems are also growing concerns. These models are
only as fair as the data they are trained on. In healthcare, for example, a widely used
commercial algorithm systematically underestimated the health needs of Black
patients, as shown in a 2019 study published in Science [35]. Similarly, in finance,
neural network-based credit scoring models have shown discriminatory behavior
due to biased historical data, disproportionately rejecting minority applicants [36].
Transparency in algorithmic decision-making has also been challenged in judicial
systems. A well-known example is ProPublica’s investigation into the COMPAS (Cor-
rectional Offender Management Profiling for Alternative Sanctions) algorithm, which
showed significant racial bias in predicting recidivism [37]. The model was proprie-
tary and lacked explainability, highlighting a critical need for algorithmic
accountability.

Data privacy is another concern, as ANN models typically require large datasets for
training. Approaches like federated learning and differential privacy have emerged to
mitigate this by enabling decentralized training and noise injection to protect individ-
ual records [38]. The environmental impact of large-scale ANN models is also under
scrutiny. Training modern deep learning models like Generative Pre-trained Trans-
former 3 (GPT-3) and large CNNs consumes massive computational energy,
prompting a shift toward Green Al, an initiative focused on reducing the carbon
footprint of Al systems through model compression, quantization, and pruning
techniques [39]. Lastly, ethical responsibility is a growing regulatory and societal
concern. As Al systems increasingly participate in decision-making processes,
assigning accountability becomes complex. Global initiatives such as the
European Union’s (EU’s) Artificial Intelligence Act and The Institute of Electrical and
Electronics Engineers’ (IEEE’s) Ethically Aligned Design aim to enforce human over-
sight, fairness, and transparency in ANN-driven systems [40]. Figure 7 flowchart
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visualizes the relative energy consumption of different ANN models during training,
highlighting the importance of energy-efficient Al practices for sustainable model
deployment.

7. Future research directions

The ongoing evolution of ANNs has given rise to several promising research
directions aimed at overcoming current limitations and broadening their application
across diverse domains. One critical area is the development of lightweight and edge-
optimized models that can operate efficiently on resource-constrained devices, such as
smartphones, drones, and IoT sensors. Techniques like model pruning, quantization,
and knowledge distillation are gaining traction to minimize computational overhead
while maintaining predictive accuracy [38]. Spiking Neural Networks (SNNs) and
neuromorphic computing represent another fast-growing frontier. These biologically
inspired models mimic the firing behavior of neurons and enable ultra-low power
consumption, making them ideal for real-time embedded intelligence and edge com-
puting scenarios [39].

In data-scarce domains, few-shot learning and transfer learning are becoming
essential. These methods allow models to generalize from limited labeled examples,
which is particularly useful in specialized fields, such as personalized medicine, rare
disease detection, and natural language understanding in low-resource languages
[40]. Federated learning is also gaining ground as a privacy-preserving approach that
enables decentralized training without exposing raw user data. However, it introduces
new challenges such as data heterogeneity, communication bottlenecks, and suscepti-
bility to adversarial attacks making it a rich area for ongoing research [41]. As sus-
tainability becomes an urgent priority, Green Al has emerged as a movement focused
on reducing the environmental impact of Al development. Current efforts involve
minimizing parameter counts, applying neural architecture search (NAS) for energy-
efficient model design, and implementing carbon-tracking frameworks during model
training and deployment [42].

Another promising advancement is Graph Neural Networks (GNNs), which model
data with inherent relational structures, such as social networks, molecular com-
pounds, transportation grids, and financial transaction graphs. Unlike traditional
CNNs or RNNs that operate on grid-structured data, GNNs allow for relational rea-
soning and can infer complex dependencies in graph-based domains. These models
show great potential for decision-making tasks involving community detection, drug
discovery, fraud detection, and recommendation systems, marking a significant
expansion in the ANN paradigm [43]. Looking forward, the integration of ANNs with
emerging technologies such as quantum computing, biologically inspired intelligence,
and explainable AI systems could reshape the boundaries of artificial intelligence.
However, these advances must be guided by principles of fairness, transparency, and
human-centered design. Future research must therefore prioritize not only perfor-
mance and scalability but also ethical alignment with societal values.

8. Conclusion

ANNSs have transformed decision-making based on data by allowing machines to
learn from complicated, changing data in a manner more effective than conventional
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computational algorithms. This chapter has detailed how building-block models such
as MLPs, CNNs, LSTMs, and attention networks enable smart systems across indus-
tries such as manufacturing, healthcare, finance, cybersecurity, and autonomous
mobility. Through the fusion of theoretical power and deployment strategies, we
show that ANNSs are not only theoretically powerful but also industrially revolution-
ary. Real-world applications further validate their worth. Such as how Siemens cut
equipment downtime, DeepMind enabled supercharged diagnostic capabilities,
JPMorgan optimized fraud detection effectiveness, and Tesla took real-time Al in
autonomous driving to unprecedented levels. These use cases illustrate that systems
based on ANNSs are no longer a vision but reality across mission-critical areas. Despite
this, problems remain. Deep models’ black-box character is a source of concern
regarding interpretability and accountability, particularly in high-stakes contexts.
Data bias can cascade into systemic bias. Computational costs are high and exacerbate
environmental degradation. Privacy issues make data sharing difficult. Solving these
problems necessitates interdisciplinarity across Al research, ethics, law, and policy. In
the future, research should emphasize the development of light, energy-efficient, and
interpretable models that are suitable for edge devices and privacy-driven ecosystems.
Advances in neuromorphic computing, few-shot learning, and federated systems are
set to define the next wave of smart technologies. Finally, for ANNs to continue being
useful, deployment has to be human-centered, ethically sound, and sustainable. They
can only then fully be capitalized on to bring about equal societal benefit and envi-
ronmentally friendly industrial innovation.
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Chapter 2

Training and Inference Time
Dynamics of Artificial Neural
Networks

Shreyas Subramanian

Abstract

This chapter examines the computational mechanics underlying artificial neural
network training and inference, analyzing the fundamental algorithms, optimization
strategies, and resource allocation patterns that govern these two distinct phases of
neural network operation. We explore the evolution from basic stochastic gradient
descent to modern optimizers like AdamW, investigating how hyperparameters such
as learning rates, batch sizes, and scheduling strategies influence convergence behav-
ior and computational efficiency. The discussion covers the transition from training’s
memory-intensive backpropagation requiring simultaneous storage of activations and
gradients to inference’s streamlined forward-pass computation, highlighting how this
shift fundamentally alters optimization objectives from loss minimization to through-
put and latency optimization. We analyze the unique challenges posed by large lan-
guage models, where autoregressive generation transforms inference from fixed-cost
operations into iterative, variable-cost processes that scale with output length and
introduce complex memory bandwidth constraints through attention mechanisms
and key-value caching. The chapter investigates scaling laws governing both training
and inference phases, revealing how optimal resource allocation strategies differ dra-
matically between these phases, with inference time compute often favoring smaller
models combined with sophisticated generation strategies over simply scaling model
parameters. Through comprehensive analysis of distributed training dynamics, hard-
ware acceleration patterns, and inference optimization techniques, we demonstrate
how understanding the computational trade-offs between training and inference
phases proves essential for practitioners navigating the complex landscape of modern
neural network deployment, where inference costs frequently dominate the total
computational budget over a model’s operational lifetime.

Keywords: training, inference, hyperparameters, scheduling, scaling laws, inference
time compute

1. Introduction

The lifecycle of artificial neural networks unfolds across two fundamentally dis-
tinct phases, each presenting unique challenges in resource allocation, algorithmic
design, and performance optimization. Training and inference represent opposing
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computational paradigms: while training demands extensive computational resources
to iteratively adjust (“learn”) billions of parameters through gradient-based optimi-
zation, inference requires rapid, efficient execution of the learned model to produce
predictions reliably in production environments.

The computational dynamics governing these phases have evolved dramatically
with the emergence of large-scale models, where training costs can reach millions of
dollars and inference must serve billions of requests daily. This has lead to innovations
around specialized hardware architectures, advances in training and inference algo-
rithms, and inference-specific accelerators emphasizing throughput and energy effi-
ciency. Understanding the intricate interplay between training and inference
dynamics proves essential for practitioners navigating the complex landscape of
model development, deployment, and maintenance. The exponential growth in model
sizes—from millions to potentially trillions of parameters—has fundamentally altered
the computational calculus, necessitating novel approaches to distributed computing,
memory management, and algorithmic efficiency that transcend traditional bound-
aries between these phases.

This chapter provides a comprehensive examination of these computational
phases, beginning with the fundamental mechanics of backpropagation that underpin
neural network training. We explore how modern frameworks like PyTorch have
abstracted away low-level implementation details while exposing powerful primitives
for distributed computation and automatic differentiation. The discussion progresses
through the critical hyperparameters that govern learning dynamics—from learning
rate schedules to batch size selection—and their profound impact on convergence
behavior and computational efficiency.

We then delve into the transformative realm of distributed training, where data
and model parallelism strategies enable the training of models that exceed the mem-
ory capacity of individual accelerators. The emergence of scaling laws has provided
principled approaches to resource allocation, revealing precise relationships between
model size, dataset size, and computational budget that guide the development of
foundation models. These massive architectures, trained on unprecedented scales of
data and compute, exhibit emergent capabilities that have redefined the boundaries of
machine learning applications.

The transition from training to inference marks a fundamental shift in optimiza-
tion objectives: from minimizing loss functions to maximizing throughput and mini-
mizing latency under strict resource constraints. We examine the arsenal of
techniques—quantization, pruning, and knowledge distillation—that compress
models by orders of magnitude while preserving their predictive capabilities. The
chapter concludes with emerging paradigms in inference-time compute, where adap-
tive processing and test-time optimization blur the traditional boundaries between
training and deployment, pointing toward a future where models continuously adapt
to their computational environment and task requirements.

2. Revisiting the basics of training
Today, we frequently mention models that contain Billions of parameters (like the
Llama 405B parameter model). To set the context, lets consider a simple three-layer
linear network (x is the input, and ¥ is the output):
x—=W;—-h - W, -h) - W;—>¥§
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where each layer performs h; = Wih; ; (with hy = x). During the forward pass, we
compute

d h1 = W1X,
d hz = W2h1’ and

* § = W3hy, storing each intermediate activation.
The backward pass then computes gradients:

s 0L/0Wj = dL/d¥ - h, ',

* OL/OW, = (W5"0L/a¥) - hy", and

s 0L/OW; = (W, W3 aL/ay) - x".

Each weight update W; < W; - ndL/dW; requires both the gradient flowing back-
ward and the activation flowing forward from the previous layer, demonstrating why
both must be simultaneously available in memory.

The backpropagation algorithm represents one of the most computationally inten-
sive operations in modern machine learning, requiring careful orchestration of mem-
ory allocation and computation scheduling. During the forward pass, neural networks
compute activations layer by layer, with each layer’s output serving as input to the
next. These intermediate activations must be stored in memory because they are
essential for gradient computation during the backward pass. For a network with L
layers and hidden dimensions of size d, the memory requirement grows as O
(L x d x batch_size), creating substantial memory pressure that scales directly with
model depth and batch size.

The backward pass transforms this stored computation into gradient information
through systematic application of the chain rule. Starting from the loss function,
gradients flow backward through each layer, requiring access to the corresponding
forward pass activations to compute parameter gradients correctly. This creates a
fundamental dependency: the memory footprint of training is determined not just by
model parameters (which can be large for billion-parameter models), but by the
intermediate activations that must be maintained throughout the forward pass until
their corresponding backward computations complete.

The computational complexity of each training iteration scales as O(parameters +
activations), where the activation term often dominates memory usage while the
parameter term dominates computation time. Modern transformer architectures
exemplify this challenge, where attention mechanisms create activation tensors that
grow quadratically with sequence length, and deep networks require storing activa-
tions across dozens of layers. This dual pressure on both computation and memory has
driven the development of sophisticated scheduling algorithms that decide when to
compute, store, or recompute activations to balance memory constraints against
computational overhead.

2.1 Stochastic gradient descent and learning rate dynamics

Once gradients have been computed through backpropagation, the fundamental
question becomes how to use this information to update the model parameters
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effectively. Stochastic Gradient Descent (SGD) provides the algorithmic foundation
for this process, but its apparent simplicity—updating parameters in the direction
opposite to the gradient—masks profound complexities that determine whether
training converges to useful solutions or fails entirely.

The basic SGD update rule:

oL
Wi — Wi_”W (1)
1

introduces the learning rate 7 as perhaps the most critical hyperparameter in neural
network training. This scalar value controls the magnitude of parameter updates and
fundamentally shapes the trajectory of optimization through the high-dimensional
loss landscape. Too large a learning rate causes the optimizer to overshoot optimal
regions, potentially leading to divergent behavior where loss values oscillate wildly or
grow without bound. Too small a learning rate results in painfully slow convergence,
where the model may require thousands of additional iterations to reach the same
level of performance, dramatically increasing computational costs.

The “stochastic” nature of SGD emerges from its use of mini-batches—small sub-
sets of the training data—to compute gradient estimates rather than exact gradients
over the entire dataset. This introduces noise into the gradient estimates, but this noise
often proves beneficial for escaping local minima and finding flatter, more generaliz-
able solutions. The batch size directly influences this gradient noise: larger batches
provide more accurate gradient estimates but reduce the stochastic exploration that
helps optimization, while smaller batches increase noise at the cost of computational
efficiency and convergence stability.

Let us look at the pseudo code of SGD with momentum to dive deeper (this is
based on the official PyTorch implementation that can be found here - https://docs.
pytorch.org/docs/stable/generated/torch.optim.SGD.html):

Input: parameters 6, learning raten, momentump, weight decay A
Initialize: momentumbuffersb i =0 forall parameters
For each training step:

For each parameter © i with gradientg i:

// Add weight decay directly to gradient
g ie—gi+A-0 1
// Update momentum buffer and use as effective gradient
if first step:
b i«g i
else:
b iep-bi+gi
// Parameter update using momentumbuffer
0 i-0i-n-b i
Return: updated parameters 0

The SGD algorithm with momentum operates by maintaining velocity buffers that
accumulate gradient information across training iterations, providing inertia that
helps optimization navigate through the loss landscape more effectively. At each step,
the algorithm first incorporates L2 regularization by adding the weight decay term
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directly to the computed gradients, encouraging smaller parameter values to prevent
overfitting. The momentum mechanism then updates exponentially-weighted moving
averages of gradients in the momentum buffers, where the momentum coefficient p
controls how much historical gradient information is retained—higher values create
stronger inertia that can help the optimizer barrel through small local minima and
oscillations. On the first iteration, the momentum buffer is simply initialized to the
current gradient, but in subsequent steps it combines the previous momentum (scaled
by p) with the current gradient. Finally, parameters are updated using these momen-
tum buffers rather than raw gradients, creating smoother optimization trajectories
that tend to accelerate in consistent directions while dampening oscillations in direc-
tions where gradients frequently change sign.

‘From the above pseudocode we can see that the successive iterates, starting from 6,
should ideally progress toward the solution, or “converge”. However, this completely
depends on the loss landscape. Take the following example from [1] which shows a 3D
visualization of the SGD dynamics. In a non-convex loss landscape. The green dotted
line shows the general direction in which the iterates are progressing, but the blue points
are the actual iterates. Given that we cannot calculate the actual gradients, the noise
estimates of gradients lead the successive iterates to bounce around erratically.

When multiple parameters are being updated according to Eq. (1), each parameter
follows a different trajectory. We can visualize these changes for simple networks; int
eh example below, when training a 2 layer ReLU network without biases, weight
updates with small learning rates tend to stay close to their randomly initialized values
(orange dots), but tend to move toward ideal weight vectors (gray dots moving closer
to the red lines).

Here is another view of the progress these iterates make from [2]. The authors
highlight how a network trained using SGD resulting in different weights that are
close to each other may generalize very differently in terms of performance with
unseen data. While all the blue dots represent optima that achieve near-perfect train
accuracy, the test accuracy for all these points range from 37 to 53%. SGD avoids these
bad minima in this specific case, and reaches a final optimum (yellow star) that
achieves high train and test accuracy.

2.2 Improvements over SGD: Adam and AdamW

While SGD forms the foundation, several other optimization algorithms for train-
ing models have been developed. A full list of other algorithms can be found on the
PyTorch documentation page [3].

Loshchilov and Hutter [4] developed what is now one of the most popular algo-
rithms used for training—AdamW. AdamW represents a significant evolution from
SGD, addressing several fundamental limitations while introducing adaptive learning
rates that adjust independently for each parameter. The development of AdamW
stems from a critical insight by Loshchilov and Hutter: the widespread confusion
between L2 regularization and weight decay in adaptive gradient methods like Adam
was severely hampering their generalization performance.

To understand AdamW’s innovations, we must first examine the Adam algorithm
that preceded it. Adam (Adaptive Moment Estimation) introduced two key improve-
ments over SGD: it maintains exponentially decaying averages of both past gradients
(first moment) and their squared values (second moment), using these statistics to
adapt the learning rate for each parameter individually. This adaptive mechanism
allows parameters with historically large gradients to receive smaller updates, while
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parameters with consistently small gradients receive larger updates—a form of auto-
matic learning rate tuning that can dramatically improve convergence in practice.

However, Adam’s original formulation suffered from a subtle but critical flaw in
how it handled regularization. The standard implementation applied L2 regularization
by adding the weight decay term A0 directly to the gradient before computing the
adaptive updates. This approach works perfectly for SGD due to a mathematical
equivalence between L2 regularization and weight decay, but this equivalence breaks
down catastrophically for adaptive gradient methods.

The core issue lies in how Adam’s adaptive mechanism interacts with regulariza-
tion. When L2 regularization is applied to Adam, the regularization term gets mixed
with the actual loss gradients before being processed by the adaptive scaling mecha-
nism. This means that parameters with large historical gradients—which should argu-
ably be regularized more aggressively—actually receive less regularization because
their updates (including the regularization component) get scaled down by Adam’s
adaptive denominator. Conversely, parameters with small historical gradients receive
disproportionately large regularization effects. This creates an inconsistent and
suboptimal regularization pattern that undermines the model’s ability to generalize.

AdamW solves this problem through a deceptively simple but profound modifica-
tion: it decouples weight decay from the gradient-based updates entirely. Instead of
adding the weight decay term to the gradient before adaptive scaling, AdamW applies
weight decay directly to the parameters after the adaptive gradient update has been
computed. This separation ensures that all parameters receive consistent regulariza-
tion proportional to their magnitudes, regardless of their gradient histories.

Let us examine the AdamW algorithm in detail to see exactly where it differs from
both SGD and standard Adam:

Input: parameters 0, learning raten, momentum coefficients py, B,
weight decay A, epsiloneg

Initialize: moment estimatesmg=0, vo=0, time stept =0

For each training step:

te—t+1

For each parameter 0; with gradient g;:
// First moment (momentum) update
m{t,i} «py-m{t-1,1i} + (1 -py) -9
// Second moment (variance) update
v_{t, i) P v {t-1,4) + (1-Py) - gi?
// Bias correction for moments
m{t,i} —m{t,i} / (1-B")
Y {t, i) —v (t,1) / (1-B5
// AdamW's key innovation: decoupled weight decay
0;— 0, -n- (A(t,i) / (YOt i) +e) +A-0))

Return: updated parameters 0

The critical difference between AdamW and both SGD and standard Adam lies in
the final parameter update line. In SGD with momentum, we saw that weight decay
was added to the gradient before momentum accumulation. In standard Adam,
weight decay would be added to the gradient before adaptive moment estimation. But
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in AdamW, the weight decay term 4 - 6; is added directly to the final parameter
update, completely separate from the adaptive gradient computation.

This architectural change has profound implications for optimization dynamics.
The adaptive gradient component (77 /(1/0+; + €)) handles the direction and magni-
tude of updates based on loss gradients, while the weight decay component (4 - 6;)
provides consistent regularization across all parameters. Parameters with large mag-
nitudes receive proportionally larger decay regardless of their gradient behavior,
creating a more principled and effective regularization scheme.

AdamW'’s superior performance stems from this combination of adaptive per-
parameter learning rates and proper weight decay decoupling. AdamW makes the
hyperparameter optimization process significantly more manageable by decoupling the
learning rate and weight decay parameters—practitioners can tune these
hyperparameters independently rather than dealing with the complex
interdependencies that plague other methods. This makes AdamW particularly effective
for training large neural networks where different parameters may have vastly different
scales and gradient behaviors, and where generalization performance is critical for prac-
tical applications.

These algorithms are being continuously improved as shown in the figure below,
and developed in open source frameworks like PyTorch, but the fundamentals are still
largely based on SGD that we covered previously. While data for 2021-2024 is not
available in any source, we can see through manual search that the mentions of these
optimizers have proportionately continued to increase until today.

2.3 Importance of schedulers

In the previous sections we explore details of the SGD and AdamW algorithms for
training. In both these algorithms, the last line is the update to the parameters 6, using
a fixed learning rate . Modern practitioners rarely use fixed learning rates throughout
training. Learning rate schedules have become essential tools for achieving optimal
performance, typically starting with higher values to make rapid initial progress and
gradually decreasing to enable fine-grained convergence. Common scheduling strate-
gies include step decay (reducing the learning rate by a fixed factor at predetermined
intervals), exponential decay (continuously decreasing according to an exponential
function), and cosine annealing (following a cosine curve that naturally provides
warm restarts). State-of-the-art models being developed by large corporations still use
AdamW optimizer with a basic cosine scheduler. For example, the Meta Llama 3
technical report [5] mentions the following about their experimental set up—*“We
pre-train Llama 3405B using AdamW with a peak learning rate of 8 x 10 ~°, a linear
warm up of 8000 steps, and a cosine learning rate schedule decaying to 8 x 10~/ over
1,200,000 steps.” A visual representation of some schedulers that are commonly used
today are shown in the figure below:

The choice of schedule can dramatically impact final model performance, with
some models requiring thousands of additional training steps to recover from
suboptimal scheduling decisions. Therefore, it is important to experiment as no
scheduler is proven to work well for all kinds of problems and datasets. Let us take a
look at the figure below comparing different learning rate schedules (constant, cosine,
cosine with warm restarts, and trapezoidal) across varying computational budgets
(one-shot, small, medium, and large budget) and their relative performance
improvements over baseline one-shot tuning without scheduling. In this work from
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Schmidt et al. [6], the experimental setup was remarkably comprehensive, testing
53,760 unique training runs across a 4-dimensional matrix of 8 problems, 15 opti-
mizers, 4 tuning budgets, and 4 learning rate schedules. The problems ranged from
simple quadratic optimization to complex tasks like VAEs, CNNs, and RNNs, provid-
ing good coverage of deep learning applications. Regarding learning rate schedulers
specifically, the results revealed several key insights. Schedules provided meaningful
improvements, with the best combination (large budget + trapezoidal schedule)
achieving about 5.2% median improvement over defaults. However, these gains were
incremental rather than transformative. The most striking finding was the enormous
variability in schedule effectiveness across different optimizer-problem combinations.
While schedules helped on average, individual cases showed wildly different
responses - some benefited substantially while others saw minimal or even negative
effects. This can be seen in the main results below:

The figure demonstrates that while increased budgets and proper scheduling gen-
erally lead to performance improvements on average (shown by the orange median
line), the benefits are not guaranteed for individual cases, as evidenced by the wide
spread of gray lines representing different optimizer-problem combinations. Some
configurations show substantial gains while others remain unaffected or even
decrease in performance, highlighting the importance of empirical testing across
different scheduling approaches.

The interaction between learning rate and batch size reveals deeper principles
about optimization dynamics. Larger batch sizes typically require proportionally
larger learning rates to maintain the same convergence speed, following heuristics like
linear scaling (doubling the batch size doubles the learning rate) or square root
scaling. However, these relationships break down at extreme scales, where very large
batch sizes can lead to poor generalization even with carefully tuned learning rates—a
phenomenon that has driven extensive research into understanding the generalization
properties of different batch size regimes.

The learning rate’s influence extends beyond simple convergence speed to
affect the fundamental nature of the solutions discovered during training. High
learning rates tend to find flatter minima in the loss landscape—regions where small
perturbations to parameters cause minimal changes in loss. These flatter solutions
often generalize better to unseen data, suggesting that the learning rate acts as an
implicit regularizer that influences not just training efficiency but also model quality.
This connection between optimization dynamics and generalization has profound
implications for hyperparameter selection and has motivated the development of
adaptive learning rate methods that automatically adjust based on local loss landscape
properties.

Understanding learning rate dynamics becomes even more critical in the context
of today’s large-scale models, where the computational cost of hyperparameter
search becomes prohibitive. A single training run for a large transformer model
might consume thousands of GPU-hours, making extensive learning rate tuning
experiments impractical. This has driven the development of learning rate range tests
and other diagnostic tools that can predict optimal learning rates from short prelimi-
nary runs, as well as adaptive methods that automatically adjust learning rates during
training based on observed optimization progress. Practitioners should treat schedule
selection as part of the broader optimizer selection process rather than as a universal
enhancement. Testing multiple schedule-optimizer combinations during training with
modest computational budgets often outperformed intensive tuning of any single
approach.
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2.4 Advanced training considerations: Beyond core algorithms

While the fundamental algorithms of SGD and AdamW form the backbone of
neural network training, the computational mechanics of modern large-scale training
involve several critical considerations mentioned below, that extend beyond our cur-
rent scope but warrant some coverage here for completeness.

* Gradient clipping and numerical stability: As models scale to billions of
parameters, gradient magnitudes can become unstable, leading to explosive
growth that destroys training progress. Gradient clipping—limiting gradient
norms to a maximum threshold—has become standard practice, particularly for
transformer architectures. This technique directly affects the training dynamics
we have discussed, as it modifies the effective learning rate on a per-step basis
and interacts complexly with learning rate schedules and optimizer momentum.

* Mixed precision training and memory optimization: Modern training increasingly
relies on mixed precision techniques, where different numerical precisions
(float16, bfloat16, float32) are used strategically throughout the training process.
This approach can nearly double training throughput while maintaining model
quality, but introduces subtle dynamics in gradient computation and parameter
updates that modify the optimization behavior described in our SGD and
AdamW analysis.

* Distributed training and scaling dynamics: The computational demands of large-
scale models necessitate distributed training across multiple accelerators,
introducing complexities in gradient synchronization, communication overhead,
and load balancing that fundamentally alter the training dynamics. Data
parallelism, model parallelism, and pipeline parallelism each create different
computational patterns that influence both training efficiency and the
characteristics of the resulting models.

* Checkpointing and gradient accumulation: Large models often exceed available
memory even with advanced optimization techniques, requiring sophisticated
memory management strategies. Gradient checkpointing trades computation for
memory by recomputing intermediate activations during the backward pass rather
than storing them, while gradient accumulation simulates larger batch sizes by
accumulating gradients across multiple forward passes before updating parameters.
These techniques modify the effective training dynamics and can influence the
relationship between batch size, learning rate, and convergence behavior.

These advanced considerations, while essential for large-scale training
implementations, represent specialized topics that extend beyond the fundamental
training dynamics covered in this chapter. Readers working with distributed systems,
memory-constrained environments, or extreme-scale models will find these areas
worthy of deeper exploration through specialized literature on high-performance
computing for machine learning.

The training dynamics explored throughout this section—from gradient computa-
tion through parameter updates—represent only the first half of the neural network
lifecycle. Once training converges and produces a model with optimized parameters,
these billions of learned weights must transition from the iterative optimization
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environment to the production serving environment. This transition marks a funda-
mental shift in computational objectives: from loss minimization through gradient-
based learning to efficient utilization of fixed parameters for prediction generation.
The inference phase we examine next operates under entirely different constraints
and performance metrics, requiring a complete reconceptualization of how we
approach neural network computation.

3. Inference time dynamics

Our discussion now transitions from the parameter learning phase to the parame-
ter utilization phase, where the computational priorities shift dramatically from itera-
tive optimization to efficient execution. The inference dynamics we will explore next
build directly upon the training foundation established here, but operate under fun-
damentally different constraints and objectives that reshape how we approach neural
network computation. The billions of parameters learned through the training algo-
rithms discussed above must now be deployed efficiently to serve predictions at scale
—a challenge that requires entirely different computational strategies while preserv-
ing the essential knowledge encoded during the training process.

While training requires maintaining both forward activations and backward gra-
dients simultaneously in memory, inference eliminates the entire backward pass,
transforming the computational profile from one dominated by memory pressure and
gradient synchronization to one focused purely on efficient parameter utilization and
activation computation. This transformation has profound implications for system
design and optimization strategies. The computational complexity shifts from train-
ing’s O(parameters + activations + gradients) to inference’s O(parameters), but this
apparent simplification masks new bottlenecks that emerge at scale. Modern inference
workloads must balance competing demands: maximizing throughput for batch
processing scenarios while minimizing latency for real-time applications, all while
efficiently utilizing the massive parameter sets that define today’s state-of-the-art
models. Understanding these dynamics becomes critical as models grow from millions
to hundreds of billions of parameters, where inference costs can dominate the total
computational budget over a model’s deployment lifetime.

3.1 Fundamentals of model inference: Using trained models in production

Returning to our simple three-layer network from Figure 1, inference computation
follows the forward path exclusively: x — W; — h; — W, — h, — W3 — . Each layer
computes h; = Wih;_; sequentially, but unlike training, no intermediate activations need
persistent storage beyond their immediate use in the next layer. This elimination of
activation storage represents the most dramatic memory reduction from training to
inference, where memory requirements drop from O(L x d x batch_size) for storing all
layer activations to O(d x batch_size) for storing only the current layer’s output
(Figures 2-9).

The computational pattern of inference creates a fundamentally different optimiza-
tion landscape than training. Where training optimization focuses on gradient compu-
tation efficiency and memory management for backpropagation, inference optimization
centers around optimizing the ratio of computation to memory access to provide fast,
effective inference. Each parameter must be loaded from memory exactly once per
inference pass, making parameter access patterns and cache efficiency critical
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Sample 3D visualization of SGD dynamics through a smooth non-convex surface.
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Parameter updates over thousands of epochs leading to the optimum.
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Figure 5.
Various optimizer algorithms used in training from 2010 to 2020 (source: hitps://icml.cc/media/icml-2021/

Slides/8645.pdf).

performance determinants. For large models where parameters exceed cache capacity,
inference becomes memory-bandwidth bound rather than compute-bound, fundamen-
tally altering the performance characteristics compared to training’s compute-intensive
gradient calculations. Of course, the underlying mechanics of this has been largely
commoditized via easily available inference engines.

3.1.1 Inference engines: The software infrastructure behind Al applications

Practitioners today rely heavily on these “inference engines” to deploy machine learn-
ing models efficiently and at scale. The most common approach is to use inference engines
as the core of Inference as a Service, where models are exposed as APIs or microservices,
allowing other systems to request predictions over the network. Major cloud providers
like AWS, Google Cloud, and Azure have made this process even more accessible by
offering managed inference platforms that handle scaling, hardware acceleration, and
high availability, letting teams focus on model quality rather than infrastructure.
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Commonly used schedulers (source: adapted from https://towardsdatascience.com/a-visual-guide-to-learning-
rate-schedulers-in-pytorch-24bbb262c863/).
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For applications that require low latency or need to function without constant
internet connectivity, practitioners often deploy models directly onto edge devices or
embedded systems. This is especially relevant in areas like IoT, augmented reality, or
mobile applications, where real-time performance and data privacy are critical. In
other scenarios, such as large-scale data processing or analytics, batch inference is
preferred, allowing practitioners to process vast amounts of data efficiently and cost-
effectively by leveraging hardware resources to their fullest.

Modern inference engines have evolved into sophisticated software stacks. They
not only load and execute models but also manage request routing, caching, and
resource allocation, often integrating seamlessly with orchestration tools like
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Latency vs. output speed for the Llama 3.3 70B parameter model across model providers (source: artificialanalysis.
com).
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Iterative inference for LLMs (source: https://community.juniper.net/blogs/sharada-yeluri/2024/02/20/llm-
inference-hw-sw-optimizations).

Kubernetes. Practitioners frequently apply post-training optimizations—such as
quantization or pruning—to make models faster and more resource-efficient, ensur-
ing smooth operation even on less powerful hardware.

MLOps practices are now integral to model deployment, automating the entire
lifecycle from continuous integration and delivery to monitoring and version control.
This automation ensures that models remain accurate and reliable as data and
requirements evolve, and enables rapid updates or rollbacks with minimal disruption.
As the field advances, there is a growing trend toward inference-as-a-service plat-
forms, support for multi-modal and agent-based models, and solutions that prioritize
privacy and compliance by enabling on-premises deployments.
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3.1.2 Batch processing vs. real-time serving: The throughput-latency trade-off

One of the most fundamental trade-offs in inference system design is to decide
whether batch or real-time inference processing is suitable for an application or use
case, with each paradigm optimizing for different computational objectives that
directly impact hardware utilization and economic efficiency. Batch processing max-
imizes throughput by amortizing the fixed costs of parameter loading across multiple
examples, exploiting the parallelizable nature of matrix operations where W1X (with
X containing a batch of multiple input vectors x) achieves significantly higher arith-
metic intensity than individual Wix computations. The mathematical advantage
becomes pronounced for large models: loading a weight matrix W of size d x d incurs
the same memory cost whether computing Wx for a single example or WX for a batch
of B examples (up to some limit), but the latter provides B times more computation
per memory access.

This throughput optimization comes at the cost of latency, as individual examples
must wait for the entire batch to complete processing. Real-time serving prioritizes
latency by processing examples immediately upon arrival, accepting lower hardware
utilization in exchange for responsiveness. The efficiency gap between these
approaches scales with model size: for billion-parameter models, batch processing can
achieve 10-100x higher throughput per dollar of compute infrastructure, but individ-
ual request latencies may increase by similar factors. This creates a fundamental
tension in production systems between serving cost efficiency and user experience
requirements.

The batch size selection process involves complex interactions with hardware
architecture and model characteristics. Modern GPUs achieve peak efficiency with
batch sizes that fully utilize their parallel processing units, typically requiring hun-
dreds to thousands of examples for large models. However, memory constraints limit
maximum achievable batch sizes, particularly for models with large intermediate
activations like transformers processing long sequences. The optimal batch size often
represents a compromise between hardware utilization (favoring larger batches),
memory constraints (limiting maximum batch size), and latency requirements
(favoring smaller batches), creating a three-way optimization problem that varies
significantly across different deployment scenarios. This benchmarking is often
resource intensive, but a necessary step to be explored before productionizing any
application.

3.1.3 Hardwave accelerators: Optimizing silicon for inference workloads

The architectural differences between CPUs, GPUs, and specialized accelerators
create dramatically different computational patterns for the same matrix
operations that define neural network inference. CPUs excel at sequential
processing with sophisticated branch prediction and large caches, making them
efficient for small batch sizes where the overhead of parallelization exceeds its bene-
fits. For operations like W;x with small vectors, CPUs can achieve near-optimal
performance through vectorized instructions (AVX-512) and efficient memory
hierarchies, but their limited parallel execution units become bottlenecks as batch
sizes increase. The CPU’s strength lies in its flexibility and low-latency memory access,
making it ideal for real-time serving scenarios where single-example inference
latency matters more than aggregate throughput. Today, most inference is done on
accelerators like GPUs.
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GPUs transform the computational dynamics by exposing thousands of parallel
cores optimized for the highly parallel matrix operations inherent in neural network
inference. The same W;X operation that might utilize 4-16 CPU cores can simulta-
neously engage thousands of GPU cores, achieving order-of-magnitude improve-
ments in arithmetic throughput. However, GPUs require substantial parallelism to
achieve peak efficiency—the matrix dimensions must be large enough to saturate the
available processing units, and memory access patterns must align with the GPU’s
coalesced memory architecture. This creates a sweet spot for medium to large batch
sizes where the parallel nature of inference computation matches the GPU’s architec-
tural strengths, but can result in poor utilization for small batches or irregularly
shaped computations.

Specialized inference accelerators like Google’s TPUs, Intel’s Neural Processing
Units, and various edge Al chips represent purpose-built solutions that optimize
specifically for neural network inference patterns. These accelerators typically feature
systolic array architectures that pipeline matrix multiplication operations, achieving
higher arithmetic intensity and energy efficiency than general-purpose processors.
TPUs, for example, organize computation around 256 x 256 matrix multiply units that
can sustain peak performance on appropriately sized operations, but may
underperform on smaller matrices that do not fully utilize the fixed-size processing
elements. The key insight is that each architecture class optimizes for different aspects
of the inference computation: CPUs for flexibility and low latency, GPUs for high-
throughput parallel processing, and specialized accelerators for maximum efficiency
on neural network workloads with predictable computational patterns.

Several inference API providers are now working on specialized chips for infer-
ence. The image below from artificialanalysis.com shows a comparison of every model
provider offering the Llama 3.3 70B parameter model with 128 K context window,
comparing the latency vs. output speed (throughput).

As you can tell form the image above, even though the same exact model weights
are being used, different providers using different optimizations, inference engines
and hardware can yield different results.

3.2 Inference time compute dynamics for large language models (LLMs)

The emergence of large language models has fundamentally transformed inference
from the straightforward single-pass computation of traditional neural networks into
complex, iterative processes that exhibit computational patterns reminiscent of train-
ing dynamics. Unlike the simple pattern of conventional inference, autoregressive
language models perform this forward pass repeatedly, using each output token as
input for the subsequent generation step. This creates a sequential dependency where
the computational cost scales linearly with output length, fundamentally altering the
economics of inference from fixed-cost operations to variable-cost processes that
depend on generation requirements.

As shown in the figure above, during inference, the model predicts one token at a
time in an auto-regressive manner, feeding each new output back as input until a
stopping criterion is met. The key components of this process—key, value, and query
vectors—enable the attention mechanism to determine which parts of the input
sequence are most relevant for generating each output token. The key-value (KV)
cache stores intermediate results from previous tokens during inference,
enabling the model to efficiently generate subsequent tokens without recalculating
attention for the entire sequence. However, as user prompts and model sizes grow,
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managing the KV cache becomes a major memory bottleneck, requiring careful opti-
mization. The process is computationally intensive, especially given the model’s large
size and the need for memory to store both parameters and key-value pairs for each
user request.

Autoregressive generation, that powers foundation model inference today introduces
a unique computational bottleneck where each token generation requires a full forward
pass through the entire model, but only produces a single token of output. For a model
generating a 1000-token response, this necessitates 1000 separate forward passes, each
requiring the full parameter set to be accessed from memory. This pattern creates severe
memory bandwidth constraints, as the same billion-parameter model must be loaded
repeatedly from memory, often making inference memory-bandwidth bound rather than
compute-bound. The iterative nature also prevents the batching optimizations that work
well for traditional inference, as each step in the sequence depends on the previous step’s
output, limiting the parallelization strategies available for throughput optimization.

The attention mechanism compounds these computational challenges by introducing
quadratic scaling with sequence length, creating memory and computation patterns that
differ dramatically from training. During inference, the attention mechanism must main-
tain key-value caches for all previously generated tokens, requiring O(sequence_length x
hidden_dimension) additional memory per layer that grows with each generated token.
This dynamic memory allocation contrasts sharply with training’s fixed memory patterns
and creates inference scenarios where longer sequences become progressively more
expensive in both memory and computation. The combination of autoregressive genera-
tion and attention mechanisms transforms inference from a predictable, fixed-cost oper-
ation into a complex dynamic process where computational requirements depend on both
model architecture and generation characteristics.

Modern LLM inference has thus evolved into a sophisticated resource management
problem where traditional inference optimization techniques must be adapted to
handle iterative computation patterns, dynamic memory requirements, and sequen-
tial dependencies that prevent many standard parallelization approaches. This com-
plexity has driven innovations in inference-specific optimizations like key-value cache
optimization, speculative decoding, and dynamic batching strategies and inference
time compute scaling that attempt to recover some of the efficiency lost to
autoregressive constraints while maintaining the quality of generation that makes
these models valuable. Next, let us dive deeper into inference time compute scaling.

3.2.1 Inference time compute dynamics for large language models (LLMs)

The emergence of large language models has fundamentally transformed inference
from the straightforward single-pass computation of traditional neural networks into
complex, iterative processes that exhibit computational patterns reminiscent of train-
ing dynamics. The need to understand and optimize this dynamic execution has been
driven by the capabilities and deployment challenges of models across the ecosystem,
including general models like GPT-4 and Gemini Flash Thinking, efficiency frame-
works like Speculative Decoding utilizing a Draft Model and kNN-LM, and specialized
reasoning architectures such as DeepSeek-R1, OpenAl o1, K1.5, and s1. A wide array
of experiments have been conducted on these and other specific LLMs to validate the
utility of techniques such as Chain-of-Thought (CoT) Prompting, ReAct, Self-
Consistency, and sophisticated search frameworks like Tree-of-Thoughts (ToT), RAP,
and LLM-A*. These studies [7-9] collectively demonstrate how computation must be
scaled or re-architected at test time to fully elicit the models’ encoded intelligence.
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As mentioned earlier, unlike the simple pattern of conventional inference,
autoregressive language models perform this forward pass repeatedly, using each
output token as input for the subsequent generation step. This creates a sequential
dependency where the computational cost scales linearly with output length, funda-
mentally altering the economics of inference from fixed-cost operations to variable-
cost processes that depend on generation requirements. Autoregressive generation
introduces a unique computational bottleneck where each token generation requires a
full forward pass through the entire model, yet produces only a single token of output.
This often necessitates hundreds or thousands of separate forward passes for a single
complex response, requiring the full parameter set to be accessed repeatedly from
memory. This pattern frequently makes LLM inference memory-bandwidth bound
rather than compute-bound. The iterative nature also restricts the utility of batching
optimizations common in traditional inference, as each step depends on the previous
output, limiting parallelization strategies. Furthermore, the attention mechanism
compounds these challenges by introducing quadratic scaling with sequence length.
During inference, the model must maintain a dynamic Key-Value (KV) cache to store
intermediate results for all previously generated tokens, requiring memory that grows
dynamically with each generated token, which includes components like DOLA and
DEXPERTS for improved decoding.

To fully elicit the problem-solving capabilities encoded within the frozen parame-
ters of LLMs, additional computation is deliberately allocated during inference, a
paradigm known as Test-Time Scaling (TTS). The following operational map catego-
rizes strategies based on what computational pattern is expanded or adjusted to
enhance model performance.

3.2.2 Operational map: Test-time scaling paradigms

Test-Time Scaling strategies carefully allocate extra processing time that is neces-
sary to boost performance on complex, reasoning-intensive tasks without requiring
additional training or parameter updates. Test-Time Scaling strategies can be orga-
nized into an operational map based on how the model’s computational capacity is
expanded or adjusted. This map classifies methods by whether the model scales
thinking by generating many samples simultaneously, structuring thought into itera-
tive steps, blending exploration and refinement, or learning to autonomously deter-
mine its own computational budget. Let us take a brief look at these different
paradigms:

1.Internal scaling. This paradigm represents strategies where the LLM is explicitly
trained to autonomously determine its required reasoning effort using its internal
parameters, without requiring external human-guided strategies at inference
time. The model learns a policy, often through Reinforcement Learning (RL)
techniques leveraging outcome-oriented reward modeling, that controls when to
halt or extend its internal reasoning steps. This internal management of
computational budget defines highly capable systems today, exemplified
by the autonomous reasoning behaviors of DeepSeek-R1 and the OpenAl ol
models.

2.Sequential scaling. This approach is an external orchestration method that
explicitly directs later computations based on intermediate, iterative steps,
effectively simulating human deliberation. It addresses the limitation of single-
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pass generation by requiring the model to iteratively update its partial solution
state through refinement or decomposition. This began with foundational
prompt strategies like Chain-of-Thought (CoT) Prompting, which demands
step-by-step reasoning. It evolved into adaptive, iterative refinement methods
such as Self-Refine, where the model critiques its own output, and ReAct, which
dynamically integrates reasoning steps with external actions, allowing the
process to alternate between thinking and acting.

3.Parallel scaling. This paradigm enhances performance by generating multiple
candidate outputs in parallel and subsequently aggregating them into a final
decision. This ensemble method relies on achieving high coverage (the likelihood
of generating at least one correct response) and a robust consensus mechanism to
aggregate the results. The core implementation relies on repeated sampling,
where the correct final answer is often determined by consensus, exemplified by
the widely used technique Self-Consistency. Other techniques include Best-of-N
selection, which uses an external verifier or metric to choose the superior
candidate from the batch.

4.Hybrid scaling. Hybrid methods strategically blend the broad exploration of

parallel scaling with the deep, iterative refinement of sequential techniques,
often formalized using search algorithms adapted for language models, known as
LLM Inference via Search (LIS). This approach mirrors human divergent and
convergent thinking. Key examples include Tree-of-Thoughts (ToT), which
generalizes CoT by exploring multiple reasoning paths at decision points before
filtering or pruning, and frameworks utilizing complex search algorithms like
Monte Carlo Tree Search (MCTS) or A* search, as seen in RAP and LLM-A*.
These LIS frameworks structure reasoning as a sequential decision-making
process where the LLM can adopt specific roles like Policy, Evaluator, or
Transition Model.

3.2.3 Supporting inference optimization mechanisms (ITSI)

Complementing the high-level scaling paradigms, specific mechanisms,

termed Inference-Time Self-Improvement (ITSI), dynamically adjust the decoding pro-
cess to enhance performance or efficiency without altering the original LLM parameters
[7-9]:
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1.Independent self-improvement. This category includes methods that maximize
performance purely using the model’s frozen weights by manipulating the
internal decoding process. Techniques include Constrained Decoding (e.g.,
NEUROLOGIC* enforcing rules), adjusting next-token probabilities through
Contrastive Decoding (e.g., DOLA for factuality), and increasing efficiency via
Parallel Decoding (e.g., Lookahead Decoding).

2. Context-aware self-improvement. This category utilizes auxiliary external context or
knowledge. Examples include specialized Prompting methods beyond basic
sequential scaling, using Disturbed Prompt methods (e.g., CAD to contrast
probability distributions for hallucination reduction), and employing
Retrieval-based systems (e.g., KNN-LM or REST) to ground generation in external
knowledge.
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3.Model-aided self-improvement. This involves collaboration with external agents or
auxiliary models, often specialized or smaller, to guide the main LLM. This
approach is critical for efficiency and quality assurance. Examples include using a
Draft Model in Speculative Decoding (e.g., SEQUOIA) for accelerated inference,
employing specialized models like DEXPERTS to adjust output logits for tasks
like toxicity reduction, or using Reward Models (e.g., RAD or ARGS) to evaluate
responses during decoding.

3.2.4 Inference-time scaling laws: Optimizing compute after training

Training time scaling laws have been extensively studied and well-established
in the field of large language models, demonstrating that model performance
follows predictable power-law relationships with respect to the number of parame-
ters, the size of the training dataset, and the available compute during training.
These laws, exemplified by the Chinchilla scaling law, show how to optimally
choose model size and number of training tokens under a given training compute
budget, providing clear guidance for resource allocation during the model develop-
ment phase.

Inference time scaling laws, in contrast, examine how model performance changes
when varying the computational resources allocated during inference rather than
training. This involves analyzing the trade-offs between model sizes and generating
additional tokens through different inference strategies while keeping the inference
compute budget fixed. The fundamental question addressed is how to select an opti-
mal model size and effective inference strategy to maximize performance given a
specific computational constraint at test time.

The authors of [10] conduct comprehensive experiments across multiple
mathematical reasoning benchmarks, specifically GSM8K and MATHS500, using
various model families including Pythia, Mistral, and math-specialized Llemma
models ranging from 410 M to 34B parameters. They evaluate different inference
strategies including greedy search, majority voting, best-of-n sampling, weighted
voting, Monte Carlo Tree Search, and their novel REBASE algorithm. The
experiments systematically vary both model size and inference compute
budget to establish empirical relationships between computational resources and
problem-solving accuracy. They also provide theoretical analysis of the convergence
behavior of voting-based methods, showing that sampling strategies eventually satu-
rate to performance limits determined by the underlying model’s probability distribu-
tions.

The research yields several significant findings that challenge conventional
assumptions about optimal resource allocation. Most notably,

1.smaller models combined with sophisticated inference strategies often
outperform larger models when operating under the same computational
budget, suggesting that traditional approaches of simply scaling model
size may be suboptimal for deployment scenarios with inference compute
constraints.

2.the right inference algorithm can consistently achieve Pareto-optimal
performance across all tested scenarios, outperforming both standard sampling
methods and Monte Carlo Tree Search while requiring significantly less
computational overhead.
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3.sampling-based voting methods inevitably saturate to performance limits
determined by the underlying model’s probability distributions, indicating
diminishing returns from simply increasing sample counts and highlighting the
necessity for more sophisticated inference algorithms.

4.the benefits of advanced inference strategies are most pronounced on difficult
problems.

These findings have profound implications for real-world deployment, suggesting
that practitioners should consider deploying smaller models with advanced inference
algorithms rather than simply scaling to larger models, potentially achieving better
cost-performance trade-offs while maintaining or improving accuracy.

4, Conclusion

In this chapter, we have explored how the computational requirements and opti-
mization strategies for neural networks fundamentally diverge between training and
inference phases, creating distinct engineering challenges that practitioners must
navigate as models scale to unprecedented sizes. The evolution from simple gradient
descent to sophisticated optimizers like AdamW, combined with careful learning rate
scheduling, represents decades of refinement in understanding how to efficiently
navigate high-dimensional loss landscapes. Yet these training innovations, while crit-
ical for achieving state-of-the-art performance, represent only half of the computa-
tional story that defines modern machine learning systems.

What emerges from our analysis is that the traditional view of training as the
computationally expensive phase and inference as the simple application phase no
longer holds for today’s large-scale models. The autoregressive nature of modern
language models transforms inference into an iterative, memory-intensive process
where the cost of serving predictions can quickly exceed training costs over a model’s
deployment lifetime. This shift demands a complete rethinking of how we approach
model development, where decisions made during training about architecture,
parameter count, and optimization strategy have cascading effects on inference effi-
ciency, deployment costs, and user experience that extend far beyond model accuracy
metrics.

For practitioners navigating these complexities, several key recommendations
emerge from our analysis. During training, AdamW often serves as the default opti-
mizer for most applications, particularly transformer architectures, due to its
superior generalization through decoupled weight decay. Similarly cosine annealing
schedules with linear warmup provide robust baselines, following patterns established
in state-of-the-art models like Llama 3, with warmup periods of 1-5% of total training
steps and peak learning rates around le-4 to le-5 for large models. Memory planning
must account for training requirements scaling as O(parameters + L x d x batch_size),
with gradient checkpointing offering 40-60% memory reduction at the cost of 20—
30% computational overhead when memory constraints bind. These “settings” have
become commonplace in research/academic as well as industry settings today.

The inference phase requires fundamentally different optimization strategies. For
deployment scenarios with compute constraints, practitioners should seriously con-
sider smaller models combined with sophisticated inference algorithms rather than
defaulting to the largest available model—our analysis demonstrates that models with
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10x fewer parameters can achieve comparable performance with appropriate infer-
ence strategies while providing significantly better latency and cost characteristics.
Hardware selection should align with serving patterns: CPUs for real-time, low-
latency applications with small batch sizes; GPUs for medium to high-throughput
scenarios with moderate batch sizes; and specialized accelerators like TPUs for pre-
dictable, high-throughput workloads with large batch sizes. Empirical benchmarking
remains essential for identifying optimal batch sizes, as these vary dramatically across
model architectures and hardware configurations.
The following table summarizes the critical trade-offs and recommendations that
practitioners must navigate when designing neural network systems (Table 1).
Critical trade-offs practitioners must navigate include the tension between training
memory requirements versus inference throughput optimization, the contrast
between iterative gradient updates during training and sequential token generation

Aspect Training phase Inference phase Key recommendation
Performance Minimize loss; optimize for Maximize throughput or Training: focus on
Metric convergence minimize latency generalization;
Inference: focus on
efficiency
Optimiger AdamW for most N/A Start with AdamW;
applications; use cosine annealing
SGD + momentum for with 1-5% warmup
extensive tuning scenarios
Memory O(parameters + O(parameters + KV cache) - Plan for 3-5x more
Pattern L x d x batch_size) - high moderate but can grow with training memory; use
due to activations + gradients factors like sequence length gradient
checkpointing if
needed
Batch Size Limited by GPU memory Limited by latency Empirically
requirements benchmark optimal
sizes for your
hardware
Hardware GPUs/TPUs for parallel CPUs for small models; right- Match hardware to
Choice gradient computation, size the GPUs/TPUs for large serving pattern, not

distributed, cluster-based
training for high throughput

models. Distributed inference
for high throughput

just raw performance

Cost Structure

Generally easy to estimate;
Fixed upfront investment
plan per training run

Variable cost scaling with
requests and other factors like
sequence length

Consider smaller
models + advanced
inference over larger
models

Computational Highly parallelizable (data/  Sequential dependencies, e.g. in  Training favors

Pattern model parallel) autoregressive generation parallelism; inference
requires sequential
optimization

Scaling Strategy Larger models generally Smaller models + sophisticated ~ Test compute-optimal

improve performance inference can outperform larger inference strategies
models before scaling model
size
Table 1.

Tradeoffs to be considered during training and inference.
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during inference, hardware utilization patterns where training and inference have
different optimal batch sizes, cost structures that shift from fixed training expenses to
variable per-request inference costs, and parallelization opportunities that favor
training’s highly parallelizable operations over inference’s sequential dependencies.

The computational mechanics we have examined point toward a future where the
boundaries between training and inference become increasingly fluid, with models
that adapt dynamically to their computational environment and task requirements.
Understanding these dynamics becomes essential not just for researchers pushing the
frontiers of model capability, but for practitioners who must make informed decisions
about architecture selection, resource allocation, and deployment strategies in a land-
scape where computational efficiency increasingly determines the practical impact of
Al innovations. For the interested reader, more insights can be obtained by reading
material focusing on sharpness aware minimization [11-15], the theory of generaliza-
tion related to optimizers in the context of model training [16-22], and continuing
work on optimizer design [23-31]. The interplay between training and inference
dynamics will continue to shape how we build, deploy, and scale neural networks as
they become more deeply integrated into the computational infrastructure of modern
society.
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Abstract

Bioinspired vision systems are revolutionizing next-generation visual sensors
through their unique neural mechanisms, offering great potential for power-efficient
and real-time perception. This chapter explores the remarkable visual systems of
insects and their transformative potential for advanced visual sensors. Specifically,
we focus on the neural mechanisms of insect vision, particularly the adaptive signal
processing by graded neurons and direction-selective circuits, we examine how
these biological systems achieve unparalleled efficiency in motion detection, object
tracking, and optic flow analysis. The chapter systematically bridges biological
principles with engineering applications, detailing the design and implementation of
bioinspired vision sensors that replicate these capabilities. Furthermore, we pres-
ent cutting-edge developments in neuromorphic hardware and adaptive processing
architectures while evaluating their performance against conventional systems. The
discussion extends to industrial applications such as high-speed defect detection and
unmanned aerial vehicle obstacle avoidance and concludes with the future directions
and challenges in this interdisciplinary field. This chapter aims to provide researchers
and engineers with neurobiology-inspired design principles and practical guidance
for developing next-generation visual technologies.

Keywords: bioinspired vision sensors, neural mechanisms of insect vision, motion
detection, neuromorphic hardware, autonomous applications

1. Introduction

Recently, the integration of image sensors has reached a high level, and the pixel
size in state-of-the-art image sensors has reached the scale of the wavelength of
light. The number of cables connecting the image sensor to the backend processing
equipment has also reached millions. Nevertheless, this traditional architecture still
encounters obstacles such as high power consumption and high time latency when
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pursuing high-quality images. It seems to be a hard nut to crack, achieving a balance
between power consumption and performance in the traditional architecture.

The insect vision system features an efficient and compact neural structure
along with a unique processing mechanism. It outperforms the most powerful
computers in tasks, such as real-time sensory data processing, perception tasks, and
motor control. Moreover, it can complete all these tasks with an incredibly small
energy budget. These distinct characteristics have transformative significance in the
development of low-power and real-time neuromorphic vision systems for resource-
constrained edge computing and autonomous robotics. Therefore, engineers have
set their sights on biological visual systems, especially the compound eyes of insects.
They have found that the insect compound eye system offers a more satisfactory
solution compared to traditional architectures. This chapter aims to expound on
the current development status of existing insect-inspired visual devices and bionic
visual processing architectures. At the same time, it also intends to compare them
with the processing architectures of conventional devices to evaluate their perfor-
mance. Finally, it discusses the practical application of the bionic vision system and
summarizes the future development directions and challenges in this field.

2. Results and discussion
2.1 The basic structure of the insect visual system
2.1.1 Ocelli

Ocelli are simple-structured photoreceptors that exist in many invertebrates.
Insect ocelli are composed of visual cells, hexagonal corneas, and conical lenses.
They are capable of perceiving the intensity of light but lack the ability to resolve
visual objects. Insect ocelli are divided into two types: dorsal ocelli and lateral ocelli.
The former are located on the back of the head region in both adults and nympbhs,
usually occurring in a set of three and arranged in a triangle pattern. The latter are
found exclusively in larvae, located on both sides of the head region, usually with
1-7 per side.

2.1.2 Compound eyes

In contrast to ocelli, compound eyes are positioned prominently on the insect’s
head. They are composed of many ommatidia, each containing corneas, crystalline
cones, rhabdoms, retinal cells, as well as pigment cells. The cornea is the outermost
structure of the compound eyes and serves to protect the compound eyes. The crys-
talline cone is a conical transparent structure located beneath the cornea. Together
with the cornea, it forms a refractive organ, performing the function of refraction,
similar to the crystalline lens of the human eye. The shape of the crystalline cone
will adapts to light variations. The rhabdom is formed by the close arrangement of
microvilli on the inner side of retinal cells, presenting a central columnar shape,
which has a large surface area and strong refraction performance. After the light
reaches the rhabdom and propagates downward, the absorption of visual pigments
can be enhanced. The rhabdom can also detect the intensity and the angle of light.
Particularly, rhabdoms at different positions can sense light waves in different
directions and then integrate them. Therefore, the rhabdom has a complex visual

50



Bioinspired Vision Systems: From Insect Neural Mechanisms to Advanced Visual Sensors
DOI: http://dx.doi.org/10.5772/intechopen.1011096

orientation function. Pigment cells are mainly distributed around the rhabdom

and the crystalline cone. Their primary function is to absorb and disperse the light
reaching the ommatidia. As a result, the compound eyes regulate the amount of
light entering through the movement of pigment particles between the rhabdom and
crystalline cone, thereby adapting to the changes in light in the environment [1].

As shown in Figure 1, insect compound eyes can be classified into apposition eyes
and superposition eyes based on the distance between pigment cells and crystalline
cones. The superposition eyes have a focusing effect and can sense low-intensity light,
but the resolution is relatively low. The apposition eyes have no focusing effect while
having a higher resolution. Most diurnal insects have apposition eyes, while nocturnal
insects have superposition eyes.

2.1.3 Visual neural pathway

The visual neural pathway is a signal transmission network that connects the
compound eyes, ocelli, and the central nervous system. Firstly, photoreceptor
cells can convert the received light signals into electrical signals and then transmit
them to primary sensory neurons (such as cone cells), initially integrating the
brightness information of adjacent areas and enhancing the contrast. Secondly,
preliminary processing is performed by intermediate neurons (such as bipolar
cells and horizontal cells) to regulate the spatial integration of signals and sup-
press background noise. Finally, the signals are integrated by ganglion cells and
then transmitted to the visual processing center of the insect brain (optic lobe), in
which they cooperate with other regions of the brain to make behavioral decisions
(such as tracking prey).

2.2 The types and functions of neurons in insect vision system
2.2.1 Directional selective neurons

Direction selective neurons (DSNs): DSNs are a class of neurons in the insect
visual system that function to detect and encode the direction of movement. DSNs
can be found in both invertebrates (e.g., flies and locusts) and vertebrates (such as
rabbits and mice). Based on complex neural computing mechanisms in DSNs, insects
can quickly perceive movement information, thereby completing key behaviors such
as navigation, predation, and obstacle avoidance.

Photoreceptor: One side of compound eyes includes two groups of photoreceptors
(peripheral photoreceptors and central photoreceptors). Motion vision mainly relies

Figure 1.
Insect compound eye structure. Apposition eyes (left) and superposition eyes (right).
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on the peripheral photoreceptors, and they are the primary input source of DSNs.
Signals of these photoreceptors are divided into two parallel motion circuits, which
can be utilized to process the motion information of brightness increase (ON chan-
nel) and brightness decrease (OFF channel), respectively.

Lamellar neurons: In Figure 2, L1 and L2 are the two prominent target neurons
of peripheral photoreceptors and are two large unipolar cells of the lamellar layer.
Specifically, L1 mainly transmits the information of increased brightness (ON
channel), while L2 mainly transmits the information of decreased brightness (OFF
channel).

Tangential cells: The tangential cells are neurons in the visual motor pathway of
Drosophila. They have complex dendritic structures and are able to integrate local
motion information from multiple visual columns.

Interneurons (T4 and T5 cells): As shown in Figure 2, T4 and T5 cells process the
motor signals of the ON and OFF channels, respectively. Their output signals con-
verge in four different layers of the lobula, each corresponding to a specific direction
of motion.

2.2.2 Lobula Giant Movement Detector

The Lobula Giant Movement Detector (LGMD) is a key neuron located in the
optic lobe of the insect visual system (such as locusts). Its function is to detect rapidly
approaching objects (such as predators or obstacles) within the field of vision and to
avoid collisions by triggering an escape response. This structure is divided into the
following three parts (Figure 3).

Kﬂeﬁna R1-6 )

Lamina
Lamina
Medulla
Medulla
Lobula A \ﬁ
i
[ 4
Figure 2.

Circuit diagram of the basic motion detector for flies (left) and some involved neurons (right) [1].
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Figure 3.
Structural diagram of LGMD neurons [2].

1.Input pathway: The feedforward excitation, lateral inhibition, and feedfor-
ward inhibition are received through hexagonal array photoreceptors in the
compound eyes and retinal topological layers of the lamina, medulla, and
lobula. These signals are then transmitted to the LGMD via these retinal topo-
logical layers.

2.Dendrite domains: They are divided into excitatory dendrites (receiving an-
gular velocity @ signals) and inhibitory dendrites (receiving angular size
signals).

3. Output pathway: Connecting with Descending Contralateral Movement Detec-
tor (DCMD) neurons and transmitting signals to the motor center.

2.2.3 Graded neurons

Graded neurons can efficiently encode dynamic visual information through
multilevel responses and time-domain accumulation characteristics. This type of
neuron is particularly common in the insect visual system. Their basic characteristics
are as follows:

1. The amplitude is proportional to the intensity of the stimulus: The voltage varia-
tion range of the graded potential directly reflects the intensity of the stimulus
(such as light intensity and odor concentration). For example, the degree of
depolarization of photoreceptors in Drosophila is positively correlated with light
intensity (weak light — slight depolarization, strong light — significant depolar-
ization).

2.No action potential propagation: The graded potential only propagates locally,
and its amplitude rapidly decays with increasing distance, making it impossible
to be transmitted over a long distance. Such a feature makes signal processing
more dependent on the integration of space and time (such as the superposition
of inputs from multiple photoreceptors).
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3. Sustainability and adaptability: The graded potential can be maintained for a
long time (such as the resting potential in the dark) and can quickly adapt to
changes in stimuli through the dynamic regulation of ion channels (such as so-
dium and chlorine channels).

The core functions of graded neurons mainly include three parts: encoding visual
information, dynamic adaptation and signal regulation, and energy conservation and
efficient processing:

1.Encoding visual information: graded potential allows neurons to continuously
and analogously encode light intensity rather than binary (action potential only
transmits “presence or absence” signals). For example, under low light, photo-
receptors slightly depolarize and release a small amount of histamine, and the
Lamina Monopolar Cells (LMCs) slightly depolarize. Under strong light, photo-
receptors are significantly depolarized, histamine release surges, and LMCs are
strongly hyperpolarized.

2.Dynamic adaptation and signal regulation: After strong light adaptation,
photoreceptors reduce neurotransmitter release through sodium ion depolariza-
tion, and the chloride ion efflux mechanism of LMCs is enhanced, resulting in a
temporary enhancement of postsynaptic responses.

3.Energy conservation and efficient processing: The graded potential transfer
has low energy consumption (avoiding frequent action potentials), mak-
ing it suitable for compact, efficient neural computing in small insects and
animals.

The differences between graded potential neurons and action potential neurons
are compared in Table 1. In summary, graded potential neurons achieve local,
short-range integration through analog signals and have low power consumption
and dynamically adjustable sensitivity. Action potential neurons, on the other hand,
conduct long-range and high-speed transmission via skip conduction with all or no
pulse signals and have the characteristics of high power consumption and reliance on
frequency coding.

Characteristics Graded potential neurons Action potential neurons

Signal form Continuously changing voltage (the amplitude is Electrical pulses with or without
strongly correlated with the stimulus) (fixed amplitude)

Transmission Local diffusion, and the amplitude will decay Skip conduction along the axon

mode with distance

Adaptability Dynamic adjustment sensitivity (such as light Dependent on frequency coding
intensity adaptation) (pulse rate variation)

Energy Lower Higher

consumption

Typical functions Analog signal processing (such as vision, smell) Digital signal transmission (Such

as motion control)

Table 1.
Comparison chart of graded potential neurons and action potential neurons.
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2.3 Signal processing mechanism in insect vision system

The signal processing mechanism of the insect vision system is a multilevel and
complex process, involving a series of process stages from optical signal perception to
advanced neural computing.

2.3.1 Photoreceptor physiology

Photoreceptors of insects are the starting point of their visual signal processing
and are mainly distributed in compound eyes and ocelli. Different photoreceptors
lead to different behavioral tendencies. In Drosophila, peripheral photoreceptor cells
are responsible for detecting luminance and motion information and have wide-
spectral sensitivity. Central photoreceptor cells, including R7 and R8, express ultra-
violet and green light-sensitive opsins, respectively, and are involved in the encoding
of color vision. This division of labor enables insects to process both movement and
color information at the same time, supporting complex behaviors such as foraging
and avoiding enemies.

2.3.2 Neural signal encoding and processing

Neural signal encoding in the insect visual system is a multilevel parallel process-
ing procedure involving a complex network from peripheral ganglia to the higher
center. In the lamina layer and medulla layer of compound eyes, neurons enhance
contrast through lateral inhibition and spatiotemporal filtration, thereby highlighting
the edge and texture features of moving objects.

In the primary motion detection of the insect visual system, DSNs are core com-
ponents of motion vision. These neurons show selective responses to movements
in specific directions, and the mechanism relies on asymmetric synaptic inputs and
inhibitory feedback [3]. For example, T4 and T5 neurons of Drosophila specifically
process the motion information of opposing contrasts: T4 neurons detect light-ON
edges (the forward movement of the light-dark boundary), while T5 neurons respond
to light-OFF edges (the backward movement of the dark-bright boundary). These
outputs from T4 and T5 neurons are integrated in the optic lobe of the central brain to
form global motion perception.

After primary signal processing, LGMD specifically responds to approaching
objects. The activation of LGMD depends on the dynamic balance of synaptic inhibi-
tion and excitation signals: when an object approaches, the excitatory input increases
rapidly, while the inhibitory input is delayed, thereby generating explosive discharges
[4]. This “asymmetric inhibition” mechanism enables insects to trigger evasive
behaviors rapidly.

2.4 Mechanism of motion control and object tracking in insect vision system
2.4.1 The motion mechanism of DSNs

R1-R6 cells are the main photoreceptors on the periphery of the ommatidia of
compound eyes, which are sensitive to blue-green light (approximately 480-550 nm)
and are responsible for color vision and luminance perception under a wide spectral
range. They convert light signals into electrical signals through rhodopsin, providing
local light intensity variation signals, thereby obtaining motion signals. The output
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signals of R1-R6 are transmitted to the medulla through unipolar cells (such as L1, L2,
and L5). L1 and L5 receive the ON and OFF channel signals of R1-R6, respectively,
forming the initial movement direction characteristics. For example, L1 cells of
Drosophila are sensitive to horizontal movement, and L5 cells are sensitive to vertical
movement. Tm3/Mil neurons in the medulla receive input signals from unipolar cells
and enhance the optical flow signal in a specific direction through lateral inhibition.
For example, the Tm3 neuron of Drosophila responds strongly to the clockwise rotat-
ing optical flow, while the Mil neuron responds strongly to the counterclockwise rota-
tion. Medullary signals are further transmitted to tangential cells in the lobules, such
as horizontal cells and vertical cells. The signals are further transmitted to T4 and T5
cells. The dendrites of T4 and T5 cells receive signals from adjacent photoreceptors
and integrate signals through synaptic interactions. These signals undergo complex
interactions within the dendrites to generate local motion signals.

2.4.2 The motion mechanism of LGMD

The LGMD is a giant single neuron, specifically designed to detect the rapid move-
ment of approaching objects and trigger an escape response. As shown in Figure 3,
the LGMD collision system is composed of four layers of neural networks: Peripheral
photoreceptor cells (R1-R6) sense changes in environmental brightness and generate
primary visual signals. These signals are then transmitted to the lamina layer, where
unipolar cells decompose the signals into ON and OFF channels. The background
noise is suppressed through the center-surround antagonism mechanism to enhance
target detection. The medulla layer further processes the ON/OFF channel signals
and then extracts the motion direction and speed information through the parallel
pathway. Finally, in the lobula plate, multisource information is integrated through
LGMD neurons to output collision warning signals. LGMD neurons have two input
branches:

1. Visual input branch: Receives the brightness change signal sent by the compound
eyes and distinguishes the direction in which the object is approaching or mov-
ing away through the ON/OFF channel.

2. Angular velocity input branch: Perceives the relative motion velocity of the tar-
get object and calculates the collision time in combination with visual signals [5].

The signal processing process of LGMD is a nonlinear calculation process, as
shown in Figure 4. Visual signals are processed in the excitation layer (E layer,
processing the ON channel) and the inhibition layer (I layer, processing the OFF
channel) to form a dynamic balance. When approaching the object, the excitation
signal is enhanced while the suppression signal is weakened. When the integrated
signal exceeds the preset threshold, LGMD neurons release spike pulses and send
emergency obstacle avoidance instructions to the downstream motor control center.
This response has extremely low time latency (about 200 ms).

2.4.3 The motion mechanism of graded neurons

The graded potential neuron in the insect visual system is a kind of non-pulsed
neuron. Taking the peripheral photoreceptors R1-R6 and output neurons of
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Figure 4.
LGMD signal processing model.

Drosophila as examples, this system can be regarded as R-LMC-R, composed of feed-
forward and feedback synaptic networks, forming forward and backward processing
units of information. It can be known that the visual information coding in the LMC
output is efficient within a few seconds. When photoreceptors encounter a new
stimulus pattern again, the LMC enhances its sensitivity to the signal. Visual signals
do not respond adequately to the new stimulus pattern for the first time. By increasing
the dimension of time, the signal-to-noise ratio of the signal stimulus output by LMCs
can be increased.

Analyzed from the time-domain perspective, as shown in Figure 5(a), visual sig-
nals are input from the peripheral photoreceptors R1-R6 and output from the LMC.
As shown in Figure 5(b), the amplitude statistics of LMC outputs under 20-second
stimuli of dim, medium, and bright intensities revealed that the gain varies dynami-
cally with stimulus intensity. This relationship is not a simple static nonlinearity but
rather exhibits gain reduction across different luminance levels. Figure 5(c) displays
the energy output under bright-intensity stimulation for 1, 2, and 20 seconds dura-
tions. It can be observed that the gain progressively increases with repeated stimula-
tion. This result indicates that the output of LMC depends on the continuous changes
in intensity and time, altering synaptic gain. As shown in Figure 6, the standard
deviation distribution plots of R1-R6 and LMC responses demonstrate that repeated
stimulation of R1-R6 enables LMC to generate a greater voltage response from the
weakened voltage response of photoreceptors.

2.5 The current development status of existing hardware

It is a vital method to observe and extract the merits of biological systems in bio-
mimetic design. The insect compound eye system is a typical representative of natural
biological visual systems. Its advantages of the wide field of view angle (FOV) and
rapid motion tracking provide great value for practical applications. Based on this,
Dawei Zhang’s group has designed a biomimetic apposition compound eye (BAC-
eye) system based on microfluidic-assisted 3D printing technology. The production
process is as follows: Firstly, a mold containing hemispherical pits and micropores was
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(a) Structure diagram of photoreceptors (R1-R6) and output neurons (LMC). (b) Probability density function
diagrams of R1—R6 and LMC under different light intensities. (c) Probability density function diagrams of R1-R6
and LMC at different times and with the same intensity [3].
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Distribution standard deviation graphs of R1-R6 and LMC [6].
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designed and 3D printed. Secondly, 522 microlens molds were formed in micropores
by microfluidic-assisted forming technology. Finally, the compound eye structures
were fabricated through photosensitive polymer and silica gel curing. This fabrication
process has high scalability. Furthermore, the cost of source materials and equipment
is relatively low, and the fabricating procedure is economical and efficient. Figure 7
shows the comparison between the insect compound eye system and the BAC-eye
system. This BAC-eye system has been successfully demonstrated in applications
such as panoramic imaging and tracking [5]. This technology still has limitations. For
example, the optical properties of microlenses may be limited by 3D printing resolu-
tion and microfluidic operation. The imaging quality is easily affected by the optical
properties of the material, and redundant microlenses may lead to optical crosstalk.
In addition, its application scenarios mainly focus on panoramic imaging and point
light source positioning, and the demand for high-resolution or complex optical
processing may need to be further optimized or combined with other technologies.

Xuming Zhang’s group pointed out that the previous artificial compound eye
systems did not faithfully replicate the structures of natural compound eye systems,
thus lacking some of the advantages of the insect compound eye system. They have
designed an artificial compound eye (ACE) device based on an optical fiber, which
was realized by 3D printing technology, as shown in Figure 8. The fabrication method
is as follows: Firstly, a hemispherical dome and a beam splitter are manufactured
using 3D printing technology. Then, 271 plastic optical fibers with tapered micro-
lenses are installed in the through-holes of the dome and the beam splitter. Finally, the
light is transmitted from the curved surface of the dome to the planar imaging sensor
chip through an imaging lens [7]. The resolution can be improved by increasing the
number of optical fibers or reducing the fiber diameter. This ACE device can employ
3D printing technology to adjust the size of the compound eye to adapt to different
application scenarios. In addition, material and equipment costs are relatively low.
This group studied its static imaging capabilities and dynamic detection capabilities,
with results showing a wide FOV, large depth of field, and extremely fast motion
detection ability. Although significant progress has been made in the ACE device,
there are still some limitations in the optical performance, resolution improvement,
and imaging quality of microlenses.

Corneal facet lens Microlens
Post

Crystalline cone

Pigment celis Waveguide
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Photoreceptor cell
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= Optic nerve
Figure7.

The nature compound eye system (left). The BAC-eye system (vight).
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Figure 8.
The artificial compound eye (ACE). The left picture shows the lens on the optical fibers. The right picture shows
the ACE on the hardware development platform.

In contrast to previous studies, Zhiyong Fan’s group eschewed the use of lenses
when designing the optical imaging component and developed an artificial com-
pound eye vision system without a lens [8]. This system integrates a 3D-printed
pinhole array optical device with an inherently convex hemispherical image sensor
embedded with a high-density perovskite nanowire array. The fabrication process is
as follows: Firstly, a hexagonal hole array with an accuracy of 10 microns was fabri-
cated using high-precision 3D printing technology, and the size and layout of holes
are optimized through optical simulation to eliminate blind spots and improve light
efficiency. Then, a hemispherical aluminum shell was formed from a 500-pm-thick
aluminum sheet. A porous alumina film (PAM) was formed on the surface by a
two-step anodization process. Next, lead nanowires were formed by electrodeposi-
tion in the PAM channel, and perovskite nanowires were grown in a tube furnace.
The quality of the nanowires was improved by ion milling and regrowth processes. A
layer of organics was evaporated as a passivation layer, and a layer of indium tin oxide
was sputtered as a common electrode. Finally, the hemispherical perovskite nanowire
imaging sensor was aligned with the keyhole array, fixed with a 3D printing bracket,
and connected to a printed circuit board through a copper wire to complete device
integration. Figure 9 illustrates the schematic diagram of the integrated pinhole
compound eye (PHCE) system and its magnified details.

The PHCE system can achieve an FOV of approximately 140°. Impressively, when
utilized in a binocular configuration, the FOV can be expanded to 220°. And this
system possesses outstanding positioning accuracy and high-efficiency motion detec-
tion, showcasing significant potential for advanced applications. However, the current
signal processing relies on external circuits and computer-controlled multiplexers,
which are not conducive to the real-time ability and portability of this system.

Additionally, there are also some works that simulate the human vision system.
For the human eye, the retina in the visual system usually exhibits a hemispherical
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Figure 9.
The integrated pinhole compound eye system (left). Exploded view of the PHCE system (right).

shape. This feature provides humans with a wide FOV, high resolution, and excellent
adaptability to the optical environment. However, such a nearly perfect system also
has its drawbacks. In the human vision system, the nerve fiber layer is located in front
of the human retina, which leads to light loss and blind spot issues. In order to solve
these challenges, Zhiyong Fan’s group designed a bionic visual system. The design

of this bionic vision system with a hemispherical retina composed of high-density
perovskite nanowire arrays is inspired by the human eye. The fabrication method
includes preparation of a hemispherical aluminum shell, formation of PAM on an
aluminum shell, growth of perovskite nanowires at the bottom of the PAM channel,
preparation of a liquid metal contact array, integration of an electrode and ionic
liquid, and development of a microneedle-based electrochemical image sensor [9]. As
schematically illustrated in Figure 10, the bionic visual system is mainly composed of
three main parts: the lens, a large number of photosensors on a hemispherical sub-
strate representing the retina of the human visual system, and the thin liquid-metal
wires serving as electrical contacts for transmitting the signals from the “artificial

PDMS eye

’

Figure 10.
The diagram of the bionic visual system according to human eyes.
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retina” to the backend. This artificial system not only replicates key components of
the human visual system but also moves the nerve fibers behind the bionic retina,
avoiding the inherent limitations of the natural system. Although this system per-
forms well in image sensing, it still needs to be further improved in terms of pixel size
and resolution, electrode alignment strategy, and ionic liquid optimization to achieve
wider application.

2.6 The current situation of the existing adaptive processing architectures

In terms of the processing architecture of the visual system, the type of transmit-
ted signal is the major difference between neuromorphic computing and traditional
computing. In detail, the signal in traditional computing is generally continuous,
while the signal in neuromorphic computing usually appears in the form of pulses.
This difference makes the processing tools of traditional computing impossible to be
directly applied. Therefore, it is necessary to construct a framework that is almost
centered on pulse signals. A typical neuromorphic computing framework is “Nengo.”
Asa Python library, “Nengo” is able to construct and simulate neural cognitive
systems. The design of “Nengo” revolves around a concept called “Ensembles,” which
is a group of neurons that can work together to perform computational tasks. Users
can define functions for these sets, such as addition, multiplication, or more complex
functions. Additionally, “Nengo” also provides a set of connection rules and learning
algorithms, which can customize the connection mode between neurons to achieve
dynamic learning and adaptation. “Nengo” not only provides a built-in graphical
interface tool but also supports multiple backends, which enables it to run efficiently
on different platforms and enables user development of neuromorphic systems.

On the other hand, there is also a framework named “Lava,” which is similar to
“Nengo.” “Lava” provides the “Process” class, with which users can either construct
neural networks by using the existing “Processes” or build neural networks by
writing their own “Processes.” The “Processes” can provide interfaces for each other,
run in the local memory, and pass messages between one another through channels.
Different “Processes” can carry out asynchronous operations simultaneously, which
reflects the inherent and high parallelism of neuromorphic hardware and avoids the
side effects of memory interaction. “Lava” offers deep learning and optimization
libraries that assist developers in developing and deploying efficiently. “Lava” also has
the characteristic of being supported by heterogeneous systems, including traditional
CPUs and Intel’s Loihi architecture.

2.7 Evaluating

Next, the figures of merit of the insect visual system and the traditional visual sys-
tem are compared. Here, PHCE represents the insect compound eye-inspired vision
system, and Hikvision’s MV-SC3016C-06M-WBN (hereinafter referred to as MV)
represents the traditional vision sensor. Figure 11 shows a rough assessment of some
figures of merit. It should be noted that the data here is normalized; that is, the origi-
nal data of the same indicator for the two devices is normalized. In detail, regarding
the FOV, the single-eye FOV of the PHCE system reaches 140°, while the FOV of the
MV-SC3016C-06M-WBN can be calculated to be approximately 63°. Regarding the
frames per second (FPS), the performance of the PHCE here refers to the frame rate
measured when this device is installed on a commercial drone, which is 25 Hz, while
the FPS of the MV-SC3016C-06M-WBN reaches 60 Hz. Regarding the size per pixel,
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Figure 11.
Rough evaluation of the insect-inspired visual system compared to the traditional visual system.

the performance of the PHCE here refers to the diameter of the nanowire, which is
approximately 300 nm. In the data sheet, the pixel size of the MV-SC3016C-06M-
WBN is 3.45 pm x 3.45 pm, and here we compare the length of the pixel’s diagonal. In
terms of the use of lenses, the PHCE is a non-lens system, while the MV-SC3016C-
06M-WBN uses a lens group. Accordingly, the key performance parameters of PHCE
comprehensively surpass those of the MV-SC3016C-06M-WBN.

2.8 Bioinspired vision in robotics and autonomous systems
2.8.1 Dynamic visual perception

The insect vision system has an efficient motion perception capability due to its
compound eyes consisting of a large number of independent imaging units, which
are capable of responding quickly to local light changes. An optoelectronic graded
neuron sensor developed based on the insect compound eye vision system is able to
achieve 92.2% accuracy in action recognition by efficiently encoding spatial-temporal
information [10]. This system can capture a large amount of dynamic informa-
tion and subsequently realize real-time and rapid motion detection and processing
through neural networks. This efficient motion perception capability has inspired the
design of a variety of bionic vision sensors, such as the Dynamic Vision Sensor (DVS),
as shown in Figure 12. The DVS can capture sudden luminance events in a scene
in millisecond timescales by imitating the extreme sensitivity of insect compound
eyes to changes in light intensity. These sensors greatly break through the frame rate
limitations of traditional cameras and record dynamic information in an event-driven
manner, making them especially suitable for high-speed sports scenes. In this way,
the DVS is able to capture the rapid movement of obstacles in real time, providing key
information for unmanned aerial vehicle (UAV) obstacle avoidance and robot motion
planning and improving the system’s dynamic response ability. Currently, these types
of vision sensors have achieved large-scale industrial applications. For example, the
compound eyes obstacle avoidance system has been developed by DJI using a Sony
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Figure 12.
Pulse data compression based on DVS and its application.

curved CMOS array and Prophet see event camera fusion solution, which can realize
sub-millisecond obstacle detection when the UAV is flying at a high speed of 40 m/s.
Prophesee and Sony jointly developed the “car-event-camera-fusion scheme,” which
deeply integrated Prophesee’s Metavision event sensor with Sony’s global shutter
CMOS sensor to form an “event stream-image frame” dual-modal collaborative
perception, improving the real-time and reliability of dynamic visual perception

in complex scenes. The pixel-level-fusion chip “ALPIX-Pilatus,” based on “Hybrid
Vision” technology developed by Ruisi Zhixin, can switch between 120-frame-global-
exposure mode and ultra-high-frame-rate event perception mode in milliseconds.

In addition, the multi-viewing angle characteristic of the bionic compound eyes

also allows DVS to realize a wide range of field of view coverage, which reduces the
power consumption of the traditional mechanical scanning strategy and improves the
overall efficiency of the robotic system.

2.8.2 Target tracking

Bionic vision sensors can mimic motion-sensitive properties and neural process-
ing mechanisms of insect compound eyes to effectively recognize and continuously
track high-speed moving objects [11]. In an automated production line application,
robotic arms equipped with bionic vision sensors are able to quickly adapt to dif-
ferent positions and postures of targets on the assembly line and are able to flexibly
and accurately grasp targets. For example, the flexible grasping system (mGrip+3D)
based on the “bionic hand-eye collaborative vision” technology is developed by Soft
Robotics. This system has a spatial resolution of >0.1 mm and real-time modeling
capability in millisecond timescales. Combined with the adaptive pressure control of
the gripper, the system can handle irregular and vulnerable items with a success rate
of more than 99%. Additionally, in order to improve the reliability of target tracking,
current research introduces the polarized light perception technique. By integrating
micro-polarization arrays, the bionic vision sensor can sense and extract the polar-
ization information of the target, accurately distinguish between the target and the
background under complex lighting conditions, and enhance the anti-interference
ability for target tracking.

2.8.3 Autonomous navigation

The navigational ability of insects relies heavily on their compound eyes and
sensitivity to polarized light. For example, the Saharan silver ants perceive naturally
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polarized light for orientation and combine it with methods such as path integration
for navigation. Such a navigation method has the advantages of strong anti-interfer-
ence ability, high precision, and non-accumulating errors over time, which is suit-
able for long-distance autonomous navigation in complex environments. Similarly,
the bionic polarized light navigation sensor mimics the navigation method of the
insect vision system and realizes the autonomous navigation function by detecting
the polarized light pattern after atmospheric scattering and extracting the direction
information from it. These sensors can be further combined with spectral sensing
modules to obtain a wealth of information in environments with complex lighting
conditions, such as 3D terrain features and surface material properties. In disaster
rescue, these sensors can help robots quickly identify structural collapse areas and
detect hazardous surfaces, thereby facilitating safer and more efficient mission
execution. In addition, insects also achieve autonomous navigation by combining
“odometry” and “snapshot”-based visual guidance behaviors. Researchers at Delft
University of Technology have drawn inspiration from the visual navigation mecha-
nisms of ants, enabling microrobots to move flexibly and navigate autonomously

in confined areas (Figure 13). Their “CrazyFlie” small UAV, weighing only 56 g,

is equipped with an omnidirectional camera and is able to combine “odometry”
with the “snapshots” to achieve autonomous return flights of up to 100 m. This
UAV is able to find the locations where it has left “snapshots” in conjunction with
“odometry,” allowing it to return home autonomously over distances up to 100 m.
Meanwhile, the underwater bionic polarized light navigation system (Seapath-
Polar) is proposed by Kongsberg Maritime. By combining underwater polarized
light perception and a multi-sensor fusion algorithm, this system realizes sub-
meter-level positioning and heading correction in complex marine environments
(such as low illumination and turbid water).

2.9 Applications of bioinspired visual sensors in industrial inspection
The visual system of insects has a special neural processing architecture. A hierarchical

network composed of neurons in compound eyes can complete an effective parsing func-
tion of visual information based on the three-stage signal processing method: lower-order

Polarized
band

Polarized light navigation Atmospheric polarization mode

Figure 13.
Biomimetic polarization light navigation and polarization information reconstruction.
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neurons complete the detection work about the basic signal, such as light intensity or
color; middle-order neurons integrate these elementary images to finish the edge dis-
crimination and judgment work about object shape; higher-order neurons use nonlinear
calculation methods to accurately identify motion targets and forecast target tracks.
Drosophila has dozens of thousands of ommatidia per compound eye, which can
make them obtain important characteristics of critical flicker frequency, reaching
96 Hz, four times that of the human single-eye system’s dynamic response capacity
(24 Hz). On the basis of combining neurobiology with bionics, researchers have pro-
posed the concept of “bionic visual sensor technology.” This approach incorporates
() micro/nano-optical arrays mimicking the ommatidial structure of insect com-
pound eyes and (b) hierarchical signal-processing algorithms that replicate neural
computation patterns derived from biological behaviors. Therefore, the bionic visual
sensor can realize accurate weak-light difference detection below one-thousandth
(<107 lux) and sub-millisecond target-capture dynamics capability. Contrary to the
limited frame rate and resolutions of machine vision, the bionic visual sensor pro-
vides nanometer- and millisecond-level spatial-temporal precision for the inspected
item during industrial inspection applications, so it can be widely used in various
industrial inspection fields.

2.9.1 Real-time quality monitoring on high-speed production lines

The conventional visual system has an image acquisition frame rate of only 10-20
FPS in computer, communication, and consumer electronics products. When facing
chip mounters with a maximum production speed of up to 30,000 chips/hour, the
conventional visual system is difficult to capture instantaneous offset and welding
faults, resulting in a fault recognition false negative rate of 5-8%. Conversely, bioin-
spired visual sensors are inspired by the compound eyes of Drosophila. Multi-channel
parallel acquisition technology enables it to achieve ultra-high frame rates of 120 FPS.
At the same time, combined with a motion vector algorithm analysis technology,
bioinspired visual sensors can realize real-time detection of placement deviation and
welding fault information at a resolution of 0.1 mm, and the detection accuracy is
as high as 99.2%. Through actual testing, the product defect rate of the smartphone
motherboard was reduced by 4.3%, which significantly improved the productivity of
mobile phone manufacturing.

2.9.2 Sub-micron defect detection in precision manufacturing

The inspection of the surface quality of aircraft engine blades has very strict
requirements, while traditional visual systems cannot detect cracks and pores below
5 pm. The bioinspired visual sensor utilizes multispectral imaging and polarization
analysis technologies similar to the spectral perception characteristics and the polariza-
tion-sensitive features of insect vision systems, realizing three-dimensional reconstruc-
tion of microdefects. Combining actual test data from an aircraft engine manufacturer,
this device detects cracks as low as 3 pm, achieving a defect recognition accuracy rate of
98.7%, reducing aviation accident hazards caused by material defects (Figure 14).

As for automotive manufacturing, critical automotive parts such as engine blocks
directly relate to the reliability and safety of the entire car’s powertrain. Its surface quality
tolerance reaches the micron level. Bioinspired visual sensors have the high-resolution
perceptual characteristics of insect vision systems. These sensors take advantage of the
characteristic that the structure of the fly’s compound eyes captures multiple-angle lighting
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Figure 14.
Applications of bioinspirved visual sensors in industrial defect detection.

and combines the defect feature recognition model based on deep learning to quickly
discover and reconstruct 3D images of microdefects (including scratches within 0.1 mm?®
and holes <50 pm) on the surface of some engine blocks of automobile bodies. This method
effectively ensures the precision manufacturing of the engine block and provides impor-
tant technical guarantees for the reliability and driving safety of automobile parts.

2.9.3 Dynamic sorting optimization in automated systems

Bioinspired visual sensors have also been widely used in the automated warehouse
and logistics system due to their fast processing capabilities. According to the quick
target tracking mechanism of the insect visual system, these artificial sensors are able
to quickly track goods passing through complicated logistics areas. Inside an auto-
mated warehouse system, it is very important to monitor how many products are in
each shelf slot using instant bioinspired sensors that respond to the required number
of items. Upon detecting insufficient quantities or location deviations, they send an
alert message to all control systems so that all control systems can send orders for fill-
ing up actions. When workers deal with a large number of packages containing differ-
ent items, the packages flow very fast on the conveyor belts, so workers usually spend
a lot of time sorting out their deliveries before releasing each package to the appro-
priate destination. By referencing the effective velocity detection of moving objects
observed in insect vision systems, researchers have begun developing novel sensors
capable of matching such rapid processing through near-instantaneous information
transfer and functional response times. This novel sensor captures and archives label
images of each package passing through the designated conveyor system, enabling
real-time comparison between expected values and acquired data to facilitate auto-
mated decision-making. Therefore, those pieces of luggage would be directed to the
same destination or thrown directly into the bin according to a completely different
path. Such automatic sorting operations can go hand-in-hand with several other fast-
related applications. Indeed, when inspecting some conveyors under scrutiny during
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scheduled maintenance checks, these bioinspired visual sensors could detect various
problems related to the working status of incoming packages, which may be loaded
incorrectly due to human negligence during loading times (e.g., broken cases and lost
labels). This additional function triggers automatic decisions so as to prevent possible
problems from occurring later. Even if there are multiple failures around some critical
points involved in daily workflow plans, everything can stay smooth.

2.10 Outlooks and challenges

Bionic vision sensors are moving toward the direction of engineering applications
from basic research, and their future direction will mainly focus on performance
optimization, multifunctional integration, and the improvement of cross-modal sens-
ing capability. As for the further performance optimization of bionic vision sensors,
researchers are working to improve the sensor’s dynamic sensing ability and imaging
resolution. The asynchronous pulse sensor developed based on the event-driven
mechanism of insect compound eyes has shown better dynamic response characteris-
tics than traditional frame cameras. This kind of sensor can realize microsecond-fast
response and operate with low power consumption. However, its dynamic response
characteristics and signal-to-noise ratio under complex lighting conditions still have a
certain gap when compared to biological systems. Further optimization of its spatial-
temporal resolution and noise suppression capability is needed in the future, especially
the development of adaptive adjustment algorithms under complex lighting conditions.

Bionic vision sensors are moving toward multifunctional integration and cross-
modal sensing capability. On the one hand, neuromorphic computing chips with
bionic vision sensors need further collaborative optimization. The efficiency of paral-
lel processing and feature extraction in honeybee vision systems drives the design
of specialized integrated circuits in the storage-computing architecture. However,
there is still an order of magnitude difference between the operating frequency of
existing synaptic devices and the millisecond response of the biological nervous
system, which requires the joint optimization of novel amnion materials and pulsed
neural network algorithms. On the other hand, current research is attempting to fuse
biological properties such as polarized light navigation and multispectral sensing
into a single sensor platform, which entails the process challenge of highly integrat-
ing physical carriers for different sensing modalities at the micro- and nanoscale. In
addition, breakthroughs in energy efficiency can hopefully be realized through the
development of integrated photovoltaic-sensing designs, such as visual sensors with
self-powered energy supply characteristics by borrowing the light-trapping mecha-
nism from the photonic crystal structure of a butterfly’s wing.

3. Conclusion

A comprehensive summary of bioinspired vision systems, bridging neural
mechanisms of insect vision with cutting-edge engineering applications, is presented.
Insect visual systems exhibit advantages in motion detection, collision avoidance, and
dynamic adaptation, making them ideal candidates for next-generation visual sen-
sors. Biological principles, e.g., the direction-selective circuits of DSNS, the collision-
detection mechanism of LGMD neurons, and the energy-efficient signal encoding of
graded neurons, have inspired innovative hardware designs, including hemispherical
compound eye sensors (e.g., BAC-eye, ACE, and PHCE) and neuromorphic processing
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architectures (e.g., Nengo and Lava). These bioinspired systems outperform conven-
tional vision sensors in fields of view, response speed, and power efficiency. Despite the
above-mentioned progress, critical challenges remain in the following parts: (1) high
fabrication costs for integrated systems; (2) limited robustness in occluded environ-
ments; and (3) hardware incompatibility in multimodal sensing. Future breakthroughs
will require combining material innovations, neuromorphic computing architectures,
and adaptive algorithms to emulate the sophistication of biological vision.
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Appendices and nomenclature

Lamina The first level of visual neural structure connecting photoreceptors
in insect compound eyes.

Medulla The secondary neural structure that receives lamina signals in insect
compound eyes.

Lobula The third higher visual center located behind the medulla.

DCMD neurons The core component of the key neural pathway for survival, which
converts the threat signal of the contralateral visual field into a rapid
escape action.

LMC The “primary signal processor” of insect vision, which converts
the original optical signal into highly efficient encoded neural
information.

Fiber One kind of waveguide, which is usually used for directing light by

applying the theory of total internal reflection of light. It is usually
made of glass or plastic.

Beam splitter ~ An optical element used to divide an incident light into two or more
beams in a specific proportion, whose core function is to control the
energy distribution and propagation direction of the optical path.

FOV The angle corresponding to the spatial range that an optical system
can observe or capture, which describes the “visible range” of the
system in the horizontal, vertical, or diagonal directions, and is an
important parameter for measuring the observation capability of the
optical system.
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Chapter 4

Toward Ethical and Transparent
Brain-Computer Interfaces:
Challenges and Perspectives in

EEG-Based Al

Badr Mouazen and Zainab El Bouyed

Abstract

The convergence of electroencephalography (EEG) and artificial intelligence (AI)
has transformed brain-computer interfaces (BCI) from experimental medical devices
into potential consumer technologies, raising unprecedented ethical challenges. This
chapter analyzes ethical and transparency issues in EEG-based BCls, examining
implications for privacy, autonomy, equity, and human dignity. We explore three
dimensions: technological foundations, emerging ethical risks, and practical solu-
tions. Key challenges include “neuroprivacy” concerns, threats to mental autonomy,
algorithmic bias, informed consent complexities, and security vulnerabilities. Neural
data’s inferential potential through AI creates new categories of personal informa-
tion exposure. We propose a framework integrating explainable Al, ethics-by-design
principles, adaptive governance, and legal recognition of “neuro-rights.” Technical
transparency and ethical integration are the essential conditions for responsible BCI
development. While EEG-BCIs offer therapeutic potential, preserving human dignity
requires ethics-centered innovation. This work provides theoretical frameworks and
practical guidelines for navigating brain-machine interface ethics.

Keywords: brain-computer Interface (BCI), electroencephalography (EEG), artificial
intelligence (AI), explainable Al (XAI), neuro-rights, neuroprivacy

1. Introduction

What once belonged to the realm of science fiction is now becoming a tangible
reality in our laboratories and, progressively, in our daily lives. Brain-computer
interfaces (BCI) emerge as one of the most promising and disruptive technologies
of our era, paving the way for revolutionary applications: from direct device control
through thought to the restoration of sensorimotor functions in people with disabili-
ties, and even the augmentation of human cognitive capabilities. This transformation
is no longer a distant promise, but an ongoing reality that redefines the boundaries
between mind and machine.
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At the heart of this technological revolution lies a remarkable convergence
between two major scientific domains: electroencephalography (EEG), which offers
us a privileged window into the electrical activity of the human brain, and artificial
intelligence (AI), which acts as a powerful interpreter capable of decoding and mak-
ing sense of complex neural signals. EEG, a non-invasive technique developed nearly
a century ago, allows real-time recording of brain electrical activity with exceptional
temporal resolution. When coupled with modern machine learning algorithms,
it becomes a direct communication tool between the brain and digital systems,
transforming mental intentions into exploitable computer commands. Among these
capabilities, affective computing—the recognition and interpretation of human
emotional states through EEG—represents a particularly promising yet ethically
complex domain. The capacity to decode emotions opens possibilities for mental
health monitoring and empathic technologies, while raising fundamental questions
about emotional privacy and manipulation.

This unprecedented capacity to decode mental states, intentions, and potentially
thoughts themselves nevertheless raises ethical, legal, and societal questions of
unparalleled magnitude. How can we preserve mental privacy when our thoughts
become accessible to machines? What mechanisms should be implemented to guar-
antee individual autonomy in the face of technologies capable of influencing our
cognitive processes? How can we ensure equity in access to these human augmenta-
tion technologies and avoid creating new inequalities? These fundamental questions
challenge not only the scientific community, but society as a whole, as BCI touch the
very essence of what defines humanity: thought, consciousness, and free will.

Faced with these complex and interdependent challenges, this chapter proposes
to systematically review and analyze the ethical and transparency issues inherent
in the development of EEG-based brain-computer interfaces powered by Al. Our
objectives are structured around three main axes. First, we will present the technical
foundations of EEG and artificial intelligence, explicating their interaction mecha-
nisms and the innovations that make this technological symbiosis possible. Second,
we will conduct an exhaustive mapping of ethical risks and vulnerabilities associated
with these technologies, analyzing their implications for privacy, autonomy, equity,
and human dignity. Third, we will propose a conceptual and practical framework of
solutions to guide the responsible and transparent development of BCI, integrating
technical, regulatory, and societal dimensions.

Our analysis will be structured in three main parts that organize the reflection
in a progressive and complementary manner. The first part, devoted to the techno-
logical revolution, will establish the scientific and technical foundations necessary
for understanding EEG-based BCI, describing recent advances in computational
neuroscience and machine learning. The second part will present a panorama of the
new risk landscape, identifying and analyzing the emerging ethical challenges that
this technology poses for individuals and society. Finally, the third part will propose
a mapping of solutions, presenting methodological approaches, regulatory frame-
works, and best practices necessary to ensure ethical and transparent development of
these technologies.

The evolution of brain-computer interfaces spans an extraordinary 150-year
journey, from the initial discovery of electrical signals in animals’ brains in 1875 to
today’s sophisticated neural decoding systems capable of producing full sentences of
natural speech. This remarkable trajectory, illustrated in Figure 1, reveals a fascinat-
ing progression through distinct technological eras.
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Figure 1.

Timeline of brain-computer interface evolution (from electrical signal discovery to comprehensive neural decoding).

This timeline not only demonstrates the accelerating pace of innovation—with
particularly rapid advances in the past decade—but also highlights the critical
inflection point we have reached. The convergence of mature EEG technology with
advanced artificial intelligence has transformed BCI from the experimental medical
devices into potentially ubiquitous consumer technologies, thereby amplifying the
ethical stakes and urgency of establishing robust governance frameworks.

2. The EEG-Al revolution: Potentials and technical foundations

A deep understanding of the ethical issues related to EEG-based brain-computer
interfaces requires first mastering the scientific and technical foundations that make
this technological revolution possible. This first part establishes the essential knowl-
edge base needed to comprehend the ethical challenges emerging from this conver-
gence between neuroscience and artificial intelligence. We will successively examine
the capabilities and limitations of EEG as a brain activity measurement technique, the
transformative role of Al in neural signal interpretation, and finally the landscape of
applications shaping our present and future.

21EEG: A window into the mind
2.1.1 Physiological principle and history

Electroencephalography is based on a fundamental principle: measuring the
electrical activity generated by cortical neurons. When neurons communicate with
each other, they generate small electrical currents that, when summed at the level of
large neuronal populations, become detectable at the skull’s surface. This electrical
activity, on the order of microvolts, reflects the synchronization and desynchroniza-
tion processes of underlying neural networks [1].
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The history of EEG is rooted in the pioneering discoveries of Richard Caton who,
in 1875, first observed brain electrical activity in animals. But it was Hans Berger who,
in 1924, performed the first human EEG recording, thus opening an unprecedented
window into the functioning of the living brain. This revolutionary discovery enabled
the identification of the first brain rhythms, notably alpha waves (8-12 Hz) that
Berger observed in occipital regions during eye closure.

2.1.2 What EEG measuves

EEG captures a rich palette of neurophysiological information reflecting differ-
ent brain states and processes. Brain rhythms constitute the fundamental signature
of this activity: Delta waves (0.5-4 Hz) dominate during deep sleep [2], alpha waves
(8-12 Hz) characterize a relaxed waking state [3], and gamma waves (30-100 Hz) are
linked to complex cognitive processes and consciousness [4, 5]. Theta (4-8 Hz) and
beta (12-30 Hz) rhythms reflect intermediate states of arousal and attention, each
contributing to the rich neurophysiological landscape captured by EEG.

Modern EEG also enables evaluation of complex cognitive states: Attention level
can be quantified through alpha and beta rhythm analysis, cognitive engagement
translates to specific modifications in frequency bands, and mental workload can be
estimated from spectral power in certain brain regions. Emotional states leave distinc-
tive signatures in EEG signals through frontal alpha asymmetries (correlating with
emotional valence) [6], theta activity (reflecting arousal), and gamma oscillations
(indicating emotional processing) [4, 5]. These patterns enable affective computing
systems—AI-driven emotion recognition technologies—that achieve 88-89% accuracy
in detecting emotional states [7], transforming EEG into an interface for emotion-
aware applications in mental health, entertainment, and human-machine interaction.

2.1.3 Strengths and limitations

EEG presents considerable advantages that explain its growing adoption in BCI
applications. Its non-invasive character makes it a safe and acceptable technique for
a broad public, unlike approaches requiring surgical intervention [8]. Its portabil-
ity, thanks to modern wireless systems, enables recordings in natural environments.
Its exceptional temporal resolution, on the order of milliseconds, captures rapid
dynamics of neural processes. Finally, its relative accessibility in terms of cost favors
democratization.

However, EEG suffers from important limitations that constrain its applications
[8]. Its limited spatial resolution, on the order of centimeters, does not allow precise
localization of signal origins in brain depth. Signals must traverse the meninges, cere-
brospinal fluid, and skull bone, which attenuates and distorts them. Moreover, EEG is
particularly sensitive to artifacts: muscle contractions (EMG), eye movements (EOG),
heartbeats (ECG), and environmental electromagnetic interference can mask signals
of interest, requiring sophisticated preprocessing techniques for artifact removal.

2.2 AlL: The interpreter of brain signals
2.2.1 Why Al is indispensable

EEG signals present a complexity that defies direct human interpretation and
necessitates the use of sophisticated artificial intelligence algorithms. This complexity
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manifests at several levels: high data dimensionality (several dozen channels sampled
at high frequency), considerable inter-individual variability (each brain presents
unique neurophysiological characteristics), and intra-individual variability (signals
from the same person evolve according to their state, fatigue, attention).

Moreover, neural patterns of interest are often buried in physiological and envi-
ronmental noise, making their extraction particularly delicate. Complex relationships
between different frequency bands, spatiotemporal interactions between electrodes,
and nonlinear dynamics of neural networks far exceed manual analysis capabilities
[9]. These challenges necessitate automated machine learning approaches capable of
discovering latent patterns in high-dimensional neural data.

2.2.2 Evolution of methods

The application of artificial intelligence to EEG signal processing has undergone
remarkable evolution over recent decades, marked by successive technological leaps
that have revolutionized BCI system performance, and this evolution has been
systematically documented in the recent literature reviews [10].

* “Classical” machine learning: Early approaches relied on traditional machine
learning techniques, notably support vector machines (SVM) and linear dis-
criminant analysis (LDA). These methods required manual feature extraction
from EEG signals: spectral power in different frequency bands, autoregression
coefficients, connectivity parameters [11].

* Deep learning: The advent of deep learning marked a decisive turning point in
EEG signal processing. Convolutional neural networks (CNNs) proved par-
ticularly effective for automatic extraction of complex spatiotemporal features.
These architectures can identify subtle patterns in raw data without requiring
prior feature definition. 1D CNNs exploit temporal signal structures, while 2D
CNNs process time-frequency representations or topographic activation maps.
Recurrent networks (RNNs) and their sophisticated variants like Long Short-
Term Memory (LSTMs) excel in modeling long-term temporal dependencies,
crucial for understanding brain dynamics. These architectures can capture
complex sequential relationships between successive neural states [9].

More recently, the adaptation of transformers to EEG signals has opened new
perspectives. These architectures, initially developed for natural language processing,
exploit attention mechanisms that allow weighting the importance of different brain
regions and temporal instants in decision-making.

2.2.3 The challenge of real-time and latency

BCI applications often require real-time EEG signal processing with strict latency
constraints. For cursor or prosthetic control interfaces, each additional millisecond
of delay degrades user experience and may compromise safety. This require-
ment imposes important architectural constraints: AI models must be sufficiently
lightweight to run on embedded processors while maintaining high accuracy [8].
Real-time optimization involves trade-offs between algorithmic complexity and
performance, leading to the development of model compression techniques, weight
quantization, and dedicated hardware acceleration.
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Real-time optimization involves trade-offs between algorithmic complexity and
performance, leading to the development of model compression techniques, weight
quantization, and dedicated hardware acceleration (Figure 2).

2.3 Application landscape

The convergence between EEG and artificial intelligence has given birth to a
remarkably diverse application ecosystem, extending from the traditional medical
domain toward previously unexplored sectors. This rapid expansion illustrates the
transformative potential of these technologies while raising ethical questions propor-
tional to their societal impact.

2.3.1 Medical and therapeutic domain

The medical sector remains the primary domain for EEG applications, with AI
significantly enhancing diagnostic and therapeutic capabilities. In neurological
diagnosis, machine learning algorithms are revolutionizing the detection and clas-
sification of epileptic seizures, achieving precision levels that surpass traditional
human expertise. Recent meta-analyses demonstrate pooled sensitivity of 0.96 (95%
CI 0.95-0.97) and specificity of 0.97 (95% CI 0.96-0.98), with area under the curve
values reaching 0.99 (95% CI 0.98-1.00), and optimized approaches achieving
accuracies of 98-100% in seizure classification [12]. These automated systems can
identify subtle patterns in prolonged recordings, drastically reducing diagnosis time
[13]. Furthermore, sleep disorder analysis benefits from deep learning algorithms
that automatically classify sleep stages and detect apneas with remarkable accuracy
[14]. EEG coupled with Al also shows promise for the early diagnosis of cognitive
disorders like mild cognitive impairment (MCI) by identifying electrophysiologi-
cal biomarkers before clinical symptoms appear, and this approach now extends
to early diagnosis of Alzheimer’s disease, where EEG biomarkers coupled with Al
show encouraging results [15]. Therapeutically, numerous studies have shown that
BCI therapy can trigger long-lasting neurological changes and improve the motor
function of the upper extremity of subacute and chronic stroke patients [16]. BCI-
mediated neurofeedback mechanisms enable better engagement of motor areas
compared to motor imagery alone and can promote neuroplasticity in brain regions
affected by the cerebrovascular accident [17]. It also provides a vital communication
pathway for locked-in syndrome patients and enables control of prosthetics through
the modulation of brain rhythms.
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2.3.2 Affective computing: Wellness and entertainment applications

Affective computing—systems that recognize and respond to human emotions—
has emerged as a major EEG-BCI application domain spanning clinical and consumer
contexts. In mental health, emotion recognition algorithms achieve approximately
84% accuracy in predicting depression treatment response through analysis of frontal
alpha asymmetries and theta patterns [18], enabling objective monitoring where self-
reports may be unreliable. These capabilities extend to real-time emotion detection
for various applications [7].

In consumer applications, affective BCIs power emotion-aware experiences:

Beyond medicine, EEG-AI technology has expanded into the wellness and enter-
tainment sectors. In personal wellness, neurofeedback experiences a renaissance
through Al, offering precise and personalized feedback for assisted meditation and
emotional regulation. Systems can detect states of stress, anxiety, or depression and
propose tailored interventions. The video game industry is actively exploring EEG
interfaces to create deeply immersive experiences where games can adapt in real time
to a player’s attention, stress, or engagement levels [19]. In some cases, EEG signals
serve as a direct control interface. This integration is particularly powerful in virtual
reality, where a user’s felt emotions can modify virtual landscapes, create empathic
interactions, and adapt the narrative flow.

2.3.3 Professional and industrial domain (neuroergonomics)

A third major application area is neuroergonomics, an emerging discipline that
uses EEG-AI to optimize human performance in professional and industrial settings.
A crucial application is vigilance monitoring for high-risk professions like pilots or
drivers, where systems analyze EEG patterns characteristic of drowsiness to trigger
preventive alerts [20]. Additionally, cognitive load measurement provides an objec-
tive way to evaluate the mental effort required by tasks, informing better workstation
design, training programs, and the development of human-machine interfaces. These
interfaces can become adaptive, simplifying during cognitive overload or offering
more information when the user has sufficient attentional resources [21]. Finally,
EEG enables the measurement of pedagogical effectiveness in professional training,
allowing for the identification of attentional disengagement and the adaptation of
rhythm to an individual’s learning capabilities.

3. A new landscape of risks: Ethical and societal challenges

The emergence of EEG-based brain-computer interfaces powered by artificial
intelligence is not limited to a simple technological innovation: It inaugurates a new
paradigm in the relationship between humans and machines, generating ethical and
societal risks of unprecedented nature and magnitude. This technological conver-
gence, by enabling direct access to neural signals and their automated interpretation,
crosses fundamental anthropological thresholds and questions the very foundations
of our conception of privacy, autonomy, and justice.

The intersection of neuroscience, artificial intelligence, and human-computer
interaction creates what philosophers of technology term a “technological assem-
blage” that fundamentally reconfigures the boundaries between mind and machine,
individual and collective, and private and public [22]. Unlike previous technologies
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that remained external to human cognition, EEG-BClIs create a direct coupling
between neural processes and algorithmic interpretation, establishing what we might
call a “cyborg epistemology” where human knowledge and machine learning become
inextricably intertwined [23].

This section undertakes a systematic and in-depth analysis of these new risks,
organized around six critical dimensions that structure the ethical landscape of
EEG-BCIs. We examine threats to mental privacy with concrete violations of “neu-
roprivacy,” challenges to human agency through the documented cases of cognitive
manipulation, justice issues with empirical evidence of algorithmic bias, the practical
breakdown of informed consent in clinical and commercial settings, security vulner-
abilities through real-world attack scenarios, and finally the broader implications for
human identity and social cohesion in an age of neural surveillance.

3.1 Mental privacy and the emergence of neuroprivacy
3.1.1 The neurological breach of mental sanctuary

EEG signals represent the most intimate category of personal data, transcending
traditional information classifications by capturing real-time internal states including
emotions, cognitive processes, nascent intentions, and potentially thought content
through distinctive neural signatures. Recent advances demonstrate the ability to
decode complex mental states: EEG-based emotion recognition systems using frontal
alpha asymmetries and other features achieve accuracies of 88-89% [7], gamma
oscillations (30-100 Hz) indicate cognitive effort and working memory load [5], and
motor cortex patterns can predict the intended movements up to 500 milliseconds
before conscious awareness [24]. Affective computing systems specifically target
this intimacy, decoding emotions that individuals may deliberately conceal—feelings
revealed through neural patterns before conscious awareness or contrary to expressed
sentiment [25].

The Libet experiments show that the “readiness potential”’—a buildup of elec-
trical activity in the motor cortex—begins approximately 350-500 milliseconds
before a person reports being aware of their intention to move [24]. This temporal
gap between neural intention and conscious awareness creates what neuroscientist
Benjamin Libet called the “free will not” problem: If our brains “decide” before we are
consciously aware, what happens to free will when machines can read these uncon-
scious decisions?

Case study—Facebook’s neural interface research.

Meta (formerly Facebook) invested significantly in brain-computer interface research through its Building
8 laboratory before discontinuing funding in 2021, with collaborative research achieving speech decoding
accuracies up to 75% using invasive electrode arrays [26]. While the project was officially discontinued, the
technology demonstrated that consumer-grade EEG devices could potentially access the “inner voice”—the
stream of imagined speech that constitutes much of human thinking.

The implications become clear when considering that this technology, developed ostensibly for helping
paralyzed patients communicate, could theoretically be deployed in social media platforms to detect users’
unspoken reactions to content, advertisements, or political messages. The boundary between thought and
expression—fundamental to mental privacy—begins to dissolve when algorithms can decode imagined speech
with growing accuracy.
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3.1.2 Involuntary neural disclosure and cognitive fingerprinting

Beyond extracting explicit neural information, artificial intelligence can infer
undisclosed personal characteristics through what researchers term “brain finger-
printing”—unique neural patterns that can identify individuals and predict per-
sonality traits [27]. Research has demonstrated that each individual’s brain exhibits
distinctive patterns of electrical activity that can serve as biometric identifiers,
potentially more informative about internal states than traditional fingerprints [27].

Recent advances in machine learning have enabled the detection of psychiatric con-
ditions using EEG patterns. A 2022 meta-analysis of 15 studies comprising 758 patients
demonstrated that EEG-based algorithms could predict depression treatment response
with the pooled accuracy rates of approximately 84%, reaching 86% for repetitive
transcranial magnetic stimulation (rTMS) and 81% for antidepressant medications [18].
These algorithms identify depression through subtle patterns in frontal theta activity
(4-8 Hz) and alpha power asymmetries—neural signatures that individuals cannot con-
sciously control or conceal [18]. More concerning, research has shown that EEG patterns
can predict treatment response to antidepressants, essentially revealing not only current
mental health status but also biological information about future therapeutic outcomes
[18]. This creates scenarios where employers, insurers, or educational institutions could
theoretically screen for mental health conditions without explicit testing, simply by
analyzing EEG data collected under other pretexts.

3.1.3 The neural data economy: Commodifying consciousness

The commercialization of neural data has created what scholars describe as an
extension of “surveillance capitalism” into the realm of consciousness itself [28].
Consumer neurotechnology companies have marketed thousands of EEG devices to
consumers, continuously harvesting neural data under broad terms of service that
users may not fully understand [29].

3.1.3.1 Privacy concerns in consumer EEG devices

A systematic analysis of privacy practices among consumer neurotechnology compa-
nies revealed significant concerns regarding data collection, storage, and use [29]. Studies
examining consumer EEG devices found that many collect substantially more data than
necessary for their advertised functions, with meditation and wellness apps retaining
detailed spectral analysis across multiple frequency bands that could potentially reveal
cognitive states, attention patterns, and emotional responses unrelated to their stated
purposes [25, 29]. This excess data collection exemplifies what privacy researchers call
“function creep”—the gradual expansion of data use beyond original stated purposes.

3.1.3.2 Neuromarketing and consumer manipulation

The application of EEG to marketing research has demonstrated the potential to
predict consumer behavior with greater accuracy than the traditional methods. Research
in neuromarketing has shown that neural measurements can provide insights into con-
sumer preferences and purchase intentions that subjects themselves may not consciously
recognize [30]. Companies have developed EEG-based methodologies for assessing
advertising effectiveness, creating “neuromarketing” platforms that promise to optimize
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advertising by directly accessing consumers’ unconscious neural responses. Affective
computing amplifies these concerns by enabling “emotion-first” marketing strategies
that bypass rational deliberation entirely. Systems that detect micro-expressions of
emotional response—positive affect toward product features, anxiety about pricing,
desire triggered by imagery—can optimize persuasive content in real-time, exploiting
emotional susceptibilities before conscious evaluation occurs [25, 30]. This raises fun-
damental concerns about bypassing rational decision-making processes and exploiting
unconscious responses for commercial gain [31].

3.2 Agency, autonomy, and the dissolution of mental boundaries
3.2.1 Subliminal manipulation and cognitive sovereignty

Brain-computer interfaces may disrupt mental autonomy through mechanisms
that operate below the threshold of conscious awareness. These systems can poten-
tially detect moments of cognitive vulnerability—such as attention lapses, decision
fatigue, or emotional distress—and theoretically exploit these states to influence
behavior [32]. For instance, affective computing systems could identify neural signa-
tures of emotional loneliness, sadness, or anxiety—states that compromise decision-
making autonomy—and strategically present content or advertisements designed to
exploit those specific affective vulnerabilities.

3.2.1.1 Hypothetical scenario: Adaptive gaming systems

While no documented cases of exploitative commercial BCI gaming systems have
been publicly verified, researchers have raised concerns about the theoretical poten-
tial for EEG-based adaptive systems in gaming contexts [31]. Current research on BCI
gaming remains primarily focused on accessibility and user experience enhancement
[33], but the ethical implications of potential misuse warrant careful consideration
and regulatory safeguards.

3.2.2 The agency loop: When minds become algorithmic optimization targets

The phenomenon of “neural co-adaptation” occurs when human brains uncon-
sciously modify their activity patterns to improve performance within BCI systems [34].
This creates feedback loops where the distinction between authentic mental states and
technologically optimized brain activity becomes increasingly blurred (Figure 3).

Research on patients learning to control BCIs has revealed changes in neural pat-
terns over time as users adapt to system requirements [35]. Studies of motor imagery
BCIs have documented how users develop novel neural strategies optimized for
machine interpretation rather than natural motor planning [36]. This raises philo-
sophical questions about the authenticity of agency when neural processes are shaped
by algorithmic feedback.

Long-term BCI users have reported experiences suggesting altered self-perception
in relation to their devices. Research indicates that intensive BCI training can lead
to what some users describe as the device becoming integrated into their sense of
self [37]. As one research participant noted: “Over time, the boundary between my
thoughts and the system’s interpretation became less clear.”

Patient testimonials revealed the psychological impact: “At first, I had to
concentrate really hard to move the cursor. But after a few months, it became
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Figure 3.
Agency loop in a brain-computer interface (BCI): EEG signals are acquived, decoded into commands, and
returned as feedback, leading to continuous user co-adaptation and potential loss of authentic agency.

automatic—too automatic. I started noticing that even when I wasn’t using the
system, my thoughts felt different, like they were being shaped by what the computer
wanted to see.”

3.2.3 Responsibility attribution in human-Al cognitive partnerships

The integration of EEG-BCIs into decision-making processes creates unprec-
edented challenges for legal and moral responsibility attribution [38]. When
algorithmic interpretation of neural signals influences human choices, traditional
frameworks of accountability become insufficient. These dynamics create legal
responsibility dilemmas involving complex causal chains across multiple actors—
users, developers, healthcare providers, and Al systems [39].

Empirical evidence shows that even in relatively simple EEG-based closed-loop
systems, users may experience a weakened sense of agency, complicating responsibil-
ity attribution when outcomes are contested [38].

3.3 Justice, equity, and algorithmic neurocolonialism
3.3.1 Systemic bias in neural pattern recognition

EEG-BCI systems exhibit documented patterns of algorithmic bias that may
systematically disadvantage underrepresented populations. These biases emerge from
training datasets that have historically overrepresented certain demographic groups
and may fail to account for neuroanatomical and cultural variations [40].

Gender and ethnic disparities in BCI performance Research has revealed consistent
performance disparities across demographic groups in EEG-based systems [40]. Studies
examining EEG-BCI performance across gender and ethnic groups have documented
gender-based differences potentially stemming from anatomical variations (skull
thickness affecting signal attenuation), hormonal influences on neural oscillations, and
training data imbalances, as well as substantial racial disparities including the following:

* Significant variations in classification accuracy across racial groups

* Higher false-positive rates for certain populations
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* Extended training periods required for underrepresented groups
* Higher dropout rates related to usability issues

These disparities correlate with skull morphology variations, cultural differences
in cognitive strategies, socioeconomic factors affecting technology exposure, and
fundamentally biased training datasets [40].

3.3.2 Neurological colonialism in global health applications

The deployment of Western-developed EEG-BCI systems in diverse global
populations has raised concerns about what researchers term “neurological colonial-
ism”—the imposition of culturally biased neural norms that may pathologize natural
variations in human brain activity [41].

Studies of EEG-based medical diagnostic systems have revealed concerning pat-
terns when applied to populations different from those on which they were trained.
Research has documented:

* Elevated false-positive rates in certain populations
* Systematic misclassification of normal neural variants

* Misinterpretation of physiological variations that occur naturally across different
ethnic groups [42].

These algorithmic failures can lead to misdiagnosis, with serious consequences for
individuals’ employment, healthcare access, and social standing [43].

3.3.3 The myth of neurological objectivity

The perception of neural data as objective and universal masks socially situated
bias, making neurotechnological discrimination particularly insidious as it oper-
ates under the guise of scientific objectivity while potentially pathologizing natural
human neurological diversity [41].

Research in cultural neuroscience demonstrates that cognitive processing pat-
terns vary systematically across cultures [44]. Studies comparing BCI performance
across different cultural groups have revealed that participants from different
backgrounds may exhibit the distinct patterns of neural activation for similar tasks,
reflecting cultural influences on cognitive strategies [45]. When participants use
systems trained on data from different cultural populations, accuracy can decrease
substantially, with algorithms potentially misinterpreting culturally influenced
neural patterns.

3.4 The crisis of informed consent in the age of neural prediction
3.4.1 The complexity barrier and technological opacity

Traditional informed consent frameworks prove fundamentally inadequate for
EEG-BCI technologies that generate unpredictable inferences about mental states
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through machine learning processes that even developers cannot fully explain or
control [46]. The “black box” nature of many neural decoding algorithms creates
scenarios where users cannot meaningfully consent to all potential uses of their data
because those uses may not be fully known at the time of consent [25].

Case study—privacy breaches in neural data.

Data breaches affecting neurotechnology companies have revealed the scope of potential neural data
exploitation. In documented incidents, companies collecting consumer EEG data were found to be perform-
ing analyses beyond those disclosed to users [29]. These cases illustrate how broad consent language about
“improving user experience” or “research purposes” can mask extensive data processing and inference that
users may not anticipate.

3.4.2 Vulnerable populations and coercive contexts

Certain populations face particular challenges in providing truly informed consent
due to cognitive limitations, coercive circumstances, or therapeutic contexts that may
compromise decision-making autonomy [47].

3.4.2.1 Pediatric neurotechnology: The consent paradox

The use of EEG neurofeedback in pediatric populations presents unique ethical
challenges. Research indicates that children receiving EEG-based treatments may
develop concerns about the technology, including worries about privacy and surveil-
lance [48]. Parents must consent to technologies that may influence their children’s
neural development, yet long-term consequences of training developing brains to con-
form to algorithmic expectations of “normal” neural activity remain uncertain [49].

3.4.3 Dynamic consent and technological adaptation

The limitations of traditional consent models have led to proposals for “dynamic
consent” systems that allow ongoing permission management [50]. However,
implementation presents significant challenges including consent fatigue, technical
complexity, and potential economic pressure on users to grant broad permissions [51].

3.5 Neurosecurity and the weaponization of mind-machine interfaces
3.5.1 The unique vulnerability profile of neural data

Neural data presents unprecedented security challenges because it combines
permanent, unchangeable biometric characteristics with rich inferential capabilities.
Unlike passwords or even traditional biometric data, compromised neural signatures
may reveal sensitive information about mental states, cognitive abilities, and psycho-
logical conditions.

3.5.1.1 BCI security vulnerabilities

Research has demonstrated multiple attack vectors against EEG-based BCI
systems, including side-channel attacks extracting sensitive information from neural
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signals, injection attacks manipulating BCI control signals, and neural signal spoof-
ing and replay attacks [25]. These vulnerabilities demonstrate that neural interfaces
face not only traditional cybersecurity threats but entirely new categories of attacks
potentially targeting human cognition itself [25, 52].

3.5.1.2 Systemic vulnerabilities in healthcare settings

Security assessments of medical EEG systems have revealed concerning vulner-
abilities, including inadequate encryption, weak authentication, and insufficient
incident response protocols for neural data breaches [53]. These systemic weak-
nesses could enable attacks that alter medical readings or extract sensitive patient
information.

3.6 Identity, authenticity, and the transformation of human experience
3.6.1 The cyborg condition and hybrid identity formation

The integration of EEG-BClIs into daily life fundamentally challenges the tradi-
tional concepts of personal identity and cognitive authenticity. As neural activity
becomes increasingly mediated by algorithmic interpretation, users may experience
what philosophers term “hybrid identity”—a form of selfhood that is constitutively
technological [54].

3.6.1.1 Longitudinal effects of neural enhancement

Research examining long-term BCI users has documented changes in users’
relationship with technology and self-conception. Studies suggest that extended BCI
use may alter users’ sense of cognitive boundaries, with some describing the technol-
ogy as becoming integrated into their sense of self rather than remaining an external
tool [37].

3.6.2 Collective neural networks and social cognition

Advances in brain-to-brain communication create possibilities for direct neural
networking that challenge individualistic concepts of cognition. Research has dem-
onstrated direct brain-to-brain communication using EEG and transcranial magnetic
stimulation, enabling transmission of simple signals between individuals [55]. While
current capabilities remain limited, these technologies raise profound questions about
the boundaries of individual cognition and the potential emergence of networked
consciousness.

3.6.3 Cognitive liberty and mental self-determination

The proliferation of EEG-BCI technologies necessitates new legal frameworks
protecting “cognitive liberty”—the fundamental right to mental self-determination
[56]. Chile became the first country to constitutionally protect neurorights in October
2021, establishing mental privacy, mental integrity, and cognitive liberty as funda-
mental rights through an amendment to Article 19 of the Chilean Constitution [57].
This legislation was prompted by concerns about rapid commercialization of neuro-
technology without adequate protection for neural data and cognitive processes.
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The Chilean framework includes protections for:

* Mental privacy (control over access to neural information)

* Personal identity (protection against technological alteration of personality)
* Free will and self-determination

* Equal access to cognitive enhancement technologies

* Protection against algorithmic bias [56]

3.7 Emerging risks and interconnected challenges
3.7.1 Environmental and geopolitical dimensions

The neural data economy has environmental implications through the energy
requirements of cloud-based neural signal processing and data storage. Additionally,
the concentration of neurotechnology development in a limited number of countries
creates technological dependencies with potential geopolitical implications [56].

3.7.2 Long-term societal impacts

Research on the long-term societal implications of widespread neurotechnology
adoption remains limited. Concerns include potential effects on:

* Inequality in access to cognitive enhancement
* Normative pressure to adopt neural technologies
* Erosion of cognitive privacy as a social norm

* Potential stigmatization of neurological diversity [56]

These long-term implications require sustained sociological and anthropological
research to understand how neurotechnologies may reshape fundamental aspects of
human social organization and individual identity [41, 56].

3.7.2.1 Conclusion: Navigating the neural frontier

This analysis reveals that EEG-based brain-computer interfaces represent more
than technological advancement—they constitute a fundamental transformation in the
relationship between human consciousness and digital systems. The interconnected
nature of these risks creates cascading effects: Neural privacy violations enable algo-
rithmic bias, which undermines informed consent, increases security vulnerabilities,
and threatens individual agency.

Current ethical and legal frameworks require substantial adaptation to address
direct neural interfaces. Traditional concepts of privacy, consent, autonomy, and
identity must be reconceptualized for an era where mind-machine boundaries
become increasingly permeable [25]. The path forward requires what scholars term
“anticipatory governance”—proactive policy development that addresses emerging
risks while preserving beneficial potential [58].
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The decisions made today about EEG-BCI development will shape the future of
human consciousness, social organization, and individual freedom. Society has the
opportunity to guide these technologies toward human flourishing while protect-
ing cognitive rights that define our humanity. The question is whether we have the
wisdom and collective will to do so.

4. Solutions mapping: Toward responsible and transparent BCIs
4.1 Transparency and explainable AI (XAI)

Algorithmic transparency is the cornerstone of trust, clinical validation, and user
autonomy. Applied to EEG data, XAl must tackle spatiotemporal complexity and
multidimensionality.

* Backpropagation methods (e.g., saliency maps, Layer-Wise Relevance
Propagation) highlight which electrodes and time windows contribute most to
classifications [59].

* Ante-hoc models (e.g., attention-based Transformers, interpretable recurrent
models) integrate explainability directly in their architecture [60].

* Post hoc methods (e.g., SHAP, LIME) quantify the contribution of EEG features
or generate local linear explanations [61].

These techniques help ensure that algorithms rely on neurophysiologically plau-
sible patterns rather than artifacts, enabling debugging, equity checks, and regulatory
compliance.

Case Study—SHAP for Epileptic Seizure Prediction.

Recent experimental studies have demonstrated explainable approaches for predicting epileptic seizures
from electroencephalograms (EEG) [61]. Models based on convolutional neural networks trained on public
datasets integrate SHapley Additive exPlanations (SHAP) to identify, for each prediction, the most contribu-
tive electrodes and time windows.

The results showed an accuracy of 98.14% and an F1-score of 98.30%, while highlighting key EEG channels
(notably P7-O1 and P3-01). This transparency allowed clinicians to validate the neurophysiological plausibility
of the predictions, thereby reinforcing trust in the model. The study illustrates how explainability tools can
foster the clinical acceptance of EEG-AI systems and support the responsible adoption of BCls in medicine.

4.2 Ethical design principles: “Ethics & Privacy by Design”

Ethics must be embedded from the earliest design stages, not treated as an after-
thought. This requires genuine interdisciplinarity among engineers, neuroscientists,
ethicists, and ergonomists.

* Privacy by design: end-to-end encryption (even at the sensor level), robust
anonymization methods (k-anonymity, l-diversity, differential privacy), homo-
morphic encryption for secure computation, and strict data minimization [62].

* Fairness by design: diverse and representative datasets, systematic auditing
across demographic groups, proactive bias detection, and corrective techniques
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including pre-processing (data resampling), in-processing (fairness constraints),
and post-processing (threshold adjustment) debiasing approaches [63].

* Human-in-the-loop (HITL): ensuring clinicians and users retain control, with
veto options and interfaces designed for clarity and autonomy—a principle fun-
damental to responsible Al deployment in high-stakeneurotechnology contexts.

A practical checklist helps developers integrate these concerns at each stage: data
collection, consent, equity, security, user control, explainability, responsibility, and
social impact.

4.3 Governance, regulation and standards: A risk-responsive framework

The governance framework presented here directly addresses the six risk dimen-
sions identified in Section 3: violations of mental privacy (Section 3.1) require
frameworks for neural data protection (Section 4.3.1); threats to autonomy (Section
3.2) necessitate the prohibition of manipulative practices (Section 4.3.2); algorithmic
biases (Section 3.3) demand standards for fairness and representativeness (Section
4.3.3); failures of consent (Section 3.4) call for dynamic and adaptive mechanisms
(Section 4.3.4); security vulnerabilities (Section 3.5) require enhanced neurosecurity
protocols (Section 4.3.5); and identity and cognitive liberty concerns (Section 3.6)
are protected by the constitutional recognition of neurorights, as illustrated by the
pioneering Chilean approach (Sections 4.3.2 and 4.3.6).

4.3.1 Mental privacy protection: Regulatory vesponses to neuroprivacy violations
4.3.1.1 Current legal frameworks and neural data

The emergence of neural data as an intimate category of personal information
requires fundamental reconceptualization of privacy law. Research has highlighted
the unique challenges posed by brain data, which differs fundamentally from tradi-
tional personal data in its inferential richness and permanence [64].

4.3.1.1.1 European approach: GDPR extensions and limitations

The General Data Protection Regulation (GDPR) provides a foundation for neural
data protection by potentially classifying it as “special category data” under Article 9,
requiring explicit consent and heightened safeguards [64, 65]. However, scholars have
identified significant implementation challenges specific to neurotechnology:

* Pseudonymization problem: Neural signatures exhibit unique patterns that enable
individual identification through “brain fingerprinting,” making traditional
anonymization techniques potentially ineffective [64]

* Inferential privacy gap: Current frameworks inadequately address AI's capacity to
infer undisclosed characteristics (mental health conditions, cognitive abilities,
personality traits) from neural patterns [66]

* Data portability paradox: The “right to data portability” (GDPR Article 20)
becomes problematic when neural data could potentially be weaponized or
misused by third parties [64]
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4.3.1.1.2 Proposed regulatory solutions

Legal scholars and neuroscientists have proposed several enhancements to existing
frameworks [65]:

* Neural data minimization principle: Mandatory limitation of EEG data collection
to specific, declared purposes with technical enforcement mechanisms

* Inferential consent framework: Legal requirement for separate, granular consent
for each category of inference derived from neural data

* Neural right to explanation: Specific implementation of GDPR Article 22 for
neural Al systems with mandatory explainability requirements adapted to
neurotechnology contexts.

4.3.1.2 Addressing the neural data economy

The commodification of neural data through consumer neurotechnology requires
specific regulatory intervention [29].

4.3.1.2.1 Market structure regulation

Proposed frameworks include [65]:

* Neural data fiduciary standards: Companies handling neural data could oper-
ate under fiduciary obligations similar to those in financial services, creating
heightened duties of care and loyalty.

o Algorithmic auditing mandates: Regular third-party audits of neural Al systems
for privacy violations and “function creep.”

* Consumer neural rights: Standardized disclosure mechanisms (analogous to
“nutrition labels”) informing users of data collection scope, inference capabili-
ties, and third-party sharing practices.

4.3.2 Autonomy and agency protection: Regulating cognitive manipulation

4.3.2.1 Addressing subliminal manipulation

The capacity for neural systems to potentially detect and influence unconscious
cognitive processes demands specific regulatory attention [32].

4.3.2.1.1 Prohibited practices framework
Scholars have proposed specific prohibitions [65]:
* Neural exploitation prohibition: Legal restrictions on using EEG data to detect

and exploit moments of cognitive vulnerability for commercial or manipulative
purposes.
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* Unconscious influence disclosure: Mandatory notification when systems may influ-
ence behavior below conscious awareness thresholds.

* Cognitive sovereignty protection: Recognition of the right to mental self-determi-
nation and neural non-interference.

4.3.2.1.2 Implementation mechanisms
Proposed technical and legal safeguards include [67]:

* Dynamic consent systems: Technical requirements for real-time consent mecha-
nisms when neural manipulation risks are detected.

* Agency preservation protocols: Mandatory “cognitive firewalls” designed to
prevent unconscious behavioral influence.

* Responsibility attribution frameworks: Clear legal standards for accountability in
human-AI cognitive partnerships where agency boundaries become blurred.

4.3.2.2 Neural co-adaptation governance

The phenomenon of brains unconsciously adapting to algorithmic requirements
necessitates regulatory oversight [34].

4.3.2.2.1 Therapeutic context regulation
Proposed clinical governance mechanisms include:

* Neural training standards: Clinical protocols designed to prevent harmful neural
adaptation patterns

* Long-term monitoring requirements: Mandatory follow-up studies tracking cogni-
tive changes in long-term BCI users

* Therapeutic boundary maintenance: Strict regulatory separation between thera-
peutic and enhancement applications [68].

4.3.3 Justice and equity: Bias mitigation and algovithmic fairness
4.3.3.1 Addpressing systemic neural bias

Documented disparities in BCI performance across demographic groups require
comprehensive regulatory response [40].

4.3.3.1.1 Algorithmic fairness standards
Proposed frameworks include [63]:

* Demographic parity requirements: Legal mandates for equivalent BCI performance
across protected demographic groups
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* Cultural neurodiversity recognition: Regulatory acknowledgment of natural
neurological variations across populations [44]

* Bias testing protocols: Mandatory pre-deployment testing across diverse demo-
graphic groups with specific performance benchmarks.

4.3.3.2 Global health equity measures
Scholars have identified the need for [41]:

* Decolonized neural standards: Requirements for culturally adapted neural norms
in international deployments

* Training data diversity mandates: Legal requirements for representative datasets
reflecting global neurological diversity

o Algorithmic justice oversight: Independent bodies monitoring neural Al deploy-
ments in vulnerable populations.

4.3.3.3 Addvressing neurological bias in global contexts

The application of Western-developed neural norms in diverse global populations
raises concerns about what researchers term “neurological colonialism” [41].

4.3.3.4 International deployment standards
Proposed governance mechanisms include:

* Cultural neuroadaptation requirements: Mandatory localization and validation of
neural Al systems for different populations

» Community consent protocols: Requirements for community-level consultation in
addition to individual consent

* Post-deployment monitoring: Ongoing surveillance for discriminatory outcomes in
international settings

4.3.4 Informed consent evolution: Dynamic and contextual frameworks
4.3.4.1 Addpressing consent complexity

Traditional consent models prove inadequate for neural technologies that generate
unpredictable inferences through machine learning processes [47].

4.3.4.1.1 Dynamic consent architecture
Researchers have proposed novel consent frameworks [50]:

* Granular permission systems: Technical and legal frameworks enabling specific
consent for different categories of neural inferences
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* Consent burden mitigation: Intelligent consent systems designed to reduce user
fatigue while maintaining meaningful protection

* Predictive consent models: Systems that anticipate future consent needs based on
technological evolution.

4.3.4.1.2 Vulnerable population protection

Special considerations are required for populations with limited capacity for
autonomous consent [47]:

* Enhanced pediatric protections: Specific frameworks for children whose neural
development may be influenced by neurotechnology

* Coercive context identification: Systematic screening for situations that compro-
mise consent validity (therapeutic pressure, employment contexts)

* Cognitive impairment accommodations: Adaptive consent processes for individuals
with varying cognitive capacities.

4.3.4.2 Technological opacity solutions

The “black box” nature of many neural decoding algorithms requires specific
transparency mandates [46].

4.3.4.2.1 Explainability requivements

Proposed standards include:

* Neural XAI standards: Technical specifications for explainable AI adapted to
neural contexts

* User-comprehensible explanations: Legal requirements for explanations accessible
to non-expert users

* Contestability mechanisms: Procedures for challenging neural Al decisions affect-
ing individuals.

4.3.5 Security and cybersecurity: Protecting neural infrastructure
4.3.5.1 Addbressing novel threat vectors

Neural interfaces create unprecedented security vulnerabilities requiring special-
ized regulatory response [25].

4.3.5.1.1 Neurosecurity standards
Research has identified the need for [25]:

* Neural cybersecurity frameworks: Specific security standards for brain-computer
interfaces addressing unique vulnerabilities
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o Adversarial attack prevention: Requirements for robustness against neural signal
manipulation and injection attacks

* Incident response protocols: Specialized procedures for responding to neural
data breaches, recognizing the permanent nature of compromised neural
signatures.

4.3.5.1.2 Critical infrastructure protection
Healthcare and public safety applications require heightened security [53]:

* Healthcare neural security: Enhanced security requirements for medical EEG
systems in clinical settings

* Supply chain security: Regulations ensuring secure neural technology components
throughout development and deployment

* International cooperation: Frameworks for coordinating responses to cross-border
neural security threats.

4.3.5.2 Identity and authentication challenges

The permanent, unchangeable nature of neural signatures requires novel authen-
tication governance:

4.3.5.2.1 Neural biometric governance

* Revocation impossibility recognition: Legal frameworks acknowledging that
compromised neural signatures cannot be reset like passwords

* Multi-factor neural authentication: Standards preventing over-reliance on neural
signatures as sole authentication factors

* Breach notification requirements: Specific protocols for neural data compromise
notification, recognizing long-term implications.

4.3.6 Regional and national approaches: Comparative analysis
4.3.6.1 United States: FDA medical device framework
4.3.6.1.1 Current approach

The U.S. Food and Drug Administration (FDA) regulates BCIs as medical devices,
with recent guidance addressing Al-enabled software and implanted brain-computer
interfaces [69].

The FDA’s 2021 guidance on implanted BClIs provides recommendations for
non-clinical testing and clinical study design [28]. In January 2025, the FDA issued
comprehensive draft guidance on Al-enabled device software functions, addressing
lifecycle management and marketing submission recommendations [69].
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4.3.6.1.2 Strengths and limitations

* Strengths: Robust clinical trial requirements, clear regulatory pathways for medi-
cal devices, emphasis on safety and efficacy

* Limitations: Focus primarily on medical applications with limited coverage of
consumer neurotechnology, insufficient attention to broader ethical implications
including privacy and algorithmic bias.

4.3.6.1.3 Recommended enhancements

* Expanded scope to encompass consumer neural technologies beyond medical
contexts

* Integration of privacy assessment and bias evaluation into approval processes

* Development of neural-specific guidance documents addressing unique charac-
teristics of brain data.

4.3.6.2 European Union: Comprehensive rights-based approach
4.3.6.2.1 Current framework

The European Union employs a multi-layered regulatory approach combining
the GDPR for data protection with the recently enacted Artificial Intelligence Act
(AI Act) [70].

The EU Al Act, which entered into force in August 2024, classifies medical devices
incorporating Al as “high-risk” systems subject to stringent requirements, with
implementation timelines varying based on device category [70].

4.3.6.2.2 Implementation challenges

Research has identified several challenges [71]:
» Complex compliance requirements that may create barriers for smaller developers
* Unclear enforcement mechanisms for novel neural applications

* Potential for regulatory fragmentation across member states despite harmoniza-
tion efforts

* Coordination challenges between the Al Act and existing medical device regulations.
4.3.6.2.3 Ongoing developments

* Neural-specific guidance from European data protection authorities

* Integration of neurorights considerations into Al Act implementation

* Harmonization efforts across multiple regulatory bodies (European Medicines
Agency, national competent authorities).
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4.3.6.3 Chile: Constitutional neurorights pioneer
4.3.6.3.1 Groundbreaking approach
In October 2021, Chile became the first country to constitutionally protect neu-
rorights through an amendment to Article 19 of the Chilean Constitution [57].
The constitutional amendment establishes protections for:
* Mental privacy and control over neural information
* Personal identity protection against technological alteration
* Free will and cognitive self-determination
* Equal access to cognitive enhancement technologies
* Protection against algorithmic bias in neural technologies.

4.3.6.3.2 Global implications

Chile’s pioneering approach has influenced international discourse on neural
rights [72]:

* Provides a model for constitutional protection of cognitive liberty

* Influences international human rights discussions

* Offers a template for comprehensive neural rights frameworks.
4.3.6.3.3 Implementation challenges

Scholars have noted challenges in operationalizing constitutional neurorights [56]:

* Translating abstract constitutional principles into specific operational law

* Balancing innovation incentives with rights protection

* Ensuring practical enforceability of novel rights concepts

* Developing technical standards that align with constitutional principles.
4.3.6.4 Other national approaches

Canada: Privacy-focused approach building on the Personal Information
Protection and Electronic Documents Act (PIPEDA), with growing attention to
neurotechnology [65].

Japan: Technology-forward regulation emphasizing public-private collaboration
and industry self-governance.

Australia: Healthcare-centered approach with growing privacy considerations
under the Privacy Act.
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China: State-coordinated development with emphasis on national competitiveness
in neurotechnology, raising international human rights concerns.

4.3.7 International standardization and harmonization
4.3.7.1 Technical standards development
4.3.7.1.11SO working groups

Multiple International Organization for Standardization (ISO) technical commit-
tees are developing standards relevant to neural technologies:

* ISO/IECJTC 1/SC 42 (Artificial Intelligence): Developing Al standards appli-
cable to neural data processing

» ISO/TC 215 (Health Informatics): Addressing medical BCI standardization
* ISO/IEC 27001 extensions: Considering neural data security requirements.
4.3.7.1.2 IEEE standavds activities

The Institute of Electrical and Electronics Engineers (IEEE) has established work-
ing groups developing neural technology standards:

* IEEE P2857: Standards for privacy engineering applicable to neural data

 IEEE P7000 series: Addressing ethical considerations in autonomous and intel-
ligent systems, relevant to BCIs

* Ongoing work on bias mitigation and cybersecurity standards for neural interfaces.
4.3.7.2 Regulatory harmonization efforts
4.3.7.2.1 Challenges

International harmonization faces significant obstacles:

* Differing cultural approaches to privacy, autonomy, and cognitive liberty

* Varying technological capabilities and innovation priorities across jurisdictions

* Competing economic interests in neural technology development

* Divergent legal traditions and regulatory philosophies.
4.3.7.2.2 Harmonization mechanisms

Proposed approaches include [65]:

* Bilateral regulatory cooperation agreements between major regulatory
authorities
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* Multilateral frameworks through existing international organizations (WHO,
UNESCO, OECD)

* Industry-driven global standards initiatives with multi-stakeholder participation
* Academic-led international consensus-building efforts.
4.3.8 Enforcement mechanisms and compliance
4.3.8.1 Monitoring and oversight
4.3.8.1.1 Regulatory agency capabilities
Effective governance requires enhanced agency capacities:
* Specialized neural technology expertise within regulatory bodies

* Cross-disciplinary teams combining technical, legal, ethical, and clinical
expertise

* Continuous monitoring capabilities adapted to rapidly evolving neural
technologies

* International cooperation mechanisms for coordinated oversight.
4.3.8.1.2 Industry compliance

Proposed compliance frameworks include:

* Self-assessment systems with independent verification requirements

* Regular algorithmic auditing protocols

* Whistleblower protection for neural technology concerns

* Transparency reporting requirements.
4.3.8.2 Sanctions and remedies
4.3.8.2.1 Graduated enforcement approach

Regulatory responses should be proportionate [65]:

* Warning systems and corrective action plans for minor violations

* Mandatory remediation measures for systemic issues

* Significant penalties for deliberate harm or negligence

* Product recall or market withdrawal for serious safety or rights violations.
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4.3.8.2.2 Victim remedies
Individuals affected by neural technology failures require access to:
* Compensation mechanisms for neural rights violations

* Support services for individuals affected by neural discrimination or privacy
breaches

* Clear pathways for legal recourse and dispute resolution.
4.3.9 Adaptive governance for emerging technologies
4.3.9.1 Anticipatory regulation

The rapid evolution of neural technologies requires governance mechanisms
capable of responding to emerging challenges through anticipatory approaches that
proactively identify and address risks before they fully materialize [65].
4.3.9.1.1 Regulatory sandboxes

Controlled testing environments can facilitate innovation while ensuring safety [73]:

* Temporary regulatory flexibility for novel neural technologies with enhanced
monitoring

* Learning-oriented approach enabling evidence-based regulation development
* Stakeholder collaboration in identifying emerging risks.
4.3.9.1.2 Horigon scanning
Proactive identification of future challenges through:
* Systematic monitoring of neural technology development trajectories
* Stakeholder engagement in anticipating future challenges

* Interdisciplinary foresight exercises combining technical, ethical, and social
perspectives.

4.3.9.2 Stakeholder engagement
4.3.9.2.1 Multi-stakeholder governance
Effective governance requires diverse participation [65]:
* Patient and disability advocacy organizations in BCI governance

* Neuroscience and engineering communities providing technical expertise
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* Ethics committees and civil society organizations
* International cooperation addressing global challenges.

4.3.9.2.2 Public participation

Democratic governance mechanisms include:

* Citizen panels for neural technology policy input

* Public consultation requirements for major regulatory changes

* Transparency in regulatory decision-making processes

* Accessible public education about neurotechnology implications.

4.3.10 Future regulatory challenges and opportunities
4.3.10.1 Emerging governance needs
4.3.10.1.1 Convergent technologies

Future regulatory frameworks must address:

* Neural interfaces combined with other emerging technologies (genetic engineer-
ing, nanotechnology)

* Brain-to-brain communication networks raising collective rights questions

* Cognitive enhancement applications blurring therapeutic and enhancement
boundaries [70].

4.3.10.1.2 Global coordination

International frameworks are needed for:
* Coordinated neural technology governance across jurisdictions
* Responses to transnational neural security threats
* Harmonized approaches to neural rights protection
* Prevention of regulatory arbitrage and “neural data havens”
4.3.10.2 Building trust through governance
4.3.10.2.1 Transparency requirements
Public confidence requires [65]:
* Public reporting on neural technology development and deployment

* Accessible information about neural Al system capabilities and limitations
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* Clear accountability mechanisms for neural technology outcomes
* Regular independent assessments of regulatory effectiveness.
4.3.10.2.2 Democratic oversight

Maintaining democratic control over neurotechnology development through:
* Legislative involvement in neural technology governance

* Judicial review of regulatory decisions

* Public accountability for government neural technology use

* Protection against authoritarian misuse of neural surveillance.
4.3.10.2.3 Conclusion

This expanded governance framework demonstrates how regulatory responses
can be systematically aligned with the specific risks identified in Section 3. The
multifaceted approach combines the constitutional protections, statutory regulations,
technical standards, and adaptive governance mechanisms to create comprehensive
oversight of neural technologies.

Effective governance must balance multiple objectives: protecting fundamental
rights while enabling beneficial innovation, ensuring safety without stifling research,
and harmonizing international approaches while respecting cultural differences. The
frameworks emerging in the EU, Chile, and through international standardization
efforts provide foundations for this balance, though the significant implementation
challenges remain.

The path forward requires sustained commitment from multiple stakehold-
ers—regulatory authorities, technology developers, healthcare providers, civil society
organizations, and individuals whose cognitive liberty is at stake. Only through col-
laborative, anticipatory, and ethically grounded governance can society harness the
transformative potential of brain-computer interfaces while safeguarding the neural
foundations of human identity, autonomy, and dignity.

4.4 Future perspectives: Toward adaptive governance
4.4.1 Emerging challenges and anticipation

The accelerated pace of EEG-BCI innovation necessitates the governance mecha-
nisms capable of rapidly adapting to emerging technological developments. Traditional
regulatory frameworks, designed for relatively stable technologies, show their limits
faced with the evolution speed of neurotechnologies and artificial intelligence.

The emergence of new technological paradigms like hybrid BCIs (combining
EEG and other modalities), integration with augmented reality, or development of
direct brain-to-brain interfaces poses unprecedented ethical challenges that exceed
the current regulatory framework. These innovations require continuous prospective
monitoring and real-time ethical evaluation mechanisms.

Growing convergence between BCls and other emerging technologies (artifi-
cial general intelligence, biotechnologies, nanotechnologies) will create powerful
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synergies but also complex systemic risks. Evaluating these risks requires new inter-
disciplinary approaches that exceed current sectoral silos.

4.4.2 Algorithmic governance and ethical automation

Paradoxically, ethical management of BCIs could itself benefit from intelligent
automation to face the complexity and scale of posed challenges. Algorithmic gover-
nance systems could automate certain aspects of ethical surveillance, bias detection,
and compliance evaluation.

“Ethical algorithms” capable of automatically detecting privacy violations,
discriminatory biases, or autonomy infringements could complement human surveil-
lance without replacing it. These systems could continuously analyze usage patterns,
identify abnormal behaviors, and alert about emerging risks.

However, this ethics automation itself raises fundamental questions: Can we
delegate moral judgments to algorithms? How to avoid algorithmic governance repro-
ducing the biases it is supposed to detect? These questions require deep reflection on
appropriate limits of ethical automation.

4.4.3 Responsible innovation and trust ecosystem

Building a trust ecosystem for BCIs requires profound cultural transformation in
the technology industry, favoring responsible innovation rather than innovation at
any cost. This transformation implies new economic models that integrate ethical and
social externalities into profitability calculations.

Economic incentive mechanisms must be aligned with ethical objectives: public
subsidies conditioned on ethical compliance, ethical certifications valued by the
market, insurance premiums modulated according to the governance practices. This
realignment requires coordination between public and private actors.

The emergence of “BCI commons”—shared resources of data, algorithms and
knowledge developed according to strict ethical principles—could democratize
access to these technologies while maintaining high protection standards. These
commons require new collaborative governance models inspired by open source
successes.

4.4.4 Education and neuval digital citizenship

Development of “neural digital citizenship” represents a major educational issue
for coming decades. Tomorrow’s citizens will have to navigate a world where their
neural data will potentially be collected, analyzed, and used by multiple actors.
This navigation requires new skills and a new form of literacy.

Neurotechnology education must begin in primary school, integrating basic
understanding of brain functioning, BCI principles, and neural privacy issues. This
education must evolve with age to include more complex aspects of governance,
applied ethics, and collective decision-making.

Training “neuro-citizens” must also include practical skills: how to evaluate
BCI system reliability, how to negotiate privacy preferences, and how to participate
in public debates on neurotechnology regulation. These skills become as essential as
traditional digital literacy.
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4.4.5 International cooperation and harmonization

Neurotechnologies, by their global nature and transborder impact, require rein-
forced international cooperation to avoid regulatory fragmentation and “neurological
havens” where ethical standards would be relaxed.

Establishing an international framework for neuro-rights, modeled on the
Universal Declaration of Human Rights, could provide a common basis for national
legislation harmonization. This framework should recognize universal principles
while allowing appropriate cultural adaptations.

International technical cooperation mechanisms for best practice sharing, ethical
research resource pooling, and coordination of responses to emerging crises become
crucial. This cooperation can rely on existing international organizations (WHO,
UNESCO, OECD) while creating new specialized instances.

This solutions mapping reveals the complexity but also the feasibility of ethical
development of EEG-based brain-computer interfaces. The challenges identified in
the previous part are not insurmountable, provided we adopt a systemic, proactive,
and collaborative approach.

Technical solutions like explainable AI and privacy by design provide necessary
tools to build transparent and privacy-respectful systems. Emerging governance
frameworks offer institutional structures to appropriately regulate these technologies.
Stakeholder involvement and neuro-ethical literacy development create social condi-
tions for responsible adoption.

However, the success of this enterprise depends on collective willingness to place
ethics at the heart of innovation rather than on the periphery. It also requires recogni-
tion that today’s technological choices will shape tomorrow’s society, and that it is
our responsibility to orient them toward a future that preserves and enriches our
humanity.

The future of EEG-BClIs does not reduce to a technical question but to a societal
choice: Do we want technologies that augment us while alienating us, or technologies
that strengthen us as autonomous and dignified human beings? The answer to this
question will determine whether brain-computer interfaces contribute to human
flourishing or its diminishment.

Foundations are laid, tools are available, and actors are mobilized. It now remains
to transform this vision into reality, with the patience, perseverance, and wisdom that
an issue of this importance for our species’ future deserves.

5. Conclusion: Humans at the center of the loop
5.1 Synthesis of tensions: Between promise and peril

This chapter has explored the multiple facets of a technological revolution that
redefines the boundaries between mind and machine. EEG-based brain-computer
interfaces powered by artificial intelligence carry within them transformative
potential of historic magnitude: restoring communication for patients in locked-in
syndrome, enabling intuitive thought-controlled prosthetics, offering new therapies
for neuropsychiatric disorders, and even augmenting human cognitive capabilities
beyond their natural limits.
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These promises, far from being mere futuristic speculation, are materializing
today in our laboratories and clinics. Paralyzed patients are regaining digital voices,
amputees are controlling artificial limbs with increasing dexterity, and individuals
suffering from attention disorders are benefiting from personalized cognitive training
guided by their real-time brain activity. The therapeutic and wellness potential of
these technologies is undeniable and legitimately inspires enthusiasm in the scientific
and medical community.

However, our analysis has also revealed the emergence of ethical risks of
unprecedented nature and depth. The capacity to decode neural signals and
infer mental states, intentions, and even thoughts crosses fundamental anthro-
pological thresholds. Affective computing applications exemplify this tension:
Emotion recognition offers transformative mental health monitoring yet creates
unprecedented emotional surveillance capabilities [7, 29]. The capacity to decode
felt experience—traditionally inaccessible to external observation—challenges
fundamental assumptions about mental privacy while enabling potentially benefi-
cial clinical interventions [56]. Balancing these dimensions requires recognizing
emotional data as uniquely sensitive information deserving heightened protec-
tion. For the first time in human history, our most intimate mental spaces become
technically accessible to third parties, raising existential questions about the
very nature of privacy and autonomy.

The identified risks are not hypothetical but very real: commercialization of brain
data, subliminal cognitive manipulation, discrimination based on neuropsychological
profiles, and attacks on human agency by systems that blur the boundary between
personal intention and algorithmic influence. These risks are all the more concerning
as they often operate invisibly, escaping traditional mechanisms of individual and
collective defense.

This tension between promise and peril cannot be resolved by a simple cost-
benefit calculation. It questions the fundamental values of our civilization: What does
it mean to be human in the era of brain-machine interfacing? How do we preserve our
humanity while embracing the possibilities of technological augmentation? These
questions transcend the technical framework to touch the philosophical, ethical, and
political foundations of our societies.

5.2 Central vision: Transparency and ethics as essential requirements

The analysis developed in this chapter leads to a central conviction: technical
transparency and ethical integration from the design stage do not constitute desirable
options but sine qua non conditions for responsible development of EEG-BCIs. This
conviction rests on recognition that technical choices are never neutral and that each
line of code, each algorithmic architecture, and each data collection protocol carries
within it ethical and social implications.

Technical transparency, embodied in explainable artificial intelligence (XAI),
responds to a fundamental democratic imperative: Citizens have the right to under-
stand the systems that analyze their brain activity and make decisions concerning
them. This transparency is not merely a matter of psychological comfort but a neces-
sary condition for exercising individual autonomy and collective responsibility. How
can a patient give informed consent to BCI treatment if they do not understand how
the system interprets their neural signals? How can a society democratically regulate
opaque technologies?
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XAI for EEG signals must go beyond generic approaches to develop methods
specifically adapted to the spatiotemporal and multidimensional nature of
brain activity. Saliency map visualizations, layer-wise relevance propagation
techniques, and intrinsically interpretable models offer promising avenues but
require additional development to achieve a level of explainability accessible to
non-experts.

Ethical integration from design (Ethics by Design) transforms ethics from an
external constraint into a structuring principle of technological development. This
approach recognizes that ethical considerations, when introduced late, can only
partially correct biases and vulnerabilities already inscribed in system architecture.
Privacy by Design, Fairness by Design, and Human-in-the-loop are not patches but
architectural principles that must inform every design decision.

This vision demands profound cultural transformation in the technological
ecosystem, replacing the “move fast and break things” ethos with an approach of
“move thoughtfully and build trust.” This transformation cannot be imposed solely
by external regulation but must emerge from collective awareness of the historical
responsibility of neurotechnology developers. Explainable Al provides the technical
foundation for this transparency [46], while comprehensive governance frameworks
establish the institutional structures necessary for accountability [65]. Together, these
elements create the conditions for trustworthy neurotechnology development that
respects human dignity.

5.3 Neuro-rights perspective: Legal anchoring of mental protection

The emergence of neurotechnologies requires corresponding evolution of our
legal frameworks to recognize and protect new fundamental rights related to mental
integrity. “Neuro-rights” emerge as a new legal paradigm that extends classical human
rights to the era of brain-machine interfacing. Chile’s pioneering constitutional
amendment [57], comprehensive frameworks proposed by legal scholars [56], and
international advocacy efforts [72] demonstrate growing recognition that neural data
and cognitive processes require specific legal protections beyond existing privacy and
autonomy frameworks.

The right to mental privacy constitutes the central pillar of this legal architecture.
This right goes beyond traditional personal data protection to recognize the existence
of an inviolable mental space. It implies the right to keep one’s thoughts, emotions,
and cognitive processes private, as well as control over their potential sharing. This
right poses considerable challenges as it must be operationalized in a context where
boundaries between mental and digital become blurred.

The right to mental identity protects against non-consensual modifications of
personality, memories, or cognitive processes. This right becomes crucial with the
development of BCIs capable of influencing neural activity and potentially modifying
mental states. It also implies the right to continuity of personal identity in the face of
technologies that could alter one’ sense of self.

The right to cognitive free will guarantees preservation of decisional autonomy
in the face of technologies capable of subtly influencing decision-making processes.
This right recognizes that autonomy is not limited to absence of physical coercion but
includes protection against subtle cognitive manipulation.

The right to equitable access to neurotechnologies addresses distributive justice
issues in a context where BCIs could create new forms of cognitive inequalities.
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This right implies not only access to therapeutic technologies but also prevention of
social stratification based on cognitive augmentation.

Legal anchoring of these rights requires legislative innovations at several levels:
constitutional (like Chile’s pioneering amendment), legislative (neurotechnology-
specific laws), and regulatory (technical and ethical standards). This legal evolution
must be internationally coordinated to avoid fragmentation and neurological havens
where protection standards would be relaxed.
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Nomenclature

BCI brain-computer interfaces

EEG Electroencephalography

Al artificial intelligence

XAI explainable Al

SVM support vector machines

LDA linear discriminant analysis

CNN convolutional neural networks

RNN Recurrent Neural Networks

LSTM Long Short-Term Memory

SHAP SHapley Additive exPlanations

LIME Local Interpretable Model-agnostic Explanations
HITL human-in-the-loop

EMG electromyography

EOG electrooculography

ECG electrocardiography

MCI mild cognitive impairment

SSVEP Steady-State Visual Evoked Potential

GDPR General Data Protection Regulation

FDA Food and Drug Administration

ISO International Organization for Standardization
IEEE Institute of Electrical and Electronics Engineers
WHO World Health Organization

UNESCO United Nations Educational, Scientific and Cultural Organization
OECD Organisation for Economic Co-operation and Development
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Chapter 5

Optimized Equalization in IM/DD
Optical Communications Using
Hardware-Friendly Neural
Networks

Zhaopeng Xu and Jinlong Wei

Abstract

The increasing demand for high-speed, low-cost data transmission in
short-reach optical interconnects has cemented intensity-modulated
direct-detection (IM/DD) optical systems as a practical solution. However,
nonlinear impairments stemming from square-law detection under chromatic
dispersion channels, as well as the nonideal optoelectronic components, pose
significant challenges to signal integrity. To address these issues, neural network
(NN)-based equalization techniques have garnered considerable attention due to
their inherent capability to model complex channel behaviors. While these
approaches offer performance improvements, their deployment is often
constrained by computational burden and hardware resource consumption. This
chapter focuses on recent advances in hardware-friendly NN designs for IM/DD
equalization, highlighting effective complexity reduction strategies such as
network pruning, low-precision quantization, and multi-task learning. We
examine a range of NN architectures and evaluate their adaptability to low-power,
low-latency implementations. Furthermore, this chapter discusses practical
trade-offs between accuracy and computational cost, with insights into
deployment in real-time systems. We outline future directions toward scalable and
resource-efficient NN equalization, paving the way for intelligent digital signal
processing in next-generation optical communication links.

Keywords: equalization, short reach, intensity-modulated direct-detection, optical

communications, intelligent signal processing, hardware-friendly, complexity,
neural network

1. Introduction
With the surging demand for bandwidth-intensive services in cloud computing

and artificial intelligence applications, short-reach optical interconnects, particularly
those based on intensity-modulated direct-detection (IM/DD) schemes, have
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become indispensable due to their simplicity and cost-efficiency [1-9]. However,
IM/DD short-reach optical systems are inherently susceptible to nonlinear
impairments, including the nonlinearity accompanied by the square-law detection of
dispersion-impacted signals and the nonlinearity introduced by low-cost transceiver
devices such as directly modulated lasers (DMLs). These distortions compromise
signal integrity, especially at large data rates, and demand powerful equalization
strategies at the receiver side.

Machine learning has seen extensive applications in optical communication. It is
utilized in various aspects, such as enhancing signal processing in the physical layer
to combat fiber-optic nonlinearity and optimizing network-layer operations such as
intelligent routing and resource allocation, greatly promoting the development of
optical communications [10-21]. In recent years, neural network (NN)-based
equalizers have emerged as compelling solutions to nonlinear channel equalization,
offering superior performance over traditional linear and polynomial-based
techniques. Variants such as feedforward neural networks (FNNs [22-27], cascade
FNN (C-FNN) structures [28-30], recurrent NN (RNN) architectures, including
cascade RNN (C-RNN) structures [31-36], and many other NN variants [37-42]
have demonstrated notable improvements in bit-error-rate (BER) across a range of
transmission scenarios. Nonetheless, the practical deployment of NN equalizers is
hindered by their high computational complexity, which directly translates into
increased hardware resource demands and energy consumption. These factors are
critical in latency-sensitive and power-constrained optical interconnect
environments.

To bridge this performance-efficiency gap, research efforts have pivoted
toward hardware-efficient NN designs. One of the most effective strategies is
weight-pruning, which systematically removes redundant connections within
the network [43-49]. For instance, pruning in cascade RNN equalization
architectures has been shown to maintain equalization performance while reducing
the number of original connections, thereby achieving significant complexity
savings without sacrificing BER. Furthermore, inspired by advances in multi-task
learning (MTL), recent studies have introduced multi-symbol prediction schemes
that allow a single NN to simultaneously equalize multiple consecutive symbols
[50-59]. By sharing weights and biases across prediction tasks, these networks
achieve comparable BER to single-output models while reducing per-symbol
operations by a significant amount. This strategy is also effective for equalization
architectures such as C-FNNs and autoregressive RNNs, where additional
connections can be leveraged to improve learning efficiency without
substantially increasing parameter counts. Another promising approach is
quantization, where neural weights are constrained to low-precision formats such
as integer values, enabling fixed-point operations that are friendly to digital signal
processors (DSPs) and real-time implementations [60-69]. Multi-symbol
prediction and quantization can also be combined with pruning techniques to
further relax the complexity constraints. These techniques not only minimize
memory and computational overhead but also pave the way for energy-efficient
and scalable hardware designs.

This chapter aims to provide a structured overview of these complexity-aware
NN techniques for nonlinear equalization in short-reach IM/DD optical
communication systems. We summarize the key architectural advances,
performance trade-offs, and implementation challenges associated with pruning,
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MTL, and quantization, as well as their hybrid combinations. We discuss
benchmarking metrics and hardware design considerations to guide future research
toward deployable, high-throughput optical receivers powered by intelligent NN-
aided signal processing.

2. Overview of NNs

NNs are computational models inspired by the structure and function of
biological neurons. They are composed of interconnected processing units,
called neurons, organized in layers. Each connection between neurons has an
associated weight that determines the strength of the transmitted signal. An
NN typically consists of an input layer, one or more hidden layers, and an output
layer.

Forward propagation is the process by which an NN generates predictions. The
input vector is multiplied by a weight matrix, and a bias vector is added. The result is
passed through a nonlinear activation function to produce the output of that layer,
which then serves as the input to the next layer. This process continues until the final
output layer produces the prediction. Forward propagation allows the NN to
transform raw inputs into outputs through a sequence of learned transformations,
enabling the approximation of highly nonlinear relationships.

Training a NN involves adjusting its weights so that the predictions match the
desired outputs as closely as possible. This is achieved by defining a loss function
that quantifies the prediction error. The weights of the network are then updated to
minimize this loss using backpropagation combined with an optimization
algorithm such as stochastic gradient descent or Adam. Backpropagation computes
the gradient of the loss with respect to each weight by applying the chain rule of
calculus in reverse order, starting from the output layer and moving backward
through the network. These gradients indicate how each weight should change to
reduce the loss, and the optimizer applies the updates iteratively over many
training examples.

While many NN architectures exist, they differ mainly in how layers are
connected and how information flows between them. FNNs have strictly one-way
connections from inputs to outputs, making them well-suited to tasks where
each prediction depends on a fixed-size input. RNNs introduce feedback
connections that allow information from previous steps to influence current
predictions, making them effective for sequential data with temporal
dependencies. Hybrid structures, such as C-FNNs and C-RNNs, integrate
linear and nonlinear processing paths to better handle mixed-distortion
environments.

3. Principles of FNN, C-FNN, RNN, and C-RNN equalizers for IM/DD
optical systems

A great number of NN-aided equalization approaches have been applied in short-
reach IM/DD systems for nonlinear signal processing; however, most of them are
regarded as too complicated to be applied in real-time optical communication
applications. Considering the possibility of practical implementations, this chapter
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introduces four types of NN-based equalizers, including the traditional FNN and
three modified variants (with limited additional complexity involved) based on the
FNN structure.

3.1 FNN equalizers

The FNN equalizer is a fundamental NN architecture that processes input signals
through a series of layers without feedback connections, as shown in Figure 1. In
short-reach IM/DD optical communication systems, it takes the received symbols as
inputs, which typically include the current symbol and its adjacent past and post
symbols to capture inter-symbol interference (ISI). The simplest architecture
consists of an input layer, one or more hidden layers, and an output layer, with each
layer connected to the next through weight matrices and bias vectors. As illustrated
in Figure 1, the i-th layer consists of nll neurons, wherei = 0,1,2. The weight matrix

W1 denotes an nlil x #!~1 matrix which consists of all the weights connected from

the (i-1)-th layer to the i-th layer. The bias vector b denotes an nl! x 1 vector
containing all the bias of the i-th layer, and the activation function is represented by
£ (-). The forward-propagation process of an FNN equalizer can be expressed as
follows:

h=rl (Wllx + b[l]) (1)

y =% (W2h + b2 2)

where the NN inputs are denoted by x, and the NN output is denoted by y. After
NN processing, the NN output represents the predicted symbol. By employing a
sliding window manner, all the received symbols can be equalized sequentially one at
a time.

FNNs leverage nonlinear activation functions in hidden layers to approximate
complex nonlinear impairments, such as those introduced by square-law detection of
dispersion-impaired signals and laser chirp in IM/DD systems. However, their purely
feedforward structure may struggle to fully compensate for residual linear
impairments, limiting their performance in mixed linear-nonlinear channel
conditions.

Input layer Hidden layer Output layer
(0t layer) (1%t layer) (2™ layer)

|z|
FAl0) 170)

Figure 1.
Schematic of FNN equalizers.
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3.2 C-FNN equalizers

As illustrated in Figure 2, the C-FNN equalizer extends the traditional FNN by
introducing a direct linear path from the input layer to the output layer, known as
the cascade structure. This design allows the network to jointly address linear and
nonlinear impairments by combining linear mapping with nonlinear approximation.
The cascade connection is controlled by a 1 x nl weight vector W*, which
establishes a linear mapping from inputs to outputs. The forward-propagation
process of a C-FNN equalizer is given by the following:

h :f[l] (W[l]x + b[l]) (3)

y =2 (WE, W, x")" +5%) (4)

where the superscript T'denotes the transpose of a matrix. Here, the input is
concatenated with the hidden layer output to form the input for the output layer,

with W/ enabling direct linear compensation. By integrating linear and nonlinear
processing through joint optimization during training, C-FNNs outperform
traditional FNNs in mitigating combined impairments. The cascade structure
reduces the “BER floor” by addressing residual linear effects that FNNs may
overlook, making it particularly effective in short-reach IM/DD optical systems with
mixed linear—nonlinear distortions.

3.3 RNN equalizers

In contrast to the FNN equalizer that processes data in a unidirectional manner
from input to output, the RNN equalizer incorporates feedback connections,
allowing it to leverage past output predictions to improve current symbol estimation.
As depicted in Figure 3, this recurrence enables RNNs to model temporal
dependencies in the signal, making them well-suited for compensating dynamic
impairments. The feedback mechanism endows RNNs with the remarkable ability to
model temporal dependencies, making them particularly well-suited for
compensating complex effects in optical communication channels such as IM/DD
links that exhibit dynamic behaviors. Assuming k output feedbacks are introduced,
the forward propagation of a RNN equalizer is defined as follows:

Input layer Hidden layer Output layer
(0t layer) (1%t layer) (2™ layer)

|z|
FAl0) FARO!

Figure 2.
Schematic of C-FNN equalizers.

117



Artificial Neural Networks and Their Applications

Input layer Hidden layer Output layer
(0t layer) (1%t layer) (2™ layer)

10 SO
Figure 3.
Schematic of RNN equalizers.
b= £ (W, Wi )" +bl) (5)
— 2 (Wl2h +p2
y =1 +b%) (6)

where the k output feedbacks are represented by y, and the recurrent
connections are controlled by an n/!l x k weight matrix W. RNNs excel in capturing
long-term dependencies in the signal, leading to better ISI mitigation compared to
FNNs. However, their computational complexity is slightly higher due to the
feedback mechanism, and the loop structure may also pose challenges for real-time
implementation.

3.4 C-RNN equalizers

The C-RNN equalizer combines the strengths of recurrent and cascade structures,
integrating feedback connections with a direct linear path from inputs to outputs,
as shown in Figure 4. This hybrid architecture enables joint compensation of linear
and nonlinear impairments while leveraging temporal dependencies through
recurrence. The cascade connection weight vector W/now has a dimension
1x (n'9 + k). The forward propagation of a C-RNN equalizer is expressed as
follows:

h = £ (W, Wi, 1" +bl) 7)
y = (WP, Wb x7, yg]" +5%) (8)

By optimizing the cascade and recurrent components simultaneously, C-RNNs
achieve superior performance in mixed impairment scenarios. The cascade path
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Figure 4.
Schematic of C-RNN equalizers.

addresses linear distortions, while the recurrent path mitigates dynamic nonlinear
effects, resulting in lower BER and improved receiver sensitivity compared to
standalone RNNs or C-FNNs.

4. Experimental configuration of DML-based IM/DD links

A typical illustration for the DML-based four-level pulse amplitude modulation
(PAM4) IM/DD link is depicted in Figure 5. In real experiments, it involves a more
comprehensive setup designed to evaluate the performance of NN-based equalizers
under realistic short-reach conditions. At the transmitter, a 50/100-Gb/s PAM4
signal is generated by an arbitrary waveform generator (AWG, Keysight M8196A)
operating at a sample rate of 92 GSa/s. A root-raised cosine (RRC) filter with a roll-
off factor of 0.1 is employed for Nyquist pulse shaping. The electrical PAM4 signal is
amplified by a 17 dB gain electronic amplifier (SHF 100 BP) before being fed into a
16-GHz DML biased at 55 mA. The DML outputs an optical power of 9.5 dBm, which
is transmitted over a 25/15-km standard single-mode fiber.

At the receiver, a variable optical attenuator adjusts the received optical power
(ROP), and a 43-GHz photodetector (PD, BPDV2,150 R) performs square-law
direct detection of the optical signal. The detected electrical signal is captured by
a digital storage oscilloscope (DSO, DSA-X 93304Q) at a sample rate of 80 GSal/s.
Post-capture signal processing includes resampling, matched RRC filtering, and

Trar.lsmitFed = = Rgceivgd
electrical signal : : (ZZZEEZ) < * ) electrical signal
DML SMF PD

Figure 5.
Illustration of a typical DML-based IM/DD link.
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downsampling, after which the signal is fed into the NN-based DSP module for
equalization and BER calculation.

For the 50-Gb/s 25-km system, FNN, C-FNN, and RNN equalizers are employed,
all of which utilize 15 inputs and nine hidden neurons to achieve the BER floor and
perform a fair performance comparison. For the 100-Gb/s 15-km system, only the
C-RNN equalizer can support reliable communication, where 23 inputs and 12
hidden neurons are adopted. In terms of the recurrent structure, only two feedback
delays are utilized. The 100-Gb/s system requires a larger C-RNN structure to handle
the increased nonlinearities and ISI, demonstrating the scalability of NN-based
equalizers to higher data rates with appropriate architectural adjustments. Both
setups validate the effectiveness of NN equalizers in mitigating complex
impairments in DML-based IM/DD optical systems.

5. Key techniques toward hardware-friendly NN equalizers and
experimental results

This section will introduce three key optimization techniques, that is, network
pruning, multi-symbol processing, and weight quantization, to achieve hardware-
friendly NN receiver implementation. The corresponding experimental results for
each technique will also be provided, taking both system BER performance and
computational complexity into account.

5.1 Network pruning

Network pruning is a NN compression technique aimed at reducing model size
and computational cost by removing redundant or insignificant parameters. In a
trained network, many weights have very small magnitudes, indicating that they
contribute minimally to the final output. Pruning sets these low-importance weights
to zero, resulting in a sparser connectivity pattern. This sparsity can substantially
lower the number of multiplications and memory accesses required during
inference, which is particularly beneficial for real-time, hardware-constrained
optical receivers. Common selection criteria include the following: (i) magnitude-
based thresholding, where connections with absolute weight values below a
predefined threshold are removed because their contribution to the output is
negligible; (ii) gradient-based importance scores, which evaluate the sensitivity of
the loss function to each weight and prune those with minimal influence on the
learning dynamics of the network; and (iii) iterative prune-and-retrain schemes,
in which a fraction of the least important weights is pruned in multiple stages, with
the network retrained after each pruning step to recover accuracy and allow for
higher overall sparsity without significant performance loss. As shown in Figure 6,
by employing network pruning, a sparsely connected network architecture can be
finally obtained, starting from the original fully connected version. The removal of
less significant weights allows for network efficiency, making NNs hardware-
friendly for practical implementations.

For a fully connected C-RNN, the architecture comprises four types of weights:
input-hidden layer weights, hidden-output layer weights, recurrent feedback
weights from delayed outputs to hidden neurons, and cascade connection weights
from inputs to the output layer. Experimental analysis (the 100-Gb/s 15-km PAM4
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Figure 6.
Comparison of fully and sparsely connected NN equalizers.

transmission case) of weight distributions reveals that input-hidden layer
connections exhibit a Gaussian-like pattern, with a significant proportion of weights
clustered near zero. This indicates that many input-hidden connections are
redundant, as their minimal impact on signal processing allows pruning without
degrading performance. In contrast, weights in hidden-output layers, recurrent
paths, and cascade connections show nonzero dominant distributions, highlighting
their critical role in maintaining equalization accuracy. This distinction enables
targeted pruning of input-hidden weights, which form the primary source of
redundancy in C-RNN equalizers.

More detailed experimental results of the 100 Gb/s PAM4 signal under pruned
C-RNN are given in Figure 7. Figure 7(a) illustrates the BER and the number of NN
connections as a function of the weight threshold. The ROP is fixed at 5 dBm. As the
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= 7% HD-FEC Threshold | —#— C-RNN (fully-connected) C-RNN (43.92% pruning)
. | 20% SD-FEC Threshold —— C-RNN (21.66% pruning) —#—C-RNN (49.26% pruning)
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Figure 7.

(a) BER/the number of connections versus weight threshold; (b) BER versus ROP utilizing C-RNN equalizers
with different pruning ratios.
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weight threshold increases, more connections are pruned, reducing computational
complexity but slightly degrading BER. At a threshold of 0.02, the system achieves a
BER below the 7% hard-decision forward error correction (HD-FEC) threshold with
21.66% fewer connections, demonstrating almost no performance loss.

Further increasing the threshold to 0.08 prunes 43.92% of connections. Though
the BER exceeds the HD-FEC threshold, it is still lower than the 20% soft-decision
forward error correction (SD-FEC) threshold. Figure 7(b) presents the BER
performance versus ROP. At a pruning ratio of 21.66%, the BER curve aligns with the
fully connected C-RNN equalizers across all ROPs, confirming equivalent
performance. When relaxing to the 20% SD-FEC threshold, a 49.26% pruning ratio is
feasible at ROP = 6 dBm, nearly halving the connections while maintaining
acceptable BER.

5.2 Multi-symbol processing

Multi-symbol processing as a complexity reduction technique for NN-based
equalizers is deeply rooted in the principle of MTL, aiming to address the
computational bottleneck that hinders real-time implementation in short-reach
optical interconnects. Unlike traditional single-output NNs, which process each
symbol sequentially and independently — thereby repeating computations for each
prediction — multi-symbol processing enables a single NN to estimate a sequence of
symbols simultaneously by leveraging shared parameters and feature
representations across adjacent symbols, as depicted in Figure 8. This approach
capitalizes on the observation that the weights and biases trained to predict the
current symbol often contain useful information for predicting subsequent symbols,
reducing redundancy in the NN equalization computational graph. In IM/DD optical
communication systems, where ISI couples adjacent symbols, multi-symbol
processing naturally aligns with the channel’s memory effects. By expanding the
input window length (e.g., original input length + output length), the NN equalizers
can capture the ISI impact on a series of output symbols within a single forward-
propagation step, reusing the hidden layer activations for each prediction in the
sequence. This design not only maintains the equalization performance but also
drastically reduces the per-symbol computational complexity by distributing the
fixed overhead of NN layers across multiple outputs.

Input layer Hidden layer Output layer
(0" layer) (1% layer) (2" layer)

Figure 8.
Schematic of multi-symbol processing using FNN equalizers.
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Figure 9.
(a) BER and (b) the number of multiplications involved versus the number of hidden neurons under different
output conditions.

Figure 9 illustrates how the BER and computational complexity, in terms of the
number of multiplications per symbol (denoted by Nmul), vary with the number of
hidden neurons under different numbers of output symbols in an FNN-based multi-
symbol equalizer (50-Gb/s 25-km PAM4 signal transmission when the ROP is - 1
dBm). As shown in Figure 9(a), increasing the number of hidden neurons
consistently improves BER until a saturation point is reached, where further
increases no longer yield significant gains. Notably, for various output counts, the
BER plateaus at a level comparable to that of the conventional single-output FNN,
indicating that multi-symbol prediction does not compromise performance. Figure 9
(b) reveals that, compared with single-output NN counterparts, the average number
of multiplications required for multi-output NN equalizers to recover a symbol
decreases substantially when increasing the number of outputs, owing to the shared
use of network parameters. Optimal trade-offs between computational complexity
and performance are observed when 6 to 12 output symbols are used, where the per-
symbol computational burden is reduced to just a few tens of multiplications,
highlighting the feasibility of real-time deployment.

Figure 10 investigates how computational complexity can be reduced while
maintaining BER performance in the FNN-based multi-symbol equalization scheme.
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Figure 10.
(a) The number of hidden neurons and (b) the number of multiplications threshold/complexity reduction ratio
versus the number of output neurons.
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In Figure 10(a), two thresholds for the number of hidden neurons are plotted. The
red line indicates an upper limit for the number of hidden neurons that still permits
reduced computational cost without significant BER degradation. The blue line, on
the other hand, shows the minimum required number of hidden neurons to match
the BER performance of a standard single-output FNN. It is evident that this BER-
maintaining threshold for the number of hidden neurons is consistently below the
one corresponding to a fixed complexity reduction factor (a = 0.8), where 1 - «
indicates the complexity reduction ratio. Figure 10(b) quantifies this by plotting the
number of multiplications per symbol and the associated reduction ratio for the
optimal BER-matching. As the number of output symbols increases, both the
number of multiplications and « first decline - indicating improved weight reuse
across symbols — but then rise again due to network over-parameterization. This
behavior reveals that there is an optimal number of outputs that minimizes
computational load. The most efficient configuration occurs at nine outputs, yielding
a 43.2% complexity reduction and requiring only 81.8 multiplications per symbol,
compared to the 144 multiplications in the conventional single-output model. This
underscores the potential of multi-symbol FNNs for efficient real-time
implementations.

The combination of multi-symbol prediction and pruning offers a more powerful
strategy to reduce computational complexity in NN-based equalization for IM/DD
systems, whose schematic is given in Figure 11. As mentioned above, multi-symbol
prediction allows an NN to recover multiple consecutive output symbols in a
single forward pass, effectively reusing network weights across symbols and
reducing per-symbol operations. Pruning, on the other hand, removes redundant or
low-impact weights and connections from the network after training, resulting in a
smaller and more hardware-efficient model without significant performance
degradation. When used together, multi-symbol prediction reduces the frequency of
forward passes, while pruning minimizes the number of active computations
within each pass. This synergy enables substantial reductions in both memory
footprint and real-time processing load, making NN equalizers more practical for
deployment in latency-sensitive and power-constrained optical interconnect
environments.

Figure 12 analyzes the computational efficiency and pruning behavior of multi-
output NN equalizers. Figure 12(a) explores how increasing the weight pruning

Input layer Hidden layer Output layer
(0™ layer) (1% layer) (2" layer)

Figure 11.
Schematic of pruned multi-symbol processing using FNN equalizers.
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(a) BER/the number of multiplications and (b) pruning ratio versus weight threshold for FNN and C-FNN
equalizers.

threshold influences both BER and the number of multiplications. As more
connections are removed, the computational load decreases, while BER

remains nearly unchanged up to a moderate threshold. Notably, even under
aggressive pruning, the BER stays below the 20% SD-FEC limit. Figure 12(b)
details how pruning affects different layers. Most weight removals occur between
the input and hidden layers, while fewer are observed in the output and cascade
connections, suggesting that early-layer sparsity contributes most to efficiency
gains.

Figure 13 presents the relationship between BER performance and ROP under
different pruning levels for two optimized NN equalizers: a nine-output FNN and a
six-output C-FNN. For both architectures, the pruning ratios, which are determined
based on weight threshold selection, reflect varying degrees of weight sparsity. The
results show that even after removing a significant proportion of weights, both
networks retain strong BER performance across a range of ROP values. Moderate
pruning leads to minimal performance degradation, while more aggressive pruning
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Figure 13.
BER versus ROP for (a) FNN and (b) C-FNN equalizers.
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still maintains BER below the SD-FEC limit, particularly at higher ROP. Compared
to the fully connected multi-output versions, about 30.3% and 26.5% pruning
reduction ratios can be obtained for FNN and C-FNN, respectively, while still
maintaining the BER performance. These experimental results highlight the
robustness of the pruned multi-output structures and demonstrate their potential for
real-time deployment with reduced computational demands.

5.3 Weight quantization

Weight quantization emerges as a pivotal technique to reduce computational
complexity in NN-based equalizers, enabling hardware-efficient implementations
by replacing floating-point (FP) arithmetic with low-bit integer operations. The core
principle involves mapping high-precision FP weights to lower-bit integer
representations, which drastically reduces memory requirements and accelerates
computations. Fixed-precision quantization can be applied, which quantizes all
weights and biases to a fixed bit width. Mixed-precision quantization can also be
utilized, where the weights and biases are quantized with different bit widths. As
illustrated in the mixed-precision NN equalizer quantization example in Figure 14,
the presented approach partitions input neurons into high-precision and low-
precision categories based on their weight significance. For instance, central input
neurons with larger weights are assigned higher precision, while peripheral neurons
with smaller weights are quantized to lower precision. This adaptive partitioning
avoids unnecessary precision in less influential weights, optimizing both storage and
computation.

The experimental results of quantized NN equalizers are shown in Figure 15,
where 50-Gb/s 25-km PAM4 IM/DD transmission is considered. Figure 15(a)
illustrates the BER performance across different ROPs for various fixed and mixed
quantized NN equalizers. The notation (m,%) signifies the high- and low-precision
bits for mixed schemes. It is evident that both the fixed 12-bit and mixed (12,6) NNs
show comparable receiver sensitivity to the FP-NN, with the BER staying below the
7% HD-FEC threshold when the ROP is above - 1 dBm. As the quantized bits
decrease, it is observed that there is a performance degradation, but the sensitivity
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Figure 14.
Schematic of mixed-precision quantized FNN equalizers.
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(a) BER versus ROP, and (b) the total bits required for pavameter storage of different quantized NN equalizers.

gap remains acceptable. For example, the mixed (12,4), fixed 9-bit/mixed (9,6), and
mixed (9,4) NNs require ROPs of about 0.5 dBm, 1 dBm, and 2 dBm, respectively.
Figure 15(b) depicts the total bits needed for parameter storage of different
quantized NN equalizers. The FP-NN demands 4,928 bits, while the fixed 12-bit and
mixed (12,6) NNs only need 1,848 bits and 1,362 bits, respectively. Compared to
fixed-precision quantization, the mixed-precision approach reduces memory by
approximately 26.3% without sacrificing performance. When the receiver sensitivity
is fixed at 2 dBm, the total bits for mixed-quantization NN storage drop below 1,000,
holding promise for real-time receiver implementation.

Similarly, we can also combine quantization and pruning to further reduce
the equalization complexity. Figure 16 illustrates the structure of a two-layer
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Figure 16.
Schematic of weight-adaptive, joint mixed-precision, quantized, and pruned FNN equalizers.
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FNN equalizer enhanced with a dual strategy for computational reduction: mixed-
precision quantization and pruning. Each connection in the network is categorized
into one of three types based on the magnitude of its associated weight. Weights with
values exceeding a high threshold are quantized with greater precision to preserve
accuracy, while those falling within a moderate range are encoded using fewer bits.
Connections with negligible weights, that is, those below a defined pruning
threshold, are entirely removed from the network to eliminate unnecessary
computations. To simplify implementation, all biases are treated as additional
connections linked to a constant input. This structured hybrid design enables a
significant reduction in both the number of operations and memory usage, while
retaining the nonlinear modeling capabilities of the original network.

Figure 17 examines how the proposed joint mixed-precision quantization and
pruning scheme affects BER performance under various conditions. The ROP is set
at -1dBm for consistency. In Figure 17(a), the BER is plotted against increasing
weight thresholds for three configurations: pruning, low-precision quantization
(6 bit), and high-precision quantization (12 bit). As the pruning threshold rises,
more weights are eliminated, leading to a sharp BER increase beyond a certain
point. Conversely, for quantization, the BER remains nearly unchanged over a wider
range, particularly when higher bit widths are used. Figure 17(b) further explores
the BER behavior with respect to different bit widths under multiple quantization
strategies, that is, fixed-precision, high-precision region-only, and low-precision
region-only quantization, each tested with and without pruning. The results
show that quantizing high-magnitude weights has a dominant impact on
preserving BER, while the low-precision quantization region corresponds more to
memory savings. Notably, the proposed method achieves competitive BER with as
few as 12 bits in high-precision regions and even lower resolution of 6 bits for less
critical weights, demonstrating a balanced trade-off between complexity and
performance.

Figures 18 quantifies the memory savings and performance scalability of the
quantization approach across different network configurations. In Figure 18(a), the
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(a) BER versus weight threshold and (b) BER versus quantization bits under various pruning and quantization
operations.
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(a) The total bits required for parameter storage of different pruned and quantized NN equalizers; (b) BER
versus quantization bits using NN equalizers of different sizes.

total number of bits required for storing network parameters is compared among
various quantized and pruned implementations. The standard FP network
requires the most memory, while applying pruning or uniform quantization
individually yields moderate reductions. Notably, the combination of pruning

and mixed-precision quantization results in the greatest savings of nearly 80%
compared to the FP baseline by dynamically allocating fewer bits to less
significant weights and eliminating negligible connections altogether. Figure 18(b)
extends the analysis by evaluating BER as a function of quantization resolution for
NN equalizers of increasing size. Larger networks are shown to tolerate lower bit
widths without compromising BER due to their inherent redundancy. This highlights
that over-parameterized architectures are more robust to quantization errors,
allowing aggressive bit reduction while maintaining received signal integrity,
showing an important insight for optimizing power-efficient hardware
implementations.

6. Conclusions

In this chapter, we have systematically explored the use of optimized NN-based
equalization to mitigate nonlinear distortions in short-reach IM/DD optical
systems. NN equalizers offer a flexible and powerful solution, yet their practical
deployment requires careful attention to computational efficiency. To this end, we
have reviewed and analyzed several strategies, such as pruning, multi-symbol
learning, and quantization, that significantly reduce complexity while preserving
equalization performance. Our discussion has emphasized the trade-offs between
algorithmic accuracy and implementation cost, highlighting that, with appropriate
model simplification and architectural design, NN equalizers can be made
compatible with low-power hardware implementations. Looking forward, further
advances in hardware-aware NN equalizer design and adaptive compression
methods are expected to drive the widespread adoption of intelligent signal
processing in future optical interconnects.
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Chapter 6

Al-Driven Automation: The Role of
Neural Networks in Next-Gen RPA

Pravin Kumar Raja Mahendran

Abstract

This study aims to examine the groundbreaking fusion of artificial intelligence and
robotic process automation (RPA), emphasizing the vital contribution of neural net-
works in developing advanced automation systems. The study that will be conducted
will achieve this purpose. The implementation of neural network models facilitates the
creation of automation systems that exhibit enhanced adaptability and intelligence. It
was recognized that conventional RPA systems faced constraints regarding their ability
to manage unstructured data and situations requiring adaptive decision-making. This
study aims to explore how deep learning architectures can enhance process cognition,
natural language interpretation, and predictive decision-making. This work examines
the latest advancements in robotic process automation driven by artificial intelligence.
We also recognize significant obstacles and emphasize the most critical issues. This
study aims to examine how neural networks can transform robotic process automation
from a model reliant on fixed rules to dynamic, context-aware systems capable of self-
learning, thereby enhancing their application in intricate business processes.

Keywords: artificial intelligence, robotic process automation, neural network,
Next-Gen RPA, intelligent process automation

1. Introduction

In this modern age of fast digital change, businesses in all sectors are progres-
sively working toward the goal of improving their operational efficiency, lowering
their expenses, and enhancing their accuracy via the use of automation. This quest
has been significantly aided by the use of Robotic Process Automation (RPA), which
is a technology that is meant to automate rule-based processes that are repetitive in
nature. Historically, robotic process automation (RPA) technologies have executed
corporate processes by imitating human activities and interfacing with digital sys-
tems [1]. Conventional robotic process automation (RPA) has been shown to yield
substantial advantages in terms of time savings and error reduction; nevertheless,
it is fundamentally constrained due to its dependence on static rule-based logic and
structured data inputs. When dealing with unstructured data, dynamic situations,
or activities that demand contextual awareness and decision-making skills, these
constraints provide substantial problems that must be overcome [2]. In order to
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overcome these limitations and expand the capabilities of automation, the incorpora-
tion of artificial intelligence (AI), and more specifically neural networks, has emerged
as a game-changing innovation. Automation that is driven by artificial intelligence is
the next evolutionary step in process automation. It is a transition away from rule-
following that is deterministic and toward probabilistic and adaptive systems that are
capable of learning, reasoning, and improving over time. The structure and operation
of the human brain served as the inspiration for neural networks, which have shown
to be especially adept at modeling complex patterns, analyzing huge amounts of
unstructured data, and making judgments based on the data. Their implementation
into RPA platforms makes it possible to construct intelligent systems that are no lon-
ger limited to pre-scripted logic but instead have the ability to comprehend context,
derive insights, and react in a dynamic manner to changing events. What is currently
known as Intelligent Process Automation (IPA) or next-generation RPA is the result of
the confluence of robotic process automation (RPA) with artificial intelligence (AI).
The neural networks that are used in this paradigm serve as the cognitive core, which
enables software bots to possess skills such as natural language processing (NLP),
picture recognition, voice interpretation, sentiment analysis, and predictive analytics
[3]. The implementation of this change makes it possible to automate more complex
operations, such as the interpretation of emails, the classification of documents, the
identification of consumer emotions, the detection of fraudulent activity, and the
evaluation of business trends. As an example, bots are able to assess customer service
issues and create suitable solutions with minimum human assistance. This is accom-
plished via the use of recurrent neural networks (RNNs) or transformer-based mod-
els [4]. In a similar vein, convolutional neural networks (CNNs) have the potential to
allow bots to interpret scanned invoices or handwritten forms, therefore bypassing
the limits of template-based solutions. It is important to note that this expanding
capacity has substantial repercussions for several sectors, including retail, healthcare,
logistics, manufacturing, and finance. Al-powered robotic process automation (RPA)
can handle loan applications in the banking industry by evaluating unstructured data
and estimating the risk levels of applicants [5]. In the field of medicine, this may assist
in the extraction of patient data and the interpretation of medical images as illustrated

\ﬁ Treatment Plan

Decision-Making

l ~ - \ Data Extraction
i / : Outcome Prediction
Xl - M) HE —*%

Healthcare Providers

Figure 1.
Use of artificial intelligence for healthcare analytics (author-genevated illustration).
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in Figure 1, Al-powered analytics in healthcare demonstrate how neural networks
enhance diagnostic and operational capabilities. Through the use of predictive model-
ing, it is possible to optimize supply chain choices in the field of logistics. Therefore,
the incorporation of neural networks into RPA systems does not only improve upon
the capabilities that are already there; rather, it expands the scope of what may be
handled by automation. In spite of the fact that it holds great potential, Al-driven
RPA also presents new obstacles. The process of training neural networks involves a
substantial amount of high-quality data, and it is still difficult to guarantee that the
model is generalizable across a variety of contexts. In addition, the incorporation
of Al models into pre-existing robotic process automation pipelines calls for a solid
technical infrastructure, transparent governance frameworks, and knowledge that
spans several functional areas. As the autonomy of decision-making in automation
systems increases, concerns about data privacy, ethical usage of artificial intelligence,
and explainability also become more important [6-9]. In order for enterprises to suc-
cessfully manage this transformation, they need to take into consideration both the
technological and organizational elements of introducing intelligent automation at
full scale. In order to provide a thorough knowledge of neural networks’ capabilities,
uses, and limits within the framework of this dynamic setting, the current research
intends to investigate the role that neural networks will play in determining the future
of robotic process automation (RPA) [10]. By investigating important neural network
topologies, such as feedforward networks, convolutional neural networks (CNNs),
recurrent neural networks (RNNs), and transformer models, the purpose of this
study is to investigate how these models might be appropriately included into auto-
mated processes. In addition to this, the research investigates current developments
in the area, evaluates the effectiveness of RPA systems that have been upgraded with
artificial intelligence, and examines real-world applications in a variety of sectors.

Figure 2 compares various Al analytics approaches, highlighting the relative
effectiveness of RPA when integrated with neural networks.

The architectural integration of neural networks with RPA technologies is one of
the primary focuses of this study. This requires doing an analysis of the ways in which
artificial intelligence components may be modularly incorporated inside bots, the

Impact (%)

Effectiveness (%

Figure 2.
Comparative analysis with different Al analytics for architectural integration of neural networks with RPA
(author-generated figure).
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ways in which they interact with external data sources, and the ways in which they
allow decision-making in real time. Furthermore, the study investigates the use of
transfer learning, federated learning, and hybrid artificial intelligence models with
the purpose of enhancing the flexibility and resilience of automation methods. The
research offers a road map for the development of scalable, intelligent automation
systems that make use of the capabilities of both RPA and neural networks. These
insights are provided by the study.

One further important goal is to bring attention to the strategic repercussions
that would result from the use of Al-driven automation in organizational settings.
Although having the necessary technical capabilities is essential, the success of such
projects is also dependent on effective change management, the cultivation of talent,
and alignment with the objectives of the company. Businesses need to not only make
investments in technology but also build an innovation-driven culture that embraces
intelligent automation as a major component of digital strategy. This is because
artificial intelligence (AI) is continuing to advance at a rapid pace. In a nutshell, the
incorporation of neural networks into RPA systems represents a paradigm change
away from task automation and toward cognitive automation. Software bots are able
to transcend beyond organized contexts and participate in complicated, dynamic
activities that involve comprehension, adaptability, and learning thanks to this capa-
bility. This introductory section lays the groundwork for a more in-depth investiga-
tion of the mechanics, approaches, and ramifications of artificial intelligence-driven
automation, especially when seen through the perspective of neural networks. Over
the course of its continued development, this technology has the potential to bring
about a revolution in the manner in which companies function, compete, and gener-
ate value in the digital economy.

2. Robotic process automation

Robotic process automation (RPA) has been a transformational influence in
several sectors, automating rule-based, repetitive operations that were previously
manual and labor-intensive. As enterprises strive for operational efficiency and
cost reduction, RPA has emerged as an essential technology. Nonetheless, the next
iteration of RPA commonly termed Intelligent RPA (IRPA) or next-generation RPA
surpasses mere automation. Integrating artificial intelligence (AI), specifically neu-
ral networks, into automation processes enables RPA systems to make judgments,
learn from data, and adapt over time. This integration signifies a fundamental
change in the conceptualization and implementation of automation across several

fields.
2.1 Neural networks within the framework of robotic process automation

Neural networks, a category of machine learning modeled after the human brain,
are engineered to identify patterns and correlations within data. Incorporating neural
networks into RPA systems allows bots to execute tasks, assess data inputs, derive
significant insights, and enhance their performance over time via experience [11].
This converts RPA from a static system into a dynamic, learning-oriented automation
platform. Conventional RPA systems operate based on explicit rule definitions if-then
logic necessitating human programming. These systems encounter difficulties with
unstructured data, variability, or anomalies. Neural networks mitigate this constraint
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by allowing computers to analyze and comprehend unstructured inputs, including
pictures, audio, and natural language. The capacity to train models with historical
data enables Al-driven RPA systems to manage intricate cognitive tasks, including
sentiment analysis, document categorization, and predictive analytics.

The fundamental equation for RPA is given as:

RPA Value (or ROI) = (Volume of Tasks Automated x Average Time Saved Per
Task x Cost Per Hour) — Implementation & Maintenance Costs [1]

Breaking this down:

Volume of Tasks Automated—Number of transactions or processes the bot
handles in a given period.

Average Time Saved per Task—How much faster the bot executes the process
compared to a human.

Cost per Hour—Monetary value of employee time saved (salary/hour).

Implementation & Maintenance Costs—Licensing, infrastructure, development,
and ongoing support costs.

So in simple terms:

RPA ROI = Benefits from Time Saved — RPA Cost

2.2 Applications in various sectors

The use of neural networks into robotic process automation has spurred advance-
ments across several industries:

2.2.1 Industrial and manufacturing sector

In industrial environments, Al-driven RPA facilitates enhanced production lines
and anticipatory maintenance approaches. Neural networks evaluate sensor data from
machinery to forecast equipment malfunctions, enhancing maintenance plans and
reducing downtime [12]. This predictive functionality, together with automatic report-
ing and notifications, guarantees ongoing operation and enhanced asset management.

Moreover, Al-augmented RPA enables quality assurance using computer vision
models that identify abnormalities in production outputs. Neural networks may be
taught to conduct real-time inspections of items for flaws, surpassing human evalu-
ations in both speed and precision. This automation minimizes waste, guarantees
uniform product quality, and facilitates just-in-time production methodologies.

2.2.2 Healthcare and medical applications

In the medical sector, next-generation robotic process automation powered
by neural networks delivers transformational efficiency and precision [13].
Administrative procedures, including patient registration, claims processing, and bill-
ing, are automated by intelligent bots that comprehend context and identify discrep-
ancies in real-time. This mitigates human mistake and expedites procedures.

In the healthcare sector, one prominent use case of neural network-driven RPA is in
clinical diagnostics. Hospitals frequently deal with vast volumes of medical imagery such
as X-rays, MRIs, and CT scans, which require careful review by specialists. Traditionally,
this process is time-consuming and subject to human variation. By integrating convo-
lutional neural networks (CNNs) into RPA systems, hospitals can automate the initial
screening of these images. The automation identifies potential anomalies, including can-
cers or fractures, and presents them for further clinical review. This not only accelerates
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the diagnostic workflow but also improves accuracy and reduces the cognitive load on
healthcare professionals. As a result, physicians are able to dedicate more attention to
complex cases, ultimately improving the patient care outcomes.

Furthermore, neural networks in RPA provide enhanced patient monitoring. By
consistently analyzing biometric data from wearable devices or remote monitoring
systems, Al-driven bots may identify irregularities in patient health and automatically
initiate warnings or intervention processes. This facilitates early intervention and
improves patient outcomes.

2.2.3 Financial services and banking

In banking, where precision and adherence to regulations are critical, Al-driven
RPA solutions optimize operations by automating activities like fraud detection, loan
approval, and customer care. Neural networks can scrutinize extensive amounts of
transactional data to detect anomalous patterns, hence reducing the probability of
financial fraud [14].

Neural network-based credit scoring models provide a more sophisticated assess-
ment of a borrower’s risk profile by integrating alternative data, including payment
history, social behaviors, and economic indicators. Automated bots may manage loan
applications comprehensively, including document verification and decision-making,
thereby reducing the turnaround time from days to minutes.

Customer care bots, using natural language processing via neural networks,
interact with consumers in real time, addressing inquiries, resolving complaints, and
escalating intricate situations to human agents. This improves client experience while
decreasing operating expenses.

2.2.4 Retail and E-commerce

In retail, Al-driven RPA enhances the customization, inventory control, and
supply chain efficiency. Neural networks examine consumer behavior, interests,
and purchasing history to provide the tailored product suggestions and focused on
marketing initiatives.

Intelligent bots oversee backend operations by monitoring inventory levels, track-
ing shipments, and optimizing order fulfillment procedures via demand prediction.
Neural networks’ capacity to analyze unstructured data from many sources such
as social media, customer reviews, and supplier logs affords merchants a thorough
comprehension of patterns and consumer mood.

Al-driven chatbots optimize the client interactions, providing round-the-clock
help with replies akin to human communication. These bots manage the returns,
refunds, and queries, facilitating a smooth buying experience.

2.2.5 Governance and public services

Government agencies often encounter difficulties associated with volume, com-
plexity, and compliance in the provision of public services. Neural network-enhanced
robotic process automation may streamline application processing, document verifi-
cation, and citizen service questions.

Al-driven bots may facilitate immigration procedures by scanning and
authenticating identification papers, cross-referencing databases, and detecting
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discrepancies or possible fraud. In tax departments, bots may autonomously cat-
egorize and evaluate tax filings, identifying abnormalities or high-risk instances for
further scrutiny.

In law enforcement, neural networks integrated with RPA systems facilitate the
processing of crime data, pattern recognition, and the prediction of crime hotspots.
This proactive strategy for public safety is progressively integrating into smart city
efforts.

2.3 Benefits of neural network-enhanced robotic process automation

The integration of neural networks in RPA offers several significant benefits:

The integration of neural networks into robotic process automation offers several
transformative benefits that extend beyond the limitations of conventional rule-
based systems. One of the most notable advantages is scalability, as intelligent RPA
platforms can continuously learn from new data and encounters, thereby enhancing
their capabilities without the need for extensive reprogramming. This adaptability
also improves decision-making proficiency, enabling bots to process complex and
variable inputs rather than relying solely on binary, deterministic rules. Neural
networks provide a unique ability to work with diverse types of data, ranging from
structured numerical datasets to unstructured formats such as images, audio, and
natural language, which greatly expands the scope of automation. Over time, these
systems demonstrate ongoing enhancement, refining their accuracy, flexibility, and
efficiency with minimal human intervention [15], a feature that distinguishes them
from static automation approaches. Importantly, these improvements also translate
into a better user experience: Al-driven bots are able to interact in a context-sensitive
manner, offering personalized and responsive engagements that increase satisfaction
and foster greater trust in automation. Taken together, these benefits illustrate how
neural network-enhanced RPA systems represent a significant step forward, evolving
automation from simple task execution into a dynamic, intelligent, and user-centered

capability (Table1).

3. Al driven automation and architecture of Al-enabled RPA

Robotic process automation (RPA) has long supported digital transformation
by automating routine, high-volume tasks. However, conventional RPA, limited to
rule-based execution, struggles with unstructured data, contextual reasoning, and
adaptability. To overcome these gaps, Al-enabled RPA often called intelligent RPA
(IRPA) combines automation with machine learning (ML) and deep learning (DL),
shifting from rigid task execution to smart, context-aware workflows. At the core of
this transformation are neural networks, which power perception, decision-making,
and continuous learning in next-generation automation (Table 2).

3.1 From rule-based to intelligence-driven workflows

Traditional bots excel at structured activities like form filling or report generation,
but they fail when formats change or ambiguity arises. Neural networks address this
by enabling bots to recognize, interpret, and adapt to diverse inputs. For example,
while a rule-based bot can process a standard invoice template, a deep learning model
trained on multiple layouts can extract fields even when the design or language
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varies. Neural networks thus extend automation from repetitive execution to flexible,
perception-driven intelligence.

3.2 Neural network functions in intelligent automation
3.2.1 Natural language understanding (RNNs and transformers)

Neural NLP models empower RPA bots to manage communication-heavy tasks.
Transformer-based models can interpret customer queries, detect intent, and provide
accurate responses, while RNNs and LSTMs analyze emails or chat logs to classify,
summarize, or triage tickets. This enables bots to automate service desks, compliance
checks, and document reviews with contextual accuracy.

3.2.2 Visual vecognition (CNNs)

Convolutional neural networks allow automation to “see.” In manufacturing,
bots use CNNs for defect detection on production lines. In healthcare, they support
automated pre-screening by flagging anomalies in medical images. By embedding
CNN-driven perception into workflows, organizations achieve faster, more reliable,
and cost-effective inspection processes.

This table presents a comparative analysis of different automation-related tech-
nologies, ranked by their effectiveness and evaluated in terms of adoption, utility,
and practical impact in RPA-driven contexts (Table 3).

3.3 Predictive decision-making (feedforward and ensemble models)

Neural networks and hybrid models extend RPA into forecasting and risk analysis.
In finance, they predict credit risk and detect fraud. In supply chains, they forecast
demand and adjust inventory or orders in real time. This predictive capability trans-
forms automation from reactive to proactive orchestration.

3.4 Adaptive learning (reinforcement learning)

Reinforcement learning introduces adaptability to changing environments.
Bots can optimize workflows, manage dynamic pricing, or adjust routing strate-
gies through continuous feedback surpassing static automation by learning optimal
actions over time.

Technology Effectiveness (%)  Rank (effectiveness) Remarks
Automation 70 2 High effectiveness, widely adopted
Predictive analytics 50 4 Moderate effectiveness
Decision support systems 45 5 Lowest among the listed tools
Visualization tools 55 3 Above average, good for insights
RPA (robotic process 80 1 Highest impact, excellent utility
automation)

Table 3.

Tabular study for the aforementioned comparative study.
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3.4.1 Architecture of Al-enhanced RPA

The architecture of Al-enhanced robotic process automation is typically struc-
tured into four interconnected layers that work together to embed neural networks
into automation workflows. At the foundation lies the data acquisition and prepro-
cessing layer, which gathers both structured and unstructured information from
enterprise systems, documents, or sensors, and refines it to ensure that it is suitable
for machine learning and deep learning models. Building on this, the neural model
layer hosts the trained models—whether they are natural language processing sys-
tems, convolutional neural networks, or predictive algorithms—that provide the per-
ception and intelligence required for advanced automation. The outputs from these
models are then integrated within the decision and orchestration layer, where they are
combined with business rules to guide workflows, balancing the need for automation
speed with compliance requirements and risk management considerations. Finally,
the continuous learning layer ensures the adaptability over time by incorporating
feedback loops and human oversight to retrain models as new data and scenarios
emerge. Together, these four layers create a scalable and intelligent framework that
enables next-generation RPA systems to evolve beyond static rule-based automation
into dynamic, learning-driven platforms.

4. Ethical dimension of Al-enabled RPA

The integration of artificial intelligence (AI), particularly neural networks,
with robotic process automation (RPA) represents a significant progression in
corporate automation. Neural networks augment RPA systems, allowing them to
perform cognitive functions such as natural language comprehension, sentiment
analysis, picture recognition, and adaptive decision-making, therefore transcend-
ing the constraints of traditional rule-based bots. As Al-driven RPA systems acquire
autonomy and assume a crucial role in fundamental operations, the significance of
ethical problems increases. The ethical considerations include prejudice, account-
ability, openness, privacy, and possible impacts on employment. An important ethical
concern in Al-driven RPA is the existence of algorithmic prejudice. Neural networks
get information from historical datasets that often reflect existing human biases,
including those pertaining to race, gender, or socioeconomic position. Incorporating
these biased models into RPA systems may inadvertently sustain prejudice. An
Al-driven automation system used in applicant screening or loan processing may
unjustly exclude certain demographic groups if it is based on biased data. Ethical AI
deployment requires careful dataset selection, thorough fairness assessments, and
the integration of diverse viewpoints during model training to successfully mitigate
biases. The ethical significance of responsibility and explainability is amplified when
neural networks are used in robotic process automation (RPA). Traditional RPA
systems provide clear logical frameworks based on deterministic principles, leading
to the predictable and verifiable results. In contrast, neural networks operate as “black
boxes,” making the reasoning behind specific judgments sometimes ambiguous [16].
The lack of interpretability poses difficulties in establishing culpability during errors,
especially in sectors like healthcare, banking, or law. This scenario necessitates an
analysis of accountability determining if it resides with the developer, the data scien-
tist, the company using the RPA system, or the system itself. To address this problem,
it is essential to build frameworks for explainable AI (XAI) and establish regulatory
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standards that mandate openness and traceability in Al decision-making processes.
The safeguarding of data privacy is a substantial ethical issue. Al-augmented RPA
systems sometimes need access to substantial amounts of personal and sensitive
data to operate well. Neural networks may inadvertently save and disclose sensitive
information, particularly in natural language processing or document management
activities. Organizations must adopt robust data protection mechanisms, adhere to
privacy requirements such as GDPR, and use privacy-preserving Al techniques like
differential privacy or federated learning to maintain user confidence and assure
compliance.

Furthermore, the impact on employment becomes a substantial ethical con-
sideration. Al-driven RPA may enhance productivity and reduce human error;
nevertheless, it also poses a significant danger of job displacement, especially in
repetitive and cognitively ordinary work. This underscores concerns pertaining to
socioeconomic inequality and worker isolation. Organizations using AI-RPA must
emphasize responsible automation by upskilling and reskilling personnel, fostering
cooperation between humans and machines, and aligning automation initiatives with
inclusive workforce development. Frameworks for ethical governance are essential
for tackling the intricate difficulties posed by Al-driven RPA [17]. These frameworks
must be grounded in basic concepts such as beneficence, non-maleficence, autonomy,
and justice. Collaboration among many stakeholders including developers, regula-
tors, corporate leaders, and civil society is crucial for formulating laws that govern
the ethical design, implementation, and supervision of neural network-based RPA
systems. The progression of neural networks amplifies the potential and efficacy of
next-generation RPA, while also presenting complex ethical challenges. It is crucial
to combine innovation with the ideals of accountability, justice, and transparency to
properly harness the revolutionary potential of Al-driven automation for the collec-
tive good.

5. Case studies on Al-enabled RPA

The implementation of neural network-based robotic process automation (RPA) is
rapidly redefining how organizations approach operational efficiency, data manage-
ment, and decision-making. Unlike traditional RPA systems that follow deterministic
rules for automating repetitive tasks, the integration of artificial intelligence particu-
larly neural networks and deep learning has empowered these systems with the ability
to learn, adapt, and reason in complex environments. This fusion of automation’s
precision with AI’s cognitive capabilities is producing remarkable advancements
across diverse industries, where efficiency, accuracy, and agility are not just desired
but essential for competitiveness. The following collection of case studies illustrates
the transformative impact of Al-driven RPA, highlighting its applications in financial
services, healthcare, and supply chain management [18].

* In the financial services sector, a prominent global bank has successfully
integrated Al-powered RPA into its loan underwriting process. Traditional
underwriting involves rigorous manual reviews of applicant information, credit
histories, and risk profiles a process that often takes several days and is prone
to human inconsistencies. By leveraging historical loan data to train advanced
neural networks, the bank developed a system capable of evaluating credit-
worthiness with exceptional precision, identifying potential fraud patterns,
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and generating automated risk scores. This intelligent automation reduced loan
processing time from several days to just minutes while maintaining compliance
with strict regulatory standards. Importantly, the incorporation of anomaly
detection models significantly improved financial security, reducing fraudulent
transactions by over 30%. These advances not only strengthened regulatory
adherence but also fostered greater customer trust, as clients experienced faster
loan approvals coupled with the enhanced security measures. The case demon-
strates how neural network-driven RPA can balance speed with diligence in an
industry where both are critical [19].

* In healthcare, aleading hospital network harnessed neural network-enabled RPA
to revolutionize its administrative and diagnostic workflows. Hospitals often
manage vast volumes of unstructured data, such as handwritten patient forms,
diagnostic reports, and medical imaging, which can be difficult to process accu-
rately and efficiently. To address this, the hospital combined RPA with optical
character recognition (OCR) and deep learning models. The result was a system
that could intelligently extract, interpret, and standardize patient information
into Electronic Health Record (EHR) systems with significantly improved accu-
racy. Beyond simple data entry, the Al-driven bots were also equipped to detect
irregularities in patient records, offering early insights into chronic illnesses and
supporting physicians in timely interventions. This integration not only reduced
administrative burdens but also enhanced clinical outcomes: Processing times
decreased by 40%, and patients benefited from quicker diagnoses and more
personalized care plans. The success of this case underscores how Al-driven RPA
can extend beyond cost-saving automation to actively improve healthcare quality
and patient well-being.

* Insupply chain management, a multinational logistics company employed
Al-enabled RPA to optimize demand forecasting and streamline inventory
management. Traditionally, forecasting relies on historical sales patterns, but
this company integrated recurrent neural networks (RNNs) capable of ana-
lyzing temporal data along with external factors such as weather conditions,
market volatility, and geopolitical developments. These predictive insights
enabled highly accurate forecasting of stock levels, ensuring that supply chain
operations remained resilient in the face of uncertainty. Once demand predic-
tions were generated, RPA bots seamlessly executed routine supply chain
tasks, including reordering products and communicating with suppliers, thus
eliminating delays and human inefficiencies. The outcomes were substantial:
inventory costs dropped by 25%, fulfillment rates improved, and the company
achieved greater agility in responding to market changes. This case demon-
strates the value of combining predictive analytics with process automation,
creating supply chains that are not only more efficient but also more adaptive to
real-world fluctuations [20].

Collectively, these cases highlight how neural network-based RPA is no longer
confined to rule-based automation but is evolving into a sophisticated tool that blends
intelligence with efficiency. In finance, it enhances decision-making and fraud pre-
vention; in healthcare, it improves data integrity and clinical outcomes; and in supply
chain management, it provides foresight and adaptability. The overarching theme is
clear: When organizations integrate the learning capabilities of neural networks with
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the structured execution of RPA, they unlock transformative potential achieving not
just operational efficiency but also strategic advantages in accuracy, compliance, and
customer satisfaction. As industries continue to grapple with growing data volumes,
complex regulatory landscapes, and dynamic market demands, Al-driven RPA is
poised to play a pivotal role in shaping the future of intelligent automation.

6. Conclusion

The integration of Al-driven automation, powered by neural networks, represents
a significant leap forward in the functionalities of next-generation robotic process
automation (RPA). Expanding RPA beyond mere rule-based automation into the
realm of intelligent decision-making enables neural networks to empower comput-
ers to learn, adapt, and perform complex tasks with minimal human intervention.
This transformation is delivering significant value across various sectors such as
banking, healthcare, and supply chain, where efficiency, precision, and agility are
crucial. It is crucial to carefully address the ethical issues surrounding data privacy,
bias, transparency, and the impact on the workforce through responsible design and
governance. The successful deployment of Al-driven RPA fundamentally depends on
aligning technological progress with ethical considerations, ensuring that automation
enhances human potential rather than replacing it.
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Chapter7

Artificial Neural Networks in
Industrial Logistics and Supply
Chain Optimization

Jassem Wannassi, Chama Mabrouk, Nicole Jaffrezic-Renault
and Houcine Barhoumi

Abstract

Artificial neural networks (ANN) offer data-driven solutions to enhance efficiency,
reduce costs, and improve decision-making in industrial logistics and supply chains.
This chapter examines ANN applications in three key areas: warehouse management,
demand forecasting, and supply chain route optimization. In warehouses, ANN sup-
ports inventory control, space utilization, and automation. For demand forecasting, it
analyzes historical data and market trends to predict fluctuations accurately, minimiz-
ing stock-related risks. In route optimization, ANN dynamically adjusts transportation
paths using real-time data like traffic and weather. Compared to traditional methods,
ANN delivers greater adaptability and predictive accuracy. Despite challenges such as
data complexity, ongoing Al advancements are continuously improving ANN’s role in
logistics, driving smarter and more efficient operations.

Keywords: artificial neural networks (ANN), industrial logistics, supply chain
optimization, warehouse management, demand forecasting, route optimization,
machine learning in logistics

1. Introduction

In today’s fast-paced industrial landscape, logistics and supply chain management
are essential for ensuring efficiency, cost-effectiveness, and customer satisfaction [1-3].
As global supply networks grow more complex and dynamic, traditional optimization
methods often fall short in managing large-scale, uncertain environments. Artificial
neural networks (ANN), inspired by the human brain, offer a robust alternative by iden-
tifying patterns, learning from historical data, and making accurate, real-time predic-
tions [4]. These capabilities make ANN particularly effective in areas such as warehouse
management, demand forecasting, and route optimization [5-8]. By leveraging ANN,
companies can improve inventory control, forecast demand more precisely, and optimize
transportation, ultimately enhancing operational efficiency and reducing costs [9, 10].

This chapter explores the application of ANN in industrial logistics, focusing on
how it transforms warehouse operations, refines demand forecasting, and optimizes
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supply chain routes. We will examine the advantages of ANN over traditional
approaches, discuss real-world applications, and highlight emerging trends and
challenges in ANN-driven supply chain management. As Al and machine learning
continue to evolve, ANN is poised to revolutionize logistics, enabling businesses to
operate smarter, faster and more efficiently in an increasingly competitive global
market.

2. Fundamentals of artificial neural networks (ANN)

Artificial neural networks (ANN) are computational models inspired by the
human brain’ structure, designed to recognize patterns, make predictions, and
optimize processes by learning from data (Figure 1) [11].

2.1 Basic structure of ANN

The basic structure of artificial neural network (ANN) is composed of three
primary layers: the input layer, hidden layers, and output layer [12]. The input layer
serves as the entry point for the data, where each input feature is fed into individual
neurons. These neurons are connected to the hidden layers, which are responsible for
processing and transforming the data using various activation functions. The hidden
layers consist of multiple neurons that are arranged in one or more layers, allowing
the network to learn complex patterns and representations of the data [13]. Finally,
the output layer produces the result, whether it has a classification label, regression
value, or any other desired outcome. The neurons within each layer are connected
through weighted links, where each weight determines the strength of the connection
between neurons. During the learning process, the network adjusts these weights
by minimizing the error in its predictions, using optimization algorithms like back-
propagation to refine the model’s performance based on the input-output mappings.
This iterative process enables ANNs to model intricate relationships within data,
making them highly effective for tasks such as pattern recognition, forecasting, and
decision-making [14].

ARTIFICIAL NEURAL
NETWORK

Figure 1.
Structure of an artificial neural network (ANN).
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2.2 Types of ANN models

Multilayer perceptron (MLP) is a neural network model commonly used for super-
vised learning tasks such as regression and classification, especially for structured
data analysis [15]. Convolutional neural networks (CNN), while primarily used for
image recognition, can be effectively adapted to logistics applications, such as iden-
tifying patterns in sensor data or visual cues in warehouse operations [16]. Recurrent
neural networks (RNN) are designed to handle sequential data, making them ideal for
tasks like time-series analysis, and are particularly useful for applications like demand
forecasting and route optimization in supply chain management. Long short-term
memory (LSTM) is a specialized type of RNN that excels in sequence prediction
tasks, making it especially valuable for accurate forecasting in supply chains [17].

2.3 Training ANN

The training process of artificial neural network (ANN) involves a method called
backpropagation, which is crucial for adjusting the network’s parameters [18]. During
backpropagation, the difference between the predicted output and the actual output
(also known as the error) is calculated. This error is then propagated backward
through the network, layer by layer, to adjust the weights of the neurons [19]. The
adjustment is performed using optimization algorithms, with gradient descent being
one of the most commonly used methods. Gradient descent calculates the gradient (or
slope) of the error with respect to each weight and updates the weights in the opposite
direction of the gradient to minimize the error [20].

Key hyper-parameters significantly influence the training dynamics and perfor-
mance of ANNs. For instance, the learning rate determines the size of the steps taken
during weight updates too high a value can lead to divergence, while too low can slow
convergence. The batch size, which defines the number of training samples used in
one forward/backward pass, also affects training stability and generalization. Smaller
batches may provide a regularizing effect but increase training time, whereas larger
batches can speed up training but risk overfitting.

To enhance generalization and avoid overfitting, which occurs when the model
learns noise instead of meaningful patterns, various regularization techniques are
employed. Dropout is a common approach where a fraction of the neurons is randomly
deactivated during training, forcing the network to learn redundant representations.
Early stopping is another effective strategy in which the training process is halted once
the performance on a validation set begins to degrade, indicating potential overfitting.
These techniques help improve the robustness and predictive accuracy of the model.

Through these mechanisms, ANNs learn complex patterns and relationships
within the data, making them powerful tools for tasks such as classification, regres-
sion, and pattern recognition.

3. ANN in warehouse management

Warehouse management has undergone a significant transformation with the
integration of artificial neural networks (ANN), driving improvements in operational
efficiency, cost reduction, and optimal space utilization [21]. The ability of ANNSs to
learn from historical data and predict future trends has made them invaluable tools in
several key areas of warehouse management.
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3.1 Warehouse layout optimization

ANN models can analyze demand patterns to predict the most efficient warehouse
layouts, minimizing the distance workers or robotic systems must travel to retrieve
goods. By optimizing the positioning of high-demand products closer to picking
areas, these systems can drastically reduce retrieval times, leading to faster order
processing and improved throughput.

3.2 Inventory management

Through the power of predictive analytics, ANNs can forecast the demand for
various products with remarkable accuracy. This enables companies to implement
just-in-time inventory practices, ensuring that products are available when needed
without the burden of overstocking. The precise demand predictions reduce the likeli-
hood of stockouts, prevent excess storage costs, and enhance overall supply chain
efficiency.

3.3 Automated picking and sorting

In automated warehouses, ANN-based systems play a critical role in optimizing
picking routes for robotic systems. By recognizing patterns in incoming orders, the
system can prioritize items more effectively and sort goods faster. This reduces human
error, minimizes delays, and boosts throughput, making the entire process smoother
and more reliable.

3.4 Case study

A major retailer implemented an ANN-powered solution to optimize both ware-
house layout and inventory management. As a result, the company experienced a
20% reduction in order fulfillment time and a 15% reduction in operational costs. The
integration of ANN not only streamlined the workflow but also led to significant cost
savings and more efficient use of space. The integration of ANNs in warehouse man-
agement has proven to be a game changer, enhancing operational decision-making
and providing a more agile and responsive system for businesses.

4. ANN in demand forecasting

Accurate demand forecasting is crucial for effective supply chain management,
and artificial neural networks (ANN) have become a powerful tool in this process
[22]. By leveraging historical sales data, market trends, and external factors such as
economic indicators or weather patterns, ANNs can provide highly accurate predic-
tions of future demand, helping businesses make informed decisions and optimize
their operations.

4.1 Historical data analysis

ANNS s excel at learning from vast amounts of historical sales data. Unlike tra-
ditional forecasting models, which may overlook subtle relationships, ANNs can
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identify complex patterns, correlations, and hidden signals within the data. This
ability allows for more accurate predictions, ensuring businesses are better prepared
for future demand.

4.2 Handling seasonality and trends

One of the key strengths of ANNSs is their ability to adapt to both short-term
seasonal variations and long-term trends. They can effectively recognize cyclical
patterns, such as those occurring during holiday seasons, promotional events, or
weather-related fluctuations. This adaptability helps businesses anticipate demand
more accurately during peak periods, leading to optimized inventory management
and reduced operational costs.

4.3 Real-time forecasting

By incorporating real-time data streams, ANNSs can continuously adjust their fore-
casts to account for sudden shifts in consumer demand. Whether driven by economic
changes, market disruptions, or unanticipated events, ANNs can promptly integrate
new information and provide businesses with up-to-date demand forecasts, helping
them respond swiftly to changing conditions.

4.4 Reducing overstock and understock

Accurate demand forecasting directly impacts inventory management. By deliv-
ering precise predictions, ANNs help businesses minimize overstock, which incur
unnecessary storage costs, and avoid stockouts, which lead to lost sales and customer
dissatisfaction. This balance ensures that businesses maintain optimal inventory
levels while maximizing profitability.

4.5 Case study

A global e-commerce company integrated an ANN-based solution for demand
forecasting, resulting in a 30% improvement in forecasting accuracy. This
enhanced accuracy led to significant reductions in both inventory costs and cus-
tomer stockout complaints, demonstrating the tangible benefits of adopting ANN
for demand forecasting in supply chain management. By incorporating ANNs into
demand forecasting processes, businesses can not only streamline their supply
chains but also gain a competitive edge in today’s fast-paced and dynamic market
environment.

5. ANN in supply chain route optimization

Optimizing supply chain routes is essential for reducing delivery times and
operational costs, and artificial neural networks (ANN) have proven to be highly
effective in dynamically adjusting routes [23]. By taking into account a range of real-
time factors, such as traffic patterns, weather conditions, and logistical constraints,
ANNS help businesses streamline their transportation operations and improve overall
efficiency.
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5.1 Optimizing transportation routes

ANN models can process an extensive set of variables, including delivery time
windows, vehicle capacity, fuel consumption, and traffic conditions, to determine the
most efficient routes. By analyzing these factors, ANNs can reduce fuel costs, mini-
mize transit time, and improve fleet utilization. This enables companies to maximize
their resources while ensuring timely deliveries. Dynamic adjustments: Unlike
traditional route optimization methods, which typically rely on static data, ANNs
can make real-time adjustments based on live data inputs such as traffic updates,
road closures, or changing weather conditions. This flexibility ensures that routes
are continuously optimized, allowing for timely deliveries even in unpredictable or
challenging circumstances.

5.2 Cost and time efficiency

ANNS s are capable of optimizing both cost and time parameters simultaneously,
striking a balance between fast deliveries and minimizing transportation expenses.
For example, the system can prioritize routes that save time without significantly
increasing costs, ensuring the best trade-off between service quality and operational
efficiency. This dual focus on time and cost makes ANN-based route optimization a
highly effective tool for logistics managers.

5.3 Last-mile delivery optimization

Last-mile delivery is a critical component of urban logistics, directly influencing
customer satisfaction. ANNs can forecast high-demand areas, identify congested
routes, and suggest the most efficient paths for last-mile delivery. This helps reduce
delays, optimize delivery schedules, and improve the customer experience by ensur-
ing timely arrivals even in dense urban environments.

5.4 Case study

A major logistics company integrated ANN-based route optimization software into
its operations, resulting in a 25% reduction in delivery times and an 18% reduction in
fuel costs. These improvements demonstrated the substantial impact that ANN can
have on optimizing transportation routes and enhancing supply chain performance.
By leveraging the power of ANN, businesses can optimize their supply chain routes in
real time, improving both the speed and cost-effectiveness of deliveries while main-
taining high levels of customer satisfaction.

In modern supply chain management, optimizing transportation routes is crucial
for reducing costs, improving delivery efficiency, and ensuring customer satisfac-
tion. Traditional route optimization methods, such as mathematical modeling and
heuristic algorithms, struggle to handle the complexity and dynamic nature of
logistics networks. Artificial neural networks (ANNs) offer a powerful alternative by
leveraging machine learning to analyze large datasets, recognize patterns, and make
real-time decisions. By processing historical and real-time data, ANNs can predict
traffic conditions, optimize delivery schedules, and dynamically adjust routes based
on various constraints such as weather, demand fluctuations, and road conditions.
Table 1 summarizes the key aspects of ANN-based supply chain route optimization:
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Aspect Details

Objective Optimize supply chain routes by minimizing cost, time, and fuel consumption while
ensuring timely deliveries.

Key challenges Traffic congestion, dynamic demand, fuel efficiency, route unpredictability, weather
conditions.
ANN role Learns from historical data, predicts best routes, adapts to real-time conditions, and

enhances decision-making.

ANN architectures ¢ Feedforward neural networks (FNN): basic prediction of costs and times.

* Recurrent neural networks (RNN): time-series forecasting of traffic and
demand.

* Convolutional neural networks (CNN): geographic and route pattern
recognition.

¢ Deep reinforcement learning (DRL): Real-time adaptive routing.

181262

Applications Traffic forecasting

Dynamic route optimization

Real-time delivery scheduling

Predictive demand and load optimization

Fuel consumption reduction

Advantages Handles complex and nonlinear route data

Faster and more accurate decision-making

Adapts to real-time disruptions

Reduces operational costs

Challenges Requires large datasets for training

High computational power

Integration with IoT, GPS, and logistics systems

Risk of overfitting if not properly trained

Integration with IoT sensors for real-time data collection

technologies

GPS tracking for route monitoring

Cloud computing for large-scale data processing

Blockchain for secure logistics tracking

Table1.
ANN in supply chain route optimization.

6. Comparative analysis of ANN vs. traditional methods

Traditional methods of supply chain optimization, such as linear program-
ming, heuristic algorithms, and rule-based systems, often struggle to capture
the complexities of real-time data or adapt to rapidly changing conditions [24].
These methods typically rely on static rules and predefined models, limiting their
ability to respond dynamically to real-world fluctuations. In contrast, artificial
neural Networks (ANN) offer significant advantages in modern supply chain
management.
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6.1 Data handling

ANNS s excel in processing vast amounts of data with nonlinear relationships and
intricate patterns that traditional models may overlook. By recognizing and learning
from these complex data structures, ANNs can identify hidden insights and correla-
tions, leading to more accurate predictions and better decision-making in real-time
operations.

6.2 Adaptability

One of the major advantages of ANNs over traditional methods is their ability to
adapt to changing circumstances. ANNs can be trained continuously, allowing them
to adjust to shifts in demand, market trends, or supply chain disruptions. This makes
them particularly useful in dynamic environments where supply and demand are sub-
ject to constant fluctuations, providing businesses with a flexible tool to stay ahead of
changes.

6.3 Scalability

ANNS s are highly scalable and can efficiently handle increasing amounts of data
without sacrificing predictive accuracy. As supply chains grow and data volumes
expand, traditional methods often face limitations in processing power or complexity.

However, ANNs can accommodate large datasets and still maintain their perfor-
mance, making them ideal for complex, global supply chains that require real-time
optimization across multiple variables. Despite these benefits, ANNs are not without
challenges. The quality of input data is critical, as poor data quality can negatively
impact the model’s predictions. Additionally, training ANNs requires large datasets to
ensure accurate and reliable outcomes, which can be time-consuming and resource-
intensive. Another concern is the interpretability of ANN models, particularly in
high-stakes decision-making scenarios where stakeholders may need clear explana-
tions for how predictions are made. This “black box” nature of ANNSs can pose a
barrier to their full adoption in environments that demand transparency and account-
ability. In conclusion, while ANNs offer transformative potential for supply chain
optimization, careful consideration must be given to data quality, training require-
ments, and model interpretability to fully realize their capabilities.

When comparing artificial neural networks (ANN) with traditional methods, it is
essential to consider their strengths and limitations across various criteria. Traditional
methods, such as statistical models and rule-based approaches, have been widely used
due to their interpretability and efficiency. However, they often struggle with complex,
nonlinear relationships in data. On the other hand, ANNs excel in handling large datasets
and capturing intricate patterns through deep learning, though they require significant
computational resources and may lack transparency. Table 2 provides a comparative
analysis of ANN and traditional methods based on key performance factors.

Table 2 presents a comparative overview of artificial neural networks (ANN) and
traditional statistical or rule-based methods across various criteria. ANNs exhibit
high flexibility and accuracy in handling large, complex, and nonlinear datasets,
benefiting from autonomous learning and automatic feature extraction. However,
they require significant computational resources and large labeled datasets, and their
interpretability remains a challenge due to their black-box nature. In contrast, tradi-
tional methods are more interpretable and computationally efficient, often suitable
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Criteria

Artificial neural networks (ANN)

Traditional methods (statistical &
rule-based)

Learning approach

Data-driven, learns patterns

Based on predefined rules and statistical

autonomously models
Flexibility Highly adaptable to complex, Limited flexibility, better for structured
nonlinear problems problems
Accuracy Generally high for large datasets Can be high but depends on model selection
and assumptions
Interpretability Low (black-box nature) High (clear and explainable models)
Computational High, requires significant processing Lower, usually computationally efficient
cost power
Data requirements Requires large amounts of labeled Can work with smaller datasets
data
Feature Automatically learns features from Requires manual feature selection
engineering data
Generalization Strong with sufficient training data Can struggle with unseen scenarios
Robustness tonoise ~ Generally robust, especially deep May be sensitive to outliers and noise
networks
Real-time Can be slow without optimization Typically faster for small-scale problems
processing
Table 2.

Comparative analysis of artificial neural networks (ANN) and traditional methods.

for structured problems and smaller datasets, but they may struggle with complex
patterns, noise robustness, and generalization in dynamic environments.

7. Challenges and future trends in ANN for logistics

7.1 Data quality

For artificial neural networks (ANN) to perform optimally, high-quality, clean
data is essential. Any discrepancies, missing values, or inaccuracies in the data can
lead to poor model performance and unreliable predictions. As such, data cleaning
and preprocessing become crucial steps in ensuring that the model can effectively

learn from the input data. This process involves filtering out noise, correcting errors,
and filling gaps in the data, which ultimately improves the accuracy of ANN models.

7.2 Interpretability

One of the primary challenges of using artificial neural networks (ANNs) is
their lack of transparency in decision-making, often referred to as the “black-box”
nature of these models. Although ANNs can provide highly accurate predictions, the
reasoning behind their outputs is not always easily understood or explainable. This
poses a significant limitation, particularly in regulatory or high-stakes environments
where clear justifications for decisions are critical. To address this challenge, several
explainable AI (XAI) frameworks have been developed. Notably, Local Interpretable
Model-agnostic Explanations (LIME) and SHapley Additive exPlanations (SHAP)
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provide model-agnostic techniques for interpreting predictions by approximating the
contribution of each input feature. While these tools have shown promise in improv-
ing model interpretability, the development of inherently transparent neural archi-
tectures and domain-specific XAl solutions remains an active area of research.

7.3 Integration with IoT and blockchain

The integration of ANNs with emerging technologies such as the Internet of
Things (IoT) and blockchain presents exciting opportunities for enhancing supply
chain operations. IoT devices can provide real-time data from sensors, equipment,
and vehicles, feeding into ANN models to optimize logistics, predict maintenance
needs, and ensure timely deliveries. Meanwhile, blockchain technology can ensure
the integrity and security of the data being used by the ANN, providing transpar-
ency, reducing fraud, and enabling secure data sharing across different stakehold-
ers. Together, these technologies can significantly enhance supply chain visibility,
enabling more informed and agile decision-making.

7.4 Future research directions

As the field of supply chain optimization continues to evolve, the develop-
ment of more sophisticated ANN architectures is expected to play a major role
in advancing these systems. Techniques such as deep reinforcement learning
(DRL), which combines deep learning with reinforcement learning principles,
hold great promise in enabling supply chains to become more autonomous and
self-optimizing. By allowing models to learn optimal strategies through trial and
error, DRL can potentially improve decision-making in dynamic environments,
reducing human intervention and enabling supply chains to react quickly to
changes in demand, disruptions, or external factors. Future research is likely to
focus on refining these models, improving their scalability and addressing chal-
lenges related to interpretability and data integration. These emerging trends
and research directions offer exciting possibilities for the future of supply chain
management, where ANNs and advanced technologies can work together to create
smarter, more efficient and more responsive systems.

8. Conclusion

Artificial neural networks (ANNs) are revolutionizing the landscape of industrial
logistics and supply chain optimization by offering innovative solutions to challenges
that were once too complex for traditional methods. Their versatility and capacity
to process vast amounts of data, identify intricate patterns, and adapt to real-time
variables make them indispensable tools across various domains of supply chain
management. From optimizing warehouse layouts to accurately forecasting demand
and dynamically adjusting transportation routes, ANNs contribute to significant
improvements in operational efficiency, cost reduction, and customer service levels.
As the field of artificial intelligence continues to evolve, ANNs are expected to play an
increasingly critical role in shaping the future of logistics. Their ability to tackle com-
plex tasks, integrate with emerging technologies such as the Internet of Things (IoT)
and blockchain, and continuously improve through machine learning techniques
positions them to make supply chains smarter, more resilient, and more responsive
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to ever-changing market demands. In the coming years, the widespread adoption of
Al-powered systems will empower supply chain and logistics networks to achieve new
levels of optimization, flexibility, and sustainability enabling businesses to thrive in
an increasingly dynamic and competitive global economy.

In parallel, deep reinforcement learning (DRL) offers a powerful toolkit for
addressing complex and dynamic decision-making challenges in supply chain man-
agement. Although existing research has explored areas such as inventory control
and logistics optimization, much remains to be done to fully realize DRL’s potential
in real-world applications. To guide future work, we propose two concrete research
questions:

How can DRL be used to adaptively optimize inventory replenishment policies
under demand uncertainty and lead time variability in multi-echelon supply chains?

Can DRL agents trained on simulated environments generalize effectively to real-
world supply chain disruptions, such as supplier failures or transport delays, without
retraining?

Addressing these questions could significantly enhance the robustness, adapt-
ability, and practical relevance of DRL in supply chain systems, providing valuable
directions for both academic inquiry and industrial innovation.
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Chapter 8

Watermarking Al-Generated Text
for Auditing

Jiasi Weng, Ming Li and Jian Weng

Abstract

In recent years, artificial intelligence (AI)-generated text has advanced to the point
where it is nearly indistinguishable from human-written content, bringing significant
gains in efficiency and productivity. However, this progress has also caused a range of
ethical concerns, including the spread of misinformation and the risk of content plagia-
rism. As a result, distinguishing Al-generated text from human-authored content has
become a pressing issue for ensuring the responsible use and regulation of generative Al
technologies. While one solution involves training detection models to identify Al-
generated text, existing approaches often lack accuracy and are prone to false positives,
which can lead to confusion and unintended consequences. In contrast, watermarking
has emerged as a promising technique that embeds identifiable signals into Al-generated
content without compromising its quality. This chapter delves into watermark-based
methods for Al-generated text, involving statistical measures and cryptographic
methods, outlining their underlying principles, technical architectures, existing chal-
lenges, and potential future directions. It aims to serve as a foundational guide for
newcomers and a useful reference for researchers exploring this rapidly evolving field.

Keywords: Al-generated text, content plagiarism, watermarking, statistical measures,
cryptographic methods

1. Introduction

Large language models (LLMs) mark a paradigm shift in artificial intelligence
(AI)-powered text generation. LLMs can compose poetry, narratives, and even news
articles [1]. Their extraordinary capabilities arise from the Transformer architecture
[2] and self-attention mechanisms [3], which enable the model to capture deep lin-
guistic patterns and long-range dependencies. During training, LLMs learn not only
vocabulary and grammar but also worldwide knowledge, logical reasoning strategies,
and cultural context, and the result is grammatically immaculate, semantically coher-
ent, and finely tuned to its context. Such powerful LLMs already transform many
fields. In education, they can generate customized exercises and automate grading.
Software developers rely on them to translate natural language prompts into code,
accelerating prototyping and debugging. We are witnessing that LLMs fundamentally
redefine how we learn, create, and collaborate.

However, despite their positive impact, the misuse of LLMs leads to a crisis in the
authenticity of information, as demonstrated in Figure 1. A well-known online
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Figure 1.
Risks of LLMs misusing.

magazine, which wins the Hugo Award for Best Semi-Professional Magazine three
times, receives over 500 spam submissions in just 20 days, making up 38% of its total
submissions." Most of these were Al-generated. In China, two pieces of information
circulating online in 2023, “Hangzhou City Government will cancel traffic restric-
tions” and “Hangzhou will implement new housing market policies,” were both found
to be Al-generated fake news.” These real-life cases expose the crisis of information
distortion, which will undermine the foundational basis of our society. Moreover,
training future generations of LLMs with Al-generated datasets could potentially
poison their outputs [4].

In response to these issues, the United States, the European Union, and China have
introduced relevant laws and regulations aimed at managing Al-generated content in
a responsible direction. The United States, through Executive Order 14110 (2023),>
adopts a “standards-first” approach to synthetic content governance, requiring the
Department of Commerce to develop a comprehensive standards system within
240 days. This system will include measures for content authentication, traceability,
watermarking, and detection. The European Union’s Artificial Intelligence Act
(2024), Article 133,* incorporates cryptographic methods as key watermarking tech-
nologies and integrates compliance elements into broader regulatory frameworks.

In China, related regulations on Al-generated synthetic content enforce that service
providers implement technical identification methods without compromising

user experience and establish a comprehensive system for logging and evidence pres-
ervation. While the technological maturity of these regulations varies across countries,
all three incorporate watermarking as an important tool in their AI governance
strategies.

This chapter explores the role of watermarking techniques in Al-generated text to
ensure effective auditing and regulation. It reviews three key watermarking tech-
niques: Greenlist-based frameworks, Gumbel Softmax approaches, and cryptographic
methods. Each technique’s methodology is discussed to highlight the common princi-
ples and differences between them. Additionally, the chapter examines future

" https://observer.com/2023/02/science-fiction-magazine-clarkesworld-ban-submission-chatgpt/.
* https://www.jfdaily.com/wx/detail. do?id=584925.

* https://www.presidency.ucsb.edu/documents/executive-order-14110-safe-secure-and-
trustworthy-development-and-use-artificial.

* https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=0J:L,02401689.
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research directions in this field, building on the existing techniques to propose poten-
tial advancements.

2. Background

This section begins with the basic knowledge of language models and then intro-
duces the text watermarking techniques.

2.1 Language model basics

A language model (LM) is formally defined as an autoregressive model that pre-
dicts the next token in a sequence t = (t1,1,, ...,t,) by estimating conditional proba-
bilities over a vocabulary V. The vocabulary V consists of tokens ¢, where a token is
the minimum unit as the input and the output of the model.” Given the sequence of
tokens, the LM builds the joint probability via the autoregressive factorization:

Pr(t1,t5, ..., ty) = Pr(t1) - Pr(taft1) - ... - Pr(t,lts, oo stn1)- 1)

The conditional probability Pr(z;t ;) is parameterized by a neural network com-
posed of layer-by-layer transformations. Each layer processes the input sequence ¢ ;
through functions (e.g., self-attention and feed-forward networks) to iteratively
refine hidden representations. These layers enforce causal dependencies: for position
i, the model only accesses tokens at positions j < i, achieved via masking in architec-
tures like transformers. The final layer outputs a logit vector over V, normalized via a
softmax function to produce Pr(t;t ;). The model is trained to maximize the likeli-
hood of observed token sequences under this factorization.

After obtaining the probability distribution over the vocabulary, a specific sam-
pling strategy is adopted to choose the next token. Common sampling strategies
include greedy sampling and random sampling. Among them, greedy sampling can be
classified into greedy search and beam search. In greedy search, the token with the
highest probability is selected at each step, which is efficient but may lead to
suboptimal results due to its inability to consider future consequences. Beam search,
on the other hand, keeps track of multiple candidate sequences simultaneously by
maintaining a fixed number of top-scoring sequences at each generation step. This
approach allows for a more balanced exploration of the search space, potentially
yielding more coherent and higher-quality generated text by considering broader
contextual information.

2.2 Text watermarking

Text watermarking is an old technique for inserting information in a given docu-
ment or protecting copyright, starting in 1997 [5]. Text watermarking algorithms
basically include two functions: watermarking »V and detection D.

The watermarking function )V takes as input a text tm and a watermarking mes-
sage wm, and outputs a text inserted with the watermark tw, denoted as

tw — W(tm,wm).

* That can refer to https://platform.openai.com/tokenizer.
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Specifically, the generated watermark message tw can either be a completely new
message distinct from tm, or it can be a semantically similar message to tm, with
changes in its form. Note that wm can be either a zero-bit or a multi-bit value, used to
indicate whether a given message is watermarked or to insert a multi-bit message into
the original message.

The detection function D extracts the watermark message from a given message or
outputs L to indicate the absence of a watermark, as denoted by

wm/L — D(m).

3. A generic framework in Al-generated text watermarking

Standing on top of the previously introduced language model basics, we
are ready to introduce the watermarking phase and the detection phase in the
field of watermarking Al-generated text. Such a two-phase workflow is depicted
in Figure 2.

3.1 Watermarking phase

The key insight is that a model owner embeds a signal into the generated text using
a secret watermarking key, wk. This key is typically derived from the previously
generated tokens before producing the next token. To ensure that wk is both
unpredictable and random—while still being deterministically reproducible—existing
approaches employ a pseudorandom number generator (PRG). The PRG takes a secret
seed and the prior tokens as inputs to output a fresh wk at each token generation step,
which is then embedded as the watermarking signal into the subsequent text. Conse-
quently, as long as the watermarking key remains secret, the watermarked text is
indistinguishable from normally generated text. A stronger property, however, is
undetectability: the indistinguishability between watermarked text and the original text.

input prompt Watermark | Detect

How to write a good T’ How to write a good T’
!DZ';‘!'J 316 5067 261 1899 l_‘wZ‘J';’ 316 5067 261 1899 )
/./O‘\.\ {
10 LLM © : | :
P\ / i :
: .\..O_/. """""" 1**
L T e, 1 ______ I___l ..........
paper P 9
stor?/ pzr simplitig Detector
thesis [ !
amail 7 : output token Score/ o
... sofmaxprobabilty Decision
Figure 2.
Two-phase workflow.
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We emphasize the impact of wk on the text generation process. On the other hand,
we answer how the signal is embedded by highlighting the affected components in
Figure 2. To be specific, existing works either let wk impact the probability of gener-
ating specific tokens or bias the sampling strategy while keeping the overall probabil-
ity distribution unchanged.

3.2 Detection phase

Given a text comprised of multiple tokens, a detector equipped with the
watermarking key wk can determine whether the text was generated by Al,
regardless of the Al model used or the prompt provided. The detection algorithm
computes a statistical score to reveal the previously embedded signal. If the score
exceeds a predetermined threshold, the text is classified as Al-generated; otherwise,
it is not.

3.3 Al-generated text watermarking challenges

The challenges of Al-generated text watermarking often consider several proper-
ties, including text quality, robustness, correctness, efficiency, and coding rate. A
good Al-generated text watermarking algorithm usually needs to make a trade-off
between the properties.

* Quality: Quality refers to the ability of the watermarked text to preserve
readability and semantics, ensuring that the inserted watermark does not degrade
the text quality.

* Robustness: Robustness means how an inserted watermark is resistant to attacks,
such as paraphrasing and rephrasing.

* Correctness: Correctness refers to the accuracy of the watermark detection
process, which requires that the watermark is correctly detected or retrieved
from the text without a low error.

* Efficiency: Efficiency describes how computationally efficient the watermarking
process is, including both the watermarking and detection phases.

* Coding rate: Coding rate represents the amount of information embedded in a
watermarked message with respect to the original message. A higher coding rate
means more bits are embedded into the original message.

We are proceeding to discuss the trade-off relationships between quality and
robustness, quality and efficiency, as well as robustness and coding rate.

* Quality-robustness trade-off: There is often a trade-off between quality and
robustness [6, 7]. Ensuring high robustness naturally requires embedding more
detectable watermarking bits, which in turn may impact the text quality. If the
watermark is too strong, it may distort the text or make it read unnatural.
Therefore, achieving a balance between quality and robustness is crucial and not
easy. It is desirable that the watermark is strong so as to defend against various
attacks, while the text quality is maintained.
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* Quality-efficiency trade-off: Achieving high quality might require more complex
watermarking techniques, which could increase computational overhead. For
instance, more advanced methods like cryptography-based watermarking may
provide higher quality but require more computation. Thus, the text quality may
suffer if the goal is to maximize efficiency by simplifying the watermarking or
detection methods.

* Robustness and coding rate trade-off: Robustness tends to be higher with a lower
coding rate. A lower coding rate means fewer bits are embedded, but those bits
are more resilient to modification, as they are less likely to be affected by changes
in the text. But increasing the coding rate can make the watermark more
vulnerable to attacks, as the text may be more likely to undergo an attack that
alters the watermark. Consequently, robustness and coding rate are often
inversely related.

4, Statistical methods

The statistical methods emerge from two distinct research trajectories: Greenlist-
based watermarking frameworks and Gumbel softmax approaches. We begin with the
Greenlist-based watermarking framework [8].

4.1 Greenlist-based watermarking framework

Consider a language model with a vocabulary V and its size |V |. A token sequence
comprises both input and output components: ¢_,, ...,t_1 represents the p-length
prompt, while to, ...,¢r constitutes the corresponding (T + 1)-length model response.
To introduce the watermarking paradigm, we examine the generation process of
token ¢7 through the two-phase workflow:

» Watermarking phase: During token generation, a watermark key wk is
incorporated as a statistical signal. Initially, a pseudorandom number generator
(PRG) F takes a secret seed and the previous token ¢7_; as inputs to produce the
watermark key wk, that is, F(seed,tr_1) — wk. Alternatively, some approaches
consider the previous tokens within a sliding window of length w and select the
minimum value to serve as wk, formally expressed as
min{F (seed, 7 p—w), ..., F(seed,tr_1)} — wk. Using wk, the vocabulary V is
randomly partitioned into two subsets: a green list V% and a red list V\V%*. To
control the size of the green list, a real-valued parameter y € (0, 1) is adopted
(e.g., v = 0.5), so that ng contains y|V/| tokens. At each token generation step,
the language model produces a score for each token in V at the output layer,
denoted by the logit logit,(v) for » € V. The logits are then modified by adding an
integer bias & to the tokens in the green list. Specifically, the adjusted logit for
each token is given by

logit}(v) = logit,(v) + 8- 1(v € V¥F),

where 1(v € V%) is the indicator function that equals 1if v is in V% and 0 otherwise.
This modification increases the probability that a green list token is selected after the
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softmax operation. Note that § can be adjusted to balance the watermark strength and
the quality of text generation. Consequently, the original probability distribution D
over V is noticeably modified in association with the watermark key wk. However, the
expected value remains unchanged, meaning that on average, watermarking does not
alter the overall token distribution when averaged over all watermarking keys used for
text generation.

* Detection phase: Watermark detection for a suspicious text is performed using a
statistical test that relies solely on the secret seed and the PRG for generating
watermarking keys, without needing access to the language model. We define the
suspicious text is Y:=(to, ... ,t7—1,t7,t7+15 ... » tn) With # tokens. To begin with, the
PRG reproduces the watermark key and recovers the green list with respect to
each token generation step. Then, the text Y is tokenized and the number of
tokens that belong to the corresponding green list is computed. If this count
exceeds a pre-defined threshold, the text is deemed watermarked. More formally,
let the null hypothesis be % : Y is natural text without watermarking, and the
alternative hypothesis be % : Y is generated with the influence of green lists. An
one-proportion z-test is then used to test #y by computing

_ vlg—rn

Vid=ym’

where

n

vlc = Z l(tieng).

i=1

It is the total number of tokens belonging to the green list. Given a threshold 7, if
2G> 1, then % is rejected, indicating that Y is watermarked; otherwise, Y is not
watermarked. In particular, when considering a False Positive Rate (FPR) is 3 x
107>, 7 set to 4.

Subsequent researches [9, 10] have focused on enhancing the robustness of
watermarking techniques. For instance, the watermarked text may be rewritten,
paraphrased, or blended with newly generated human content, posing challenges for
reliable detection.

The watermarking mechanism (also referred as zero-bit watermarking) presented
above is useful for determining whether a given text comes from one specific LM or
not, but cannot be used to trace the source of the text among multiple LLMs and multiple
users. For satisfying the requirements, multi-bit watermarking is studied for embed-
ding multi-bit information in the watermark. We next review three state-off-the-art
approaches, starting from Kirchenbauer et al.’s basic idea.

* Balance-marking method: Building on Kirchenbauer et al.’s random vocabulary
partitioning, Wang et al. [11] devise a so-called Balance-Marking mechanism,
which employs a proxy language model to achieve a probability-balanced
partition. This approach effectively maintains high text quality while embedding
multi-bit information into the generated text.

* Multi-bit watermark via position allocation (MPAC): Yoo et al. [12] extend the
zero-bit watermarking technique based on the Greenlist method to support
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multi-bit watermarking by assigning newly generated tokens to specific message
positions. Unlike previous approaches, MPAC partitions the vocabulary
randomly into several available color lists. First, MPAC generates a random seed
from the preceding tokens, then randomly selects a position within the message
for embedding. Subsequently, the content of the message at that position
determines which color list to add the bias 6. Note that in this context, the
message content is represented as an integer.

* Multi-bit watermark via balanced segment: Due to the skewed frequency
distribution of natural language tokens, Yoo et al.’s method may result in uneven
token assignments per message bit; in some cases, a bit position may even receive
no tokens, leading to potential errors during message extraction. To address this
imbalance, Qu et al. [13] partition the entire message into several multi-bit
segments fewer in number than in Yoo et al.s approach. Each multi-bit segment
is then embedded into a token, enabling that token to simultaneously carry all bit
positions of the corresponding segment. This strategy yields a more balanced
token assignment for the message.

4.2 Gumbel Softmax approaches

Different from the previously discussed approaches that modify the text distribu-
tion of large language models (LLMs), Gumbel Softmax-based methods [14-16] focus
on modifying the sampling strategy used by LLMs. We here mainly introduce the idea
of Aaronson’s work.

In the watermarking phase, the scheme selects tokens from a probability distribu-
tion at each position by maximizing a particular quantity value. Given the prompt

t_p, ...,t_1 and the probability distribution D = (p%), s plovl) , the scheme chooses the

next token ¢y from the distribution D, while embedding a secret signal within the
process. This secret signal is represented by a secret vector sq € [0,1]'"! generated by a
pseudorandom function with a secret key, denoted by sg, < F (seed, tp—ws sl 1, to),
where v €V, and 5o, is an element of sg. With the secret signal sg and the probability
distribution D, the next token ¢, at position 0 is then chosen by considering the
maximum value of 53{5% , effectively embedding the secret signal.

In the detection phase, a score is calculated by the formula:

u 1
Z lnl—si'

i=1

If the resulting score is higher than an expected threshold, it indicates the presence of
the watermark.
5. Cryptographic approaches

This line of approaches originates from the work of Christ et al. [17], who are
motivated by the limitations of Greenlist-based watermarking methods. Specifically,

6
https://www. scottaaronson.com/talks/neurocrypt.pptx.
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Figure 3.
The process of text generation.

these methods require significant alterations to the distribution of model-generated
text in order to embed a watermark, which inevitably compromises text quality. As a
result, Christ et al. focused on studying undetectable watermarks with the goal of
preserving text quality. Unlike previous works that change text distribution,
undetectable watermarks make efforts to change sampling strategies (refer to the
watermark phase in Figure 3) by introducing enough randomness. Subsequent
researches [18-20] then replace this randomness with pseudorandom error-correcting
codes (PRCs) to enhance the robustness of the watermark while maintaining text
quality.

5.1 Undetectable watermarks

To start with, Christ et al. define three key cryptographic requirements for
watermarking Al-generated text: (a) Undetectability. It should be computationally
difficult to distinguish between a watermarked model and an original one. (b) Com-
pleteness. 1f the text generation process by a watermarked model incorporates suffi-
cient randomness, related to the empirical entropy of the text, a secret key exists that
enables efficient detection, even when only a continuous substring of the text is
provided. (c) Soundness. If the text generation process is independent of the secret
key, the probability of identifying the text as watermarked should be negligible [17].

Formally, a group of algorithms (Setup, Wat, Detect) is defined as follows: Setup is
a setup algorithm, taking as input a security parameter and outputs a secret key. Wat
is a watermarking algorithm with randomness, taking as inputs the secret key and a
prompt, and generating a token. Detect is a watermark detection algorithm by taking
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as inputs the secret key and a sequence of tokens, and outputting true or false. The
concrete construction of these algorithms begins by representing the text as binary
strings. For example, assume that the size of a model’s vocabulary set is |V |; each

token is represented as a unique string in {0, 1} gVl The key idea is to use a uniform
random number sequence to embed the watermark without altering the original
model’s output distribution. The output distribution of the watermarked model
remains consistent with the original model. The uniform random number sequence
serves two functions: first, it determines the token output, ensuring that the output is
tied to the watermark; second, it is used by the detection algorithm to compute a score
that helps identify the watermark.

The concrete construction of the algorithms is outlined as follows:

* Setup(1*) : The setup algorithm outputs a secret key, represented by a uniform
random number sequence s = sy, ...,S;, where is the maximum length of model-
generated text, and s;¢ | is randomly selected real number in the interval [0, 1].
Note that the secret key is referred to wk in the watermark phase of Figure 2.

* Wat: It uses the secret key s to decide the value of each text bit x;,j € [¢]. If 5; is not
larger than pj(l), the probability of the token being 1, x; = 1; otherwise, x; = 0.

* Detect: The detection algorithm computes a score for each bit, following the rule:
— 1 5fx =1: i . 5) = 1 i
score(x;,5)) = In o if x; = 1; otherwise, score(x;,s;) = In et Then, for a given
t-length text, the sum of the scores with respect to the text bits is s_score =

> i score (x;,5;).

As a result, a watermarked text can be detected with high likelihood, as the
expected value of s_score for a watermarked text will show a noticeable difference
compared to that of a non-watermarked text.

5.2 PRC-based work

In order to build a robust and quality-lossless watermark, Christ et al. [18] focus on
designing PRCs that have two crucial properties:

* Pseudorandomness. An adversary finds it difficult to distinguish a truly random
string from an encoding string without a secret key.

* Robustness. Given an encoding string of any message, the corrupted version of the
encoding string can be successfully decoded only if the number of corrupted bits
does not exceed a pre-defined threshold.

To start with, a secret-key PRC scheme consists of three algorithms: KeyGen,
Encode, and Decode. The KeyGen algorithm takes a security parameter 4 as input and
outputs a secret key. Notably, this secret key serves as the seed during the
watermarking phase, as illustrated in Figure 2. The Encode algorithm takes the secret
key and a message as inputs, generating an encoding string that is used as wk in
Figure 2. Finally, the Decode algorithm takes a codeword as input and returns the
original message after decoding. To watermark Al-generated text, the watermarking
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phase uses the secret key to generate an encoding string that matches the length of the
Al-generated text. This encoding string is then employed to bias the sampling process
of the original model’s output distribution during the generation of each token. The
sampling bias is guided by the encoding string, ensuring that the final generated text
contains a watermark, while still appearing as naturally generated text. In the detec-
tion phase, the secret key is used to decode the given text and verify whether the
features of the encoding string are present.

Building on this line of research, subsequent studies have focused on designing
new PRCs with improved properties [19, 20], enabling watermarks to be publicly
detectable [21], traceable [22], or more robust [23, 24]. Recent advancements enhance
detection by incorporating fine-grained attributes, allowing detection through the use
of specialized detectors [25].

6. Future research directions

Building on existing work, we summarize the limitations and propose several
future research directions in Al-generated text watermarking. Firstly, we note that
current watermarking methods for Al-generated text are primarily designed from the
perspective of the trainer or the owner of LLMs. Specifically, existing approaches
embed watermarks during the inference phase, relying on knowledge of the LLM’s
vocabulary or the sampling algorithm. However, no watermarking algorithms have
been developed from the viewpoint of regulators or supervisors who may need to
monitor and verify Al-generated content. Secondly, most existing methods focus on
watermarking text generated by a single LLM, without considering the complexities
that arise when multiple LLMs interact. This oversight presents challenges when
trying to track the origin of content generated through the collaboration or sequence
of multiple models. Thirdly, multi-bit watermarking algorithms face potential privacy
and compliance risks, as they often embed a unique user identifier in the generated
text. This allows for traceability of the content back to a specific user. However, in
many cases, users’ query text and personal identity are sensitive information, and they
may not wish to have this information exposed. The risk of violating privacy and
compliance regulations underscores the need for more secure and anonymous
watermarking solutions.

* Direction 1: How to embed a watermark into an open-source model? Consider a
scenario where an employee queries a publicly accessible model using trade-
secret prompts to obtain responses for convenience. Later, the employer receives
these responses and suspects their authenticity, questioning whether they were
generated by an LLM. In this case, a watermarking algorithm could provide a
solution. This algorithm would allow the employer to embed a unique mark
within the trade-secret prompts before they are submitted by the employee. If
the response is generated by the LLM based on the watermarked prompts, the
employer could extract the mark from the output, thus confirming the
authenticity of the response. This embedded mark could also be uniquely linked
to the employee, enabling traceability and ensuring that the responses can be
linked back to the specific user or query.

* Direction 2: How to identify a watermark text generated acvoss multiple models? It is
easy to understand that a text is generated through a sequence of multiple
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models. For example, one model may generate the initial text, and then another
model might rewrite or refine it. Unfortunately, current watermarking
techniques fail to distinguish the contribution of each model in this process. One
potential solution is to implement hierarchical watermark encoding, where each
model’s processing step embeds a unique watermark, allowing for the
identification of the contribution made by each model in the generation process.

* Direction 3: How to implement privacy-preserving multi-bit watermarking, while
enabling traceability? Existing watermarking algorithms may encode sensitive
information, such as user identities or session IDs, which raises concerns
regarding privacy compliance. To address this, it is possible to use cryptographic
methods that can prove a text was generated by a specific model, without
revealing any personally identifiable information about the user. This approach
could allow for traceability while maintaining privacy and complying with
relevant data protection regulations.

7. Conclusions

This chapter reviews previous efforts in Al-generated text watermarking and
highlights several key research directions. We advocate for advancing watermarking
research to empower stakeholders, such as regulators, content platforms, and end-
users, to trace whether content was generated by a machine or a human. This capa-
bility will help prevent the malicious use of AI and promote the responsible and
beneficial deployment of AI technologies for good.
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