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Aims and Scope of the Series

The social sciences, as a form of scientific knowledge anchored on epistemologi-
cal foundations, theories, and specific methodologies, both in their fundamental
and applied dimensions, are paramount for understanding and, consequently,
developing instruments that contribute to improving social and environmental
living conditions. This Social Sciences book series, based on the concept of the
social sciences as key elements in the promotion of scientific knowledge and its
inherent consequences, has as its primary goal to be a space for the dissemination
of relevant information on various objects of study, aimed at specialists, students,
policymakers, and others interested in the challenges facing humanity. Thus, the
aim is to promote scientific progress through the sound and rigorous dissemina-
tion of studies that, from the perspective of the social sciences, either through a
specialised disciplinary approach or through interdisciplinary perspectives, foster
a deeper understanding of the objects under analysis, clarifying the issues ad-
dressed and their implications.
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Preface

Current criminological studies are being fundamentally altered by technological
innovation, global migration, and intricate methods of underground oversight.
Criminology - Understanding Crime, Criminality, and Justice in a Changing World
brings together researchers from diverse fields to examine evolving criminal
landscapes and the interface between sociological studies of crime and forensic
science. This work is organized to transition readers from large-scale social systems
to the digital and infinitesimal front lines of modern-day enforcement. The book
starts by exploring the assimilation of group violence as a type of non-traditional
authority in neglected urban zones. Shifting its focus to the digital sphere, the
book evaluates how big data, Al, and the attention-based economy serve as dual-
purpose assets that modify the foundations for criminal activity and surveillance.
As criminal activities migrate across platforms, this book offers a precise theoretical
framework to distinguish digital offenses from conventional organized crime.

Furthermore, the focus shifts to the application of justice, examining the evolution of
electronic evidence and the complex legal nuances of medical negligence in clinical
forensic science. The book concludes with sophisticated forensic field techniques,
showing how global standards apply diverse investigative approaches to interpret
symbolic meanings in intricate body-hiding scenarios. Ultimately, this work
highlights that addressing the evolving nature of contemporary criminal activity
demands a unified and situational blend of criminological concepts, digital
proficiency, and principled forensic practices.

Kamil Hakan Dogan

Department of Forensic Medicine,
Selcuk University Faculty of Medicine,
Konya, Tiirkiye






Chapter 1

Adaptive Violence: Community
Embeddedness and the Limits of
Suppression Across Caribbean and
North American Contexts

Damian Hutchinson

Abstract

This chapter advances the concept of adaptive violence to explain why suppression-
based strategies often fail to produce durable reductions in community violence.
Drawing on comparative analysis across Caribbean and North American urban
contexts, it conceptualizes violence as socially embedded and territorially organized,
capable of reconfiguring in response to enforcement pressure. Using Jamaica and
Trinidad and Tobago as primary Caribbean cases, alongside selected North American
cities including Chicago, the chapter demonstrates how community embeddedness
shapes both the resilience of violent systems and the limits of enforcement-led
interventions. While intensified policing and emergency powers may reduce visible
manifestations of violence, such approaches frequently generate fragmentation,
displacement, and tactical adaptation rather than long-term transformation. The
analysis argues that sustainable reductions are more likely when enforcement
strategies are accompanied by shifts in community legitimacy, informal governance,
and local authority structures. By foregrounding the adaptive nature of violence, the
chapter challenges conventional suppression models and calls for integrated public
safety approaches that extend beyond enforcement to engage community-centered
mechanisms capable of reshaping the social conditions that sustain violence.

Keywords: adaptive violence, community embeddedness, suppression strategies,
informal governance, Caribbean violence, urban criminology, public safety policy

1. Introduction

Contemporary patterns of violence increasingly challenge conventional
criminological assumptions that frame violent behavior as episodic, irrational, or
primarily responsive to coercive control. Across diverse social contexts, violence
has demonstrated a capacity to persist, reorganize, and adapt in response to
intensified suppression, suggesting that enforcement-centric approaches alone are
insufficient for achieving durable reductions in harm [1]. This chapter advances the
concept of adaptive violence to describe forms of collective violence that are socially

1 IntechOpen



Criminology — Understanding Crime, Criminality, and Justice in a Changing World

embedded, territorially grounded, and capable of evolving in response to state
intervention rather than being eliminated by it.

Central to this analysis is the role of community embeddedness in shaping both
the durability of violent systems and the limits of suppression-based responses. In
certain contexts, violence is not merely tolerated by surrounding communities but is
interwoven with political history, social identity, and informal systems of
governance. Where violence becomes embedded within community structures and
legitimacy frameworks, state efforts to suppress it through policing or militarized
intervention may disrupt visible manifestations of violence without dismantling the
underlying social logic that sustains it [2]. Instead, such efforts often provoke
adaptive responses, including spatial displacement, organizational fragmentation,
and tactical innovation.

The Caribbean, and Jamaica in particular, offers a critical yet underutilized lens
through which to examine these dynamics. Historical patterns of political
mobilization and territorial control in Jamaica during the latter half of the twentieth
century produced violence-producing spaces in which collective violence was closely
aligned with partisan identity, community loyalty, and access to material and
symbolic resources. Unlike many North American urban contexts — where violence is
frequently driven by illicit markets and fragmented gang structures — Caribbean
political violence has historically involved broader forms of community participation
and social normalization. This distinction makes the Caribbean context analytically
valuable for understanding how violence acquires legitimacy, how communities
regulate it, and why suppression alone often fails to produce lasting change.

Using a comparative framework, this chapter examines adaptive violence across
Caribbean and North American contexts to illuminate both points of convergence
and divergence in how violent systems respond to suppression. While identity,
territoriality, and symbolic control emerge as common features across settings, the
degree of community embeddedness fundamentally shapes the effectiveness of state
interventions. By contrasting these contexts, the chapter argues that suppression-
oriented strategies are inherently limited when they fail to account for the historical,
social, and spatial conditions that enable violence to function as a form of informal
governance.

By situating violence within its broader social ecology, this chapter contributes to
criminological debates on crime control, legitimacy, and justice in a changing world.
It challenges universalized models of violence prevention and calls for context-
sensitive approaches that recognize violence not only as a criminal act but as a social
phenomenon shaped by history, community alignment, and adaptive capacity. In
doing so, the chapter seeks to extend criminological theory beyond narrow
enforcement paradigms and toward more sustainable, community-informed
responses to violence.

2. Conceptual framework: Adaptive violence, space, and community
embeddedness

Conventional criminological approaches often conceptualize violence as
a discrete behavioral outcome driven by individual pathology, criminal opportunity,
or rational choice. Within this framing, suppression-oriented responses — arrest,
incarceration, and militarized policing — are assumed to function as primary
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mechanisms of control. While such approaches may produce short-term reductions
in visible violence, they struggle to explain the persistence, recurrence, and
transformation of violence across time and space. This chapter advances an
alternative conceptual framework that treats violence as an adaptive social system,
shaped by community embeddedness, historical legitimacy, and spatial governance
rather than solely by deterrence.

2.1 Violence as an adaptive social system

Adaptive violence refers to forms of collective violence that reorganize in
response to social, political, and institutional pressures. Rather than diminishing
linearly under enforcement pressure, violence frequently changes its structure,
visibility, and modes of operation. Suppression may disrupt existing hierarchies,
displace violent actors, or temporarily reduce overt incidents, but it also generates
incentives for fragmentation, decentralization, and tactical innovation [3]. In this
sense, violence behaves less like an isolated criminal act and more like a resilient
social system capable of adjustment and survival [4].

Understanding violence as adaptive challenges the assumption that enforcement
intensity correlates directly with long-term reductions in harm [4]. Instead, adaptive
violence highlights how coercive interventions can unintentionally accelerate
volatility by dismantling centralized control structures, increasing uncertainty, and
pushing violence into less predictable forms. This perspective aligns with public
health and systems-based approaches that emphasize feedback loops, latency, and
unintended consequences over linear causality.

2.2 Violence-producing spaces and the social ecology of harm

Violence does not emerge randomly across urban environments. It is
concentrated within specific violence-producing spaces — geographic and social
contexts shaped by historical marginalization, political exclusion, and weakened
formal governance [5]. These spaces are not defined solely by poverty or density but
by the interaction between territory, identity, and authority. Within such
environments, violence often performs regulatory functions, including territorial
defense, dispute resolution, and the enforcement of informal norms.

Violence-producing spaces are sustained through social relationships and shared
histories that extend beyond individual perpetrators. Community members may not
actively participate in violence, yet their daily interactions, silences, and survival
strategies can inadvertently reinforce violent systems. This embeddedness complicates
suppression-based responses, as enforcement actions targeting individuals or groups
fail to address the broader social ecology that enables violence to regenerate.

2.3 Community embeddedness and legitimacy

Community embeddedness refers to the degree to which violent actors and
practices are integrated into local social structures and legitimacy frameworks. Where
violence is embedded, it derives authority not only from coercion but also from
perceived utility, protection, or representation within the community. Legitimacy in
this context is relational rather than legal, rooted in historical alignments, political
identity, and the absence or unreliability of state institutions [6].



Criminology — Understanding Crime, Criminality, and Justice in a Changing World

The degree of embeddedness fundamentally shapes the effectiveness of
suppression. In contexts where violence lacks community legitimacy, enforcement
may rapidly incapacitate actors and disrupt networks. Conversely, where violence
functions as a form of informal governance, suppression tends to produce
displacement and adaptation rather than resolution. Durable reductions in violence
occur not when force overwhelms violent actors but when legitimacy shifts — when
communities withdraw consent, redefine norms, and reassert non-violent forms of
regulation.

2.4 Suppression as a limited and context-dependent tool

Within this framework, suppression is not dismissed outright but is reclassified
as a context-dependent and limited intervention. Suppression can provide short-
term stabilization, reduce immediate harm, and create windows for intervention.
However, when treated as a primary strategy rather than a supporting measure, it
fails to address the social foundations of violence and may entrench adaptive
cycles.

Empirical evidence from the Caribbean demonstrates that suppression-oriented
strategies function most effectively as temporary relief mechanisms rather than as
drivers of long-term transformation. In the absence of parallel efforts to rebuild
community governance, address social norms, and create legitimate pathways for
identity and economic participation, suppression alters the form of violence without
dismantling its underlying logic.

2.5 Implications for comparative analysis

This conceptual framework provides the basis for comparative analysis across
contexts. While adaptive violence, spatial concentration, and legitimacy dynamics
are present in both Caribbean and North American urban settings, their relative
configurations differ significantly. The degree of community embeddedness,
historical political alignment, and informal governance shape how violence responds
to suppression and why similar enforcement strategies yield divergent outcomes.

By foregrounding adaptation, space, and legitimacy, this framework moves
beyond universalized models of violence control and toward a context-sensitive
criminology. It allows violence to be understood not only as a problem of crime but
as a social process embedded within communities and shaped by history,
governance, and collective action. This perspective is essential for explaining the
limits of suppression and for designing interventions capable of producing
sustainable reductions in harm.

3. Methods and analytical approach

This chapter employs a qualitative, comparative analytical approach to examine
the adaptive nature of community violence and the limits of suppression-based
interventions across different socio-political contexts. The analysis is grounded in
comparative historical interpretation, supported by secondary empirical sources,
policy analyses, and long-term programmatic documentation related to community
violence intervention and prevention efforts.



Adaptive Violence: Community Embeddedness and the Limits of Suppression Across Caribbean...
DOI: http://dx.doi.org/10.5772/intechopen.1015413

The comparative framework focuses primarily on the Caribbean - particularly
Jamaica - as an analytically productive case through which to interrogate dominant
criminological assumptions about violence, legitimacy, and control. The Caribbean
context is not treated as an exceptional or peripheral case but rather as a setting in
which the dynamics of community embeddedness, political history, and violence
adaptation are especially visible. These dynamics are then contrasted with patterns
more commonly observed in North American urban contexts, where violence is
often more fragmented, market-driven, and less overtly embedded in collective
community identity.

Empirically, the chapter draws on three categories of material. First, it engages
established criminological, sociological, and public health literature on violence,
suppression, and social ecology to situate the analysis within broader theoretical
debates. Second, it utilizes secondary data sources, including crime trends, policy
evaluations, and historical accounts, to contextualize shifts in violence patterns over
time. Third, the analysis is informed by longitudinal programmatic documentation,
including internal evaluations, implementation reports, and policy analyses,
produced through sustained community-based violence intervention initiatives in
Jamaica. This approach provides insight into the evolution of violence-producing
spaces, community responses, and state intervention outcomes over extended
periods.

These programmatic materials are treated as secondary empirical sources rather
than as narrative or autobiographical accounts. Their analytical value lies in their
capacity to illuminate patterns of violence, adaptation, displacement, fragmentation,
and legitimacy formation that are difficult to capture through short-term studies or
enforcement-centered datasets alone. In particular, they provide evidence of how
violence reorganizes in response to suppression, how community participation
shapes the durability of violent systems, and how peace-building efforts succeed or
fail depending on the extent of broader community engagement.

The analytical strategy is interpretive rather than causal. The chapter does not
seek to establish linear cause-and-effect relationships between specific interventions
and crime outcomes. Instead, it examines how violence operates as a socially
embedded and adaptive system, shaped by historical legacies, spatial organization,
and relationships between communities and the state. Attention is given to shifts in
the organization of violence — from centralized forms of control to fragmented and
decentralized structures — and to the implications of these shifts for suppression-
oriented policy responses.

Several limitations of this approach should be acknowledged. The chapter relies
on secondary and programmatic sources rather than original quantitative data
collection, and its comparative scope necessarily abstracts from local variation
within both Caribbean and North American contexts. However, this approach allows
for a level of historical and contextual depth that is often absent from narrowly
focused empirical studies. By foregrounding adaptation, legitimacy, and community
embeddedness, the chapter seeks to contribute analytically to criminological debates
on violence and justice in a changing world, rather than offer prescriptive or
universally generalizable policy solutions.

Caribbean context: Political violence, community embeddedness, and adaptation
patterns of violence in the Caribbean, and Jamaica in particular, cannot be
adequately understood without reference to their historical roots in political
mobilization, spatial control, and community alignment. From the 1970s through the
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1990s, violence in many urban communities in Kingston and other population
centers was closely linked to partisan competition, territorial demarcation, and
access to state resources. During this period, violence-producing spaces emerged not
as isolated criminal enclaves but as politically embedded communities in which
coercion, loyalty, and identity were mutually reinforcing.

Political affiliation functioned as a primary organizing principle of violence.
Community boundaries were marked symbolically through party colors, murals, and
public displays of allegiance, transforming geographic space into politicized
territory. Violence served both defensive and regulatory purposes, enforcing
territorial boundaries and deterring rival incursions while simultaneously mediating
relationships between communities and political elites. In this context, violent actors
often derived legitimacy not solely from their capacity for coercion but from their
perceived role as protectors, brokers, and enforcers within a broader system of
political patronage.

As formal political violence declined toward the late 1990s, these violence-
producing spaces did not disappear. Rather, they underwent a process of adaptation.
The weakening of overt partisan control coincided with the rise of illicit economies,
shifts in leadership structures, and changing relationships between communities and
the state. Centralized systems of control — often associated with dominant
community figures — fragmented into smaller, decentralized groups operating at the
level of streets, corners, and micro-territories. This transition marked a shift from
ideologically framed political violence toward more localized, turf-based forms of
armed control.

Crucially, this transformation did not sever the relationship between violence and
community embeddedness. Instead, it reconfigured it. Violence remained socially
regulated, even as its organizational form changed. Armed actors continued to draw
protection, information, and legitimacy from segments of the community, while
communities retained informal mechanisms for constraining excesses, negotiating
truces, and mediating disputes. Violence thus persisted not as an external imposition
upon communities but as a system partially sustained through social relationships,
shared histories, and collective memory.

State responses during this period were overwhelmingly suppression-oriented,
relying on intensified policing, militarized interventions, and targeted enforcement
operations. While such interventions frequently produced short-term reductions in
visible violence, they also generated predictable adaptive responses. Armed actors
displaced geographically, reorganized internally, or temporarily withdrew from
overt activity, only to re-emerge under altered conditions. Suppression disrupted
established hierarchies, often accelerating fragmentation and increasing volatility
rather than dismantling the underlying social foundations of violence.

Evidence from sustained community violence intervention initiatives in Jamaica
illustrates these dynamics with particular clarity. Periods of aggressive enforcement
were frequently followed by apparent lulls in violence, which masked the
accumulation of latent conflict. Weapons were hidden rather than surrendered,
grievances remained unresolved, and informal authority structures persisted
beneath the surface. When violence resurfaced, it often did so in less predictable and
more diffuse forms, complicating subsequent intervention efforts and undermining
public trust in state institutions.

At the same time, these initiatives demonstrated that violence was most
effectively reduced when legitimacy shifted at the community level, rather than
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when coercion intensified. Interventions that engaged entire communities — rather
than focusing exclusively on armed actors — were more likely to produce durable
reductions in violence. This was particularly evident in contexts where community
members actively participated in redefining norms, delegitimizing violent authority,
and reasserting non-violent forms of regulation. Where such shifts occurred,
violence lost its social anchoring, rendering it less resilient to suppression.

The Jamaican case thus illustrates a central argument of this chapter: the
effectiveness of suppression is fundamentally conditioned by the degree of
community embeddedness of violence. Where violence functions as a form of
informal governance - regulating space, identity, and access to resources — state
efforts to eliminate it through force alone are inherently limited. Suppression may
alter the outward expression of violence, but without corresponding changes in
legitimacy and community alignment, it is unlikely to produce lasting
transformation.

This Caribbean experience provides a critical comparative baseline for
understanding violence in other contexts. It highlights how historical trajectories of
political mobilization shape contemporary violence-producing spaces and how
adaptive responses emerge when suppression fails to engage the social systems
within which violence is embedded. These dynamics stand in contrast to, but also
intersect with, patterns observed in North American urban settings, where the
relationship between violence, community legitimacy, and state authority often
takes different forms.

4. Contemporary Caribbean responses: Suppression, emergency powers,
and regional signals

In recent years, the Caribbean has witnessed a renewed emphasis on suppression-
oriented responses to escalating violence, particularly through the expanded use of
emergency powers and intensified security operations. In Jamaica, public discourse
surrounding the 2025 general election highlighted a reported decline in national
homicide levels, with political leadership receiving regional and international
attention for adopting a firm security posture. These developments have been closely
observed across the Caribbean as governments confront similarly complex violence
dynamics.

Comparative regional analysis, however, suggests a more nuanced picture.
Independent assessments of states of emergency in both Jamaica and Trinidad and
Tobago indicate that, while such measures may coincide with short-term reductions
in visible violence, they are not consistently associated with sustained long-term
declines [7]. Moreover, these approaches have been accompanied by heightened
concerns regarding lethal force, accountability, and the durability of suppression-led
gains. This tension underscores the limits of emergency governance when
underlying social and community dynamics remain unchanged.

Trinidad and Tobago offers an important regional comparator that further
illustrates these dynamics. Positioned within major narcotics and firearms
trafficking routes, Trinidad’s violence profile has been shaped by gang
fragmentation, access to high-powered weapons, and competition over illicit
markets. Repeated states of emergency have been deployed to counter rising
homicide levels, reflecting a regional convergence in enforcement strategy. At the
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same time, Trinidad stands out for having implemented and evaluated community-
based violence interruption initiatives. A formal evaluation of a cure violence
adaptation reported significant reductions in violent incidents and gunshot injuries
within intervention areas, demonstrating that people-centered approaches can yield
measurable impact even in environments marked by organized criminality and
firearm proliferation [8]. Together, these experiences reinforce a central argument
of this chapter: suppression may disrupt violence temporarily, but durable
reductions are more likely when interventions engage community legitimacy and
social regulation alongside enforcement.

5. North American urban contexts: Fragmentation, markets, and
suppression

Violence in North American urban contexts shares certain surface similarities
with Caribbean violence-producing spaces, including territoriality, identity
formation, and the concentration of harm within marginalized neighborhoods.
However, the social organization and legitimacy dynamics of violence in these
settings differ in critical ways. These differences shape both how violence manifests
and how it responds to suppression-oriented interventions.

In much of North America, urban violence has evolved primarily through the
expansion and entrenchment of illicit markets — particularly drug distribution —
within economically marginalized communities. While historical political exclusion
and racialized inequality remain central to understanding these environments,
violence is less frequently embedded in overt community-wide political identity or
collective governance structures. Instead, it tends to be organized through
fragmented networks of gangs or crews, whose authority is narrower, more
transactional, and more directly tied to market control than to broad-based
community legitimacy.

This fragmentation has important implications. Violent actors in North American
cities often operate with limited community consent and face ambivalent or hostile
relationships with residents, who experience violence primarily as victimization
rather than protection. While fear and silence may still characterize community
responses, violence is less likely to be viewed as a legitimate form of regulation or
representation. As a result, violent systems are comparatively more vulnerable to
disruption through targeted enforcement, especially when suppression coincides
with incarceration, probation regimes, and surveillance infrastructures that extend
state control deep into community life.

Suppression thus occupies a more central position in North American violence
reduction strategies. Policing, incarceration, and deterrence-based models are
frequently treated as primary tools rather than as temporary stabilizing measures.
These approaches can generate measurable reductions in violence, particularly when
enforcement is strategically focused on high-risk individuals or groups. However,
even in these contexts, suppression has demonstrated diminishing returns over time.
Arrest-driven strategies often accelerate organizational fragmentation, leading to the
proliferation of smaller, less predictable groups and contributing to cycles of
retaliation that complicate long-term prevention efforts.

Unlike in Caribbean contexts shaped by political mobilization, suppression in
North America is more likely to be absorbed into an already expansive carceral
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system. This system functions as an alternative mechanism of social regulation,
partially substituting for the informal governance roles that violence plays
elsewhere. In this sense, the state’s capacity to incapacitate violent actors through
incarceration reduces the degree to which violence must be socially regulated within
communities themselves. Yet, this substitution comes at a substantial social cost,
including family disruption, economic exclusion, and the normalization of
surveillance and punishment as features of everyday life.

Despite these differences, adaptive dynamics remain evident. Violence in North
American cities responds to enforcement pressure through displacement across
neighborhoods, shifts in weapon use, changes in recruitment patterns, and the
diffusion of conflict into less visible forms. Suppression may reduce homicide rates
while leaving underlying drivers — economic marginalization, identity formation,
and contested legitimacy — largely intact. As enforcement intensity fluctuates,
violence often re-emerges in altered configurations, reinforcing the limits of
suppression as a stand-alone strategy.

The North American experience thus illustrates a different configuration of
adaptive violence — one in which fragmentation and market logic constrain
community-wide legitimacy but do not eliminate the capacity of violence to
reorganize in response to state intervention. These dynamics underscore the
importance of context in shaping both the form of violence and the outcomes of
suppression. While enforcement may achieve greater immediate traction in North
American settings than in Caribbean contexts, its long-term effectiveness remains
contingent on complementary strategies that address legitimacy, identity, and social
integration.

In mid-sized North American cities such as Trenton, these dynamics are
increasingly visible. Such cities often experience concentrated disadvantage,
fragmented governance, and sustained exposure to illicit markets, creating
environments in which organized criminality can adapt and embed. While
demographic change has been a feature of many urban areas, research consistently
shows that immigration itself does not drive violent crime [9]. Rather, organized
violence capitalizes on opportunity structures created by economic strain, social
fragmentation, and enforcement pressure.

Within this context, the growing visibility of highly organized gangs such as Mara
Salvatrucha (MS-13) illustrates how criminality shifts across jurisdictions and asserts
its presence through symbolic and territorial means. State-level investigative
reporting identifies MS-13 as a persistent threat operating across jurisdictions and
asserting territorial presence through symbolic and coercive practices in extortion,
drug distribution, and violent enforcement. In cities like Trenton, increased graffiti,
tagging, and symbolic territorial marking reflect mechanisms through which
organized violence claims space, reinforces identity, and signals dominance. These
practices mirror patterns observed in other violence-producing spaces, underscoring
that the issue is not population change but the adaptability and mobility of organized
violence as it responds to local vulnerabilities and enforcement regimes.

6. Comparative analysis: Adaptive violence and the limits of suppression

The comparative analysis across Caribbean and North American urban contexts
reinforces a central argument of this chapter: community violence operates as an
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adaptive social system whose form, organization, and legitimacy evolve in response
to pressure. While the historical motivations and trajectories of violence in these
regions differ, contemporary patterns reveal a steady convergence driven by shared
mechanisms of fear, identity formation, territorial control, and economic
exploitation. Suppression-oriented strategies, when decoupled from community
empowerment, alter the expression of violence without dismantling its underlying
logic.

6.1 Fear as a tool of social control

Across both geographic contexts, fear functions as a primary mechanism of
governance within violence-producing spaces. Fear enforces silence, deters
resistance, and normalizes compliance where formal authority is weak, contested, or
mistrusted. In Caribbean settings historically shaped by political mobilization, fear
operated alongside partisan loyalty and collective identity to regulate territory and
behavior. In North American urban contexts, fear has been more directly
instrumentalized to protect illicit markets, discipline internal members, and deter
retaliation or cooperation with authorities.

Despite these contextual differences, fear performs a similar regulatory role. It
substitutes for formal rule-making and sustains violent systems by discouraging
collective challenges. Suppression may temporarily intensify fear through visible
force, but it rarely dislodges fear as a governing mechanism unless communities are
empowered to redefine norms and legitimacy. Where fear remains central to social
order, violence adapts rather than recedes.

6.2 Identity, territoriality, and the claiming of space

Identity formation is a critical mechanism through which violence becomes
durable across both contexts. Symbols, names, colors, rituals, and spatial markings
serve to claim territory, reinforce internal norms, and facilitate recruitment. In
Caribbean communities, political murals, party colors, and historical allegiances
transform physical space into symbols of collective identity and control. In North
American cities, gang tagging, sets, and visual markers perform analogous functions,
signaling dominance and embedding violent identity into the urban landscape.

These practices are not merely expressive but strategic. Identity converts violence
from episodic behavior into a collective project anchored in space and memory. As
violence adapts, identity evolves alongside it, absorbing new cultural influences,
migration patterns, and transnational affiliations. The persistence of identity-based
territorial claims across both contexts highlights a shared mechanism through which
violence reproduces itself, even as its economic or political motivations shift.

6.3 Economic control and the convergence of violence ecosystems

Historically, the economic foundations of violence diverged across regions. In
North America, organized violence emerged primarily from illicit markets — alcohol
during Prohibition, followed by drugs, firearms, and extortion — with community
control developing as a means of protecting profit. In contrast, Caribbean violence
was initially rooted in socio-cultural, political, and labor struggles, with economic
activity playing a secondary or instrumental role.
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By 2025, these distinctions have increasingly eroded. Global research on
organized crime documents the expansion of multi-crime ecosystems in which gangs
combine drug trafficking, extortion, and financial fraud, reflecting broader trends
of diversification and transnational linkage in criminal activity [10]. At the same
time, highly organized gangs in North America have expanded beyond market
protection to exert deeper forms of social regulation. Contemporary research on
transnational street gangs, such as Mara Salvatrucha (MS-13), highlights how
decentralized organizational structures, territorial control, and coercive governance
enable such groups to remain resilient and adaptive in the face of sustained law
enforcement pressure, complicating suppression-based strategies that rely primarily
on incapacitation [11].

This convergence suggests that the critical distinction between contexts is no
longer origin, but stage of evolution. Violence in both regions increasingly blends
economic rationality with community embeddedness, amplifying its adaptive
capacity and complicating suppression-based responses.

6.4 Technology, built environment, and the precision of suppression

The effectiveness of suppression strategies is further conditioned by the built
environment and the availability of technological surveillance. In many North
American urban contexts, violence occurs within highly structured physical spaces
characterized by formal street grids, stable infrastructure, and the widespread use of
surveillance technologies such as closed-circuit television systems. Empirical
research indicates that such technologies can support modest but meaningful
reductions in certain categories of crime, particularly where dense infrastructure
enables attribution and targeted enforcement [12].

In contrast, violence in many Caribbean settings is concentrated in
underdeveloped or informally constructed communities, including squatter
settlements and densely packed urban enclaves with limited infrastructure, poor
lighting, and restricted accessibility. In these environments, technological
surveillance is structurally constrained, making it more difficult to individualize
responsibility for violent acts. Similar dynamics have been observed in informal
settlements globally, where terrain, spatial density, and infrastructural deficits limit
precision policing and increase reliance on blunt enforcement tactics.

These spatial conditions do not render suppression ineffective, but they
significantly shape its outcomes. Where technology enables individualized targeting,
suppression may fragment violence more efficiently. Where infrastructure limits
surveillance, suppression is more likely to produce collective disruption,
displacement, and adaptation rather than resolution.

6.5 Community empowerment as the decisive variable

Across both contexts, the comparative evidence points to a decisive variable:
community empowerment. Violence proves most resilient where communities
remain disempowered, fearful, and excluded from governance. Suppression in such
environments may temporarily reduce visible harm, but it leaves intact the social
conditions that enable violence to reorganize.

In North American cities, the failure to center communities has coincided with
the entrenchment of organized and coercive gang structures within increasingly
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impoverished neighborhoods shaped by migration, identity fusion, and economic
exclusion. In the Caribbean, the absence of sustained community empowerment has
allowed violence to gain renewed legitimacy through economic opportunity,
criminal organization, and transnational connectivity. In both regions, violence
adapts faster than institutions can respond.

7. Philadelphia as a contemporary hybrid model: Enforcement with
community centrality

Philadelphia’s recent experience illustrates the limits of suppression when
detached from community legitimacy, as well as the potential of hybrid approaches
that combine enforcement with sustained community investment. Under new police
leadership, the city adopted a more assertive law enforcement posture in high-
violence and high-disorder areas, most visibly in Kensington, where open-air drug
markets and chronic violence prompted intensified patrols, targeted arrests, and
coordinated inter-agency action. These efforts reflected a clear shift toward visible
order maintenance and the disruption of violent and narcotics-related activity.

At the same time, city leadership explicitly framed enforcement as insufficient on
its own. Large-scale public funding was directed toward community-based violence
prevention, street outreach, hospital-based intervention, and trauma-informed
services, positioning community actors as essential partners rather than ancillary
supports. Philadelphia’s homicide decline has occurred alongside - not in place of —
these investments, reinforcing evidence that enforcement can suppress violence in
the short term but cannot sustain reductions without community engagement,
service provision, and legitimacy. The Philadelphia case thus underscores a central
argument of this chapter: strong law enforcement may be necessary to stabilize
violence-producing spaces, but without people-centered strategies that address
social regulation, trust, and opportunity, suppression alone risks displacement,
adaptation, and eventual resurgence rather than durable change.

8. Conclusion

This chapter has examined community violence across Caribbean and North
American urban contexts through a comparative lens that treats violence as an
adaptive social system rather than a static criminal phenomenon. Across settings,
violence demonstrates a capacity to reorganize in response to pressure — altering its
form, visibility, and organization while preserving core functions related to
territorial control, identity, and informal governance. Suppression-oriented
strategies, including states of emergency, intensified policing, and militarized
rhetoric, may produce short-term disruption, but they rarely dismantle the social
conditions that allow violence to persist and evolve.

The comparative analysis highlights a growing convergence in contemporary
violence dynamics, despite differing historical origins. In the Caribbean, particularly
Jamaica and Trinidad and Tobago, governments have increasingly relied on
emergency powers and intensified enforcement in response to escalating homicide
rates. These measures have coincided with periods of reduced visible violence and
have attracted regional attention as potential models. At the same time, independent
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analysis underscores that such gains are uneven and difficult to sustain, especially
where legitimacy, accountability, and community agency remain weak. Trinidad’s
experience further demonstrates that people-centered interventions — such as
evaluated violence interruption programs — can produce measurable reductions in
violence, even in environments shaped by organized criminality and firearms
proliferation.

Similar patterns are evident in North American cities. Philadelphia’s recent
experience illustrates the limits of enforcement when detached from community
legitimacy, as well as the potential of hybrid approaches. Under new police
leadership, the city adopted a more assertive law enforcement posture in high-
violence areas such as Kensington, targeting open-air drug markets and chronic
disorder. Crucially, these efforts were accompanied by substantial investment in
community-led violence prevention, hospital-based intervention, and trauma-
informed services. The city’s marked decline in homicides and shootings has
occurred alongside — not in place of — these community-centered strategies,
reinforcing the conclusion that enforcement may stabilize violence-producing spaces
but cannot sustain reductions without people-centered engagement.

This tension between suppression rhetoric and lived outcomes is especially visible
in Chicago’s contemporary public safety debate. In 2025, federal proposals to deploy
National Guard troops to Chicago were advanced despite official data showing
significant declines in homicides and shootings [13]. State and local leaders pushed
back against militarized intervention, citing evidence that violence was already
trending downward and emphasizing the role of community violence intervention
and public health-oriented strategies in driving that progress. The juxtaposition is
instructive: even as violence declines through community-engaged approaches,
suppression-first responses continue to dominate political discourse, revealing
a persistent disconnect between evidence and enforcement reflexes.

Taken together, these cases reinforce a central conceptual insight: violence
behaves like an evolving social pathogen. Like a virus, it mutates in response to
suppression — shifting geography, reorganizing networks, and exploiting new
vulnerabilities. Yet the pathogen does not exist independently of its environment.
Communities are the host. Where social trust, opportunity, and legitimacy are
weakened, violence finds conditions conducive to transmission and persistence.
Public health-oriented approaches recognize that durable change cannot be achieved
by targeting symptoms alone [14]. Just as disease control requires strengthening the
host’s capacity to resist infection, effective violence prevention depends on
empowering communities to interrupt transmission, reduce exposure to risk, and
reinforce positive, non-violent norms. Without treating the host - by investing in
people, relationships, and collective efficacy — suppression may reduce visible harm
temporarily, but it cannot produce lasting immunity against the re-emergence of
violence.

This understanding challenges prevailing assumptions about public safety across
regions. It suggests that the question is not whether enforcement is necessary, but
whether it is sufficient. The evidence presented here indicates that it is not.
Sustainable reductions in violence are more likely when communities are positioned
not as passive recipients of security but as active agents in redefining legitimacy,
governance, and social order. Recognizing violence as adaptive — and communities as
central to resistance — offers a more credible path toward lasting public safety in both
Caribbean and North American urban contexts.
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Chapter 2

The Use of Big Data to Address
Refugee Victimization: A Scoping
Review

Gabriela Mesquita Borges and Laura Neiva

Abstract

This scoping review maps the empirical landscape of how Big Data has been used
in the context of refugee victimization. Drawing on six empirical studies published
between 2021 and 2022, identified through a systematic search across four electronic
databases, the review examines the ways Big Data has been used to detect, represent,
and respond to violence, exclusion, and neglect affecting refugees. The findings
reveal that, while Big Data offers significant potential to enhance visibility, inform
protective measures, and guide institutional responses, it also raises critical ethical
challenges related to privacy, representativeness, algorithmic bias, and digital
exclusion. Through a descriptive-analytical approach, the review underscores the
dual role of Big Data: as both a means of addressing vulnerability and a mechanism
that can inadvertently generate new forms of harm or reinforce existing inequalities.
By offering a critical synthesis of the empirical literature, this review contributes to
ongoing debates in refugee studies, highlighting the urgent need for context-
sensitive, participatory, and ethically robust approaches to the use of Big Data in this
context.

Keywords: Big Data, refugee victimization, digital exclusion, algorithmic bias, hate
speech, surveillance

1. Introduction

In recent years, the global refugee crisis has intensified, with millions of
individuals forcibly displaced due to armed conflict, political persecution,
environmental degradation, and systemic instability. This escalation reflects not only
the growing number of global crises but also the compounded vulnerabilities faced by
displaced populations [1-12].

According to the 1951 Refugee Convention, refugees are outside their country of
nationality or habitual residence and are unable or unwilling to return due to a
well-founded fear of persecution based on race, religion, nationality, membership in
a particular social group, or political opinion. This legal definition, while
foundational, does not fully capture the range of hardships and risks refugees face
throughout their displacement [13]. As refugees navigate complex and often
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prolonged journeys — from initial displacement through transit, asylum-seeking, and
resettlement — they encounter overlapping forms of victimization [13]. These include
not only physical and psychological violence but also symbolic and structural harms
such as discrimination, exclusion, exploitation, and institutional neglect [3].

This form of victimization is not limited to moments of crisis; it is frequently
embedded within the very systems intended to provide protection. Inadequate
access to healthcare, education, and legal support exacerbates this precarity
[4, 7, 14, 15]. Scholars have drawn attention to how both structural and
symbolic violence permeate migration systems, often concealed within
humanitarian frameworks and institutional policies [4, 13, 16]. Media narratives
also contribute to this marginalization by reinforcing racialized images of
refugees as threats or outsiders [17, 18].

Institutional actors — governments, humanitarian agencies, and international
organizations — play a pivotal role in shaping the refugee experience [5]. Yet, their
responses remain fragmented, reactive, and often limited by data deficits,
bureaucratic inefficiencies, and policy inertia [1]. While frameworks such as the
Global Compact on Refugees promote responsibility-sharing and rights-based
protection, systemic gaps persist [19]. A growing focus on border securitization
further erodes institutional commitments to equitable, consistent, and sustainable
support [7, 20].

Concurrently, the digital transformation of social life has created new arenas -
both threatening and empowering — for refugees. Among the most prominent
developments within this transformation is the growing use of Big Data to capture,
process, and interpret refugee-related information across multiple digital
environments.

As used in this paper, Big Data refers to the techniques, practices, and systems
employed to collect, cross-reference, analyze, and process large volumes of
structured and unstructured data from sources such as social media platforms,
institutional records, electronic health data, and participatory digital environments
[21]. These methods - including sentiment analysis, machine learning, topic
modeling, and geospatial mapping — are increasingly utilized to identify patterns and
correlations related to refugee victimization. Under this definition, a wide range of
digital systems and practices, from social media monitoring to institutional data
processing and participatory platforms, constitute forms or sources of Big Data.
While these tools offer powerful means to make refugee experiences more visible,
assess risks, and inform interventions, they also carry the potential to reproduce
violence, exclusion, or neglect when applied uncritically or without participatory
and ethical safeguards.

This dual capacity of Big Data is perhaps most visible in the role digital platforms
play in shaping refugee representation, discourse, and exposure to violence. Digital
platforms enable xenophobic discourse, surveillance, and systemic exclusion; on the
other hand, they provide tools for visibility, advocacy, and community building.
Studies show that far-right actors have weaponized digital platforms to spread
antirefugee disinformation across Europe, particularly during high-profile crises
such as the Evros border standoff and the Moria camp fire [22]. These hostile
narratives often extend to NGOs and activists, undermining humanitarian advocacy
through coordinated online harassment and discrediting campaigns [23].

At the same time, digital technologies can act as catalysts for cultural preservation
and political participation [24]. Refugees and other marginalized groups are
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increasingly using digital platforms to document their experiences, share narratives,
and build transnational communities [23, 25-28]. These “cybercultures” offer spaces
for identity negotiation and belonging. However, digital participation is also
stratified. Access to digital infrastructure and literacy remains uneven, particularly
for women and young people, who face layered vulnerabilities in displacement
contexts [29-31]. Online spaces are also shaped by corporate and hegemonic cultural
logics that often marginalize refugee voices or commodify their experiences.

This marginalization extends into migration governance. Digital technologies
such as biometric registration, facial recognition, and mobile phone data extraction
are now central to refugee management systems [24]. As Amnesty International [32]
notes, these tools often operate without transparency or accountability and risk
reinforcing racialized surveillance regimes. While such technologies may offer
efficiencies and enhanced monitoring capabilities, they also pose significant threats
to refugee privacy, due process, and protection [26].

Participatory platforms and social media channels hold promise for real-time
feedback and localized response [33], but they also generate risks. Without strong
data governance and community control, these systems may amplify inequality and
exclusion, undermining the very rights they purport to protect [28]. Ethical concerns
around consent, data representativeness, and algorithmic bias remain under-
addressed [33].

While refugee studies have acknowledged the increasing role of digital
systems, no scoping review to date has systematically examined how Big Data
has been used in the context of refugee victimization. Although individual
studies have examined specific applications or ethical concerns, there remains
a need for a broader synthesis of how Big Data contributes to identifying
vulnerability — or, conversely, how it may shape new forms of harm and
reinforce existing challenges. Considering this, this review, by focusing
specifically on Big Data and refugee victimization, and drawing on six empirical
studies published between 2021 and 2022 - identified through a systematic
search across four electronic databases — offers an original contribution to the
fields of refugee and migration research, as well as Big Data.

Adopting a descriptive-analytical approach [34, 35], it highlights the dual role of
Big Data: while it holds significant potential to enhance refugee visibility, inform
protective measures, and support institutional responses, it simultaneously raises
critical ethical concerns related to privacy, representativeness, algorithmic bias, and
digital exclusion. It moves beyond a merely technical or celebratory view of
innovation and instead offers a critical, interdisciplinary synthesis that foregrounds
ethical, political, and methodological concerns. The findings call for more reflexive,
context-sensitive, and inclusive approaches to Big Data — ensuring that these tools
serve not only to detect harm but also to advance protection, inclusion, and justice
for displaced populations.

2. Methods

To develop this scoping review, we followed the guidance for descriptive reviews
by Levac and colleagues (2010) and adopted the methodological framework for
scoping studies proposed by Arksey [34].
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2.1 Stage 1: Identifying the research question

The research question of this scoping review is: How has Big Data been used in the
context of refugee victimizgation?

2.2 Stage 2: Identifying relevant studies

A search of the publications on three electronic databases (Web of Science,
Scopus, and Annual Reviews) and via Google Scholar was undertaken in April 2025,
with no restriction set for the time of publication. We used the following search
expressions to identify relevant studies on the topic: “Refugees” AND “Big Data”
AND “Victimization.” In addition, this search was followed by backward reference
tracking, examining the references in the selected publications based on full-text
assessment.

2.3 Stage 3: Study selection

The inclusion criteria allowed only original empirical studies written in English,
reporting data on refugees, victimization, and Big Data. Nonoriginal full-length studies
(commentaries, editorials, notes, newspaper articles, conference proceedings, and
reports) were excluded. The titles of 330 records were retrieved. After removing
duplicates, 219 articles were screened and assessed for eligibility. The first two authors
independently screened all the papers based on the title and abstract, and subsequently
based on the full text. This was cross-checked and discussed in both phases, and perfect
agreement was achieved. The screening process is shown in Figure 1. Based on the
title and abstract assessments, 214 records were excluded because they were not
related to the research question (n = 208) or were not empirical studies (n = 6). Of the 5
fully read articles, 5 met the inclusion criteria. One article was included following
backward reference tracking, and the final scoping review was composed of 6 articles.
The search and screening process is shown in Figure 1.

2.4 Stage 4: Charting the data from the primary research

We developed a structured data charting form to systematically organize and
synthesize relevant information from each study included in this scoping review.
This form was designed to capture key descriptive characteristics of the empirical
literature, including author(s), year of publication, country of study origin, study
aims, data collection methods, participants, sample size, and the specific
technologies or analytical tools used. This comprehensive mapping provided a clear
overview of the landscape of Big Data applications in refugee research and allowed
for consistency in comparative analysis.

Following the “descriptive—analytical” framework proposed by Arksey [34] and
further refined by Levac [35], we approached the data extraction not simply as
a technical inventory but also as a step toward critically assessing the results.
Particular attention was paid to how each study conceptualized and operationalized
Big Data - including its sources (e.g., social media platforms, institutional datasets,
participatory platforms), analytical methods (e.g., machine learning, sentiment
analysis, geospatial mapping), and stated or implied objectives related to refugee
victimization.
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Figure 1.

Flowchart detailing the search and screening process of the scoping review.

Rather than organizing findings by methodological type or chronology, we opted
for a conceptual structure that highlights the dual role of Big Data: (1) its capacity to

respond to refugee victimization, and (2) its potential to reproduce or intensify
vulnerability through bias, fragmentation, or exclusion.

2.5 Stage 5: Collating, summarizing, and reporting the results

Table 1 presents information about the main characteristics of the six included

studies, ordered by year of publication. The main empirical achievements of the
studies are discussed in the second part of the Results section.
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3. Results

The studies span diverse geographic and thematic contexts, including the real-
time monitoring of antirefugee sentiment through social media mining and
automated analysis in Spain, the deployment of a web interface for multiplatform
hate speech detection and analysis across Southern Europe, the use of participatory
digital platforms to reconstruct disrupted narratives and document resilience in
Greece, the exposure of immunization access disparities via institutional Big Data
analysis in Australia, and the role of learner-generated data in shaping inclusive
language programs for Syrian refugees in Canada.

4. Study characteristics

The included studies were published between 2021 [36-39] and 2022 [40]. All
studies were conducted in single countries: three in Spain [39, 40], one in Canada
[36], one in Greece [37], and one in Australia [38].

The methodological approaches varied: four studies employed computational or
statistical methods using large datasets, particularly social media analysis and
machine learning [39, 40] and electronic health records (EHRs) [38]; one study used
a mixed-methods design, incorporating surveys, interviews, and language
production analysis [36], while another focused on system development and
scenario-based user evaluations [37].

Participants ranged from Twitter users [39, 40], social media users, and digital
content creators across multiple platforms [39], to adult Syrian refugees and
Language Instruction for Newcomers to Canada (LINC) instructors in Canada [36],
and from healthcare clients and professionals involved in immunization programs
[38] to volunteers and specialists engaged in digital heritage and identity-building
platforms [37]. Sample sizes also varied, with studies analyzing 50,000-60,000
tweets and online posts [39]: 24,254 tweets [40]; 97,710 tweets [39]; multiplatform
corpus (precise figures not reported), health records of nearly 400 individuals [38],
and qualitative input from over 30 participants [36].

5. The use of big data to address refugee victimization

The review highlights the diverse applications of Big Data in addressing refugee
victimization, revealing both its transformative potential and the critical challenges
that accompany its use. Spanning applications in digital discourse analysis, hate
speech detection, narrative preservation, healthcare data integration, and structured
educational assessments, the six studies reviewed illustrate the multifaceted roles Big
Data can play in making refugee victimization more visible — while also exposing
critical gaps in coverage, interpretation, and inclusivity.

The study by Vrysis [39] provides empirical evidence on the application of Big
Data to examine refugee victimization through public digital discourse. Analyzing
24,254 Twitter posts related to the reception of the Aquarius rescue ship in Spain, the
authors employed sentiment analysis and topic modeling to detect patterns of online
hostility. Their findings show that 27% of the tweets expressed hate or rejection
toward refugees, while 9.9% were explicitly categorized as hate speech. These tools
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enabled large-scale detection and emotional analysis of discourse, highlighting the
capacity of Big Data to identify targeted hostility and track shifts in public sentiment.
A temporal analysis revealed a paradox: while hate speech increased following the
Spanish Prime Minister’s decision to accept the Aquarius, overall sentiment became
slightly more positive. This underscores the ability of Big Data to reveal layered and
sometimes contradictory emotional trends in refugee-related discourse.

Vrysis [39] extends this potential through the development of the PHARM
platform, a multiplatform web interface designed to detect hate speech against
refugees and migrants across Twitter, Facebook, YouTube, and digital news outlets.
By integrating machine learning, sentiment lexicons, and geospatial mapping, the
platform enables real-time monitoring of xenophobic discourse. The study illustrates
the role of Big Data infrastructures in consolidating fragmented digital sources and
supporting the early detection of refugee-directed hostility. However, it also
exemplifies the limitations of such tools. The reliance on automated classifiers and
lexicon-based analysis presents challenges in interpreting nuanced content, such as
sarcasm, coded language, or multilingual posts. These limitations are compounded
by reliance on public data, which introduces sampling biases and excludes offline or
less visible forms of victimization.

Sanchez-Holgado [40] offers a further example of Big Data use in monitoring
refugee-targeted hostility. Using a dataset of 97,710 geolocated tweets from 2015 to
2020, the authors applied a machine learning classifier to identify hate speech
directed at refugees in Spain. They correlated these findings with demographic data
and public opinion surveys to assess whether digital hate discourse could predict
local attitudes toward forced displacement. Although no significant statistical
relationship was found, the study underscores both the promise and the interpretive
risks of using digital trace data. The authors caution that online discourse is shaped
by complex sociopolitical dynamics and that algorithmic tools are vulnerable to
misclassification, particularly in relation to irony and culturally contingent
expressions. This highlights the need for contextual and qualitative triangulation
when using Big Data to assess exclusionary sentiment.

Koukoulis [37] presents Crowdpower, a participatory platform that applies
principles associated with Big Data — such as metadata tagging, modular system
design, and scalable content aggregation — to preserve refugee migration narratives.
Although the platform does not employ predictive analytics or real-time data
mining, it enables refugees and their descendants to contribute personal stories,
images, videos, and geotagged content assembled into interactive maps. Migration
routes are conceptualized as dynamic data containers, linking narrative fragments
that reconstruct the emotional and cultural dimensions of displacement. The system
affirms refugee agency and digital storytelling as tools for empowerment and
cultural preservation. However, the lack of real-time monitoring and limited
predictive capacity pose challenges for broader institutional adoption. Questions of
data validation, long-term scalability, and systemic impact remain open.

Nyanchoga [38] demonstrates how Big Data is applied in healthcare settings to
reveal refugee victimization through institutional neglect. Analyzing the EHRs of 397
refugee clients in South East Queensland, the study identified significant gaps in
vaccine coverage. This use of Big Data exposes structural neglect that might
otherwise be obscured in aggregated statistics. It also underscores the potential for
digital integration across sectors — such as health, immigration, and settlement — to
improve service delivery. However, the study also notes that fragmentation between
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systems can limit the effectiveness of data infrastructures, leading to delayed or
inadequate care. Even where Big Data exists, its underutilization or lack of
coordination can reinforce vulnerability.

Huang [36], a mixed-methods study of adult Syrian refugees in Canada’s LINC
program, does not deploy Big Data technologies directly, but it draws on structured
datasets analyzed with NVivo software and IELTS descriptors. The study highlights
how institutional barriers — such as rigid curriculum standards, language
assessments, and digital literacy gaps — mediate refugee vulnerability in education.
Although based on qualitative tools, the structured nature of the data collection and
analysis parallels certain aspects of Big Data methodology. However, the study also
reveals how such structured systems can marginalize already vulnerable learners
when they fail to reflect diverse socio-cultural realities.

Together, these studies present a nuanced picture. Big Data offers powerful
capabilities for enhancing refugee visibility, detecting targeted hostility, and
informing more inclusive policies. Yet, these same systems face critical limitations:
algorithmic misclassification, data representativeness issues, lack of contextual
sensitivity, and structural fragmentation can all reduce their effectiveness or even
reinforce the exclusions they aim to redress. Moreover, the adoption of Big Data tools
without participatory design or ethical safeguards risks depoliticizing refugee
experiences and overlooking localized forms of victimization. For Big Data to
contribute meaningfully to refugee protection, its use must be context-aware,
ethically grounded, and integrated with broader institutional reforms that center
refugee voices and address systemic forms of neglect.

6. Discussion

This scoping review highlights the diverse applications of Big Data in addressing
refugee victimization, examining its potential to reveal patterns of violence, exclusion,
and neglect, as well as its role in generating new forms of harm and reinforcing existing
challenges. However, it is crucial to underscore that these insights are drawn from only
six empirical studies meeting the strict inclusion criteria. This small corpus reflects the
nascent and exploratory stage of research at this intersection. Consequently, the findings
discussed here should be interpreted as indicative of emerging trends rather than as
a comprehensive or generalizable account of the field.

The selected studies reflect a growing methodological shift in refugee research
toward the adoption of large-scale, algorithmic, and automated approaches aimed at
detecting patterns of exclusion, hostility, and neglect. While these technologies offer
the potential to enhance visibility and responsiveness, they also raise critical ethical,
methodological, and epistemological challenges.

Across the reviewed literature, a dual pattern emerges: on one hand, Big Data is
shown to reveal hidden dimensions of refugee victimization that traditional methods
may overlook — such as digital hate speech, service disparities, and emotional
undercurrents in public sentiment. On the other hand, the same tools can introduce
new risks, including algorithmic misclassification, contextual oversimplification,
and the reproduction of institutional blind spots. The studies analyzed illustrate this
ambivalence clearly.

Vrysis [39] and Sanchez-Holgado [40] demonstrate how sentiment analysis,
topic modeling, and machine learning can detect hate speech against refugees on
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social media platforms, revealing correlations between hostility and negative
emotional tone, especially during politically sensitive moments. Vrysis [39] goes
further by developing PHARM, a real-time platform that consolidates data from
multiple digital sources to monitor xenophobic discourse. Their use of geospatial
mapping and automated classifiers exemplifies how Big Data can support large-scale
tracking and visualization of refugee-directed hostility. Meanwhile, Nyanchoga [38]
analyzes EHRs to expose vaccination gaps among refugee populations, showing
how institutional datasets — when mobilized effectively — can identify forms of
structural neglect otherwise invisible in aggregated national statistics. Huang [36]'s
study, while based on structured qualitative data rather than Big Data per se,
reinforces the value of systematic data use in revealing institutional barriers in
refugee education and integration processes.

However, these technological applications are accompanied by clear limitations.
Vrysis [39] and Sanchez-Holgado [40] warn against the interpretive risks of relying
on sentiment metrics alone, noting that irony, coded language, or cultural nuance
often elude algorithmic detection. These limitations highlight a broader concern: that
Big Data, despite its capacity for scale, may lack the cultural calibration and
contextual sensitivity necessary to fully grasp the complexity of refugee
victimization. This echoes broader critiques of how algorithmic systems — especially
in migration governance — may reflect and reproduce symbolic and structural
violence embedded in state and humanitarian practices [13, 16, 4].

Vrysis [39] raises similar concerns, pointing to classifier bias and content
ambiguity that undermine the generalizability and ethical use of automated
detection tools. These risks are intensified in securitized digital environments, where
technologies such as biometric registration, facial recognition, and mobile phone
surveillance often operate without transparency or accountability, reinforcing
racialized forms of monitoring and social control [24, 26, 32].

Nyanchoga [38] shows that even institutional Big Data - such as health records —
can be underutilized or poorly integrated across systems. Fragmented data
governance and lack of cross-sector coordination reduce the proactive potential of
these tools, allowing structural neglect to persist. Huang [36]'s study deepens this
critique by demonstrating how educational institutions, despite having access to
detailed learner data, may reinforce exclusion through rigid assessment frameworks,
limited inclusivity, and inadequate attention to digital literacy.

Koukoulis [37] offers a contrasting vision of Big Data use through Crowdpower,
a participatory platform that centers refugee agency in the co-production of
migration narratives. While not predictive or real-time, the platform embodies key
principles of Big Data — such as metadata tagging and scalable aggregation — while
subverting its extractive tendencies. By prioritizing ethical storytelling, cultural
preservation, and collaborative knowledge-making, this approach challenges
dominant digital paradigms that often erase refugee perspectives. This addresses the
problem of epistemic exclusion, as noted by Berg [29, 30], where refugee voices are
marginalized by design in dominant digital systems — either through lack of access,
algorithmic bias, or platform governance structures [28, 31].

These findings underscore the importance of combining the scale of Big Data with
the depth of qualitative insight. While Big Data offers valuable tools for detecting
emerging threats — such as hate speech, misinformation, or systemic service gaps — its
effectiveness depends on ethical reflexivity, contextual interpretation, and
methodological pluralism. Yet, given the very limited empirical base, caution is
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warranted in extrapolating these results to broader contexts. The evidence available
provides a useful snapshot of methodological and ethical tendencies, but the absence
of longitudinal, comparative, and cross-regional analyses limits the robustness of
general claims. Technological optimism must, therefore, be tempered by critical
awareness of power asymmetries embedded in data design, access, and application —
especially when dealing with displaced and vulnerable populations.

This review also raises questions about the institutional responsibilities shaping
data governance in refugee contexts. As noted by McAdam [19] and [20], policy
approaches often prioritize border control and bureaucratic efficiency over long-
term protection. These tendencies are mirrored in digital contexts, where securitized
logics, fragmented systems, and limited accountability continue to undermine
refugee rights and dignity [1, 4].

Furthermore, the reviewed literature remains geographically imbalanced. Most
studies are based in high-income Western countries, with limited empirical research
emerging from the Global South, where the majority of the world’s refugee
populations reside. Countries such as Lebanon, Turkey, Kenya, and Bangladesh are
underrepresented despite their critical relevance. This contributes to global
knowledge hierarchies that prioritize Western data regimes and overlook the socio-
political dynamics of refugee-hosting states [4].

In addition, the small number of studies (n = 6) reviewed here highlights both the
novelty and the fragility of the empirical evidence base. The scarcity of studies
constrains the ability to draw general conclusions but underscores the value of this
synthesis as a first step toward systematizing a still-emerging research domain.
Future research should build on this foundation by expanding the scope to include
underrepresented regions, diverse data sources, and interdisciplinary methodologies
that better capture local and cultural specificities.

Finally, a notable gap persists in the inclusion of refugee voices in the development,
implementation, and evaluation of Big Data tools. Few studies engage refugees as
active participants or cocreators of knowledge. This reinforces epistemic inequalities
and raises concerns about who defines victimization, who controls data narratives,
and how those narratives are operationalized in policy [3, 4, 13].

In sum, this review affirms the analytical potential of Big Data in refugee research
but cautions that the current empirical base remains too limited to support broad
generalizations. Its application must, therefore, be ethically grounded, context-
sensitive, and participatory. Without these safeguards, data-driven innovation risks
reproducing the very exclusions it seeks to redress.

7. Limitations

This scoping review has several important limitations that should be
acknowledged to appropriately contextualize its findings.

First, the empirical base is extremely limited: only six studies met the strict
inclusion criteria. This reflects the novelty of research at the intersection of Big Data
and refugee victimization, but it also constrains the generalizability of the
conclusions. The review should, therefore, be read as a preliminary mapping of an
emerging field rather than as a comprehensive synthesis.

Second, all included studies were published between 2021 and 2022 and primarily
originated from high-income, Western contexts. This temporal and geographic
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concentration limits the diversity of perspectives represented, particularly from the
Global South, where the majority of the world’s refugees reside. As such, the insights
generated here may disproportionately reflect Western data infrastructures,
institutional frameworks, and socio-political contexts.

Third, the methodological heterogeneity of the included studies — ranging from
machine learning applications and institutional data analyses to participatory and
mixed-method designs — complicates direct comparison across findings. This
variability, while enriching the descriptive scope, precludes systematic assessment of
efficacy, validity, or replicability.

Finally, although the scoping review followed recognized methodological
guidelines [34, 35], publication bias and language restrictions (English-only
inclusion) may have led to the exclusion of relevant nonindexed or regional studies.

Future research should broaden both the linguistic and geographic scope of
systematic searches and encourage empirical studies that integrate ethical,
participatory, and cross-sectoral dimensions of Big Data use in refugee contexts.

8. Conclusion

As Big Data technologies become increasingly embedded in the study and
governance of refugee populations, this scoping review provides an initial
descriptive and analytical mapping of their diverse applications in addressing
refugee victimization - highlighting both their potential to uncover patterns of
violence, exclusion, and neglect, and their capacity to generate new forms of harm
and reinforce existing challenges. Based on only six empirical studies, the evidence
base remains limited and uneven, warranting cautious interpretation of the patterns
identified. The findings presented here should, therefore, be read as indicative of
emerging directions rather than conclusive trends.

The six studies reviewed reveal a fundamental tension between the promise of
enhanced visibility, responsiveness, and institutional insight on one hand, and the
risks of exclusion, misrepresentation, and neglect on the other. Big Data has enabled
researchers and institutions to detect hate speech, identify health disparities,
visualize large-scale hostility, and coconstruct refugee narratives with
unprecedented scale and detail. These capacities offer the potential to surface
marginalization that may go unnoticed through conventional methods. When used
critically and responsibly, Big Data can contribute to a more proactive and informed
response to the complex realities of forced displacement — particularly when
deployed across platforms and sectors with integrative, real-time functionalities.

However, the relatively small number of studies included in this review
underscores both the novelty and the fragility of the empirical field. This limitation
does not diminish the contribution of the review; rather, it highlights its role as
a foundational effort to consolidate a scattered and emerging area of inquiry. Future
research must expand this evidence base through longitudinal, comparative, and
cross-regional analyses, particularly in the Global South, to ensure that insights are
contextually grounded and globally representative.

Nonetheless, the limitations of current Big Data practices remain significant.
Algorithmic classifiers continue to struggle with nuance, irony, and culturally
embedded expressions, while fragmented or siloed data systems restrict the ability to
act on insights in a coordinated and effective way. Moreover, refugee voices are often
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excluded from the design, validation, and interpretation of digital tools, reinforcing
epistemic inequalities and undermining participatory justice. The depoliticizing
effect of abstraction — where complex experiences of displacement are reduced to
patterns or data points — also raises concerns about the ethical desirability of such
approaches when used uncritically.

Importantly, the studies reviewed reflect a growing awareness of these risks and
a willingness among scholars to move beyond simplistic views of technological
progress. Participatory platforms like Crowdpower (as shown by Koukoulis [37]),
critical analyses of algorithmic bias, and efforts to combine computational tools with
qualitative insight suggest a promising path forward for recalibrating Big Data use in
refugee research. These examples point to the value of hybrid, ethically grounded
methods that center refugee agency, cultural specificity, and the need for
institutional accountability.

Rather than positioning Big Data as inherently progressive or inherently
problematic, this review advocates for interdisciplinary and reflexive frameworks
that combine computational capacity with grounded, context-sensitive analysis.
Such models are essential to ensure that technological innovation in refugee studies
aligns with the core values of protection, inclusion, and social equity.

The implications of these findings extend to both research and policy. By
identifying the capabilities and constraints of existing Big Data applications, this
review can inform the development of ethical standards in refugee data governance,
promote cross-sectoral integration, and support the creation of rights-based digital
tools that respond to the actual needs and experiences of displaced populations.
Policymakers, humanitarian actors, and technologists must work collaboratively to
ensure that Big Data infrastructures not only expose vulnerabilities but actively
contribute to meaningful protection and social transformation.

Ultimately, while Big Data continues to reshape humanitarian knowledge and
decision-making, sustained attention to ethical governance, power asymmetries, and
the lived realities of refugees remains essential. Given the limited and geographically
narrow empirical foundation, these conclusions should be viewed as a starting point
for deeper, more inclusive, and empirically grounded inquiry — one capable of
preventing the reinforcement of the very exclusions these tools aim to address.
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Chapter 3

Artificial Intelligence and Crime on
Social Media Platforms

Csongor Herke and Barbara Szabo

Abstract

In contemporary digital environments, social media platforms operate through
artificial intelligence (AI)-driven systems, including algorithmic ranking,
recommender infrastructures, targeted advertising architectures, and automated
moderation processes. These systems do not merely organize content distribution;
they also shape user attention, patterns of interaction, and exposure to digital risks.
This study examines how Al-based platform ecosystems reconfigure opportunity
structures for criminal conduct while simultaneously functioning as algorithmic
gatekeeping mechanisms capable of mitigating harm. Drawing on routine activity
theory, rational choice theory, and situational crime prevention, the article
conceptualizes platforms as dynamic criminogenic environments that influence
offending costs, the likelihood of detection, and victim vulnerability. The analysis
identifies major forms of crime and harmful conduct associated with social media,
particularly fraud, scams, harassment, cyberstalking, online abuse against children,
deepfakes, and other forms of synthetic deception. It also explores central dilemmas
of platform governance, including procedural safeguards, transparency,
accountability, and the management of algorithmic bias, while reviewing key
developments in European and international regulatory and liability frameworks.
Special attention is given to the tension between platform efficiency and due process,
especially where automated detection tools affect content visibility, user reporting,
and account restrictions without adequate meaningful explanation or accessible
avenues for review and redress. By linking investigative and evidentiary challenges to
prevention-oriented governance mechanisms, the study formulates analytically
grounded recommendations concerning safety by design, evidentiary readiness, and
stronger child protection safeguards. It argues that effective responses to crime in Al-
mediated platform environments require an integrated approach that combines
criminological insight, technological governance, and rights-based regulation.

Keywords: artificial intelligence, social media, attention economy, platform
governance, online fraud, cyberstalking, child protection, deepfake, digital evidence

1. Introduction

Social media platforms have become core infrastructures for everyday
communication, information-seeking, and commercial exchange. A central
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determinant of platform success lies in the acquisition and retention of user
attention; competitive advantage accrues to actors capable of maximizing limited
attentional resources and converting them into monetizable engagement. The
monetization of attention extends beyond commercial strategy, as engagement-
optimization logics may generate socially harmful externalities by prioritizing
metrics such as view duration and audience reach. Within this environment,
artificial intelligence (AI) constitutes a core infrastructural layer of platform
governance, structuring feed ranking, personalization processes, advertising
delivery, and rule enforcement through automated and semi-automated
mechanisms.

From the perspective of crime, the Al-driven platform ecosystem exhibits dual
characteristics. On the one hand, it reconfigures opportunity structures for offenders
by reducing the transaction costs of initiating contact and deception, facilitating
the identification of vulnerable target groups, and enabling the scalable
industrialization of fraud or harassment campaigns. On the other hand, the same
technological layer also expands the repertoire of algorithmic control mechanisms:
Pattern recognition can support spam and bot detection, fraud prevention, the
identification of content that endangers children, and the rapid sanctioning of
rule-breaking behavior. Accordingly, risk management is structurally embedded in
platform decision architectures, particularly in the configuration of visibility,
accessibility, friction, and verification mechanisms.

The study proceeds from the recognition that crime-related risks on platforms
cannot be explained solely by individual offender motivations. In the digital
environment, offenses often emerge in situations shaped by platform design choices and
optimization goals. Accordingly, the analysis interprets Al within a criminological
framework, both as an opportunity structure and as a control tool. Routine activity
theory (RAT) helps to explain how victim exposure increases through everyday
platform use, while rational choice and situational crime prevention provide a basis for
examining offending costs, the probability of detection, and the expected “benefit” from
the perspective of platform features and rules.

Accordingly, the objectives of the study are organized around four interrelated
research questions:

(1) It explains how platforms’ Al ecosystems operate within the attention
economy and through the mechanisms by which they can amplify risky
content or connections.

(2) It provides a criminological typology of the roles played by Al and interprets
major crime types from a crime script perspective, especially in relation to
fraud, harassment, the endangerment of children, and deepfake-based
deception.

(3) It reviews the dilemmas of platform governance, including the role of procedural
safeguards and remedies, as well as the risks of bias and erroneous decisions.

(4) Through an analysis of investigative and evidentiary challenges, it highlights why
attribution, the integrity of digital evidence, and cross-border access to data are
critical. It also proposes prevention and policy recommendations, with particular
attention to safety-by-design, capacity building, and child protection.
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The structure of the chapter is organized according to a coherent analytical logic:
The study first clarifies the technological and economic operating modes of
platforms and then interprets risks within a criminological framework; next, it
discusses platform governance and regulatory dilemmas, and finally, it links
evidentiary and prevention issues to concrete intervention points that are relevant
both for platforms and public authorities.

2. The Al ecosystem of platforms and the attention economy

At the center of the business model of social media and content-sharing platforms is
the acquisition, retention, and monetization of user attention. In the logic of the
“attention economy,” platforms compete not merely through their content catalogs but
through their ability to claim as large a share as possible of users’ limited daily attentional
capacity. Tim Wu’s [1] analysis of the commodification of attention demonstrates how
user attention has become a primary resource within the value chains of media markets
and digital platforms. In the case of digital platforms, the mass collection of behavioral
data and predictive analytics makes this extraordinarily efficient. As noted by Zuboff
[2], this mode of operation is no longer simply advertising sales but “surveillance
capitalism” built on predicting and shaping behavior.

This attention- and data-driven logic is operationalized through platforms’ Al
ecosystems: Data-driven models rank the feed, recommend what to watch next,
optimize ad delivery, and moderate user activity in automated (or semi-automated)
ways. A distinctive feature of this system is continuous feedback; user interactions
(clicks, view duration time, comments, shares) are also training signals that reappear
in subsequent decisions. A ranking- and recommendation-driven environment is,
therefore, not static. The platform calibrates the distribution of attention in real
time, often along engagement-optimized objective functions [3].

However, maximizing attention can produce social and criminogenic externalities.
Audits and experimental research suggest that engagement-based ranking, at least in
certain topics and settings, may disproportionately amplify emotionally charged,
divisive, or intergroup-hostile content, while user “satisfaction” and social welfare do not
necessarily align with engagement metrics [3]. The dynamics of misleading content
spreading on platforms are also connected to this. Large-scale analyses indicate that false
news can spread faster and more widely in social networks than true news, partly because
it appears more novel and elicits stronger reactions [4]. Overviews of the mechanisms of
“fake news” emphasize that the incentive system of the attention economy (the logic of
visibility and revenue) can favor polarizing and manipulated information [5]. This
picture is nuanced by the fact that filter bubbles and ideological selection are partly the
result of users’ networks and choices and partly a consequence of ranking and
recommendation. Disentangling the two empirically is difficult but important [6].

In what follows, we review five core elements of the Al ecosystem (as shown
in Table 1): Section 2.1 addresses algorithmic amplification/ranking followed by
Section 2.2 on recommender systems, Section 2.3 on targeted advertising and micro-
targeting, Section 2.4 on automatic/semi-automatic moderation, and Section 2.5 on
generative Al and synthetic media (deepfakes). Particular attention is paid to how
these technical solutions shape criminogenic risk channels (e.g., fraud,
manipulation, harassment, disinformation) and to what governance and compliance
tools may mitigate harms.
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Al Primary Typical Criminogenic risks Governance
component objective/ techniques instruments
metric
Ranking Engagement, Learning-to- Increasing the visibility of Transparency;
(feed/search) view time, rank, multi-task harmful/scam content; auditing; risk
“satisfaction” models, A/B sensationalism and outrage assessment
proxies testing spirals
Recommender  Retention, Collaborative “Rabbit hole” dynamics: the ~ Audits; mitigation;
system session length,  filtering; embed-  growth of extremist/ researcher access;
relevance dings; DNNs; RL  prohibited content parameter controls
Targeted CTR, conver- Auction mechan-  Targeting vulnerable groups;  Data protection
advertising/ sion, revenue isms; profiling; scams; discrimination; compliance; consent;
RTB lookalike political manipulation advertising
audiences transparency
Automatic/ Detecting rule  Classification; False negatives/positives; Procedural safe-
semi- violations; hashing; NLP; bias; inconsistent guards; appeals;
automatic harm reduction  human-in-the- enforcement quality assurance
moderation loop
Generative Content pro- LLMs; diffusion Deepfakes; identity theft; Labeling; provenance;
Al/synthetic duction speed;  models; voice Al-Assisted phishing/scams  risk management;
media scaling cloning regulatory
requirements
Table 1.

Core components of platforms’ Al ecosystems, their objective functions, and typical visk channels.

2.1 Algorithmic amplification and ranking

Algorithmic ranking is the platform’s “visibility engine”; it determines which of
the available posts, videos, comments, or search results are demonstrated to the user,
in what order, and with what frequency. Ranking is not merely a form of filtering; it
is also an amplification mechanism:

e The higher an item is placed, the more people see it.

e The more it is seen, the more interactions it generates.

e Those interactions are then fed back into the system as additional signals.

As a consequence of this feedback dynamic, ranking systems may
disproportionately amplify specific categories of content, including material that is
socially harmful or unlawful.

The social consequences of ranking are closely linked to the risks of

disinformation and online crime. The rapid spread of false news is partly related to
user psychology (e.g., novelty, confirmation bias) and partly to platforms’ visibility
and engagement incentives [4]. For ranking systems, content that is “exciting,”
“surprising,” or “outrage-inducing” often performs better on the metrics, meaning
that the logic of the attention economy can easily converge on increasing the
visibility of misleading content. This mechanism is also relevant to crime: Scammers,
propagandists, and manipulators intentionally try to infer and exploit the “rules of
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the ranking game” (e.g., through bot networks, coordinated sharing, clickbait
headlines, or emotional triggers).

When interpreting the effects of ranking, it is important to distinguish user
choice (whom I follow, what I click) from algorithmic mediation (what the system
offers and what it makes visible). In criminological terms, this matters because the
platform is not merely a mirror; it actively shapes the structure of publicity.
Therefore, the visibility of risky, unlawful, or victim-harming content is partly the
result of design and optimization decisions [6].

From a crime prevention perspective, ranking is ambivalent. It can reduce certain
harms (e.g., by suppressing spam or obvious scams), but for more subtle
“borderline” harms (manipulative ads, disinformation, harassing content), metric
optimization can increase visibility. In practice, this is why solutions that add
objectives beyond engagement (e.g., “quality,” “reliability,” “harm risk”) are
gaining importance and why platforms increasingly test how changes in ranking
parameters affect the “information health” of the platform [5].

2.2 Recommender systems

Recommender systems operationalize personalization in a manner that extends
beyond mere ranking functions. They not only prioritize and order content
originating from sources already followed by the user, but also proactively generate
recommendations of new content, channels, accounts, or products, thereby shaping
exposure patterns and influencing the expansion of user networks and consumption
trajectories. A substantial share of platform experience is now “push”-based: Users
do not necessarily search; they move along recommendation pathways assembled by
the system. This is especially true for short-video formats, where user decisions
(scrolling on, rewatching, liking) provide very rapid feedback to the models.

From a criminological perspective, the importance of recommender systems lies
in the fact that they organize user attention into “paths.” Public discourse frequently
invokes the “rabbit hole” metaphor to describe progressive exposure to increasingly
extreme or conspiratorial content; however, empirical findings indicate that such
trajectories are context-dependent and heterogeneous. The empirical evidence is
mixed, so the issue requires nuance. Large-scale audits suggest that YouTube’s
recommendations tend to suggest ideologically congenial content to partisan users
and that, as viewing paths deepen, the share of ideologically problematic channels
can increase for certain groups, while any increase in extremity is not necessarily
linear [7]. Other work audits radicalization pathways and finds that the risk is not, in
all cases, as strong as suggested by public discourse, but in certain communities and
topic areas, recommendations can meaningfully contribute to exposure to
problematic content [8].

For opportunity structures, it is especially important that recommender systems
make visible parts of the network that were previously inaccessible to the user. This
can be beneficial (e.g., discovering relevant educational content), but it can also
facilitate crime:

e Gateways to illegal products or services (e.g., fraudulent “investment advice,”
fake giveaways).

e Access to recruitment and radicalization content.
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e Finding harassing or hate-promoting communities.
e Identifying vulnerable target groups (e.g., children, older users).

This is particularly the case when the recommender system can build a profile
quickly, even from short interactions.

2.3 Targeted advertising and micro-targeting

Targeted advertising is the monetization core of the attention economy:
Platforms build profiles from users’ behavior and demographic characteristics and
then sell the “right” attention moment to advertisers. Micro-targeting is the extreme
form of this, where targeting moves beyond broad segments (e.g., “urban men aged
25-34”) to fine-grained micro-groups defined by behavior and inferred interests.
Analyses of political micro-targeting highlight that personalized messaging can
simultaneously promise more effective mobilization and participation while carrying
democratic risks (e.g., opaque campaign messages, presenting different “faces” to
different voters, and intensive use of personal data) [9].

Micro-targeting is not only politically sensitive; it is also problematic from
a criminological perspective. The targeted advertising infrastructure allows
scammers and manipulators to reach vulnerable groups cost-efficiently and with
high precision (e.g., in investment scams, users under financial stress; in health-
related fraud, users searching for particular conditions). To interpret such
“persuasive” techniques in legal terms, Calo [10] offers the concept of digital market
manipulation: Firms (and by analogy, malicious actors) can tailor influence to
individuals on the basis of behavioral data and cognitive biases, thereby challenging
traditional consumer protection categories.

Micro-targeting constitutes a central revenue-generating mechanism within
platform business models; from a criminological perspective, however, it
simultaneously operates as infrastructural support for scalable deception, targeted
victim selection, and manipulative practices. Risk management, therefore, cannot be
limited to removing individual fraudulent ads; it also requires making the advertising
ecosystem (adtech) more transparent, ensuring meaningful legal bases and consent,
and clarifying platforms’ responsibilities [11].

2.4 Automatic and semi-automatic moderation

A key question of platform governance is how platforms define and enforce the
boundaries of permissible content, behavior, and account use. Moderation has
traditionally been a human activity, but due to economies of scale and time pressure,
automation is now indispensable. The term “algorithmic moderation” refers to
technical and organizational solutions in which machine-learning systems and rule-
based filters identify potentially rule-violating content, prioritize reviews, impose
restrictions automatically, or support moderators’ decisions in a human-in-the-loop
configuration [12].

The technical repertoire of moderation is broad:

e Content classifiers (e.g., hate speech, harassment, fraud patterns, signals of
self-harm).
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¢ Hashing and “fingerprint”-based matching (especially for known unlawful
images/videos).

e Spam and bot detection.
e Analysis of network behavior (coordinated inauthentic behavior).
¢ Language-technology models that attempt to capture context and intent.

From a criminological perspective, moderation is critical because platforms
increasingly become both the “scene” and the “tool” of crime: Fraud, extortion, child
abuse, harassment, hate campaigns, and disinformation operations can all occur on
these surfaces. The effectiveness of automated moderation depends on multiple
factors. False negatives (harmful content remains) cause direct victim harm, while
false positives (legitimate speech is restricted) can reduce trust and push
communities toward “shadow platforms.”

2.5 Generative Al and synthetic media (deepfakes)

The emergence of generative Al represents a qualitative shift in platforms’
content ecosystems. Whereas producing manipulated content typically required
expertise and resources in earlier decades, widely accessible tools can now generate
highly realistic text, images, voices, and videos. “Synthetic media” is thus both
a creative innovation and a security risk, as the cost of producing forgeries drops
dramatically and scaling becomes automatable.

Legal and security policy scholarship identified deepfakes early as a strategic risk.
Chesney and Citron [13] argue that deepfake technology enables new types of abuse
(e.g., extortion, reputational sabotage, fraud) and can undermine public trust, not
least through the “liar’s dividend.” This is a challenge for democratic publics and for
evidentiary processes alike. From a media-forensics perspective, Verdoliva [14]
highlights that forgery and detection are locked in an arms race: As generative
techniques improve, detection must continually adapt, especially in the compressed,
metadata-poor environment of platform uploads.

From a criminological standpoint, one of the most important consequences of
generative Al is the industrialization of deception. In online fraud, perceived
“authenticity” is key; the more personalized and credible a message, the higher the
probability of victimization. Europol assessments emphasize that deepfakes and
voice cloning can expand the toolkit of classic “CEO fraud” (executive
impersonation), document and identity forgery, and extortion [15]. Large language
models (LLMs) can scale social engineering attacks by enabling criminals to generate
high-quality, grammatically correct messages that fit the target’s context across
languages and channels [16].

A key risk channel of generative Al is targeted phishing and organizational
deception. Experimental research suggests that LLM-generated lateral phishing
emails can be comparably effective to emails written by communication
professionals, which is particularly risky for large organizations [17]. This connects
closely to platforms because social media profile patterns, posts, and networks
provide rich reconnaissance data for personalizing such attacks.
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Generative Al and synthetic media open new scalable criminal capacities within
platforms’ Al ecosystems (deepfakes, voice cloning, Al-assisted fraud, automated
disinformation). An effective response rests on multiple pillars [17]:

e Technical defenses (detection, provenance).

e Platform governance interventions (de-amplification, rapid removal,
monitoring).

e Regulatory compliance and transparency.

e User and organizational resilience (awareness, verification protocols).

3. Criminological framework: Al as opportunity structure and control
tool

In the context of social media platforms, Al constitutes not merely a technical
infrastructure but a layer of socio-technical organization that simultaneously
structures opportunity conditions for offending and mechanisms of control.

A criminological interpretation is informed by theoretical frameworks that
conceptualize crime not as an inherent offender attribute but as the outcome of
situational configurations, decision-making processes, and contingent structural
conditions. One such approach is RAT, which treats the spatio-temporal
convergence of a motivated offender, a suitable target, and the absence of capable
guardianship as central [18].

Rational choice and situational crime prevention extend this logic: They interpret
offenders’ decisions in terms of expected gain, effort, risk, and moral/psychological
“costs,” and they locate prevention primarily in changing the situation [19]. On
digital platforms, situational conditions are algorithmically structured: Visibility,
accessibility, communicative contact, diffusion dynamics, and sanction probabilities
are mediated through automated decision-making systems. As a result, platform Al
can be understood as a form of “criminogenic architecture” that can create new
opportunity structures but also narrow opportunities.

Several authors in the digital crime literature note that classic theories can be
applied online only with adaptations: For example, “space” and “proximity” are
interpreted differently; guardianship is partly technical (e.g., identification, access
control) and partly organizational (moderation), and it is often not local at all [20].
At the same time, platform logic is precisely what enables certain elements of
offending and victim exposure to be industrially scalable (automated messaging,
mass profiling, micro-targeting), making the online environment a productive field
for situational approaches.

3.1 Theoretical starting points: Routine activity, rational choice, situational
prevention

Routine activity theory suggests that crime levels are often driven not by the

“mass” of offenders but by changes in everyday activities and the encounter
patterns they produce [18]. On platforms, routine activities are linked to digital
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presence (posting, commenting, messaging, consuming content, shopping,
joining communities). Artificial intelligence does not “serve” these routines
neutrally; it actively shapes them (what the user sees, whom they connect with,
how quickly a message or ad reaches them). In doing so, it changes the visibility
and accessibility of suitable targets, which is directly linked to victimization
risk [21].

Rational choice models treat crime as a decision situation in which offenders
weigh options under limited information and rely on heuristics [22]. Platform Al
systems partly provide information (e.g., micro-targeting parameters, trends,
publicly available profile data) and partly conceal risks (pseudonymity, rapid
account cycling, cross-border operations). Decision situations are therefore often
asymmetric: For offenders, risk is diffuse; for victims, loss is immediate and
personal.

Situational crime prevention seeks to reduce the likelihood of offending by
“hardening” the environment: It increases effort, increases detection risk, reduces
rewards, reduces provocation, and removes excuses [19]. In platform
environments, equivalents include contact limits (rate limiting), authentication
steps, user reporting with rapid response, dampening the spread of risky content,
and predictable enforcement of the consequences of rule-breaking. Artificial
intelligence may, therefore, operate both as an instrument of algorithmic
guardianship that mitigates risk and as a scaling mechanism that expands
criminogenic exposure.

3.2 Al as opportunity structure: Access, visibility, scaling, and friction

A central component of Al-mediated opportunity structures concerns the
distribution and amplification of visibility. Through algorithmic ranking and
recommendation, certain content and profiles receive disproportionate
attention, which can function as a “free marketing channel” for fraud and
deception. Risky ads, fake promotions, or manipulated videos can reach mass
audiences quickly without offenders having to maintain conventional
infrastructure [23].

A second element is the radical reduction in the costs of access and contact. Direct
messaging, commenting, or joining groups enables “target attempts” at speeds and
volumes unimaginable in physical space. This is especially important for social
engineering offenses, where industrial-scale volume compensates for low individual
success probabilities [24].

A third element is scaling and automation. Generative Al and LLMs enable
offenders to produce persuasive, linguistically and culturally adapted messages,
create chatbots that imitate customer support, or even conduct voice- and likeness-
based impersonations. The expertise requirements for crime decrease, while
campaigns become more professional [16].

A fourth element concerns friction (resistance). Platforms often aim to
maximize user experience by minimizing friction: fast sign-up, easy sharing,
quick payments, and minimal identification. From a criminological perspective,
reducing friction can also reduce the “transaction costs” of crime. Conversely,
deliberately increasing friction (e.g., an extra step before opening a suspicious
link or warnings for risky messages) can be understood as a digital equivalent of
situational prevention [19].
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3.3 Al as a control tool and gatekeeper: Moderation, fraud detection, and limits

Platform Al systems create not only opportunities but also checkpoints. Content
moderation, spam and bot detection, fraud prevention, and risk-based ranking are
domains where the volume would be unmanageable without automated models.
“Capable guardianship” in digital space is often algorithmic [21]:

e Pattern recognition.

e Network analysis.

e Anomaly detection.

e Prioritization of user reports.

The effectiveness of algorithmic control mechanisms remains structurally
constrained for several interrelated reasons. First, the relationship between
platforms and offenders is adversarial: Rule breakers adapt to detection thresholds,
develop new coded language and visual symbol systems, or use multistep steering
across platforms. Second, Al models can make errors (false positives/negatives),
undermining the legitimacy of enforcement and victims’ trust. Third, excessive
automation can generate an “avalanche” of reports that is not proportional to the
number of relevant cases authorities can process.

Child online protection is a particularly sensitive area. Mandatory reporting
systems and platform detection tools (hash-based matching, behavioral analysis) are
indispensable, but the quality of reports and missing context can reduce
investigative effectiveness. International reports and data consistently indicate that
online enticement and sextortion are increasing in volume and that expanding
platforms’ reporting duties can drive further increases [25].

3.4 Typology

For the criminological analysis of platform Al, it is useful to employ a typology
that categorizes not by crime types, but by the role of the technology:

e First, Al-enabled offending: when offenders directly use Al tools to carry out the
act (e.g., generating persuasive text/voice or producing a deepfake) [13].

e Second, Al-amplified dissemination: when the platform’s recommender and
ranking systems increase the reach of harmful content or help offenders “find”
suitable victims.

e Third, Al-driven control: when automated platform systems detect, sanction, or
reduce reach.

The analytical advantage of this typology lies in its capacity to demonstrate that
a single offense category may manifest across multiple Al-mediated functional roles.
For example, in fraud, generative Al can be the tool for producing deceptive
messages, the recommender system can be the channel of diffusion, and platform
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Role of Al Criminological mechanism Typical examples Possible controls
Al-enabled Lowers expertise requirements, LLM-based phishing and Authentication steps;
offending increases persuasiveness, and romance scams; voice detection models;

automates communication

cloning; deepfake video

increasing friction

Al-amplified

Increases visibility, accelerates

Harmful content going

Ranking rules; risk-based

dissemination — network diffusion, and enables viral; targeting victims by demotion; transparency
targeted reach interests and auditing

Al-driven Algorithmic guardianship: pattern ~ Spam/bot detection; fraud Human-in-the-loop;

control recognition, risk scores, rapid prevention; CSAM feedback channels;
sanctions matching high-quality reports

Adversarial Cat-and-mouse game: adaptation, ~ Coded language; account Cross-platform coopera-

dynamics threshold optimization, rotation; “link-in-bio” tion, reporting standards,
cross-platform steering steering threat sharing.

Table 2.

The roles of artificial intelligence in platform-enabled crime: criminological mechanisms and intevvention points.

fraud detection can be the control mechanism. In deepfake cases, Al is typically an
offending tool, but detection also requires Al, meaning that control and offending
are both Al-dependent [26].

As shown in Table 2, Al plays multiple roles in criminogenic processes — ranging
from enabling offending and amplifying dissemination to Al-driven control and
adversarial dynamics — with typical examples and possible controls summarized as
follows.

4. Main crime types and patterns

Crime on social media platforms is highly heterogeneous: It ranges from
economically motivated fraud to digital forms of interpersonal violence and sexual
abuse committed against children. In the following section, we highlight four areas in
which Al-based platform functions particularly strongly shape offending patterns:

e F and scams.

¢ Harassment and cyberstalking.

e Children’s online exposure and endangerment.

e Deepfakes and identity-based deception.

The objective is not to provide a comprehensive typology but to identify Al-
mediated crime scripts and corresponding situational intervention points.

4.1 Fraud and scams: Social engineering, marketplace fraud, and trust-building

A common structural feature of platform-based fraud schemes is accelerated trust
formation combined with the manipulation of decision-making contexts. Classic
social engineering techniques (phishing, pretexting, impersonation) can be
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particularly effective on social media because users see cues that resemble “real”
relationships and brands (profile pictures, follower counts, comments), which
function as heuristics of credibility.

Fraud scripts are often multistage:

e Capturing attention: an ad, a comment, a private message, or viral content.

e Building trust: a longer conversation, a “support” narrative emphasizing shared
interests.

e Steering: moving the victim to an off-platform channel (encrypted messenger,
email, or fake website) where platform control is weaker.

e Transaction: financial data, a crypto wallet, gift cards, and bank transfer.
* Account disappearance: deleting the profile, re-registering.

Within this structure, the role of Al appears in both mass reach and personalized
persuasion [27].

Generative Al brings a new quality to deception: Instead of poorly written, easily
recognizable scam messages, attackers can produce coherent communication
adapted to local language use and emotionally “tuned” to the target and can even
maintain automated dialogs that respond to victims’ messages. Europol assessments
explicitly note that LLMs can lower entry barriers and improve the effectiveness of
social engineering campaigns [16].

From a criminological viewpoint, prevention hinges on increasing friction and
risk: warnings before suspicious links, additional identity checks tied to payments,
limits on mass messaging, and rapid removal of brand impersonation. In situational
terms, reducing “payoft” and increasing offender effort can have a direct
impact [19].

4.2 Harassment and cyberstalking: Persistent surveillance, doxxing, and
coordinated attacks

Harassment and cyberstalking may be conceptualized as digital extensions of
interpersonal violence: Offenders repeatedly violate victims’ physical or symbolic
private spheres, causing threats, fear, and loss of control. Classic accounts of
cyberstalking emphasize that the online environment makes surveillance and contact
cheap, and uncertainty constant [28].

Platform features (following, stories, location sharing, commenting) can provide
offenders with an information-gathering infrastructure. The Al-based tools can
further accelerate OSINT-style collection (mass search, sorting faces, language
summarization) and can assist in producing communication “packages” aimed at
shaming and dehumanization. Harassment is often not purely individual but group-
based (brigading), where algorithmic diffusion amplifies visibility and increases
victims’ isolation.

Harassment patterns often escalate: After initial online “attempts” (comments,
messages), doxxing (publishing personal data), creating fake profiles, or the non-
consensual distribution of intimate images may follow. Legal and criminological
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discourse stresses that online harassment is not a “minor” abuse but can have serious
psychological, social, and economic consequences [29].

Control here is twofold: the speed of platform moderation and reporting systems
on the one hand and evidentiary viability (logging, screenshots, metadata) on the
other. Excessive automation can easily result in under- or over-moderation;
therefore, human-in-the-loop review and transparent complaint procedures are
crucial for legitimacy.

4.3 Risks of online abuse against children
Children’s endangerment online encompasses several interlinked phenomena:
¢ Grooming and enticement.
e Sexual extortion (sextortion).
e The production and distribution of child sexual abuse material (CSAM).
e Exploitation linked to live streaming.

International threat assessments stress that the scale and complexity of the
problem are increasing and that the capacity of the global response system often lags
behind the risks [25].

Available data indicate that reports related to online enticement have risen
significantly in recent years and that sextortion is increasingly financially motivated.

From a criminological perspective, grooming often connects to routine activities:
Children’s “accessibility” (public profiles, open message reception), the absence of
capable guardianship (parental oversight, platform constraints), and offender
motivation jointly create risky convergence [21]. Platform Al is two-faced in this
space: Recommendations, groups, and content pathways can create new meeting
surfaces, while detection systems (behavioral signals, hash matching) are essential
for any scalable discovery.

Generative Al also introduces new threats: Synthetic or manipulated images/
videos can facilitate extortion and victim-blaming, and deepfake-like materials may
be produced using real children’s faces. The risk is not only legal but also
psychological and social: The threat of “irreversible publicity” is particularly severe
for children [15].

4.4 Deepfakes, identity theft, and synthetic deception: A crisis of trust and
evidentiary challenges

Deepfakes and related forms of synthetic media denote Al-based techniques
capable of generating or manipulating audio-visual content in ways that simulate
authenticity. Legal and security policy analyses suggest that deepfakes are
simultaneously privacy-violating tools (harassment, extortion), economic risks
(CEO fraud, impersonation), and social risks (disinformation) [13].

In criminal contexts, deepfakes often produce a “trust short-circuit”: Victims rely
on familiar authentication cues (voice, face, brand visuals), while those cues become
forgeable. Europol explicitly warns that deepfake technology is relevant across
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Crime type Typical platform pattern Al-linked risk point Prevention focus
Fraud/scams Ad/DM - trust-building — Generative, personalized Friction + authentication;
steering to an external messages; voice/face fraud detection
channel impersonation
Harassment/ Repeated contact, surveil- OSINT automation; content ~ Rapid moderation, evidence

cyberstalking

lance, doxxing, coordinated

and network amplification

preservation, complaint

swarming procedure
Endangerment  Grooming via DMs; sextor-  High volume of detection Safety-by-design; age
of children tion; CSAM distribution signals; generative/synthetic  assurance; high-quality
content reports
Deepfake/ Fake profiles; deepfake calls/ ~ Arms race between deepfake ~ Multistep authentication,

identity theft

videos; imitating authenti-

production and detection

detection, and user training

city cues

Table 3.
Selected crime types, platform patterns, and Al-related links.

several serious offense categories (e.g., fraud, extortion, evidence manipulation) and
that law enforcement must adapt [15].

Identity theft and synthetic identity construction (fake profiles, “synthetic
identity”) often begin with data that can be collected on platforms: photos,
networks, workplace information, and life events. Offenders build coherent
narratives that fit victims’ expectations. Generative Al accelerates this process
(image generation, assembling personal stories, multilingual communication),
making classic fraud types (romance scams, investment scams) increasingly difficult
to detect [27].

On the control side, detection itself is Al-dependent: Deepfake detection methods
are developing rapidly, but the literature suggests there is no “final” solution [26].
Prevention, therefore, requires both technical tools (detection, authentication) and
situational measures (friction, enforcement, user awareness).

As shown in Table 3, different online crime types tend to follow recurring
platform patterns, each with specific Al-linked risk points, and therefore require
tailored prevention priorities, as summarized as follows:

5. Criminological framework: Al as opportunity structure and control
tool

Crime risks on social media platforms (e.g., Facebook, Instagram, TikTok) do not
arise merely because “many people are present” in the same digital space. Platforms’
Al-based systems (profiling, ranking, recommendation, targeting, and moderation)
create a dynamic opportunity structure that both increases scalability (more victims,
faster iteration, lower costs) and shapes the conditions of control (detection,
evidentiary traceability, deterrence). The purpose of the following combined chapter
is twofold:

e To provide a criminological set of concepts that interpret AI among the
“environmental conditions” of offending.
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e On this basis, to typologize the most common platform-adjacent crime types
and characteristic offending patterns.

5.1 Opportunity structure from the perspectives of routine activity and rational
choice

Routine activity theory suggests that most predatory crime requires, in space and
time, the convergence of a “likely offender,” a “suitable target,” and the absence of
capable guardianship [18]. In online environments, this triad does not disappear;
rather, it transforms: Target “suitability” is increased by personal data, behavioral
traces, vulnerability profiles, and accessibility (contactability), while capable
guardianship is embodied by platform rules, moderation capacity, and users’
protective routines (e.g., two-factor authentication, privacy settings) [23].

Artificial intelligence directly affects all three elements:

¢ On the offender side, automated content production and targeted outreach
(LLM-based messages, bots, “fraud-as-a-service”) reduce entry barriers and
costs, thereby increasing the number and capacity of motivated offenders [30].

e On the target side, data collected and inferred by platforms’ advertising and
recommendation systems enable high-precision identification of vulnerable
groups (e.g., lonely users, users in crisis, users under financial pressure), which
is critical, especially for fraud and sexual extortion [31].

e On the guardianship side, automated moderation, fraud detection, and the
“trust and safety” toolkit can strengthen protective capacity; however, due to
scale and adaptive counter-strategies (adversarial behavior), an arms race often
develops between attackers and platforms [26].

5.2 Environmental criminology

Environmental criminology and crime pattern theory emphasize that crime is not
randomly distributed in space; it is linked to nodes, paths, and edges [32]. On digital
platforms, “place” can be captured functionally: groups, comment threads, live
streams, private message channels, and micro-audiences “brought together” by
recommendation systems. These digital places organize visibility and accessibility
algorithmically; thus, platform “hot spots” relevant to crime are also Al-mediated:
A given content type or community may reach large audiences temporarily,
increasing opportunities for recruitment, grooming, or mass deception [30].

Situational prevention and crime script analysis break offending down into steps
and identify intervention points (e.g., entry, reconnaissance, approach,
communication, transaction, concealment). Artificial intelligence plays a dual role
here as well: On the offender side, it accelerates steps of the script (e.g., mass
generation of personalized outreach), while on the control side, platforms try to
recognize those same steps as patterns (anomaly detection, spam filtering, risk
scoring) [26].

Platforms’ Al toolkits typically target three functions:

e Detection (e.g., known CSAM hash matching, fraud patterns).
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e Intervention (content removal, account suspension, warnings).
e Supporting evidentiary traceability (logging, auditable decision traces).

However, excessive automation carries the risk that false-positive signals and
missing context may distort decisions and overwhelm reporting and investigative
channels, especially in child protection, where report quality and the presence of
metadata are key [33].

5.3 Al-mediated risks and main offense types

The following typology treats platforms’ Al systems not as “causes” but as
catalysts: Al scales up already known offending logics (deception, coercion,
exploitation) and creates new variants (synthetic identities, deepfake-based
extortion). The chapter highlights four main groups:

e Online fraud and scams.
e Harassment and cyberstalking.
¢ Online abuse committed against children.

e Deepfakes, identity theft, and synthetic deception.

In practice, these categories overlap: For example, deepfakes can be instruments
of fraud, harassment, and child abuse alike (as shown in Table 4).

Social media is a natural “distribution channel” for online fraud: Offenders can
reach targets directly, and trust-building (rapport) often begins within the platform.
Generative Al makes classic social-engineering techniques cheaper and more
effective: It enables high-volume, personalized outreach; coherent, culturally
adapted messaging; and rapid iteration and script fine-tuning. Artificial intelligence
and LLM tools reduce expertise requirements while professionalizing fraud
campaigns.

Type Typical pattern Role of AI (offense/control) Key evidentiary risk
Fraud/scams ~ Social engineering; Mass, personalized outreach; Attribution: linking financial
romance/investment fraud detection flows and platform data
scams
Harassment/ Persistent contact, Bots and generative content: Context interpretation,
cyberstalking  doxxing, threats, intimate ~ moderation prioritization chain of custody, proving
deepfakes repetition
Abuse against  Grooming, sextortion, Relationship-building and Missing metadata; encrypted
children CSAM distribution recommendation: hash matching  channels; international
and reporting cooperation
Deepfake/ Impersonation, extortion, Synthetic audio/video; deepfake  Authenticity; provenance
synthetic fabricated evidence detection verification; forensic
deception assessment
Table 4.

Main platform-adjacent crime types and typical roles of Al (overview).
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The magnitude of harm is reflected in the FBI Internet Crime Complaint Center
(IC3) 2024 annual report, which documents nearly 860,000 complaints and
reported losses exceeding USD 16.6 billion [34]. Although the report does not focus
exclusively on social media, the relevant categories (phishing, investment fraud,
identity misuse) are strongly platform-dependent because outreach, trust-building,
and transaction preparation often occur in social spaces. INTERPOL’s global
assessment of financial fraud similarly emphasizes that combining AI/LLM tools
with crypto-assets supports more sophisticated and rapidly scalable fraud
operations [31].

Particular attention should be paid to long-horizon, trust-based scams such as the
so-called “pig butchering” investment fraud, where offenders “fatten” trust over
time and then steer the victim to a fake investment platform. Generative Al can add
further “authenticity layers” to this: Voice cloning, visual manipulation, and
automated tools for making identity and circumstances appear plausible. Consumer
protection authorities have issued specific warnings about the risks of voice
cloning [35].

Harassment and cyberstalking in the online environment often represent two
points on a continuum: from recurring, unwanted contact to sustained pursuit
involving threats, surveillance, reputational harm, and coercion [28]. A central point
in criminological interpretations is that platforms provide low-cost, constant access
to the target (messages, comments, tagging), while social networks and algorithmic
visibility provide information about routines, relationships, and, in many cases,
location patterns [20].

Applying situational crime prevention to cyberstalking emphasizes that
narrowing opportunities (privacy settings, blocking, access control) and online
“place manager” tools are both relevant. Artificial intelligence plays a dual role here
as well: Offenders can automate harassing communication (bots) or use generated
images/videos to increase shaming; at the same time, platform Al can prioritize
intervention by recognizing content patterns. The challenge is that harassing
messages are context-dependent (irony, coded threats, relationship history), so
purely automated decisions can easily under- or over-moderate, resulting in uneven
protection for vulnerable groups [36].

The policy salience of stalking and online pursuit is indicated by the Istanbul
Convention, which treats stalking as a distinct form of violence and expects
criminal-law responses. This is especially important in digital space because some
harassing behaviors appear as a series of “small” events that may not seem severe
individually but together form a high-risk pattern. Preserving platform logs and the
chain of custody, as well as assessing repetition and the level of threat, are therefore
key issues for investigation and courtroom proof.

Taken together, Al within social media ecosystems simultaneously expands
criminogenic opportunity structures while redefining and partially strengthening
mechanisms of algorithmic control. Criminological frameworks (routine
activities, environmental criminology, crime scripts) help us understand the
phenomenon not only as a technical innovation but as a reorganization of the
situations that lead to criminal acts. For this reason, the following chapters justify
a more detailed discussion of platform governance and responsibility, as well as
evidentiary and investigative challenges, especially attribution and cross-border
data access.
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6. Investigative and evidentiary challenges: Attribution, digital
evidence, and cross-border data access

Investigating crime that occurs on online platforms takes place in a distinctive
evidentiary environment: Relevant data are dispersed across multiple actors
(users, platforms, infrastructure providers, advertising and payment
intermediaries, cloud providers), often exist only briefly, and fall under different
jurisdictions. Digital traces are massive in volume, yet proof often depends on
a single “link”: connecting an account to a natural person, authenticating
a transaction, or establishing the origin of content (authenticity/provenance).
Based on law enforcement threat assessments, the greatest challenges are as
follows:

e Attribution and identification.

e Maintaining evidence integrity.

e The time burden and legal fragmentation of cross-border data access.
6.1 Attribution and the fragmentation of online identities

Attribution refers to the inferential process by which an investigation links an
online act (post, message, ad, login, payment) to a particular account, device, and
ultimately, a person. In the ecosystem of social media and related services,
attribution is complicated by several factors [31].

e The separation of account and device layers (e.g., multiple devices per account;
multiple accounts on one device).

e Account takeover and bot networks.
e Anonymization techniques (VPN, proxy, Tor).
e Platforms’ differing logging and data-retention practices.

For evidentiary purposes, it is critical to understand that “account = person” is
typically not a direct factual identity but rather a probabilistic inference based on
the convergence of multiple data sources. These may include login patterns,
device and browser identifiers, Internet Protocol (IP) and Autonomous System
Number (ASN) information, Subscriber Identity Module (SIM) and payment
data, messaging time series, social graphs, location data, and open-source
intelligence (OSINT). Al-based analysis can meaningfully support the
development of investigative hypotheses through pattern recognition, clustering,
and anomaly detection, but it does not replace attribution: Model outputs become
probative only if data acquisition is lawful, processing is documented, and results
are reproducible (audit trail). Excessive automation (especially given the risk of
misattribution) directly affects the presumption of innocence and fair-trial
guarantees.
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6.2 Digital evidence as lifecycle, integrity, and chain of custody

A distinctive feature of digital evidence is that it can be copied easily and altered
without visible traces; therefore, proving integrity can be at least as important in
court as the content itself. International good practice approaches digital evidence
from a lifecycle perspective [37]:

o Identification.

¢ Collection.

e Acquisition (imaging/extraction).
e Preservation.

e Analysis.

¢ Presentation.

At every point in the process, it must be documented who had access, when, with
what tools, under what procedure, and how the evidence was kept unchanged
(hashing, write-blocking, versioning, secure storage).

The importance of the chain of custody is particularly high for platform-
related crime because evidence typically passes through multiple systems:
platform exports, agency systems, forensic workstations, and analytical and
visualization tools. A single undocumented transformation, time-zone issue, loss
of metadata, or uncertain-provenance screenshot can provide a point of attack for
the defense. Standards and guidelines for digital evidence (e.g., ISO/IEC 27037,
NIST SP 800-86) therefore emphasize controlled, repeatable procedures and
detailed logging [38].

As shown in Table 5, each phase of digital evidence handling involves
characteristic risks and, therefore, requires minimum controls and clear
documentation elements, as summarized as follows.

Phase Typical risk Minimum control Documentation element

Identification/ Omitting relevant data; Immediate isolation; access ~ On-scene record;

seizure unauthorized access control timestamp

Acquisition (ima- Data loss; metadata Forensic acquisition; Hash values; device; and

ging/extraction) damage; modification write-blocking; hashing software versions

Preservation Storage corruption; access  Encrypted, redundant Chain-of-custody log;
incident storage; access logging access log

Analysis Non-reproducible steps; SOPs; peer review; vali- Analysis log; audit trail
tool failures dated tools

Presentation Loss of context; ambiguous  Proving provenance; Expert report; appendices
visualization methodological

transparency
Table 5.

Typical risks and controls across the digital evidence lifecycle.
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6.3 Platform data, encryption, and the “time factor”

Types of data available from platforms (subscriber/account data, access logs and
traffic data, content data, advertising and payment metadata) differ in sensitivity
and are subject to different legal tests. In practice, temporal constraints constitute
a critical limitation: Content may be deleted, logs may rotate, accounts may be
terminated, and devices may be replaced. This is why the first critical step is often
not the formal “request” but rapid preservation, freezing relevant data so that it can
later be obtained lawfully.

The spread of end-to-end encryption (E2EE) further narrows the pool of direct
content evidence: Service providers often cannot access message content, so proof
relies more heavily on metadata, device-side forensics, and financial/communication
correlations. The European e-evidence package, especially European Preservation
and European Production Orders, is designed to reduce time loss. The regulation is
due to apply from 18 August 2026 and aims to make service providers faster and
more consistently reachable [39].

6.4 Cross-border data access: Instruments and conflicts

The traditional route for cross-border data access is mutual legal assistance
(MLA/MLAT), and within the EU, the European Investigation Order (EIO) [40].
These channels, however, are often slow relative to platforms’ data-retention
cycles. The Second Additional Protocol to the Budapest Convention (CETS
No. 224) and the EU e-evidence package introduce new instruments intended to
balance speed with rule-of-law safeguards, such as more direct cooperation with
service providers, emergency cooperation, standardized forms, and frameworks
for remedies [41].

Toward third countries, the US CLOUD Act is especially important because many
global platforms operate under US jurisdiction. It provides a framework for
compelling disclosure of data stored across borders and, through bilateral
agreements, may enable faster access [42]. In parallel, jurisdictional conflicts such as
data protection constraints, encryption, and local freedom-of-expression guarantees
can create compliance dilemmas for providers. Investigative strategy, therefore,
needs multiple tracks:

e Rapid preservation.
e Requests/orders based on an appropriate legal basis.

e Alternative evidentiary routes (device forensics, open-source data, financial
traces).

e Early international coordination.
As shown in Table 6, key cross-border cooperation instruments differ in scope

and in what they accelerate, and they therefore rely on distinct safeguards while also
creating practical implementation risks, as summarized as follows.
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Instrument

Scope/territory

What it speeds up

Key safeguard

Practical risk

EIO (2014/41/
EU)

EU Member States

Standardization of
investigative
measures

Judicial control;
remedies

Time-consuming;
divergent practices

EU e-evidence
(2023/1543)

EU; platform
providers operating
in the EU

More direct produc-
tion/preservation of
data

Fundamental-rights
exceptions; executing
authority

IT implementation;
compliance
burdens

Legal represen-

EU

Reachability and

Central authorities;

Incomplete global

tative (2023/ enforceability sanctions coverage

1544)

Budapest 2nd Parties to the More direct Rule-of-law and data Uneven

Protocol (CETS  Protocol cooperation; protection safeguards ratification/

224) emergency channels implementation

CLOUD Act US + bilateral Faster access with Remedies and treaty Conflict with other
agreements US providers conditions data protection

regimes
Table 6.

Comparison of cross-border electronic evidence-gathering instruments.

6.5 Proof in the age of Al: Prevention and policy recommendations

As generative tools and synthetic media become increasingly accessible,
evidentiary assessment must place heightened emphasis on authenticity verification
and provenance analysis: An image, audio, or video is no longer persuasive on its
own if the source file, creation context, or the possibility of manipulation cannot be
examined. Technical detection (e.g., deepfake classification) is not sufficient in
itself; courtroom usability requires validated methods, known error rates, and
verifiable procedures. Artificial intelligence systems, therefore, strengthen proof
only if organizations operate them within a risk management and quality assurance
framework, similar to the National Institute of Standards and Technology Artificial
Intelligence Risk Management Framework (NIST AI RMF) approach (context,
impact, measurement, monitoring), and if methodological control can also be
ensured for the defense (expert contestability, documented parameterization, audit

traces).

The mitigation of platform-enabled crime cannot rely exclusively on ex-post

investigative responses. An effective strategy integrates prevention (design, business
incentives, user protection), enforcement (rapid response, evidence preservation),
and accountability (transparency, auditing, remedies).

The essence of safety-by-design is that providers assess abuse risks early in
product and feature development and apply built-in protective elements that reduce
harms. This can include safe default settings, limiting risky viral mechanisms, adding
abuse-signaling “frictions,” strengthening authentication, and making advertising
and content-distribution processes more transparent [43]. In the European context,
this aligns with the Digital Services Act (DSA)’s risk assessment and risk mitigation
expectations, as well as the General Data Protection Regulation (GDPR)’s
requirement of data protection by design and by default.

From an investigation and proof perspective, an “evidence-ready” approach is
also recommended: Platforms should design logging and incident-response processes
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so that, upon a lawful request, they can provide data quickly, in standard formats,
and with verifiable integrity. This includes automating the handling of preservation
requests, implementing strict internal controls over log access, and publishing
transparent statistics on data requests [43].

Capacity building for law enforcement and justice systems is needed on three
levels:

e Human competencies: digital forensics, OSINT, basics of crypto-assets,
platform regulation knowledge, and critical interpretation of AI outputs.

¢ Organizational processes: standard operating procedures (SOPs), quality
assurance for forensic labs, and consistent documentation of the chain of
custody (especially for first responders).

e Technological infrastructure: scalable data storage, secure evidence repositories,

and validated analytical tools.

International threat assessments suggest that increasing data volumes and
legal uncertainty (e.g., data-retention frameworks) are major drivers of
overload, which directly worsen response times and the chances of successful
proof [37].

In preventing online abuse against children, risk-based platform governance is
not sufficient on its own: Age- and development-sensitive solutions are needed that
reduce exposure and increase the chance of accessing help. International policy
materials emphasize age-appropriate defaults, limiting personalized
recommendations for minors, child-friendly reporting channels, and strengthening
parents’ and schools’ digital competencies [44].

An important element of a victim-centered approach is balancing rapid removal
with evidence preservation: Removing harmful content matters, but processes must
ensure that evidence can be preserved lawfully and used later. This is especially
sensitive, requiring coordination among providers, authorities, and child protection
actors, and involving simultaneous requirements for remedies, encryption, and data
minimization [44].

The effectiveness of policy and platform regulation can improve only if
interventions are measurable and feedback-driven. Possible instruments include the
following:

e Standardized transparency reports (content removals, account actions, data
requests).

e Independent audits of risk management and the abuse exposure of
recommender and advertising mechanisms.

e Incident data sharing and exchange of good practices through Eurojust,
Europol, and other international networks.

This approach corresponds to a model of adaptive or “learning” regulation, in
which regulatory frameworks evolve in response to empirical feedback and
technological change; alongside norms, implementation and measurement should
also evolve, especially given the fast innovation cycles of Al systems [45].
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7. Summary

The central conclusion of this study is that Al systems within social media
platforms simultaneously expand criminogenic opportunity structures while
functioning as algorithmic gatekeeping mechanisms. Because the incentive system of
the attention economy pushes platforms to optimize visibility and reach, it can create
situations that favor deception, harassing behavior, or the exploitation of vulnerable
groups. In parallel, without Al-based moderation and risk management tools,
protection proportional to the volume of activity would be practically impossible.
The central challenge does not concern the existence of automation but rather the
institutionalization of safeguards, transparency obligations, and effective remedial
mechanisms within platform decision architectures, as well as how bias and
erroneous decisions can be managed, since these can cause both victim harm and
fundamental-rights infringements.

With respect to the main offense types, the study highlights that:

e The industrialization of fraud and scams is enabled by scalable outreach and
personalized deception.

e In harassment and cyberstalking, persistent access and network amplification
create risk.

e In the endangerment of children, new forms of relationship-building and
steering emerge.

¢ Deepfakes and synthetic deception raise a crisis of authenticity and new

evidentiary questions.

In light of these dynamics, effective prevention points toward embedding safety
in design, improving evidentiary readiness, expanding organizational and
technological capacity, and enhancing child protection safeguards. In investigation
and proof, attribution, preservation of data, consistent documentation of the chain
of custody, and faster international cooperation are the key determinants of practical
effectiveness.

Al-use disclosure statement (translation)

This chapter was originally written in Hungarian. During the preparation of the
English version, an artificial intelligence tool (ChatGPT, OpenAl) was used solely to
assist with translation and language editing. The authors reviewed, verified, and
edited the Al-assisted output. The authors take full responsibility for the content of
the chapter.
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Chapter 4

Cybercrime and Organised Crime:
Distinct Criminal Forms in the
Digital Era

Thomas Joyce

Abstract

The digital era has changed the face of organised crime. Not only has physical
world organised crime become increasingly suffused with cybernetic elements —
encrypted communication technologies and crypto-currency based money
laundering — but digital-world cybercrime has become progressively more organised,
mirroring the criminal motivations and opportunity structures traditionally
associated with organised crime. Nevertheless, the effect of digitalisation on
organised crime should not be overstated; the conflation of these two distinct
criminal forms can have unfortunate theoretical and political consequences. This
book chapter explores this dual dynamic with specific reference to the cybercrime
and organised crime literature. The proposed argument undercuts simplistic
conceptions of cyber and organised crime in favour of a more complex, flexible
approach that seeks to better delineate collaborative profit-driven crime in the offline
and online domains.

Keywords: cybercrime, organised crime, digitalisation, criminal profile, modus
operandi, organisational structure

1. Introduction

Crime does not exist in a vacuum. Much like everything else in our world, crime
evolves. The advent of new technologies has allowed criminals to conduct their real-
world operations with greater efficiency and has facilitated the development of
innovative, online iterations of classic crimes. Drug trafficking finds its counterpart
in darknet drug vending, prostitution in online sex work, and theft in hacking [1-3].
While we once had organised crime, we now have an organised crime enhanced
through technology, along with a new category of crime, cybercrime [4].

For years, the debate as to whether cybernetic offences qualified as an entirely
distinct form of crime or were simply a digitalised version of older forms, raged on
[5-9]. Without a clear resolution to the deadlock, a grand softening appeared to take
place, whereby scholars seemed to come to the apparently measured conclusion that
the truth lies somewhere in between. We now accept, on the one hand, that there
exist crimes that cannot be committed without a computer, while, on the other hand,
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we emphasise that the offender motivations and opportunity dynamics across the
digital and physical spheres remain broadly the same [10]. This compromise satisfies
not merely cyber-criminologists striving to gain recognition for cybercrime as

a concept, but also those of us who work within the vaguely defined schools of
dispositional and situational criminology. What this apparent balance ignores,
however, are the significant changes in other theoretical components that occur
when criminality shifts from the physical to the digital [11]. In some cases, these
changes are so dramatic that associations between the digital and physical iterations
of a given crime start to break down — the physical crime ceases to be clearly
recognisable in its digital equivalent [2, 11].

Organised crime, as a concept, is in particular danger. Long has it stood on
uneven theoretical ground [10-14]. Scholars have been arguing since the better part
of the 21st century as to what does, and what does not, qualify as organised crime
[10, 14]. Is organised crime simply crime that is organised? Is organised crime better
understood as crime that is organised, and serious? Are there other, deeper, more
complex dynamics at play that designate criminal activity as organised? Though the
literature seems to reveal a now generally agreed-upon understanding of organised
crime as defined by governance, policy makers, states, and the media have insisted on
preserving the concept in its broadest interpretation: as any crime that is organised
[14]. By this logic, cybercrime has been both implicitly and expressly included - in
everything from legal directives to newspaper coverage — under the firmament of
organised crime [15].

This chapter presents the argument that organised crime and cybercrime should
not be conflated, and that continuing to do so could have unfortunate consequences
for law enforcement, academics, and justice. The argument is structured as follows:
first, an understanding of cybercrime, drawn from the literature, is
presented; second, an understanding of organised crime, drawn from the literature,
is presented; third, the two are empirically compared; fourth, analysis is made on the
basis of the same; fifth, conclusions are drawn on the basis of this analysis. The
chapter seeks to acknowledge the impact of digitalisation in the creation of
cybercrime, challenge it in relation to the evolution of organised crime, and
ultimately emphasise the theoretical and practical importance of keeping these two
forms of criminality separate.

2. Cybercrime

When the cybercriminal organisation Scattered Spider broke into virtual
infrastructure, they did so through a clear process [16]. Initially, the group sent
a phishing message to employees of a target company, purporting to be a supplier of
said company. They would, for example, present themselves as a VPN provider,
warning that the VPN had been deactivated, and, in order to prevent data risks, the
employee should access their website immediately. Scattered Spider cleverly
designed the website to appear legitimate so as to lure an employee into providing
their confidential login details. Once they gained access to these details, they then
used them to access the computer systems of the target company, in order to retrieve
confidential data sets or transfer the cryptocurrency discovered therein into their
own private accounts. In this way, the two-step mistake of an employee from a major
streaming service — initially being duped by the fraudulent email and then foolishly
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inserting their details into the unregistered website — could allow these criminals to
access subscription data, which they could then copy and sell on the darknet.
According to the U.S. case files pertaining to their arrest and prosecution, the group
earned millions of dollars through this process [16].

The advent of cybercrime has yielded heated debate as to its nature. Many argued
that cybercrime solely refers to crimes that can be perpetrated over the internet;
others argued that cybercrime rather refers to crimes that are facilitated by the
internet [5-9]. Though scholars seem to have agreed that both statements are
descriptive of cybercrime, both of these arguments are, in fact, wholly problematic.
By focusing solely on computer-exclusivity, you eliminate almost all crimes being
committed online, and by focusing solely on facilitation, you broaden the scope of
online crime to include almost all crimes committed in the modern era [10]. Hackers
still operate in a physical space, and many even collaborate in person; using Telegram
to organise a drug deal does not make it cybercrime [17-20]. Most worryingly, both
of these approaches undermine attempts to gain a better grasp of what cybercrime
actually is, as they imply that physical-world crime only differs substantially from its
digital analogue when it has a new name. Hacking is hacking, not theft; a drug deal
remains a drug deal. But this is far too presumptuous. A criminal act (drug dealing),
and the motivation behind it (money), might be the same in either the offline or
online domains, but that does not imply the actor profiles, modus operandi, and
business structure are not sufficiently different to be worthy of distinction [1, 2, 11].

We are all familiar with the stereotype: a lone hacker, young, wearing a dark
hoodie, busily hacking the personal information of individuals, from any potential
location in our world. This is the image consistently presented to the public by
television entertainment, social media, and the news. Yet, it is largely inaccurate
[10, 17, 20]. Rather than simply engaging in hacking, the truth is that for-profit
cybercrime is a far-reaching category of crime, with countless variations - from
online fraud scams to the exchange of child pornographic material - of which
hacking is simply one [3]. Nor does cybercrime necessarily involve significant
technological expertise: it very much depends on the given form of cybercrime being
perpetrated and the specific role of the actor involved [10]. The success of Scattered
Spider was as much about social engineering — the ability to confidently charm
employees of victim companies into believing their legitimacy — as technological
fluency. Despite the well-established connection between both youth and criminal
activity, and youth and the use of internet technologies, young people are by no
means synonymous with cybercrime [1, 10]. Though the Scattered Spider group
were indeed all young, evidence from recent data from diverse studies hints at an
enormous age range amongst cybercriminals. Not merely age: all profile indicators,
from gender, to ethnicity, to socio-economic background, present a diversity rarely
evidenced in other forms of serious crime [1, 10]. Anonymity, distance from
collaborators and victims, the absence of violence, and porous barriers to entry
facilitate the possibility that almost anyone could, hypothetically, become involved
in cybercrime. Conversely, victims of same tend to be quite specific. Of course, the
victim of a given cybercrime wholly depends on the cybercriminal act; but when
speaking of for-profit cybercrime, in opposition to other forms of crime, the victims
tend to be institutions [10]. Either private enterprises are targeted for their monetary
wealth and access to personal data, or the state is targeted, indirectly, through the
cybercriminal capacity to flaunt laws and regulations governing online and offline
practises alike.
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Cybercriminal activity can be quite complex. Though modus operandi vary across
forms of cybercrime, studies have shown that for-profit cybercrime often demands
significant collaboration and expertise from its participants [1, 10, 11, 17, 20].
Scattered Spider worked as a unit to develop phishing strategies, create convincing
fraudulent interfaces, and launder their illicit proceeds. This required a variety of
different capacities, in terms of problem-solving (manipulation techniques),
technological expertise (developing fraudulent websites), and ingenuity
(capitalising on company access). Of course, the real-world incarnation of the same
crime — the robbery of a major multinational by a group of burglars — might also
present complexity, the finesse of which would depend on the given group. Yet it
would be temporally and spatially quite different, requiring the criminals to actually
be on-site at the company, likely involving forceful methods to break in, avoid,
intimidate, or threaten present employees, and being centred around physically
escaping with large quantities of on-site money. For phishing scams, time is
stretched: it may take a long time to hook a duped employee, and once their
credentials are secured, it may be a long time before they are used. When exploited,
those credentials may simply be used to explore the interior space of the company
before anything of value is actually taken. Space is similarly altered. Scattered Spider
executed crimes against companies across the world, all from the comfort of their
respective homes [16]. Our hypothetical burglars would need to be on-site to commit
the crime, implying a degree of mental fortitude and bodily immediacy. Distance
allows for psychological detachment — which has a variety of implications, from
techniques of neutralisation to a flattening of physical requirements demanded by
theft. Thus, the nexus of tension is not necessarily between simplistic (real-world)
and complex (digital domain) but rather between distinct kinds of complexity; the
point of emphasis being that cybercrime is complex in a radically different way.

Cybercriminal groups tend to have the structure of a firm [10, 11, 21, 22]. Just as
Scattered Spider operated like a small company, working together in unison towards
a financial goal, so too do most cybercriminal groups collaborate for the sake of gain
[1, 17, 20]. Theoretically speaking, this means that, as opposed to disorganised
entrepreneurs, or highly organised complex networks, cybercriminal activity likely
lies somewhere in between [10]. This is not necessarily ubiquitous — there remain
freelance actors, and there may be cases of larger organisations at work - but the
evidence shows that cybercriminals — from ransomware attacks to darknet
trafficking offences — seem to operate in small, close-knit groups either in online or
offline spaces [10, 11, 21, 22]. People, even scholars up until quite recently, tended to
discount this offline dimension. Yet it is critical for understanding cybercrime. This
is because of a certain contradiction of our expectations: despite being radically
international hypothetically, studies show that cybercrime tends to be quite
localised, with particular countries being vulnerable to particular expressions of
cybercrime [10, 17]. Hackers based in Russia are the prototypical example. During
the Soviet period, American technologies were banned, and even if sourced, often
unusable. This led to a unique hacking cultural development, whereby the pathway
into the use of technologies was often through decryption and alteration — deviance
being somewhat of a constituent of their cybernetic landscape. Relatedly, the
economy of Russia remains highly centred on the provision of energy; in comparison
with the West, education for, work in, and income derived from, the tech sector is
limited. Combined with democratic integrity effects — cybercriminals that focus
solely on Western companies may hold little punitive intrigue for the State — and
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corruption — cybercriminals that are of interest may be able to purchase immunity —
the result is a context relatively ideal for hacking. Going further, recent studies have
revealed that cybercrime may even be entirely localised, with criminals working
together in-person over an extended period of time [1, 10, 11]. We can thus imagine
that cybercriminal firms may actually operate in a manner similar to online
businesses. There is a hierarchical structure, an entrepreneurial boss develops the
business model, and employees fill out particular roles within it; with the firm itself
being born out of a specific context, with criminal conduct being committed in both,
and along the intersection of, the online and the offline domain [11, 22].

3. Organised crime

To ensure control over their cocaine trafficking route through Ecuador, Los
Choneros exploited a vast network of direct employees, and indirect freelance
connections [22]. In collaboration with a number of other cartels, they formed a critical
part of the chain that ultimately started with the production of cocaine deep in South
American forests, and ended in small bags of white powder in the pockets of consumers
on North American city streets. People were murdered, businesses exploited, and
politicians corrupted on a vast scale to fulfill this role; the results of which were
significant growth across the horizons of membership, notoriety, and wealth. Despite
the arrest and prosecution of their leadership, Los Choneros continue to operate, albeit
while wrestling with a power vacuum and in a somewhat weakened state.

Our understanding of organised crime has evolved over time. From initial
associations with particular ethnic groups in the past to the current focus on modus
operandi in the present, our understanding of the phenomenon has gradually
deepened through the dedicated work of a small band of scholars [13, 14]. We now
recognise organised crime proper as a function of governance: what truly makes an
organised crime group is the attempt to manage and regulate a given market, service,
or territory [13, 14]. The Mafia controls the supply of protection; cartels control
a given trafficking route. In this sense, organised crime should be understood as
implicit to a will-to-monopolise. A number of high-profile scholars have delved
deeply into this idea, exploring the theoretical margins of governance and quietly
arguing for a narrow definition of organised crime centred around this concept
[13, 14, 23-25]. Unfortunately, this narrow, and more nuanced approach, marks
a clear distinction from policy, where organised crime is frequently insisted upon as
synonymous with ‘crime that is organised’. The issue with this approach is that it
essentially encompasses all forms of collaborative, profit-driven crime, including
cybercrime - risking a dramatic conflation.

Organised crime profiles have been largely untouched by digitalisation. However,
the relationship between organised crime, and those who commit it, remains
complicated. Take ethnicity, for example. Though scholarship has advanced far
beyond considering ethnicity a key motivating factor in participation in organised
crime, the concept has nonetheless lingered as an apparent dynamic underlying
criminal group formation — with the majority of groups being ethnically
homogenous. This does not necessarily imply the imposition of hard-coded,
exclusionary rules but rather relates to how all groups — criminal or non-criminal -
develop and grow based on similarity and common interests [14, 23, 25]. This also
makes ethnicity across groups highly variable: we can have the Kinahan Drug Cartel
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emerge from the Irish context, and the ‘Ndrangheta come forth from the Italian.
Members of organised crime groups tend to be male [26-28]; but show a broader age-
curve variability than for standard crime, with older leaders, and sometimes older
new recruits [25]. It is apparent that Los Choneros, for example, is comprised largely
of Ecuadorian men, of varied ages, with effort and organisation split across the
various tasks mandated by a drug trafficking operation of that scale. Relatedly,
today, as in the past, formal education amongst organised crime group members
tends to be low [29, 30] as does legitimate employment experience [31]. The overall
connection between reduced legitimate economic opportunity and participation in
organised crime thus appears well established [29-33]. To our knowledge,
digitalisation has not resulted in significant changes these profile dynamics.

Organised crime has certainly been made more efficient by technology. While
hard evidence of organised crime proper — trafficking cartels and mafia-type
organisations — being involved in cybercriminal activity remains scarce, it is widely
apparent, especially in the wake of major international-level enforcement
operations — such as the Sky and EncroChat takedowns — that members of traditional
organised crime groups are using computer technologies to communicate, launder
their illicit proceeds, and manage their operations [29]. Los Choneros, like any large
business operation, would have most certainly availed themselves of the internet, as
a facilitator of their activities. Nonetheless, we should not overstate the influence of
contemporary technology on organised crime; as in the digital era, organised crime
role requirements remain fundamentally unchanged. The capacity for violence,
intimidation, and other criminal expertise still plays a direct, crucial role [26, 30, 31].
Financial talents, particularly as they relate to money laundering, are also
advantageous [32]. Competency, however, appears to be the critical factor. For
freelance or network members, roles may be specifically delineated — such as lawyers
or dock workers — but for direct participants, their roles may be best understood in
terms of rank — whether soldiers or generals — with tasks being variable across time
and space [23, 32, 33]. Organised crime group participation thus distinguishes itself
as following the logic of careers, with members reporting prolific crime-for-profit
histories [27, 34, 35]. This longevity breeds group culture. When combined with the
various rituals that often come with membership in these organisations, a strong
sense of loyalty can develop, with many organised crime group members drawing
their identity markers from their participation in the given group [13, 23, 33, 36, 37].

Organised crime structure varies [38]. Size can depend greatly on where one draws
the lines of participation. In the case of Los Choneros, for instance, if one were to
consider the entirety of their criminal network as a single group, membership could
readily clear the thousands; but if one were to only consider the top-brass leadership as
true members, we would be looking at a much smaller firm. It is perhaps for this reason
that organised crime scholarship has shifted from once considering organised crime the
sole province of large groups to favouring the idea that, in contrast, organised crime
tends towards firms of varying sizes [13, 38, 39]. The manner in which these firms are
organised is also variable: some appear to embody clearly hierarchical forms, while
some have structures complicated by family ties, and others are decidedly more ad-hoc
and informally collaborative [26, 28, 38-40]. Structure is ultimately highly dependent
on the criminal context — how the landscape of criminal opportunity shifts and evolves
across time — and the wider needs, capabilities, and dynamics of the given group —
ethnic, cultural, economic, and social effects [13, 14, 39, 41]. Mounting police pressure,
in any criminal environment, forces increased secrecy, and reduced risk-taking,
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inhibiting the expansion of the given enterprise [41]. Yakuza tend to be larger, more
hierarchical, and more complex in their structure than other mafia-style organisations,
due to their semi-legal status, which has allowed them to flourish over time [42]. Thus,
real-world control and enforcement practises directly serve to influence the structure
of organised crime groups.

4. Comparison

On the surface, we can observe that there are a lot of similarities between
cybercrime and organised crime. Both are criminal enterprises, and both involve, to
a certain extent, new technologies. They are collaborative and may involve high profits.
Different organisational models abound, but within firms, we can observe hierarchical
management, amongst individuals, market dynamics, and within a broader field of
collaboration, network effects. Cybercrime can thus be deemed organised crime;
organised crime, if not cybercrime, then at least becoming rapidly more digitalised,
bleeding slowly into the digital sphere. Yet, looking deeper, it quickly becomes clear
that this comparison is complicated by substantive differences in the definition,
profiles, modus operandi, and structure of organised crime and cybercrime groups.

Quite simply: cybercrime takes place online, organised crime, most often, in the
real world. Though state and institution-published documents are replete with
references to organised crime involvement in ransomware attacks, the provision of
online sexual services, and participation in darknet markets, there is no robust
academic support for such claims [15]. Of course, these institutions are not basing
these claims on imagination, they are drawing such conclusions directly from their
own data analysis, and communication with law enforcement [4]. This is why the
questions of defining cybercrime and organised crime are so important. If national
and international policing organisations consider groups participating in cybercrime
to be organised crime groups, then such claims about their involvement in
cybercrime become instantly well-supported and evidentially true; if, however, one
begins from the definitional standpoint that organised crime proper can only be
understood through the lens of governance, then such claims suddenly become
inaccurate, even bizarre. There is no known evidence that Mafia-type organisations
or trafficking-type organised crime groups are participating in cybercriminal
activity; nor would there be any reason to assume they would be.

As we have seen, cybercrime requires a different profile than that of organised
crime. With significant variation across age, gender, ethnicity, and
sociodemographic details, cybercriminals collaborate to commit crimes in an online
sphere [1, 10]. This stands in contrast to the homogeneous nature of organised crime
groups, which tend towards disadvantaged men from a single ethnic background,
collaborating to commit crimes in the physical world [14, 23, 25]. This does not mean
that some dynamics are not paralleled. Actors in both cybercrime and organised
crime require trust-through-reputation to succeed [10, 13]. Yet this manifests in very
different ways across respective criminal spheres. Cybercriminals operate
anonymously, and as such must develop the reputation of their online identities,
rather than themselves — such as through reviews, forum discussions, and criminality
proofs [1, 10, 11]. Organised crime often involves a kind of corporate-style ascent,
based on proven capacity to complete tasks and dedication to the organisation [43].
The latter, being in person, is far more high-stakes, where mistakes, divided
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loyalties, or arrest could prove life-threatening. It is also more emotional — family
ties, cultural connections, status, and group politics all play a role in the ascent to
power [26, 28, 30]. Perhaps for this reason, cybercriminal profiles have managed to
include husband-and-wife teams, people with high-level qualifications, and the
elderly — the assessment of the given enterprises’ reputation being based solely upon
the quality of their criminal performance, rather than any apparent demographic
kinship [1, 11]. Profiles of victims also differ. The victims of cybercrime are typically
companies or the state, there is no violence involved, high levels of education or
expertise are often required, and profiteering, while significant, is not necessarily
dramatic [10, 11]. While in organised crime, victims range from companies, and the
state, to individuals — violence, exploitation, and corruption being direct influences
of organised crime within a given area. We feel the presence of organised crime, their
influence is corrosive for those proximate to it. Cybercrime, in sharp contrast, is
largely invisible. Ecuador has been ravaged by Los Choneros; few people likely know
or care about Scattered Spider’s existence.

Different profiles follow from different modus operandi. While there is complexity
in both forms, it is a different kind of complexity. To sell drugs on the darknet, vendors
must gather resources (computers, drugs, shipping materials, etc.), set-up software
(encryption software, cryptocurrency, etc.), conduct sales (advertising, branding,
etc.), ship products (packing, dropping off, etc.), launder proceeds (tumbling and
converting cryptocurrency), and manage their operation (working with employees;
ensuring a high level of operational security across various horizons) [44, 45]. The
investment of time and resources to become a darknet drug vendor is significant, and it
generally requires a broad set of operative roles and expertise — the firm that sells the
drugs is a one-stop-shop, often even producing the drugs themselves [44]. For
organised crime, however, drug trafficking is far from a closed loop, it involves
multiple organisations of different sizes, and with different roles, participating in the
production, manufacture, processing, shipping, and wholesaling of narcotics [46].
Rather than performing each role in the chain, organisations will often simply perform
one major role (e.g., shipping), with members of that organisation taking on relevant
tasks (e.g., bribing customs officials) to achieve that aim. In this sense, organised crime
groups may be less variable in terms of their overall function, but they may nonetheless
end up covering a broad array of fluctuating tasks, as they become subject to political
considerations, law enforcement pressure, internal disputes, theft, betrayal, and
violence, factors that — due to anonymity and distance effects — are rarely as relevant for
darknet drug vendors. Even aside from scale (the millions made by some darknet drug
vending operations do not compare to the vast profiteering of international drug
cartels), the digital and physical domains are truly distinct, made so by virtue of the
particularity of those domains.

Cybercriminals do not manage a route, control a market, or govern a territory.
Borrowing from the logic of Reuter (1983), cybercriminals are instead more like
individual entrepreneurs or the managers of small criminal firms [42]. Take
prostitution, for instance. Though the degree, manner, and expression of organised
crime influence in the market for the provision of sexual services has long been
a matter of debate, some scholars are of the opinion that, at the very least, organised
crime is responsible for the trafficking of young women for the purposes of sexual
exploitation [47]. In this case, the organised crime group in question would qualify
their governance through the management of the route in which women are
trafficked. Arguments could also be made for the involvement of organised crime
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groups in the management of the in-person sex market, through the mediation of
brothel disputes and the arrangement of protection rackets [48]. And indeed, disputes
arise, protection is required: it is well established that, in its present incarnation, in-
person sex work subjects the women who practise it to potential harm [49, 50]. Now
compare this with online sex work. While sexual services are still exchanged, and
money is paid in kind, digital sex work does not present any apparent or necessary
exposure to harm [2]. There is no evidence to-date that suggests a causal link between
human trafficking and digital sex work, or organised crime and digital sex work.
Unsurprisingly so. Unlike in in-person sex work, where organised crime has a plausible
role in the provision of sex workers, the exploitation of the same, and the mediation of
related markets; it is difficult to see what role organised crime groups could play in an
environment where participants appear to engage in the given activities through their
own volition. Substantially reduced danger means a lack of opportunity for protection
and therefore control, and the markets in question are already mediated by legal
companies, with participants being non-criminal and readily capable of availing
themselves of standard civilian rights. There just isn’t a place for organised crime in the
same way; while the broadest strokes of the physical and the digital worlds align, the
details of the finer strokes vary so greatly as to radically change enforcement, policy,
and academic approaches to the same.

5. Analysis

At first glance, it may appear useful to broaden organised crime as a concept to
encompass cybercrime. Organised crime denotes serious crime, crime that is
organised, crime-for-profit, and, as such, cybercrime fits comfortably within its
remit. But there are two critical issues here. The first is that organised crime is not
a broad category of crime, but a narrow one. It is best defined by governance, not
organisation [13, 14]. And, as such, fraud, theft, and other forms of criminality,
simply because they are planned and executed by a group of two or more people for
financial gain, do not qualify as organised crime. The second is that even if such
a broad category were applied to organised crime, it would still be important to
distinguish cybercrime as a distinct form of crime, as the necessary use of
technologies to commit a given crime radically changes the what, how, and who of
the crime carried out. Burglars and hackers require different skillsets, and approach
the crime of theft in unique ways; the balance of risks and benefits for in-person drug
traffickers and darknet drug vendors is very different [1, 11, 44, 45]. Arguments that
seek to diminish the need for definition, or for flexibility in our understanding of
these concepts, fail, perhaps, to recognise the issues posed by the unfortunate
conflation of organised crime and cybercrime.

The term ‘organised crime’ holds a lot of weight [13, 15, 46]. It is drenched in
history. Through the presentation of news cycles, political movements, music, films,
television shows, historical popular records, and academic criminology, organised
crime, as a concept, has been pressed deep into the public consciousness. In
normative terms, when someone says, ‘organised crime’ everyone understands what
they are talking about, everyone immediately conjures up images of The Godfather,
Pablo Escobar, and the Yakuza. When policy makers use the term, they draw upon
this telescopic series of associations; by referring to cybercrime as organised crime,
they present cybercrime as an extension of this history, which it is not. This is the
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logic of political correctness in reverse. We recognise that a particular term is loaded
with decades of negative connotations, but rather than trying, as such, to replace it
with a neutral term, we instead extend the use of this term even further, applying it
to that which is not actually captured by its original meaning.

The reasons policy makers adopt this approach are obvious. By calling cybercrime
organised crime, you immediately make the public understand it as serious and
worthwhile. Arresting the creator of a given piece of ransomware technology sounds
like a win, but it has nowhere near the sense of gravitas as arresting the head of an
international organised cybercrime syndicate. Victim empathy is a related factor.
Cybercriminals tend to target companies, or, by flaunting trade and taxation laws,
the state. Short of particular cybercrimes, like those related to paedophilia, and
individual-level scams, most of the focus tends to be on exploiting (often foreign)
companies. Of course, the public can be affected, their private information might be
violated, or their financial assets stolen as part of this company-level targeting. But
this does not evoke the same reaction as the violence and exploitation carried out by
real-life organised crime groups, where innocent people routinely suffer extreme
physical or emotional harm as a direct or indirect result of their criminal actions.
Framing cybercrime as organised extends those sympathies to better justify the focus
on tackling cyber criminality.

This conflation only produces short-term gains. While treating cybercrime as
organised crime might make it more politically relevant, over time it risks eroding
our understanding of these two major categories of crime. We all fall prey to our own
games. By constantly framing individual entrepreneurs as the heads of organised
crime syndicates, the individuals behind such framing start to believe it themselves,
it becomes their reality. This could lead to ineffective investigative practises, as
investigators expect that human-factor leads, given their framing of cybercriminal
groups as a collective, may more readily lead to arrests than is actually the case. Not
to mention the question of justice. By over-associating cybercrime with organised
crime, we open individual cybercriminals up to increased avenues of prosecution,
and harsher punishments. This does not show appropriate respect for the rights of
accused persons: if cybercriminals are to be punished, then their punishments should
be devised, designed, and applied with reference to cybercrime, not organised crime.

The solution? Go in the opposite direction. We, as academics, should be seeking to
further compartmentalise organised crime, rather than expanding it. This does not refer
to compartmentalisation along the lines of crime type, as is typically approved, but
rather along particular theoretical lines. As we have seen, crime type and motivation are
not reliable means of defining crime categories. Instead, we need to take a deeper, more
complex approach, taking account of the various profiles, modus operandi, and
structural dynamics that percolate around different forms of crime, and use them to
formulate new theories around what is and what is not organised crime.

6. Conclusion

The primary difference between cybercrime and organised crime relies on
a single, fundamental truth: that the change in criminal activity between the digital
and physical spheres changes more than simply how the crime is conducted in the
online sphere [11]. And while cybercrime might be organised, and organised crime
might now avail of internet technologies, this does not make them organised crime
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and cybercrime, respectively. Cybercrime, as a unique form of criminality, must be
designated as such. Organised crime in the digital era is, in short, still simply,
organised crime.

The resolution to the cybercrime definitional debate is not sufficient. Agreeing
that cybercrime is not ‘old crimes in new bottles’ or ‘new crimes in old bottles’ but
somewhere in between calls to an abrupt stop our otherwise vital explorations into
better understanding this concept. Veering away from these Schrodinger’s
cybercrime explanations, we should strive to embrace the more complex truth that
cybercrime largely features iterations of well-established crimes, and that there are
broad similarities with same, but that the finer details are often so radically different
that we cannot respond, theoretically, empirically, or legally to these crimes as we
would their physical-world correlates. As such, it is imperative that, broad
similarities aside, they stand alone.

Organised crime, as a concept, should not be misused. When a theoretical
construct is stretched over too wide a surface, it thins, becoming permeable,
conveying nothing. To say that organised crime is all crime that is organised robs us
of the opportunity to understand organised crime as a function of governance. It
blurs the lines that we, as academics, strive to use to delineate trafficking cartels and
mafia-type organisations. The term becomes meaningless. Efficiency of
communication and organisation; money laundering. This appears to be the broad
empirical limit of the impact of the digital world on organised crime operations.
Though states, the media, and international bodies might make claims for organised
crime’s involvement in the production of malware and ransomware attacks, it simply
is not helpful, in the long term, to barter truth for political relevance.

Crime is as crime does. A darknet drug vendor who purchases wholesale cocaine
from an organised crime group is part of their wider network; a mafioso who engages
in a denial-of-service attack is a cybercriminal. We need to focus on the conduct of
a given actor within a given organisational structure when determining the given
crime type classification, not simply their motivation and opportunity context.
Doing so should maintain our fidelity to academic crime classification — ensuring
a better understanding of high-level, for-profit crime in both online and offline
domains.
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Chapter 5

Crime and Science Forensic

Fadila Ait Boughima

Abstract

This article explores the role of forensic investigations in the field of crime.
Having a crucial impact on the conduct of trials and the administration of justice,
forensic science has evolved from an auxiliary discipline into a central pillar of
the modern criminal justice system. Forensic sciences have developed over the
years, bringing a multidisciplinary approach that allows for the precise
reconstruction of the chronology of events. They rely on the contributions of
medical sciences and several laboratory techniques integrating new technologies,
which optimize the collection of biological evidence while minimizing the risk of
contamination. Furthermore, digital forensics has become indispensable today
for processing hybrid evidence (physical and virtual). Finally, the article
highlights the challenges and regulatory standards imposed by these advances,
calling for an international standardization of protocols to guarantee the
impartiality of judicial decisions in the face of the increasing complexity of
criminal operating methods.

Keywords: criminology, forensic science, forensic medicine, forensics, expertise,
scientific evidence

1. Introduction

Crime, a social phenomenon, is a highly variable concept whose definition
depends on the values of each community. Classically, it encompasses a set of
offenses commonly divided into crimes, misdemeanors, and contraventions covered
by the penal code. While abortion is decriminalized in many Western countries, it
remains a crime in the Kingdom of Morocco.

At the same time, ever since primitive society, man has always been concerned
with rendering justice whenever a crime is committed, particularly against the
human person in the form of cruelty to existence, which would break the link
between the individual and the human race [1].

When it comes to scientific investigation, forensic science is playing an
increasingly important role. There are a number of reasons for this: the increasingly
limited role of confessions as evidence, the fragility of witness testimony, the
development of adversarial principles, the resources offered by scientific progress,
the media coverage of criminal cases, and the influence exerted on the public and
legal practitioners by film and television productions devoted to criminal cases [2].
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Criminologists work to identify the underlying causes of crime and propose
prevention solutions based on social theory and empirical research. Forensic studies,
on the other hand, are based on natural and applied sciences, and they provide
empirical methods for detecting, analyzing, and interpreting physical and digital
evidence [3].

Today, the joint collaboration between forensic science and criminal
investigation is no longer in doubt, as scientific evidence is increasingly used in
criminal cases. Forensic science not only establishes facts such as the cause and
forensic form of death but is also increasingly involved in identifying the chronology
and sequence of events. These operations are governed by legal texts, in particular
the Code of Criminal Procedure, which codifies the procedures for administering
evidence.

The aim of this article is to highlight the importance and contribution of forensic
investigations in criminal investigations.

2. Criminology and forensic science: Main concepts

Criminology is a field of sociology that studies the nature, causes, and
consequences of criminal behavior in a broader social context. It analyzes
aberrant behavior from a variety of perspectives, including sociological,
psychological, economic, and political, examining factors such as poverty,
inequality, social disorganization, and peer influence. Its ultimate aim is to
identify the causes of criminal acts or behavior and to propose effective measures
to prevent them. The importance of criminology also lies in its relevance to the
development of adaptive and responsive legal policies, which can serve as a basis
for crime prevention, law enforcement, and the improvement of the criminal
justice system. By integrating multidisciplinary contributions from law,
sociology, psychology, anthropology, and cultural studies, criminology offers
a more comprehensive perspective for understanding the dynamics of crime
while proposing evidence-based strategies for creating sustainable social justice
and community safety [3]. Criminology was developed primarily through the
work of Cesare Lombroso (1835-1909), an Italian professor of forensic medicine
at the University of Turin. Lombroso’s research into the physical and
psychological types of criminals led many to consider him the “father” of
criminology. Shortly after the publication of Lombroso’s work, the Austrian
jurist and professor of criminology Hans Gross, the “grandfather” of forensic
criminology, published his treatises on criminal investigation (1906) and
criminal psychology (1911). Emile Durkheim added a sociological approach,
stressing the importance of anomie and social integration in understanding
deviance. Durkheim saw crime as a natural and necessary component of society,
contributing to social progress by challenging norms. The twentieth century saw
an evolution in criminological thinking. The Chicago School of the 1920s and
1930s pioneered ecological and sociological approaches to crime, emphasizing
how urban context, poverty, and social disorganization influenced criminal
behavior. In the mid-to-late twentieth century, psychological, feminist, critical,
and postmodern theories entered the criminological discourse, expanding its
disciplinary boundaries and fostering interdisciplinary collaboration [4, 5].
Approaches in criminology play an important role in formulating more effective
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policies and practices to reduce crime rates and strengthen legal and social
response mechanisms for perpetrators and victims. Through a variety of theories,
criminology not only helps explain the causes and dynamics of crime from
different perspectives, including structural, psychological, and cultural, but also
provides a conceptual basis for designing more targeted prevention, law
enforcement, and rehabilitation strategies [3].

Forensic science is the application of science to law. Used in criminal cases, it
consists of searching for and examining material traces that can be used to establish
a suspect’s guilt at the scene of the crime or on the victim. These include traces of
blood or bodily fluids, clothing and textiles, hair, footwear, and any tools used, etc.
Forensic science also encompasses everything that contributes to the collection,
preservation, and analysis of evidence, such as DNA identification [6].

Forensic science remains a very broad term (often abbreviated to criminalistics)
in its broadest definition. On the other hand, forensic science and forensic medicine
are terms commonly and differently used in different states to designate the branch
of medicine that deals with the application of medical principles and knowledge to
the purposes of law, both civil and criminal. Forensic medicine deals with the legal
aspect of medical practice, focusing on the application of medical knowledge to the
administration of justice. The human history of written forensic science goes back
6,000 years. Sumer, Babylon, and Egypt all contributed to the development of
forensic medicine. Imhotep was probably the first true forensic expert. Hippocrates,
the Greek physician, and Galen, the Roman physician, made considerable
contributions. Little progress was made during the Middle Ages. Forensic science has
come a long way since its documented beginnings in the eighth century. The
combination of forensic approaches in the study of crime originated in England in
the twelfth century. Among the earliest forensic procedures were the application of
toxicology by Mathieu Orfila in the early nineteenth century and the Bertillon
anthropometric system, created by Alphonse Bertillon at the end of the nineteenth
century. Sir Francis Galton’s work on fingerprint categorization and Karl
Landsteiner’s discovery of blood groups paved the way for identification-based
forensic analysis. The twentieth century saw significant advances in ballistics,
forensic pathology, and serology. However, the greatest leap forward came in the
1980s, when Sir Alec Jeffreys introduced DNA fingerprint analysis, transforming
forensic science into an indispensable tool for criminal justice [3, 4].

The forensic sciences encompass several subdisciplines, such as forensic
pathology, whose role is to determine the cause of death and its forensic form, or
forensic biology, which analyzes DNA and establishes identities. Thanks to these
specializations, the forensic sciences are able to integrate a variety of scientific
techniques to provide forensic evidence that can be used in criminal investigations to
prove that a crime has been committed or establish the key elements of an offense;
establish the link between the suspect, the victim, and the crime scene; establish the
identity of people linked to an offense; exonerate the innocent; corroborate
a victim’s testimony; and help establish the facts [5].

The rise of forensic science, or the scientific study of crime scene evidence, has
bridged the gap between sociological inquiry and empirical research. The move
toward a multidisciplinary approach based on the use of technology in the criminal
justice system offers tremendous opportunities to improve the efficiency of the
treatment of even the most innovative forms of crime. Indeed, the rise of digital
forensics in the twenty-first century, tackling cybercrime, data breaches, and online
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fraud, has enhanced the potential for cooperation between these disciplines. By
recognizing the central position of the digital trace as an object of scientific interest,
the development of research into its identification, exploitation, and interpretation
offers the possibility of multiplying the sources of information that can testify to
previous activities and contribute significantly to the development of knowledge in
criminology, particularly in terms of a better understanding of offenders’ schemes,
evolutionary mechanisms, and intentions. What’s more, it is increasingly common
for courts to grant digital traces sufficient probative value to support their decisions.
At the same time, these developments call for heightened vigilance in the face of

a number of concomitant challenges, notably those relating to ethics, procedures,
and the principle of equality. It remains imperative that the application of technology
in criminal justice should always be accompanied by mechanisms for control,
transparency, and critical evaluation, so that the innovations proposed are genuinely
capable of creating meaningful advancements [7].

Finally, it should be remembered that the field of forensic science is not yet fully
integrated worldwide. The multidisciplinary and interdisciplinary nature of forensic
science requires an interprofessional approach, which is often lacking. There are
many reasons for this restrictive or reluctant use of forensic science, including lack of
technological development, misuse of physical evidence, failure to respect the chain
of custody, late submission of physical evidence to the court, and sometimes failure
to provide details of the evidence [5].

The intersection between criminology and forensic science is a key element in
analyzing and solving criminal cases more effectively. By integrating these two
fields, a more comprehensive and holistic approach is created, in which theoretical
perspectives on human behavior can be combined with empirical evidence, resulting
in an investigation process that is not only more accurate but also more scientifically
and socially accountable [3].

3. The impact of forensics on criminal investigations

Expertise is a technical mission in which a competent authority calls on the advice
of an expert to examine and resolve a highly specialized technical problem. The
purpose of expertise is to clarify certain factual circumstances, revealing a particular
skill (scientific, technical, or artistic). Forensic expertise has proven its importance
and place in criminal investigations over the decades, as in the case of genetic
expertise providing DNA evidence that led to the indictment of a sex offender, or an
autopsy that determined the cause and circumstances of death in a homicide case.
This work has highlighted the place and probative value of scientific evidence,
defined by Locard as “a mode of administration of proof in criminal proceedings,
consisting in the systematic analysis of traces left by the perpetrator or carried away
by him on his body and clothing” [2, 8].

While the importance of forensic expertise is growing with new scientific and
technical advances applied to the judicial system, it remains important to understand
its limits in each case. Ultimately, forensic expertise considerably improves the
investigative process by reconstructing the sequence of events that preceded,
accompanied, and followed a crime, identifying the suspect through DNA profiling
and fingerprint analysis, and contributing to the exoneration of wrongfully
convicted offenders. Forensic expertise provides objective evidence that can
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corroborate or refute testimonies and alibis, thus narrowing down the list of
potential perpetrators. To be admissible in court, forensic evidence must withstand
rigorous judicial scrutiny. This requires forensic experts to follow strict protocols and
maintain high standards of accuracy and reliability in their analyses. The standard set
by the US Supreme Court defines the criteria for the admissibility of expert
testimony, ensuring the validity and scientific relevance of forensic evidence [8].

4.

The main fields of forensic science

Forensic science encompasses a wide range of subdisciplines, each playing

a unique role in the investigative process [5, 9]:
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e Forensic pathology: a cross-disciplinary field and a veritable bridge between
medicine and law. Forensic medicine has been instrumental in delivering justice
in both criminal and civil cases, for both living and deceased victims. It is
a ferment of evolution with certain related disciplines, notably forensic anato-
mopathology, whose joint collaboration contributes to a more precise determi-
nation of the cause of death; the same applies to radiology and molecular
biology.

e Forensic anthropology: is the application of physical examination to forensic
cases, usually focusing on the human skeleton. Investigations usually begin with
a corpse search team at the scene, using a variety of means. Anthropological
expertise includes not only search and recovery but also determination of the
nature of the evidence (bones or teeth), species identification, estimation of the
time elapsed since death, sex, ancestry, age at death, stature of the living,
taphonomic history, and recognition of any other characteristics that may
contribute to the identification and detection of criminal acts. The scope of
forensic anthropology has been extended to include questions relating to living
persons, particularly in the field of identification and age determination.

Forensic odontology: a branch of dentistry that examines dental elements for
forensic purposes. It plays a key role in the identification of victims of mass
disasters, crimes, and child abuse, among others. This examination is often
based on dental elements such as restorations, missing teeth, and prostheses.
Dental prosthetics, and in particular, denture identification systems, play an
essential role in the postmortem identification of individuals.

» Forensic entomology: the study of insects and other arthropods in relation to
legal issues, particularly in court, is particularly useful for estimating the post-
mortem period and remains a fairly reliable method.

e Toxicology: the application of toxicology to the forensic investigation of death
and poisoning. It encompasses the determination of alcohol, drugs, and other
harmful substances in biological samples, and the interpretation of these results
in a forensic context. The choice of appropriate samples depends on the appli-
cation but always requires adequate documentation, transport, and storage to
ensure the integrity of the substances to be analyzed. Knowledge of the effects
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of drugs and their pharmacokinetics, as well as consideration of the possible
limits to the interpretation of results, guarantees credible and not exaggerated
evidence. It is based on the analysis of biological fluids, as well as certain tissues
and phanera, such as hair. Indeed, human and animal hair has been used in
forensic investigations for over a century and is one of the most common types
of evidence. The identification and comparison of human and animal hair can
prove useful in demonstrating physical contact with a suspect, victim, or crime
scene.

DNA analysis: one of the most important achievements in forensic science is
DNA profiling. DNA analysis enables individuals to be identified on the basis of
their unique genetic make-up. This technique is essential for linking suspects to
crime scenes, identifying victims, and exonerating the innocent. The introduc-
tion of the Combined DNA Index System (CODIS) in the USA has further
enhanced law enforcement’s ability to match DNA samples from different cases.

Forensic psychiatry/psychology: this is a medical discipline that studies the
behavior and mental processes of criminals. It plays an important role in
determining whether a person is criminally irresponsible and helps to under-
stand the perpetrator of the crime, as well as the victim. Forensic psychology has
grown considerably over the last 20 years. It is a vast applied field offering

a wide range of opportunities for practitioners. Forensic psychologists work in
many different legal environments, writing reports, giving evidence, providing
direct care, or working with therapeutic communities.

Forensic engineering: the application of engineering principles and techniques
to the analysis of materials, products, structures, or components that are
defective or not functioning as intended. Forensic engineering can include the
analysis of the physical causes of accidents or other sources of claims and
litigation.

Forgery analysis: this includes the use of new technologies to analyze inks and
papers, as well as the use of chemometrics to evaluate analytical data. Forensic
graphology involves the comparison of handwriting samples by forensic docu-
ment experts to determine whether they have been written by the same person.
The comparison should ideally include original, freely and naturally written
documents; comparable to the contested document in terms of format, style,
characters, and character combinations; and provided in sufficient quantity and
quality to be representative of the individual’s handwriting range.

Fingerprints: fingerprint analysis remains a cornerstone of forensic science, as
each individual has unique fingerprints. Integrated automated fingerprint
identification systems have streamlined the process of comparing fingerprints
taken at the scene of a crime with those contained in a database, speeding up
investigations considerably.

Ballistics: examines firearms, ammunition, and their effects. This subdiscipline
is crucial in cases of gun violence. Close collaboration between the forensic
pathologist and the ballistics expert is imperative, as it enables the type of
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weapon used to be determined, as well as the distance and impact of the shot, in
order to rule on the forensic form of death. The search for gunshot residue,
which generally comes out of the barrel in the form of a cone and may be
deposited on the target, enables the firearms expert to assess how close the
shooter was to the target at the time of firing, or, in other words, to determine
the distance of the shot. This research can be carried out using sample kits taken
from hands, clothing, etc.

Digital forensics: with the rise of cybercrime, digital forensics has become
increasingly important. This field involves the recovery and examination of data
from electronic devices, such as computers, smartphones, and storage media.
Computer forensics can reveal crucial evidence, including communications,
financial transactions, and deleted files. Indeed, it is increasingly common for
courts to grant digital traces sufficient probative value to support their deci-
sions. Other branches of forensic science include forensic linguistics, forensic
geology, forensic botany, forensic archeology and forensic podology. Forensic
sciences also encompass more specialized fields, such as forensic accounting.
Clearly, then, the application of forensic science varies from one country to
another and depends essentially on the resources granted to develop it. In the
end, forensic science is indispensable in the realm of crime investigation. Its
scientific rigor and methodical approach not only aid in solving crimes but also
uphold the principles of justice by ensuring that evidence presented in court is
credible and scientifically valid. As technology advances, the role of forensic
science will continue to expand, offering new tools and techniques to combat
crime and support the judicial system. It is that piece without which the puzzle
of a criminal investigation is incomplete. Without the application of forensic
science, criminals can never be convicted unless an eyewitness is present. While
detectives and law enforcement agencies are involved in the collection of
evidence, be it physical or digital, it is forensic science that deals with the
analysis of that evidence in order to establish facts admissible in the court of law.

5. Future prospects

Recent advances in digital forensics, Al-assisted surveillance, and forensic
linguistics are profoundly reshaping traditional investigative paradigms. Digital
forensics is no longer limited to hard disk analysis but now encompasses cloud
storage, blockchain data, and encrypted communications, enabling investigators to
trace digital footprints within complex cybercrime networks. AI and machine
learning support facial recognition, behavior prediction, and pattern detection,
dramatically improving the speed and scope of surveillance operations. Forensic
linguistics, meanwhile, enables investigators to analyze written or spoken
communications to determine authorship, intent, and threat level. Alongside these
advances, criminologists are increasingly relying on Big Data, predictive analysis,
and geographic mapping to anticipate criminal trends and develop targeted
strategies. These tools, frequently used in conjunction with forensic databases,
facilitate real-time policing and informed policy-making. The convergence of
criminological knowledge and forensic precision improves law enforcement’s ability
to anticipate and respond to criminal behavior with greater efficiency and
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accountability. Furthermore, the changing nature of crime necessitates a fresh focus
on multidisciplinary education and training. Future practitioners must possess not
only technical knowledge of forensic instruments and scientific techniques but also
a critical grasp of legal frameworks, ethical norms, and socio-cultural contexts.
Universities and criminal justice institutions must continue to create courses that
reflect this convergence, producing professionals who are equally effective in the
courtroom as they are in the laboratory or on the field. Moreover, the emphasis on
multidisciplinary criminal justice training reflects this integrated mentality.
Universities and law enforcement training schools now focus on cross-disciplinary
training of students in both theoretical frameworks and scientific skills. This
comprehensive training strategy ensures that practitioners are not only technically
proficient but also ethically and legally competent. The fusion of criminology and
forensic studies has become increasingly important in the fight against modern,
technologically sophisticated crimes such as cybercrime, human trafficking, terrorist
financing, and financial fraud. These crimes frequently cross jurisdictional
boundaries and require a combination of sociological understanding, technological
expertise, and legal clarity. As a result, the demand for collaborative training, ethical
oversight, and legal reform is growing. These reforms must protect civil liberties
while strengthening the rigor of investigations, ensuring that judicial procedures do
not jeopardize human rights in the name of efficiency or national security [3, 7].

6. Conclusion

Forensic science is indispensable to criminal investigation. Its scientific rigor and
methodical approach contribute not only to solving crimes but also to upholding the
principles of justice by guaranteeing the credibility and scientific validity of evidence
presented in court.

As technology advances, the role of forensic science will continue to expand,
offering new tools and techniques to combat crime and support the justice system.

Challenges in forensic science include the need for constant technological
advances, rigorous staff training, and strict ethical standards. The reliability of
forensic evidence relies on the meticulous collection and processing of samples
according to well-established, codified protocols, and on the expertise of forensic
science technicians.
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Chapter 6

Review of Medical Crimes from
Unauthorized Applications to
Malpractices

Melike Evbag

Abstract

Malpractice is harm resulting from an illegal or wrongful act committed during
the practice of a profession. When this harm occurs in a way that compromises
a person’s physical integrity, it is considered within the scope of clinical forensic
medicine. When such harm occurs during medical procedures, it is called medical
malpractice, which is also considered within the scope of clinical forensic medicine.
Furthermore, illegal practices, often perceived as affordable and readily available but
frequently carried out by unauthorized individuals, can also cause physical or
psychological harm to individuals worldwide. In this chapter, it is aimed to review
crimes in the medical field, from unauthorized practices to malpractice.

Keywords: malpractice, unauthorized application, crime, medicine, harm, botox
injections

1. Introduction
1.1 Definition of the crime

When defining “crime” from the perspective of criminology, a scientific
discipline, it is noted that there are some inconsistencies in practice and literature and
that defining the word “crime” is quite difficult [1]. At this point, it is worth recalling
McCabe’s famous quote:

“In the whole lexicon of legal and criminological terms, there is no word more
difficult to define than ‘crime’l” [2]

The difficulty in defining “crime” lies in the fact that what an individual considers
or does not consider a “crime” is strongly influenced by factors such as their
worldview, social environment, and religious beliefs [1, 3, 4].

When considered within the framework of universal legal literature in terms of
protecting the common fundamental values of societies, “crime” can be defined as
actions prohibited and punishable by laws established as written rules by public
authorities [3]. For an act to be considered a crime, it must be clearly defined as such
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by pre-existing written laws and regulations; it must also violate the general
principles of justice and human rights, and the perpetrator must have committed the
act intentionally and of their own free will [5-7].

1.2 Intent

According to the universal literature, making the outcome of an act (which is
considered a crime) the primary goal is called “purposive intent” or “dolus directus”
[8, 9]. In some cases, the act deemed a crime is not the direct target but rather
a situation of “dolus eventualis,” where the possibility of the act occurring is known
but neglected [5, 10].

1.3 Negligence

In universal legal literature, “negligence” is defined as a breach of the duty of care
and diligence [10-12].

“Ordinary negligence” is defined as negligence committed without a standard
level of care, despite the possibility of a harmful outcome, and without foreseeing the
consequences. “Advertent negligence,” on the other hand, involves a situation where
the person acts with the confidence that nothing will happen, even though they
foresee the consequences. The difference between advertent negligence and
inadvertent intent is that the person thinks, “It won’t happen anyway,” while with
inadvertent negligence, the prevailing thought is, “Let it happen” [11, 12]

The purpose of defining these situations is to ensure that the penalties for each
type of crime — whether committed intentionally or resulting in negligent harm — are
determined separately within the legal system [10].

1.4 A simple example to help distinguish all definitions

To better illustrate this point, I would like to share an anecdote told by a respected
elder of mine to make it more concrete:

Someone is waiting on a street corner. He has decided that, at two o’clock in the
morning, he will confront another man passing by, empty all the bullets from his
gun, and kill him. There is intent here.

Another man was cleaning his gun in the garden, but somehow the gun slipped from
his hand. There was only one bullet in the chamber. The trigger got stuck, the gun fired,
and it hit someone passing by on the road. The person died. Now, this man, as can be
clearly seen from the perspective of thought, did not plan to kill the person he hit. His
thoughts were on the gun at that moment; he was busy cleaning it. There was no intent.
This man’s only share in the death of that person was carelessness and negligence.
Ultimately, he caused the end of another life, but there was no intent — just negligence.

Someone’s foot gets caught in the railway tracks, and someone else saves the
person by breaking their leg. Was the rescuer’s intention to deliberately break the leg
to save the person? Could they have saved the person without breaking their leg?

The basis of the crime is intent. Although the first two examples given within the
legal system resulted in death, the punishments will not be the same, depending on the
presence or absence of intent, or the degree of intent in cases of gross negligence. In
fact, while the person in the first example is clearly considered to have committed
a crime, what the person in the second example did is not a direct crime. So, how
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should the third example be evaluated? Should this person be rewarded or punished? Is
it always possible to assess the degree of intent based on the available evidence?
However, while acts deemed to be crimes based on available evidence and
demonstrable intent are considered criminal cases, civil law matters are handled as
civil cases. Ninety-five percent of medical malpractice cases are actually “civil law
matters”; they are not “crimes.” So, what are the crimes in the medical field?

2. Medical crimes

If we look at the field of medical practice from the framework we described
earlier, what are the points that must be considered in order for something in the
field of medicine to be considered a crime?

2.1 What is medical intervention?

Medical intervention is the application of any procedure accepted as standard
current medical practice for the purpose of treatment, preservation of physical,
physiological, and psychological integrity, or for other medical purposes [13-15].

Medical interventions must be performed by authorized persons in order to avoid
endangering the bodily integrity of the person.

2.2 Who can perform medical procedures?

While physicians are primarily responsible for medical interventions, other
healthcare professionals may also perform medical interventions under the
supervision of a physician or within the limits of their authority [16, 17].

2.3 What is a medical crime?

For a medical intervention to be legally acceptable, it must be performed by
physicians, dentists, midwives, healthcare professionals, nurses, circumcisers,
dental prosthetic technicians, and emergency medical technicians within the scope
of the authority granted by their diplomas and licenses [18, 19].

Malpractice is damage resulting from an illegal or wrongful act committed during
the performance of a profession. When such damage occurs during medical
procedures, it is called medical malpractice. Most cases of medical malpractice are
considered within the framework of the concept of negligence described earlier [20].

Under the law, unauthorized medical procedures are considered a direct crime. In
addition to unauthorized procedures, acts committed intentionally or through gross
negligence, such as performing surgery under the influence of drugs, deliberately
injecting high doses of medication, engaging in organ trafficking, using medical
science for torture, and committing malicious data breaches in violation of
confidentiality obligations, are considered medical crimes [5, 21-23].

2.3.1 Unauthoriged applications

It is known that, in many parts of the world, including our country, individuals
without valid medical training sometimes perform practices that can be defined as

89



Criminology — Understanding Crime, Criminality, and Justice in a Changing World

medical interventions, and this is considered a crime under the law and is defined as
unauthorized procedures [5, 23].

These individuals are seen prescribing medications and making treatment
recommendations. These practices are referred to in the literature as unauthorized
medicine, informal health services, unqualified medicine, and allopathic medicine.
Recently, they have become quite widespread due to their relatively low cost and
easy accessibility, resulting in many physical and psychological harms [24-26].

Procedures that cause serious physical and psychological harm as a result of
medical interventions performed by unauthorized individuals include laser hair
removal, tattoo removal, Botox, Dermapen, cryolipolysis, bone correction
procedures, tooth extraction/prosthetics, intramuscular injections, and cupping
therapy. A study showed that 87.1% of these procedures are performed in beauty
salons, but they can also be performed in places such as hairdressers, homes, medical
supply stores, pharmacies, and dental clinics [27].

3. Medical malpractice

Malpractice is harm resulting from an illegal or wrongful act committed during the
performance of a profession. When such harm occurs during medical procedures, it is
called medical malpractice. Most cases of medical malpractice are handled within the
legal framework described earlier; however, although rare, there may also be cases of
medical malpractice that fall under the category of crime [20, 21].

To understand the concept of malpractice, it is first necessary to clarify the
concept of complication.

3.1 The concept of complication and its legal nature

A complication is an undesirable adverse event that may occur during or after
a medical procedure, despite adherence to all rules and standards of medical science
(the highest duty of care), due to the patient’s individual characteristics or the nature
of the procedure [17].

Medical interventions, by their very nature, involve various risks. The legal
system, considering the societal benefit of medical science, grants physicians the
authority to take these risks within certain limits; this is explained in legal literature
as the concept of “permitted risk” [16]. Complications arising within this framework
differ fundamentally from medical malpractice. The most prominent characteristics
of a complication are that it is “predictable” because the situation is defined
in medical literature and that the outcome is “unavoidable” despite the physician
exercising all the necessary care and attention required by medical science [21].
Current studies emphasize that these boundaries become blurred, especially in
interventions performed by unauthorized individuals, and that harmful outcomes,
from a forensic medicine perspective, cannot be considered complications [27].

3.2 Liability in medical intervention: Distinction between complication and
malpractice

Medical interventions are protected by the legal system within the framework of
the concept of “permitted risk” due to the risks they inherently contain; however, for
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an outcome to be considered a “complication not requiring compensation,” certain
conditions must be met cumulatively [16]. First, it is essential that the physician has
obtained “informed consent” from the patient by explaining the possible risks before
the intervention, because if a foreseeable risk is not communicated to the patient in
the medical literature, this directly gives rise to legal liability [21]. Second, there
should be no technical defects in the process of performing the intervention, and the
application should fully comply with current medical standards (lege artis). Finally,
after the risk occurs, the physician must quickly recognize the situation and
demonstrate “complication management” in accordance with the standards. Delayed
risk detection or inadequate crisis management transforms the situation into medical
malpractice. Therefore, it is not sufficient for the outcome to be foreseeable;
deficiencies in the management of the process form the basis of criminal and legal
responsibility [15].

4. An example to evaluate the issue from a forensic medical perspective:
Botox injections

Botox injections are medical procedures that should only be performed by
authorized personnel. However, since they are performed with just a syringe and
botulinum toxin (BoNT), they are also performed outside of hospitals. This medical
procedure can be performed by authorized individuals in out-of-hospital settings.
However, this situation is often misused by unauthorized individuals [27].

We have chosen to examine the example of Botox injections to help us understand
whether it constitutes a “complication,” a “medical malpractice” case that warrants
legal considerations, or a “crime.”

Similar situations may arise with other aesthetic or medical procedures.
Unauthorized individuals posing as doctors may perform these procedures, and even
if the person performing them is a doctor, the unwanted outcome must be evaluated
in terms of complications or medical malpractice.

Botulinum toxin was first approved by the Food and Drug Administration (FDA)
in 1989 for the treatment of neurological disorders such as blepharospasm and
hemifacial spasm [28]. Over time, its medical use has expanded to include various
indications such as migraines, hyperhidrosis, bladder dysfunction, and muscle
spasms; its widespread use in aesthetic applications has also led to an increase in off-
label applications. Due to its ease of application, accessibility, and reversible effects,
BoNT has become a very common treatment in aesthetics [29].

These injections are the most commonly performed cosmetic procedure
worldwide, with approximately 3 million injections per year, and they are effective
for many clinical disorders involving involuntary muscle activity or increased muscle
tone [30, 31]. However, this widespread use has also brought with it claims of
medical negligence or unauthorized application and resulting harm, particularly due
to factors such as off-label use (using the drug outside of its stated indications) and
insufficient practitioner experience [32, 33].

At this point, it is necessary to clarify the issue of off-label practices. In medical
law, “off-label” use refers to the use of a drug or medical device outside the
information in its approved package insert — for a different disease (indication),

a different dosage/age group, or through a different application method. Although
this is common in medical practice, it is a factor that increases the legal responsibility
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of the physician. This is because the physician’s obligation to obtain “informed
consent” is much broader in off-label use; the patient must be clearly informed that
this use is nonstandard and of its potential risks [21].

In medical law, off-label use is not prohibited, but it does increase the physician’s
responsibility. A physician may resort to this method when standard treatment is
insufficient, based on current scientific data and prioritizing the patient’s best
interests.

From a legal perspective, these practices are considered an area where the
physician pushes the boundaries of “permitted risk”; therefore, in the event of harm,
the medical necessity and scientific basis of the intervention are subject to much
stricter scrutiny [16]. The fact that some BoNT applications, especially those used in
the cosmetic field, are off-label, necessitates a meticulous examination of potential
side effects and complication management within the framework of “standard
practice” in forensic medicine reports.

The use of BoNT for various aesthetic indications remains the most frequently
performed nonsurgical aesthetic procedure worldwide. As more and more people
from diverse specialties and varying levels of experience begin injecting the toxin, an
increase in complications associated with toxin use is inevitable [34].

In addition to expected but undesirable side effects, such as complications,
anatomical variations, incorrect injection techniques, and the spread of toxin to
adjacent muscles, can contribute to the development of adverse events. This
unpredictability complicates forensic medical assessment, as it can make it difficult
to prove the practitioner’s negligence or fault in causing the complication. However,
these situations are easier to prevent from the outset. Careful administration of
BoNT-A and adherence to established injection guidelines are necessary. Any
deviation from these practices may potentially lead to malpractice claims [35].

In recent years, there has been an increase in the number of applications to the
field of forensic medicine due to reasons such as systemic side effects developing
after application, permanent neurological findings, or procedures performed
without sufficient information being given to the patient [32, 33].

However, it is reported that there are also shortcomings in the legal approach to
this issue, as well as problems such as the lack of adequate injection administration
guidelines together with off — label usage. Besides the question of whether it
constitutes malpractice, the presence of unauthorized procedures further
complicates the matter. It should be noted that if adverse outcomes are caused by
medical malpractice or by unauthorized persons, a forensic medical expert should
prepare a report on the harm suffered [27, 35].

For a medico-legal report to be prepared, it must be clearly established whether
the situation constitutes a crime (unauthorized action) or malpractice. It would not
be appropriate to prepare a medico-legal report for a situation considered
a complication; therefore, medico-legal experts must also possess a basic level of
knowledge in these matters in the context of clinical forensic medicine.

In this context, multidisciplinary evaluation is of great importance to better
understand the complications that may arise during BoNT applications and their
legal consequences [36, 37].

When faced with such a case, before preparing a medico-legal report, it is
necessary to investigate the answers to certain questions regarding the harm caused.
If a report is prepared on the harm caused without such investigation, it means that
the procedure has been unfairly and directly considered a “crime” or “medical
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malpractice.” Therefore, when faced with such a case, the following questions should
be asked before preparing a forensic report on the harm:

* Did the person performing the procedure identify themselves as a doctor?
e Was the person performing the procedure actually a doctor?
e Was the identity of the person performing the procedure clearly stated?

o If the person performing the procedure is authorized, is there an informed
consent form that details the potential side effects and adverse events and states
that the person understands and accepts them?

e Was the medication used sourced from a reliable source?

Although aesthetic procedures are gaining popularity worldwide, the fact that
these interventions are fundamentally medical procedures should not be overlooked.
When determining the legal nature of any undesirable outcomes, it is crucial to
meticulously distinguish whether the situation constitutes an unavoidable
complication or medical malpractice.

This process should involve a comprehensive review not only of the procedural
technique but also of the appropriateness of the procedure, the content of the toxin
used, and the legality of the toxin within the supply chain (use of approved/licensed
products).

All these factors should be evaluated by multidisciplinary, high-level boards
encompassing clinical branches and forensic medicine specialists. Only through such
an approach can both patient safety be protected and the limits of the physician’s
legal responsibility be fairly determined.

4.1 ChecKlist for clinical forensic medicine practices before preparing a medical
report for such cases

¢ Is medical malpractice involved?

e Is there an unauthorized action?

e Is it an unwanted side effect?

e Is there an off-label application?

e Is there an inappropriate procedure or the use of an inappropriate toxin?

e Is there a problem with the supply and distribution of the toxin? (Was an
unapproved, illegal toxin used?)

Therefore, before preparing a forensic medical report regarding the resulting
harm, it is crucial to determine, through a multidisciplinary approach, whether
the issue is due to malpractice, complications, or drug-related damage, and
whether this has been clarified by the competent authorities. All these factors
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should be evaluated by multidisciplinary, high-level committees, preferably
including forensic medical assessments. Only if the matter has been fully clarified
through sufficient investigations conducted by the relevant prosecutor’s office
and court, and it constitutes a crime, will the preparation of the report be
appropriate.

It should be considered that this procedure, which is becoming increasingly
popular for aesthetic purposes, is inherently a medical procedure.

4.2 Recommendations for current practices

e As with all other medical procedures, records must be kept, especially for
out-of-hospital applications.

e Undesirable events and side effects must be reported.

e Due to the rapid increase in the popularity of these procedures in recent years,
a mandatory reporting system is also recommended in the literature.

e Another important point is that the distribution and supply of the toxin used
must be meticulously controlled, and the necessary legal regulations must be
brought to the agenda worldwide.

e It should be considered that, even if the person performing the procedure is
authorized, undesirable effects may occur due to a toxin that has been illegally
introduced to the market, regardless of professional care and experience.

5. Conclusion

The basis of the crime is intent. The punishments will not be the same,
depending on the presence or absence of intent, or the degree of intent in cases of
gross negligence. When considering this assessment in terms of preparing
a forensic medical report regarding harm occurring during medical procedures,
preparing a report on the harm implies that we directly consider the existing
practice causing the harm as a crime. Therefore, a forensic medical expert must
have a basic knowledge of complications, malpractice, and crimes in the medical
field and be able to assist the judiciary by providing sufficient information when
necessary.

Thanks

I am grateful to my elders, who guided me and instilled the concepts of justice and
righteousness, causing them to hold an important place in my life. I also extend my
heartfelt thanks to my dear daughter, son, and close friends for their great help in
fulfilling my responsibilities at home and at work during the writing of this chapter
and all my studies.
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Chapter 7

Forensic Characterization of
Bagged Bodies: A Four-Year
Review from Medellin, Colombia

Jennifer Garcia Ospina

Abstract

This chapter presents a detailed forensic and criminological analysis of homicides
involving body concealment in plastic bags (bagged bodies) in Medellin, Colombia.
The primary scope is transition from raw forensic data to an integrated
understanding of this specific, evolving pattern of urban violence between 2020 and
2023. The forensic scope encompasses analyzing the frequency, victim demographics
(predominantly young adults), and the specific mechanisms of death and trauma.
We examine common injury patterns, such as mixed asphyxia, torture (overkill), and
sharp-force trauma, alongside the evidentiary value of wrapping materials, focusing
on successful latent fingerprint recovery. The criminological scope goes beyond the
autopsy table, interpreting these findings within the context of organized crime
groups (GDOs) operating in the city. We analyze the use of concealment and
dismemberment not merely to hide the victim but as a form of symbolic
communication and territorial control. This method serves as a brutal warning and
a display of extrajudicial social control. The chapter concludes by outlining critical
recommendations for the criminal justice system, advocating for standardized
protocols and multidisciplinary training to enhance investigations, victim
identification, and ultimately, to strengthen the justice response to this complex form
of targeted violence.

Keywords: bagged bodies, forensic investigation, homicide, organized crime, social
control, Medellin

1. Introduction

Homicides involving body concealment in plastic bags represent a growing
forensic challenge in Latin America. These cases often reflect organized crime
dynamics, intimidation strategies, and attempts to hinder identification and evidence
recovery [1, 2].

In recent years, the recovery of “bagged bodies” has emerged as a persistent and
unsettling trend across various Colombian cities [1]. Far from being mere statistics,
these findings expose complex patterns of violence, concealment, and torture that
necessitate a comprehensive, multidisciplinary forensic approach.
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The forensic examination of these cases varies significantly in terms of trauma
type, decomposition status, and overall complexity. Scenarios range from
straightforward cases involving a single sharp force or firearm injury — where
bagging serves primarily for disposal and concealment - to highly complex
presentations involving decomposed, charred, or dismembered remains. These latter
cases often exhibit combined trauma mechanisms (asphyxia, sharp force, blunt
force, gunshot wounds), where the bagging acts to conceal evidence, facilitate
transport, or serve as an instrument of torture, presenting a significant challenge for
forensic analysis.

This chapter will present a detailed forensic and criminological analysis of homicides
involving body concealment in plastic bags (bagged bodies) in Medellin, Colombia.
The primary scope is transition from raw forensic data to an integrated understanding of
this specific, evolving pattern of urban violence between 2020 and 2023.

2. Materials and methods

A retrospective descriptive study was conducted on 67 cases of bagged bodies
examined at the Basic Unit of Medellin (UBM) between January 2020 and
December 2023. Data were extracted from official autopsy reports and photographic
documentation. Variables analyzed included annual frequency, demographic profile
(age, sex), associated elements (plastic bags, adhesive tape, ropes, blankets), injury
patterns (defensive wounds, sharp-force trauma, asphyxia signs), and trace evidence
(latent fingerprints on wrapping materials). Ethical compliance was ensured in
accordance with Colombian legal standards and international forensic guidelines.

3. Results

During the years 2022-2023, 67 autopsies of bagged bodies were registered at the
Medellin Basic Unit. Annual distribution: 2022 recorded the highest number of cases
(n =27; 40%), followed by 2020 (n = 17; 25%), 2023 (n = 13; 19%), and 2021 (n = 10;
15%) — see Figure 1. Age profile: Victims were predominantly young adults, with
41.7% aged 15-25 years and 34.3% aged 26-35 years (see Figure 2: age distribution of
victims).

Males accounted for the majority of the sample (n = 62; 92.5%) versus
females (n =5; 7.5%). Asphyxia (strangulation, suffocation, or mixed) was the
leading cause of death (n =38; 56.7%). Other causes included firearm injuries
(n =145 20.89%), sharp force trauma (n = 13; 19.4%), and craniocerebral trauma
(n=2;2.98%). The manner of death was homicide in 100% of cases. Regarding
preservation, 70.15% (n = 47) of the bodies were fresh, compared to 29.85%

(n =20) that were decomposed (Table 1).

The massive concentration of cases among males (92.5%) and within the 15-35
age range (76%) is not a statistical coincidence, but rather an indicator of the
urban conflict’s demographics in Medellin. This profile suggests that victims are
primarily “operational links” or high-risk individuals within Organized Crime Group
(GDO) structures. The victims’ youth represents a significant loss of potential years
of life and reflects a violent dynamic in which the young body is used as a canvas
for power-driven messaging.
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Cases

Figure 1.
Annual distribution of bagged body cases (2020-2023).

15-25
26-35
36-45
=66

56-65
46-55

Figure 2.
Age distribution of victims.

From a pathological perspective, the fact that 100% of cases are homicides
confirms that “bagging” is an exclusively criminal technique.

The predominance of fresh bodies (70.15%) compared to decomposed ones
indicates that, despite the intent to conceal, discovery is typically rapid; this suggests
bodies are abandoned in transit zones or “invisible borders” specifically to be found,
serving a purpose of public terror rather than permanent disappearance.

In 29 cases (43.28%), other related traumas different from the cause of death
were found. Blunt force polytrauma was the most frequent (21; 74.41%), followed by
sharp force trauma (8; 27.5%) and the two previous combined (5; 17.24%) (Table 2).
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Variable n %
Sex Men 62 92.5
Women 5 7.5
Cause of death Asphyxia 38 56.7
Firearm injuries 14 20.89
Sharp force trauma 13 19.4
Craniocerebral trauma 2 2.98
Manner of death Homicide 67 100
Body preservation Fresh body 20 29.85
Decomposed body 47 70.15

Table 1.
Sociodemographic and forensic characteristics of bagged bodies autopsied in Medellin (2022-2023).

Variable n %
Other related traumas 29 43.28
Blunt force polytrauma 21 72.41
Sharp force trauma 8 27.5
Blunt force polytrauma and sharp force trauma 5 17.24

Table 2.
Other related traumas.

The discovery of additional trauma in 43.28% of cases, predominantly blunt force
polytrauma (72.41%), constitutes physical evidence of “overkill” or extreme cruelty.
These traumas, which are often not the direct cause of death, suggest a phase of prior
subjugation. In the context of Medellin, this frequently translates into interrogations
under torture in so-called “casas de pique” (chop shops) or territorial control sites.

The combination of blunt and sharp force trauma reveals a progression of
violence. While the cause of death may be asphyxia or a gunshot wound, perimortem
injuries indicate the perpetrator’s desire to inflict suffering or to “mark” the body.
For the pathologist, this requires meticulous dissection to differentiate vital from
post-mortem injuries, allowing for the establishment of the iter criminis, or the
sequence of the attack.

In 53 cases (79%), additional materials used for wrapping, binding, or gagging the
body were identified (see Table 3).

The ubiquity of plastic bags, combined with adhesive tape (45.28%) and ropes
(22.6%), outlines a logistical “packaging” pattern. The use of domestic items such as
blankets, sheets, and mattresses suggests that the homicide and initial body
manipulation occur in private or residential settings before being transported to
public spaces. This indicates a criminal infrastructure that allows for body handling
without immediate detection.

The presence of binding elements (ropes, cables, tapes) not only facilitates
transportation by compacting the body to fit into small containers but also serves as
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Variable n %

Other associated materials 53 79
Adhesive tape 24 45.28
Fiber sacks 17 32
Ropes 12 22.6
Blanket 10 18.8
Plastic wrap 9 16.9
Shoelaces 8 15
Bed sheets 8 15
Wires 3 5.66
Curtains 2 3.7
Elastic bandage 1 1.8
Mattresses 1 1.8
Plastic strapping 1 1.8
Belts 1 1.8
Cables 1 1.8
Clothing 1 1.8
Latex gloves 1 1.8
Suitcases 1 1.8

Table 3.
Other associated materials.

evidence of physical restraint. The analysis of knots and the arrangement of ligatures
can provide valuable information regarding the criminal group’s “signature” or the
perpetrators’ level of expertise in load handling and concealment logistics.

Regarding psychoactive substances, rapid urine screening was conducted in 34
cases (50.74%). Positive results for cocaine and marijuana were identified in 32.35%
of the tested cases. It is important to note that testing was contingent upon sample
availability; in the remaining cases, screening was precluded by the state of
decomposition or the absence of urine (see Table 4).

The positivity for psychoactive substances in nearly one-third of the evaluated
cases (specifically the combination of cocaine and cannabis at 32.35%) opens two
interpretative avenues. First, it may indicate a vulnerability of the victim associated
with consumption in high-risk environments. Second, in some contexts, substance
use is forced or facilitated by the perpetrators to overcome the victim’s resistance
prior to execution.

The finding of ketamine and MDMA in specific cases suggests a link to nightlife
contexts or expanding synthetic drug markets in Medellin. For criminal
investigation, these data are crucial: a body with high levels of cocaine and signs of
torture points to a settling of scores related to trafficking, whereas the absence of
substances in a dismembered body could suggest a different victim profile, perhaps
linked to social control or internal discipline.

Scene findings: Plastic bags were universally present, often combined with
adhesive tape, ropes, and blankets.
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Urine screening* n %

Negative 10 29.4
Amphetamines 1 2.94
Cocaine 1 2.94
Cannabis 5 14.7
Cocaine and Cannabis 11 32.35
Cannabis and ketamine 1 2.94
Cocaine and opioids 1 2.94
Cocaine, ketamine, and Cannabis 2 5.88
Cocaine and ketamine 1 2.94
Cocaine, ketamine, opiates, and MDMA 1 2.94
Total 34 50.74

*Applied urine test.

Table 4.
Associated psychoactive substances.

Injury patterns: Common findings included defensive wounds, overkill lesions,
mixed asphyxia, and signs of dismemberment.

Trace evidence: A total of 15 cases (22.38%) yielded positive latent fingerprint
impressions on wrapping materials, underscoring their evidentiary value. Table 5
details the number of fingerprints obtained per case.

Case Evidence Result

Case 1 Black plastic bag 15 Fingerprints
Case 2 Black plastic bag 2 Fingerprints
Case 3 Black plastic bag 1 Fingerprints
Case 4 Black plastic bag 2 Fingerprints
Case 5 Red plastic bag 1 Fingerprints
Case 6 Black plastic bag 1 Fingerprints
Case 7 Black plastic bag 13 Fingerprints
Case 8 Black plastic bag 3 Fingerprints
Case 9 Black plastic bag 3 Fingerprints
Case 10 Black plastic bag 1 Fingerprints
Case 11 Black plastic bag 9 Fingerprints
Case 12 Black plastic bag 6 Fingerprints
Case 13 Black plastic bag 3 Fingerprints
Case 14 Black plastic bag 2 Fingerprints
Case 15 Black plastic bag 9 Fingerprints

Table 5.

Positive latent fingerprint.
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Evidence N° EMP analyzed =~ N° EMP with negative findings =~ N° EMP with positive findings
Year 2020

Plastic bag 1 7 4

Adhesive tape 4 4 0

Plastic wrap 1 1 0
Year 2021

Plastic bag 5 3 2

Adhesive tape 2 2 0

Plastic wrap 4 4 0
Year 2022

Plastic bag 21 15 9

Adhesive tape 4 4 0

Plastic wrap 5 5 0
Year 2023

Plastic bag 8 5 3

Adhesive tape 6 6 0

Plastic wrap 1 1 0

Table 6.

Latent impressions.

Regarding the examination of evidence for latent lophoscopic impressions,
positive results were obtained from plastic bag materials. However, stretch film and
adhesive tapes failed to yield any latent impressions (Table 6).

The results obtained in latent fingerprint recovery are highly significant for field
forensics. The success found with plastic bags, contrasted with the absolute failure
on adhesive tapes and stretch film, reveals both technical and material limitations.
The porous texture or surface irregularity of the stretch film, combined with the use
of gloves (frequent in these crimes), hinders the transfer of papillary ridges.
However, obtaining up to 15 prints from a single black polyethylene bag
demonstrates that the container itself is the most valuable piece of evidence. The
analysis suggests that the perpetrator, under the stress or urgency of abandoning the
body, tends to handle large bags without full protection, leaving latent traces that
constitute the only direct physical link between the killer and the scene of the
discovery.

4. Discussion

Literature reports regarding autopsies of bodies found in bags are scarce. An
article published in 2021 by Maria De Matteis et al., covering a series of 13 cases over
the last 20 years and a literature review on homicides involving concealment
maneuvers, identified freezing, dismemberment, burial in concrete, submersion,
bagging, incineration, and earth burial as the most frequent methods of
concealment [3].
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In another study published by K. Janben et al., a retrospective analysis of forensic
autopsies performed at the University of Cologne Medical School, Germany, from
2009 to 2016 revealed that, out of 5,539 autopsies conducted at the Institute of
Forensic Medicine in Cologne, 12 cases of packaged or bagged bodies were recorded
(0.2%). Of these 12 cases, 7 were homicides (58%), 3 were suicides (25%), one was
a case of autoerotic asphyxia, and one was a natural death. The sex distribution was
even: 6 men and 6 women. The cohort of homicide victims was aged between 22
and 37 years [4].

In Medellin, Colombia, over a four-year period, a total sample of 67 cases was
obtained—a figure significantly higher than what has been reported in the literature
to date. In all cases, the manner of death was homicide, and the most frequent age
range was between 15 and 25 years.

In this study, beyond identifying body bagging as a method for concealment
or final disposal, cases were also identified where the purpose of the bag was to cause
death or to serve as a specific method of torture. The finding of other types of trauma
(43.28% of cases) that did not directly cause death necessitates the consideration
of torture within the contextual investigation of the case. In more than half of the
cases (79%), other materials used for packaging the bodies or restraining the victims
(tapes, ropes, straps, among others) were found; the nature and evidentiary
potential of these materials must be considered, ensuring proper handling and
processing according to the specific circumstances of each case.

The recovery of latent fingerprints from the wrappings in this study
demonstrated that materials such as plastic bags have a high probability of yielding
latent lophoscopic impressions, which are of vital importance for linking potential
perpetrators or suspects to the crime during the investigation. In these cases, the
adequate preservation and care of the evidentiary items (EMP) are fundamental to
guarantee their probative value within the judicial investigation process.

On the other hand, the most frequent causes of death were asphyxia (56.7%),
followed by gunshot wounds and sharp force trauma. This study identified
suffocation with a bag and strangulation (manual or ligature) as methods of
asphyxia. In cases of sharp force trauma, instances of dismemberment or the
presence of other injury patterns, such as overkill and defense wounds, were not
uncommon.

Regarding asphyxia by suffocation with a bag specifically, the available literature
is very limited, as most reported cases occur in suicidal contexts. In a study published
by Jorge Ivan Pareja, characterizing homicides by suffocation among 38,772
autopsies performed between 2008 and 2021 at the National Institute of Legal
Medicine and Forensic Sciences in Medellin, 96 cases (14.1%) related to suffocation
with plastic bags were found. Eighty individuals (83.3%) presented additional signs
of blunt force trauma that did not explain the death and could be related to torture
maneuvers [5].

Regarding cases associated with dismemberment, although most cases registered
in the literature describe defensive dismemberment as the most common, in
Colombia, offensive dismemberment — or dismemberment as a specific method to
cause death - is not uncommon. A systematic review by N. Wilke-Schlhorst et al. of
51 cases of dismemberment (30 defensive, 21 offensive) occurring over a 57-year
period and autopsied at the Department of Legal Medicine in Hamburg, Germany,
concluded that the majority of dismemberment cases are defensive; perpetrators
belong to the victim’s close social circle, are middle-aged men with no primary
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psychiatric illnesses, and lack experience in the medical sector or professional
butchery [6]. In the case of Medellin, Colombia, a study published by Catalina
Vasquez et al. characterizing dismembered bodies handled at the Medellin Basic Unit
of the National Institute of Legal Medicine and Forensic Sciences between 2013 and
2017 found a total of 54 cases — a figure exceeding the German caseload of 57 years.
Of these, 9 cases (16.7%) involved disarticulation where anatomical knowledge
and expertise by the aggressor were evident, while 41 cases (75.9%) were rough
dismemberments (hacking/chopping) [7]. In the current study, sharp force trauma
was found in 8 cases (27.5%), associated with the presence of rough dismemberment
in 2 cases.

Unlike the cases reported in Germany and Italy, where “bagging” is typically
a method of domestic or individual concealment (often linked to passionate or
psychiatric motivations), in Latin America, “bagging” serves as a fundamental tool
for criminal governance.

¢ Mexico: The encobijados (bodies wrapped in blankets) share structural simila-
rities with the “bagged bodies” of Medellin. However, Mexico shows a higher
prevalence of using blankets decorated with narcomensajes (narco-messages).
While the message in Medellin is typically implicit and territorial, in Mexico, it
is explicit and directed toward the state or rival cartels[8-9].

Brazil: In favelas controlled by groups such as Comando Vermelho or the PCC,
the “microwave” (micro-ondas) — burning bodies inside stacks of tires - is
frequently used to eliminate evidence. Bagging in Brazil, similar to the Medellin
context, is primarily reserved for bodies that must be “dumped” in neutral zones
to avoid triggering police intervention within the favela[10-11].

El Salvador: Historically, gangs (MS-13 and Barrio 18) have utilized clandestine
graves for the total disappearance of victims. Nevertheless, the abandonment of
bodies in bags on public roads has emerged as a tactical defiance against
intensive security policies, mirroring the patterns observed in Medellin between
2020 and 2023[12-13].

The investigation of these cases in Medellin is governed by the Minnesota
Protocol (2016), as these findings often suggest crimes committed within contexts of
territorial control by armed groups.

5. Conclusions

The forensic approach to a “bagged body” can vary significantly depending on
the type of trauma, the state of decomposition, and the complexity of the case.
Scenarios range from situations involving a single sharp force or gunshot injury —
where the bagging serves primarily for disposal and concealment - to highly
complex cases involving decomposed, charred, or dismembered bodies. These
latter cases may present multiple traumatic mechanisms (asphyxia, sharp force,
blunt force, firearm), where the bagging is used for concealment, facilitation of
final disposal, or as a method of torture, representing a case of extremely high
complexity.
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Furthermore, contextual information is frequently deficient, which hinders the ideal
and optimal approach to the specific case. Therefore, whenever one is presented with
a bagged body, it is crucial to question the objective behind this method of disposal. In
this regard, during the autopsy procedure, four key questions must be answered:

e What is the purpose of bagging?

e Is there an associated injury pattern?

e Are there other associated elements or items?

e What should be done with the containers and other recovered items?

In light of the above, the following flowchart is proposed (see Figure 3).

In all cases involving bodies found in bags, the Minnesota Protocol must be
applied, ensuring compliance with all autopsy and sampling standards. Ideally, post-

mortem imaging (X-ray or CT) should be conducted before opening the container to
document the body’s position, locate ballistic elements, and assess trauma.

Bagged Bodies

Objectives

Purpose

Associated Injury Pattern

Are there other associated
elements?

What to do with recovered
elements?

Concealment, diposal or
transport

Hesitation, defense pattern
or overkill

Ropes, blankets, tapes,
sacks, etc.

Method of torture

Throat slashing,
dismembernmetn or
quartering

Method to cause death

Figure 3.
Key objectives and factors in bagged body investigations.
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The leading causes of death in these scenarios are asphyxia, gunshot wounds,
sharp force trauma, and blunt force trauma. Each mechanism requires a specific
investigative approach. For asphyxia, it is necessary to differentiate between torture
maneuvers and the lethal mechanism itself.

Regarding sharp force trauma, findings of dismemberment or quartering are
common. The investigation must establish whether the pattern is defensive,
offensive, aggressive, or necromaniacal. Note that in Colombia,
aggressive dismemberment is a frequent method used for both torture and
homicide.

Forensic anthropology consultation is recommended to evaluate tool marks and
establish the common origin of anatomical segments. While genetics is useful,
re-association can often be achieved through analysis of traumatic continuity and
anatomical/taphonomic features in fresh remains. Additionally, histopathology and
immunohistochemistry are fundamental for determining the vitality of wounds,
distinguishing between aggressive dismemberment (torture) and post-mortem
mutilation.

Careful examination of the containers (bags, wrappings) is essential to recover
trace, biological, or fingerprint evidence. A fingerprint specialist should assist during
the autopsy to ensure proper handling of items like stretch film and adhesive tapes,
maximizing the recovery of latent prints.

Respect to other associated evidence (ropes, wires, mattresses, etc.),
coordination with other forensic labs (biology, chemistry, trace evidence) is
necessary to determine the appropriate analysis and packaging for these
evidentiary items. An interdisciplinary approach is strongly advised. See the
flowchart in Figure 4.

Finally, the phenomenon of “bagged bodies” has drastically reconfigured the
perception of security in Medellin. Despite the general reduction in homicide rates
observed over the last decade, the recurrence of these findings generates a profound
sense of qualitative perceived insecurity. This phenomenon does not represent mere
isolated events of human waste disposal; rather, it exposes dynamics of social and
territorial control within organized crime groups.

¢ Invisible Borders and Territorial Delimitation: The abandonment of bodies is
often localized at the geographic boundaries between districts (comunas). This
practice responds to the strategic need to demarcate territories and broadcast
symbolic messages of dominance aimed at the citizenry, rival criminal struc-
tures, and state institutions. This “violent messaging” tactic forces the munici-
pal administration to re-evaluate the effectiveness of video surveillance systems
and strengthen institutional presence in peripheral road corridors identified as
critical disposal points.

e Instrumentalization of Public Space as a Stage of Terror: The discovery of
a bagged body transmutes a place of everyday transit into a scene of terror
and extrajudicial control. This phenomenon negatively impacts social cohe-
sion, community mental health, and the real estate value of the affected
sectors. Therefore, security policies must transcend the traditional model of
capturing ringleaders to focus on neutralizing the “logistics of disposal” and
strengthening the judicial response to these complex forms of targeted
violence.
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